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CUSTOMER IDENTIFICATION VALUE FOR
ELECTRONIC DEVICES

BACKGROUND

In an industrial or automotive supply chain, a tier 2
company can manufacture an electronic device for purchase
by tier 1 companies. A tier 1 company that purchases
clectronic devices from the manufacturer can integrate one
of the electronic devices into a module for use 1 an
industnal setting or 1n an automobile. As one example, a tier
1 company can produce an automotive radar module using
a microprocessor manufactured by a tier 2 supplier. The tier
1 company can program the microprocessor by writing
application data to a memory onboard the microprocessor to
an externally hosted memory 1n the non-volatile storage of
the microprocessor. The tier 1 company may treat this
application data as valuable confidential information (e.g., a
trade secret) because the tier 1 company expended substan-
tial efiort to develop the application data.

The ability of the tier 1 company to generate profits from
sales of modules 1s based on the reputation of the tier 1
company and the trust that the marketplace has for the
quality and performance of the modules produced by the tier
1 company. Thus, 1t 1s 1mportant for the tier 1 company to
prevent the thelt of intellectual property by copycat produc-
tion companies. For example, copycat production compa-
nies may not provide the same level of guarantee or warranty
tor the cloned modules as provided by the tier 1 company for
the authorized modules, thereby flooding the marketplace
with lower quality modules.

SUMMARY

In some examples, a manufacturer of devices can write a
respective customer identification value to a memory
onboard each of the devices. The customer identification
value stored on a device may be associated with and unique
to the customer that purchases that device. In other words,
the 1dentification value(s) stored on devices sold by the same
manufacturer to other customers may be different than the
identification value associated with the first customer. The
customer can protect 1ts application data by encrypting and
authenticating that data using a key such that a malicious
entity cannot write the application data to another device
that stores a different customer identification value.

The techniques of this disclosure address some of the
concerns that customers have about malicious entities pro-
ducing cloned modules using application data of a customer.
Each customer can create a digitally signed certificate hav-
ing encrypted contents including the unique identification
value stored on devices purchased by the customer, thereby
binding the certificate to those devices. A malicious entity
may be able to write the data 1n the certificate only to devices
having an 1dentical customer identification value stored
thereon (e.g., 1n write-protected non-volatile memory).

In some examples, a method includes reading a first
customer 1dentification value from a first memory on a
device and reading a second customer identification value
from a first field 1n a certificate. The method also includes
determining whether the first customer 1dentification value
matches the second customer 1dentification value. In addi-
tion, the method includes reading application data from a
second field 1n the certificate 1n response to determining that
the first customer identification value matches the second
customer identification value. The method further includes
writing the application data to a second memory on the
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2

device 1n response to determining that the first customer
identification value matches the second customer i1dentifi-

cation value.

In further examples, a computing system includes a
processing resource and a non-transitory computer-readable
medium coupled to the processing resource and storing
instructions that, when executed by the processing resource,
cause the processing resource to read a first customer
identification value from a first memory on a device. The
instructions are configured to be executable by the process-
ing resource for turther causing the processing resource to
read a second customer 1dentification value from a first field
in a certificate and determine whether the first customer
identification value matches the second customer identifi-
cation value. In addition, the mnstructions are configured to
be executable by the processing resource for also causing the
processing resource to determine whether the first customer
identification value matches the second customer identifi-
cation value. The 1nstructions are configured to be execut-
able by the processing resource for also causing the pro-
cessing resource to, responsive to determining that the first
customer 1dentification value matches the second customer
identification value, read application data from a second
field 1n the certificate and write the application data to a
second memory on the device.

In yet further examples, a computing system includes
means for reading a first customer 1dentification value from
a 1irst memory on a device, means for reading a second
customer identification value from a first field in a certifi-
cate, and means for determining whether the first customer
identification value matches the second customer i1dentifi-
cation value. The computing system also includes means for
reading application data from a second field in the certificate
responsive to determining that the first customer identifica-
tion value matches the second customer 1dentification value.
In addition, the computing system includes means for writ-
ing the application data to a second memory on the device
responsive to determining that the first customer 1dentifica-
tion value matches the second customer 1dentification value.

BRIEF DESCRIPTION OF THE DRAWINGS

Features of the present invention may be understood from
the following detailed description and the accompanying
drawings. In that regard:

FIG. 1 1s a conceptual block diagram of a production
environment that includes a production company that builds
modules for a system-level designer using devices produced
by a manufacturer.

FIG. 2 1s a conceptual block diagram of a production
environment that includes a production company that builds
modules using design plans from a system-level designer
and additional devices produced by a manufacturer.

FIG. 3 1s a conceptual block diagram of a device including
a write-protected memory configured to store a customer
identification value according to some aspects of the present
disclosure.

FIG. 4 1s a conceptual block diagram of a programming,
tool according to some aspects of the present disclosure.

FIG. 5 1s a flow diagram of a method for producing
devices with different customer 1dentification values accord-
ing to some aspects of the present disclosure.

FIG. 6 1s a flow diagram of a method for producing design
plans for modules according to some aspects of the present
disclosure.

FIG. 7 1s a flow diagram of a method for attempting to
produce cloned modules.
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FIG. 8 15 a flow diagram of a method for authenticating a
certificate before writing application data according to some

aspects of the present disclosure.

DETAILED DESCRIPTION

Specific examples are described below 1n detail with
reference to the accompanying figures. It 1s understood that
these examples are not itended to be limiting, and unless
otherwise noted, no feature i1s required for any particular
example. Moreover, the formation of a first feature over or
on a second feature in the description that follows may
include examples 1n which the first and second features are
formed 1n direct contact and examples in which additional
features are formed between the first and second features,
such that the first and second features are not 1n direct
contact.

A system-level designer may produce an electronic mod-
ule such as a radar system or other computing system by
programming software onto a mass-produced electronic
device such as a microprocessor. To produce the electronic
module for sale to a user, the system-level designer can order
a large volume of components, such as electronic devices,
from a second party, such as the manufacturer, and send the
components and design plans to a third party, such as a
production company, for assembly, programming, and other
related tasks. After receiving the programmed electronic
devices from the production company, the system-level
designer can sell the finished modules to a user.

The production company 1s 1n possession of the design
plans for the module, which means that the production
company can order additional components from the same
manufacturer. The production company can use the addi-
tional components to produce cloned modules to sell to
users. To prevent this theit of the intellectual property of the
system-level designer, the manufacturer can write an i1den-
tification value to each component device that the manufac-
turer sells. The manufacturer can create a first unique
identification value for devices purchased by a first customer
and a different unique i1dentification value devices purchased
by a second customer. By tying at least some software
functionality to the unique identification value for a first
customer, even 1f the second customer obtains application
data held by the first customer, the second customer may not
be able to use the application data. Of course, these advan-
tages are merely examples, and no advantage 1s required for
any particular embodiment.

Examples of the interactions between a manufacturer, a
system-level designer, and a production company are
described with reference to the figures below. In that regard,
FIG. 1 1s a conceptual block diagram of a production
environment that includes a production company 120 that
builds modules for a system-level designer 110 using com-
ponent devices produced by a manutacturer 100.

In the example shown in FIG. 1, manufacturer 100
produces electronic component devices such as micropro-
cessors, microcontrollers, digital signal processors (DSPs),
systems-on-chips, transistors, drivers, and/or any other elec-
tronic devices. Manufacturer 100 can sell the component
devices to system-level designer 110, production company
120, and/or any of end users 130A-130N. In some examples,
manufacturer 100 may sell customized component devices
to any of customers 110, 120, and 130A-130N, and manu-
facturer 100 may also sell component devices made to a
predetermined specification to any of customers 110, 120,

and 130A-130N, which may be referred to as “catalog
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4

sales.” Referring to line 140, manufacturer 100 delivers a
first set ol component devices to system-level designer 110.

System-level designer 110 may be a tier 1 company that
designs and/or produces modules for users 130A-130N,
who, 1n many examples, may be manufacturers themselves
(e.g., ol automobiles, aircraft, marine vessels, and/or indus-
trial facilities). Additionally or alternatively, some of users
130A-130N may be end users, such as consumers who
purchase radar systems or communication systems to install
on their marine vessels or aircrait. System-level designer
110 receives the first set of component devices from manu-
facturer 100 and can generate design plans that utilize the
first set of component devices 1n a manufactured product.
For example, system-level designer 110 can generate design
plans to integrate each of the component devices into a
respective module. In some examples, the design plans may
call for integrating more than one component device into
cach module. The design plans may also include application
data that will be written to the memory of each of the
component devices. System-level designer 110 may also add
value to the component devices by developing one or more
application to run on each of the component devices. Refer-
ring to line 142, system-level designer 110 sends the com-
ponent devices and the design plans to production company
120 with a request to produce modules.

Production company 120 may also be a tier 1 company
that can implement the design plans received from system-
level designer 110. Production company 120 assembles the
component devices received from system-level designer 110
into a first set of modules. System-level designer 110 can
request that production company 120 assemble the modules
for various reasons. For example, system-level designer 110
may not have an assembly facility for producing modules, or
system-level designer 110 may operate an assembly facility
that 1s at capacity and cannot increase production.

Production company 120 can build a module by assem-
bling components (e.g., the component devices from sys-
tem-level designer 110) and writing data to the memory on
one or more of the components. For example, production
company 120 may use a programming tool created by
manufacturer 100 to write data to the respective memory on
cach of the component devices. The programming tool may
be part of an external device that connects to one of the
component devices, or one of the component devices may
implement the programming tool after the programming
instructions are loaded onto that device.

Referring to line 144, after building the first set of
modules using the component devices, production company
120 delivers the first set of modules back to system-level
designer 110. After delivering the modules, production com-
pany 120 may still retain the design plans that production
company 120 used to build the modules. Referring to line
146, after receiving the delivery, system-level designer 110
sells the modules to user 130A. Users 130A-130K may be
system 1integrators who assemble modules into larger sys-
tems such as automobiles, aircrait, building systems, and/or
industrial facilities.

FIG. 2 1s a conceptual block diagram of a production
environment that includes a production company 120 that
builds modules using design plans from a system-level
designer 110 and additional devices produced by a manu-
tacturer 100. Referring to line 240, production company 120
orders a second, additional set of component devices from
manufacturer 100 after receiving the design plans from
system-level designer 110 that are functionally 1dentical to
the first set of component devices. In that regard, production
company 120 may order the same device model as the first
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set of component devices that production company 120
received from system-level designer 110. In the example
shown 1n FIG. 2, production company 120 intends to pro-
duce a second set of cloned modules that are 1dentical to the
first set of modules, even though the contract between
system-level designer 110 and production company 120
prohibits the production of cloned modules. Referring to line
242, manufacturer 100 may deliver the second set of com-
ponent devices to production company 120 without knowl-
edge of the intended use.

Production company 120 retained the design plans that
production company 120 received Irom system-level
designer 110. The design plans include application data to be
written to memory on the component devices that produc-
tion company 120 recerved from system-level designer 110.
The application data may be the intellectual property of
system-level designer 110. For example, system-level
designer 110 may be protecting the application data as a
trade secret, and production company 120 and system-level
designer 110 may have signed a non-disclosure agreement
covering the application data. Nonetheless, production com-
pany 120 uses the design plans to build a second set of
modules, where each module includes one or more of the

second set of component devices that production company
120 received from manufacturer 100. Each module of the
second set of modules may be 1dentical or nearly 1dentical to
the modules of the first set that production company 120
produced for system-level designer 110, as shown 1n FIG. 1.
Thus, the second set of modules may be referred to as cloned
modules or unauthorized copies of the first set of modules.
Referring to line 244, production company 120 then sells the
modules to user 130K.

In the example shown 1n FIG. 2, production company 120
1s able to produce cloned modules because each device in the
second set ol component devices received by production
company 120 from manufacturer 100 1s functionally 1den-
tical to the devices in the first set of component devices that
system-level designer 110 received from manufacturer 100.
Production company 120 can use the design plans from
system-level designer 110 to create cloned modules, 1n part,
because production company 120 can write, to the second
set of component devices, the application data that was used
for the first set of component devices. In other words,
production company 120 misuses the application data
received from system-level designer 110 to produce unau-
thorized clones for sale to user 130K.

In accordance with the techniques of this disclosure,
manufacturer 100 can prevent or deter unauthorized cloming,
by writing a customer identification value to a respective
memory on each of the component devices that manufac-
turer 100 delivers to system-level designer 110. The cus-
tomer 1dentification value may be unique to the first set of
component devices such that other devices produced by
manufacturer 100 and delivered to other customers have
different customer 1dentification values or no customer 1den-
tification value at all. Thus, the first set of component
devices received by system-level designer 110 from manu-
tacturer 100 are different from the second set of component
devices received by production company 120 from manu-
tacturer 100, which may prevent production company 120
from misusing the application data received from systems-
level designer 110. However, because the component
devices vary only by customer 1dentification value and not
by function, 1t may be possible for the manufacturer 100 to
provide the component device to a wide range of customers
without significant additional testing.
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To do so, manufacturer 100 can write a first customer
identification value associated with system-level designer
110 to a respective write-protected memory on each of the
first set of component devices. Manufacturer 100 can write
a different customer identification value to a respective
write-protected memory (e.g., a one-time programmable
write-protected memory) on each of the second set of
component devices that manufacturer 100 delivers to pro-
duction company 120. Thus, the first set of component
devices will be different from the second set of component
devices 1n that the second set of component devices have a
different customer identification value than the first set of
component devices. Because the customer identification
value(s) may be stored to write-protected memory, produc-
tion company 120 may be unable to change the customer
identification value stored on any of the devices.

In addition, production company 120 may be unable to
write a particular set of data to the second set of component
devices 1f the customer identification value stored on the
second set of component devices does not match the cus-
tomer 1dentification value in the data to be wrtten. For
example, the design plans received by production company
120 can include a digitally signed certificate with a first field
specilying a customer i1dentification value and one or more
additional fields with data to be written to the first set of
component devices. As used herein, “first field” and “second
field” are not meant to indicate the positions of the fields
within the certificate. Thus, a first field 1s not necessarily at
the beginning of the certificate, and a second field 1s not
necessarlly immediately following the first field.

Production company 120 may use a programming tool to
write the application data to one of the second set of
component devices, where the programming tool i1s config-
ured to compare a {irst customer 1dentification value stored
on the device to a second customer 1dentification value 1n the
certificate. In response to determining that the first customer
identification value stored on the device does not match the
second customer identification value in the certificate, the
programming tool may be configured to refrain from writing,
the application data to the device.

The second customer identification value may be digitally
signed and encrypted 1n the certificate so that production
company 120 cannot change the customer identification
value 1n the certificate without modifving (e.g., corrupting)
other portions of the certificate. The certificate may also
include one or more fields comprising some or all of the
application data that production company 120 intends to
write to the device. If production company 120 attempts to
modily the customer identification value 1n the certificate,
production company 120 will corrupt the remaining data in
the certificate because of the digital signature and encryp-
tion. Thus, the customer 1dentification values stored on the
device and 1n the certificate, along with the programming
tool, ensure that production company 120 cannot clone the
first set of modules ordered by system-level designer 110.

In some examples, system-level designer 110 digitally
signs and encrypts the certificate using an asymmetric key
pair (e.g., public-key cryptography) and/or a hash function.
For example, system-level designer 110 can digitally sign
and encrypt the certificate by generating a hash of the
contents of the certificate and encrypting the hash using a
key. The encrypted hash 1s then included in the digitally
signed certificate. System-level designer 110 may use the
customer i1dentification value stored on each of the first set
of component devices as the public key, and system-level
designer 110 may have a second key that 1s unknown to
manufacturer 100 and production company 120. System-
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level designer 110 can create a field 1n the certificate for the
customer 1dentification value stored on each of the first set
of component devices. System-level designer 110 may then
generate the certificate by signing the certificate using the
second key.

To verily that the certificate matches the customer 1den-
tification value stored on the device, the programming tool
may need only the public key (e.g., the customer 1dentifi-
cation value stored on the device) and the signed certificate.
Access to the public key, even without access to the second
key, may be suflicient for the programming tool to verify the
certificate.

Production company 120 cannot change the customer
identification value 1n the signed certificate to match the
customer 1dentification value stored on each of the second
set of component devices. Production company 120 may
have the second set of component devices, the programming
tool, and the design plans including a certificate with appli-
cation data. However, production company 120 cannot write
the application data to the second set of component devices
unless the programming tool confirms that the customer
identification values are identical.

There are other approaches to prevent cloning by mali-
cious entities. For example, another manufacturer may have
access to the key of a customer. The manufacturer can build
a programming tool that decrypts a certificate based on the
key. Although this approach can provide similar benefits, the
manufacturer 1s responsible for maintaining the secrecy of
the key, which can result 1n increased cost and risk for the
manufacturer. In such an example, the manufacturer may
need to maintain the secrecy of the key throughout the
lifetime of the device.

As another possible approach, a manufacturer may asso-
ciate incremental serial numbers with a batch of devices and
deliver specific serials numbers to each customer. Such an
approach may increase the overhead costs of the manufac-
turer in maintaining a database associating device types and
serial numbers that have been delivered to each customer. In
addition, such an approach may increase the overhead costs
of each customer 1n generating a unique certificate for every
serial number within a batch of devices.

In contrast to these approaches, using the techniques of
this disclosure, manufacturer 100 can maintain a much
smaller database that associates each customer 1dentification
value with a customer or a specific product line of that
customer. These techniques may also allow for each cus-
tomer to generate only one certificate for each product line.
Thus, the techniques of this disclosure may result 1n lower
overhead costs for manufacturer 100 and for system-level
designer 110, as compared to associating incremental serial
numbers with each customer.

FIG. 3 1s a conceptual block diagram of a device 300
including a write-protected memory 322 configured to store
a customer 1dentification value according to some aspects of
the present disclosure. In the example shown in FIG. 3,
device 300 includes processing circuitry 310, memory 320,
write-protected memory 322, and programming interface
330. In some examples, device 300 may include more or
tewer components than the elements shown i FIG. 3. In
addition, some of the elements 1n FIG. 3 may be integrated
such that write-protected memory 322 1s part of memory
320, or some or all of memory 320 1s built into processing
circuitry 310.

Write-protected memory 322 1s configured to store a
customer 1dentification value associated with the customer
who ordered device 300. The manufacturer of device 300
can write the customer identification value to write-pro-
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tected memory 322 after device 300 1s fabricated. Write-
protected memory 322 may include a set of electronic fuses
(e.g., efuses), a set of hardwired memory cells, and/or
another type of write-protected memory 322 that cannot be
reprogrammed or written over (e.g., one-time programmable
memory). In examples i which write-protected memory
322 includes fuses, the manufacturer can blow the fuses
during the write process to create non-reversible writing of
the customer identification value. Alternatively, write-pro-
tected memory 322 may support more than one write
operation with protection against unauthorized writing.

A programming tool can write the application data to a
non-volatile memory on the device. Write-protected
memory 322 may include non-volatile memory, such as
backup flash memory and/or a fuse farm. The data stored in
write-protected memory 322 may be visible or accessible to
a user of device 300. In some examples, the customer
identification value 1s a public key, so the customer 1dent-
fication value stored in write-protected memory 322, by
itself, may not be enough information for a production
company to produce cloned modules.

Programming interface 330 may include a serial interface,
a parallel interface, one or more pins, a boot interface, and/or
a universal asynchronous receiver-transmitter (UART) inter-
face. Programming interface 330 may be configured to allow
a programming tool to read data from memory 320 or 322
and/or to allow the programming tool to write application
data to device 300. The programming tool can connect to
device 300 via programming interface 330 to read the
customer 1identification wvalue stored to write-protected
memory 322.

FIG. 4 1s a conceptual block diagram of a programming,
tool 400 according to some aspects of the present disclosure.
In the example shown 1in FIG. 4, programming tool 400
includes processing circuitry 410, memory 420, and inter-
face 430. Programming tool 400 1s shown 1n FIG. 4 as a
physical device that 1s separate from the device to be
programmed, but alternatively programming tool 400 may
be embodied 1n instructions that are loaded onto the device
to be programmed and executed therefrom. In other words,
although programming tool 400 1s depicted in FIG. 4 as
external to the electronic device to which application data 1s
written, instead or additionally, programming tool 400 may
be embodied 1n instructions that are loaded on the electronic
device and implemented through the processing circuitry of
the electronic device.

When programming tool 400 1s connected to or loaded
onto a device via imterface 430 (e.g., a UART interface),
programming tool 400 may be configured to read a first
customer 1dentification value from a memory on the device
(e.g., from a one-time programmable write-protected
memory on the device). In examples 1n which programming
tool 400 1s a separate device, programming tool 400 can read
the first customer 1dentification value from the memory via
interface 430. Programming tool 400 can copy the first
customer 1dentification value to a first register on the device.
Programming tool 400 may be configured to then inspect the
certificate, including the application 1images in the certifi-
cate. Programming tool 400 may be configured to authen-
ticate or verily the digital signature of the certificate and
interpret the fields in the certificate by first copying a second
customer 1dentification value from the certificate to a second
register on the device. Programming tool 400 (e.g., process-
ing circuitry 410) can compare the identification values to
determine whether the values match by comparing the
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values 1n the first and second registers. After comparing the
values, programming tool 400 may be configured to clear the
values 1n the registers.

After programming tool 400 determines that the customer
identification values are equal (e.g., by comparing the values
in the registers), programming tool 400 writes the remaining
data 1in the certificate to the device. In examples 1n which
programming tool 400 1s a separate device, programming,
tool 400 can write the remaiming data to the device via
interface 430. The data to be written to the device by
programming tool 400 may include application images that
are digitally signed and encrypted using a key. In response
to determining that the customer 1dentification values do not
match, programming tool 400 may be configured to refrain
from executing mstructions to load the application data onto
the device.

Programming tool 400 can be configured to program a
family of devices produced by a single manufacturer. For
example, the manufacturer may create programming tool
400 for a family of microprocessors and/or a family of DSPs
produced by the manufacturer. The manufacturer can pro-
vide programming tool 400 to customers who purchase any
of these products. Programming tool 400 may be con-
structed such that a customer cannot reverse engineer pro-
gramming tool 400 to obtain unencrypted application data
from a certificate. Thus, even though a malicious entity can
write application data to device when the customer identi-
fication values match, the malicious entity may not be able
to obtain an unencrypted version of the application data.

FIG. 5 15 a flow diagram of a method 500 for producing
devices with different customer 1dentification values accord-
ing to some aspects of the present disclosure. Some pro-
cesses of the method 500 may be performed 1n orders other
than described, and many processes may be performed
concurrently in parallel. Furthermore, processes of the
method 500 may be omitted or substituted 1n some examples
of the present disclosure. The method 500 1s described with
reference to manufacturer 100 shown in FIGS. 1 and 2,
although other entities or components may exemplily simi-
lar techniques.

Referring to block 510, manufacturer 100 produces
devices, such as microprocessors, DSPs, field-program-
mable gate arrays (FPGAs), and/or any other electronic
devices. Each of the devices produced by manufacturer 100
may include a write-protected memory.

Referring to block 520, manufacturer 100 then receives an
order from a first customer (e.g., system-level designer 110)
for a first set of component devices. Manufacturer 100 can
create a first identification value and associate that value
with the first customer 1n a database of manufacturer 100. In
some examples, manufacturer 100 associates the first cus-
tomer 1dentification value with a specific product line of the
first customer. In such examples, manufacturer 100 may
associate a first customer identification value with a first
product line of the first customer and may associate another
customer identification value with a second product line of
the first customer. Although this disclosure describes a
single identification value for all of the first set of component
devices, manufacturer 100 may assign the first identification
value to a first subset of the first set of component devices
and assign another identification value to a second subset of
the first set ol component devices.

Referring to block 530, 1n response to receiving the order
from the first customer, manufacturer 100 writes the first
identification value associated with the first customer to a
respective memory on each of the first set of component
devices. The first identification value may be associated with
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the first customer, with a specific product line of the first
customer, or with a particular order placed by the first
customer. Manufacturer 100 can write the first identification
value to a write-protected memory by, for example, blowing
fuses 1n the write-protected memory to create non-reversible
writing. Manufacturer 100 can write the first identification

value as unencrypted data that 1s visible to or readable by a
user.

Referring to block 540, manufacturer 100 then delivers
the first set of component devices to the first customer.
Manufacturer 100 may arrange for a transport company to
deliver the first set of component devices to the first cus-
tomer. For example, manufacturer 100 can pay the transport
company and provide a delivery address for the first cus-
tomer to the transport company.

Referring to block 350, manufacturer 100 receives an
order from a second customer (e.g., production company
120) for a second set of component devices. Manufacturer
100 can create an 1dentification value that 1s different from
the first i1dentification value, and manufacturer 100 can
associate that different value with the second customer 1n a
database of manufacturer 100. Referring to block 560, 1n
response to recerving the order from the second customer,
manufacturer 100 writes the different identification value
associated with the second customer to a respective memory
on each of the second set of component devices. Referring
to block 570, manufacturer 100 then delivers the second set
of component devices to the second customer.

If the manufacturer wrote the same customer 1dentifica-
tion value on all of the component devices 1n both sets, the
second customer could produce copycat modules using the
design plans of the first customer. By writing a different
customer 1dentification value to each set of devices, manu-
facturer 100 can ensure that the second customer receives
devices with a different customer i1dentification value. For
this reason, manufacturer 100 may restrict the number of
devices that store each unique customer 1dentification value.
The first customer can digitally sign and encrypt its design
plans using the first customer identification value and a key,
which may prevent the second customer from using a
programming tool to write application data received from
the first customer to the devices ordered by the second
custometr.

FIG. 6 1s a flow diagram of a method 600 for producing
design plans for modules according to some aspects of the
present disclosure. Some processes of the method 600 may
be performed 1n orders other than described, and many
processes may be performed concurrently in parallel. Fur-
thermore, processes of the method 600 may be omitted or
substituted in some examples of the present disclosure. The
method 600 1s described with reference to system-level
designer 110 shown 1in FIGS. 1 and 2, although other entities
or components may exemplily similar techniques.

Referring to block 610, system-level designer 110 orders
a set of component devices from manufacturer 100. Refer-
ring to block 620, system-level designer 110 then receives
the set of component devices from manufacturer 100, where
cach of the set of component devices includes a respective
memory storing an identification value associated with sys-
tem-level designer 110. In some examples, the identification
value 1s stored to a write-protected memory onboard each of
the set ol component devices. System-level designer 110
may receive the identification value directly from manufac-
turer 100, or system-level designer 110 can read the iden-
tification value from the memory onboard on any of the set
of component devices.
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Referring to block 630, system-level designer 110 digi-
tally signs and encrypts application data and the identifica-
tion value that 1s stored on each of the set of component
devices. System-level designer 110 can use the 1dentification
value as a public key to encrypt the application data 1nto a
certificate, and system-level designer 110 can use a key to
sign the certificate. Referring to block 640, system-level
designer 110 produces design plans for building a set of
modules using the set of component devices, where the
design plans include the digitally signed and encrypted
application data and the digitally signed encrypted identifi-
cation value. The application data may include one or more
customer keys used by system level designer 110 to ensure
that the program code only runs on authorized modules. The
application data may also include programs and instructions
that can be written to a respective memory on each of the set
of component devices.

System-level designer 110 can digitally sign and encrypt
the certificate using the first customer identification value in
a manner that production company 120 1s unable to read. If
production company 120 can decrypt the certificate without
a programming tool, production company 120 can write the
application data to a blank device. Referring to block 650,
system-level designer 110 delivers the set of component
devices and the design plans to production company 120
with a request to produce a set of modules. Production
company 120 can assemble each device into a module based
on the design plans.

Referring to block 660, system-level designer 110 later
receives the set of modules from production company 120.
System-level designer 110 expects to receive a specific
number ol modules after previously sending the set of
component devices to production company 120. Delivery by
production company 120 of fewer than the expected number
of modules would be a red tlag to system-level designer 110
that production company 120 retained some of the compo-
nent devices for cloning.

FIG. 7 1s a flow diagram of a method 700 for attempting
to produce cloned modules. Some processes of the method
700 may be performed 1n orders other than described, and
many processes may be performed concurrently 1n parallel.
Furthermore, processes of the method 700 may be omitted
or substituted in some examples of the present disclosure.
The method 700 1s described with reference to production
company 120 shown in FIGS. 1 and 2, although other
entities or components may exemplity similar techniques.

Referring to block 710, production company 120 receives
a first set of component devices, design plans including the
digitally signed and encrypted application data, and a
request from system-level designer 110 to produce a first set
of modules. System-level designer 110 may request that
production company 120 write the application data to each
of the component devices. System-level designer 110 may
also request that production company 120 assemble each of
the component devices nto a respective module. The design
plans can include a digitally signed and encrypted certificate
comprising the application data and a customer 1dentifica-
tion value.

Referring to block 720, production company 120 runs a
programming tool on each of the component devices to
install the application data on each device. The program-
ming tool may be provided by the manufacturer 100 to
customers and users for istalling software on devices made
by manufacturer 100. In some examples, production com-
pany 120 runs the programming tool by connecting the
programming tool to each of the component devices, while
the certificate may be stored on an external memory (e.g., a
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serial data flash). Additionally or alternatively, production
company 120 may load the programming tool instructions
into a respective memory of each of the component devices,
where the respective processing circuitry of each of the
component devices executes the programming tool mstruc-
tions. Production company 120 may also load the digitally
signed and encrypted certificate into the respective memory
of each of the component devices for authentication and
decryption by the programming tool. Referring to block 730,
production company 120 then delivers a first set of modules
to system-level designer 110, where each of the first set of
modules 1includes one or more of the component devices.

Referring to block 740, production company 120 orders a
second set of component devices from manufacturer 100,
where each of the second set of component devices includes
a respective memory storing an identification value not
associated with system-level designer 110. Referring to
block 750, production company 120 attempts to install the
application data on the second set of component devices by
running the programming tool. The second set of component
devices may have the same model number as the first set of
component devices and be otherwise identical, except for
the customer identification value stored in each of the
devices. If the customer identification value stored in the
second set of component devices 1s different from the
customer 1dentification value stored in the first set of com-
ponent devices, the programming tool may not write the
application data to the second set of component devices.

Production company 120 can attempt to change the cus-
tomer 1dentification value 1n the first field of the certificate.
However, this change may render portions of the certificate
unusable. For example, the programming tool may deter-
mine that the customer 1dentification value in the first field
ol the certificate does not match the customer identification
value stored in the write-protected memory of one of the
second set of component devices. Even 11 production com-
pany 120 1s able to change the customer 1dentification value
in the first field of the certificate to match the customer
identification value stored on one of the second set of
component devices, this change may corrupt other data in
the certificate. This corruption may render the application
data 1n the certificate unusable.

FIG. 8 1s a flow diagram of a method 800 for authenti-
cating a certificate before writing application data according
to some aspects of the present disclosure. Some processes of
the method 800 may be performed in orders other than
described, and many processes may be performed concur-
rently 1n parallel. Furthermore, processes of the method 800
may be omitted or substituted 1n some examples of the
present disclosure. The method 800 1s described with refer-
ence to programming tool 400 shown in FIG. 4, although
other entities or components may exemplily similar tech-
niques.

Reterring to block 810, programming tool 400 reads a first
customer 1dentification value from a first memory on a
device. The first memory may be a write-protected memory
that stores a version of the first customer 1dentification value.
Referring to block 820, programming tool 400 also reads a
second customer identification value from a first field 1n a
certificate. Programming tool 400 can read the first field of
the certificate after loading the certificate onto the device
and authenticating and decrypting the certificate. Addition-
ally or alternatively, programming tool 400 can read the first
field of the certificate from a memory outside of the device.
Programming tool 400 may be configured to run a signature
verification sequence 1n order to determine the second
customer identification value. For example, programming
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tool 400 can re-compute the hash of the contents of the
certificate, decrypt the signature using the public key, and
compare the re-computed hash and the decrypted signature
for a match.

Programming tool 400 may be configured to decrypt the
certificate using the first customer i1dentification value 1n a
manner that a user 1s unable to accomplish without pro-
gramming tool 400. IT a user could decrypt the certificate
without programming tool 400, a malicious user could
obtain the application data from the certificate and write the
application data to a blank device.

Referring to block 830, programming tool 400 runs a
signature verification algorithm to authenticate the digitally
signed certificate. To verily the signature, programming tool
400 may be configured to re-compute a hash of the contents
of the certificate. Programming tool 400 may be configured
to also decrypt the signature using the public key. Referring
to block 840, programming tool 400 determines whether the
first customer 1dentification value matches the second cus-
tomer 1dentification value. For example, programming tool
400 can load the customer identification values into registers
and compare the two values. If the customer 1dentification
values do not match, the signature verification performed by
programming tool 400 may fail. Referring to blocks 8350 and
860, 1f programming tool 400 determines that the customer
identification values match, programming tool 400 reads the
application data from a second field 1n the certificate and
writes the application data to a second memory on the
device.

If programming tool 400 determines that the customer
identification values do not match, programming tool 400
may be configured to refrain from reading the application
data from the certificate and writing the application data to
the device. For example, programming tool 400 can output
a message to the user that the customer 1dentification values
do not match and then cease operation. Additionally or
alternatively, programming tool 400 may be configured to
output an alert, for example, to a user or manufacturer 100
in response to determining that the customer i1dentification
values do not match. Programming tool 400 may be con-
figured to establish a communication channel with manu-
tacturer 100 (e.g., via a wireless internet connection) to
provide the customer identification value stored on the
device to manufacturer 100.

The following numbered aspects demonstrate one or more
aspects of the disclosure.

Aspect 1. A method includes reading a first customer
identification value from a first memory on a device and
reading a second customer i1dentification value from a first
field 1n a certificate. The method also 1includes determining
whether the first customer identification value matches the
second customer identification value. In addition, the
method includes reading application data from a second field
in the certificate 1 response to determining that the first
customer 1dentification value matches the second customer
identification value. The method further includes writing the
application data to a second memory on the device in

response to determining that the first customer identification
value matches the second customer 1dentification value.

Aspect 2. The method of the preceding aspect, where the
device 1s a first device, and the method further includes
reading a third customer identification value from a third
memory on a second device.

Aspect 3. The method of the preceding aspects or any
combination thereof, where the certificate 1s a first certifi-
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cate, and the method further includes reading a fourth
customer 1dentification value from a third field 1n a second
certificate.

Aspect 4. The method of the preceding aspects, further
including determining that the third customer i1dentification
value matches the fourth customer identification value.

Aspect 5. The method of aspect 3 or aspect 4, further
including responsive to determining that the third customer
identification value does not match the fourth customer
identification value, refraining from writing application data
from the second certificate to the third memory.

Aspect 6. The method of aspects 3-5 or any combination
thereof, further including responsive to determining that the
third customer identification value does not match the fourth
customer 1dentification value, outputting an alert.

Aspect 7. The method of the preceding aspects or any
combination thereof, where reading the second customer
identification value comprises decrypting the second cus-
tomer 1dentification value from the first field based on the
first customer 1dentification value.

Aspect 8. The method of the preceding aspects or any
combination thereof, where reading the application data
comprises decrypting the application data from the second
field based on the first customer 1dentification value.

Aspect 9. The method of the preceding aspects or any
combination thereol, where reading the first customer 1den-
tification value comprises reading the first customer identi-
fication value from a write-protected memory 1n the device.

Aspect 10. The method of the preceding aspects or any
combination thereof, where reading the first customer 1den-
tification value comprises reading the first customer 1denti-
fication value from a set of fuses 1n the device.

Aspect 11. The method of the preceding aspects or any
combination thereof, where reading the first customer 1den-
tification value comprises reading an unencrypted value
from the first memory.

Aspect 12. The method of the preceding aspects or any
combination thereof, further including computing a hash of
the certificate.

Aspect 13. The method of the preceding aspects or any
combination thereof, further including decrypting a signa-
ture of the certificate using the first customer 1dentification
value.

Aspect 14. The method of the preceding aspect, where
determining that the first customer identification value
matches the second customer 1dentification value comprises
comparing the hash of the certificate and the decrypted
signature.

Aspect 15. The method of the preceding aspects or any
combination thereof, where writing the application data
comprises writing the application data to the second memory
via a boot 1terface of the device.

Aspect 16. The method of the preceding aspects or any
combination thereof, where writing the application data
comprises writing the application data to the second memory
via a unmiversal asynchronous receiver-transmitter intertace
of the device.

Aspect 17. A computing system includes a processing
resource and a non-transitory computer-readable medium
coupled to the processing resource and storing instructions
that, when executed by the processing resource, cause the
processing resource to read a first customer identification
value from a first memory on a device. The 1nstructions are
configured to be executable by the processing resource for
further causing the processing resource to read a second
customer 1dentification value from a first field 1n a certificate
and determine whether the first customer identification value
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matches the second customer 1dentification value. In addi-
tion, the mstructions are configured to be executable by the
processing resource for also causing the processing resource
to determine whether the first customer 1dentification value
matches the second customer identification value. The
istructions are configured to be executable by the process-
ing resource for also causing the processing resource to,
responsive to determining that the first customer identifica-
tion value matches the second customer 1dentification value,
read application data from a second field 1n the certificate
and write the application data to a second memory on the
device.

Aspect 18. The computing system of the preceding aspect,
where the 1nstructions are configured to be executable by the
processing resource for further causing the processing
resource to refrain from writing application data from the
certificate to the second memory responsive to determining
that the first customer identification value does not match the
second customer 1dentification value.

Aspect 19. The computing system of aspect 17 or aspect
18, where the instructions to read the first customer identi-
fication value comprise instructions to read the first cus-
tomer 1dentification value from a write-protected memory in
the device.

Aspect 20. The computing system of aspects 17-19 or any
combination thereol, where the instructions to read the first
customer 1dentification value comprise nstructions to read

the first customer 1dentification value from a set of fuses in
the device.

Aspect 21. The computing system of aspects 17-20 or any
combination thereof, where the 1instructions to read the
second customer identification value comprise instructions
to decrypt the second customer 1dentification value from the
first field based on the first customer 1dentification value.

Aspect 22. The computing system of aspects 17-21 or any
combination thereof, where the instructions to read the
application data comprise instructions to decrypt the appli-
cation data from the second field based on the first customer
identification value.

Aspect 23. The computing system of aspects 17-22 or any
combination thereot, where the instructions to read the first
customer 1dentification value comprise nstructions to read
an unencrypted value from the first memory.

Aspect 24. The computing system of aspects 17-23 or any
combination thereof, where the instructions are configured
to be executable by the processing resource for further
causing the processing resource to compute a hash of the
certificate.

Aspect 25. The computing system of aspects 17-24 or any
combination thereof, where the instructions are configured
to be executable by the processing resource for further
causing the processing resource to decrypt a signature of the
certificate using the first customer i1dentification value.

Aspect 26. The computing system of aspect 25, where the
instructions to determine that the first customer identifica-
tion value matches the second customer 1dentification value
comprise 1structions to compare the hash of the certificate
and the decrypted signature.

Aspect 27. The computing system of aspects 17-26 or any
combination thereof, where the instructions to write the
application data comprise mstructions to write the applica-
tion data to the second memory via a boot interface of the
device.

Aspect 28. The computing system of aspects 17-27 or any
combination thereof, where the instructions to write the
application data comprise mstructions to write the applica-
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tion data to the second memory via a universal asynchronous
receiver-transmitter interface of the device.

Aspect 29. The computing system of the preceding aspect,
where the 1nstructions are configured to be executable by the
processing resource for further causing the processing
resource to perform the method of aspects 1-16 or any
combination thereof.

Aspect 30. A computing system includes means for read-
ing a first customer 1dentification value from a first memory
on a device, means for reading a second customer 1dentifi-
cation value from a first field 1n a certificate, and means for
determining whether the first customer i1dentification value
matches the second customer 1dentification value. The com-
puting system also includes means for reading application
data from a second field 1n the certificate responsive to
determining that the first customer identification value
matches the second customer 1dentification value. In addi-
tion, the computing system includes means for writing the
application data to a second memory on the device respon-
sive to determining that the first customer identification
value matches the second customer 1dentification value.

Aspect 31. The computing system of the preceding aspect,
further including means for refraiming from writing appli-
cation data from the certificate to the second memory
responsive to determining that the first customer identifica-
tion value does not match the second customer identification
value.

Aspect 32. The computing system of aspect 30 or aspect
31, further including means for computing a hash of the
certificate.

Aspect 33. The computing system of aspects30-32 or any
combination thereof, further including means for decrypting
a signature of the certificate using the first customer 1den-
tification value.

Aspect 34. The computing system of the preceding aspect,
where the means for determiming that the first customer
identification value matches the second customer identifi-
cation value comprise means for comparing the hash of the
certificate and the decrypted signature.

Aspect 35. The computing system of the preceding aspect,
further including means for performing the method of
aspects 1-16 or any combination thereof.

This disclosure has attributed functionality to device 300,
programming tool 400, processing circuitry 310 and 410,
and memories 320, 322, and 420. Device 300, programming
tool 400, processing circuitry 310 and 410, and memories
320, 322, and 420 may include one or more processors.
Device 300, programming tool 400, processing circuitry 310
and 410, and memories 320, 322, and 420 may include any
combination of integrated circuitry, discrete logic circuitry,
analog circuitry, such as one or more miCroprocessors,
microcontrollers, DSPs, application specific mtegrated cir-
cuits (ASICs), central processing units (CPUs), graphics
processing units (GPUs), FPGAs, and/or any other process-
ing resources. In some examples, device 300, programming
tool 400, and processing circuitry 310 and 410 may include
multiple components, such as any combination of the pro-
cessing resources listed above, as well as other discrete or
integrated logic circuitry, and/or analog circuitry.

The techniques described 1n this disclosure may also be
embodied or encoded 1n an article of manufacture including
a non-transitory computer-readable storage medium, such as
memory 320, 322, and/or 420. Example non-transitory com-
puter-readable storage media may include random access
memory (RAM), read-only memory (ROM), programmable
ROM (PROM), erasable programmable ROM (EPROM),
clectronically erasable programmable ROM (EEPROM),




US 12,182,892 B2

17

flash memory, a solid-state drive, a hard disk, magnetic
media, optical media, or any other computer readable stor-
age devices or tangible computer readable media. The term
“non-transitory’” may indicate that the storage medium 1s not
embodied 1n a carrier wave or a propagated signal. In certain
examples, a non-transitory storage medium may store data
that can, over time, change (e.g., in RAM or cache).

It 1s understood that the present disclosure provides a
number of exemplary embodiments and that modification
are possible to these embodiments. Such modifications are
expressly within the scope of this disclosure. Furthermore,
application of these teachings to other environments, appli-
cations, and/or purposes 1s consistent with and contemplated
by the present disclosure.

What 1s claimed 1s:

1. A method comprising:

reading a first customer 1dentification value from a first
memory on a device;

reading a second customer 1dentification value from a first
field in a certificate;

determining that the first customer identification value
matches the second customer i1dentification value; and

responsive to determining that the first customer i1denti-
fication value matches the second customer identifica-
tion value:

reading application data from a second field in the

certificate; and

writing the application data to a second memory on the

device.

2. The method of claim 1,

herein the device 1s a first device,

herein the certificate 1s a first certificate, and

herein the method further comprises:

reading a third customer identification value from a
third memory on a second device;

reading a fourth customer identification value from a
third field 1n a second certificate:

determining that the third customer 1dentification value
matches the fourth customer identification value; and

responsive to determining that the third customer 1den-
tification value does not match the fourth customer
identification value, refraining from writing applica-
tion data from the second certificate to the third
memory.

3. The method of claim 1,

wherein the device 1s a first device,

wherein the certificate 1s a first certificate, and

wherein the method further comprises:

reading a third customer identification value from a

third memory on a second device;

reading a fourth customer identification value from a

third field 1n a second certificate;

determining whether the third customer identification

value matches the fourth customer identification
value; and

responsive to determining that the third customer 1den-

tification value does not match the fourth customer
identification value, outputting an alert.

4. The method of claim 1, wherein reading the second
customer 1dentification value comprises decrypting the sec-
ond customer identification value from the first field based
on the first customer identification value.

5. The method of claim 1, wherein reading the application
data comprises decrypting the application data from the
second field based on the first customer identification value.

=2

10

15

20

25

30

35

40

45

50

55

60

65

18

6. The method of claim 1, wherein reading the first
customer identification value comprises reading the first
customer 1dentification value from a write-protected
memory 1n the device.

7. The method of claim 6, wherein reading the first
customer identification value comprises reading the first
customer 1dentification value from a set of fuses in the
device.

8. The method of claim 1, wherein reading the first
customer identification value comprises reading an unen-
crypted value from the first memory.

9. The method of claim 1, further comprising:

computing a hash of the certificate; and

decrypting a signature of the certificate using the first

customer i1dentification value,

wherein determining that the first customer 1dentification

value matches the second customer identification value
comprises comparing the hash of the certificate and the
decrypted signature.

10. The method of claim 1, wherein writing the applica-
tion data comprises writing the application data to the
second memory via a boot interface of the device.

11. The method of claim 1, wherein writing the applica-
tion data comprises writing the application data to the
second memory via a umversal asynchronous receiver-
transmitter mterface of the device.

12. A computing system comprising;

a processing resource; and

a non-transitory computer-readable medium coupled to

the processing resource and storing instructions that,
when executed by the processing resource, cause the
processing resource to:
read a first customer identification value from a first
memory on a device;
read a second customer 1dentification value from a first
field 1n a certificate;
determine whether the first customer identification
value matches the second customer identification
value; and
responsive to determining that the first customer i1den-
tification value matches the second customer 1dent-
fication value:
read application data from a second field 1n the
certificate; and
write the application data to a second memory on the
device.

13. The computing system of claim 12, wherein the
instructions are configured to be executable by the process-
ing resource for further causing the processing resource to
refrain from writing application data from the certificate to
the second memory responsive to determining that the first
customer 1dentification value does not match the second
customer identification value.

14. The computing system of claim 12, wherein the
instructions to read the first customer identification value
comprise mstructions to read the first customer 1dentification
value from a write-protected memory 1n the device.

15. The computing system of claim 14, wherein reading
the first customer 1dentification value comprises reading the

first customer 1dentification value from a set of fuses in the
device.

16. The computing system of claim 12, wherein the
instructions to read the first customer identification value
comprise 1mstructions to read an unencrypted value from the
first memory.
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17. The computing system of claim 12, wherein the

instructions are configured to be executable by the process-
ing resource for further causing the processing resource to:

compute a hash of the certificate; and

decrypt a signature of the certificate using the first cus-
tomer 1dentification value,

wherein the instructions to determine that the first cus-
tomer 1dentification value matches the second customer
identification value comprise instructions to compare
the hash of the certificate and the decrypted signature.

18. A computing system comprising:

a programming tool including processing circuitry and
configured to:

read a fhrst customer identification value from a first
memory on a device;

read a second customer i1dentification value from a first
field 1n a certificate;

determine whether the first customer identification value
matches the second customer identification value;
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read application data from a second field in the certificate
responsive to determining that the first customer i1den-
tification value matches the second customer 1dentifi-
cation value; and

write the application data to a second memory on the

device responsive to determining that the first customer
identification value matches the second customer 1den-
tification value.

19. The computing system of claim 18, wherein the
programming tool 1s further configured to refrain from
writing application data from the certificate to the second
memory responsive to determining that the first customer
identification value does not match the second customer
identification value.

20. The computing system of claim 18, wherein the
programming tool i1s further configured to:

compute a hash of the certificate;

decrypt a signature of the certificate using the first cus-

tomer 1dentification value; and

compare the hash of the certificate and the decrypted

signature.
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