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METHOD AND APPARATUS FOR CUSTOM
DEVELOPMENT OF PAYMENT

APPLICATION, COMPUTER DEVICE, AND
STORAGE MEDIUM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a National Stage Appl. filed under 35
USC 371 of International Patent Application No. PCT/
CN2019/114634 with an mternational filing date of Oct. 31,
2019, designating the United States, now pending, which
claims the priority of the Chinese Patent Application No.

201811626262.3 filed on Dec. 28, 2018. The contents each
of which are incorporated herein by reference.

TECHNICAL FIELD

The present application relates to the field of computer
technology, and 1n particular, to a method for custom devel-
opment of a payment application, an apparatus for custom
development of a payment application, a computer equip-
ment and a storage medium.

BACKGROUND

With the large-scale use of POS (point of sale, payment
terminals), users’ demands for POS terminals are also
increasing. In order to meet different requirements of the
user, platforms customized for POS terminals have appeared
on the market. However, at present, those kinds of platiorms
customized for POS terminal are implemented by way of
hard-coding to meet the user’s requirements. The hard-
coding approach requires the user to re-submit codes 1n
order to implement the desired new functions, and have to
wait for the platform to be released before the new functions
can be used, thus the update time 1s longer.

TECHNICAL PROBLEM

In view of this, it 1s necessary to address the above
technical problem by providing a method and an apparatus
for custom development of a payment application, a com-
puter equipment or a storage medium, that can be updated
quickly.

TECHNICAL SOLUTIONS

Disclosed 1s a method for custom development of a
payment application, which includes the following steps:
acquiring, through an application market client, a resource
file uploaded by a user terminal to an application market
server; writing the resource file mto a device operation
service; acquiring, through a device operation interface, the
resource file from the device operation service and storing
the resource file 1 a storage space of an application; and
loading, through the application, the resource file stored 1n
the storage space of the application, and executing a function
ol the resource file.

In one embodiment, the step of writing the resource {ile
into a device operation service includes: acquiring a system
public key, and decrypting signature information of the
resource lile by means of the system public key, to obtain a
first hash value of the resource file; mvoking a system
algorithm, and calculating a second hash value of the
resource file by means of the system algorithm; comparing,
the first hash value with the second hash value; and writing
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2

the resource file, a name of the resource file, and a hash value
of the resource file into the device operation service when
the first hash value and the second hash value are consistent.

In one embodiment, the step of acquiring the correspond-
ing resource lile from the device operation service through
the device operation nterface includes: acquire a name of
the device operation interface; matching the name of the
device operation interface with a name of the resource file 1n
the device operation service; and when the name of the
device operation 1nterface and the name of the resource file
in the device operation service are successiully matched,
acquiring the resource file whose name 1s successiully
matched.

In one embodiment, after the resource file 1s written into
the device operation service, the method also includes:
acquiring a first version number of the resource file through
a device management interface, and sending the first version
number to the application market server, where the first
version number 1s used to instruct the application market
server to acquire a second version number of the resource
file, and comparing the first version number with the second
version number; receiving a new resource file returned by
the application market server when the first version number
and the second version number are imnconsistent; and replac-
ing the resource file 1n the device operation service with the
new resource file.

In one embodiment, the step of acquiring the resource file
from the device operation service through a device operation
interface and saving the same 1n a storage space of an
application includes: acquiring a third hash value of the
resource lile stored 1n the application storage space through
the device operation interface, and acquiring a fourth hash
value of the resource file of the device operation service;
comparing the third hash value with the fourth hash value;
determining that the resource file has an update when the
third hash value and the fourth hash value are inconsistent,
and acquiring a new resource file from the device operation
service through the device operation interface; and replacing
the resource file saved 1n the storage space of the application
with the new resource file.

In an embodiment, before the third hash value of the
resource {ile stored 1n the storage space of the application 1s
acquired through the device operation interface, and the
tourth hash value of the resource file of the device operation
service 1s acquired, the method also includes: receiving an
operation on the application, and 1invoking a corresponding
device operation interface according to the operation.

Disclosed 1s an apparatus for custom development of a
payment application. The apparatus includes: an acquisition
module, a writing module, a storage module and a loading
module. The acquisition module 1s configured to acquire a
resource file uploaded by a user terminal to an application
market server through an application market client. The
writing module 1s configured to write the resource file nto
a device operation service. The storage module 1s configured
to acquire the resource file from the device operation service
through a device operation interface, and save the response
file 1n a storage space of an application. The loading module
1s configured to load the resource file saved 1n the storage
space of the application through the application, and execute
a function of the resource file.

In one embodiment, the writing module includes: a
decryption unit, an mvoke unit, a comparison unit and a
writing unmit. The decryption unit 1s configured to acquire a
system public key, and decrypt signature information of the
resource file by means of the system public key to obtain a
first hash value of the resource file. The ivoke unit is
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configured to invoke a system algorithm, and calculate the
second hash value of the resource file by means of the
system algorithm. The comparison unit i1s configured to
compare the first hash value with the second hash value. The
writing unit 1s configured to write the resource file, a name
of the resource file and a hash value of the resource file mnto
the device operation service when the first hash value and
the second hash value are consistent.

Disclosed 1s a computer equipment, which includes a
memory and a processor, the memory stores a computer
program, and the computer program when being executed
by the processor, causes the processor to implement the steps
of the above method.

Disclosed 1s a computer-readable storage medium, on
which a computer program 1s stored, and when the computer
program 1s executed by a processor, the steps of the above
method are implemented.

BENEFICIAL EFFECTS

In the above-mentioned method and apparatus for custom
development of a payment application, the computer equip-
ment and the storage medium, the resource file uploaded by
the user terminal to the application market server 1s acquired
through the application market client, and written the same
into the device operation service. The resource {ile 1s real-
1zed by the user himself, which enables the user to complete
a customization according to his own requirements, and thus
the universality of the customized development platform of
the payment application 1s achieved. The resource file 1s
acquired from the device operation service through the
device operation interface, and saved the same 1n the storage
space of the application, so that the resource file can be
directly acquired from the storage space of the application,
saving the time to mvoke the resource file from the device
operation service. Moreover, the resource file saved 1n the
storage space of the application 1s loaded through the
application to execute the function of the resource file, so
that the problem of waiting for the released of the new
version caused by the usual way of solidifying code can be
avoided, which helps to improve the stability of the custom
development platform of the payment application, and the
convenience ol updating resource files.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s an application environment diagram of a method
for custom development of a payment application 1n one
embodiment;

FIG. 2 1s a schematic tlowchart of a method for custom
development of a payment application in one embodiment;

FIG. 3 1s a schematic flowchart of steps for writing a
resource file 1n one embodiment;

FIG. 4 1s a schematic flowchart of steps for acquiring a
resource file 1n one embodiment;

FIG. 5 1s a schematic flowchart of steps for updating a
resource file 1n one embodiment;

FIG. 6 1s a schematic flowchart of steps for updating a
resource file 1n another embodiment;

FIG. 7 1s a schematic flowchart of steps for completing a
response operation 1n one embodiment;

FIG. 8 1s a schematic flowchart of steps for adding a new
function 1n one embodiment;

FIG. 9 1s a structural block diagram of an apparatus for
custom development of a payment application 1 one
embodiment;

10

15

20

25

30

35

40

45

50

55

60

65

4

FIG. 10 1s a structural block diagram of an apparatus for
custom development of a payment applications 1n another
embodiment; and

FIG. 11 1s an internal structure diagram of a computer
equipment 1 one embodiment.

(1]

DETAILED DESCRIPTION OF TH.
EMBODIMENTS

In order to illustrate the objectives, technical solutions
and advantages of the present application more clearly, the
present application will be described 1n further detail below
with reference to the drawings and embodiments. It should
be understood that the specific embodiments described
herein are only used to explain the present application, but
not to limit the present application.

An embodiment of the present application provides a
method for custom development of a payment application,
which may be applied to the application environment shown
in FIG. 1. In which, a POS terminal 102 1s in communication
with another computer equipment 104 through an interface.
The POS terminal 102 may be a stationary POS machine or
a mobile POS machine or the like.

In an embodiment, as shown in FIG. 2, a method for
custom development of a payment application 1s provided,
for example, the method 1s applied to the POS terminal 1n
FIG. 1, and includes steps 202, 204, 206 and 208.

In step 202: a resource file uploaded by a user terminal to
an application market server 1s acquired through an appli-
cation market client.

In the step 202, the resource file refers to specific contents
realized by the user according to the use’s own require-
ments.

Specifically, when the user has new requirements, the
POS terminal 1s abstracted to form a device operation
interface according to the requirements of the user, and then
the user develops specific Tunctions according to the device
operation 1interface, thereby the resource file capable of
realizing customized functions 1s acquired. Next, the user
signs the resource file to acquire signature information of the
resource file, and the resource file and the signature infor-
mation of the resource file are uploaded by the user terminal
to the application market server. The resource file and the
signature information of the resource file uploaded by the
user terminal are downloaded by the POS terminal from the
application market server through the application market
client.

In step 204, the resource file 1s written mnto a device
operation service.

Specifically, the POS terminal invokes the device man-
agement 1nterface through the application market client to
store the resource file in a cache region, and then verifies
whether the signature information of the resource file 1s
correct, and 1f the signature information of the resource file
1s correct, then the resource file, a name of the resource file
and the hash value of the resource file are written 1nto a
database of the device operation service. If the signature
information of the resource file 1s incorrect, then the
resource file will not be written.

In step 206: the resource file from the device operation
service 1s acquired through a device operation interface, and
saved the same 1n a storage space of an application.

Specifically, after writing the resource file into the device
operation service, the POS terminal acquires the resource
file from the device operation service through the device
operation interface of the application, and saves the resource
file 1 the storage space of the application. Further, 1n case
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that the resource file 1s stored 1n the application for the first
time, the resource file 1s directly acquired from the device
operation service and stored in the storage space of the
application. In case that the resource file has already been
stored 1n the application, 1t 1s necessary to first determine
whether the resource file 1in the device operation service has
an update, and if the resource file has an update, then the
resource file already stored in the application will be
replaced. If the resource file has no update, then 1t 1s
unnecessary to re-fetch the resource file from the device
operation service.

In step 208: the resource file stored 1n the storage space of
the application 1s loaded through the application, and a
function of the resource file 1s executed.

Specifically, the POS terminal invokes a system interface
through the device operation interface of the application, and
loads the resource file stored in the storage space of the
application, so as to execute the function of the resource file.

In the above-mentioned method for custom development
ol a payment application, the resource file uploaded by the
user terminal to the application market server 1s acquired
through the application market client, and written the same
into the device operation service. The resource file 1s real-
1zed by the user himself, which enables the user to complete
a customization according to his own requirements, and thus
the universality of the customized development platform of
the payment application 1s achueved. The resource file 1s
acquired from the device operation service through the
device operation interface, and saved the same 1n the storage
space of the application, so that the resource file can be
directly acquired from the storage space of the application,
saving the time to mvoke the resource file from the device
operation service. Moreover, the resource file saved in the
storage space of the application 1s loaded through the
application to execute the function of the resource file, so
that the problem of waiting for the released of the new
version caused by the usual way of solidifying code can be
avoided, which helps to improve the stability of the custom
development platform of the payment application, and the
convenience of updating resource files.

In one embodiment, as shown in FIG. 3, the step of
writing the resource file into the device operation service
may include steps 302, 304, 306 and 308.

In step 302: a system public key 1s acquired, and signature
information of the resource file 1s decrypted by means of the
system public key to obtain a first hash value of the resource
file.

In the step 302, the public key refers to the non-secret half
of the key pair used with the public key algorithm. The
public key may be typically used to encrypt a session key,
verily a digital signature, or encrypt data that can be
decrypted with the corresponding private key. The hash
value 1s a numerical value acquired by performing a logical
operation on the data of the file content. Even if two files
have the same name but diflerent file contents, the hash
values of the two are different. Similarly, two files with the
same content but different names have the same hash value.
Theretore, the hash value can be used as verification infor-
mation for determining whether the file 1s complete and
whether the file has been tampered with.

Specifically, when the POS terminal writes the resource
file into the device operation service through a file operation
interface, the system public key 1s acquired firstly, then the
signature information of the resource file 1s decrypted by
means of the system public key, and then the hash value of
the resource file 1s acquired after the encryption.
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In step 304, a system algorithm 1s invoked, and a second
hash value of the resource file 1s calculated by means of the
system algorithm.

In step 306, the first hash value 1s compared with the
second hash value.

In step 308, the resource {file, a name of the resource {file
and a hash value of the resource file are written into the
device operation service, when the first hash value and the
second hash value are consistent.

Specifically, the POS terminal imnvokes the file operation
interface of the device operation service through the device
management interface, and stores the resource file and the
signature information of the resource file 1 the cache region.
Then, the POS terminal decrypts the signature information
of the resource file by means of the system public key to
acquire the hash value of the resource file, and then invokes
the system algorithm to calculate the hash value of the
resource file. The hash values of the same resource file

acquired by the two ways are compared whether the hash
values of the two are consistent. In case that the hash values
of the two are consistent, 1t 1s indicated that the resource file
1s not tampered with, which 1s correct. Subsequently, the
resource file 1s read from the cache region, but the signature
information of the resource file 1s not read, and the resource
file, the name of the resource file and the hash value of the
resource file are written into the database of the device
operation service through the database operation interface. If
the hash values of the same resource file acquired by the two
ways are inconsistent, 1t 1s indicated that the resource file
may be tampered with during the download process or the
resource lile may be changed due to a download error, then
the resource file will not be saved by the device operation
service and information about write error will be sent back
through the file operation interface.

In the above method for custom development of the
payment application, the hash value acquired by means of a
decryption of the public key and the hash value calculated by
means of the system algorithm are compared to determine
whether the hash values of the same resource file acquired
through the two ways are consistent, so as to determine
whether an error 1s occurred during a download process of
the resource file, which can ensure the accuracy and integrity
of the resource file.

In one embodiment, as shown in FIG. 4, the step of
acquire a corresponding resource file from the device opera-
tion service through the device operation interface may
include steps 402, 404 and 406.

In step 402: a name of the device operation interface 1s
acquired.

Specifically, the name of the device operation interface of
the application on the POS terminal 1s unique, and the name
of each device operation interface and the corresponding
resource file are matched 1n a unique way. The device
operation 1nterface 1s an interface realized by the POS
terminal according to business requirements of the user. The
realized device operation interface 1s sent by the POS
terminal to the user to 1nstruct the user to complete specific
function realization according to the device operation inter-
face. The name of the device operation interface may be, but
not limited to, a user-defined name. The unique identifier of
the device operation interface of the application 1s acquired
by the POS terminal according to the application operated
by the user.

In step 404: a matching 1s performed between the name of
the device operation interface and a name of the resource file
in the device operation service.




US 12,135,825 B2

7

Specifically, the POS terminal will acquire the name of
the device operation intertace of the application, and then
access the device operation service through the device
operation interface of the application, and acquire the name
of the resource file stored 1n the storage space of the device
operation service 1n the device operation service. Then, the
POS terminal matches the name of the device operation
interface with the name of the resource file.

In step 406, the resource file 1s acquired when the name
of the device operation interface and the name of the
resource file 1n the device operation service are successtully
matched.

Specifically, the matching for the name of the device
operation interface and the name of the resource file may be
a keyword matching. The POS terminal first extracts key-
words from the name of the device operation interface, and
then performs a matching for the extracted keywords and the
name of the resource file 1n the device operation service.
When the keyword 1s found 1n the name of the resource file,
the matching 1s determined to be successtul. Then, 1t 1s
determined that the resource file whose name 1s successiully
matched 1s the file to be acquired, and the resource file
whose name 1s successiully matched 1s acquired.

The above-mentioned method for custom development of
a payment application, by acquiring the keyword of the
name of the device operation intertface, the name of the
resource file 1n the device operation service 1s searched for
matching according to the keyword. When the name of the
device operation interface and the name of the resource file
in the device operation service match successtully, the
resource file whose name matches successtully 1s acquired.
The corresponding resource file can be accurately acquired
through the keyword matching of the name, so that the
response can be completed quickly.

In one embodiment, as shown 1in FIG. 5, after the resource
file 1s written into the device operation service, the method
also includes steps 502, 504 and 506.

In step 502: a first version number of the resource file 1s
acquired through the device management interface, and the
first version number 1s sent to the application market server
for instructing the application market server to acquire a
second version number of the resource file on the application
market server, and the first version number 1s compared with
the second version number.

Specifically, the resource file 1n the device operation
service 1s loaded by the POS terminal through the device
management interface to acquire the first version number of
the resource file. Then, the POS terminal invokes the device
management interface through the application market client
to acquire the first version number of the resource file,
uploads the first version number of the resource file to the
application market server, where the first version number 1s
used to instruct the application market server to acquire the
second version number of the resource file on the application
market server, and compares the first and second version
numbers.

In step 504, a new resource {ile returned by the application
market server 1s received, when the first version number and
the second version number are inconsistent.

In step 506, the resource file 1mn the device operation
service 15 replaced with the new resource {ile.

Specifically, when the first version number and the second
version number are inconsistent, i1t 1s determined that the
application market server has an updated resource file. The
updated resource file 1s also uploaded by the user terminal to
the application market server. Then, the file operation inter-
tace of the device operation service 1s invoked again, and the
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resource file of the second version number downloaded from
the server 1s verified 1n the same way. After the verification
1s successiul, the resource file of the second version number
1s written 1nto the device operation service. Then, the
resource file of the first version number in the device
operation service 1s replaced with the resource file of the
second version number. The version number of the resource
file on the device operation service of the POS terminal 1s
compared with the version number of the resource file on the
server to determine whether the resource file has an update,
such that the resource file of the POS terminal can be
updated 1n time, and the POS terminal can have a more
comprehensive function, and thus providing the user with
more comprehensive services.

In another embodiment, as shown 1 FIG. 6, the step of
acquiring, through the device operation interface, the
resource file from the device operation service, and saving
the resource file in a storage space ol an application may
include steps 602, 6004, 606 and 608.

In step 602: a third hash value of the resource file stored
in the storage space of the application 1s acquired through
the device operation interface, and a fourth hash value of the
resource file of the device operation service 1s acquired.

Specifically, when the system interface 1s imnvoked by the
POS terminal through the device operation interface to
execute the function of the resource file, 1t may be necessary
to first verity whether the resource file has an update. Then,
the device operation interface of the application 1s invoked
by the POS terminal to acquire the third hash value of the
resource lile 1n the storage space of the application, and the
third hash value of the resource file i1s stored in a local
memory. Then the POS terminal continues to invoke the
device operation interface of the application to access the
device operation service, determines the resource file whose
name matches with the name of the device operation inter-
face from the device operation service, and acquires the
fourth hash value of the resource file whose name matches.

In step 604, the third hash value 1s compared with the
fourth hash value.

In step 606, 1t 1s determined that the resource file has an
update when the third hash value and the fourth hash value
are 1nconsistent, and a new resource file 1s acquired through
the device operation interface from the device operation
service.

In step 608, the resource file saved 1n the storage space of
the application 1s replaced with the new resource file.

Specifically, the POS terminal compares the third hash
value with the fourth hash value, 1n case that the third hash
value and the fourth hash value are consistent, it 1s deter-
mined that the resource file has no update and then the POS
terminal returns to the memory space of the application to
acquire the resource file 1n the memory space of the appli-
cation to execute the corresponding operations. In case that
the third hash value and the fourth hash value are inconsis-
tent, 1t 1s determined that the resource file has an update, and
then the POS terminal acquire the new resource file from the
device operation service, and returns to the memory space of
the application to replace the resource file already saved in
the storage space of the application with the new resource
file, meanwhile, the hash value of the resource file 1n the
local memory 1s replaced by the hash value of the new
resource file.

In the above-mentioned method for custom development
ol a payment application, the hash value of the resource file
stored 1n the storage space of the application 1s acquired
from the local memory, and compared with the hash value
of the resource file stored in the device operation service to




US 12,135,825 B2

9

determine whether the resource file has an update. When the
hash values of the two are inconsistent, indicating that the
resource lile has an update, then the corresponding resource
file 1n the memory of the application 1s updated, so that the
update of the resource file can be automatically realized, and
the latest function can be provided to the user in time.

In one embodiment, before the third hash value of the
resource lile stored in the storage space of the application 1s
acquired through the device operation interface, and before
the fourth hash value of the resource file of the device
operation service 1s acquired, the method may also include:
receiving an operation on the application, and invoking the
corresponding device operation interface according to the
operation.

Specifically, when receiving the user’s operation instruc-
tion to the application, the POS terminal invokes the corre-
sponding device operation interface according to the opera-
tion 1nstruction, and then determines, through the
corresponding device operation interface whether the
resource lile has an update. In case that the resource file has
an update, the resource file 1n the storage space of the
application 1s updated first, and then the function of the
resource file 1s loaded and executed through the correspond
ing device operation interface to complete a response to the
user. In case that the resource file has no update, the POS
terminal can directly acquire the corresponding resource file
from the storage space of the application by invoke the
corresponding device operation interface according to the
user’s operation instruction to the application, and then
execute the function of the resource file to complete the
response. By receiving the user’s operation mstruction to the
application, each time the POS terminal receives the user’s
operation 1instruction, the corresponding device operation
interface 1s mvoked first to determine whether the resource
file has an update, so that the resource file 1n the storage
space of the application can be updated in time.

In this embodiment, the POS terminal can also automati-
cally update the resource file. The POS terminal can be
preset with automatic updates, for example, every few hours
or days. When a specified duration 1s reached, the POS
terminal at can automatically imvoke the corresponding
device operation interface to determine whether the resource
file 1n the storage space of the application has an update. The
POS terminal can automatically update the resource file at
regular intervals, so that the resource file can be updated
even when the POS terminal has not received an operation
instruction ifrom the user for a long time.

As shown 1 FIG. 7, 1t 1s provided a process for invoking
a resource file by a POS terminal to complete a response
operation 1n accordance with an embodiment. Specifically,
the application on the POS terminal receives an operation of
a user, and acquires an operation handle from the device
operation interface according to the operation. Belore the
device operation interface returns the operation handle, the
hash value of the corresponding resource file from the
device operation service 1s first acquired and saved the same
in the corresponding storage space of the application. Then
the resource file 1s acquired and saved the same in the
corresponding storage space of the application. Then, the
POS terminal mvokes the system interface through the
device operation imterface to load the resource file, and
returns the operation handle to the application through the
device operation interface. When the application receives an
operation of the user again, the POS terminal first verifies
whether the resource file 1in the device operation service has
an update, so as to determine whether the resource file 1n the
application 1s required to be updated. Then the application
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invokes the device operation interface through the operation
handle to acquire the hash value of the corresponding
resource {ile 1n the device operation service, then acquires
the hash value of the resource file 1n the storage space of the
application, and compares the hash values of the two. In case
that the hash wvalues of the two are inconsistent, 1t 1s
determined that the resource file has an update. Then, the
updated resource file 1n the device operation service 1s
acquired to replace the resource file in the storage space of
the application, and the result 1s returned to the application.
The application mmvokes the device operation interface
through the operation handle, and invokes the system inter-
face through the device operation interface to load the
updated resource file, so as to complete the response to the
operation.

In one embodiment, the method for custom development
of the payment application may be implemented as follows:

The resource file uploaded by the user terminal to the
application market server 1s acquired by the POS terminal
through the application market client.

Next, the system public key 1s acquired by the POS
terminal, and by means of the system public key, the
signature information of the resource file 1s decrypted to
obtain the first hash value of the resource file. The system
algorithm 1s mvoked by the POS terminal, and the second
hash value of the resource file 1s calculated by means of the
system algorithm.

Further, the first hash value and the second hash value are
compared by the POS terminal; and the resource file, the
name of the resource file and the hash value of the resource
file are written by the POS terminal into the device operation
service, when the first hash value and the second hash value
are consistent.

Optionally, the first version number of the resource file 1s
acquired by the POS terminal through the device manage-
ment interface, and the first version number 1s sent to the
application market server, where the first version number 1s
used to istruct the application market server to acquire the
second version number of the resource file on the application
market server. A comparison 1s performed to the first version
number with the second version number.

Next, in case that the first version number and the second
version number are inconsistent, the new resource file
returned by the application market server is received by the
POS terminal; and the resource file in the device operation
service 1s replaced with the new resource {ile.

Next, the name of the device operation interface 1is
acquired by the POS terminal, and the matching for the
name of the device operation interface and the name of the
resource file 1n the device operation service 1s performed.

Further, when the name of the device operation interface
and the name of the resource file 1n the device operation
service are successiully matched, the resource file whose
name 1s successiully matched i1s acquired and stored in the
storage space of the application.

Optionally, the operation on the application 1s received by
the POS terminal, and according to the operation, the
corresponding device operation interface 1s mvoked.

Next, the third hash value of the resource file stored 1n the
storage space of the application and the fourth hash value of
the resource {ile in the device operation service are acquired
by the POS terminal through the device operation interface.

Next, the third hash value and the fourth hash value are
compared by the POS terminal; when the third hash value
and the fourth hash value are inconsistent, it 1s determined
that the resource file has an update, and then a new resource
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file 1n the device operation service 1s acquired by the POS
terminal through the device operation intertace.

Further, the resource file stored 1n the storage space of the
application 1s replaced by the POS terminal with the new
resource file.

Next, the resource file stored in the storage space of the
application 1s loaded by the POS terminal through the
application to execute the function of the resource {ile.

In the above-mentioned method for custom development
of a payment application, the resource file uploaded by the
user terminal to the application market server 1s acquired
through the application market client, which can realize the
customization function for business requirements of the
user, and has great tlexibility. The hash value of the resource
file 1s acquired through a decryption of the signature infor-
mation of the resource file by means of the system public
key, and then the hash value of the resource file 1s calculated
by means of the system algorithm, 11 the hash values of the
two are consistent, it 1s proved that the resource file 1s
complete, then the resource file 1s written mto the device
operation service of the POS terminal. The hash value of the
same resource lile 1s determined through two different ways
to determine the mtegrity and accuracy of the resource file.
Subsequently, the resource file on the server may have an
update, the first version number corresponding to the
resource file m the storage space of the application 1s
acquired by the POS terminal from the local memory, and
the first version number 1s uploaded to the application
market server to instruct the application market server to
acquire the second version number of the resource file on the
application market server, then the first version number 1s
compared with the second version number, 1f the version
numbers of the two are different, then the resource file on the
server 1s acquired to update the resource file 1 the device
operation service 1n the POS terminal. Then the correspond-
ing device operation interface 1s imvoked by the POS ter-
minal to acquire the corresponding resource file from the
device operation service, and stored the same 1n the corre-
sponding storage space of the application, so that the
resource file can be directly acquired from the storage space
of the application when the resource file 1s invoked again,
saving the time to mvoke from the device operation service,
and thus the response can be completed quickly. When the
user’s operation on the application 1s received by the POS
terminal, the third hash value of the resource file stored in
the corresponding memory of the application i1s acquired
through the device operation 1nterface, the fourth hash value
of the resource file of the device operation service 1is
acquired, and the third hash value and the fourth hash value
are compared, and if the third hash value and the fourth hash
value are inconsistent, then a new resource file 1s acquired
from the device operation service to replace the resource file
in the storage space of the application, thereby updating the
resource lile i the storage space of the application. By
adopting this method, the problem of waiting for the release
of the new version caused by the usual way of solidifying the
code can be avoided, and the stability of the customized
development platform of the payment application and the
convenience ol updating resource files can be improved.

As shown 1n FIG. 8, 1t 1s 1llustrated a process of adding a
new function to a POS terminal by a user 1n accordance with
an embodiment.

PayDroid 1s an Android system customized for the POS
terminal, where the POS terminal runs on the Android
system. APP1, APP2, device operation service and applica-
tion market client are multiple applications 1 the POS
terminal. The APP1, APP2 and the device operation inter-
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face may form a runnable application program. The device
management interface and the application market client may
form a runnable application program. The application mar-
ket server 1s a server corresponding to the application market
client. When the user has business requirements, the POS
terminal 1s abstracted into a customized device operation
interface according to the business requirements of the user,
and then the corresponding customized function 1s realized
by the user according to the device operation interface. The
user packages and compresses the code for realizing the
customized function into a resource file, signs the com-
pressed file, and uploads the same to the application market
server. The POS terminal downloads the resource file and
the signature mformation of the resource file uploaded by
the user terminal from the application market server through
the application market client. The POS terminal invokes the
device management interface through the application market
client to store the resource file 1n the cache region, and then
verifies whether the signature information of the resource
file 1s correct. I yes, then writes the resource {file, the name
of the resource file and the hash value of the resource file
into the database of the device operation service. The
resource file 1s acquired from the device operation service
through the device operation interface of the application, and
saved the same 1nto the storage space of the application. The
system 1nterface 1s mvoked by POS terminal through the
device operation interface of the application to load the
resource file stored 1n the storage space of the application, so
as to execute the function of the resource file.

For example, the user wishes to add a new function to the
POS terminal, which 1s that only bank cards can be swiped
in APP1, and only membership cards can be swiped 1n
APP2. The POS terminal acquires the requirement of the
user that only bank cards can be swiped in APP1, and only
membership cards can be swiped in APP2. According to this
requirement, two device operation interfaces are created.
Then, the resource file that can realize this function i1s
acquired by the POS terminal from the application market
server through the application market client, and saved the
same through the device management interface. Then, the
file operation interface of the device operation service is
invoked through the device management interface to write
the resource file into the database of the device operation
service. The device operation interfaces of APP1 and APP2
are mvoked by the POS terminal to read the resource file
from the database of the device operation service, and save
the same 1n the storage space corresponding to APP1 and
APP2. When this function 1s required, the device operation
interface 1s mvoked to first determine whether the resource
file has an update. I the resource file has an update, the
resource file 1 the storage space ol the application 1s
updated, and then the resource file 1s acquired from the
storage space of the corresponding APP and loaded the same
to realize the function of the resource file. If the resource file
has no update, the resource file 1n the storage space of the
APP 1s directly loaded to executed the function of the
resource file.

It should be understood that although the steps in the
flowcharts of FIGS. 1-8 are shown 1n sequence according to
the arrows, these steps are not necessarily executed in the
sequence shown by the arrows. Unless explicitly stated
herein, the execution of these steps 1s not strictly limited to
the order, and these steps may be performed 1n other orders.
Moreover, at least a part of the steps 1n FIGS. 1-8 may
include multiple sub-steps or multiple stages. These sub-
steps or stages are not necessarily executed and completed
at the same time, but may be executed at different times. The
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order ol execution of these sub-steps or stages are not
necessarily completed 1n sequence, but may be performed
alternately or alternately with other steps or at least a part of
sub-steps or stages of other steps.

In one embodiment, as shown 1n FIG. 9, an apparatus for
custom development of a payment application 1s provided,
including: an acquisition module 902, a writing module 904,
a storage module 906 and a loading module 908. In which:

The acquisition module 902 i1s configured to acquire,
through an application market client, a resource file
uploaded by a user terminal to an application market server.

The writing module 904 i1s configured to write the
resource file 1nto a device operation service.

The storage module 906 1s configured to acquire the
resource file from the device operation service through a
device operation interface, and save the resource file 1n a
storage space of an application.

The loading module 908 1s configured to load the resource
file saved 1n the storage space of the application through the
application, and execute a function of the resource file.

In the above-mentioned apparatus for custom develop-
ment of the payment application, the resource file uploaded
by the user terminal to the application market server i1s
acquired through the application market client, and written
the same 1nto the device operation service. The resource file
1s realized by the user himself, which enables the user to
complete a customization according to his own require-
ments, and thus the universality of the customized develop-
ment platform of the payment application 1s achieved. The
resource lile 1s acquired from the device operation service
through the device operation interface, and saved the same
in the storage space of the application, so that the resource
file can be directly acquired from the storage space of the
application, saving the time to invoke the resource file from
the device operation service. The resource file 1s used as an
insertion, the corresponding interface 1s mvoked by the
application to load the resource file saved in the storage
space of the application and to execute the function of the
resource file, so that the problem of waiting for the released
of the new version caused by the usual way of solidifying
code can be avoided, which helps to improve the stability of
the custom development platform of the payment applica-
tion, and the convenience of updating resource files.

In one embodiment, as shown 1in FIG. 10, the writing
module 904 1ncludes: a decryption unit 1002, an invoke unit
1004, a comparison unit 1006 and a writing unit 1008. In
which,

The decryption umit 1002 1s configured to acquire a
system public key, and to decrypt, by means of the system
public key, signature iformation of the resource file to
obtain a first hash value of the resource {ile.

The invoke unit 1004 1s configured to invoke a system
algorithm, and to calculate, by means of the system algo-
rithm, a second hash value of the resource file.

The comparison unit 1006 1s configured to compare the
first hash value with the second hash value.

The writing unit 1008 1s configured to write the resource
file, a name of the resource file and the hash value of the
resource lile 1nto the device operation service when the first
hash value and the second hash value are consistent.

In the above-mentioned apparatus for custom develop-
ment ol a payment application, the hash value acquired by
means of a decryption of the public key and the hash value
calculated by means of the system algorithm are compared
to determine whether the hash values of the same resource
file acquired through the two ways are consistent, so as to
determine whether an error 1s occurred during a download
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process ol the resource file, which can ensure the accuracy
and integrity of the resource file.

In one embodiment, the storage module 1s also configured
to: acquire the name of the device operation interface; match
the name of the device operation interface with the name of
the resource {ile in the device operation service; and acquire
the resource file when the name of the device operation
interface and the name of the resource file 1n the device
operation service are matched successtully. By acquiring the
keyword of the name of the device operation interface, the
name of the resource file 1n the device operation service 1s
searched for matching according to the keyword. When the
name of the device operation interface and the name of the
resource file 1n the device operation service are matched
successiully, the resource file whose name 1s matched suc-
cessiully 1s acquired. The corresponding resource file can be
accurately acquired through the keyword matching of the
name, so that the response can be completed quickly.

In one embodiment, the apparatus for custom develop-
ment of the payment application also includes: a replace-
ment module. The replacement module 1s configured to:
acquire a first version number of the resource file through the
device management interface, and send the first version
number to the application market server, where the first
version number 1s used to instruct the application market
server to acquire a second version number of the resource
file on the application market server, and compare the first
version number with the second version number; receive a
new resource file returned by the application market server
when the first version number and the second version
number are inconsistent; and replace the resource file in
device operation service with the new resource file. The
version number of the resource file in the device operation
service of the POS terminal 1s compared with the version
number of the resource file on the server to determine
whether the resource file has an update, so that the resource
file of the POS terminal can be updated 1n time, and thus the
POS terminal has a more comprehensive function, so as to
provide the user with more comprehensive services.

In one embodiment, the storage module 1s also configured
to: acquire a third hash value of the resource file stored in the
storage space of the application through the device operation
interface, and acquire a fourth hash value of the resource file
of the device operation service; compare the third hash value
with the fourth hash value; determine that the resource file
has an update when the third hash value and the fourth hash
value are inconsistent, and acquire a new resource {ile from
the device operation service through the device operation
interface; and replace the resource file saved 1n the storage
space of the application with the new resource file. In the
apparatus for custom development of the payment applica-
tion, the hash value of the resource file stored in the storage
space of the application 1s acquired from the local memory,
and compared the same with the hash value of the resource
file stored in the device operation service to determine
whether the resource file has an update. When the hash
values of the two are inconsistent, indicating that the
resource file has an update, the resource file in the corre-
sponding memory of the application 1s updated, so that the
update of the resource file can be automatically realized, and
the latest function can be provided to the user in time.

In one embodiment, the apparatus also includes: an
invoke module. The invoke module 1s configured to receive
an operation on the application, and invoke the correspond-
ing device operation interface according to the operation. By
receiving the user’s operation nstruction to the application,
cach time the POS terminal receives the user’s operation
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instruction, the corresponding device operation interface 1s
invoked first to determine whether the resource file has an
update, so that the resource file i the application storage
space can be updated 1n time.

For the specific definitions of the apparatus for custom
development of the payment application, reference may be
made to the above definitions of the method for custom
development of the payment application, which will not be
repeated here. Each module 1n the above-mentioned appa-
ratus for custom development of the payment application
can be implemented i whole or i1n part by software,
hardware or combinations thereof. The above modules can
be embedded 1n or independent of a processor 1n a computer
equipment in the form of hardware, or stored 1n a memory
in the computer equipment 1n the form of software, so that
the processor can invoke and execute the operations corre-
sponding to the above modules.

In one embodiment, a computer equipment 1s provided,
the computer equipment may be a POS terminal, and the
internal structure diagram may be as shown i FIG. 11. The
computer equipment includes a processor, a memory, a
network interface, a display screen, and an mput device
which are connected through a system bus. The processor of
the computer equipment 1s used to provide computing and
control capabilities. The memory of the computer equipment
includes a non-volatile storage medium and an internal
memory. The non-volatile storage medium stores an oper-
ating system and a computer program. The mternal memory
provides an environment for the execution of the operating
system and the computer program in the non-volatile storage
medium. The network interface of the computer equipment
1s configured to communicate with an external terminal
through a network connection. The computer program, when
executed by the processor, implements the method {for
custom development of the payment application. The dis-
play screen of the computer equipment may be a liquid
crystal display screen or an electronic ik display screen,
and the mput device of the computer equipment may be a
touch layer covered on the display screen, or may be buttons,
a trackball or a touchpad arranged on the shell of the
computer equipment, and also may be an external keyboard,
trackpad, or mouse.

It can be understood for those skilled in the art that the
structure shown in FIG. 11 1s only a block diagram of a
partial structure related to the solution of the present appli-
cation, and does not constitute a limitation on the computer
equipment to which the solution of the present application 1s
applied. Specifically, the computer equipment may 1nclude
more or lesser components than that shown 1n the figures, or
a combination of certain components, or may have a difler-
ent arrangement of components.

In one embodiment, a computer equipment 1s provided,
including a memory and a processor, where a computer
program 1s stored in the memory, and the computer program
when being executed by the processor, causes the processor
to implement the steps of the above-mentioned method for
custom development of a payment application.

In one embodiment, a computer-readable storage medium
1s provided, on which a computer program 1s stored, and
when the computer program 1s executed by a processor, the
steps of the above-mentioned method for custom develop-
ment ol a payment application 1s implemented.

It can be understood for those skilled in the art that all or
part of the processes 1n the method of the above-mentioned
embodiments can be completed by instructing the relevant
hardware through a computer program, and the computer
program can be stored 1n a non-volatile computer-readable
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storage medium. When the program 1s executed, the flows of
the embodiments of the above-mentioned methods may be
included. In which, any reference to the memory, storage,
database or other medium used in the various embodiments
provided 1n this application may include non-volatile and/or
volatile memory. The non-volatile memory may include read
only memory (ROM), programmable ROM (PROM), elec-
trically programmable ROM (EPROM), electrically eras-
able programmable ROM (EEPROM), or flash memory. The
volatile memory may include random access memory
(RAM) or external cache memory. By way of illustration but
not limitation, RAM 1s available 1in various forms such as
static RAM (SRAM), dynamic RAM (DRAM), synchro-
nous DRAM (SDRAM), double data rate SDRAM (DDRS-
DRAM), enhanced SDRAM (ESDRAM), synchronization
link (Synchlink) DRAM (SLDRAM), memory bus (Ram-
bus) direct RAM (RDRAM), direct memory bus dynamic
RAM (DRDRAM), and memory bus dynamic RAM
(RDRAM) and so on.

The features of the above embodiments may be combined
arbitrarily. For brevity of description, not all possible com-
binations of the features in the above embodiments are
described. However, as long as there 1s no contradiction 1n
the combination of these technical features, they shall be
considered to be within the scope of this specification.

The above examples only represent several embodiments
of the present application, and the descriptions thereof are
relatively specific and detailed, but should not be construed
as limitations on the scope of the present application. It
should be noted for those skilled in the art that, without
departing from the concept of the present application, sev-
eral modifications and improvements can be made, which
are all included within the protection scope of the present
application. Therefore, the protection scope of the present
application shall be subject to the appended claims.

What 1s claimed 1s:

1. A method for custom development of a payment
application, comprising:

acquiring, through an application market client, a resource

file uploaded by a user terminal to an application
market server;

writing the resource file 1into a device operation service;

acquiring, through a device operation interface, the

resource file from the device operation service, and
saving the resource file 1n a storage space of an appli-
cation; and

loading, through the application, the resource file stored 1n

the storage space of the application, and executing a
function of the resource file,

wherein said writing the resource file mto a device

operation service Comprises:

acquiring a system public key, and decrypting signature

information of the resource file by means of the system
public key, to obtain a first hash value of the resource
file;

invoking a system algorithm, and calculating a second

hash value of the resource file by means of the system
algorithm;

comparing the first hash value with the second hash value;

and

writing the resource file, a name of the resource file, and

a hash value of the resource file 1nto the device opera-
tion service when the first hash value and the second
hash value are consistent.

2. The method according to claim 1, wherein said acquir-
ing, through a device operation interface, the resource file
from the device operation service, comprises:
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acquire a name of the device operation interface;

matching the name of the device operation interface with
a name ol the resource file in the device operation
service; and

acquiring the resource file when the name of the device

operation interface and the name of the resource file 1n
the device operation service are successiully matched.
3. The method according to claim 1, wherein after the
resource file 1s written into the device operation service, the
method further comprises:
acquiring a first version number of the resource f{ile
through a device management interface, and sending
the first version number to the application market
server, wherein the first version number 1s used to
instruct the application market server to acquire a
second version number of the resource file, and com-
paring the first version number with the second version
number:;
receiving a new resource file returned by the application
market server when the first version number and the
second version number are inconsistent; and

replacing the resource file 1n the device operation service
with the new resource file.

4. The method according to claim 3, wherein said acquir-
ing, through a device operation interface, the resource file
from the device operation service, and saving the resource
file 1n a storage space of an application, comprises:

acquiring, through the device operation interface, a third

hash value of the resource file stored in the storage
space of the application, and acquiring a fourth hash
value of the resource file of the device operation
service;

comparing the third hash value with the fourth hash value;

determining that the resource file has an update when the

third hash value and the fourth hash value are incon-
sistent, and acquiring a new resource lile from the
device operation service through the device operation
interface; and

replacing the resource file saved in the storage space of

the application with the new resource file.

5. The method according to claim 4, wherein before the
third hash value of the resource file saved in the storage
space ol the application 1s acquired through the device
operation interface, and the fourth hash value of the resource
file of the device operation service 1s acquired, the method
turther comprises:

receiving an operation on the application, and mvoking a

corresponding device operation interface according to
the operation.

6. A computer equipment, comprising a memory and a
processor, and the memory storing a computer program,
wherein the computer program, when being executed by the
processor, causes the processor to perform operations that
comprise:

acquiring, through an application market client, a resource

file uploaded by a user terminal to an application
market server;

writing the resource file mto a device operation service;

acquiring, through a device operation interface, the

resource file from the device operation service, and
saving the resource file 1n a storage space of an appli-
cation; and

loading, through the application, the resource file stored in

the storage space of the application, and executing a
function of the resource file,

wherein the operation of writing the resource file into a

device operation service comprises:
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acquiring a system public key, and decrypting signature
information of the resource file by means of the system
public key, to obtain a first hash value of the resource
file;

invoking a system algorithm, and calculating a second

hash value of the resource file by means of the system
algorithm;

comparing the first hash value with the second hash value;

and

writing the resource {ile, a name of the resource file, and

a hash value of the resource file 1into the device opera-
tion service when the first hash value and the second
hash value are consistent.

7. The computer equipment according to claim 6, wherein
the operation of acquiring, through a device operation inter-
face, the resource file from the device operation service
COmprises:

acquire a name of the device operation nterface;

matching the name of the device operation interface with

a name of the resource file in the device operation
service; and

acquiring the resource file, when the name of the device

operation intertace and the name of the resource file 1n
the device operation service are successiully matched.
8. The computer equipment according to claim 6, wherein
alter the resource file 1s written into the device operation
service, the operations performed the processor further com-
prise:
acquiring a first version number of the resource file
through a device management interface, and sending
the first version number to the application market
server, wherein the first version number 1s used to
istruct the application market server to acquire a
second version number of the resource file, and com-
paring the first version number with the second version
number:;
recerving a new resource lile returned by the application
market server when the first version number and the
second version number are inconsistent; and

replacing the resource file in the device operation service
with the new resource file.

9. The computer equipment according to claim 8, wherein
the operation of acquiring, through a device operation inter-
face, the resource file from the device operation service, and
saving the resource file 1n a storage space of an application
COmprises:

acquiring, through the device operation interface, a third

hash value of the resource file stored i1n the storage
space of the application, and acquiring a fourth hash
value of the resource file of the device operation
service;

comparing the third hash value with the fourth hash value;

determiming that the resource file has an update when the

third hash value and the fourth hash value are 1ncon-
sistent, and acquiring a new resource file from the
device operation service through the device operation
interface; and

replacing the resource file saved 1n the storage space of

the application with the new resource file.

10. The computer equipment according to claim 9,
wherein before the third hash value of the resource file saved
in the storage space of the application 1s acquired through
the device operation interface, and the fourth hash value of
the resource file of the device operation service 1s acquired,
the operations performed by the processor further comprise:
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receiving an operation on the application, and 1nvoking a
corresponding device operation interface according to
the operation.

11. A non-transitory computer-readable storage medium,
on which a computer program 1s stored, wherein, the com-
puter program when being executed by a processor, causes
the processor to perform operations that comprise:

acquiring, through an application market client, a resource
file uploaded by a user terminal to an application
market server;

writing the resource file mto a device operation service;

acquiring, through a device operation interface, the
resource file from the device operation service, and
saving the resource file 1n a storage space of an appli-
cation; and

loading, through the application, the resource file stored in
the storage space of the application, and executing a
function of the resource file,

wherein the operation of writing the resource file 1mnto a
device operation service comprises:

acquiring a system public key, and decrypting signature
information of the resource file by means of the system
public key, to obtain a first hash value of the resource
file;

invoking a system algorithm, and calculating a second
hash value of the resource file by means of the system
algorithm;

comparing the first hash value with the second hash value;
and

writing the resource file, a name of the resource file, and
a hash value of the resource file into the device opera-
tion service when the first hash value and the second
hash value are consistent.

12. The non-transitory computer-readable storage
medium according to claim 11, wherein the operation of
acquiring, through a device operation interface, the resource
file from the device operation service comprises:

acquire a name of the device operation interface;

matching the name of the device operation interface with
a name of the resource file in the device operation
service; and

acquiring the resource file, when the name of the device
operation 1nterface and the name of the resource file 1n
the device operation service are successiully matched.

13. The non-transitory computer-readable storage
medium according to claim 11, wherein after the resource
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file 1s written into the device operation service, the opera-
tions performed the processor further comprise:
acquiring a first version number of the resource f{ile
through a device management interface, and sending
the first version number to the application market
server, wherein the first version number 1s used to
istruct the application market server to acquire a
second version number of the resource file, and com-
paring the first version number with the second version
number:;
recerving a new resource lile returned by the application
market server when the first version number and the
second version number are inconsistent; and

replacing the resource file in the device operation service
with the new resource file.

14. The non-transitory computer-readable storage
medium according to claim 13, wherein the operation of
acquiring, through a device operation interface, the resource
file from the device operation service, and saving the
resource file 1n a storage space of an application comprises:

acquiring, through the device operation interface, a third

hash value of the resource file stored i1n the storage
space ol the application, and acquiring a fourth hash
value of the resource file of the device operation
service;

comparing the third hash value with the fourth hash value;

determiming that the resource file has an update when the

third hash value and the fourth hash value are 1ncon-
sistent, and acquiring a new resource lile from the
device operation service through the device operation
interface; and

replacing the resource file saved 1n the storage space of

the application with the new resource file.

15. The non-transitory computer-readable storage
medium according to claim 14, wherein before the third hash
value of the resource {file saved 1n the storage space of the
application 1s acquired through the device operation inter-
face, and the fourth hash value of the resource file of the
device operation service 1s acquired, the operations per-
formed by the processor turther comprise:

receiving an operation on the application, and mvoking a

corresponding device operation interface according to
the operation.
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