12 United States Patent

US012056580B2

(10) Patent No.: US 12,056,580 B2

Raz et al. 45) Date of Patent: Aug. 6, 2024
(54) METHOD AND APPARATUS FOR (56) References Cited
ENHANCING EFFECTIVITY OF MACHINE |
I EARNING SOLUTIONS U.S. PATENT DOCUMENTS
9,235,813 Bl 1/2016 Qian et al.
(71) Applicant: International Business Machines 2019/0163666 Al 5/2019 Cakmak et al.
Corporation, Armonk, NY (US) | |
FOREIGN PATENT DOCUMENTS
(72) Inventors: Orna Raz, Haifa (IL); Marcel EP 3161733 5/2017
Zalmanovieci, Kiriat Motskin (IL); NL 01/159610 A2 * 8/2001 ... GO6F 17/30
Aviad Zlotnick, Mitzpeh Netofah (IL) WO 2019002603 172019
(73) Assignee: International Business Machines OTHER PUBLICATIONS
Corporation, Armonk, NY (US) Amershi, A., et al, ModelTracker: Redesigning Performance Analy-
s1s Tools for Machine Learning, [retrieved Dec. 12, 2022]. Retrieved
(*) Notice: Subject to any disclaimer, the term of this from Internet:<https://dl.acm.org/doi/abs/10.1145/2702123.
patent is extended or adjusted under 35 2702509> (Year: 2015).%
U.S.C. 154(b) by 1103 days. (Continued)
Primary Examiner — Miranda M Huang
(21) Appl. No.: 16/662,090 Assistant Examiner — Bart 1 Rylander
(74) Attorney, Agent, or Firm — Matthew Zehrer
(22) Filed: Oct. 24, 2019 (37) ABSTRACT
A method, system and computer program product, the
(65) Prior Publication Data method comprising: creating a model representing under-
performing cases; from a case collection having a total
US 2021/0125080 Al Apr. 29, 2021 performance, and which comprises for each of a multiplicity
of records: a value for each feature from a collection of
features, a ground truth label and a prediction of a machine
(51) Int. Cl. learning (ML) engine, obtaining one or more features;
GO6N 20/00 (201.01) dividing the records into groups, based on values of the
GO6L 18/23 (2023.01) features 1n each record; for one group of the groups, calcu-
(Continued) lating a performance parameter of the ML engine over the
(52) U.S. CL portion of the records associated with the group; subject to
CPC .......... GO6N 20/00 (2019.01); GO6F 18/23 the performance parameter of the group being below the
(2023.01); GO6F 18724 (2023.01); GO6N  total performance in at least a predetermined threshold:
3/126 (2013.01) determining a characteristic for the group; adding the char-
(58) Field of Classification Search acteristic of the group to the model; and providing the model

CPC ...... GO6N 3/126; GO6N 20/00; GO6K 9/6218;
GO6K 9/6267

See application file for complete search history.

204 COMPUTING PLATFORM

PROCESSOR

" STORAGE DEVICE
216

| FEATURE SELECTION
3 MODULE

- PERFORMANCE
- PARAMETER

GROUP FORMING AND

to a user, thus indicating under-performing parts of the test
collection.

20 Claims, 2 Drawing Sheets

200

212

208
i /O DEVICE

CHARACTERISTIC
CALCULATION MODULE

238
MODEL HANDLING
MODULE
236
DATA AND CONTROL
FLOW MODULE

| CALCULATION MODULE

232
| USER INTERFACE |

CASE RECORDS, INCLUDING FEATURE
VALUES, GRCGUKND TRUTH AND
PREDICTION




US 12,056,580 B2
Page 2

(51) Int. CL

GO6F 18/24 (2023.01)
GO6N 3/126 (2023.01)
(56) References Cited

OTHER PUBLICATIONS

Piao, M., et al, Discovery of Significant Classification Rules from
Incrementally Inducted Decision Tree Ensemble for Diagnosis of
Disease, [retrieved Dec. 12, 2022]. Retrieved from Internet:<https://

link.springer.com/chapter/10.1007/978-3-642-03348-3_60> (Year:
2009).*

Simard, P., et al, ICE: Enabling Non-Experts to Build Models
Interactively for Large-Scale Lopsided Problems, [received Nov.
29, 2023]. Retrieved from Internet:<https://arxiv.org/abs/1409.
4814> (Year: 2014).*

Barga, R., et al, Predictive Analytics with Microsoft Azure Machine
Learning Second Edition, Chapter 2, [received Nov. 30, 2023].
Retrieved from Internet:<https://link.springer.com/chapter/10.1007/
978-1-4842-1200-4_2> (Year: 2015).*

* cited by examiner



L0 N I N N N B I B B B B IR B N N N B N I N BN N I N DL DO N N R B N R R B B N I

+ F 1+ + F U+ FF A FFA kA AR R AFF PR FPF PR REFFPF R AEAFFEPFFFEF R FFPFY AL A YT FFFLFFFEY A FP YA S AN FFE P FPY A PA YA FPE R T

S. Patent Aug. 6, 2024 Sheet 1 of 2 S 12,056,580 B2

L N e I e I R N I I e O e e e L e I T O O O I P T T T O L R D e T O T e I e I e I e I O T O T I O O T L O T P L T e O O O |

| CREATE A MODEL REPRESENTING UNDERPERFORMING CASES |

LI N B L N N N N N N N L BN N N L N B T N B I T RN N Nl L N N Rl BN R N BN L N B N N N N R L NN B N B N N B N T N N T N N B B L L BN N BN L B B LN B B N B N R B R R N N B R L N L N R L NN I DI N NN I N N N R R L R N BN L

OBTAIN AT LEAST ONE FEATURE FROM A CORPUS OF CASE RECORDS

-
=
+
-
FPPFP*+ P+ P+ PP~
'y m m R L ® E F - 5 E L. 5 E Fr 58§ RE4LE

4+ F 8 B 4 F EOR 4 L 0B R 4 F § R 4 & N R 4 F R 4 L N R LR E Ly R L F R L FE o FE R R R R R PR 4 FRR g FRER S F YR FEEd FRR AR L ER N g R R R L FR o PR P PR R P 4 P RR G F R R R FRR AR F R R oo R A R AR AR 2 R s P P R o F Y 4 FR R L RR G FRR 4 R FY R FEE L
4
e
.
4
+
-
.
=
T
4+ +
a'n
+ +
+ 4
-
[ ]
-
H
+ % m rrwrrdwwrrra s rr s rrasTrrrarrrarrrarrrarrrarrrasrraddraddraddrardrardrsrdressrreasrrasrrrarrrasrrasdrrasarrrasrrrasrrradrrasrrrassrraddreasrrardrardrsrbrssrrasdruserdrsesrrasrirsrrrirrrasasrraddrasasrrsrrrssrrasrraasrrardrardrardrearrrasdinarr

DIVIDE CASE RECORDS INTO GROUPS BASED ON VALUES OF THE AT
LEAST ONE FEATURE

L
+ b F 4 + b d ++F+FFAd+FFEAdFEF DDA R R R R DS Rd R d R d R d R d R dFF R R d A FFEAd b d R AR d A ]S R+t d R d R+ b d b dd R d R d A FEF A RdFFFRd R A dEdd A+ R d R R d R d R dFF AR d A AN dEE

§ 4 ®m ® L . ® B § A B E T L EEE L EEE L B E§

.
.
’
.
.
+
.
.
4
.
.
] .
d ' I, ; L ' ! H d : L d " n 3 .
r
.
.
4
.
.
L b 4 kok b 4 kk pop o kok b d dok b g koA b g ok ok b g okodkok Bokd pEodof bk gk opogod kok b odf b h o kodkbodof bbodof bobodof kb d kod bodof ok pod f ok bod kok podof ok bAoA k b d A E b d Ak d A dpFd A kb LA LbLod ok pogod kok g kok bod ok o hok Bog ook pod kod Lod o ok b dof ok bodof ok bodof ok pAdok b kok pd A kbl d ok bpogodokodk god o kodk b of ok fpbod ok b bL df kb odokok b d ook B ohod p g okok p A kod pdodkok pododok podddLoE
L
'
o gk
A
+ & i
m
-
P
*
.
-
*F
+ + + ¥
T om o
t + + b
] + F
r b a
+ k +
. s
+ & + w
. 4+
a n 2 n
+ 4+ -
s m an
T x k
+ Lk
i [
¥ r F
- a L
T T T
+ + -
1. i m
T Fom
+ + 4+ F
- . L
+ + 4+ b
+ = ]
T - h ] . 0 h -
+ k +
i a
+ -
+ E 4+
r am
+ F ¥
- 4 an
B M,
+ + 4+ 4
P ad
. . kT e
L) : o
T e
4+ -+
L H H . H H 4 : . H ! 3 H 1
- " T
+ +
a " e
- 4 - 1
+ 1+
T T
+ RO FoF o+ "+ I » + i+
=4 . + 1=
o ‘ . :‘_1- . :" .
1+-a. -aa-‘- [ F n Y --|-1+
d o+ ﬁllh
i . ¥ +
K 4 "
+ + ! H A Wi ? . H 3]
o i
ror 3]
+ o+
n oo i
4 ]
P " =
T v
-+ F o+
oy =
r 4 R
4+ + 4+
. n g
4+ i+
+ 1=
r T "
1+ - . 4+
-] - o+ et
+
¥
-+
.
F
F
-
. .
+ 4+ +
aTaTy
ko F
L
b
-t
S
' T
L " m B L m o E N L oamm R4 EE R L EE RS EE RS E N4 EEE L EEE - EE" L E] %A N ] &b N7 L EE T L EE T A N E AL N E AL N E L AL N E LS B E LA EE LS B 4 b B Lo B 4 Ak EE &AL mE LiE LA N JTA N ] LA NN LA EE LA EE AL EE TS EE LS EE T A EE LS B E LA EEE L EE TS B LS B f A&k | ok ok W f ok ok m 4 ok kN LA NN LA N J Ao NN &L N N A4 N N AL N N AL N E AL N E T L EE L EE L ER

DETERMINE A DESCRIPTION FOR EACH GROUP WITH LOW ‘
PERFORMANCE

Faddrwddsrwd+t+no+d+trndtdrddradrbbdrrredbbasdrrasd bbdert+sbadbbasorrbadd+sraddrarrradrrasdrrasdt+rasdrsrrradrsrordrrdd+srdrbroed+drad+t+bbdrrardsbaddsrasrdrasd+srasordradtbadt+rradt+strrdrbadrbrdrsrrrad+radrrrrrradrrasdrrsrosdrsrrasdd+tbbddsrasdsdsrand+sbbordsdsbd+FbFasodtdasnd+tdan+d5r0++Fnr

o dlor
+
1
F
+ +
+ +
Ll
T
F

LRE K
"= m

L N N N L N L L I O O R I . L . I . L O T L T I O L I T L O L R P T L B O B O L T . T . I B L e L O L L e I L . L O I I L O L . L L O B N I O B O O O O L L B O O L . I . I L T L L T I B I L I B D I L B I L O L O B

ADD GROUP DESCRIPTION TO THE MODEL

s 2 @ B r a3 R - A E RS 2 E RS EEET.SA S ET.S S AETSESELJS S E S s A S S s A S Fos 5 E TS S S 1T S Lr E S s 5 S %A S S LTs S8 1T E S AR - S S 1T S EE S 2 E AT SEAS A Ssos 5E - E S S 1T EE LTSS S-S E LTSS E TS S S TSEESE LT S TS S E TS 58 - 5 LSS LSS S RS S E LT A EESs A S E - A E S - IS 1%EE S 1- 5SS TS E ST S §E Fo- 55 TS S E TS E S TS ESE TS S ETSA S E A S AN LS E S LS S SRS AR

+
LS
r = r i
+i+++*1+++1++F1++Fi++F\1+I'-I-I--I--I--I+++-I+++'|-I-I-I-'ai‘-l"a-l‘-l"ai‘-l"ai-l-i-l"riI-I--r‘lI'I'-r‘l"I"r"-I-I'1‘--I-I"l"+I"l"+I"l1+I"|++F1++F\*+F\1++\1+F\1++l*++b
LY

+ F 0 4+ 4+ F U 4+ 4+ 4+ F &4 4+ 0 &4+ 0 24+ F 2244+ F A4 ++F 4+ 4+ F 0+ 4+ F 4+ + P80+ 4+ P80+ 4+ F 8 44+ 4+ 0 244+ 0 4+ 4+ F 4 ++ 04 ++F 244+ F F+4+F ~4+4+F 0 +4+F 80 +++ 0 +++1

* F kR FEFErYFEFFEREFEF R Y FF
Y

N ap R R4 oaow

L]

4 r m oE L 4 E N A a p k& oA R ododod b &

N

d r+ b werFhorrtd+thbordrasrd bFbassrdasrrrasesrdt+=d+s+bd




U.S. Patent Aug. 6, 2024 Sheet 2 of 2 US 12,056,580 B2

+

" L @ - F - ra s s - ETE T FSsFrasTSaA-sET"TETET FSs FaATSAAFraETETFSsFS TS S ETETETFSs FSTE SaA%TE LT FEr FSaTSaASsETELTELTFSs TS TS S SETE T FS FSa TS &2 TS E LT FSr FSaATSAAS-SETET FSs FS TS sSETETETFS,sFSTSESs ST ET RS FS TS S SEA LT E T ETFS FSTSE S SEATETE - Sr FSa s a2t E T E T FSs FSTJd AT EEE S E A AR ETETE T FSs FS TS S SEATETE S FSs FS s SaATETETFESr FSaS TS SsSETETE S s FaTaE S E LR
+ F
[ ] [
+ Fl
L] =
1 . . . . b
d *
+* +*
Ll Ll
- -
[ ] -
+ +
u L]
-

- -

14 ¥

r b L]
. a

. .
+ +

r L]
+

. .
+ N R GEEEE E N E T E R EEEE E T R R R R R A T R TR -

i I T et B I T o e B T i
‘.l e l+
+ + 1

F + r
+ + +

. " .
1 + -

i + *
+ + F

. - .
. - -

] * ]
+ + ¥

. = N
r - -

i + -
+ + F

. + L]
r -

i + r
+ + ¥
i + L]

. 1 T n
* * F

i + -
- L] +

. " .
+ + *

r + + + F
* L] * L I o L e R B L L D O R R L DL -
" 2 g e e + o a e g T = .
- i
+ +

. .
T -

1 r
+ F

. L]
.

i -
+ ¥

. R e T T T e I n
T, i i
* ] * +

r » "
- . . . . - .

. . .
+ . + +

1 * i
- . - -
- . .
1 i + +

" * r
+ L] + +

. - .
1 . 1 +

i + i
+ r + +

. n .
- . * -

. * "
+ . + ¥

. . N
- . - -

i i r
+ r + ¥
oF . - L]

. T -
+ 1 + F

F L 1
" . -

- " .
1 + +

L] + -
. » a

. . .
+ rarhdmw+tr+t et rrretb+tututatatertbrarntuntrtrerrerbtatuntertretrerrtraratdltrtrrrebtrunratrreadadandetareddrornrn + +
F o x L N N N N N e i L

. ] . . .
. . . 1 -
- + - + + *
* L) . +_ * .
T . & +

o * + L] + * i
+ . r + + +

. + , ] L = .
. . . - -

- 14 + u + i i
1 - - : 4 + +
. - > r . N i L

. 1 ¥ - * i .
+ . . + + +

L] + + 3 + * L]
- . . - - -

. 1 + . + . .
* - 2] - * +
- + + r + + i
a r r - - -

. . r - r r .
+ . - - + +

r + + + + * F
+ N F h ! H . h +, + +
- - I.' r - = L ] 'l.-. -

i + + - + + i
+, 14 L - * R
. 1. . * 2 +

] 1 * - * * ]
+ . r + + ¥

. - r L] - L]
. . . - +

i + - - + i -
+ - d + + F

r + + ] + - 1
- . . - r

. * ¥ ! H x H ¥ i .
+ . . + + +

r + + 3 + » L]
- . . - -

- + . + .

14 . " - +

L] * * ] * *
- . r - -

. - - b - .

+ . - - + *

r + + + + * F
* i v . * L -
. - b + + -
- 1 + r + + -4
+ r r + + +

. . - - e " .

. . -
:b +, & u o o .“

. + ATm AT B N F R A R A B 4 PB4 N+ Rk ok d ko P R b bk h ok bk h b b h b kB h A A b Ak Ak b 4 F 4 R AR P+ R N A A 4 P 4 B N AR P RA o} F 4 N+ % 4 R b h ok B B F B 4 N 4k kh b Bk B E N d b h b h ok F b+ A d bk b S b F bRk kb kA bk Bk k" 4 R d k4 R E R E N 4N+ A+ P RS L] .

- - r o wmw e wdworar s r LA s reor s r L w L r o Ra R = e F L rL e RS R EEr T B LR rar s e LAy rar s e e re i rar L rw e w - ar e e RN rE R ErEE LW EE FrE R arE L EE RE LA ra s e L R R R s rE r L LY LW FrE or R r LT R re rar s L e e on . - o~
"

+ - + +

A * + "

i . T .
* ] * +

r + + L]
* N - -

. r r .
14 . + +

L] + + -
- = ’ +

. . - .
* i * *

r + * F
+ L] + +

. . . .
. . + -
- + + i
+ r + ot
T . niswrasradwredisdlrysnrsrararsrareasrcarasistasrswrararaisdlersrsrsrarsdlnra #m bw T AT ETETEFEWLAFWFa TR rw +Fimdlsirn rarsrarTarerrasrasd s raraTraTeweu rarerTawrwrararadlrtlrarsrarararrarbrflraiaererwrn * -

. * I I I N R I I N R I R T N I N R NN R R R N R R I I N R N I Tt I N R R I O e P N I N Al I R N I I R I R R R B I e R T I I N N o N N I R N R N e * "
+ . r + ¥

. * L] ] = L]
- . . -

i 1 + - i o
+ - F + F

r - + r + L]
. . . r

. + I - i -
+ . F + ¥

r * * * ot L]
. 1 fa - i n
1 ] " H H + F

L] + + L] + -
= . ] *

. - - .

+ . - +

r * * * *
+ r r +

. » - -
r . " +

- + + u +
+ r ] + +

. - - . - n .
T . . + -

] * * x * ]
+ ] F + F

. * - r - - - .
. . . " -

i 1 + u i i
+ - > + +
W + T - i L

. " - x i .
+ . d + +

r + + 3 » L]
* . . - -

- . - - . .
1 - d + +

1 + + r + i
- r n - -

. . - . . .
+ . d + *

r + + + * F
+ L] ] + +

. - - - - .
. . b 1 -
- + + - + i
+ r r + +

. - = = = N .
T . N N N N N N E N YR 2 rararTarsrTra s a e s Tt rarwy e e T L e R M T T R N R N N N R + -

. * * "
* ] * F

. + L] L]
. . -

i 1 r r
+ - + ¥
. = + L]

. af T o
* ] * F

r + + L]
'l. - - L]
14 . + +

L] * * -
- . - -

. . n .
+ - + +

r + * r
+ L] + +

. - - .
. . 1 -
- * * *
+ r + ¥

. - - N

. -
T + t. i
+ 1 + +

. + - .

, - r R A R p R p A E 4 E A E S RS pREE 4R LE L BTN r R s R T p A E A E AN R s RaELa R R - o~
-
+ - - - + +

r + + - L]
. . - - r -

. . *> i .
+ 1 - + + +

r + + L L)
* . - - - "

. " * " N
14 - - - + ¥

L] + + + -
. r * - - -

. - - .
+ . 1 & + +

] + + * r
+ L] - + + +

. : - . .
. . . - 1
- + + + i
* r - + * +

. . . - " .
T . - - d : . -

] * + *

+ . + + +

. + L +
- . - - -

" 14 + .

* - L] - *

14 + + + L]
r . - - r

. + r * .
+ . - + + +

L] + + + L]
+ . - - - -

. . + . .
1 ] - - * +
- + ' H + + i
+ r + + L] -

. . - . .
- . . - + *

r + + * F
+ 1 - - + +

. - - - .
1 . ] - 1 -

i + + + i
+ r + + + +

. . - N .
. . - - + -
+ * + +F + Yy

L] + R N N e N e I N A R N R N NN R N R N NN A A N N N e e I e R I N R R R e N N R N N R N N N - L]
. - L I R T N U O N I A N i A T I N o N I N i e N N N N N N N I N N o O T N N A R R N o N I N T T T N N N L B SN R A N N T N N N N W NN -, a

. -
+ - + ¥

r * * L]
- . r -

. . i .
+ ] + +

r *, o n
*, . i .
14 - + +

L] * *

- r »

. . .
+ - + +

r + * F
+ F + +

. - - .
- . i,

14 r +

. n
r .

. + t.

+ 1 +

= + +
- . -

i 1 "

+ - +

14 + +
T . L
+ 1 + +

1 + + r
* - -

. " .
14 + +
o - +,

. A R m h R 4 B oL RoE oA R M % E ok E A Eof N B RN R E L B B L Eor moam RmE P E L R F E L BN RS L ES E L E A E S moE EoEE N Ep E L E A RE R E T E L B R M EoE R E S E L E L Eomogom ELomr m N4 B Ry moEEETE T ELE L E A EE B E o B A E L E L EoE R E E L EE R E moE RS EELELE L E L EoE R EE G E L E L R EOE R E L E o N BN A R R R E R L EE RE EEEELELETE L Er EELE kAo .
L RN A A R Y N N N N N NN N I R N N Y AN N N NN NN Y I N A N N N N N NN N R YN N N N N N N R N NN N N R RN N N N N N N o N N o o N o o x| Fu b wrd b+t + b tntardararasrararrarsrw o+ &
+ +

. .
. -
- i
* +

. .
. -

] r
" .

L] L]
- -

. .
+

L]

.

.
+

r
+

.

1

4
+

.

-

]
+

.
r
-
1

.
.

+ ¥
LI R T I T T I o T T e e e N T N B I T B e e e T e I R R R R T |
+
+
¥
+
F o+ F
a
Ao
+ 4 4+ 4
4+ +
r
+
b
+
M

) EEEEA R
2 rw rEEwTETETETCS S TR T A TCrET FR e T a T T s T rw e T AT ET rw o horow o

.
ok + b A+ ok F b+ R E A+ 47T T e bk bt o+ b+ 3
+ F o+ 4 + 4 + 4 4+ ++ + + ok F o+ 4 kAt e F ot o+
CREELAE RN | = L |
LamanETE W RN NN
T h e+ b bor + k4 d F FForom +
+ + 4+ + F 4 O N
L N BN A L N B
o TR N a3 e om oA
oA+ A+ i k4 d + r F

i+t + 4 o+
+ P E P 4+ F o R

n 2w am s + " Lo a
. F rw v omoa rmodowd ek

] 4+ 4 4k koA i+ 4+ F k +
* LC S e L N

n 2 m a m e g aa pd A N »
. 2 e w orw oy mwonT " T R T REE R r.

d + 4+ ih 4 b+t b FwrroT T hf et d + At +A Ak +
+ o I e e e EE R R R e o

- 4 B F N F R R A 4 m 4 F 4+ B4 44+ A+ + 4 + b+ b2 b= LR I R N R I N e O L I L e +
- s m o ram n w gy ana et e g e ae e e a A e e A e a . .

.
*

» +
-

r 1
+

4 +
L

- -
*

- . . . . . . "
+

= =
1

+ +
+

L] - -
Tu +
+

L] -
.

d +
+

- . +
o . . . L. .
+

= +
- h

r 4
+

- +
.

. -
+

L] +
+

n "
1

] H +
*

n =
T

d +
+

= +
.

* +
*

- +
-

. +
+

» +
-

= 4
*

4 +
»

- -
-

» +
+ b+ F + + T
2 n a oy a aom a4 o moamm
+d ke b iw =1k iwd
+ 4+ b+ o+ A+ + b+ h ok kot
3 L D + P 4+ P 4+ 1 +
AT Mg g A Ak m oA om o R R ma
ra e  w e w e wr A rata T rw
R N + + b+ ek b+ A+
F+ vk b+ R b E F o+ IR Ok O
L N R F b B E 4 R4 4 A F4oERE

- -
= ry %" F 3 F s - s - LraLarwu T 8 F 8 GF 8- R AL SELSE T S TETE SR AL ETE S S - ETESE S E LN XA RTR
+ d + 4 4 L b i+ rFdF FFoFhd e Lol LhFd L+




US 12,056,580 B2

1

METHOD AND APPARATUS FOR
ENHANCING EFFECTIVITY OF MACHINE
LEARNING SOLUTIONS

TECHNICAL FIELD

The present disclosure relates to machine learning sys-
tems 1n general, and to a method and apparatus for deter-
miming areas in which a machine learning system underper-
forms, 1n particular.

BACKGROUND

Computerized devices control almost every aspect of our
life—from writing documents to controlling traflic lights.
Within computerized systems, Artificial Intelligence (AI)
systems, and 1n particular Machine Learning (ML) systems
are becoming more and more prevalent.

Two main types of machine learning are supervised
learning and unsupervised s learning.

In unsupervised learning, the machine builds a math-
ematical model from a set of data which contains only inputs
and no desired output. Unsupervised learning algorithms
may be used to structure the data, for example by grouping
or clustering similar i1tems, thus discovering patterns and
important features within the data.

In supervised learming, the machine builds a mathematical
model by training upon a set of data records, wherein each
such record contains the iputs and one or more labels
indicating the desired outputs, referred to as “ground truth”.
For example, a task may be determining whether a woman
having certain weight, age, city and clinical data, has breast
cancer or not, and the ground truth may be a formal medical
diagnosis of whether the woman indeed has breast cancer.
The machine then needs to determine the output for a given
data set. For example, given the weight, age, city and clinical
data of a woman, the machine learning engine after being
trained needs to predict whether the woman has breast
cancer or not. Thus, whether a machine learning engine
provided a right or wrong answer can be determined by
comparing the output predicted by the engine to the ground
truth, e.g., a label given to the case by a human.

BRIEF SUMMARY

One exemplary embodiment of the disclosed subject
matter 1s a computer-implemented method comprising: cre-
ating a model representing underperforming cases; from a
case collection associated with a total performance param-
cter, and which comprises for each of a multiplicity of case
records: a value for each feature from a collection of
teatures, a ground truth label and a prediction of a machine
learning engine, obtaining one or more features; dividing the
case records 1nto two or more groups, based on values of the
features 1n each of the case records, such each of the groups
has a portion of the case records associated therewith; for a
group of the two or more groups, calculating a performance
parameter of the machine learning engine over the portion of
the case records associated with the group; subject to the
performance parameter of the group being below the total
performance parameter 1n at least a predetermined threshold:
determining a characteristic for the group; and adding the
characteristic of the group to the model; and providing the
model to a user, thus indicating under-performing parts of
the test collection.

Another exemplary embodiment of the disclosed subject
matter 1s a system having a processor, the processor being,
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adapted to perform the steps of: creating a model represent-
ing underperforming cases; from a case collection associated
with a total performance parameter, and which comprises for
cach of a multiplicity of case records: a value for each
feature from a collection of features, a ground truth label and
a prediction of a machine learning engine, obtaining one or
more features; dividing the case records into two or more
groups, based on values of the features 1n each of the case
records, such each of the groups has a portion of the case
records associated therewith; for a group of the two or more
groups, calculating a performance parameter of the machine
learning engine over the portion of the case records associ-
ated with the group; subject to the performance parameter of
the group being below the total performance parameter 1n at
least a predetermined threshold: determining a characteristic
for the group; and adding the characteristic of the group to
the model; and providing the model to a user, thus indicating
under-performing parts of the test collection.

Yet another exemplary embodiment of the disclosed sub-
ject matter 1s a computer program product comprising a
non-transitory computer readable medium retaining pro-
gram instructions, which instructions when read by a pro-
cessor, cause the processor to perform: creating a model
representing underperforming cases; from a case collection
associated with a total performance parameter, and which
comprises for each of a multiplicity of case records: a value
for each feature from a collection of features, a ground truth
label and a prediction of a machine learning engine, obtain-
ing one or more features; dividing the case records into two
or more groups, based on values of the features in each of
the case records, such each of the groups has a portion of the
case records associated therewith; for a group of the two or
more groups, calculating a performance parameter of the
machine learning engine over the portion of the case records
associated with the group; subject to the performance
parameter of the group being below the total performance
parameter 1n at least a predetermined threshold: determining
a characteristic for the group; and adding the characteristic
of the group to the model; and providing the model to a user,
thus indicating under-performing parts of the test collection.

THE BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The present disclosed subject matter will be understood
and appreciated more fully from the following detailed
description taken 1n conjunction with the drawings in which
corresponding or like numerals or characters indicate cor-
responding or like components. Unless indicated otherwise,
the drawings provide exemplary embodiments or aspects of
the disclosure and do not limit the scope of the disclosure.

n the drawings:

FIG. 1 shows a flowchart diagram of a method for
discovering areas in which a machine learning engine under-
performs, 1n accordance with some exemplary embodiments
of the disclosed subject matter; and

FIG. 2 showing a block diagram of a system configured
for discovering areas in which a machine learning engine
underperforms, i1n accordance with some exemplary
embodiments of the disclosed subject matter.

DETAILED DESCRIPTION

Machine Learming (ML) systems 1s a general name for
methods, algorithms and devices, also referred to as engines,
executed by computers performing specific tasks, while
relying on learned patterns or inference rather than explicit
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instructions. Machine learning algorithms build a math-
ematical model based on sample data, known as “training
data”, and use the model to make predictions or decisions
without being explicitly programmed to perform the task.
Machine learning algorithms are used in more and more
areas, including finance, health, agriculture, social studies,
science, and others, 1n a wide variety of applications, espe-
cially where 1t 1s diflicult or infeasible to develop a conven-
tional or explicit algorithm for effectively performing a task.
Such applications may include but are not limited to data
mimng which relates to making predictions based on past
cases, computerized vision, filtering items, or the like.

Of particular interest are ML engines based on supervised
learning. Learning includes a development stage and an
operation phase, wherein the development stage includes a
training phase and an optional testing phase. The operation
of an ML engine can generally be described as receiving one
Or more cases, wherein each case comprises a value for each
feature from a collection of features, and providing a pre-
diction for the case. For example, a test case may include the
climcal data, age, weight and city of a woman, and the
engine may predict whether the woman has breast cancer.
The features may thus be the age, weight, city, and param-
cters of the clinical data, such as blood pressure, heart rate,
lab measurements, or the like. Each feature may be discrete
with a finite or infinite number of values, or continuous with
or without limits, or the like. It will be appreciated that the
disclosure 1s not limited to features having numerical values,
and may equally operate with any other feature having
groupable values, such as a character string. During devel-
opment, the received cases may be records from a training
data set, wherein during the testing phase the cases are
preferably records from a test data set that were not used for
training, and are intended to represent the expected distri-
bution of data records during operation. In operation, the
cases may be new incoming data records. The disclosure
may be used at either stage, provided that a ground truth 1s
availlable for the used cases, 1n order to determine the ML
performance.

A global performance indicator of the performance of an
ML engine may be obtained given the ground truth. For
cases 1n which the prediction 1s a binary value, the perfor-
mance can be obtained by dividing the number of correct
predictions by the total number of the cases. In other cases,
any other metric can be applied between values of the
prediction, and averaged over the cases.

Areas of a test case may be defined by a value or range of
values of one or more features in one or more cases. For
example, an area of the case described above may be cases
of women aged 32-45, cases of women aged 12-32 and
living 1n a particular city, or the like.

One technical problem 1s a need to i1dentity areas of the
test cases for which the performance of the engine 1s
particularly low, 1.e., the performance indicator for these
arcas 1s low relatively to the general performance Thus,
although the overall performance of the engine may be
acceptable, 1t may be important to highlight such underper-
forming areas such that a user can take corrective action
such as further training, using a diflerent or additional ML
engine, or another tool, human analysis, or the like.

Another technical problem 1s the need to convey to a user
the areas 1n which the engine underperformed, 1n a conceiv-
able manner. Given such description, a user can enhance the
engine by training with further cases that may remedy 1its
deficiency, or apply other solutions as described above.
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One technical solution comprises the generation of a
Cartesian model, designed to comprise a description of areas
in which the engine provides deficient results.

First, one or more first features may be selected for ML
performance problems involving a single feature, also
referred to as 1-way interactions, and the values present in
the test corpus for the features may be divided into two or
more groups. Grouping can be performed automatically in
accordance with each discrete value 1n the case of a small
number ol discrete values for a feature, by clustering, by
defining ranges such that each range has an equal number of
cases, by ranges 1n which the mass of the cases relies within
one group, based on domain knowledge, or the like. In some
embodiments, the grouping may also be performed manu-
ally by a user. The performance of the engine on the cases
associated with each group, wherein said association may be
based on the value or values of the feature 1n each case, may
then be evaluated. For binary predictions, the performance
may be determined in accordance with the percentage of
cases for which the prediction was correct, out of the number
of cases associated with the group. For other prediction
types, the performance may be determined 1n accordance
with the average distance between the prediction and the
ground truth as measured using any required metrics, or
using any other ML performance evaluation metric, such as
but not limited to F1 Score for classification, root-mean-
square error (RMSE), coellicient of determination (R2) for
regression score, or the like. This percentage may then be
compared to the general performance of the test corpus. If
the performance of the engine for a group i1s deficient, a
description of the group may be generated, for example “age
35-45, “a northern city”, or the like.

It will be appreciated that an underperformance assess-
ment and corresponding description can also be provided for
a multiplicity of groups 1n regard of the same feature, for
example the engine may underperform for women of ages
20-25 and 50-60.

The division and assessment can be performed for a
multiplicity of features concurrently, sequentially, or the
like. Thus, multiple entries can be added to the Cartesian
model, wherein each entry 1s associated with one feature and
one group, and wherein multiple entries may be associated
with the same feature, such as “ages 20-257, “ages 50-607,
“having overweight of at least 10 kg™, or the like.

Another technical solution relates to identifying ML prob-
lems that mmvolve n features, also referred to as n-way
interactions, for example 2-way or 3-way interactions, 1.€.,
groups ol cases for which the engine underperforms,
wherein the group 1s characterized by values or value ranges
of n features, for example, “aged 40-45 AND living 1n a
northern city”, a combination of values or value groups of
medical parameters, or the like.

While identifying 1-way interactions requires dividing the
values of a feature into groups as described above, 1denti-
tying 2-way (or more) interactions requires dividing the
cases 1nto groups characterized by a value combination of
two or more features. Such division may be performed 1n a
multiplicity of ways.

One exemplary way mnvolves optimizing, 1.e., determin-
ing a subarea of an area common to a {irst areca defined by
a first value or value range of a first feature, and a second
value or value range of a second feature, such that the
subarea has worse performance than the common area.

Another exemplary way involves traiming a decision tree,
in which each level relates to dividing the range of values of
one feature, such that at least one leal of the tree has a
performance worse than the total performance over the test
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corpus, wherein the term worse may relate to any math-
ematically lower performance, or to performance that is
lower 1n at least predetermined threshold.

One technical eflect of the disclosure provides for 1den-
tifying areas in which an ML engine 1s deficient. Once
defined, new cases relevant to such areas can be obtained, a
ground truth may be obtained for the cases, and the ML
engine can be further trained, which will improve the
performance on these areas as well as the total performance.

Another techmical effect of the disclosure provides for
conveying to a user the characteristics of the underperforms-
ing areas. By obtaining and describing areas by values or
value groups of one or more features, whether independent
of each other or combined, s the user can obtain cases
associated with these areas, and improve the deficient areas.

Yet another technical effect of the disclosure provides for
assessing the distribution of the performance over the test
corpus. For example, 11 no areas in which the performance
1s significantly deficient exist, then the performance 1is
significantly uniform and the expected performance may be
known.

Referring now to FIG. 1, showing a flowchart diagram of
a method for discovering areas 1n which a machine learning
engine underperforms, 1n accordance with some exemplary
embodiments of the disclosed subject matter.

It will be appreciated that the case records used for
determining underperforming areas of the ML engine are
other than those used for training the engine. However, after
correcting the corpus, possibly by adding case records of
these areas, the ML engine may be re-trained or otherwise
enhanced, to improve future performance on these areas.

On step 104, when analyzing the behavior of a test corpus
comprising a multiplicity of case records for which predic-
tions are given by an ML engine, a model such as a Cartesian
model may be created. Each entry in the model will repre-
sent an area of a test corpus, 1.€., one or more characteristics
of cases for which the performance of the ML engine is
below 1ts total performance. Thus, the model may be adapted
to receive for each entry one or more features and a value or
value group associated with each such feature. For example,
{(“Age”, 20-25)}, or {(“Age”, 20-25), (“Geographic Area”
“North™)}.

On step 108, at least one feature from the case records of
a corpus may be selected. A feature may need to have at least
a predetermined number of different values in order to be
selected. In some embodiments, all features of a corpus may
be analyzed.

On step 112, the case records may be divided into groups
in accordance with the values assigned within each test
record to the features selected on step 108.

Division may be performed 1n a multiplicity of manners.
First, for determining 1-way interactions, the cases may be
divided 1n accordance with each feature independently.

For a feature having a collection of discrete values, for
example up to 10 different values, each group may comprise
case records 1n which the feature 1s assigned the correspond-
ing value;

For a feature having continuous values or a multiplicity of
discrete values, for example more than 10 discrete values,
the values may be clustered such that cases are assigned to
cach group are those in which the value of the feature is
assigned to the corresponding cluster, wherein the values of
the feature within each cluster are closer to each other than
values belonging to different clusters. It will be appreciated
that clustering can use any required clustering method, such
as but not limited to k-means clustering, and may employ
any relevant metrics. For example, in scalars a simple
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arithmetic subtraction metric may be used, i locations a
distance may be used, or the like.

In further embodiments, the feature values may be binned,
1.€., divided 1nto groups such that the number of case records
having feature values associated with each group is substan-
tially the same, within rounding or other limitations. The
number of groups may be predetermined, may depend on the
number of records, on the range of values, or the like. For
example, 1f 1t 1s required to split test case records 1nto three
equally-sized bins in accordance with the age feature, the
result may happen to be a first age group of 0-32, a second
age group of 32-45, and a third age group of 45-100.

For n-way interactions, for example groupings based on
the combination of values of two, three or any other number
of features, multiple other methods may be used for dividing
the case records 1nto groups.

In one embodiment, and 1n the exemplary case of 2-way
interactions, two one-way divisions as described above may
be made. Denote by A, and B, groups of the case records
formed by dividing the corpus using feature A and feature B,
respectively, wherein each of groups A, and B, has a low
performance relative to the whole corpus. For example,
denote by p(A,) the percentage of wrong predictions within
A, and similarly p(B,). If A and B are unrelated, then 1t 1s
expected that the number of wrong predictions within a
subgroup C of records belonging to A, and to B, 1s about
N*p(A,)*p(B,), wherem N 1s the total number of case
records. However, 1t would be beneficial for a user to find a
subgroup D of C, such that p(D)>p(C), 1.e., the percentage
of wrong predictions 1n D 1s higher than the percentage of
wrong predictions 1n C. Multiple optimization methods may
be used for locating such a D subgroup within C, for
example genetic algorithms, linear programming, or the like.
It 1s guaranteed that such D subgroup 1s indeed of low
performance relative to each of groups A, and B, and even
more so relative to the whole corpus. It may be usetul for a
user to obtain an idication thereof.

In another embodiment, a decision tree can be trained
upon the test case records. A decision tree 1s representation
ol a multi-stage decision process. During processing of each
case, at each stage, also referred to as a level, 1t 1s determined
to which subgroup the value of a particular feature belongs.
In a decision tree, each leaf, 1.e., the lowest level of the
decision tree may thus be associated with zero, one or more
case records whose feature values complied with the deci-
sions at each level of the path leading to the leat. When
training a decision tree in accordance with the disclosure, the
target label 1s a binary indication of whether the prediction
of the ML solution 1s the same or different that the ground
truth (the original target label). Also, each leal 1n the
decision tree may be required to be associated with a
minimum number of records, 1n order for the group of cases
assigned to the leaf to be of statistical significance. If a leaf
does not meet this requirement, the leaf, or a branch includ-
ing the leal may be umified with a corresponding sibling. A
decision tree may be trained using any algorithm, such as but
not limited to Iterative Dichotomiser 3 (ID3), C4.5 classi-
fication, or Classification and Regression Tree (CART).

In some cases, the multiplicity of case records may be
divided 1nto at least two groups of case records according to
values of a feature, based on applying a Highest Posterior
Density (HPD) method, such that one group of the at least
two groups comprises cases for which the values of the at
least one feature falls within a HPD interval. It will be
appreciated that multiple levels may relate to the same
feature. For example, a first level may separate between
cases 1n which a woman 1s of the age 0-32, 32-45 or 45-100,
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then for the ages of 32-45 whether her blood pressure 1s
below or above 90, and 11 it 1s above 90, whether her age 1s
32-40 or 40-45.

The case records associated with each leal of the decision
tree thus form a group.

It will be appreciated that the decision tree forms groups
that may be more explicable to a user than the subgroups of
the group interactions between two or more feature values
described above, as each group can be represented using a
series ol decisions, 1.¢., subranges of the values of a feature.
The decision tree may also be more eflicient i locating
underperforming areas, as 1t may also find groups defined by
combinations of two or more value ranges, which are not
necessarily subgroups of value ranges of each single feature.

On step 116, a performance parameter may be calculated
for each group. It will be appreciated that if multiple
divisions have been made, 1n accordance with multiple
single features or feature sets, then the performance may be
calculated for each group independently. The performance
parameter may be calculated by determining the average
distance between the predictions made by the ML engine
and the ground truth for the cases within the group. The
distance for each case may be 0 or 1 for each case 1n binary
predictions, e.g., yes/no. For scalar features, an arithmetic
difference may be calculated. In further embodiments, the
distance may be determined 1n accordance with the number
of standard deviations from an average calculated for the
ground truth of each group.

It will be appreciated that although steps 108, 112 and 116
are disclosed as separate steps, they may be performed 1n
any other manner. For example, the feature selection may be
performed concurrently with the grouping. In another
embodiment, multiple division into multiple group sets may
be performed, followed by performance calculations for
cach group, or the like.

On step 120 1t may be determined whether the perfor-
mance of any of the formed groups i1s lower than the total
performance of the test corpus. Lower may relate to the
performance being lower i more than a predetermined
threshold, wherein the threshold may be expressed 1n abso-
lute diflerence, 1n standard deviations, or the like.

If the group performance 1s not lower than the total
performance, then the group 1s not of particular interest, and
execution may continue to step 132 detailed below.

If any of the groups 1s indeed of low performance, a
description may be determined for the group. The descrip-
tion may include a characteristic of the group, such as the
feature names and the values or ranges of values of the
teatures upon which the groups i1s formed, an assessment of
the performance, optionally the performance of the whole
corpus, an average of the feature value for the whole corpus,
or the like.

On step 128, the group description, optionally after being
formatted, may be added to the model crated in step 104,
such as the Cartesian model, such that a user can add cases
corresponding to the description, and train the ML engine on
these cases. In some embodiments, only the characteristic of
the group may be added to the model.

On step 132 1t may be determined whether additional
features exist upon groups s can be formed. If no such
features exist, execution may finish, otherwise, execution
may return to step 108 for searching for further features.

It will be appreciated that although steps 108, 112, 116,
120, 124 and 128 are disclosed as separate steps, they may
be performed 1n any other manner. For example, the feature
selection may be performed concurrently with the grouping.
In another embodiment, multiple division into multiple
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group sets may be performed, followed by performance
calculations for each group, or the like.

It will be appreciated that all the group forming methods,
whether 1-way or n-way are heuristic, and thus more optimal
groups may exist which are not found. However, each group
found to be underperforming may be of interest to a user 1s
guaranteed to mndeed be underperforming, and a user can
determine whether it 1s worth the effort of collecting relevant
data for enhancing the engine.

Referring now to FIG. 2 showing a block diagram of a
system configured for discovering areas 1n which a machine
learning engine underperforms, i accordance with some
embodiments of the disclosure.

The system may comprise one or more Computing Plat-
forms 200. In some embodiments, Computing Platform 200
may be a server, and may provide services to one or more
computer networks associated with one or more clients. In
further embodiments, Computing Platform 200 may be the
same, or one of the computing platform executing tasks for
a client.

Computing Platform 200 may communicate with other
computing platforms via any communication channel, such
as a Wide Area Network, a Local Area Network, intranet,
Internet or the like.

Computing Platform 200 may comprise a Processor 204
which may be one or more Central Processing Units (CPU),
a microprocessor, an electronic circuit, an Integrated Circuit
(IC) or the like. Processor 204 may be configured to provide
the required functionality, for example by loading to
memory and activating the modules stored on Storage
Device 212 detailed below.

It will be appreciated that Computing Platform 200 may
be implemented as one or more computing platforms which
may be operatively connected to each other. It will also be
appreciated that Processor 204 may be implemented as one
or more processors, whether located on the same platform or
not.

Computing Platform 200 may comprise Input/Output
(I/0) Device 208 such as a display, a pointing device, a
keyboard, a touch screen, or the like. I/O Device 208 may be
utilized to receive input from and provide output to a user,
for example receive parameters from a user, such as thresh-
old under which a group i1s considered underperforming,
display to the user characteristics of the underperforming
groups, let the user indicate features to group upon, or the

like.

Computing Platform 200 may comprise a Storage Device
212, such as a hard disk drive, a Flash disk, a Random
Access Memory (RAM), a memory chip, or the like. In some
exemplary embodiments, Storage Device 212 may retain
program code operative to cause Processor 204 to perform
acts associated with any of the modules listed below, or steps
of the method of FIG. 1 above. The program code may
comprise one or more executable units, such as functions,
libraries, standalone programs or the like, adapted to execute
instructions as detailed below.

Storage Device 212 may comprise and Processor 204 may
execute one or more machine learning engines (not shown).
However, the machine learning engine may be stored on and
used by another computing platform, and only the mput to
the engine, the predictions of the engine and the ground truth
may be provided to Computing Platform 200.

Computing Platform 200 can comprise or be operatively
connected to Database 240, comprising case records, each
including the values for the various features, the prediction
of the ML engine, and the ground truth for the record.
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Storage Device 212 may comprise Feature Selection
Module 216, for selecting a feature or a multiplicity of
features relevant to the case records as stored on Database
240, to be analyzed separately or combined, 1n order to
locate a group of test case records for which the machine
learning engine underperforms relative to the whole corpus
ol case records. The feature selection may be performed as
detailed 1n association with step 108 of FIG. 1.

Storage Device 212 may comprise Group Forming and
Characteristic Calculation Module 220, for dividing the case
records 1n accordance with the values of the features
selected by Feature Selection Module 216. The group form-
ing may be performed as detailed 1n association with step
112 of FIG. 1.

One or more characteristics may be defined for each
group, based for example upon the values of the features.

Storage Device 212 may comprise Performance Param-
cter Calculation Module 224, for determining the perfor-
mance of each group formed by Group Forming and Char-
acteristic Calculation Module 220. The performance may be
determined as detailed 1n association with step 116 of FIG.
1.

Storage Device 212 may comprise Model Handling Mod-
ule 228, for performing operations related to the used model
which may be a Cartesian model, for example initial gen-
eration thereof, adding an entry to the model, or the like.

Storage Device 212 may comprise User Interface 232 for
displaying data and results to a user, receiving instructions
from a user, or the like, using I/O device 208.

Storage Device 212 may comprise Data and Control Flow
Module 236 responsible for managing the flow of control
between the components detailed above, and for managing
the data tlow such that each component receives or gets
access to the data required for 1ts operation.

It will be appreciated that the module description above 1s
exemplary only, that the modules may be arranged difler-
ently, and that the division of tasks between the modules
may be different. For example, the feature selection and
group forming may be implemented as one module, while
characteristic calculation may be implemented by another
module and activated only for the underperforming groups,
or the like.

The present invention may be a system, a method, and/or
a computer program product. The computer program prod-
uct may include a computer readable storage medium (or
media) having computer readable program instructions
thereon for causing a processor to carry out aspects of the
present mvention.

The computer readable storage medium can be a tangible
device that can retain s and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but 1s not limited to, an
clectronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium 1ncludes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
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1s not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program 1nstructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface 1 each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
istructions for storage i a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations of the present imvention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine 1nstructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, or
either source code or object code written 1n any combination
of one or more programming languages, including an object
oriented programming language such as Smalltalk, C++ or
the like, and conventional procedural programming lan-
guages, such as the “C” programming language or similar
programming languages. The computer readable program
istructions may execute entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a
remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be
connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
an Internet Service Provider). In some embodiments, elec-
tronic circuitry including, for example, programmable logic
circuitry, field-programmable gate arrays (FPGA), or pro-
grammable logic arrays (PLA) may execute the computer
readable program 1nstructions by utilizing state information
of the computer readable program instructions to personalize
the electronic circuitry, 1n order to perform aspects of the
present 1nvention.

Aspects of the present invention are described herein with
reference to flowchart 1llustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks in the
flowchart 1llustrations and/or block diagrams, can be 1imple-
mented by computer readable program instructions.

These computer readable program instructions may be
provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
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or other devices to function 1n a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified 1 the tlowchart and/or block diagram block or

blocks.

The computer readable program 1nstructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer imple-
mented process, such that the mstructions which execute on
the computer, other programmable apparatus, or other
device implement the functions/acts specified 1n the flow-
chart and/or block diagram block or blocks.

The tflowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or
portion of 1nstructions, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted 1n the block may occur out of the order noted
in the figures. For example, two blocks shown 1n succession
may, i1n fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block dia-
grams and/or flowchart i1llustration, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.

The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not intended to be
limiting of the invention. As used herein, the singular forms
“a”, “an” and “the” are intended to include the plural forms
as well, unless the context clearly indicates otherwise. It will
be further understood that the terms “comprises” and/or
“comprising,” when used 1n this specification, specily the
presence of stated features, integers, steps, operations, ele-
ments, and/or components, but do not preclude the presence
or addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the
claims below are intended to include any structure, material,
or act for performing the function in combination with other
claimed elements as specifically claimed. The description of
the present mvention has been presented for purposes of
illustration and description, but 1s not intended to be exhaus-
tive or limited to the mnvention in the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the mmvention. The embodiment was chosen and
described 1n order to best explain the principles of the
invention and the practical application, and to enable others
of ordinary skill in the art to understand the imnvention for
vartous embodiments with various modifications as are
suited to the particular use contemplated.

What 1s claimed 1s:
1. A method to be performed at a computing platiorm, the
method comprising:
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training a supervised machine learning engine over a
training data set, thereby obtaining a trained machine
learning engine;

creating a model, the model 1s configured to represent
arcas 1 which the trained machine learning engine
underperforms, the areas are comprising at least one
area of characterized by a range of values of one or
more feature case records;

executing the trained machine learning engine over a case
collection to obtain a multiplicity of predictions for a
respective multiplicity of case records in the case
collection, each case record of the multiplicity of case
records comprises a plurality of values of a respective
plurality of features, said executing 1s performed by a
processor of the computing platform;

determiming an overall performance parameter of the
trained machine learning engine, wherein the overall
performance parameter indicates a performance of the
trained machine learning engine when executed by said
executing over the multiplicity of case records;

identitying the areas in which the trained machine learn-
ing engine underperforms by:
automatically selecting a selected feature from the

plurality of features;
automatically dividing the multiplicity of case records
into at least two groups of case records, said auto-
matically dividing 1s performed according to values
of the selected feature 1n each of the multiplicity of
case records, said automatically dividing comprises
dividing the multiplicity of case records into at least
a first group of case records having a first range of
the values of the selected feature, and into a second
group of case records having a second range of the
values of the selected feature;
calculating a performance parameter of a group of case
records from the at least two groups of case records,
the group of case records has a defined range of the
values of the selected feature, the performance
parameter indicating a performance of the trained
machine learning engine when executed by said
executing over the group of case records; and
subject to the performance parameter of the group of
case records being lesser than the overall perior-
mance parameter of the case collection by at least a
predetermined threshold:
determining a characteristic for the group of case
records, the characteristic representing the defined
range of the values of the selected feature 1n the
group ol case records, wherein the characteristic
comprises a description of the selected feature and
of the defined range of the values of the selected
feature; and
adding the characteristic of the group of case records
to the model; and

providing the model to a user, thereby indicating to the
user the areas in which the trained machine learning
engine underperforms.

2. The method of claim 1, wherein said identifying 1s
performed independently and at overlapping time periods
for at least a first feature and a second feature of the plurality
of features, the method further comprising assessing, based
on said 1dentitying, a distribution of the performance of the
trained machine learning engine when executed by said
executing over the multiplicity of case records.

3. The method of claim 1, wherein said automatically
selecting the selected feature 1s performed automatically
based on determining whether the selected feature has a
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predetermined number of different values 1n the multiplicity
of case records, wherein said automatically selecting 1is
performed 1n order to locate the group of case records for
which the trained machine learning engine underperforms
relative to the case collection.

4. The method of claim 1, wherein the selected feature
comprises at least a first feature and a second feature, and
wherein the multiplicity of case records are divided 1nto the
at least two groups, based on combinations of values of the
first feature and the second feature assigned to each case
record 1in the multiplicity of case records, wherein said
automatically dividing 1s performed using a decision tree,
the method comprising training the decision tree using an
Iterative Dichotomiser 3 (ID3), a C4.5 classification, or a
Classification and Regression Tree (CART), wherein, when
training the decision tree, a target label 1s a binary indication
of whether a prediction of the trained machine learning
engine 1s i1dentical to a ground truth label of each case
record.

5. The method of claim 1, wherein the case collection
comprises a test collection, wherein the trained machine
learning engine 1s not trained on the case collection.

6. The method of claim 1, wherein 1n response to said
providing the model to the user, the user 1s enabled to add
new case records that correspond to the characteristic, to the
training data set of the trained machine learning engine,
thereby obtaining an updated training data set, and to retrain
the trained machine learning engine using the updated
training data set.

7. The method of claim 1, wherein the selected feature
comprises at least a first feature and a second feature, and
wherein the multiplicity of case records are divided into the
at least two groups based on combinations of values of the
first feature and the second feature assigned to each case
record 1in the multiplicity of case records, wherein said
automatically dividing 1s performed by determining a sub-
group ol the group of case records having combinations of
values of the first feature and the second feature assigned,
such that more wrong decisions are associated with the
subgroup than with the group, relatively to respective sizes
of the subgroup and the group, wherein said determining the
subgroup 1s performed using genetic algorithms or linear
programming.

8. The method of claim 1, wherein said automatically
dividing comprises dividing the multiplicity of case records
into three groups of case records.

9. The method of claim 1, wherein said automatically
dividing 1s performed based on discrete values of the
selected feature 1n each of the case records.

10. The method of claim 1, wherein said automatically
dividing 1s performed based on clustering the values of the
selected feature 1n each of the multiplicity of case records to
respective clusters.

11. The method of claim 1, wherein said automatically
dividing 1s based on binning the values of the selected
feature 1nto a predetermined number of bins, such that all
bins comprise a same number of case records.

12. The method of claim 1, wherein the model 1s a
Cartesian model.

13. The method of claam 1, wherein said i1dentifying
comprises selecting, individually, all features of the plurality
ol features by said automatically selecting.

14. A method to be performed at a computing platform,
the method comprising:

tramning a supervised machine learning engine over a

training data set, thereby obtaining a trained machine
learning engine;
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creating a model, the model 1s configured to represent
arcas 1 which the trained machine learning engine
underperforms, the areas comprising at least one area
characterized by a range of values of one or more
features of case records;

executing the trained machine learning engine over a case

collection to obtain a multiplicity of predictions for a
respective multiplicity of case records in the case
collection, each case record of the multiplicity of case
records comprises a plurality of values of a respective
plurality of features, said executing 1s performed by a
processor of the computing platform;

determiming an overall performance parameter of the

trained machine learning engine, wherein the overall
performance parameter indicates a performance of the
trained machine learing engine when executed by said
executing over the multiplicity of case records;
identifying the areas in which the trained machine learn-
ing engine underperforms by:
automatically selecting a selected feature from the
plurality of features;
automatically dividing the multiplicity of case records
into at least two groups of case records, said auto-
matically dividing 1s performed according to values
of the selected feature in each of the multiplicity of
case records, wherein said dividing 1s performed
based on applying an Highest Posterior Density
(HPD) method, such that one group of the at least
two groups comprises cases for which the values of
the at least one feature falls within a HPD interval,
said automatically dividing comprises dividing the
multiplicity of case records into at least a first group
of case records having a first range of the values of
the selected feature, and into a second group of case
records having a second range of the values of the
selected feature:
calculating a performance parameter of a group of case
records from the at least two groups of case records,
the group of case records has a defined range of the
values of the selected feature, the performance
parameter indicating a performance of the trained
machine learning engine when executed by said
executing over the group of case records; and
subject to the performance parameter of the group of
case records being lesser than the overall perfor-
mance parameter of the case collection by at least a
predetermined threshold:
determining a characteristic for the group of case
records, the characteristic representing the defined
range of the values of the selected feature 1n the
group ol case records, wherein the characteristic
comprises a description of the selected feature and
of the defined range of the values of the selected
feature; and
adding the characteristic of the group of case records
to the model; and
providing the model to a user, thereby indicating to the
user the areas in which the trained machine learning
engine underperforms.

15. A system having a computing platform that comprises
a processor, the processor being adapted to perform the steps
of:

training a supervised machine learning engine over a

training data set, thereby obtaining a trained machine
learning engine;

creating a Cartesian model, the Cartesian model 1s con-

figured to represent areas 1n which the trained machine
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learning engine underperforms, the areas comprising at group ol case records, wherein the characteristic
least one area characterized ny a range ot values of one comprises a description of the selected feature and
or more features of case records: of defined range of the values of the selected

feature; and
adding the characteristic of the group of case records
to the Cartesian model; and
providing the Cartesian model to a user, thereby indicat-
ing to the user the area 1n which the trained machine
learning engine underperforms.
o 16. The system of claim 15, wherein said identifying 1s
performed independently and at overlapping time periods
for at least a first feature and a second feature of the plurality
ol features.

17. The system of claim 135, wherein the selected feature
comprises at least a first feature and a second feature, and
wherein the multiplicity of case records are divided into the
at least two groups, based on combinations of values of the
first feature and the second feature assigned to each case
record i the multiplicity of case records.

18. The system of claim 17, wherein said automatically
dividing 1s performed using a decision tree, wherein training
the decision tree 1s performed using an Iterative Dichoto-
miser 3 (ID3), a C4.5 classification, or a Classification and
Regression Tree (CART), and wherein, when traiming the
decision tree, a target label 1s a binary indication of whether
a prediction of the trained machine learning engine 1is
identical to a ground truth label of each case record.

19. The system of claim 17, wherein said automatically
dividing 1s performed by determining a subgroup of the
group of case records having combinations of values of the
first feature and the second feature assigned, such that more
wrong decisions are associated with the subgroup than with
the group, relatively to respective sizes of the subgroup and
the group, and wherein said determining the subgroup 1s
performed using genetic algorithms or linear programming.

20. The system of claim 15, wherein said automatically
dividing 1s performed based on clustering the values of the
selected feature 1n each of the multiplicity of case records to
respective clusters, or based on binming the values of the
selected feature into a predetermined number of bins, such
that all bins comprise a same number of case records.

executing the trained machine learning engine over a case
collection to obtain a multiplicity of predictions for a >
respective multiplicity of case records in the case
collection, each case record of the multiplicity of case
records comprises a plurality of values of a respective
plurality of features;
determining an overall performance parameter of the
trained machine learning engine, wherein the overall
performance parameter indicates a performance of the
trained machine learning engine when executed by said
executing over the multiplicity of case records;
identifying the areas in which the trained machine learn- 15
ing engine underperforms by:
automatically selecting a selected feature from the
plurality of features;
automatically dividing the multiplicity of case records
into at least two groups of case records, said auto- 2
matically dividing 1s performed according to values
of the selected feature in each of the multiplicity of
case records, said automatically dividing comprises
dividing the multiplicity of case records into at least
a first group of case records having a first range of 2>
the values of the selected feature, and into a second
group ol case records having a second range of the
values of be selected feature;
calculating a performance parameter of a group of case
records from the at least two groups of case records, 3Y
the group of case records has a defined range of the
values of the selected feature, the performance
parameter indicating a performance of the trained
machine learning engine when executed by said
executing over the group of case records; and 33
subject to the performance parameter of the group of
case records being lesser than the overall perfor-
mance parameter of the case collection by at least a
predetermined threshold:
determining a characteristic for the group of case 4V
records, the characteristic representing the defined
range ol the values of the selected feature 1n the I T
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