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Primary device Cloud device Secondary device

S401: Establish a connection |

S401: Establish a connection

S402: Send a first identity
notification

5402 Send a second identity
notification

5403: Establish a storage entry

|

5404 Establish an RBS channel through a three-way
handshake
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User equipment Primary device Cloud device Secondary device

Get online from the
primary device

8501 Obtain first aser
mtormation

S302: Send the first
user mformation

S e ot ot e . .l e e . . . i e e e . . . e o e . . . o o o . . . . o e e . . . o o . . . . o o o . . . e o ot . . T

5503 Receive and store
the first user :
information

]
=

S504: Send the first
user mformation

*******************************************************1}1:
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Primary device Cloud device Secondary device

J

A link disconnection
timeout 0CcCurs
between the primary
device and the cloud
device

sy sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sl sk sk sk sk sk sk sk sk sl sk sk sk sk sk sl sk sk sk sl sk siy
s s sk sl sk sk sk s sk sk s sk sk s sk sk sl sk sk s sl sk s sk sk sl sl sk s sl sl sl sk sk sl sl sl s

S601a: Send a first query message

A link

~ -~ disconnection
S602a: Send a first response message 7 _ _
<7 timeout occurs between

e the secondary device -~
‘J( ! - N
and the cloud ING

devige?
e

S603a: Send second user information
after local backup 1s started

S602a: Send a second response message

###################################################

S6(44a: Perform link
reestablishment

s sk sk s sl sk sk sl sk sk sk sk sk sl sl
s sk sk s sl sk s sl sk sk sl sl sl sl sl

S605a: Send third user
miormation

S606a: Recetve and
store the third user
miormation

###################################################

iy s s sk s s sk s s sk s s sk s s sk s s sk s sl sl s

S6{7a: Send the third user
nformation

i e s e . . . e s e s . . . s s . . . s s, . . . s o s . . o s e s . . . s e s, . . . e e s . . . e e s e s . e e s e s . e e e SR
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Primary device Cloud device Secondary device

E

A hnk disconnection
timeout occurs between
the secondary device
and the cloud device

ipr sl sjpr sjpr sjpr s sipr s sjpr shr sjpr sl s sl s s s s i i i sl sir s s s s s oy

S601b: Send a first notification message

-~ . | . .
<7 8602b: S603b: Send second user information

No 7 t.*s‘ Iml; d“""{m%@?mn after local backup is started ;
ITMEOUL OCCUTS DEIWEETE oo ee oo

the priumary device/f v

e e e e

and the cloud U3
device?/'f
d
S604b: Send a reestablishment
waiting notiiication
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Primary device (Cloud device Secondary device

i s . . sl e s sl sk s e . sk, s e . sl sk s . sl sk s . sl E ######################### "
L
i
L
L

A jimk disconnection
fimeout oceurs

1 between the

secondary device and

. the cloud device

S701a: Send a sec Gﬂd qUery message

.
. 1:- sy i s sl sl s sk s sk sk sl sl sl s sk sk sl sl sl sl sl sk sl sl sk s sl sk sl sl sk s sk sk sl sl sk s sk sk sl sl sl sl sl sk sl sl sk s sl sl sl sl sk s sl sk sk s, sk sk s sk sl Bk sl sl sl sk sl s sl sl sl sk sk sl sl sl sl sl sl s, sk sk s sl sl s, sl sl sl sl sl sl sl sl sl sl sl s, sl sl sl sl sl s sl sl sl sl sl s, sl sl sk sl sl s, sl sl sl sl sl s, sl sl sk sl sl s sl ol

A A Hnk
/ disconnection
- timeout occurs between
the primary device
and the cloud
device?

Ves o702a: Send a third response message

i e e e sie. e e sie. sipe. e sie. e e sie. e sie. sie. mpe. spe. sie. e sipe. sis. e sipe. sis. spe. e i q-ﬁ-q-q--ﬁ-q-q--hq-q--hq-q-*q-q-q-q-q--u-q-q--hq-q-q-q-q--hq-q---q-q--u-q-q--hq-q--u-##**#**#**#*##*##**#*##* ~~~~~

No

\

,/'

N703a: Initiate a local
backup mechanism

i i slpe i sl ke e s sy ke e sl e sk e sl e sl e sl i e e sl L T T T Y

S704a: Send second user information
after local backup is started

S702a; Send a fourth response message

S705%a: Wait tor
completing link
reestablishment
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Primary device Cloud device secondary device

SRR, N
- Alink disconnection
tmeout gccurs between
. the primary device and
the cloud device

S$701b: Send a second notification message

'

_s702b:
7 A link \
3703b: Start a local backup mechanism " disconnection

e imiEOUE OCCUES between t’he/}—
Yes . secondary device "y,
and the cloud // ‘

w’viﬁe‘? //
P

-

S704b: Send second user information
aiter iocal backup is started

|

S705b: Rewirn a notification response message

L
L T | . e, e, . b e, ke ke, e, ke, b e, . b e, ke, k. e, ke b e, ke, ke, e e, ke e ke, b e e, ke b ke, b e ke, b b e, ke b sl b b ke, mhe. b sl i bl b b b, sl b ke, i b okl ) b, e, e, e, e, . b e, e, ke e, ke, ke e, ke k. b, ke ke e, e, k. e, e, ke e, e ke b, e k. b, e ke, b e ke b, e ke, e e ke b, e ke, b, e ke, ke e ke, b, e sl b e ke, b el b e i . mlen. ke e, ke, e . e ke e, ke, e . e ke e, ke, e . e, ke e, k. e k. . ke e, k. e ke e, ke e, k. e k. o
Ll

§706b: Perform link
reestablishment

S707h: Send third user
miormation

"
. e, . b, e, . b e, e, ke e, ke b e, k. b e, ke, b, e ke b e, ke, ke, b e, ke e ke, b e, e ke, b, ke, b e sl b b b, b b e, b b sl sl mhen. sl b b sl b b b, sl b ke, NG TN B

rhhﬁﬁhhhhhhhhhhhhhﬁhhhhh . b, e, b, e, e, k. e e k. e, e k. . e, b, b e, ke, k. e ke, ke g

- S708b: Recewve and
. store the third user
| nformation

| T S g S S S S e i, ke e e . ke . ke sl e . ke . ke . e . ke . ke e e ol

{f
~J

S709b: Send the third user
information
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INFORMATION BACKUP METHOD AND
RELATED DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of International Patent
Application No. PCT/CN2019/079782 filed on Mar. 27,
2019, which claims priority to Chinese Patent Application
No. 201810273786.2 filed on Mar. 29, 2018. The disclosures
of the aforementioned applications are hereby incorporated
by reference 1n their entireties.

TECHNICAL FIELD

This application relates to the field of communications
technologies, and 1n particular, to an information backup

method and a related device.

BACKGROUND

Currently, enterprise users and individual users have
increasingly high requirements for network quality. One of
the requirements 1s continuity of a user service. Accordingly,
a redundancy user information (RUI) multi-server backup
technology emerges. The RUI multi-server backup technol-
ogy has been widely applied 1n a live network on a large
scale, for example, RUI backup in the broadband remote
access server (BRAS) field and Address Resolution Protocol
(ARP) RUI backup 1n the Internet Protocol (IP) radio access
network (IPRAN) field.

An RUI two-node cluster hot backup service in the BRAS
field 1s used as an example. As shown 1n FIG. 1A, which
router 1s a primary device and which router 1s a secondary
device are first negotiated according to the Virtual Router
Redundancy Protocol (VRRP). The primary device 1s con-
figured to implement traflic forwarding between a user side
and a network side, and the secondary device 1s configured
to back up user information. Further, when user equipment
gets online from the primary device, the primary device
sends user information of the user equipment to the second-
ary device for backup through a remote backup service
(RBS) channel between the primary device and the second-
ary device. However, as shown in FIG. 1B, when 1t 1s
detected, using a Bidirectional Forwarding Detection (BFD)
technology, that communication between the user equipment
and the primary device fails, the user equipment may be
rapidly switched to the secondary device based on the
backed-up user information. The secondary device takes
over work of the primary device to implement traflic for-
warding for a service of the user equipment, thereby ensur-
ing continuity of the user service.

In an existing RUI multi-server backup technology, when
a relationship between a primary device and a secondary
device 1s unclear, continuity of a user service 1s aflected. For
example, for a router 1 and a router 2, when a fault of the
router 1 1s rectified and a specified WTR value 1s satisfied,
the router 1 1s restored to a primary device from a secondary
device, and the router 2 1s restored to a secondary device
from a primary device. Before the specified WTR value 1s
reached, the router 2 1s still a primary device, and backs up
user information to the router 1. If a speed for backup
between the router 1 and the router 2 1s relatively low or an
RBS between the router 1 and the router 2 has not been
established, the router 2 cannot complete backup of the user
information betore WIR, thereby affecting continuity of a
user service.
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2
SUMMARY

Embodiments of this application provide an information
backup method and a related device, to ensure continuity of
a user service.

To resolve the foregoing problem, the embodiments of
this application provide the following technical solutions.

According to a first aspect, an embodiment of this appli-
cation provides an information backup method, where the
method 1s applied to a communications system, the com-
munications system includes a primary device, a secondary
device, and a cloud device, and the method 1s performed by
the primary device, and the method includes sending, by the
primary device, a first identity notification to the cloud
device, where the first identity notification 1s a notification
indicating that the primary device has a primary device
identity, determining, by the primary device, a communica-
tion status of the cloud device, and uploading, by the
primary device, obtained first user information to the cloud
device when determining that the communication status of
the cloud device 1s normal, where the first user information
1s stored by the cloud device and provided to the secondary
device, and the first user information 1s to-be-backed-up
information of user equipment that gets online from the
primary device when the communication status of the cloud
device 1s normal. In this embodiment of this application,
when the communication status of the cloud device 1s
normal, 1I user equipment gets online from the primary
device, the primary device generates to-be-backed-up infor-
mation of the user equipment and uploads the to-be-backed-
up mformation to the cloud device. In this way, the second-
ary device can obtain the to-be-backed-up information from
the cloud device for backup. It can be learned that the
primary device backs up information to the secondary
device using the cloud device. This avoids discontinuity of
a user service caused in some scenarios when the primary
device directly backs up information to the secondary
device, for example, when a relationship between the pri-
mary device and the secondary device 1s unclear.

In a possible design of this application, the method turther
includes, when the primary device determines that the
communication status of the cloud device 1s abnormal and
that the primary device and the secondary device can
normally communicate with each other, sending, by the
primary device, obtained second user information to the
secondary device for backup, where the second user infor-
mation 1s to-be-backed-up information of user equipment
that gets online from the primary device when the commu-
nication status of the cloud device 1s abnormal. In this
embodiment of this application, when the communication
status of the cloud device 1s abnormal, that 1s, when data
backup cannot be implemented using the cloud device, 11 the
primary device and the secondary device can normally
communicate with each other, the primary device may
directly back up information to the secondary device, to
implement local backup. This improves backup reliability.

In a possible design of this application, determinming, by
the primary device, a communication status of the cloud
device includes sending, by the primary device, a first query
message to the secondary device alter detecting that a link
disconnection timeout occurs between the primary device
and the cloud device, where the first query message 1s used
to query whether a link disconnection timeout occurs
between the secondary device and the cloud device, and
determining, by the primary device, the communication
status of the cloud device based on a response message
received from the secondary device. In this embodiment of
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this application, if the primary device first detects that the
link disconnection timeout occurs between the primary
device and the cloud device, the primary device queries
whether the link disconnection timeout also occurs between
the secondary device and the cloud device such that the
primary device may determine, based on the response mes-
sage from the secondary device, whether the communication
status of the cloud device 1s abnormal.

In a possible design of this application, determining, by
the primary device, the communication status of the cloud
device based on a response message received from the
secondary device includes, 1f receiving a {first response
message returned by the secondary device, determining, by
the primary device, that the commumnication status of the
cloud device 1s abnormal, where the first response message
1s used to notify that a link disconnection timeout occurs
between the secondary device and the cloud device, and
betfore sending, by the primary device, obtained second user
information to the secondary device for backup, the method
turther includes starting, by the primary device, a local
backup mechanism between the primary device and the
secondary device. In this embodiment of this application, 11
the link disconnection timeout occurs between the primary
device and the cloud device and the link disconnection
timeout also occurs between the secondary device and the
cloud device, the primary device may determine that the
communication status of the cloud device 1s abnormal. In
this case, the primary device may start the local backup
mechanism and perform local backup.

In a possible design of this application, determining, by
the primary device, the communication status of the cloud
device based on a response message received from the
secondary device includes, if recerving a second response
message returned by the secondary device, determining, by
the primary device, that the communication status of the
cloud device 1s normal, where the second response message
1s used to notity that no link disconnection timeout occurs
between the secondary device and the cloud device, and the
method further includes performing, by the primary device,
link reestablishment with the cloud device, and sending, by
the primary device, obtained third user information to the
cloud device in batches after the link reestablishment suc-
ceeds, where the third user information 1s stored by the cloud
device and provided to the secondary device, and the third
user 1nformation 1s to-be-backed-up information of user
equipment that gets online from the primary device after a
link disconnection occurs between the primary device and
the cloud device and before the link reestablishment suc-
ceeds. In thus embodiment of this application, 1f the link
disconnection timeout occurs between the primary device
and the cloud device, but no link disconnection timeout
occurs between the secondary device and the cloud device,
the primary device may determine that the communication
status of the cloud device 1s normal. In this case, the primary
device may complete link reestablishment with the cloud
device, and implement cloud backup after the link reestab-
lishment succeeds.

In a possible design of this application, determining, by
the primary device, a communication status of the cloud
device includes receiving, by the primary device, a {first
notification message sent by the secondary device, where the
first notification message 1s used to notily that a link
disconnection timeout occurs between the secondary device
and the cloud device, and determining, by the primary
device, the communication status of the cloud device based
on a link status between the primary device and the cloud
device after recerving the first notification message. In this
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embodiment of this application, 1f the secondary device first
detects that the link disconnection timeout occurs between
the secondary device and the cloud device, the secondary
device may notily the primary device of this case such that
alter receiving the notification, the primary device may
determine, based on a link status between the primary device

and the cloud device, whether the communication status of
the cloud device 1s abnormal.

In a possible design of this application, determining, by
the primary device, the communication status of the cloud
device based on a link status between the primary device and
the cloud device includes, 1f determining that a link discon-
nection timeout occurs between the primary device and the
cloud device, determining, by the primary device, that the
communication status of the cloud device 1s abnormal, and
before sending obtained second user information to the
secondary device for backup, the method further includes
starting, by the primary device, a local backup mechanism
between the primary device and the secondary device. In this
embodiment of this application, it the link disconnection
timeout occurs between the primary device and the cloud
device and the link disconnection timeout also occurs
between the secondary device and the cloud device, the
primary device may determine that the commumnication
status of the cloud device 1s abnormal. In this case, the
primary device may start the local backup mechanism and
perform local backup.

In a possible design of this application, determinming, by
the primary device, the communication status of the cloud
device based on a link status between the primary device and
the cloud device includes, 11 determiming that no link dis-
connection timeout occurs between the primary device and
the cloud device, determining, by the primary device, that
the communication status of the cloud device 1s normal, and
the method further includes instructing, by the primary
device, the secondary device to wait for completing link
reestablishment with the cloud device. In this embodiment
of this application, 11 the link disconnection timeout occurs
between the secondary device and the cloud device, but no
link disconnection timeout occurs between the primary
device and the cloud device, the primary device may deter-
mine that the communication status of the cloud device 1s
normal. In this case, the primary device may instruct the
secondary device to complete link reestablishment with the
cloud device such that the secondary device backs up data
from the cloud device after the link reestablishment suc-
ceeds.

In a possible design of this application, determining, by
the primary device, a communication status of the cloud
device includes receiving, by the primary device, a second
query message sent by the secondary device, where the
second query message 1s sent by the secondary device after
the secondary device determines that a link disconnection
timeout occurs between the secondary device and the cloud
device, and the second query message 1s used to query
whether a link disconnection timeout occurs between the
pnmary device and the cloud device, and determining, by
the prlmary device, the communication status of the cloud
device based on a link status between the primary device and
the cloud device after receiving the second query message.
In this embodiment of this application, if the secondary
device first detects that the link disconnection timeout
occurs between the secondary device and the cloud device,
the secondary device queries whether the link disconnection
timeout also occurs between the primary device and the
cloud device such that the primary device may determine,
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based on the link status between the primary device and the
cloud device, whether the communication status of the cloud
device 1s abnormal.

In a possible design of this application, determining, by
the primary device, the communication status of the cloud 5
device based on a link status between the primary device and
the cloud device includes, 11 determining that a link discon-
nection timeout occurs between the primary device and the
cloud device, determining, by the primary device, that the
communication status of the cloud device 1s abnormal, and 10
before sending obtained second user information to the
secondary device for backup, the method further includes
sending, by the primary device, a third response message to
the secondary device such that the secondary device starts a
local backup mechanism between the primary device and the 15
secondary device after receiving the third response message,
where the third response message indicates that the link
disconnection timeout occurs between the primary device
and the cloud device. In this embodiment of this application,
if the link disconnection timeout occurs between the primary 20
device and the cloud device and the link disconnection
timeout also occurs between the secondary device and the
cloud device, the primary device may determine that the
communication status of the cloud device is abnormal. In
this case, the primary device may notily the secondary 25
device of this case such that after receiving the notification,
the secondary device may start the local backup mechanism
and perform local backup.

In a possible design of this application, determining, by
the primary device, the communication status of the cloud 30
device based on a link status between the primary device and
the cloud device includes, 1f determining that no link dis-
connection timeout occurs between the primary device and
the cloud device, determiming, by the primary device, that
the communication status of the cloud device 1s normal, and 35
the method further includes sending, by the primary device,

a Tfourth response message to the secondary device such that
after receiving the fourth response message, the secondary
device waits for completing link reestablishment with the
cloud device, where the fourth response message indicates 40
that no link disconnection timeout occurs between the
primary device and the cloud device. In this embodiment of
this application, 1f the link disconnection timeout occurs
between the secondary device and the cloud device, but no
link disconnection timeout occurs between the primary 45
device and the cloud device, the primary device may deter-
mine that the communication status of the cloud device 1s
normal. In this case, the primary device may instruct the
secondary device to complete link reestablishment with the
cloud device such that the secondary device backs up data 50
from the cloud device after the link reestablishment suc-
ceeds.

In a possible design of this application, determining, by
the primary device, a communication status of the cloud
device mncludes sending, by the primary device, a second 55
notification message to the secondary device after detecting
that a link disconnection timeout occurs between the pri-
mary device and the cloud device, where the second noti-
fication message 1s used to notily the secondary device that
the link disconnection timeout occurs between the primary 60
device and the cloud device, and determining, by the pri-
mary device, the communication status of the cloud device
based on a response of the secondary device to the second
notification message. In this embodiment of this application,

i the primary device first detects that the link disconnection 65
timeout occurs between the primary device and the cloud
device, the primary device may notily the secondary device
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of this case such that the primary device may determine,
based on a response result of the secondary device specific
to the notification, whether the communication status of the
cloud device 1s abnormal.

In a possible design of this application, determining, by
the primary device, the communication status of the cloud
device based on a response of the secondary device to the
second notification message includes, if determining that the
secondary device has started a local backup mechanism
between the primary device and the secondary device,
determining, by the primary device, that the communication
status of the cloud device 1s abnormal. In this embodiment
of this application, if the link disconnection timeout occurs
between the primary device and the cloud device and a link
disconnection timeout also occurs between the secondary
device and the cloud device, the secondary device starts the
local backup mechamism. In this case, the primary device
may determine that the communication status of the cloud
device 1s abnormal 1n order to perform local backup.

In a possible design of this application, determining, by
the primary device, the communication status of the cloud
device based on a response of the secondary device to the
second notification message includes, 1f receiving a notifi-
cation response message returned by the secondary device,
determining, by the primary device, that the communication
status of the cloud device 1s normal, where the notification
response message 1s used to istruct the primary device to
wait for completing link reestablishment with the cloud
device, and the method further includes performing, by the
primary device, link reestablishment with the cloud device,
and sending, by the primary device, obtained third user
information to the cloud device m batches after the link
reestablishment succeeds, where the third user information
1s stored by the cloud device and provided to the secondary
device, and the third user mformation i1s to-be-backed-up
information of user equipment that gets online from the
prlmary device after a link disconnection occurs between the
primary device and the cloud device and before the link
reestablishment succeeds. In this embodiment of this appli-
cation, 1f the link disconnection timeout occurs between the
primary device and the cloud device, but no link disconnec-
tion timeout occurs between the secondary device and the
cloud device, the primary device may complete link rees-
tablishment with the cloud device, and implement cloud
backup after the link reestablishment succeeds.

In a possible design of this application, determining, by
the primary device, that the communication status of the
cloud device 1s abnormal includes, 11 determining that qual-
ity of a link between the primary device and the cloud device
1s lower than a preset quality threshold and/or determining
that quality of a link between the secondary device and the
cloud device 1s lower than a preset quality threshold, deter-
mining, by the primary device, that the commumnication
status of the cloud device 1s abnormal. In this embodiment
of this application, when determining that the quality of the
link between the cloud device and one of the primary device
and the secondary device 1s low, the primary device may
determine that the communication status of the cloud device
1s abnormal. In this case, the primary device may start a local
backup mechanism and perform local backup.

In a possible design of this application, the method further
includes switching, by the primary device, the primary
device 1dentity of the primary device to a secondary device
identity when determining that the primary device and the
cloud device cannot normally communicate with each other
and that the primary device and the secondary device cannot
normally communicate with each other. In this embodiment
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of this application, if the primary device can communicate
with neither the cloud device nor the secondary device, it
indicates that the primary device can perform neither cloud
backup nor local backup. In this case, the primary device
may perform primary-secondary identity switching such that
the secondary device that can implement cloud backup
serves as a primary device to perform cloud backup in order
to ensure backup reliability.

In a possible design of this application, that the primary
device and the cloud device cannot normally communicate
with each other includes the link disconnection timeout
occurs between the primary device and the cloud device, or
the quality of the link between the primary device and the
cloud device 1s lower than the preset quality threshold. In
this embodiment of this application, that the primary device
and the cloud device cannot normally communicate with
cach other may be manifested as the link disconnection
timeout or the low link quality.

In a possible design of this application, that the primary
device and the secondary device cannot normally commu-
nicate with each other includes a link disconnection timeout
occurs between the primary device and the secondary
device, or quality of a link between the primary device and
the secondary device 1s lower than a preset quality threshold.
In this embodiment of this application, that the primary
device and the secondary device cannot normally commu-
nicate with each other may be mamiested as the link
disconnection timeout or the low link quality.

According to a second aspect, an embodiment of this
application provides an information backup method, where
the method 1s applied to a communications system, the
communications system includes a primary device, a sec-
ondary device, and a cloud device, and the method 1is
performed by the cloud device, and the method includes
receiving, by the cloud device, a first identity notification
sent by the primary device and a second 1dentity notification
sent by the secondary device, where the first identity noti-
fication 1s a notification indicating that the primary device
has a primary device identity, and the second identity
notification 1s a notification indicating that the secondary
device has a secondary device idenfity, and receiving and
storing, by the cloud device, first user information uploaded
by the primary device, and providing the first user informa-
tion to the secondary device, where the first user information
1s uploaded by the primary device when the primary device
determines that a communication status of the cloud device
1s normal, and the first user information 1s to-be-backed-up
information of user equipment that gets online from the
primary device when the communication status of the cloud
device 1s normal. In this embodiment of this application,
when the communication status of the cloud device 1s
normal, if user equipment gets online from the primary
device, the primary device generates to-be-backed-up infor-
mation of the user equipment and uploads the to-be-backed-
up mformation to the cloud device. In this way, the second-
ary device can obtain the to-be-backed-up information from
the cloud device for backup. It can be learned that the
primary device backs up information to the secondary
device using the cloud device. This avoids discontinuity of
a user service caused when the primary device directly backs
up information to the secondary device.

According to a third aspect, an embodiment of this
application provides an information backup method, where
the method 1s applied to a communications system, the
communications system includes a primary device, a sec-
ondary device, and a cloud device, and the method 1is
performed by the secondary device, and the method includes
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sending, by the secondary device, a second 1dentity notifi-
cation to the cloud device, where the second i1dentity noti-
fication 1s a notification indicating that the secondary device
has a secondary device identity, and obtaining, by the
secondary device, first user information from the cloud
device for backup, where the first user information 1is
uploaded by the primary device to the cloud device for
storage when the primary device determines that a commu-
nication status of the cloud device 1s normal, and the first
user 1nformation 1s to-be-backed-up information of user
equipment that gets online from the primary device when the
communication status of the cloud device 1s normal. In this
embodiment of this application, when the communication
status of the cloud device 1s normal, 1T user equipment gets
online from the primary device, the primary device gener-
ates to-be-backed-up information of the user equipment and
uploads the to-be-backed-up information to the cloud
device. In this way, the secondary device can obtain the
to-be-backed-up information from the cloud device ifor
backup. It can be learned that the primary device backs up
information to the secondary device using the cloud device.
This avoids discontinuity of a user service caused when the
primary device directly backs up information to the second-
ary device.

In a possible design of this application, the method further
includes, when the communication status of the cloud device
1s abnormal, receiving, by the secondary device, second user
information sent by the primary device for backup, where
the second user information 1s to-be-backed-up information
of user equipment that gets online from the primary device
when the communication status of the cloud device 1s
abnormal, and the second user information i1s sent by the
primary device when the primary device determines that the
communication status of the cloud device 1s abnormal and
that the primary device and the secondary device can
normally communicate with each other. In this embodiment
of this application, when the communication status of the
cloud device 1s abnormal, that 1s, when data backup cannot
be implemented using the cloud device, i1if the primary
device and the secondary device can normally communicate
with each other, the primary device may directly back up
information to the secondary device, to implement local
backup. This improves backup reliability.

In a possible design of this application, the method turther
includes returning, by the secondary device, a response
message to the primary device if receiving a first query
message sent by the primary device, where the first query
message 15 sent by the primary device after the primary
device detects that a link disconnection timeout occurs
between the primary device and the cloud device, the first
query message 1s used to query whether a link disconnection
timeout occurs between the secondary device and the cloud
device, and the response message returned by the secondary
device 1s used by the primary device to determine the
communication status of the cloud device. In this embodi-
ment of this application, it the primary device first detects
that the link disconnection timeout occurs between the
primary device and the cloud device, the primary device
queries whether the link disconnection timeout also occurs
between the secondary device and the cloud device such that
the primary device may determine, based on the response
message from the secondary device, whether the communi-
cation status of the cloud device 1s abnormal.

In a possible design of this application, returning, by the
secondary device, a response message to the primary device
includes returning, by the secondary device, a first response
message to the primary device, where the first response
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message 1s used to notify that a link disconnection timeout
occurs between the secondary device and the cloud device
such that after learning that the link disconnection timeout
occurs between the secondary device and the cloud device,
the primary device determines that the communication status
of the cloud device 1s abnormal, and starts a local backup
mechanism between the primary device and the secondary
device after determining that the communication status of
the cloud device 1s abnormal, and receiving, by the second-
ary device, second user information sent by the primary
device for backup includes recerving, by the secondary
device, the second user information sent by the primary
device after the primary device starts the local backup
mechanism and used for backup. In this embodiment of this
application, 1f the link disconnection timeout occurs
between the primary device and the cloud device and the
link disconnection timeout also occurs between the second-
ary device and the cloud device, the primary device may
determine that the communication status of the cloud device
1s abnormal. In this case, the primary device may start the
local backup mechanism and perform local backup.

In a possible design of this application, returning, by the
secondary device, a response message to the primary device
includes returning, by the secondary device, a second
response message to the primary device, where the second
response message 1s used to notify that no link disconnection
timeout occurs between the secondary device and the cloud
device such that after learming that no link disconnection
timeout occurs between the secondary device and the cloud
device, the primary device determines that the communica-
tion status of the cloud device 1s normal, performs link
reestablishment with the cloud device after determining that
the communication status of the cloud device 1s normal, and
sends obtained third user information to the cloud device 1n
batches after the link reestablishment succeeds, where the
third user information 1s stored by the cloud device and
provided to the secondary device, and the third user infor-
mation 1s to-be-backed-up information of user equipment
that gets online from the primary device after a link discon-
nection occurs between the primary device and the cloud
device and before the link reestablishment succeeds. In this
embodiment of this application if the link disconnection
timeout occurs between the primary device and the cloud
device, but no link disconnection timeout occurs between
the secondary device and the cloud device, the primary
device may determine that the communication status of the
cloud device 1s normal. In this case, the primary device may
complete link reestablishment with the cloud device, and
implement cloud backup after the link reestablishment suc-
ceeds.

In a possible design of this application, the method further
includes sending, by the secondary device, a first notification
message to the primary device, where the first notification
message 1s used to notify that a link disconnection timeout
occurs between the secondary device and the cloud device
such that after learning that a link disconnection timeout
occurs between the secondary device and the cloud device,
the primary device determines that the communication status
ol the cloud device 1s abnormal. In this embodiment of this
application, 1f the secondary device first detects that the link
disconnection timeout occurs between the secondary device
and the cloud device, the secondary device may notily the
primary device of this case such that after receirving the
notification, the primary device may determine, based on a
link status between the primary device and the cloud device,
whether the communication status of the cloud device 1s
abnormal.
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In a possible design of this application, the method turther
includes receiving, by the secondary device, a reestablish-
ment waiting noftification sent by the primary device, where
the reestablishment waiting notification 1s used to mstruct
the secondary device to wait for completing link reestab-
lishment with the cloud device, the reestablishment Waltmg
notification 1s sent by the primary device aifter the primary
device determines that the communication status of the
cloud device 1s normal, and that the communication status of
the cloud device 1s normal 1s determined by the primary
device after the primary device determines that no link
disconnection timeout occurs between the primary device
and the cloud device. In this embodiment of this application,
if the link disconnection timeout occurs between the sec-
ondary device and the cloud device, but no link disconnec-
tion timeout occurs between the primary device and the
cloud device, the primary device may determine that the
communication status of the cloud device 1s normal. In this
case, the primary device may nstruct the secondary device
to complete link reestablishment with the cloud device such
that the secondary device backs up data from the cloud
device after the link reestablishment succeeds.

In a possible design of this application, the method further
includes sending, by the secondary device, a second query
message to the primary device after determining that a link
disconnection timeout occurs between the secondary device
and the cloud device, where the second query message 1s
used to query whether a link disconnection timeout occurs
between the primary device and the cloud device, and if
receiving a third response message returned by the primary
device, learming, by the secondary device based on the third
response message, that the communication status of the
cloud device 1s abnormal, and starting a local backup
mechanism between the primary device and the secondary
device, where the third response message 1s used to notily
that a link disconnection timeout occurs between the pri-
mary device and the cloud device, and recerving, by the
secondary device, second user information sent by the
primary device for backup includes after successtully start-
ing the local backup mechanism, receiving, by the secondary
device, the second user information sent by the primary
device for backup. In this embodiment of this application, 1f
the secondary device first detects that the link disconnection
timeout occurs between the secondary device and the cloud
device, the secondary device queries whether the link dis-
connection timeout also occurs between the primary device
and the cloud device, and 1f the link disconnection timeout
occurs between the primary device and the cloud device and
the link disconnection timeout also occurs between the
secondary device and the cloud device, the primary device
may determine that the communication status of the cloud
device 1s abnormal. In this case, the primary device may
notily the secondary device of this case. After receiving the
notification, the secondary device may start the local backup
mechanism and perform local backup.

In a possible design of this application, the method turther
includes, 1f rece1ving a fourth response message returned by
the primary device, waiting for, by the secondary device,
completing link reestablishment with the cloud device,
where the fourth response message 1s used to notity that no
link disconnection timeout occurs between the primary
device and the cloud device. In this embodiment of this
application, 1 the link disconnection timeout occurs
between the secondary device and the cloud device, but no
link disconnection timeout occurs between the primary
device and the cloud device, the primary device may deter-
mine that the communication status of the cloud device 1s
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normal. In this case, the primary device may instruct the
secondary device to complete link reestablishment with the
cloud device such that the secondary device backs up data
from the cloud device after the link reestablishment suc-
ceeds.

In a possible design of this application, the method further
includes, 1 recerving a second notification message sent by
the primary device, making, by the secondary device, a
response to the second notification message, where the
second notification message 1s sent by the primary device
alter the primary device detects that a link disconnection
timeout occurs between the primary device and the cloud
device, the second notification message 1s used to notify the
secondary device that the link disconnection timeout occurs
between the primary device and the cloud device, and the
response ol the secondary device to the second notification
message 15 used by the primary device to determine the
communication status of the cloud device. In this embodi-
ment of this application, 1f the primary device first detects
that the link disconnection timeout occurs between the
primary device and the cloud device, the primary device
may notily the secondary device of this case such that the
primary device may determine, based on a response result of
the secondary device specific to the notification, whether the
communication status of the cloud device 1s abnormal.

In a possible design of this application, making, by the
secondary device, a response to the second notification
message includes starting, by the secondary device, a local
backup mechanism between the primary device and the
secondary device such that after the local backup mecha-
nism 1s started, the primary device determines that the
communication status of the cloud device 1s abnormal, and
receiving, by the secondary device, second user information
sent by the primary device for backup includes after suc-
cessiully starting the local backup mechanism, recerving, by
the secondary device, the second user mnformation sent by
the primary device for backup. In this embodiment of this
application, 1 the link disconnection timeout occurs
between the primary device and the cloud device and a link
disconnection timeout also occurs between the secondary
device and the cloud device, the secondary device starts the
local backup mechanism. In this case, the primary device
may determine that the communication status of the cloud
device 1s abnormal 1n order to perform local backup.

In a possible design of this application, making, by the
secondary device, a response to the second notification
message includes returning, by the secondary device, a
notification response message to the primary device, where
the noftification response message 1s used to instruct the
primary device to wait for completing link reestablishment
with the cloud device such that the primary device sends
obtained third user information to the cloud device in
batches after the link reestablishment succeeds, the third
user information 1s stored by the cloud device and provided
to the secondary device, and the third user information 1s
to-be-backed-up information of user equipment that gets
online from the primary device after a link disconnection
occurs between the primary device and the cloud device and
before the link reestablishment succeeds. In this embodi-
ment of this application, 11 the link disconnection timeout
occurs between the primary device and the cloud device, but
no link disconnection timeout occurs between the secondary
device and the cloud device, the primary device may com-
plete link reestablishment with the cloud device, and 1mple-
ment cloud backup after the link reestablishment succeeds.

In a possible design of this application, the method further
includes starting, by the secondary device, a local backup
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mechanism between the primary device and the secondary
device 1f determining that quality of a link between the
secondary device and the cloud device 1s lower than a preset
quality threshold and/or determining that quality of a link
between the primary device and the cloud device 1s lower
than a preset quality threshold such that after the local
backup mechanism 1s started, the primary device determines
that the communication status of the cloud device 1s abnor-
mal. In this embodiment of this application, when determin-
ing that the quality of the link between the cloud device and
one of the secondary device and the primary device 1s low,
the secondary device may start the local backup mechanism,
and after the local backup mechanism 1s started, the primary
device may determine that the communication status of the
cloud device 1s abnormal. In this case, the primary device
may perform local backup.

In a possible design of this application, the method further
includes switching, by the secondary device, the secondary
device 1dentity of the secondary device to a primary device
identity when determining that the secondary device and the
cloud device can normally communicate with each other and
that the secondary device and the primary device cannot
normally communicate with each other. In this embodiment
of this application, when the primary device can communi-
cate with neither the cloud device nor the secondary device,
if the secondary device can communicate with the cloud
device, 1t indicates that the secondary device may perform
cloud backup. In this case, the secondary device may
perform primary-secondary identity switching such that the
secondary device serves as a primary device to perform
cloud backup in order to ensure backup reliability.

In a possible design of this application, that the secondary
device and the primary device cannot normally communi-
cate with each other includes a link disconnection timeout
occurs between the secondary device and the primary
device, or quality of a link between the secondary device and
the primary device 1s lower than a preset quality threshold.
In this embodiment of this application, that the secondary
device and the primary device cannot normally communi-
cate with each other may be manifested as the link discon-
nection timeout or the low link quality.

According to a fourth aspect, an embodiment of this
application provides a primary device, where the primary
device mcludes a notification sending module configured to
send a first identity notification to a cloud device, where the
first 1dentity notification 1s a notification indicating that the
primary device has a primary device idenfity, a status
determining module configured to determine a communica-
tion status of the cloud device, and a cloud backup module
configured to upload obtained first user information to the
cloud device when 1t 1s determined that the communication
status of the cloud device 1s normal, where the first user
information 1s stored by the cloud device and provided to a
secondary device, and the first user information 1s to-be-
backed-up information of user equipment that gets online
from the primary device when the communication status of
the cloud device 1s normal.

In a possible design of this application, the primary device
further includes a local backup module configured to, when
it 1s determined that the communication status of the cloud
device 1s abnormal and that the primary device and the
secondary device can normally communicate with each
other, send obtained second user information to the second-
ary device for backup, where the second user information 1s
to-be-backed-up information of user equipment that gets
online from the primary device when the communication
status of the cloud device 1s abnormal.




US 11,989,100 B2

13

In a possible design of this application, the status deter-
mimng module includes a query sending submodule con-
figured to send a first query message to the secondary device
after 1t 1s detected that a link disconnection timeout occurs
between the primary device and the cloud device, where the
first query message 1s used to query whether a link discon-
nection timeout occurs between the secondary device and
the cloud device, and a first determining submodule config-
ured to determine the communication status of the cloud
device based on a response message recerved from the
secondary device.

In a possible design of this application, the first deter-
mimng submodule 1s further configured to, 11 a first response
message returned by the secondary device 1s received,
determine that the communication status of the cloud device
1s abnormal, where the first response message 1s used to
notily that a link disconnection timeout occurs between the
secondary device and the cloud device, and the local backup
module 1s further configured to start a local backup mecha-
nism between the primary device and the secondary device
betfore sending the obtained second user information to the
secondary device for backup.

In a possible design of this application, the first deter-
mimng submodule 1s further configured to, 1f a second
response message returned by the secondary device 1s
recetved, determine that the communication status of the
cloud device 1s normal, where the second response message
1s used to notily that no link disconnection timeout occurs
between the secondary device and the cloud device, and the
primary device further includes a first link reestablishment
module configured to perform link reestablishment between
the primary device and the cloud device, and a first batch
backup module configured to send obtained third user infor-
mation to the cloud device in batches after the link reestab-
lishment succeeds, where the third user information 1s stored
by the cloud device and provided to the secondary device,
and the third user mformation 1s to-be-backed-up 1informa-
tion of user equipment that gets online from the primary
device after a link disconnection occurs between the primary

device and the cloud device and before the link reestablish-
ment succeeds.

In a possible design of this application, the status deter-
mimng module includes a notification receiving submodule
configured to recerve a first notification message sent by the
secondary device, where the first notification message 1s
used to notily that a link disconnection timeout occurs
between the secondary device and the cloud device, and a
second determining submodule configured to determine the
communication status of the cloud device based on a link
status between the primary device and the cloud device after
the first notification message 1s received.

In a possible design of this application, the second deter-
mimng submodule 1s further configured to, 1 determining,
that a link disconnection timeout occurs between the pri-
mary device and the cloud device, determine that the com-
munication status of the cloud device 1s abnormal, and the
local backup module 1s turther configured to start a local
backup mechanism between the primary device and the
secondary device before sending the obtained second user
information to the secondary device for backup.

In a possible design of this application, the second deter-
mimng submodule 1s further configured to, if determiming,
that no link disconnection timeout occurs between the
primary device and the cloud device, determine that the
communication status of the cloud device 1s normal, and the
primary device further includes a reestablishment notifica-
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tion module configured to instruct the secondary device to
wait for completing link reestablishment with the cloud
device.

In a possible design of this application, the status deter-
mining module includes a query recerving submodule con-
figured to receive a second query message sent by the
secondary device, where the second query message 1s sent
by the secondary device after the secondary device deter-
mines that a link disconnection timeout occurs between the
secondary device and the cloud device, and the second query
message 15 used to query whether a link disconnection
timeout occurs between the primary device and the cloud
device, and a third determining submodule configured to
determine the communication status of the cloud device
based on a link status between the primary device and the
cloud device after the second query message 1s received.

In a possible design of this application, the third deter-
mining submodule 1s further configured to, if determiming
that a link disconnection timeout occurs between the pri-
mary device and the cloud device, determine that the com-
munication status of the cloud device 1s abnormal, and the
primary device further includes a first response sending
module configured to send a third response message to the
secondary device after the local backup module sends the
obtained second user information to the secondary device
for backup such that the secondary device starts a local
backup mechanism between the primary device and the
secondary device after receiving the third response message,
where the third response message indicates that the link
disconnection timeout occurs between the primary device
and the cloud device.

In a possible design of this application, the third deter-
mining submodule 1s further configured to, if determiming
that no link disconnection timeout occurs between the
primary device and the cloud device, determine that the
communication status of the cloud device 1s normal, and the
primary device further includes a second response sending
module configured to send a fourth response message to the
secondary device such that after receiving the fourth
response message, the secondary device waits for complet-
ing link reestablishment with the cloud device, where the
fourth response message indicates that no link disconnection
timeout occurs between the primary device and the cloud
device.

In a possible design of this application, the status deter-
mining module 1includes a notification sending submodule
configured to send a second notification message to the
secondary device aiter 1t 1s detected that a link disconnection
timeout occurs between the primary device and the cloud
device, where the second notification message 1s used to
notily the secondary device that the link disconnection
timeout occurs between the primary device and the cloud
device, and a fourth determining submodule configured to
determine the communication status of the cloud device
based on a response of the secondary device to the second
notification message.

In a possible design of this application, the fourth deter-
mining submodule 1s further configured to, 1 determining
that the secondary device has started a local backup mecha-
nism between the primary device and the secondary device,
determine that the communication status of the cloud device
1s abnormal.

In a possible design of this application, the fourth deter-
mining submodule 1s further configured to, if a notification
response message returned by the secondary device 1s
received, determine that the communication status of the
cloud device 1s normal, where the notification response
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message 1s used to instruct the primary device to wait for
completing link reestablishment with the cloud device, and
the primary device further includes a second link reestab-
lishment module configured to perform link reestablishment
between the primary device and the cloud device, and a
second batch backup module configured to send obtained
third user information to the cloud device 1n batches after the
link reestablishment succeeds, where the third user infor-
mation 1s stored by the cloud device and provided to the
secondary device, and the third user information 1s to-be-
backed-up information of user equipment that gets online
from the primary device after a link disconnection occurs
between the primary device and the cloud device and before
the link reestablishment succeeds.

In a possible design of this application, the status deter-
miming module 1s further configured to, 1f determining that
quality of a link between the primary device and the cloud
device 1s lower than a preset quality threshold and/or deter-
mimng that quality of a link between the secondary device

and the cloud device 1s lower than a preset quality threshold,
determine that the communication status of the cloud device
1s abnormal.

In a possible design of this application, the primary device
turther includes an identity switching module configured to
switch the primary device i1dentity of the primary device to
a secondary device 1dentity when 1t 1s determined that the
primary device and the cloud device cannot normally com-
municate with each other and that the primary device and the
secondary device cannot normally communicate with each
other.

In a possible design of this application, that the primary
device and the cloud device cannot normally communicate
with each other includes the link disconnection timeout
occurs between the primary device and the cloud device, or
the quality of the link between the primary device and the
cloud device 1s lower than the preset quality threshold.

In a possible design of this application, that the primary
device and the secondary device cannot normally commu-
nicate with each other includes a link disconnection timeout
occurs between the primary device and the secondary
device, or quality of a link between the primary device and
the secondary device 1s lower than a preset quality threshold.

According to a fifth aspect, an embodiment of this appli-
cation provides a cloud device, where the cloud device
includes a notification receiving module configured to
receive a first identity notification sent by a primary device
and a second identity notification sent by a secondary
device, where the first identity notification 1s a notification
indicating that the primary device has a primary device
identity, and the second identity notification 1s a notification
indicating that the secondary device has a secondary device
identity, and a cloud backup module configured to receive
and store first user information uploaded by the primary
device, and provide the first user information to the second-
ary device, where the first user mnformation 1s uploaded by
the primary device when the primary device determines that
a communication status of the cloud device 1s normal, and
the first user information 1s to-be-backed-up information of
user equipment that gets online from the primary device
when the communication status of the cloud device 1s
normal.

According to a sixth aspect, an embodiment of this
application provides a secondary device, where the second-
ary device includes a notification sending module configured
to send a second identity notification to a cloud device,
where the second identity notification 1s a notification indi-
cating that the secondary device has a secondary device
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identity, and a cloud backup module configured to obtain
first user mformation from the cloud device for backup,
where the first user information 1s uploaded by the primary
device to the cloud device for storage when the primary
device determines that a communication status of the cloud
device 1s normal, and the first user information 1s to-be-
backed-up information of user equipment that gets online
from the primary device when the communication status of
the cloud device 1s normal.

In a possible design of this application, the secondary
device further includes a local backup module configured to,
when the communication status of the cloud device 1s
abnormal, receive second user information sent by the
primary device for backup, where the second user informa-
tion 1s to-be-backed-up information of user equipment that
gets online from the primary device when the communica-
tion status of the cloud device 1s abnormal, and the second
user mformation i1s sent by the primary device when the
primary device determines that the communication status of
the cloud device 1s abnormal and that the primary device and
the secondary device can normally communicate with each
other.

In a possible design of this application, the secondary
device further includes a message returning module config-
ured to return a response message to the primary device 1f a
first query message sent by the primary device 1s received,
where the first query message 1s sent by the primary device
after the primary device detects that a link disconnection
timeout occurs between the primary device and the cloud
device, the first query message 1s used to query whether a
link disconnection timeout occurs between the secondary
device and the cloud device, and the response message
returned by the secondary device 1s used by the primary
device to determine the communication status of the cloud
device.

In a possible design of this application, the message
returning module 1s further configured to return a first
response message to the primary device, where the first
response message 1s used to notity that a link disconnection
timeout occurs between the secondary device and the cloud
device such that after learning that the link disconnection
timeout occurs between the secondary device and the cloud
device, the primary device determines that the communica-
tion status of the cloud device 1s abnormal, and starts a local
backup mechanism between the primary device and the
secondary device alfter determiming that the communication
status of the cloud device 1s abnormal, and the local backup
module 1s further configured to receive the second user
information sent by the primary device after the primary
device starts the local backup mechanism and used for
backup.

In a possible design of this application, the message
returning module 1s further configured to return a second
response message to the primary device, where the second
response message 1s used to notify that no link disconnection
timeout occurs between the secondary device and the cloud
device such that after learming that no link disconnection
timeout occurs between the secondary device and the cloud
device, the primary device determines that the communica-
tion status of the cloud device 1s normal, performs link
reestablishment with the cloud device after determining that
the communication status of the cloud device 1s normal, and
sends obtained third user information to the cloud device 1n
batches after the link reestablishment succeeds, where the
third user information 1s stored by the cloud device and
provided to the secondary device, and the third user infor-
mation 1s to-be-backed-up information of user equipment
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that gets online from the primary device after a link discon-
nection occurs between the primary device and the cloud
device and belore the link reestablishment succeeds.

In a possible design of this application, the secondary
device further includes a notification sending module con-
figured to send a first notification message to the primary

device, where the first notification message 1s used to notily
that a link disconnection timeout occurs between the sec-
ondary device and the cloud device such that after learning
that a link disconnection timeout occurs between the sec-
ondary device and the cloud device, the primary device
determines that the communication status of the cloud
device 1s abnormal.

In a possible design of this application, the secondary
device further includes a notification receiving module con-
figured to receive a reestablishment waiting notification sent
by the primary device, where the reestablishment waiting
notification 1s used to instruct the secondary device to wait
for completing link reestablishment with the cloud device,
the reestablishment waiting notification 1s sent by the pri-
mary device after the primary device determines that the
communication status of the cloud device 1s normal, and that
the communication status of the cloud device 1s normal 1s
determined by the primary device after the primary device
determines that no link disconnection timeout occurs
between the primary device and the cloud device.

In a possible design of this application, the secondary
device further includes a query sending module configured
to send a second query message to the primary device after
it 1s determined that a link disconnection timeout occurs
between the secondary device and the cloud device, where
the second query message 1s used to query whether a link
disconnection timeout occurs between the primary device
and the cloud device, and the local backup module 1s further
configured to, 11 a third response message returned by the
primary device 1s receiwved, learn, based on the third
response message, that the communication status of the
cloud device 1s abnormal, start a local backup mechanism
between the primary device and the secondary device, and
after successtiully starting the local backup mechanism,
receive the second user information sent by the primary
device for backup, where the third response message 1s used
to notify that a link disconnection timeout occurs between
the primary device and the cloud device.

In a possible design of this application, the secondary
device further mcludes a link reestablishment module con-
figured to, if a fourth response message returned by the
primary device 1s received, complete link reestablishment
between the secondary device and the cloud device, where
the fourth response message 1s used to notily that no link
disconnection timeout occurs between the primary device
and the cloud device.

In a possible design of this application, the secondary
device further icludes a notification responding module
configured to, 1f a second notification message sent by the
primary device 1s received, make a response to the second
notification message, where the second notification message
1s sent by the primary device alter the primary device detects
that a link disconnection timeout occurs between the pri-
mary device and the cloud device, the second notification
message 15 used to notily the secondary device that the link
disconnection timeout occurs between the primary device
and the cloud device, and the response of the secondary
device to the second notification message 1s used by the
primary device to determine the communication status of the
cloud device.
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In a possible design of this application, the notification
responding module 1s further configured to start a local
backup mechanism between the primary device and the
secondary device such that after the local backup mecha-
nism 1s started, the primary device determines that the
communication status of the cloud device 1s abnormal, and
the local backup module i1s further configured to, after the
local backup mechanism 1s successiully started, receive the
second user mformation sent by the primary device for
backup.

In a possible design of this application, the notification
responding module 1s further configured to return a notifi-
cation response message to the primary device, where the
notification response message 1s used to nstruct the primary
device to wait for completing link reestablishment with the
cloud device such that the primary device sends obtained
third user information to the cloud device 1n batches atter the
link reestablishment succeeds, the third user information 1s
stored by the cloud device and provided to the secondary
device, and the third user information 1s to-be-backed-up
information of user equipment that gets online from the
prlmary device after a link disconnection occurs between the
primary device and the cloud device and before the link
reestablishment succeeds.

In a possible design of this application, the local backup
module 1s further configured to start a local backup mecha-
nism between the primary device and the secondary device
if 1t 1s determined that quality of a link between the sec-
ondary device and the cloud device 1s lower than a preset
quality threshold and/or it 1s determined that quality of a link
between the primary device and the cloud device 1s lower
than a preset quality threshold such that after the local
backup mechanism 1s started, the primary device determines
that the communication status of the cloud device 1s abnor-
mal.

In a possible design of this application, the secondary
device further includes an identity switching module con-
figured to switch the secondary device identity of the
secondary device to a primary device i1dentity when 1t 1s
determined that the secondary device and the cloud device
can normally communicate with each other and that the
secondary device and the primary device cannot normally
communicate with each other.

In a possible design of this application, that the secondary
device and the primary device cannot normally communi-
cate with each other includes a link disconnection timeout
occurs between the secondary device and the primary
device, or quality of a link between the secondary device and
the primary device 1s lower than a preset quality threshold.

According to a seventh aspect, an embodiment of this
application further provides a primary device, and the pri-
mary device includes a processor, a memory, a communi-
cations interface, and a bus. The processor, the communi-
cations interface, and the memory communicate with each
another using the bus, the communications interface 1is
configured to recerve and send data, the memory 1s config-
ured to store an instruction, and the processor 1s configured
to execute the instruction 1in the memory, to perform the
method 1n any item of the first aspect.

According to an eighth aspect, an embodiment of this
application further provides a cloud device, and the cloud
device includes a processor, a memory, a communications
interface, and a bus. The processor, the communications
interface, and the memory communicate with each other
using the bus, the communications interface 1s configured to
receive and send data, the memory 1s configured to store an
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instruction, and the processor 1s configured to execute the
instruction 1 the memory, to perform the method 1n any
item of the second aspect.

According to a ninth aspect, an embodiment of this
application further provides a secondary device, and the
secondary device includes a processor, a memory, a com-
munications interface, and a bus. The processor, the com-
munications interface, and the memory communicate with
cach other using the bus, the communications interface 1s
configured to receive and send data, the memory 1s config-
ured to store an mnstruction, and the processor 1s configured
to execute the instruction in the memory, to perform the
method 1n any item of the third aspect.

According to a tenth aspect, an embodiment of this
application provides a communications system, where the
communications system includes the primary device accord-
ing to the fourth aspect, the cloud device according to the
fifth device, and the secondary device according to the sixth
aspect, or the communications system includes the primary
device according to the seventh aspect, the cloud device
according to the eighth device, and the secondary device
according to the ninth aspect.

According to an eleventh aspect, an embodiment of this
application provides a computer-readable storage medium.
The computer-readable storage medium stores an instruc-
tion, and when the instruction 1s run on a computer, the
computer 1s enabled to perform the methods according to the
aspects.

According to a twelfth aspect, an embodiment of this
application further provides a computer program product
including an instruction. When the instruction 1s run on a
computer, the computer 1s enabled to perform the methods
described 1n the foregoing aspects.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1A 1s a schematic diagram 1 of a data flow direction

of a communications system;

FIG. 1B i1s a schematic diagram 2 of a data tlow direction
of a communications system;

FIG. 2 1s a schematic architectural composition diagram
of a communications system;

FIG. 3 1s a schematic architectural composition diagram

ol a communications system according to an embodiment of
this application;

FIG. 4 1s a schematic flowchart of data preparation
according to an embodiment of this application;

FIG. 5 1s a schematic interaction diagram of a normal
information backup method according to an embodiment of
this application;

FIG. 6A 1s a schematic interaction diagram 1 of a local
information backup method according to an embodiment of
this application;

FIG. 6B 1s a schematic interaction diagram 2 of a local
information backup method according to an embodiment of
this application;

FIG. 7A 1s a schematic interaction diagram 3 of a local
information backup method according to an embodiment of
this application;

FIG. 7B 1s a schematic interaction diagram 4 of a local
information backup method according to an embodiment of
this application;

FIG. 8A 1s a schematic interaction diagram 5 of a local
information backup method according to an embodiment of
this application;
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FIG. 8B 1s a schematic interaction diagram 6 of a local
information backup method according to an embodiment of
this application;

FIG. 9A 1s a schematic interaction diagram 7 of a local
information backup method according to an embodiment of
this application;

FIG. 9B 1s a schematic interaction diagram 8 of a local
information backup method according to an embodiment of
this application;

FIG. 10 1s a schematic composition diagram 1 of a
primary device according to an embodiment of this appli-
cation;

FIG. 11 1s a schematic composition diagram 1 of a cloud
device according to an embodiment of this application;

FIG. 12 1s a schematic composition diagram 1 of a
secondary device according to an embodiment of this appli-
cation;

FIG. 13 1s a schematic composition diagram 2 of a
primary device according to an embodiment of this appli-
cation;

FIG. 14 1s a schematic composition diagram 2 of a cloud
device according to an embodiment of this application; and

FIG. 15 1s a schematic composition diagram 2 of a
secondary device according to an embodiment of this appli-
cation.

DESCRIPTION OF EMBODIMENTS

The embodiments of this application provide an informa-
tion backup method and a related device, to ensure conti-
nuity of a user service.

FIG. 2 1s a schematic architectural diagram of an RUI
multi-server backup communications system according to
an embodiment of this application. In the communications
system, a router-A and a router-B may be routers, or may be
other devices that can implement backup of user informa-
tion, for example, switches. When it 1s negotiated according
to a primary-secondary protocol that the router-A 1s a
primary device and the router-B 1s a secondary device,
uplink and downlink traflic of user equipment may be
forwarded through the router-A, and the router-A may back
up information of the user equipment to the router-B through
an RBS channel.

Based on a system architecture shown in FIG. 2, an RUI
logical model thereot 1s as follows.

(1) A primary-secondary relationship between routers 1s
negotiated according to a primary-secondary protocol,
for example, the VRRP protocol. There may be one
primary device and a plurality of secondary devices,
but generally, one user service 1s corresponding to one
primary device and one secondary device, to imple-
ment backup of user information from the primary
device to the secondary device for the user service.

(2) A remote backup profile (RBP) 1s created to provide a
backup manner and a backup direction of user infor-
mation.

(3) An RBS 15 created to establish a data channel between
a primary device and a secondary device.

(4) The primary-secondary protocol and BFD are jointly
deployed to rapidly detect a communication fault
between user equipment and the primary device and
notily an upper-layer application when a fault occurs.

(5) The primary device advertises an address pool route to
a network side, user equipment may obtain an address
from an address pool after getting online, and the
secondary device withdraws a corresponding address
pool route. In this case, traflic between the network side
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and a user side 1s forwarded through the primary
device. In a fault scenario, for example, a fault occurs
on an interface 1 of the primary device, only a user
service corresponding to the faulty interface 1 1s
switched to the secondary device, but the primary
device still has another normal interface, for example,
an interface 2. Users of the interface 2 and the faulty
interface 1 share a same address pool. Therefore, the
address pool route advertised by the primary device
betore occurrence of the fault 1s not withdrawn, and
traflic of the user service corresponding to the faulty
interface 1, that 1s, service traflic between the network
side and a user side, may first reach the primary device
and then reach the secondary device through an RBS
channel for trailic forwarding.

FIG. 3 1s a schematic architectural composition diagram
of a communications system according to an embodiment of
this application. Based on the communications system
shown 1n FIG. 2, the communications system provided in
this embodiment of this application further includes a cloud
device. A type of the cloud device 1s not limited in this
embodiment of this application. For example, the cloud
device may be a standardized network component (SNC)
controller, a server, or a network management device. The
router-A and the router-B serve as local branch devices of a
cloud backup system, and the cloud device serves as a
centralized storage device of the cloud backup system.
When serving as a primary device, the router-A 1s configured
to upload user mnformation to the cloud device. When
serving as a secondary device, the router-B 1s configured to
obtain the user information from the cloud device {for
backup. In addition, usually, the router-A does not back up
user information to the router-B by default. The router-A can
back up user information to the router-B only when com-
munication between the router-A and/or the router-B and the
cloud device 1s abnormal. It should be noted that, for the
router-A and the router-B, 1n terms of trathc forwarding, the
router-A 1s mainly responsible for forwarding tratlic, while
the router-B 1s not responsible for forwarding traflic. To be
specific, when the router-A serves as a primary device, user
equipment gets online from the router-A, and the router-A 1s
responsible for forwarding service tratlic between the user
equipment and a network side, where for a specific traflic
forwarding manner, refer to the other approaches, and details
are not repeated herein, while as a secondary device, the
router-B 1s not responsible for forwarding trafhic for the user
equipment, but needs to back up user information of the user
equipment.

The following describes the embodiments of this appli-
cation with reference to accompanying drawings.

In the specification, claims, and accompanying drawings
of this application, the terms “first”, “second”, and so on are
merely intended to distinguish between similar objects but
do not necessarily indicate a specific order or sequence. It
should be understood that the terms used 1n such a way are
interchangeable 1n proper circumstances, which 1s merely a
discrimination manner that 1s used when objects having a

same attribute are described in the embodiments of this

application. In addition, the terms “include”, “contain™ and
any other variants mean to cover the non-exclusive inclusion
such that a process, method, system, product, or device that
includes a series of units 1s not necessarily limited to those
units, but may include other units not expressly listed or
inherent to such a process, method, system, product, or

device.
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The following describes 1n detail the information backup
method and the related device provided 1n the embodiments
of this application.

In some embodiments of this application, to 1implement
cloud backup, the following preparation work 1 and prepa-
ration work 2 need to be completed successively.

Preparation Work 1: Negotiate a Primary Device and a
Secondary Device According to a Primary-Secondary Pro-
tocol.

The following provides description using an example 1n
which negotiation objects in a primary-secondary relation-
ship are routers. When the communications system shown 1n
FIG. 3 includes a plurality of routers, which router 1s a
primary device and which router 1s a secondary device need
to be negotiated according to the primary-secondary proto-
col such as VRRP. Therefore, VRRP defines three states of
a router an 1nitialize state, a master state, and a backup state.
VRRP determines a role of each router based on a priority,
that 1s, determines a primary device and a secondary device.
A router with a luigher priority 1s more likely to become a
primary device.

Further, each router 1s operating in an imtialize state
during 1nitial creation of the VRRP. It a priority of a router
1s lower than 253, the router 1s switched from the initialize
state to a backup state, and then 1s switched to a master state
after a timer expires. A router that 1s first switched to a
master state learns a priority of another router through
exchange of a VRRP notification packet, to select a primary
device. During selection of a primary device, for each router
in a backup state, 11 a priority of a primary device in a VRRP
notification packet 1s higher than or equal to that of the
router, the router still keeps 1n a backup state, or if a priority
of a primary device in a VRRP notification packet 1s lower
than that of the router, when the router uses a preemption
mode, the router 1s switched from a backup state to a master
state 1n order to become a primary device, or when the router
uses a non-preemption mode, the router still keeps 1n a
backup state.

Preparation Work 2: Enable a Cloud Device to Learn that
the Primary Device has a Primary Device Identity and that
the Secondary Device has a Secondary Device Identity.

FIG. 4 1s a schematic flowchart of a data preparation
method, including the following steps.

S401: A primary device establishes a connection to a
cloud device, and a secondary device establishes a connec-
tion to the cloud device.

After a primary device and a secondary device are nego-
tiated according to a primary-secondary protocol, the pri-
mary device and the secondary device each may establish a
connection to the cloud device according to the Network
Configuration Protocol (NETCONF), the Simple Network
Management Protocol (SNMP), or the like.

S402: The primary device sends a first 1dentity notifica-
tion to the cloud device, where the first 1dentity notification
1s a nofification indicating that the primary device has a
primary device identity, and the secondary device sends a
second 1dentity notification to the cloud device, where the
second 1dentity notification 1s a notification indicating that
the secondary device has a secondary device identity.

For example, the first identity notification may include a
unmique 1dentifier of the primary device and an 1dentifier of a
primary device identity, for example, an IP address of the
primary device and “primary”’. Likewise, the second 1dentity
notification may include a unique 1dentifier of the secondary
device and an identifier of a secondary device identity, for
example, an IP address of the secondary device and *“sec-
ondary”.
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S403: The cloud device establishes a storage entry.

After receiving the first identity notification, the cloud
device establishes a storage entry for the primary device, for
example, an IP address of the primary device: primary.
Likewise, after receiving the second identity notification, the
cloud device establishes a storage entry for the secondary
device, for example, an IP address of the secondary device:
secondary.

S404: The primary device and the secondary device
establish an RBS channel through a three-way handshake.

In addition, the primary device and the secondary device
turther need to establish an RBS channel through a three-
way handshake, to implement information backup from the
primary device to the secondary device through the RBS
channel when a local backup mechanism between the pri-
mary device and the secondary device 1s started. A process
of the three-way handshake 1s as follows.

In a first handshake, the primary device sends a synchro-
nous (SYN) packet to the secondary device, and then waits
for an acknowledgement of the secondary device, where
SYN 1s a handshake signal used when a Transmission
Control Protocol (TCP)/IP connection 1s established. In a
second handshake, when recerving the SYN packet sent by
the primary device, the secondary device sends an SYN+
ACK packet to the primary device, where ACK 1s an
acknowledgement character. In a third handshake, after
receiving the SYN+ACK packet sent by the secondary
device, the primary device sends an acknowledgement
packet ACK to the secondary device, and after the packet 1s
sent, the primary device and the secondary device enter a
TCP connection success state in order to complete the
three-way handshake.

After the foregoing preparation work 1s completed, user
information backup may be implemented according to the
tollowing embodiments of this application.

FIG. 5 1s a schematic interaction diagram of an informa-
tion backup method according to an embodiment of this
application. The information backup method may include
the following steps.

S301: A primary device obtains first user information,
where the first user information 1s to-be-backed-up infor-
mation of user equipment that gets online from the primary
device when a communication status of a cloud device 1s
normal.

When the communication status of the cloud device 1s
normal, that 1s, the primary device can normally communi-
cate with the cloud device and a secondary device can also
normally communicate with the cloud device, after user
equipment successiully gets online through the primary
device, the primary device obtains to-be-backed-up infor-
mation of the user equipment. The to-be-backed-up infor-
mation may include a media access control (IMAC) address,
an IP address, a Dynamic Host Configuration Protocol
(DHCP) lease term, DHCP option 82, and the like of the user
equipment.

The foregoing provides description using a manner of
obtaining to-be-backed-up information when user equip-
ment gets online using the DHCP as an example.

When user equipment needs to get online through the
primary device, the user equipment first sends a discovery
packet to the primary device, where the discovery packet
carries a MAC address of the user equipment. In this way,
the primary device obtains the MAC address of the user
equipment. Then a server allocates an IP address to the user
equipment through the primary device through packet
exchange between the user equipment, the primary device,
and the server such that the primary device obtains the IP
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address of the user equipment. The server further configures
a DHCP lease term while allocating the IP address to the user
equipment such that the primary device obtains the DHCP
lease term of the user equipment. For DHCP option 82, the
user equipment carries DHCP option 82 when performing
dial-up to get online, and the primary device may also
regenerate DHCP option 82 according to a principle of the
primary device. In this way, the primary device obtains the
DHCP option 82 of the user equipment.

S502: The primary device uploads the obtained first user
information to the cloud device when determining that the
communication status of the cloud device 1s normal.

After generating the first user information, the primary
device backs up the first user information to the cloud
device.

In some embodiments of this application, the primary
device may upload the first user information to the cloud
device 1n a real-time uploading manner or a batch uploading
manner. Further, when the real-time uploading manner 1s
used, after generating the first user information, the primary
device immediately uploads the first user information to the
cloud device, or when the batch uploading manner 1s used,
all first user information that has not been uploaded 1is
uploaded 1n batches at a predicted time interval, for
example, 1 second.

It should be noted that, after link reestablishment between
the primary device and the cloud device 1s completed, the
primary device also backs up user information to the cloud
device 1n batches. For details, refer to step S603a 1n FIG. 6 A
and step S7076 1in FIG. 7B.

In addition, in some other scenarios, batch uploading also
needs to be performed. Further, description 1s provided with
reference to FIG. 3. If user equipment gets online through
the router-A, and a fault occurs on a communications link 1
between the user equipment and the router-A, a primary-
secondary protocol functions, that i1s, the communications
link 1 should be switched from a primary device identity to
a secondary device identity, while a communications link 2,
corresponding to the communications link 1, of the router-B
should be switched from a secondary device identity to a
primary device i1dentity in order to ensure continuity of a
user service ol the user equipment using the communica-
tions link 2. However, 11 the router-A 1s uploading data in
batches to the cloud device using an interface corresponding
to the communications link 1, to ensure that backed-up data
1s not lost, primary-secondary switching 1s performed after
batch uploading ends.

S503: The cloud device receives and stores the first user
information.

The cloud device records identity information of the
primary device (for example, an IP address of the primary
device). Therelore, after recerving the first user information,
the cloud device may determine, based on the identity
information of the primary device, that the first user infor-
mation 1s uploaded by the primary device, and further store
the first user information.

S504: The secondary device obtains the first user infor-
mation from the cloud device for backup.

The cloud device mstructs the secondary device to down-
load the first user information, or the cloud device directly
delivers the first user information to the secondary device
such that the secondary device backs up the user informa-
tion.

It should be noted that 1n a normal case, the secondary
device does not proactively back up data to the cloud device.
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If the secondary device backs up data to the cloud device, the
cloud device may discard the data based on a recorded
secondary device identity.

It may be understood that, when a fault occurs on a
communications link 1 between the user equipment and the
primary device, that 1s, the user equipment cannot forward
service traflic to a network side through the primary device,
a communications link 2, corresponding to the communica-
tions link 1, of the secondary device 1s switched to a primary
device. In this way, the new primary device may continue to
perform a user service of the user equipment through the link
2 based on backed-up information of the user equipment 1n
order to ensure continuity of the user service.

In this embodiment of this application, when the commu-
nication status of the cloud device 1s normal, 1f user equip-
ment gets online from the primary device, the primary
device generates to-be-backed-up information of the user
equipment and uploads the to-be-backed-up information to
the cloud device. In this way, the secondary device can
obtain the to-be-backed-up information from the cloud
device for backup. It can be learned that in this embodiment
of this application, the primary device backs up information
to the secondary device usmg the cloud device. This avoids
discontinuity of a user service caused when the primary
device directly backs up information to the secondary
device.

The foregoing describes a method for implementing data
backup using the cloud device when the communication
status of the cloud device 1s normal. However, when the
communication status of the cloud device 1s abnormal, the
primary device cannot back up data to the cloud device
and/or the secondary device cannot obtain to-be-backed-up
data from the cloud device. In this case, if the primary device
and the secondary device can normally communicate with
cach other, a local backup mechanism between the primary
device and the secondary device may be started, to imple-
ment direct backup from the primary device to the secondary
device. The following provides specific description.

In some embodiments of this application, the information
backup method provided in this embodiment of this appli-
cation may further include step S505 The primary device
determines the communication status of the cloud device,
and the primary device sends obtained second user infor-
mation to the secondary device for backup when determin-
ing that the communication status of the cloud device is
abnormal and that the primary device and the secondary
device can normally communicate with each other. The
second user mformation 1s to-be-backed-up information of
user equipment that gets online from the primary device
when the communication status of the cloud device 1s
abnormal. In this embodiment, when the communication
status of the cloud device 1s abnormal, a local backup
mechanism between the primary device and the secondary
device 1s started. In this case, 1f user equipment gets online
from the primary device, the primary device obtains to-be-
backed-up information, that 1s, second user information, of
the user equipment and sends the second user information to
the secondary device for backup through an RBS channel. It
can be learned that, when data backup cannot be imple-
mented using the cloud device, an existing local backup
mechanism 1s used 1n order to improve backup reliability.

The following describes 1n detail specific implementa-
tions of the foregoing local backup method.

It should be noted that, for the secondary device, 11 the
primary device first detects that a link disconnection timeout
occurs between the primary device and the cloud device,
local backup 1s 1implemented according to the following
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process shown 1n FIG. 6A. Certainly, a primary-secondary
protocol may pre-specity a router device that initiates a local
backup mechanism. When the primary-secondary protocol
specifies that a primary device 1s responsible for mnitiating a
local backup mechanism, 1f the primary device first detects
that a link disconnection timeout occurs between the pri-
mary device and the cloud device, local backup 1s 1mple-
mented according to the following process shown in FIG.
6A. On the contrary, 1f the secondary device first detects that
a link disconnection timeout occurs between the secondary
device and the cloud device, local backup 1s implemented
according to the following process shown in FIG. 6B.
Details are as follows.

FIG. 6A 1s a schematic interaction diagram of a method
for local backup of user information. The local backup
method may include the following steps.

S601a: A primary device sends a first query message to a
secondary device if detecting that a link disconnection
timeout occurs between the primary device and a cloud
device and determining that the primary device and the
secondary device can normally communicate with each
other, where the first query message 1s used to query whether
a link disconnection timeout occurs between the secondary
device and the cloud device.

For the secondary device, if the primary device first
detects that the link disconnection timeout occurs between
the primary device and the cloud device, the primary device
queries whether a link disconnection timeout also occurs
between the secondary device and the cloud device.

Then the primary device may determine a communication
status of the cloud device based on a response message
received from the secondary device, that i1s, determine
whether the communication status of the cloud device 1s
normal or abnormal. The communication status of the cloud
device may be determined according to the following steps.

S602a: Alter recerving a first query message, the second-
ary device detects whether a link disconnection timeout
occurs between the secondary device and the cloud device,
and if a link disconnection timeout occurs, the secondary
device returns a first response message to the primary
device, where the first response message notifies that the link
disconnection timeout occurs between the secondary device
and the cloud device, or 1f no link disconnection timeout
occurs link disconnection timeout occurs, the secondary
device returns a second response message to the primary
device, where the second response message 1s used to notily
that no link disconnection timeout occurs between the
secondary device and the cloud device.

S603a: If recerving the first response message returned by
the secondary device, the primary device determines that a
communication status of the cloud device 1s abnormal, starts
a local backup mechamism between the primary device and
the secondary device, and sends second user information to
the secondary device for backup after successiully starting
the local backup mechanism.

After receiving the first response message and when
determining that the link disconnection timeout occurs
between the primary device and the cloud device and that the
link disconnection timeout occurs between the secondary
device and the cloud device, the primary device determines
that a fault occurs on the cloud device. In this case, the
primary device cannot back up data to the cloud device, and
the secondary device cannot obtain to-be-backed-up data
from the cloud device either.

In this case, the primary device initiates a three-way
handshake with the secondary device, to start the local
backup mechanism between the primary device and the
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secondary device. The primary device directly backs up the
second user iformation to the secondary device alter suc-
cessiully starting the local backup mechanism. In addition,
the primary device no longer sends to-be-backed-up data to
the cloud device, and the secondary device no longer obtains
to-be-backed-up data from the cloud device. For a specific
process of the three-way handshake, refer to related descrip-
tion 1 S404, and details are not repeated herein.

S604a: If recerving the second response message returned
by the secondary device, the primary device determines that
a communication status of the cloud device 1s normal, and
performs link reestablishment with the cloud device.

After recerving the second response message, the primary
device determines that a short link disconnection occurs
only between the primary device and the cloud device. In
this case, the primary device may perform link reestablish-
ment with the cloud device, to restore a connection to the
cloud device.

S605a: After the link reestablishment between the pri-
mary device and the cloud device succeeds, the primary
device sends obtained third user information to the cloud
device 1n batches for backup.

After a link disconnection occurs between the primary
device and the cloud device and before the link reestablish-
ment between the primary device and the cloud device
succeeds, one or more user equipments may have got online
from the primary device. In this embodiment, to-be-backed-
up information of each user equipment 1s defined as third
user information. Therefore, after the link reestablishment
succeeds, the primary device may upload the third user
information to the cloud device 1n batches, to ensure that the
secondary device can back up the third user information
from the cloud device 1n a timely manner.

S606a: The cloud device receives and stores the third user
information.

The cloud device records identity information of the
primary device (for example, an IP address of the primary
device). Therefore, after receiving the third user informa-
tion, the cloud device may determine, based on the 1dentity
information of the primary device, that the third user infor-
mation 1s uploaded by the primary device, and further store
the third user information.

S607a: The secondary device obtains the third user infor-
mation from the cloud device for backup.

Then the cloud device 1nstructs the secondary device to
download the third user information, or the cloud device
directly delivers the third user information to the secondary
device 1n order to implement backup of the user information.

FIG. 6B i1s a schematic interaction diagram of a method
for local backup of user information. The local backup
method may include the following steps.

S6015: A secondary device sends a first noftification
message to a primary device if detecting that a link discon-
nection timeout occurs between the secondary device and a
cloud device and determining that the secondary device and
the primary device can normally communicate with each
other, where the first notification message 1s used to notily
that the link disconnection timeout occurs between the
secondary device and the cloud device.

For the primary device, 11 the secondary device first
detects that the link disconnection timeout occurs between
the secondary device and the cloud device, the secondary
device notifies the primary device that the link disconnection
timeout occurs between the secondary device and the cloud
device, and after recerving the first notification message, the
primary device may determine a communication status of
the cloud device based on a link status between the primary
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device and the cloud device, that 1s, determine whether the
communication status of the cloud device i1s normal or
abnormal. The communication status of the cloud device
may be determined according to the following steps.

S602b6: After recerving the first notification message, the
primary device determines whether a link disconnection
timeout occurs between the primary device and the cloud
device, and 1f a link disconnection timeout occurs, the
primary device determines that a communication status of
the cloud device 1s abnormal, and performs S6035, or if no
link disconnection timeout occurs, the primary device deter-
mines that a communication status of the cloud device 1s
normal, and performs S6045.

I1 the link disconnection timeout also occurs between the
primary device and the cloud device, the primary device
cannot back up data to the cloud device, and the secondary
device cannot obtain to-be-backed-up data from the cloud
device either. Therefore, the primary device determines that
a fault occurs on the cloud device.

S603bH: The primary device starts a local backup mecha-
nism between the primary device and the secondary device,
and sends second user information to the secondary device
for backup after successtully starting the local backup
mechanism.

The primary device mnitiates a three-way handshake with
the secondary device after determining that a fault occurs on
the cloud device, to start the local backup mechanism
between the primary device and the secondary device. The
primary device directly backs up the second user informa-
tion to the secondary device after successiully starting the
local backup mechanism. In addition, the primary device no
longer sends to-be-backed-up data to the cloud device, and
the secondary device no longer obtains to-be-backed-up data
from the cloud device. For a specific process of the three-
way handshake, refer to related description 1 S404, and
details are not repeated herein.

S604bH: The primary device sends a reestablishment wait-
ing notification to the secondary device, where the reestab-
lishment waiting notification 1s used to instruct the second-
ary device to wait for completing link reestablishment with
the cloud device.

If no link disconnection timeout occurs between the
primary device and the cloud device, that 1s, a short discon-
nection occurs only between the secondary device and the
cloud device, the primary device instructs the secondary
device to wait for completing link reestablishment with the
cloud device. After receiving the notification, the secondary
device temporarily stops obtaining to-be-backed-up data
from the cloud device, but obtains to-be-backed-up data
from the cloud device after a connection between the
secondary device and the cloud device 1s restored.

It can be learned from the local backup processes shown
in FIG. 6A and FIG. 6B that, if the link disconnection
timeout occurs between the primary device and the cloud
device and the link disconnection timeout occurs between
the secondary device and the cloud device, that i1s, the
primary device cannot back up data to the cloud device, and
the secondary device cannot obtain to-be-backed-up data
from the cloud device either, it indicates that a fault may
have occurred on the cloud device. In this case, a backup
mechamism based on the cloud device needs to be switched
to a local backup mechanism between the primary device
and the secondary device. This can ensure that information
of a user that gets online from the primary device can be
backed up on the secondary device side 1n a timely manner.
In this way, once a fault occurs on a communications link
between user equipment and the primary device, the sec-
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ondary device may take over work of the primary device 1n
a timely manner in order to ensure continuity of a user
service. In addition, 1 a link disconnection occurs only
between the cloud device and one of the primary device and
the secondary device, 1t indicates that no fault occurs on the
cloud device. Usually, a connection can be restored rapidly
from the short link disconnection. Therefore, a party that
encounters a link disconnection may perform data backup
using the cloud device after connection restoration.

However, to avoid a case 1n which a connection of a party
that encounters a link disconnection cannot be restored
rapidly, 1n another implementation, the primary device
directly imitiates a local backup mechanism provided that the
link disconnection timeout occurs between the cloud device
and one of the primary device and the secondary device but
the primary device and the secondary device can normally
communicate with each other, and sends to-be-backed-up
information to the secondary device for backup after suc-
cessiully mitiating the local backup mechanism. To be
specific, in FIG. 6 A, when the link disconnection timeout
occurs between the primary device and the cloud device,
S603a 1s directly performed, and other steps are not per-
formed, 1n FIG. 6B, when the link disconnection timeout
occurs between the secondary device and the cloud device,
S60156 and S6035H are successively performed, and other
steps are not performed.

It should be noted that, 1n the foregoing embodiments
shown 1n FIG. 6 A and FIG. 6B, the primary device starts the
local backup mechanism, while 1n the following embodi-
ments shown in FIG. 7A and FIG. 7B, a secondary device
starts a local backup mechanism. The following describes 1n
detail the embodiments shown m FIG. 7A and FIG. 7B.

It should be noted that, for the primary device, 1f the
secondary device first detects that a link disconnection
timeout occurs between the secondary device and the cloud
device, local backup 1s implemented according to the fol-
lowing process shown in FIG. 7A. Certainly, when a pri-
mary-secondary protocol specifies that a secondary device 1s
responsible for mitiating a local backup mechanism, 1f the
secondary device first detects that a link disconnection
timeout occurs between the secondary device and the cloud
device, local backup 1s implemented according to the fol-
lowing process shown 1n FIG. 7A. On the contrary, if the
primary device first detects that a link disconnection timeout
occurs between the primary device and the cloud device,
local backup 1s 1implemented according to the following
process shown 1n FIG. 7B. Details are as follows.

FIG. 7A 1s a schematic interaction diagram of a method
for local backup of user information. The local backup
method may include the following steps.

S701a: A secondary device sends a second query message
to a primary device if detecting that a link disconnection
timeout occurs between the secondary device and a cloud
device and that the secondary device and the primary device
can normally communicate with each other, where the
second query message 1s used to query whether a link
disconnection timeout occurs between the primary device
and the cloud device.

For the primary device, 11 the secondary device first
detects that the link disconnection timeout occurs between
the secondary device and the cloud device, the secondary
device queries whether a link disconnection timeout also
occurs between the primary device and the cloud device.

Then the primary device may determine a communication
status of the cloud device based on a link status between the
primary device and the cloud device after receiving the
second query message, that 1s, determine whether the com-
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munication status of the cloud device 1s normal or abnormal.
The communication status of the cloud device may be
determined according to the following steps.

S702a: After receiving the second query message, the
primary device detects whether a link disconnection timeout
occurs between the primary device and the cloud device, and
if a link disconnection timeout occurs, the primary device
determines that a communication status of the cloud device
1s abnormal, and returns a third response message to the
secondary device, where the third response message 1s used
to notily that the link disconnection timeout occurs between
the primary device and the cloud device, or if no link
disconnection timeout occurs, the primary device deter-
mines that a communication status of the cloud device 1s
normal, and returns a fourth response message to the sec-
ondary device, where the fourth response message 1s used to
notily that no link disconnection timeout occurs between the
primary device and the cloud device.

S703a: If receiving the third response message returned
by the primary device, the secondary device starts a local
backup mechanism between the primary device and the
secondary device.

After recerving the third response message, the secondary
device determines that the link disconnection timeout occurs
between the primary device and the cloud device and that the
link disconnection timeout occurs between the secondary
device and the cloud device. In this case, the secondary
device determines that a fault occurs on the cloud device.
Therefore, the primary device cannot back up data to the
cloud device, and the secondary device cannot obtain to-be-
backed-up data from the cloud device either. In this case, the
secondary device mitiates a three-way handshake with the
primary device to start the local backup mechanism between
the primary device and the secondary device. For a specific
process of the three-way handshake, refer to related descrip-
tion 1 S404, and details are not repeated herein.

S704a: The primary device sends second user information
to the secondary device for backup after the local backup
mechanism 1s successtully initiated.

The primary device directly backs up the second user
information to the secondary device after the local backup
mechanism 1s successtully started. In addition, the primary
device no longer sends to-be-backed-up data to the cloud
device, and the secondary device no longer obtains to-be-
backed-up data from the cloud device.

ST7035a: I receiving the fourth response message returned
by the primary device, the secondary device waits for
completing link reestablishment with the cloud device.

After recerving the fourth response message, the second-
ary device determines that a short link disconnection occurs
only between the secondary device and the cloud device. In
this case, the secondary device may perform link reestab-
lishment with the cloud device, to restore a connection to the
cloud device.

Belfore the link reestablishment between the secondary
device and the cloud device succeeds, one or more user
equipments may have got online from the primary device,
and the primary device has generated to-be-backed-up infor-
mation of the user equipment and backed up the to-be-
backed-up information to the cloud device. Therefore, after
the link reestablishment succeeds, the secondary device may
obtain the data from the cloud device in batches for backup.

FIG. 7B 1s a schematic interaction diagram of a method
for local backup of user information. The local backup
method may include the following steps.

S7016: A primary device sends a second notification
message to a secondary device if detecting that a link
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disconnection timeout occurs between the primary device
and a cloud device and that the primary device and the
secondary device can normally communicate with each
other, where the second notification message 1s used to
notily the secondary device that the link disconnection
timeout occurs between the primary device and the cloud
device.

For the secondary device, i1f the primary device first
detects that the link disconnection timeout occurs between
the primary device and the cloud device, the primary device
notifies the secondary device that the link disconnection
timeout occurs between the primary device and the cloud
device. In this case, the primary device may determine a
communication status of the cloud device based on a
response of the secondary device to the second notification
message, that 1s, determine whether the communication
status of the cloud device 1s normal or abnormal. The
communication status ol the cloud device may be deter-
mined according to the following steps.

S702b6: After receiving the second notification message,
the secondary device determines whether a link disconnec-
tion timeout occurs between the secondary device and the
cloud device, and 1f a link disconnection timeout occurs,
performs S7035b, or 1f no link disconnection timeout occurs,
performs S705b.

If the link disconnection timeout also occurs between the
secondary device and the cloud device, the primary device
cannot back up data to the cloud device, and the secondary
device cannot obtain to-be-backed-up data from the cloud
device either. Therefore, the secondary device determines
that a fault occurs on the cloud device.

S7036: The secondary device initiates a local backup
mechanism between the primary device and the secondary
device.

The secondary device mmitiates a three-way handshake
with the primary device after determining that a fault occurs
on the cloud device, to start the local backup mechanism
between the primary device and the secondary device. For a
specific process of the three-way handshake, refer to related
description i S404, and details are not repeated herein.

S704b6. After the local backup mechanism 1s successiully
started, the primary device determines that a communication
status of the cloud device 1s abnormal, and sends second user
information to the secondary device for backup.

The primary device directly backs up the second user
information to the secondary device after the local backup
mechanism 1s successiully started. In addition, the primary
device no longer sends to-be-backed-up data to the cloud
device, and the secondary device no longer obtains to-be-
backed-up data from the cloud device.

S705b: The secondary device returns a nofification
response message to the primary device, where the notifi-
cation response message 1s used to instruct the primary
device to wait for completing link reestablishment with the
cloud device.

If no link disconnection timeout occurs between the
secondary device and the cloud device, that 1s, a short
disconnection occurs only between the primary device and
the cloud device, the secondary device instructs the primary
device to wait for completing link reestablishment with the
cloud device. After receiving the notification, the primary
device temporanly stops backing up data to the cloud
device, but backs up data to the cloud device after a
connection between the primary device and the cloud device
1s restored.

S70606: After recerving the notification response message,
the primary device determines whether the communication
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status of the cloud device 1s normal, and the primary device
performs link reestablishment with the cloud device.

ST07b: After the link reestablishment between the pri-
mary device and the cloud device succeeds, the primary
device sends obtained third user information to the cloud
device 1n batches.

After a link disconnection occurs between the primary
device and the cloud device and before the link reestablish-
ment between the primary device and the cloud device
succeeds, one or more user equipments may have got online
from the primary device. In this embodiment, to-be-backed-
up information of each user equipment 1s defined as third
user information. Therefore, after the link reestablishment
succeeds, the primary device may send the third user infor-
mation to the cloud device in batches, to ensure that the
secondary device can back up the third user information
from the cloud device 1n a timely manner.

S708b: The cloud device recerves and stores the third user
information.

The cloud device records identity information of the
primary device (for example, an IP address of the primary
device). Therefore, after receiving the third user informa-
tion, the cloud device may determine, based on the 1dentity
information of the primary device, that the third user infor-
mation 1s uploaded by the primary device, and further store
the third user information.

S709b6: The secondary device obtains the third user infor-
mation from the cloud device for backup.

Then the cloud device instructs the secondary device to
download the third user information, or the cloud device
directly delivers the third user information to the secondary
device 1n order to implement backup of the user information.

It can be learned from the local backup processes shown
in FIG. 7A and FIG. 7B that, 1if the link disconnection
timeout occurs between the primary device and the cloud
device and the link disconnection timeout occurs between
the secondary device and the cloud device, that 1s, the
primary device cannot back up data to the cloud device, and
the secondary device cannot obtain to-be-backed-up data
from the cloud device either, it indicates that a fault may
have occurred on the cloud device. In this case, a backup
mechanism based on the cloud device needs to be switched
to a local backup mechanism between the primary device
and the secondary device. This can ensure that information
of a user that gets online from the primary device can be
backed up on the secondary device side 1n a timely manner.
In this way, once a fault occurs on a commumnications link
between user equipment and the primary device, the sec-
ondary device may take over work of the primary device 1n
a timely manner i order to ensure continuity of a user
service. In addition, 1 a link disconnection occurs only
between the cloud device and one of the primary device and
the secondary device, 1t indicates that no fault occurs on the
cloud device. Usually, a connection can be restored rapidly
from the short link disconnection. Therefore, a party that
encounters a link disconnection may perform data backup
using the cloud device after connection restoration.

However, to avoid a case 1n which a connection of a party
that encounters a link disconnection cannot be restored
rapidly, 1n another implementation, the secondary device
directly mnitiates a local backup mechanism provided that the
link disconnection timeout occurs between the cloud device
and one of the primary device and the secondary device but
the primary device and the secondary device can normally
communicate with each other, and the primary device sends
to-be-backed-up information to the secondary device for
backup after the local backup mechanism i1s successtully
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mitiated. To be specific, in FIG. 7A, when the link discon-
nection timeout occurs between the secondary device and
the cloud device, S703a and S704a are successively per-
formed, and other steps are not performed, 1n FIG. 7B, when
the link disconnection timeout occurs between the primary
device and the cloud device, S7015, S7035, and S7045 are
successively performed, and other steps are not performed.

It should be noted that, when the primary device or the
secondary device detects that quality of a link between the
cloud device and one of the primary device and the second-
ary device 1s low, if the primary device and the secondary
device can normally communicate with each other, the
primary device or the secondary device starts a local backup
mechanism between the primary device and the secondary
device. The following provides specific description with
reference to embodiments shown 1n FIG. 8A, FIG. 8B, FIG.
9A, and FIG. 9B. In addition, in another implementation of
this embodiment, when quality of a link between the primary
device and the cloud device 1s low and quality of a link
between the secondary device and the cloud device 1s also
low, 1t the primary device and the secondary device can

normally communicate with each other, a local backup
process similar to those shown 1n FIG. 6A, FIG. 6B, FIG.

7A, and FIG. 7B may be used, provided that the “link
disconnection timeout” in embodiments shown in FIG. 6A,
FIG. 6B, FIG. 7A, and FIG. 7B 1s replaced with “link quality
1s lower than a preset quality threshold™.

It should be noted that, for the primary device, if the
primary device first detects that quality of a link between the
primary device and the cloud device 1s lower than a preset
quality threshold, local backup 1s implemented according to
the following process shown 1 FIG. 8A. Certainly, a pri-
mary-secondary protocol may pre-specily a router device
that 1mitiates a local backup mechanism. When the primary-
secondary protocol specifies that a primary device 1s respon-
sible for imitiating a local backup mechanism, 11 the primary
device first detects that quality of a link between the primary
device and the cloud device 1s lower than a preset quality
threshold, local backup 1s implemented according to the
tollowing process shown i FIG. 8A. On the contrary, if the
secondary device first detects that quality of a link between
the secondary device and the cloud device 1s lower than a
preset quality threshold, local backup i1s implemented
according to the following process shown in FIG. 8B.
Details are as follows.

FIG. 8A 1s a schematic interaction diagram of a method
for local backup of user information. The local backup
method may include the following steps.

S801a: If detecting that quality of a link between a
primary device and a cloud device 1s lower than a preset
quality threshold and that the primary device and a second-
ary device can normally communicate with each other, the
primary device determines that a communication status of
the cloud device 1s abnormal, and starts a local backup
mechanism between the primary device and the secondary
device.

For the secondary device, i1f the primary device first
detects that the quality of the link between the primary
device and the cloud device 1s low, the primary device
initiates the local backup mechanism 1n a timely manner.

S802a: The primary device sends second user information
to the secondary device for backup after successiully 1niti-
ating the local backup mechanism.

When the quality of the link between the primary device
and the cloud device 1s lower than the preset quality thresh-
old, 1t indicates that the quality of the link between the two
devices 1s relatively low or a fault occurs on a controller. In
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this case, 1f the primary device still backs up data to the
cloud device, a data loss may occur. Therefore, when an
RBS channel between the primary device and the secondary
device has continuity and relatively high quantity, the pri-
mary device may initiate a three-way handshake with the
secondary device, to start the local backup mechanism
between the primary device and the secondary device. The
primary device backs up the second user information to the
secondary device after successiully mitiating the local
backup mechanism. In addition, the primary device no
longer sends to-be-backed-up data to the cloud device, and
the secondary device no longer obtains to-be-backed-up data
from the cloud device.

For a specific process of the three-way handshake, refer to
related description 1n S404, and details are not repeated
herein.

FIG. 8B 1s a schematic interaction diagram of a method
for local backup of user information. The local backup
method may include the following steps.

S8015H: I detecting that quality of a link between a
secondary device and a cloud device 1s lower than a preset
quality threshold and that the secondary device and a
primary device can normally communicate with each other,
the secondary device sends a third notification message to
the primary device.

For the primary device, 1f the secondary device first
detects that the quality of the link between the secondary
device and the cloud device 1s low, the secondary device
notifies the primary device that the quality of the link
between the secondary device and the cloud device 1s
deteriorated such that the primary device starts a local
backup mechanism 1n a timely manner.

S8025: After recerving the third notification message sent
by the secondary device, the primary device determines that
a communication status of the cloud device 1s abnormal, and
starts a local backup mechanism between the primary device
and the secondary device.

S8035: The primary device sends second user information
to the secondary device for backup after successiully 1niti-
ating the local backup mechanism.

When the quality of the link between the secondary
device and the cloud device 1s lower than the preset quality
threshold, it indicates that the quality of the link between the
two devices 1s relatively low or a fault occurs on a controller.
In this case, 1f the secondary device still obtains to-be-
backed-up data from the cloud device, a data loss may occur.
Therefore, when an RBS channel between the primary
device and the secondary device has continuity and rela-
tively high quantity, the primary device may initiate a
three-way handshake with the secondary device, to start the
local backup mechanism between the primary device and the
secondary device. The primary device backs up the second
user information to the secondary device after successtully
mitiating the local backup mechamism. In addition, the
secondary device no longer obtains to-be-backed-up data
from the cloud device.

For a specific process of the three-way handshake, refer to
related description 1n S404, and details are not repeated
herein.

In addition, when the quality of the link between the
secondary device and the cloud device 1s low, 1f quality of
a link between the primary device and the cloud device 1s
relatively high, the primary device may back up data to the
cloud device while backing up data to the secondary device,
or if quality of a link between the primary device and the
cloud device 1s also low, the primary device no longer sends
to-be-backed-up data to the cloud device.
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It should be noted that, in the foregoing embodiments
shown in FIG. 8A and FIG. 8B, the primary device starts the
local backup mechanism, while 1n the following embodi-
ments shown 1n FIG. 9A and FIG. 9B, a secondary device
starts a local backup mechanism. The following describes 1n

detail the embodiments shown 1in FIG. 9A and FIG. 9B.

It should be noted that, for the secondary device, 11 the
secondary device first detects that quality of a link between
the secondary device and the cloud device i1s lower than a
preset quality threshold, local backup 1s 1mplemented
according to the following process shown i FIG. 9A.
Certainly, when a primary-secondary protocol specifies that
a secondary device 1s responsible for mitiating a local
backup mechanism, 11 the secondary device first detects that
quality of a link between the secondary device and the cloud
device 1s lower than a preset quality threshold, local backup
1s implemented according to the following process shown 1n
FIG. 9A. On the contrary, if the primary device first detects
that quality of a link between the primary device and the
cloud device 1s lower than a preset quality threshold, local
backup 1s implemented according to the following process
shown 1n FIG. 9B. Details are as follows

FIG. 9A 1s a schematic interaction diagram of a method
for local backup of user information. The local backup
method may include the following steps.

S901a: If detecting that quality of a link between a
secondary device and a cloud device 1s lower than a preset
quality threshold and that the secondary device and a
primary device can normally communicate with each other,
the secondary device determines that a communication
status of the cloud device 1s abnormal, and starts a local
backup mechanism between the primary device and the
secondary device.

For the primary device, 11 the secondary device first
detects that the quality of the link between the secondary
device and the cloud device 1s low, the secondary device
initiates the local backup mechanism 1n a timely manner.

S902a: The primary device sends second user information
to the secondary device for backup after the local backup
mechanism 1s successiully nitiated.

When the quality of the link between the secondary
device and the cloud device 1s lower than the preset quality
threshold, 1t indicates that the quality of the link between the
two devices 1s relatively low or a fault occurs on a controller.
In this case, 1f the secondary device still obtains to-be-
backed-up data from the cloud device, a data loss may occur.
Therefore, when an RBS channel between the primary
device and the secondary device has continuity and rela-
tively high quantity, the secondary device may initiate a
three-way handshake with the primary device, to start the
local backup mechanism between the primary device and the
secondary device. The primary device backs up the second
user information to the secondary device after the local
backup mechanism 1s successtully started. In addition, the
secondary device no longer obtains to-be-backed-up data
from the cloud device.

For a specific process of the three-way handshake, refer to
related description 1 S404, and details are not repeated
herein.

In addition, 11 quality of a link between the primary device
and the cloud device 1s relatively high, the primary device
may back up data to the cloud device while backing up data
to the secondary device, or 1t quality of a link between the
primary device and the cloud device 1s also low, the primary
device no longer sends to-be-backed-up data to the cloud
device.
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FIG. 9B 1s a schematic interaction diagram of a method
for local backup of user information. The local backup
method may include the following steps.

S901H: If detecting that quality of a link between a
primary device and a cloud device 1s lower than a preset
quality threshold and that the primary device and a second-
ary device can normally communicate with each other, the
primary device sends a fourth notification message to the
secondary device.

For the secondary device, if the primary device first
detects that the quality of the link between the primary
device and the cloud device 1s low, the primary device
notifies the secondary device that the quality of the link
between the primary device and the cloud device 1s dete-
riorated such that the secondary device starts a local backup
mechanism 1n a timely manner.

S902bH: After receiving the fourth notification message
sent by the primary device, the secondary device determines
that a communication status of the cloud device 1s abnormal,
and starts a local backup mechanism between the primary
device and the secondary device.

S9035: The primary device sends second user information
to the secondary device for backup after the local backup
mechanism 1s successtully initiated.

When the quality of the link between the primary device
and the cloud device 1s lower than the preset quality thresh-
old, 1t indicates that the quality of the link between the two
devices 1s relatively low or a fault occurs on a controller. In
this case, 1f the primary device still backs up data to the
cloud device, a data loss may occur. Therefore, when an
RBS channel between the primary device and the secondary
device has continuity and relatively high quantity, the sec-
ondary device may imtiate a three-way handshake with the
primary device, to start the local backup mechanism
between the primary device and the secondary device. The
primary device backs up the second user information to the
secondary device after the local backup mechanism 1s suc-
cessiully started. In addition, the primary device no longer
sends to-be-backed-up data to the cloud device, and the
secondary device no longer obtains to-be-backed-up data
from the cloud device.

For a specific process of the three-way handshake, refer to
related description 1n S404, and details are not repeated
herein.

It can be learned from the local backup processes shown
in FIG. 8A, FIG. 8B, FIG. 9A, and FIG. 9B that, it the
quality of the link between the primary device and the cloud
device 1s deteriorated, to-be-backed-up data uploaded by the
primary device to the cloud device may be lost, and 1t the
quality of the link between the secondary device and the
cloud device 1s deteriorated, to-be-backed-up data delivered
by the cloud device to the secondary device may be lost.
When one of the foregoing cases occurs or both cases occur,
it cannot be ensured that the secondary device obtains
complete to-be-backed-up data. Therefore, a backup mecha-
nism based on the cloud device needs to be switched to a
local backup mechamism between the primary device and the
secondary device, to ensure that mnformation of a user that
gets online from the primary device can be completely
backed up on the secondary device side. In this way, once a
fault occurs on a communications link between user equip-
ment and the primary device, the secondary device may take
over the work of the primary device in a timely manner 1n
order to ensure continuity of a user service.

In some embodiments of this application, when the pri-
mary device and the secondary device cannot normally
communicate with each other, the primary device and the
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cloud device cannot normally communicate with each other
neither, but the secondary device and the cloud device can
normally communicate with each other. In this case, pri-
mary-secondary identity switching may be performed. To be
specific, the primary device 1s switched from a primary
device idenftity to a secondary device identity, while the
secondary device 1s switched from a secondary device
identity to a primary device identity.

That the primary device and the secondary device cannot
normally communicate with each other may be a link
disconnection timeout occurs between the primary device
and the secondary device, or quality of a link between the
primary device and the secondary device 1s lower than a
preset quality threshold.

That the primary device and the cloud device cannot
normally communicate with each other may be the link
disconnection timeout occurs between the primary device
and the cloud device, or the quality of the link between the
primary device and the cloud device 1s lower than the preset
quality threshold.

In this embodiment, because the primary device and the
secondary device cannot normally communicate with each
other, the local backup mechanism between the primary
device and the secondary device cannot be started. In
addition, because the primary device and the cloud device
cannot normally communicate with each other either, the
primary device cannot back up data to the cloud device or
cannot back up complete data to the cloud device. In this
case, the secondary device 1s switched from a secondary
device identity to a primary device identity through primary-
secondary 1dentity switching such that user equipment may
get online from the primary device after identity switching.
In this case, the primary device after identity switching
backs up data to the cloud device, and data backup 1s
performed after a link between the secondary device after
identity switching and the cloud device becomes normal 1n
order to ensure backup reliability.

To better implement the foregoing solutions in the
embodiments of this application, the following further pro-
vides related apparatuses configured to implement the fore-
going solutions.

FIG. 10 shows a primary device 1000 according to an
embodiment of this application. The primary device 1000
may include a notification sending module 1001, a status
determining module 1002, and a cloud backup module 1003.

The notification sending module 1001 1s configured to
send a first identity notification to a cloud device, where the
first 1dentity notification 1s a notification indicating that the
primary device has a primary device i1dentity.

The status determining module 1002 1s configured to
determine a communication status of the cloud device. For
a specific implementation, refer to descriptions of functions
of the following specific modules and detailed descriptions
of step S505 and related steps in FIG. 6A to FIG. 9B the
foregoing method embodiments.

The cloud backup module 1003 1s configured to upload
obtained first user information to the cloud device when 1t 1s
determined that the communication status of the cloud
device 1s normal.

The first user mformation 1s stored by the cloud device
and provided to a secondary device, and the first user
information 1s to-be-backed-up information of user equip-
ment that gets online from the primary device when the
communication status of the cloud device 1s normal.

For a specific implementation of a function implementa-
tion of the notification sending module, refer to the method
step S402. For function implementations of the status deter-
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mining module and the cloud backup module, refer to the
method steps S501 and S502.

In some embodiments of this application, the primary
device 1000 may further include a local backup module
configured to, when the communication status of the cloud
device 1s abnormal and that the primary device and the
secondary device can normally communicate with each
other, send obtained second user information to the second-
ary device for backup, where the second user information 1s
to-be-backed-up information of user equipment that gets
online from the primary device when the communication
status of the cloud device 1s abnormal.

For a function implementation of the local backup mod-
ule, refer to functions of the following submodules and the
steps corresponding to local backup 1n FIG. 6A to FIG. 9B.

In some embodiments of this application, the status deter-
mining module 1002 may include a query sending submod-
ule configured to send a first query message to the secondary
device after 1t 1s detected that a link disconnection timeout
occurs between the primary device and the cloud device,
where the first query message 1s used to query whether a link
disconnection timeout occurs between the secondary device
and the cloud device, and a first determining submodule
configured to determine the communication status of the
cloud device based on a response message received from the
secondary device.

For function implementations of the query sending sub-
module and the first determining submodule, refer to the
method steps S601a to S604a.

In some embodiments of this application, the first deter-
mining submodule 1s further configured to, 11 a first response
message returned by the secondary device 1s received,
determine that the communication status of the cloud device
1s abnormal, where the first response message 1s used to
notily that a link disconnection timeout occurs between the
secondary device and the cloud device.

The local backup module is further configured to start a
local backup mechanism between the primary device and the
secondary device before sending the obtained second user
information to the secondary device for backup.

In some embodiments of this application, the first deter-
mining submodule 1s further configured to, 1 a second
response message returned by the secondary device 1s
received, determine that the communication status of the
cloud device 1s normal, where the second response message
1s used to notity that no link disconnection timeout occurs
between the secondary device and the cloud device.

The primary device 1000 may further include a first link
reestablishment module configured to perform link reestab-
lishment between the primary device and the cloud device,
and a first batch backup module configured to send obtained
third user information to the cloud device 1n batches atter the
link reestablishment succeeds, where the third user infor-
mation 1s stored by the cloud device and provided to the
secondary device, and the third user information 1s to-be-
backed-up information of user equipment that gets online
from the primary device after a link disconnection occurs
between the primary device and the cloud device and before
the link reestablishment succeeds.

For function implementations of the first link reestablish-
ment module and the first batch backup module, refer to the
method steps S604a and S6054.

In some embodiments of this application, the status deter-
mining module 1002 may include a notification receiving
submodule configured to recerve a first notification message
sent by the secondary device, where the first notification
message 1s used to notily that a link disconnection timeout
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occurs between the secondary device and the cloud device,
and a second determining submodule configured to deter-
mine the communication status of the cloud device based on
a link status between the primary device and the cloud
device after the first notification message 1s recerved.

For function implementations of the notification receiving
submodule and the second determining submodule, refer to
the method step S6025.

In some embodiments of this application, the second
determining submodule 1s further configured to, if a link
disconnection timeout occurs between the primary device
and the cloud device, determine that the communication
status of the cloud device 1s abnormal.

The local backup module 1s further configured to start a
local backup mechamism between the primary device and the
secondary device before sending the obtained second user
information to the secondary device for backup.

For a function implementation of the local backup mod-
ule, refer to the method step S6035.

In some embodiments of this application, the second
determining submodule 1s further configured to, 1f determin-
ing that no link disconnection timeout occurs between the
primary device and the cloud device, determine that the
communication status of the cloud device 1s normal.

The primary device 1000 may further include a reestab-
lishment notification module configured to instruct the sec-
ondary device to wait for completing link reestablishment
with the cloud device.

For a function implementation of the reestablishment
notification module, refer to the method step S6045b.

In some embodiments of this application, the status deter-
mimng module 1002 may include a query receiving sub-
module configured to receive a second query message sent
by the secondary device, where the second query message 1s
sent by the secondary device after the secondary device
determines that a link disconnection timeout occurs between
the secondary device and the cloud device, and the second
query message 1s used to query whether a link disconnection
timeout occurs between the primary device and the cloud
device, and a third determining submodule configured to
determine the communication status of the cloud device
based on a link status between the primary device and the
cloud device after the second query message 1s received.

For a function implementation of the query receiving
submodule, refer to the method step S701a. For a function
implementation of the third determining submodule, refer to
the method step S702a.

In some embodiments of this application, the third deter-
mimng submodule 1s further configured to, if a link discon-
nection timeout occurs between the primary device and the
cloud device, determine that the communication status of the
cloud device 1s abnormal.

The primary device 1000 may further include a first
response sending module configured to send a third response
message to the secondary device after the local backup
module sends the obtained second user information to the
secondary device for backup such that the secondary device
starts a local backup mechanism between the primary device
and the secondary device aiter receiving the third response
message, where the third response message indicates that the
link disconnection timeout occurs between the primary
device and the cloud device.

For a function implementation of the first response send-
ing module, refer to the method step S702a.

In some embodiments of this application, the third deter-
mimng submodule 1s further configured to, if determiming,
that no link disconnection timeout occurs between the
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primary device and the cloud device, determine that the
communication status of the cloud device 1s normal.

The primary device 1000 may further include a second
response sending module configured to send a fourth
response message to the secondary device such that after
receiving the fourth response message, the secondary device
waits for completing link reestablishment with the cloud
device, where the fourth response message indicates that no
link disconnection timeout occurs between the primary
device and the cloud device.

For a function implementation of the second response
sending module, refer to the method step S702a.

In some embodiments of this application, the status deter-
mining module 1002 may include a notification sending
submodule configured to send a second notification message
to the secondary device after 1t 1s detected that a link
disconnection timeout occurs between the primary device
and the cloud device, where the second notification message
1s used to notity the secondary device that the link discon-
nection timeout occurs between the primary device and the
cloud device, and a fourth determining submodule config-
ured to determine the communication status of the cloud
device based on a response of the secondary device to the
second notification message.

For a function implementation of the notification sending,
submodule, refer to the method step S7015. For a function
implementation of the fourth determining submodule, refer
to the method steps 870256 to S706b.

In some embodiments of this application, the fourth
determining submodule 1s further configured to, 11 determin-
ing that the secondary device has started a local backup
mechanism between the primary device and the secondary
device, determine that the communication status of the cloud
device 1s abnormal.

In some embodiments of this application, the fourth
determining submodule 1s further configured to, 11 a notifi-
cation response message returned by the secondary device 1s
recetved, determine that the communication status of the
cloud device 1s normal, where the notification response
message 1s used to instruct the primary device to wait for
completing link reestablishment with the cloud device.

The primary device 1000 may further include a second
link reestablishment module configured to perform link
reestablishment between the primary device and the cloud

device, and a second batch backup module configured to
send obtained third user information to the cloud device 1n
batches after the link reestablishment succeeds, where the
third user information 1s stored by the cloud device and
provided to the secondary device, and the third user infor-
mation 1s to-be-backed-up information of user equipment
that gets online from the primary device after a link discon-
nection occurs between the primary device and the cloud
device and before the link reestablishment succeeds.

For a function implementation of the second link rees-
tablishment module, refer to the method step S70656. For a
function implementation of the second batch backup mod-
ule, refer to the method step S7075.

In some embodiments of this application, the status deter-
mining module 1002 1s turther configured to, 1f determiming
that quality of a link between the primary device and the
cloud device 1s lower than a preset quality threshold and/or
determining that quality of a link between the secondary
device and the cloud device 1s lower than a preset quality
threshold, determine that the communication status of the
cloud device 1s abnormal.
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For function implementations of the status determining
module, refer to the method steps S801a and S802a and the

method steps S8015 to S8035b.

In some embodiments of this application, the primary
device 1000 may further include an i1dentity switching
module configured to switch the primary device i1dentity of
the primary device to a secondary device 1dentity when 1t 1s
determined that the primary device and the cloud device
cannot normally communicate with each other and that the

primary device and the secondary device cannot normally
communicate with each other.

For a function implementation of the identity switching
module, refer to content of primary-secondary identity
switching in the foregoing method.

In some embodiments of this application, that the primary
device and the cloud device cannot normally communicate
with each other may include the link disconnection timeout
occurs between the primary device and the cloud device, or
the quality of the link between the primary device and the
cloud device 1s lower than the preset quality threshold.

In some embodiments of this application, that the primary
device and the secondary device cannot normally commu-
nicate with each other may include a link disconnection
timeout occurs between the primary device and the second-
ary device, or quality of a link between the primary device
and the secondary device 1s lower than a preset quality
threshold.

It can be learned from the foregoing descriptions of this
embodiment of this application that, when the communica-
tion status of the cloud device 1s normal, 1T user equipment
gets online from the primary device, the primary device
generates to-be-backed-up information of the user equip-
ment and uploads the to-be-backed-up information to the
cloud device. In this way, the secondary device can obtain
the to-be-backed-up information from the cloud device for
backup. It can be learned that i1n thus embodiment of this
application, the primary device backs up information to the
secondary device using the cloud device. This avoids dis-
continuity of a user service caused when the primary device
directly backs up information to the secondary device.
Further, when the communication status of the cloud device
1s abnormal, that 1s, when data backup cannot be imple-
mented using the cloud device, 11 the primary device and the
secondary device can normally communicate with each
other, the primary device may directly back up information
to the secondary device. This improves backup reliability.

FIG. 11 shows a cloud device 1100 according to an
embodiment of this application. The cloud device 1100 may
include a noftification recerving module 1101 and a cloud
backup module 1102.

The notification receiving module 1101 1s configured to
receive a first identity notification sent by a primary device
and a second identity notification sent by a secondary
device, where the first identity notification 1s a notification
indicating that the primary device has a primary device
identity, and the second 1dentity notification 1s a notification
indicating that the secondary device has a secondary device
identity.

The cloud backup module 1102 1s configured to receive
and store first user information uploaded by the primary
device, and provide the first user information to the second-
ary device.

The first user information i1s uploaded by the primary
device when the primary device determines that a commu-
nication status of the cloud device 1s normal, and the first
user 1nformation 1s to-be-backed-up information of user

5

10

15

20

25

30

35

40

45

50

55

60

65

42

equipment that gets online from the primary device when the
communication status of the cloud device 1s normal.

For a function implementation of the notification receirv-
ing module, refer to the method steps S402 and S403. For a
function implementation of the cloud backup module, refer
to the method step S503.

It can be learned from the foregoing descriptions of this
embodiment of this application that, when the communica-
tion status of the cloud device 1s normal, 1T user equipment
gets online from the primary device, the primary device
generates to-be-backed-up information of the user equip-
ment and uploads the to-be-backed-up information to the
cloud device. In this way, the secondary device can obtain
the to-be-backed-up information from the cloud device for
backup. It can be learned that 1n this embodiment of this
application, the primary device backs up information to the
secondary device using the cloud device. This avoids dis-
continuity of a user service caused when the primary device
directly backs up information to the secondary device.

FIG. 12 shows a secondary device 1200 according to an
embodiment of this application. The secondary device 1200
may 1nclude a notification sending module 1201 and a cloud
backup module 1202.

The notification sending module 1201 1s configured to
send a second 1dentity notification to a cloud device, where
the second 1dentity notification 1s a notification indicating
that the secondary device has a secondary device i1dentity.

The cloud backup module 1202 1s configured to obtain
first user information from the cloud device for backup.

The first user information 1s uploaded by the primary
device to the cloud device for storage when the primary
device determines that a communication status of the cloud
device 1s normal, and the first user information 1s to-be-
backed-up information of user equipment that gets online
from the primary device when the communication status of
the cloud device 1s normal.

For a function implementation of the notification sending,
module, refer to the method step S402. For a function
implementation of the cloud backup module, refer to the
method step S504.

In some embodiments of this application, the secondary
device 1200 may further include a local backup module
configured to, when the communication status of the cloud
device 1s abnormal, receive second user information sent by
the primary device for backup.

The second user information 1s to-be-backed-up informa-
tion of user equipment that gets online from the primary
device when the communication status of the cloud device
1s abnormal, and the second user information 1s sent by the
primary device when the primary device determines that the
communication status of the cloud device 1s abnormal and
that the primary device and the secondary device can
normally communicate with each other.

For a function implementation of the local backup mod-
ule, refer to functions of the following submodules and the
steps corresponding to local backup 1n FIG. 6A to FIG. 9B.

In some embodiments of this application, the secondary
device 1200 may further include a message returning mod-
ule configured to return a response message to the primary
device 11 a first query message sent by the primary device 1s
received.

The first query message 1s sent by the primary device after
the primary device detects that a link disconnection timeout
occurs between the primary device and the cloud device, the
first query message 1s used to query whether a link discon-
nection timeout occurs between the secondary device and
the cloud device, and the response message returned by the
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secondary device 1s used by the primary device to determine
the communication status of the cloud device.

For a function implementation of the message returning
module, refer to the method step S602a.

In some embodiments of this application, the message
returning module 1s further configured to return a first
response message to the primary device.

The first response message 1s used to notify that a link
disconnection timeout occurs between the secondary device
and the cloud device such that after learning that the link
disconnection timeout occurs between the secondary device
and the cloud device, the primary device determines that the
communication status of the cloud device 1s abnormal, and
starts a local backup mechanism between the primary device
and the secondary device after determining that the com-
munication status of the cloud device 1s abnormal.

The local backup module 1s further configured to receive
the second user information sent by the primary device after
the primary device starts the local backup mechanism and
used for backup.

In some embodiments of this application, the message
returning module 1s further configured to return a second
response message to the primary device.

The second response message 1s used to notily that no link
disconnection timeout occurs between the secondary device
and the cloud device such that after learning that no link
disconnection timeout occurs between the secondary device
and the cloud device, the primary device determines that the
communication status of the cloud device 1s normal, per-
forms link reestablishment with the cloud device after
determining that the communication status of the cloud
device 1s normal, and sends obtained third user information
to the cloud device 1n batches after the link reestablishment
succeeds.

The third user information 1s stored by the cloud device
and provided to the secondary device, and the third user
information 1s to-be-backed-up information of user equip-
ment that gets online from the primary device after a link
disconnection occurs between the primary device and the
cloud device and before the link reestablishment succeeds.

In some embodiments of this application, the secondary
device 1200 may further include a noftification sending
module configured to send a first notification message to the
primary device.

The first notification message 1s used to notify that a link
disconnection timeout occurs between the secondary device
and the cloud device such that after learming that a link
disconnection timeout occurs between the secondary device
and the cloud device, the primary device determines that the
communication status of the cloud device 1s abnormal.

For a function implementation of the notification sending
module, refer to the method step S6015.

In some embodiments of this application, the secondary
device 1200 may further include a notification receiving
module configured to receive a reestablishment waiting
noftification sent by the primary device.

The reestablishment waiting notification 1s used to
instruct the secondary device to wait for completing link
reestablishment with the cloud device, the reestablishment
waiting notification 1s sent by the primary device after the
primary device determines that the communication status of
the cloud device 1s normal, and that the communication
status of the cloud device 1s normal 1s determined by the
primary device after the primary device determines that no
link disconnection timeout occurs between the primary
device and the cloud device.
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For a function implementation of the notification receiv-
ing module, refer to the method step S6045.

In some embodiments of this application, the secondary
device 1200 may further include a query sending module
configured to send a second query message to the primary
device after 1t 1s determined that a link disconnection
timeout occurs between the secondary device and the cloud
device, where the second query message 1s used to query
whether a link disconnection timeout occurs between the
primary device and the cloud device.

The local backup module 1s further configured to, 1t a
third response message returned by the primary device 1s
received, learn, based on the third response message, that the
communication status of the cloud device 1s abnormal, start
a local backup mechanism between the primary device and
the secondary device, and after successtully starting the
local backup mechanism, receive the second user informa-
tion sent by the primary device for backup, where the third
response message 1s used to notity that a link disconnection
timeout occurs between the primary device and the cloud
device.

For a function immplementation of the query sending
module, refer to the method step S701a. For a function
implementation of the local backup module, refer to the
method steps S703a and S704a.

In some embodiments of this application, the secondary
device 1200 may further include a link reestablishment
module configured to, if a fourth response message returned
by the primary device 1s received, complete link reestab-
lishment between the secondary device and the cloud
device, where the fourth response message 1s used to notily
that no link disconnection timeout occurs between the
primary device and the cloud device.

For a function implementation of the link reestablishment
module, refer to the method step S705a.

In some embodiments of this application, the secondary
device 1200 may further include a notification responding
module configured to, 1 a second notification message sent
by the primary device 1s received, make a response to the
second notification message.

The second noftification message 1s sent by the primary
device after the primary device detects that a link discon-
nection timeout occurs between the primary device and the
cloud device, the second notification message 1s used to
notily the secondary device that the link disconnection
timeout occurs between the primary device and the cloud
device, and the response of the secondary device to the
second notification message 1s used by the primary device to
determine the communication status of the cloud device.

For a function implementation of the notification respond-
ing module, refer to the method steps 870256, 87035, and
S70565.

In some embodiments of this application, the notification
responding module 1s further configured to start a local
backup mechanism between the primary device and the
secondary device such that after the local backup mecha-
nism 1s started, the primary device determines that the
communication status of the cloud device 1s abnormal.

The local backup module 1s further configured to after the
local backup mechanism 1s successtully started, receive the
second user mformation sent by the primary device for
backup.

For a function implementation of the notification respond-
ing module, refer to the method step S7045.

In some embodiments of this application, the notification
responding module 1s further configured to return a notifi-
cation response message to the primary device.
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The notification response message 1s used to instruct the
primary device to wait for completing link reestablishment
with the cloud device such that the primary device sends
obtained third user information to the cloud device in
batches after the link reestablishment succeeds, the third
user information 1s stored by the cloud device and provided
to the secondary device, and the third user information 1s
to-be-backed-up information of user equipment that gets
online from the primary device after a link disconnection
occurs between the primary device and the cloud device and
betfore the link reestablishment succeeds.

In some embodiments of this application, the secondary
device 1200 may further include the local backup module,
turther configured to start a local backup mechanism
between the primary device and the secondary device 1t 1t 1s
determined that quality of a link between the secondary
device and the cloud device 1s lower than a preset quality
threshold and/or 1t 1s determined that quality of a link
between the primary device and the cloud device 1s lower
than a preset quality threshold such that after the local
backup mechanism 1s started, the primary device determines
that the communication status of the cloud device 1s abnor-
mal.

For a function implementation of the local backup mod-
ule, refer to the method steps S901a and S902a and the
method steps S9015H to S9035.

In some embodiments of this application, the secondary
device 1200 may further include an i1dentity switching
module configured to switch the secondary device identity
of the secondary device to a primary device identity when 1t
1s determined that the secondary device and the cloud device
can normally communicate with each other and that the
secondary device and the primary device cannot normally
communicate with each other.

For a function implementation of the identity switching
module, refer to content of primary-secondary identity
switching in the foregoing method.

In some embodiments of this application, that the sec-
ondary device and the primary device cannot normally
communicate with each other may include a link discon-
nection timeout occurs between the secondary device and
the primary device, or quality of a link between the second-
ary device and the primary device 1s lower than a preset
quality threshold.

It can be learned from the foregoing descriptions of this
embodiment of this application that, when the communica-
tion status of the cloud device 1s normal, 1T user equipment
gets online from the primary device, the primary device
generates to-be-backed-up information of the user equip-
ment and uploads the to-be-backed-up information to the
cloud device. In this way, the secondary device can obtain
the to-be-backed-up information from the cloud device for
backup. It can be learned that in thus embodiment of this
application, the primary device backs up information to the
secondary device using the cloud device. This avoids dis-
continuity of a user service caused when the primary device
directly backs up information to the secondary device.
Further, when the communication status of the cloud device
1s abnormal, that 1s, when data backup cannot be imple-
mented using the cloud device, 11 the primary device and the
secondary device can normally communicate with each
other, the primary device may directly back up information
to the secondary device. This improves backup reliability.

It should be noted that content such as information
exchange between the modules of the devices and the
execution processes thereotf 1s based on the same concept as
the method embodiments of this application, and produces

10

15

20

25

30

35

40

45

50

55

60

65

46

the same technical eflects as the method embodiments of this
application. For the specific content, refer to the foregoing
descriptions 1n the method embodiments of this application.
Details are not described herein again.

The following describes another primary device accord-
ing to an embodiment of this application. The primary
device includes a processor, a memory, a communications
interface, and a bus. The processor, the communications
interface, and the memory communicate with each other
using the bus. The communications interface 1s configured to
receive and send data. The memory 1s configured to store an
istruction. The processor 1s configured to execute the
instruction in the memory, to perform the foregoing infor-
mation backup method.

The following describes the primary device in detail. As
shown 1n FIG. 13, the primary device 1300 includes a
receiver 1301, a transmitter 1302, a processor 1303, and a
memory 1304 (there may be one or more processors 1303 on
the primary device 1300, and one processor 1s used as an
example 1 FIG. 13). The communications interface may
include the receiver 1301 and the transmitter 1302. In some
embodiments of this application, the receiver 1301, the
transmitter 1302, the processor 1303, and the memory 1304
may be connected using a bus or 1n another manner, and a
connection using the bus i1s used as example 1n FIG. 13.

The memory 1304 may include a read-only memory
(ROM) and a random-access memory (RAM), and provide
an mstruction and data to the processor 1303. A part of the
memory 1304 may further include a non-volatile RAM
(NVRAM). The memory 1304 stores an operating system
and an operation 1struction, an executable module or a data
structure, a subnet thereof, or an extended set thereof. The
operation istruction may include various operation mstruc-
tions to implement various operations. The operating system
may include various system programs to implement various
basic services and process hardware-based tasks.

The processor 1303 controls an operation of the primary
device 1300, and the processor 1303 may be further referred
to as a central processing unit (CPU). In a specific applica-
tion, components are coupled together using a bus system. In
addition to a data bus, the bus system includes a power bus,
a control bus, a status signal bus, and the like. However, for
clear description, various types of buses in the figure are
collectively referred to as the bus system.

The method disclosed 1n the foregoing embodiments of
this application may be applied to the processor 1303, or
may be implemented by the processor 1303. The processor
1303 may be an integrated circuit chip and has a signal
processing capability. In an implementation process, steps in
the foregoing method may be implemented using a hardware
integrated logical circuit 1 the processor 1303, or using
instructions 1 a form of software. The processor 1303 may
be a general-purpose processor, a digital signal processor
(DSP), an application-specific integrated circuit (ASIC), a
field-programmable gate array (FPGA) or another program-
mable logic device, a discrete gate or transistor logic device,
or a discrete hardware component. The processor 1303 may
implement or perform the method, the steps, and logical
block diagrams that are disclosed in the embodiments of this
application. The general-purpose processor may be a micro-
processor, or the processor may be any conventional pro-
cessor or the like. Steps of the method disclosed with
reference to the embodiments of this application may be
directly executed and accomplished using a hardware decod-
ing processor, or may be executed and accomplished using
a combination of hardware and software modules 1n the
decoding processor. A software module may be located 1n a
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mature storage medium 1n the art, such as a RAM, a tlash
memory, a ROM, a programmable ROM (PROM), an elec-

trically erasable PROM (EEPROM), or a register. The
storage medium 1s located in the memory 1304, and the
processor 1303 reads information 1n the memory 1304 and
completes the steps 1n the foregoing method in combination
with the hardware of the processor.

The receiver 1301 may be configured to receive input
digit or character information, and generate signal 1nput
related to a related setting and function control of the
primary device 1300. The transmitter 1302 may include a
display device such as a display screen, and the transmaitter
1302 may be configured to output digit or character infor-
mation through an external iterface.

In this embodiment of this application, the processor 1303
1s configured to perform the information backup method
performed on the primary device side.

The following describes another cloud device according
to an embodiment of this application. The cloud device
includes a processor, a memory, a communications interface,
and a bus. The processor, the communications 1nterface, and
the memory communicate with each other using the bus. The
communications interface 1s configured to receive and send
data. The memory 1s configured to store an instruction. The
processor 1s configured to execute the instruction in the
memory, to perform the foregoing information backup
method.

The following describes the cloud device in detail. As
shown 1n FI1G. 14, the cloud device 1400 includes a receiver
1401, a transmuitter 1402, a processor 1403, and a memory
1404 (there may be one or more processors 1403 on the
primary device 1400, and one processor 1s used as an
example 1 FIG. 14). The commumnications interface may
include the receiver 1401 and the transmitter 1402. In some
embodiments of this application, the receiver 1401, the
transmitter 1402, the processor 1403, and the memory 1404
may be connected using a bus or in another manner, and a
connection using the bus i1s used as example 1n FIG. 14.

The memory 1404 may include a read-only memory and
a RAM, and provide an instruction and data to the processor
1403. A part of the memory 1404 may further include an
NVRAM. The memory 1404 stores an operating system and
an operation instruction, an executable module or a data
structure, a subnet thereol, or an extended set thereof. The
operation mstruction may include various operation mnstruc-
tions to implement various operations. The operating system
may include various system programs to implement various

basic services and process hardware-based tasks.

The processor 1403 controls an operation of the cloud
device 1400, and the processor 1403 may be further referred
to as a CPU. In a specific application, components are
coupled together using a bus system. In addition to a data
bus, the bus system includes a power bus, a control bus, a
status signal bus, and the like. However, for clear descrip-
tion, various types of buses in the figure are collectively
referred to as the bus system.

The method disclosed 1n the foregoing embodiments of
this application may be applied to the processor 1403, or
may be implemented by the processor 1403. The processor
1403 may be an integrated circuit chip and has a signal
processing capability. In an implementation process, steps in
the foregoing method may be implemented using a hardware
integrated logical circuit 1 the processor 1403, or using
instructions 1 a form of software. The processor 1403 may
be a general-purpose processor, a DSP, an ASIC, an FPGA
or another programmable logic device, a discrete gate or
transistor logic device, or a discrete hardware component.
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The processor 1403 may implement or perform the method,
the steps, and logical block diagrams that are disclosed in the
embodiments of this application. The general-purpose pro-
cessor may be a microprocessor, or the processor may be any
conventional processor or the like. Steps of the method
disclosed with reference to the embodiments of this appli-
cation may be directly executed and accomplished using a
hardware decoding processor, or may be executed and
accomplished using a combination of hardware and software
modules 1n the decoding processor. A software module may
be located 1n a mature storage medium in the art, such as a
RAM, a flash memory, a ROM, a PROM, an EEPROM, or
a register. The storage medium 1s located in the memory
1404, and the processor 1403 reads information i the
memory 1404 and completes the steps in the foregoing
method 1n combination with the hardware of the processor.

The receiver 1401 may be configured to receive input
digit or character information, and generate signal 1nput
related to a related setting and function control of the cloud
device 1400. The transmitter 1402 may include a display
device such as a display screen, and the transmitter 1402
may be configured to output digit or character information
through an external interface.

In this embodiment of this application, the processor 1403
1s configured to perform the information backup method
performed on the cloud device side.

The 1following describes another secondary device
according to an embodiment of this application. The sec-
ondary device includes a processor, a memory, a commu-
nications interface, and a bus. The processor, the commu-
nications interface, and the memory communicate with each
other using the bus. The communications interface 1s con-
figured to receive and send data. The memory 1s configured
to store an instruction. The processor 1s configured to
execute the instruction 1 the memory, to perform the
foregoing information backup method.

The following describes the secondary device 1n detail. As
shown 1 FIG. 15, the secondary device 1500 includes a
receiver 1501, a transmitter 1502, a processor 1503, and a
memory 1504 (there may be one or more processors 1503 on
the secondary device 1500, and one processor 1s used as an
example 1 FIG. 15). The communications interface may
include the receiver 1501 and the transmitter 1502. In some
embodiments of this application, the receiver 1501, the
transmitter 1502, the processor 1503, and the memory 1504
may be connected using a bus or 1n another manner, and a
connection using the bus i1s used as example 1n FIG. 15.

The memory 1504 may include a ROM and a RAM, and
provide an instruction and data to the processor 1503. A part
of the memory 1504 may further include an NVRAM. The
memory 1504 stores an operating system and an operation
instruction, an executable module or a data structure, a
subnet thereof, or an extended set thereof. The operation
istruction may include various operation instructions to
implement various operations. The operating system may
include various system programs to implement various basic
services and process hardware-based tasks.

The processor 1503 controls an operation of the second-
ary device 1500, and the processor 1503 may be further
referred to as a CPU. In a specific application, components
are coupled together using a bus system. In addition to a data
bus, the bus system 1ncludes a power bus, a control bus, a
status signal bus, and the like. However, for clear descrip-
tion, various types of buses 1n the figure are collectively
referred to as the bus system.

The method disclosed 1n the foregoing embodiments of
this application may be applied to the processor 1503, or
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may be implemented by the processor 1503. The processor
1503 may be an integrated circuit chip and has a signal
processing capability. In an implementation process, steps in
the foregoing method may be implemented using a hardware
integrated logical circuit 1 the processor 1503, or using
instructions 1 a form of software. The processor 1503 may
be a general-purpose processor, a DSP, an ASIC, an FPGA
or another programmable logic device, a discrete gate or
transistor logic device, or a discrete hardware component.
The processor 1503 may implement or perform the method,
the steps, and logical block diagrams that are disclosed 1n the
embodiments of this application. The general-purpose pro-
cessor may be a microprocessor, or the processor may be any
conventional processor or the like. Steps of the method
disclosed with reference to the embodiments of this appli-
cation may be directly executed and accomplished using a
hardware decoding processor, or may be executed and
accomplished using a combination of hardware and software
modules 1n the decoding processor. A software module may
be located 1n a mature storage medium in the art, such as a
RAM, a flash memory, a ROM, a PROM, an EEPROM, or
a register. The storage medium 1s located 1n the memory
1504, and the processor 1503 reads information in the
memory 1504 and completes the steps 1n the foregoing
method 1n combination with the hardware of the processor.

The receiver 1501 may be configured to receive input
digit or character information, and generate signal input
related to a related setting and function control of the
secondary device 1500. The transmitter 1502 may include a
display device such as a display screen, and the transmitter
1502 may be configured to output digit or character infor-
mation through an external interface.

In this embodiment of this application, the processor 1503
1s configured to perform the information backup method
performed on the secondary device side.

An embodiment of this application further provides a
computer storage medium. The computer storage medium
stores a program. The program 1s executed to perform some
or all of the steps recorded in the foregoing method embodi-
ments.

An embodiment of this application further provides a
computer program product including an instruction. When
the computer program product 1s run on a computer, the
computer 1s enabled to perform some or all of the steps
recorded in the foregoing method embodiments.

In addition, 1t should be noted that the described apparatus
embodiments are merely examples. The umits described as
separate parts may or may not be physically separate, and
parts displayed as units may or may not be physical units,
may be located on one position, or may be distributed on a
plurality of network units. Some or all of the modules may
be selected based on an actual requirement to achieve the
objectives of the solutions of the embodiments. In addition,
in the accompanying drawings of the apparatus embodi-
ments provided by this application, connection relationships
between the modules 1ndicate that the modules have com-
munication connections with each other, which may be
implemented as one or more communications buses or
signal cables.

Based on the descriptions of the foregoing implementa-
tions, a person skilled in the art may clearly understand that
this application may be implemented using software in
addition to necessary universal hardware, or using dedicated
hardware, including a dedicated integrated circuit, a dedi-
cated CPU, a dedicated memory, a dedicated component,
and the like. Generally, any functions that can be imple-
mented using a computer program can be easily 1mple-
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mented using corresponding hardware. Moreover, a specific
hardware structure used to achieve a same function may be
of various forms, for example, 1n a form of an analog circuit,
a digital circuit, a dedicated circuit, or the like. However, as
for this application, a software program implementation 1s a
better implementation in most cases. Based on such an
understanding, the technical solutions of this application
essentially or the part contributing to the other approaches
may be implemented 1n a form of a software product. The
computer software product 1s stored 1n a readable storage
medium, such as a tloppy disk, a Universal Serial Bus (USB)
flash drive, a removable hard disk, a ROM, a RAM, a

magnetic disk, or an optical disc of a computer, and includes
several instructions for mnstructing a computer device (which
may be a personal computer, a server, a network device, or
the like) to perform the methods described 1n the embodi-
ments of this application.

All or some of the foregoing embodiments may be
implemented using software, hardware, firmware, or any
combination therecof. When the software 1s used to imple-
ment the embodiments, all or some of the embodiments may
be implemented 1n a form of a computer program product.

The computer program product includes one or more
computer mstructions. When the computer program instruc-
tions are loaded and executed on the computer, all or some
of the procedures or functions in the embodiments of this
application are generated. The computer may be a general-
purpose computer, a dedicated computer, a computer net-
work, or other programmable apparatuses. The computer
instructions may be stored 1n a computer-readable storage
medium or may be transmitted from a computer-readable
storage medium to another computer-readable storage
medium. For example, the computer instructions may be
transmitted from a website, computer, server, or data center
to another website, computer, server, or data center 1n a
wired (for example, a coaxial cable, an optical fiber, or a
digital subscriber line (DSL)) or wireless (for example,
inirared, radio, or microwave) manner. The computer-read-
able storage medium may be any usable medium accessible
by the computer, or a data storage device, such as a server
or a data center, integrating one or more usable media. The
usable medium may be a magnetic medium (for example, a
floppy disk, a hard disk, or a magnetic tape), an optical
medium (for example, a digital versatile disc (DVD)), a
semiconductor medium (for example, a solid-state drive

(SSD)), or the like.

What 1s claimed 1s:

1. An mnformation backup method, comprising:

sending a first 1dentity notification to a cloud device 1n a
communications system from a primary device in the
communications system, wherein the first identity noti-
fication 1indicates that the primary device has a primary
device 1dentity;

determinming a communication status of the cloud device;

obtaining first user information, wherein the first user
information comprises first to-be-backed-up informa-
tion of a first user equipment that 1s coupled to the
primary device when the communication status of the
cloud device 1s normal; and

uploading the first user information to the cloud device for
storing and providing the first user information to a
secondary device in the communications system when
the communication status of the cloud device 1s normal.

2. The mformation backup method of claim 1, further

comprising;
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determining that the communication status of the cloud
device 1s abnormal and that the primary device and the
secondary device are configured to normally commu-
nicate with each other;

obtaining, in response to the determining, second user
information, wherein the second user information com-
prises second to-be-backed-up information of a second
user equipment that 1s coupled to the primary device
when the communication status of the cloud device 1s

abnormal; and
sending the second user information to the secondary
device for backup.
3. The mnformation backup method of claim 2, further
comprising;
detecting that a first link disconnection timeout has
occurred between the primary device and the cloud
device;
sending a first query message to the secondary device,
wherein the first query message queries whether a
second link disconnection timeout occurs between the
secondary device and the cloud device; and
determining the communication status of the cloud device
based on a response message of the secondary device.
4. The information backup method of claim 3, further
comprising:
receiving, from the secondary device, a first response
message notifying that the second link disconnection
timeout has occurred;
determining, 1n response to the receiving the first response
message, that the communication status of the cloud
device 1s abnormal; and
starting a local backup mechanism between the primary
device and the secondary device before sending the
second user mformation to the secondary device.
5. The information backup method of claim 3, further
comprising;
receiving, from the secondary device, a second response
message notifying that the second link disconnection
timeout has not occurred between the secondary device
and the cloud device;
determining, 1n response to the second response message,
that the communication status of the cloud device 1s
normal;
performing a link reestablishment with the cloud device;
obtaining third user information, wherein the third user
information comprises third to-be-backed-up 1informa-
tion of a third user equipment that 1s coupled to the
primary device after the first link disconnection timeout
occurs between the primary device and the cloud
device and before the link reestablishment succeeds;
and
sending, after the link reestablishment with the cloud
device succeeds, the third user information to the cloud
device 1n batches to enable the cloud device to store and
provide the third user information to the secondary
device.
6. The iformation backup method of claim 3, further
comprising;
receiving, from the secondary device, a first notification
message notifying that the second link disconnection
timeout occurs between the secondary device and the
cloud device; and
determining the communication status of the cloud device
based on a link status between the primary device and
the cloud device after recerving the first notification
message.
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7. The information backup method of claim 6, further
comprising;

determining that a first link disconnection timeout has

occurred between the primary device and the cloud
device;

determining, 1n response to the first link disconnection

timeout occurring, that the communication status of the
cloud device 1s abnormal; and

starting a local backup mechanism between the primary

device and the secondary device before sending the
second user mnformation to the secondary device.

8. An information backup method, comprising:

recerving a first i1dentity notification from a primary

device 1n a communications system, wherein the first
identity notification indicates that the primary device
has a primary device identity;

recerving a second 1dentity notification from a secondary

device 1 the communications system, wherein the
second 1dentity notification indicates that the secondary
device has a secondary device i1dentity;

recerving and storing first user information from the

primary device, wherein the first user mformation 1s
received when a communication status of a cloud
device 1s normal, and wherein the first user information
comprises first to-be-backed-up information of a first
user equipment that 1s coupled to the primary device
when the communication status of the cloud device 1s
normal; and

providing the first user information to the secondary

device.
9. An miformation backup method, comprising:
sending an 1dentity notification to a cloud device 1 a
communications system, wherein the identity notifica-
tion indicates that a secondary device in the commu-
nications system has a secondary device identity; and

obtaining first user mnformation from the cloud device for
backup, wherein the first user mformation comprises
first to-be-backed-up information of a first user equip-
ment that 1s coupled to a primary device 1n the com-
munications system when a communication status of
the cloud device 1s normal.

10. The information backup method of claim 9, further
comprising receiving second user information from the
primary device for backup when the communication status
of the cloud device 1s abnormal, wherein the second user
information 1s second to-be-backed-up information of a
second user equipment that 1s coupled to the primary device
when the communication status of the cloud device 1s
abnormal, and wherein the second user information i1s
received from the primary device when the communication
status of the cloud device 1s abnormal and the primary
device and the secondary device are configured to normally
communicate with each other.

11. The information backup method of claim 10, further
comprising:

receiving a first query message from the primary device

after the primary device detects that a first link discon-
nection timeout has occurred between the primary
device and the cloud device, wherein the first query
message queries whether a second link disconnection
timeout has occurred between the secondary device and
the cloud device; and

returning a response message to the primary device 1n

response to the first query message, wherein the
response message enables the primary device to deter-
mine the communication status of the cloud device.
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12. The information backup method of claim 11, further
comprising;
returning a {irst response message to the primary device,
wherein the first response message notifies that the
second link disconnection timeout has occurred

between the secondary device and the cloud device and

cnables the primary device to determine that the com-
munication status of the cloud device 1s abnormal and
to start a local backup mechanism between the primary
device and the secondary device; and
receiving the second user information from the primary
device after the primary device starts the local backup
mechanism and used for backup.
13. A primary device comprising:
a memory configured to store imstructions; and
a processor coupled to the memory, wherein the nstruc-
tions cause the processor to be configured to:
send a first i1dentity notification to a cloud device,
wherein the first identity notification indicates that
the primary device has a primary device identity;
determine a communication status of the cloud device;
obtain first user information, wherein the first user
information comprises first to-be-backed-up infor-
mation of a first user equipment that 1s coupled to the
primary device when the communication status of
the cloud device 1s normal; and
upload the first user information to the cloud device to
store and provide to a secondary device 1n a com-
munications system when the communication status
of the cloud device 1s normal.
14. The primary device of claim 13, wherein the mstruc-
tions further cause the processor to be configured to:
determine that the communication status of the cloud
device 1s abnormal and the primary device and the
secondary device are configured to normally commu-
nicate with each other:
obtain second user information, wherein the second user
information comprises second to-be-backed-up infor-
mation of a second user equipment that 1s coupled to
the primary device when the communication status of
the cloud device 1s abnormal; and
send the second user information to the secondary device
for backup.
15. The primary device of claim 14, wherein the mstruc-
tions further cause the processor to be configured to:
detect that a first link disconnection timeout has occurred
between the primary device and the cloud device;
send a first query message to the secondary device,
wherein the first query message queries whether a
second link disconnection timeout occurs between the
secondary device and the cloud device; and
determine the communication status of the cloud device
based on a response message from the secondary
device.
16. The primary device of claim 15, wherein the instruc-
tions further cause the processor to be configured to:
receive a lirst response message Irom the secondary
device, wherein the first response message notifies that
the second link disconnection timeout has occurred:;
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determine that the communication status of the cloud
device 1s abnormal; and

start a local backup mechanism between the primary
device and the secondary device before sending the
second user mformation to the secondary device for

backup.

17. A secondary device comprising:

a memory configured to store instructions; and

a processor coupled to the memory, wherein the instruc-

tions cause the processor to be configured to:

send an 1dentity nofification to a cloud device 1n a
communications system, wherein the i1dentity noti-
fication indicates that the secondary device i the
communications system has a secondary device
identity; and

obtain first user information from the cloud device for
backup, wherein the first user information comprises
first to-be-backed-up information of a first user
equipment that 1s coupled to a primary device 1n the
communications system when a communication sta-
tus of the cloud device 1s normal.

18. The secondary device of claim 17, wheremn the
instructions further cause the processor to be configured to
receive second user information from the primary device for
backup when the communication status of the cloud device
1s abnormal, wherein the second user information comprises
second to-be-backed-up information of a second user equip-
ment that 1s coupled to the primary device when the com-
munication status of the cloud device 1s abnormal, and
wherein the second user information 1s sent by the primary
device when the communication status of the cloud device
1s abnormal and the primary device and the secondary
device are configured to normally communicate with each
other.

19. The secondary device of claim 18, wheremn the
instructions further cause the processor to be configured to:

recerve a first query message from the primary device,

wherein the first query message 1s received from the
primary device after the primary device detects that a
first link disconnection timeout has occurred between
the primary device and the cloud device, and wherein
the first query message queries whether a second link
disconnection timeout has occurred between the sec-
ondary device and the cloud device; and

return a response message to the primary device 1n

response to the first query message, wherein the
response message enables the primary device to deter-
mine the communication status of the cloud device.

20. The secondary device of claim 17, wherein the pro-
cessor 1s configured to execute the mnstruction 1in the memory
to cause the secondary device further to:

determine that the secondary device and the cloud device

are configured to normally commumicate with each
other and that the secondary device and the primary
device are not configured to normally communicate
with each other; and

switch, in response to the determining, the secondary

device i1dentity of the secondary device to a primary
device 1dentity.




	Front Page
	Drawings
	Specification
	Claims

