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(57) ABSTRACT

A method and a system for identitying indicators of com-
promise¢ 1 a network infrastructure are provided. The
method being executable by a computing device communi-
catively couplable to the network infrastructure, the com-
puting devices being positioned outside a perimeter of the
network iirastructure. The method comprises: obtaining an
inirastructure graph for the network inirastructure, identify-
ing, for a given protected infrastructure element, a portion of
the infrastructure graph including vertices representative of
linked nfrastructure elements; analyzing a given one of the
linked infrastructure eclements to determine a respective
value thereof; determining whether the respective value of
the given one of the linked infrastructure elements 1s indica-
tive of the network infrastructure being compromised; in
response to the respective value of any one of the linked

infrastructure elements associated to the given protected
infrastructure element being indicative of the network infra-
structure being compromised: generating and transmitting at
least one warning about a potential cyberattack.
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obtaining, by the processor, data representative of a given protected -

infrastructure element
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accessing, by the processor, a network graph representative of a
network including the network infrastructure to identify in the network
graph, based on the given protected infrastructure element, an
infrastructure graph representative of the network infrastructure

l

analyzing, by the processor, a gix}‘en one of the linked infrastructure | 230
elements associated to the given protected infrastructure elementto  —~
determine a respective value thereof f
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determining, by the processor, whether the respective value of the given 240
- one of the linked infrastructure elements is indicative of the network |
infrastructure being compromised ’

in response to the respective value of any one of the linked
infrastructure elements associated to the given protecied infrastructure

element being indicative of the network infrastructure being
compromised. generating, by the processor, at least one warning about
a potential cyberattack, and transmitting, by the processor, the at least
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SYSTEM AND METHOD FOR DETECTING A
CYBERATTACK

CROSS-REFERENC.

L1

The present application claims priority to a Russian Patent
Application No.: 2021115690 filed on Jun. 1, 2021 and
entitled “SYSTEM AND METHOD FOR EXTERNAL
MONITORING A CYBERATTACK SURFACE”, the con-
tent ol which 1s incorporated herein by reference in its
entirety.

FIELD

The present technology relates broadly to the field of
cybersecurity; and, 1n particular, to systems and methods for
detecting a cyberattack 1n a network infrastructure.

BACKGROUND

Certain prior art approaches for a network infrastructure
state monitoring and warning of its possible compromise
have been known.

One of such approaches includes using vulnerability
scanners enabling to scan networks, computers and appli-
cations for potential security problems. This class of solu-
tions normally includes: port scanners, tools for studying
computer network topology, network service vulnerability
investigation tools and script investigation tools (CGI scan-
ners). However, all these solutions are aimed rather at
research activities than at preventing the compromise of
some predefined network infrastructure.

Further, U.S. Pat. No. 10,721,262-B2, 1ssued on Jul. 21,

2020, assigned to Palantir Technologies Inc, and assigned
“RESOURCE-CENTRIC NETWORK CYBER ATTACK

WARNING SYSTEM” discloses a computer system that
may generate alerts related to a potential cyber attack an
resource ol an organization. The computer system may
receive activity information associated with activity on a
computer network of the organization, access contextual
information about the resource, determine, based on the
contextual information, select, based at least in part on the
contextual information, one or more 1indicators that are
indicative of a cyber attack against the resource to form a
second plurality of indicators, and generate, based at least 1n
part on the second plurality of indicators and the contextual
information, a risk score, wherein the risk score indicates a
probability that the resource is at risk of a cyber attack. In
response to the risk score satistying a threshold value, the
computer system may generate an alert. Alerts may be
presented using a graphical user interface. Analysts’ actions
may be tracked for review.

U.S. Pat. No. 10,778,701-B2, 1ssued on Sep. 15, 2020,
assigned to Red Hat Inc, and enftitled “MITIGATING
CYBER ATTACKS BY AUTOMATICALLY COORDI-
NATING RESPONSES FROM CYBER-SECURITY
TOOLS” discloses a cyber-security engine including sofit-
ware modules created by multiple sources, each of the
soltware modules being for integrating a respective cyber-
security tool with the cyber-security engine. The cyber-
security engine can use the software modules to communi-
cate with the cyber-security tools 1 order to detect one or
more events indicative of a cyber-attack against a computing,
environment. The cyber-security engine can then determine
a coordimnated-response strategy 1nvolving cooperation
among the cyber-security tools to mitigate the cyber-attack.
The cyber-security engine can transmit commands to the
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2

cyber-security tools to cause the cyber-security tools to
implement the coordinated-response strategy.

United States Patent Application Publication No. 2016/
0308,898-A1, published on Oct. 20, 2016, assigned to
Mantix4 LLC, and entitled “SYSTEMS AND METHODS
FOR TRACKING, ANALYZING AND MITIGATING
SECURITY THREATS IN NETWORKS VIA A NFET-
WORK TRAFFIC ANALYSIS PLATFORM™ discloses a
network traflic analysis method for tracking, analyzing, and
mitigating security threats 1in a network includes receiving
information based on monitoring traflic at a plurality of
layers at one or more monitors deployed in the network
utilizing deep packet inspection; receiving information
based on monitoring the trailic at an endpoint of the net-
work; analyzing the momtored traflic from the endpoint and
the one or more monitors to determine network infrastruc-
ture and cyber security posture of the network infrastructure;
and providing visualizations based on the network infra-
structure and the cyber security posture, continuously to
track threats, watch lateral movement in the network of the
tratlic, and determine security event history in the network.

U.S. Pat. No. 10,873,597-B1, 1ssued on Dec. 22, 2020,
assigned to FireEye Inc, and entitled “CYBER ATTACK
EARLY WARNING SYSTEM™ discloses a system and
method for generating an alert regarding a potential attack.
The method mvolves receiving data associated with previ-
ously analyzed or known malware attacks by a first network
device. Additionally, the first network device receives an
attack alert associated with an object analyzed and 1dentified
as suspicious by a second network device. The attack alert
includes information associated with the suspicious object.
For alert generation, at least a portion of the information of
the attack alert 1s provided to a system configured to at least
(1) extract feature(s) from the attack alert, (11) determine
similarities between the extracted features and features
associated with the previously analyzed or known malware
attacks to determine a result, (1v) compute an attack value
based on the result and at least a portion of the extracted
features including time-dependent and/or independent fea-
tures, and (v) generate an alert based on the attack value.

U.S. Pat. No. 7,930,256-B2, 1ssued on Apr. 19, 2011,
assigned to Charles River Analytics Inc, and entitled
“SECURITY SYSTEM FOR AND METHOD OF
DETECTING AND RESPONDING TO CYBER
ATTACKS ON LARGE NETWORK SYSTEMS” discloses
a security system for and method of detecting and respond-
ing to cyber attacks on a network or network element. The
system comprises: (a) an intelligent agent-based information
retrieval subsystem configured so as to automatically search
for and retrieve relevant data from distributed sources; (b) a
rule-based 1nferencing mechanism configured so as to inter-
pret retrieved data within the situational context to support
event and alert generation for cyber threat assessment and
prediction; and (¢) a threat assessment and prediction
mechanism configured so as to capture relating to the
interrelationship between cyber sensor outputs and cyber
attacks.

SUMMARY

It 1s an object of the present technology to ameliorate at
least inconveniences associated with the prior art.

Unlike the prior art solutions, the methods and systems
described herein are directed to monitoring a network infra-
structure from the outside thereof. More specifically, the
present methods are directed to identifying indicators of
compromise within the network infrastructure by analyzing
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clements thereof represented as a graph, which can be
obtained from the outside of the network infrastructure, such
as from a graph structure representative of a network includ-
ing the network infrastructure. By doing so, non-limiting
embodiments of the present technology allow detecting
cyberattacks in the network infrastructure without integra-
tion therein.

More specifically, 1n accordance with a first broad aspect
of the present technology, there 1s provided a method for
detecting a cyberattack in a network infrastructure. The
method 1s executable by a computing device including a
processor communicatively couplable to the network infra-
structure. The network infrastructure has an infrastructure
external perimeter, and the computing device 1s disposed
externally with respect to the infrastructure external perim-
cter. The method comprises: obtaining, by the processor,
data representative of a given protected infrastructure ele-
ment; accessing, by the processor, a network graph repre-
sentative ol a network including the network infrastructure
to 1dentily in the network graph, based on the given pro-
tected infrastructure element, an inirastructure graph repre-
sentative of the network infrastructure, a given vertex of the
infrastructure graph being representative of a respective one
of linked infrastructure elements associated to the given
protected infrastructure element 1n the network infrastruc-
ture; and a given edge connecting two adjacent vertices
being representative of a respective common parameter
between respective infrastructure elements associated with
the adjacent nodes; analyzing, by the processor, a given one
of the linked infrastructure elements associated to the given
protected infrastructure element to determine a respective
value thereof; determining, by the processor, whether the
respective value of the given one of the linked infrastructure
clements 1s indicative of the network infrastructure being
compromised; 1 response to the respective value of any one
of the linked infrastructure elements associated to the given
protected infrastructure element being indicative of the
network infrastructure being compromised: generating, by
the processor, at least one warning about a potential cyber-
attack, and transmitting, by the processor, the at least one
warning cyberattack to an operator of the network infra-
structure.

In some implementation of the method, the given pro-
tected inirastructure element comprises at least one of:

a domain,

an [P address,

an SSL certificate,

an e-mail address,

an FTP server address,

a database management system address,

a file hosting web service address, and

a name of a web service and a respective port in which the

web 1s running.

In some 1implementation of the method, the respective one
of the linked infrastructure elements associated with the
given protected infrastructure element comprises at least one
of:

an other domain,

an other IP address,

an other SSL certificate,

an other TLS certificate,

a name and a respective version numbers of an other web

service, and

a link to at least one web page associated with the given

protected infrastructure element.
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In some 1mplementation of the method, 1dentifying the
network infrastructure graph comprises scanning the given
protected infrastructure element with a port scanner.

In some implementation of the method, the respective
value of the given one of the linked infrastructure elements
comprises at least one of:

Domain Name System (DNS) resource record values,

a value of a domain name system record comprising
DMARC protocol settings,

IP address owner company name,
an IP address hosting provider,
an IP address validity period,

a list of ports opened on an IP address associated with the
given protected infrastructure element,

a list of network services running on the IP address,
a name of a domain owner,

a domain registrar,

a domain validity period,

statuses of one of the SSL. and TLS certificate,

parameters of one of the SSL and TLS certificate includ-
ing data of encryption algorithms;

a validity period of one of the SSL and TLS certificate,

a security status of a web page associated with the given
protected 1nfrastructure element, and

length of a list of links to web pages including high-risk
content.

In some implementation of the method, indicators of the
network infrastructure being compromised includes at least
one:

change of DNS data,

DNS malfunctioning,

change of an IP-address owner,
change of a domain name owner,
change of a SSL certificate status,
change of a TLS certificate status,

at least one of SSL encryption algorithms being deter-
mined as being a weak SSL encryption algorithm,

at least one TLS encryption algorithm being determined
as being a weak TLS encryption algorithm,

missing or mcorrect configuration of DMARC protocol,
opening a new port,
launching a new service,

absence of a launched service 1n a list of known legitimate
services,

a version of a launched legitimate service being deter-
mined as being known vulnerable version,

receiving, in response to a test request, from a legitimate
web service, any other response, except for “Authori-
zation Error” response,

an expired domain name,
an expired SSL certificate,
an expired TLS certificate,

dIl

detection of at least one web page associated with the
given protected infrastructure element with illegal con-
tent,

detection of a malicious code on at least one web page
associated with the given protected infrastructure ele-
ment,

detection of at least one access of at least one of devices
associated with the given protected infrastructure ele-
ment to at least one command server of intruders,

detection of at least one command server of intruders
within the protected infrastructure.
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In some 1mplementation of the method, the DNS mal-
functioning comprises at least one of:

receiving no DNS responds to respective queries,

at least one of DNS responding within a time longer than

a predetermined time,
at least one of DNS not declaring itself authoritative,
Domain Name System Security Extensions (DNSSEC)
being not supported for a domain associated with the
given protected infrastructure element,
DNS list provided by a root server not corresponding to
a list published by the DNS,

only one DNS being associated with the domain of the

given protected infrastructure element,

at least one DNS being capable of responding to any DNS

lookup from any IP,

at least one DNS being an Open Zone Transier Server

providing information in a DNS zone,

at least one DNS server having a private 1P address,

no published DNS record being 1dentified for the domain

or a host name associated with the given protected
infrastructure element,

more than one DNS being present on a same C class

subnet,

a DNS SOA validity period being different from that

recommended by a Request for Comments (RFC),

a DNS SOA cache value being different from that rec-

ommended by the RFC,

a DNS SOA update value being different from that

recommended by the RFC,

a DNS SOA retry value being different from that recom-

mended by the RFC,

SOA serial numbers mismatching, and

an 1nvalid format of DNS SOA serial number.

In some implementation of the method, the indicators of
the network infrastructure being compromised further
includes mformation about sensitive data leaks in the net-
work infrastructure.

In some mmplementation of the method, the method fur-
ther comprising determining if the information about sensi-
tive data leaks include protected infrastructure sensitive
data, and 1n response to detection of at least one leak of the
protected infrastructure sensitive data, the method further
comprises generating the at least one warning about the
potential cyberattack.

In some implementation of the method, the protected
inirastructure sensitive data comprise at least one of:

credentials of users of the network infrastructure,

personal data of the users of the network infrastructure,

contact details of the users of the network infrastructure,

payment details of the users of the network infrastructure,
and confidential information stored on the protected
inirastructure devices.

In some 1mplementation of the method, the at least one
generated cyberattack warning 1s transmitted to an electronic
device of the operator of the network infrastructure via at
least one of:

an e-mail,

an SMS,

an MMS,

a push notifications,

an 1nstant messenger messages, and

an API events.

In accordance with a second broad aspect of the present
technology, there 1s provided a computing device for detect-
ing a cyberattack 1n a network infrastructure. The network
infrastructure has an infrastructure external perimeter, and
the computing device 1s disposed externally with respect to
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the infrastructure external perimeter. The computing device
includes: a processor communicatively couplable to the
network 1nfrastructure and non-transitory computer-read-
able medium storing instructions. The processor, upon
executing the instructions, 1s configured to: obtain data
representative of a given protected infrastructure element;
access a network graph representative of a network includ-
ing the network infrastructure to identily in the network
graph, based on the given protected infrastructure element,
an 1nfrastructure graph representative of the network 1nfra-
structure, a given vertex ol the infrastructure graph being
representative ol a respective one ol linked infrastructure
clements associated to the given protected infrastructure
clement 1n the network infrastructure; and a given edge
connecting two adjacent vertices being representative of a
respective common parameter between respective inira-
structure elements associated with the adjacent nodes; ana-
lyze a given one of the linked infrastructure elements
associated to the given protected infrastructure element to
determine a respective value thereof; determine whether the
respective value of the given one of the linked infrastructure
clements 1s indicative of the network infrastructure being
compromised; 1n response to the respective value of any one
of the linked infrastructure elements associated to the given
protected infrastructure element being indicative of the
network infrastructure being compromised: generate at least
one warning about a potential cyberattack, and transmit the

at least one warning cyberattack to an operator of the
network infrastructure.

In the context of the present specification, “an external
attack surface” or “cyberattack surface” of a cyberattack
executed 1 a network infrastructure denotes a set of all
potentially vulnerable elements of the network inirastruc-
ture, such as hardware and software solutions present therein
(for example, ports open on a server and web services
running on 1t), and also individual properties and parameters
of these elements (for example, SSL certificate and 1ts
validity period, server IP address and registration data of its
owner, user account name and password, etc.).

Collectively, these potentially vulnerable elements, and
also their properties and parameters, which are monitored,
according to certain non-limiting embodiments, within the
scope of this specification will be also be referred to as
“checkpoints™ of the network infrastructure. In other words,
a cyberattack external surface consists of a set of the
protected network inirastructure checkpoints.

Further, 1n the context of the present specification, the
term “network infrastructure” denotes a computer system
including a set of soitware and hardware interconnected by
a network, providing for data communication, which could
be targeted by cyber criminals, or intruders. Such network
infrastructure, for example, can include a company com-
puter network containing servers, workstations, routers, etc.

In the context of the present specification, unless
expressly provided otherwise, a computer system may refer,
but 1s not limited, to an “electronic device”, an “operation
system”, a “system”, a “computer-based system™, a “con-
troller unit”, a “control device” and/or any combination
thereol appropriate to the relevant task at hand.

In the context of the present specification, unless
expressly provided otherwise, the expression “computer-
readable medium” and “memory” are intended to include

media of any nature and kind whatsoever, non-limiting
examples of which include RAM, ROM, disks (CD-ROMs,
DVDs, tfloppy disks, hard disk drives, etc.), USB keys, flash

memory cards, solid state-drives, and tape drives.
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In the context of the present specification, a “database” 1s
any structured collection of data, irrespective of 1ts particular
structure, the database management soitware, or the com-
puter hardware on which the data 1s stored, implemented or
otherwise rendered available for use. A database may reside
on the same hardware as the process that stores or makes use
ol the information stored in the database or 1t may reside on
separate hardware, such as a dedicated server or plurality of
SErvers.

In the context of the present specification, unless
expressly provided otherwise, the words “first”, “second”,
“third”, etc. have been used as adjectives only for the
purpose of allowing for distinction between the nouns that
they modily from one another, and not for the purpose of
describing any particular relationship between those nouns.

BRIEF DESCRIPTION OF THE DRAWINGS

Non-limiting embodiments of the present technology are
described herein with reference to the accompanying draw-
ings; these drawings are only presented herein to explain the
essence of the technology and are not intended to limit the
scope thereof 1n any way, where:

FIG. 1 depicts a schematic diagram of a computing device
configurable for detecting a cyberattack 1n a network infra-
structure, 1n accordance with certain non-limiting embodi-
ments of the present technology;

FIG. 2 depicts flowchart of a method detecting a cyber-
attack 1n a network infrastructure, 1n accordance with certain
non-limiting embodiments of the present technology;

FIG. 3A depicts an example of a fragment of the Internet
graph model used for identifying the network infrastructure
of FIG. 1, 1n accordance with certain non-limiting embodi-
ments of the present technology;

FIG. 3B depicts an example of a filtered fragment of the
of the Internet graph model of FIG. 3A, 1n accordance with
certain non-limiting embodiments of the present technology;

FIG. 3C depicts an example of the filtered fragment of the
of the Internet graph model of FIG. 3B, which has been
additionally enriched, in accordance with certain non-lim-
iting embodiments of the present technology;

FIG. 4A depicts a flowchart diagram of a step of the
method of FIG. 2 for analyzing, by the computing device of
FIG. 1, checkpoints of the network infrastructure for indi-
cators of compromise, 1 accordance with certain non-
limiting embodiments of the present technology;

FIG. 4B depicts a flowchart diagram of an other possible
algorithm of executing the step of the method of FIG. 2 for
analyzing, by the computing device of FIG. 1, checkpoints
of the network infrastructure for indicators of compromise,
in accordance with certain non-limiting embodiments of the
present technology;

FIG. § depicts a schematic diagram of an example com-
puting environment configurable for execution of the present
methods of FIG. 2, 1n accordance with certain non-limiting
embodiments of the present technology.

DETAILED DESCRIPTION

The following detailed description 1s provided to enable
anyone skilled in the art to implement and use the non-
limiting embodiments of the present technology. Specific
details are provided merely for descriptive purposes and to
give 1nsights mto the present technology, and 1n no way as
a limitation. However, it would be apparent to a person
skilled 1n the art that some of these specific details may not
be necessary to implement certain non-limiting embodi-
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ments of the present technology. The descriptions of specific
implementations are only provided as representative

examples. Various modifications of these embodiments may
become apparent to the person skilled in the art; the general
principles defined 1n this document may be applied to other
non-limiting embodiments and implementations without
departing from the scope of the present technology.

System

With reference to FIG. 1, there 1s depicted a schematic
diagram of a computing device 100 configured for imple-
menting the present method for detecting a cyberattack in a
network infrastructure 180, 1n accordance with certain non-
limiting embodiments of the present technology. As 1t can be
appreciated, the computing device 100 1s positioned outside
the network infrastructure 180. According to certain non-
limiting embodiments of the present technology, the com-
puting device 100 can be configured to be coupled to the
network infrastructure 180 via a communication network
170, such as the Internet. FigureDesign and hardware con-
figuration of the computing device 100 could be any gen-
crally known ones enabling to ensure execution of the
functions described below. For example, and not as a limi-
tation, the computing device 100 can be implemented as a
server. For example, the server can comprise a hardware
server Dell™ PowerEdge™ server. In the alternative
embodiment, the functionality of the computing device
(100) could be implemented by a plurality of servers. In the
other non-limiting embodiments of the present technology,
the computing device 100 can comprise a mobile electronic
device, for example, a smartphone or tablet. To that end, the
computing device 100 can include some or all components

of a computing environment 500, such as a processor 501
thereotf, which will be described 1n detail below with refer-
ence to FIG. 3.

According to certain non-limiting embodiments of the
present technology, the computing device 100 can include at
least one of the following components: a communication
module (110), an infrastructure detection module (120), a
scanning module (130), an analysis module (140), a notifi-
cation module (150), and a data storage module (160).

The listed modules 1n terms of their technical implemen-
tation could be software modules executed on one comput-
ing device; however, i other non-limiting embodiments of
the present technology, at least some of these software and
hardware modules could be implemented as dedicated serv-
ers, each of which can be configured to perform a corre-
sponding function.

According to certain non-limiting embodiments of the
present technology, the communication module (110) 1s
configured to exchange data with the infrastructure detection
module (120), the scanning module (130), the notification
module (150), and also the data storage module (160). The
communication module (110) enables the computing device
implementing the present method to communicate with the
communication network 170. In turn, the communication
module 110 provides communication between the comput-
ing device (100) with the network infrastructure (180) via
the communication network 170. Moreover, the communi-
cation module (110) enables the computing device (100) to
obtain additional information, 1n particular, indicators of
compromise via the communication network 170.

The infrastructure detection module (120) 1s configured to
exchange data with the commumication module (110) and
the data storage module (160). The inirastructure detection
module (120) 1s configured to search for and 1dentity inira-
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structure elements (also referred to herein as “checkpoints™)
of the network infrastructure 180 defining a cyberattack

surface of the network inirastructure (180). Such check-
points, according to certain non-limiting embodiments of the
present technology, can include, at least, domain names, IP
addresses, SSL and TLS certificates, open port numbers, and
also names and version numbers of web services running on
those ports. One of the possible embodiments of these
functions by the infrastructure detection module (120) 1s
described below with reference to FIGS. 2 to 3B.

Further, 1n some non-limiting embodiments of the present
technology, the scanning module (130) 1s configured to
exchange data with the communication module (110) and
the data storage module (160). The scanning module (130)
1s also configured to scan the network infrastructure devices
(180) and obtain information about the web services running
on the ports of its devices. The scanning module (130)
provides scanmng of the checkpoints of the network inira-
structure 180 and obtaining information about their statuses,
1.€., parameters characterizing the current state of the check-
points. If the checkpoint 1s a domain name, for example,
company.com, the information about this checkpoint sta-
tuses may 1nclude, by way of non-limiting example, at least
one of: IP address to which the given domain name 1is
resolved, settings of at least one DNS corresponding to the
given domain name, names and numbers of software ver-
sions (web services) operating on the server having the
given domain name, domain name owner (registrar), 1ts
address, contact phone number, its e-mail address, date of
domain name registration, validity period of domain name
registration, domain name current status (for example,
“active”), and also date of the last change of all the listed
parameters.

The analysis module (140) 1s configured to exchange data
with the scanning module (130), data storage module (160)
and notification module (150). The analysis module (140) 1s
configured to check the information about the statuses of the
checkpoints of the network infrastructure (180), received
from the scanning module (130), for vulnerabilities, unsafe
settings and other indicators of compromise 1n 1it.

The notification module (150) 1s configured to exchange
data with the analysis module (140) and with the commu-
nication module (110). The notification module (150) gen-
crates and transmits, using the communication module
(110), the notification of a potential compromise of the
network infrastructure 180, such as to an electronic device
of an operator thereof, as an example, by at least one of the
following communication means: an e-mail, an SMS/MMS,
a push notification, a message 1n an instant messenger by
creating an API event.

The data storage module (160) 1s configured to exchange
data with the communication module (110), the infrastruc-
ture detection module (120), the scanning module (130) and
the analysis module (150). The data storage module (160)
provides both permanent and temporary storage of informa-
tion. For this purpose, the data storage module (160) com-
prises at least one database (not depicted 1n FIG. 1), which
allows to store information orderly and to carry out search
ciiciently. The data storage module (160) could also be
configured to store program instructions, which execution
enables the processor 501 of the computing device (100) to
implement the described method.

Method

With reference to FIG. 2, there 1s depicted a flowchart
diagram of a method 200 for detecting the cyberattack 1n a
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grven protected network inifrastructure, such as the network
infrastructure 180, 1n accordance with certain non-limiting

embodiments of the present technology. As mentioned
above, the method 200 can be executed by the processor 501
of the computing device 100 positioned outside a perimeter
of the network inirastructure 180 and couplable thereto via
the communication network 170.

Step 210: Obtaining, by the Processor, Data
Representative of a Given Protected Infrastructure
Element

The method (200) begins at step (210), when, using the
communication module (110), the processor 501 can be
configured to (1) obtain data on a given protected infrastruc-
ture element are obtained and (2) store the data i the
database of the data storage module (160).

According to certain non-limiting embodiments of the
present technology, the data on the given protected inira-
structure element can include at least one of: domain or
[P-address related to at least one website being part of the
network infrastructure 180, at least one SSL certificate
installed therein, or on at least one IP address, email address
related to a webmail service operating in the network
infrastructure 180, for example, a corporate email address.
Besides, the basic data may include locators, for example,
links to data stores that are present 1n the protected inira-
structure, 1n one non-limiting example, these could be: FTP
servers, database management systems such as MongoDB,
file hosting web services such as AWS bucket storages, etc.
Additionally, the data on the given protected infrastructure
clement may include addresses, identifiers and version num-
bers of web services operating 1n the network infrastructure
180.

In this case, a given web service address 1s a server IP
address and number of a port where a respective web service
1s running. The service i1dentifier could be, without limita-
tion, as the web service name, for example, Apache Tomcat,
as a conventional symbol, for example, a pre-assigned web
service serial number, or a number resulting from taking a
hash function, for example, from the character string of the
web service name. The web service version number 1s the
soltware version number traditionally used in IT industry.

Thus, by way of example, at step (210), the processor 501
can be configured to obtain the data indicative of given
protected infrastructure element including the domain “com-
pany.com’ .

Further, at step (210), the processor 5301, using the com-
munication module (110), can be configured to obtain and
store data on indicators of compromise associated with the
grven protected infrastructure element 1n the database of the
data storage module (160).

It 1s worth noting that within the scope of this specifica-
tion, the term “indicator of compromise” denotes artifacts
directly indicating the fact of compromise (for example,
presence of an entry typical of the known malicious program
in the system registry) as well as checkpoint status values,
which indicate a change 1n the state of the particular check-
point.

For example, indicators of compromise associated with
the given protected infrastructure element can include, with-
out limitation, change of DNS data, change of IP-address
owner, change of domain name owner, change of SSL
certificate status, change of TLS certificate status, opening a
new port, launching a new service, domain name expiration,
SSL certificate expiration, TLS certificate expiration,
absence of the detected software (web service) name 1n the
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list of legitimate software, belonging of the used legitimate
service (web service) version to the known vulnerable

versions being used belongs to the known vulnerable ver-
sions of this service, missing or mcorrect configuration of
DMARC protocol, use of encryption algorithms related to
weak algorithms 1 SSL/TLS, and leak of sensitive data.

Such sensitive data, according to certain non-limiting
embodiments of the present technology, mean at least the
following: credentials of users of the network infrastructure
180, personal data including contact details thereot, turther
including business email addresses, payment details of the
users. Additionally, the sensitive data can include other
confidential and sensitive information stored inside the
perimeter ol the network infrastructure 180, for example,
databases, file storages, network shared folders, etc.

Further, according to certain non-limiting embodiments
of the present technology, the indicators of compromise
obtained by the processor 501 at step (210), that 1s, objects
or artifacts associated with the given protected infrastructure
element, can be indicative of the network infrastructure 180
being compromised, such as by the cyberattack. The 1ndi-
cators of compromise can represent, for example, hash sums
of malicious files, names of malicious files and the paths
where they are located, IP addresses of malware command
servers accessed by one of devices of the network inira-
structure 180, addresses of DNS servers used by the mal-
ware, €lc.

Further, the indicators of compromise obtained at this step
may also include information about sensitive data leaks, for
example, names ol companies, the i1llegal access to which
inirastructure has been put up for sale on specialized forums
used by cybercriminals, and also information about such
companies’ employees’ credentials, personal, payment
details, and the like.

In some non-limiting embodiments of the present tech-
nology, the processor 301 can be configured to store the
indicators of compromise 1n text files, 1n a form of a list, or
otherwise 1 an ordered data structure, such as a separate
database of in any suitable format.

It should be expressly understood that the processor 501
of the computing device 100 can be configured to obtain the
above information in advance from any suitable source, for
example, from open third-party sources of cyber intelligence
data (threat intelligence feeds), from the results of traflic or
malicious file code analysis performed, for example, by a
third-party platform for malicious files detonation or by a
virtual environment, sandbox, third-party tools for the mali-
cious file code analysis, etc. Such information could be
provided to the computing device 100 implementing the
method (200), at the first step (210) thereof. In some
non-limiting embodiments of the present technology, the
processor 301 can be configured to obtain and store, 1n the
database of the data storage module (160), the data about the
indicators ol compromise from time to time, such as at
predetermined intervals, for example, once a day, or, for

example, every four hours.
The method 200 thus advances to step 220.

Step 220: Accessing, by the Processor, a Network
Graph Representative of a Network Including the
Network Infrastructure to Identify 1in the Network
Graph, Based on the Given Protected Infrastructure
Element, an Infrastructure Graph Representative of
the Network Infrastructure

At step (220), according to certain non-limiting embodi-
ments of the present technology, the processor 301 can be
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configured to determine at least one other infrastructure
clement the are linked to the given protected infrastructure
clement data of which that processor obtained at step 210.
For example, the processor 501 can be configured to 1den-
tify, using the infrastructure detection module (120), at last
one of the related domain names, IP addresses, SSL.- and\or
TLS certificates that are associated with the given protected
infrastructure element in the network infrastructure 180.

To that end, in some non-limiting embodiments of the
present technology, the processor 501 can be configured to
access, using the infrastructure detection module (120), a
pre-built Internet graph model to i1dentify therein an infra-
structure graph representative of the network infrastructure
180. With reference to FIG. 3A, there 1s depicted a sche-
matic diagram of a non-limiting example of an Internet
graph model 300, 1n accordance with certain non-limiting
embodiments of the present technology. could be built in one
of the possible embodiments. It 1s worth noting that the
Internet graph model 300 a simplified example which 1s
provided solely for ease of understanding of the non-limiting
embodiments of the present technology; and 1n actual Inter-
net graph model can include a much greater number of graph
vertices, such as thousands, millions, or event billions, as an
example.

As best illustrated in FIG. 3A, the Internet graph model
(300) 1s a graph, whose vertices are representative of inira-
structure elements of the network infrastructure 180 and the
parameters of these elements. Such elements of the network
infrastructure 180 can include, for example, IP addresses
(310), (320), (330), (340), domains (311), (315), (319),
(323), (325), ports (312), (316), (332), web services running
on these ports (314), (318), (334), SSL and TLS certificates
(313), (317), (321) etc. The parameters of the elements of the
network infrastructure 180 could be, for example, owners of
IP addresses (302), (342), dates of IP address registration
(not shown), dates of SSL and TLS certificates creation and
expiration (not shown), etc.

According to certain non-limiting embodiments of the
present technology, the processor 501 can be configured to
identify the graph vertices at the stage of model building
while crawling the communication network 170. This crawl-
ing enables to obtain information about availability, status
and parameters of each of the listed elements of the network
infrastructure 180.

The graph edges are the links 1dentified during analysis of
the said Internet crawling results. In this case, a link corre-
sponds to a match of parameters of diflerent elements of the
network infrastructure 180. Building links between the
vertices could be executed by any well-known method, for
example, as described 1n patent RU2681699 1ssued on Mar.
12, 2019, assigned to Trust LLC, and entitled “METHOD
AND SERVER FOR SEARCHING RELATED NET-
WORK RESOURCES”, where identifying at least first
linked element (corresponding to a respective graph vertex)
and at least second linked element second network resource
(corresponding to a respective other graph vertex); retriev-
ing information about the identified network infrastructure
clements, including at least one parameter of the at least first
linked element and at least one parameter of the at least
second linked element; and 1n response to the fact that at
least one parameter of the at least first linked element
matches at least one parameter of the at least second linked
clement, building a link between the at least first linked
clement resource and the at least second linked element (an
edge between two vertices of the graph).

Thus, with continued reference to FIG. 3A, the processor
501 can be configured to determine links between the graph
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vertices corresponding to the IP addresses (320), (330) and
(340) since these three addresses belong to one and the same
owner (342). Further, the processor 501 can be configured to
determine links between vertices corresponding to domains
(315), (319) and (325) because one and the same SSL
certificate (317) 1s installed on the websites having these
domain names.

Further, the processor 501 can be configured to establish
links between the vertices corresponding to domains (315)
and (319) since both of these domain names refer to one and
the same IP address (310). Similarly, the processor 501 can
be configured to establish links between the vertices corre-
sponding to domains (323) and (325), since both of these
domain names refer to one and the same IP address (320).

Further, the processor 501 can be configured to establish
a link between the graph vertices corresponding to the port
(316) opened at IP address (310) and port (332) opened at IP
address (330), since the same web services (318), (334) are

running on these ports, for example, Apache Tomcat web
servers of the same v.3.3.2 version.

In additional non-limiting embodiments of the present
technology, the processor 501 can be configured to assign, to
cach of the so determined links 1n the Internet graph model
(300), a respective weight value indicative of “strength” of
the link or some other parameters of the associated vertices.
Determining or assignment, by the processor 301, of these
values could be performed by any well-known method. In
one non-limiting example, a link could have a greater

respective weight value 1f 1t connects less elements; for
example, the link between the IP address (310) and the
owner ol that address (302) could have a greater respective

weilght value than the links between the IP addresses (320),
(330), (340) and their owner (342).

However, 1t should be noted that the respective weight
values can be assigned, by the processor 501, to each graph
edge based on other parameters as well. For example, links
built from vertices corresponding to SSL certificates could
have greater weight values than links built from vertices

corresponding to the same web services, such as web
services (318), (334). Any other known methods of com-

puting or assigning weights to the edges of such a graph are
possible without limaitations.

The above-described Internet graph model 300 could be
configured to be periodically replemished or enriched. The
graph model replenishment or enrichment could be per-
formed, by the processor 501, for example, by re-crawling
the communication network 170 and analyzing the obtained
data by the above-described method, as well as by alterna-
tive methods, without departing from the scope of the
present technology.

For example, in some non-limiting embodiments of the
present technology, the processor 501 can be configured to
analyze the lists of domains published by domain registrars,
and thus identify new domains. In another example, the
processor 501 can be configured to analyze network traflic
on the communication network 170 and extract new domain
names from it. In the other example, the processor 501 can
be configured to extract new domains from SSL certificate
data, and also from the code or tratlic of malicious files
analyzed by third-party systems. Similarly, in yet another
example, the processor 301 can be configured to analyze the
lists of the 1ssued SSL and TLS certificates, thus obtaining
information about new certificates and domains, and enrich-
ing the graph model. Also, the processor 301 can be con-
figured any method to conduct the above-mentioned analysis

10

15

20

25

30

35

40

45

50

55

60

65

14

of the lists, network tratlic, malicious file code and certifi-
cates without departing from the scope of the present
technology.

The Internet graph model 300, created in advance and
constantly replenished in this way, 1s a part of the inira-
structure detection module (120), using which, at step (220),
the processor 501 can be configured to identify the check-
points of the network infrastructure (180), namely, the
related domain names, IP addresses, SSL.- and/or TLS
certificates, open ports and web services running on these
ports, associated with the given protected infrastructure
clement.

With continued reference to FIG. 3A, returning to the
example where the given protected infrastructure element
was the company.com. domain (311), the processor 501 can
be configured to 1dentily the specified company.com domain
(311) in the Internet graph model 300, as described above.

Further, the processor 5301 can be configured to 1dentily a
graph model fragment comprising all the elements, 1n some
way or other associated with the domain (311). In other
words, the processor 501 can be configured to identify
vertices of the Internet graph model 300 that are linked to
that representative of the domain (311). In the other possible
embodiment, the processor 301 can be configured to 1dentity
those elements that are connected to the original element of
the network infrastructure 180 with such a number of edges
that does not exceed a predetermined threshold value, for
example, elements connected to the original element of the
network infrastructure 180 with no more than 500 edges
(links). The 1dentified fragment of the Internet graph model
300 may look, for example, as shown 1n FIG. 3A.

Further, the processor 501 can be configured to filter out
vertices from the so 1dentified fragment of the Internet graph
model 300. For example, the processor 501 can be config-
ured to cuts ofl those graph edges (links) whose respective
welght values are less than a predetermined threshold value.

Thus, the processor 501 can be configured to generate a
cleared fragment (350) schematically depicted 1n FIG. 3B, 1n
accordance with certain non-limiting embodiments of the
present technology. As 1t can be appreciated, the processor
501 has been 1dentified linked infrastructure elements asso-
ciated with the given protected infrastructure element, that

1s, the company.com domain 311, including two additional
domains, (315) and (319), two SSL certificates (313) and

(317), 1P address (310) of the server 111.222.333.444 and
addresses of two open ports on this server, where network
services are running: port 111.222.333.444:69 (312), where
the FTP server (314) Cisco TFTP Server v.1.1 1s running,
and port 111.222.333.444: 8080 (316), where the web server
(318) Apache Tomcat v.3.3.2 1s running.

Then, 1n additional non-limiting embodiments of the
present technology, the processor 501 can be configured to
scan each one of the so identified linked infrastructure
clements, using the scanning module (130). By doing so, the
processor 301 can be configured to obtain more complete
information about the composition of the network infrastruc-
ture 180. This scanning of the network infrastructure 180
can be performed once or several times. How the scanning
can be implemented will be described 1n greater detail at step
230 of the method 200.

For example, as shown 1n FIG. 3C, an enriched fragment
360 of the Internet graph model 300 includes vertices
representative of port 111.222.333.444:22 (362), port
111.222.333.444:443 (364) and port 111.222.333.444:
50050 (366), 1dentified, by the processor 501, during the

scanning. This drawing also 1illustrates the fact that 1denti-
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fying open ports has been succeeded, but names and ver-
sions of the web services running on these ports remained
unknown.

In yet additional non-limiting embodiments of the present
technology, the processor 501 can be configured detect web
pages to be analyzed and monitored and related to the
protected infrastructure domains, using the infrastructure
detection module (120). For this purpose, for each domain
identified in the network infrastructure 180, the processor
501 can be configured to retrieve at least one web page
related to a given domain 1, and analyze content of this at
least one web page.

To retrieve the at least one web page, the processor 501
can be configured to apply by any well-known method. In
one non-limiting example, the processor 301 can be config-
ured to utilize a suitable utility that, according to a specified
domain name, generates a list of web pages associated with
that domain name, for example, such as SiteAnalyzer utility.
In the other non-limiting example, the processor 501 can be
configured to use a crawling algornthm (1dentifying the
related web pages). In the other non-limiting example, the
list of web pages to be analyzed and monitored can be
obtained 1n advance by the computing device 100 and stored
in the database of the data storage module (160).

According to certain non-limiting embodiments of the
present technology, the processor 501 can be configured to
analyze the so 1dentified web pages 1n two phases. During
the first phase, the processor 501 analyzes the subject matter
of the content posted on each web page and i1dentify the
content categories which the analyzed web pages fall into.

By way of non-limiting example, the processor 501 can be
configured to 1dentily the subject matter of the analyzed web
pages by applying one of approaches described 1n Russian
Patent No.: 2,738,335-C1 issued on Dec. 11, 2020, assigned
to Group-IB LLC, and entitled “METHOD AND SYSTEM
FOR CLASSIFYING AND FILTERING PROHIBITED
CONTENT IN A NETWORK”. More specifically, the pro-
cessor 501 can be configured to: form a pool of web pages
so that the pool includes a suflicient number of web pages,
which content falls 1into each of the categories subject to
monitoring, for example, such as “‘authorization”, “pay-
ments and transiers” (1.e., pages designed for entering sen-
sitive data), “adult content”, “gambling”, “drugs” (pages
containing high-risk content),“business”, “medicine”, “lei-
sure”, and so on (pages of all other types). Then the content
of web pages 1s converted from HTML 1nto text, the text 1s
tokenized, a token matrix 1s formed for training classifier
ensemble, and an ensemble of classifiers i1s created on the
basis of the resulting token matrix, and a decisive priority 1s
predetermined for each of them. In this case, text tokeniza-
tion denotes exclusion of punctuation from 1t, conversion of
all letters to lowercase, conversion of all words to their
original form, symbolic and statistical processing of natural
language and morphological analysis.

Further, 1n order to determine a category for an arbitrarily
taken web page, the processor 301 can be configured to
convert this web page content from HTML to text, tokenize
the text, obtain a vector of tokens, and feed the resulting
token vector to the input of the classifier ensemble having
been trained based on web pages of diflerent categories. For
example, the ensemble of classifiers can be trained based on
web pages of the following training categories:

web pages designed to enter personal data, credentials or

other sensitive data,

web pages containing adult content, gambling content and

other high-risk content,

all the other web pages.
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Further, the web pages categorized as “all the others™ can
be removed from further consideration.

The processor 501 can be configured to consider links to
cach of the web pages categorized as “sensitive data entry
pages’ as separate respective checkpoints. Information
about such checkpoints 1s stored, for example, 1n the form of
a URL, in the database of the data storage module (160).
Moreover, any rubrication of such stored links 1s possible 1n
the database without limitations, for example, availability of
a special tag “page for entering sensitive data”.

Further, the processor 501 can be configured to store all
links to web pages categorized as “high-risk content pages”,
for example, as a list of URLSs, in the database of the data
storage module (160), and consider this list to be another
checkpoint.

In additional non-limiting embodiments of the present
technology, the processor 501 can also be configured to
detect other web pages to be checked for malicious code. In
particular, the processor 501 can be configured to detect the
web pages which could contain a web-shell.

In order to detect such web pages, which could contain a
web shell, the processor 5301 can be configured to check, for
cach of the domains belonging to the network infrastructure
180, availability of special folders where presence of such
pages 1s likely, such as, for example, /wp-content/
tolder, /just7z/folder, etc., as an example. The names of such
folders can be preliminarily stored in a separate list in the
database of the data storage module (160).

If there 1s at least one of such {folders, {for
example, /wp-content/folder, 1t 1s checked, by the processor
501, for at least one file where the presence of malicious
code 1s likely, for example, some of the files wso02.5.1.php.,
ws02.5.php, wso2.php, wso.php, and so on. Names of such
files could also be pre-stored 1n a separate list in the database
of the data storage module (160).

In response to the detection of each such file, the proces-
sor 301 can be configured to obtain a link, e.g. URL, to that
file.

A lmmk to each of the so detected files (web pages)
categorized as “pages possibly containing a web shell” 1s

considered, by the processor 501, to be a separate check-
point. Information about such checkpoints 1s stored, for
example, 1n the form of a URL, 1n the database of the data
storage module (160). Moreover, any rubrication of such
stored links 1s possible in the database without limitations,
for example, availability of a special tag “web shell”.

For example, during the above-described check, the pro-
cessor 501 can be configured to i1dentily /wp-content/folder
on one of site3.company.com domains related to the network
infrastructure 180, and inside this folder—a web page
named wso2.php. In this example, the processor 501 can be
configured to store the following link tagged “web shell” 1n
the database of the data storage module (160):

http://site3.company.com/wp-content/wso2.php

Thus, 1n some non-limiting embodiments of the present
technology, the processor 501 can be configured to store all
inirastructure elements linked to the given protected infra-
structure element obtained at step 210, including the check-
points found as a result of step (220), 1.e., domains, IP
addresses, SSL and TLS certificates, open ports, names and
versions of running web services of the protected infrastruc-
ture (180), and also the checkpoints being the links to web
pages, 1n the database of the data storage module (160).
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The method 200 hence advances to step 230.

STEP 230: Analyzing, by the Processor, a Given One of
the Linked Infrastructure Elements Associated to the Given
Protected Infrastructure Element to Determine a Respective
Value Thereof

At step (230), according to non-limiting embodiments of
the present technology, the processor 501 can be configured
to analyze the so identified linked infrastructure elements of
the network infrastructure (180) to determine values, or
otherwise, statuses thereof. To that end, in some non-
limiting embodiments of the present technology, the proces-
sor 501 can be configured to scan each one of the linked
infrastructure elements by a port scanner, as an example.

According to certain non-limiting embodiments of the
present technology, the statuses of the linked infrastructure
clements associated with the given protected one can include
at least: values of the Domain Name System (DNS) resource
records, namely the start-of-authority resource record (SOA)
and Name Server (NS) record. However, an embodiment the
described method 1s possible, where the values of other
resource record types are also used, 1.e., obtained and
subsequently monitored, for example, without limitation,
resource records of A, CNAME, MX, TXT and SPF types.

In particular, 1n some non-limiting embodiments of the
present technology, the processor 501 can be configured to
obtain resource records ol TXT type, specilying the
DMARC protocol configuration. Such records could be
distinguished from the other resource records of TXT type
by availability of a combination of characters in the record
text.

v=DMARCI

In general, in order to obtain the values of DNS resource
records, the processor 501 can be configured to use the
information about domains available in the protected 1nfra-
structure and detected as a result of step (210). Further, the
processor 301 can be configured to determine, for each
domain, a list of DNS servers used by this domain, and then
obtain, for each DNS server, the values of resource records
related to this domain, and store the result in the database of
the data storage module (160). For example, to execute these
steps, the processor 501 can be configured to use a dig utility
or Whois service.

Further, the processor 501 can be configured to determine
registration parameters ol each of the detected domains of
the network infrastructure 180, including, without limita-
tion: domain owner, domain registrar, domain validity
period.

In order to obtain the values of these parameters, the
processor 301 can be configured to use the information
about domains available in the network infrastructure 180
and detected as a result of step (210). To obtain such values,
the processor 501 can be configured to use any well-known
method, for example, using Whois service, and the result 1s
stored 1n the database of the data storage module (160).

Further, the values of the linked infrastructure elements
can mclude parameters of certificates istalled on each of the
domains and IP addresses of the network infrastructure 180.
For each of the domains and IP addresses, the processor 501
can be configured to determine at least one of: the status of
their SSL certificate or TLS certificate (the status indicates
whether the certificate 1s valid), validity period of the SSL
certificate or TLS certificate, and encryption algorithms that
could be used by the server on which this certificate is
installed.

In order to obtain the values of these parameters, the
processor 501 can access the information about domains and
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[P-addresses available 1n the network infrastructure 180 and
detected as a result of step (210). To obtain the certificate
parameters as such could the processor 501 can be config-
ured use, for example, the publicly available OpenSSL
library or by generating a GET query to an open online
service, such as www.sslshopper.com, and parsing the
response text received from this online-service.

Moreover, among other things, the response of the server
on which a specific certificate 1s 1nstalled, for example, a
TLS certificate, will contain the codes of the supported
encryption algorithms. They may look, for example, as
follows:

TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256

Subsequently, when analyzing such codes, the processor
501 can be configured to determine whether the encryption
algorithms supported by the domain or server with this
installed certificate are weak.

Further, the values of the linked infrastructure elements
can include registration parameters for each of the detected
IP addresses of the network infrastructure 180 including, for
example: address owner, hosting provider, IP address valid-
ity period.

In order to obtain the values of these parameters, the
processor 501 can be configured to access the information
about the IP addresses available in the network infrastructure
180 and detected as a result of step (210). The specified
values can be obtained, by the processor 501, for each IP
address by any well-known method, for example, using
Whois service, and the result 1s stored 1n the database of the
data storage module (160).

Further, the values of the linked infrastructure elements
can include activity parameters of each of the detected IP
addresses of the protected infrastructure, such as: a list of
ports open on this IP address, and also a list of web services
running on this IP address ports and versions of the software
corresponding to these web services.

In order to obtain a list of open ports, and also names and
versions of the services running on them, the processor 501
can be configured to access the information about the IP
addresses available in the protected infrastructure and
detected as a result of step (210). Moreover, a so-called port
scanner 1s used by the processor 501, 1.e., software imple-
mentation of an algorithm built, for example, on the prin-
ciples of SYN, TCP, UDP, ACK or FIN scanning, or on any
other known principles of port scanning, enabling to distin-
guish an open port from a closed one.

For each IP address, using a previously prepared script or
online service (such as, for example, nmap.org), the proces-
sor can be configure to obtain a list of ports currently open
on a given IP address and also names (1dentifiers) and
versions of the web services running on them. Further, the
processor 501 can be configured to store and the result in the
database of the data storage module (160). To obtain the list
of currently open ports, the processor 501 can be configured
to use port scanners. Not only the numbers of open ports but
also names and versions of programs (web services) running
on them can thus be determined by the processor 501 by to
the port scanner.

In other non-limiting embodiments of the present tech-
nology, the well-known network utilities supplied with some
operating systems, such as netstat and nmap utilities, can be
used by the processor 501 to determine the state of ports.

In some non-limiting embodiments of the present tech-
nology, the values of the linked infrastructure elements can
further include security parameters of the websites of the
network infrastructure 180, including, for example: avail-
ability of at least one web page with 1llegal content on the
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protected inirastructure websites, and also availability of a
malicious code on some web pages, such as, for example,
pages designed for sensitive data entry.

As links to the web pages categorized as “high-risk
content pages™ at step (220) have been stored, for example,
as a list of URLSs, 1n the database of the data storage module
(160), the processor 301 can be configured to use this list as
a checkpoint, which status 1s a list length. More specifically,
a zero length of the list indicates absence of pages with
high-risk content (gambling, adult content, drugs, etc.) in the
network infrastructure 180. In contrast, a nonzero length of
the list indicates presence of at least one link to such a page
within the network infrastructure 180.

Each link to a page that could contain a malicious code 1s
also considered to be a checkpoint. At the current step (230),
the processor 501 can be configured to analyze each of such
links to determine presence or absence of a malicious code
on these web pages, and based on this determination, the
processor 301 can be configured to assign a respective re
security status 1s assigned the analyzed link.

To analyze the pages categorized as “‘pages, possibly
containing a web shell”, the processor 501 can be configured
to load each of these pages in a browser, and then, using
pre-configured signatures, such as YARA rules designed to
detect known web shells preliminarily prepared and stored
in the database of the data storage module (160), the
processor 501 can be configured to analyze the source code
of the web page.

More specifically, in one example, when checking the file
available through the link http://site3.company.com/wp-
content/wso2.php
by one of the YARA rules, for example:

h

rule webshell__wso2_ 5_1__wso2_ 5_wso2 {

meta:

description = “Web Shell - from files wso2.5.1.php, wso2.5.php,
wso2.php”

author = “Florian Roth”

date = “2014/01/2%8”

score = /0

super_rule =1

hashO = “dbeecd555a2ef80615{0894027ad75dc”
hashl = “7c8e5d31aad28eb110a9a53145551e05”
hash2 = “cbc44ib78220958{81b739b493024688”
strings:

$s7 = “$opt__charsets .= ‘<option value=\"*.$item.”\”
', ($_POST[*charset’|==8%item?’selec”

$s8 = “</td><td><a href=\"#\”
onclick=\"g(*\*FilesTools\\*,null,\\"’ .urlencode (${]’na”
condition:

all of them

the processor 501 can be configured to detect a web shell in
this file. As a result of this check, the “Malicious Code
Detected” status will be asmgned to this checkpoint.

Otherwise, 1f a web shell 1s not detected, the processor
501 can be configured to assign the “Page Is Saie” status to
this page.

Similarly, to analyze the web pages categorized as “pages
for entering sensitive data,” the processor 501 can be con-
figured to load each of these pages in the browser. Further,
the processor 501 can be configured to 1dentily and decode
the scripts being the part of the page, and analyze the script
code 1s using the signatures, developed to detect known JS
sniflers and exploits, preliminarily prepared and stored 1n the
database of the data storage module (160). Such signatures
are well known to those skilled in the art.
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For example, as a result of checking a given web page 1n
which script code a JS sniffer or exploit has been detected,
the processor 501 can be configured to assign the “Malicious
Code Detected” status he checkpoint corresponding to the
given web page. If neither JS smifler nor an exploit is
detected, the processor 501 can be configured to assign the
status “Page Is Safe” to the checkpoint corresponding to the
given web page.

Finally, the processor 501 can be configured to store all
the information about the statuses of the so identified
checkpoints associated with eth given protected infrastruc-
ture element of the network infrastructure (180) checkpoints
obtained during execution of step (230) in the database of
the data storage module (160). It 1s worth noting that
technically each checkpoint status could be, for example, a
character string stored 1n a text format file. Alternatively,
each status could be a database record. In this case, 1n
addition to the status value as such, this record can also store
additional information, for example, a kind or type of a
checkpoint which this status relates to: DNS data, certificate
data, IP address data, etc. In other words, any rubrication of
the checkpoint statuses according to their types, varieties,
dates and time of receipt, etc. 1s possible 1n the database,
without limitations.

Hence the method proceeds to step 240.

STEP 240: Determining, by the Processor, Whether the
Respective Value of the Given One of the Linked Infrastruc-
ture Elements 1s Indicative of the Network Infrastructure
Being Compromised

At step (240), according to certain non-limiting embodi-
ments of the present technology, the database of the data
storage module (160), the processor 501 can be configured
to analyze the respective values of the linked infrastructure
clements, that 1s, statuses of the checkpoints determined at
step 230, for indicators of compromise. Furthermore, in
response to determine that a respective values of any linked
inirastructure element being indicative of indicator of com-
promise, the processor 501 can be configured to generate at
least one warning about potential cyberattack to be trans-
mitted to an operator of the network infrastructure 180.

With reference to FIGS. 4A and 4B, there are depicted
flowchart diagrams of executing, by the processor 501, the
step 240 of the method 200, 1n accordance with certain
non-limiting embodiments of the present technology.

It should be noted that the processor 301 can be config-
ured to perform the actions 1n accordance with the flowchart
of FIG. 4A before, after or at the same time as the actions of
the tlowchart of FIG. 4B, without departing from the scope
of the present technology.

It should also be expressly understood that the flowcharts
present in FIG. 4A and FIG. 4B are provided solely for the
purposes of clarity and understanding of the present tech-
nology and thus certain steps thereof are omitted. Thus,
during the actual implementation of the present technology,
the step 240 can include more steps corresponding to a wider
range ol checks of the respective values for indicators of
compromise.

Thus, according to certain non-limiting embodiments of
the present technology, the step (240) could begin at sub-
step (242), where the processor 501 can be configured to
obtain a given checkpoint status from the list of checkpoint
statuses, obtained at step (230), previously stored in the
database of the data storage module (160).

Then, at sub-step (244), the processor 301 can be config-
ured to select a check type, which depends on what this
checkpoint 1s, whether 1t 1s DNS data, domain, IP address,
and so on. Since all checkpoint statuses, as described above
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in relation to step (230), are classified by checkpoint types
when stored in the database, this selection of check type 1s
purely formal and could be performed by any well-known
method.

Thus, 11 the status of the checkpoint (sub-step (246)) 1s
DNS data, IP address owner name, domain owner, SSL or
TLS certificate status, then, at sub-step 248, the processor
501 can be configured to determine a change of this status.
To that end, for example, the processor 501 can be config-
ured to compare current and previous in time values of this
status, where the previous 1n time value i1s also obtained
from the database of the data storage module (160).

For example, at sub-step (242) at 20.20 on Jan. 18, 2020,
the processor 501 has received the checkpoint status, accord-
ing to which the owner of the IP address 111.222.333.444
was the Company, Ltd. At sub-step (248), the processor 501
can be configured to generate a query to the database,
thereby obtaining the previous 1n time value of the same
status. Further, the processor 501 can be configured to
identify that, 1n accordance with the previous status of this
checkpoint, obtained at 10.10 on Jan. 17, 2020, the owner of
this IP address had also been the Company, Ltd. Thus, the
check at step (248) has demonstrated that the status of the
checkpoint “owner of the IP address 111.222.333.444” has
not been changed. Therefore, 1t 1s considered that an 1ndi-
cator of compromise has not been detected, and the method
returns to sub-step (242), where a next status 1s obtained.

In another example, at sub-step (242) at 20.20 on Jan. 18,
2020, the processor 501 can receive the checkpoint status,
according to which the owner of the site3.company.com
domain 1s Badguys, Ltd. At sub-step (248), the processor
501 can be configured to generate a query to the database,
thereby obtaining the previous 1n time value of the same
status. Thus, the processor 301 can be configured to 1dentily
that, 1n accordance with the previous status of this check-
point, obtained at 10.10 on Jan. 17, 2020, the owner of this
domain had been the Company, Ltd. Thus, the check at
sub-step (248) has demonstrated that the status of the
checkpoint “domain owner site3.company.com”™ was
changed, and the processor 501 can thus be configured to
identify an indicator of compromise. Further, the method
proceeds to sub-step (250), where, using the notification
module (150) and the communication module (110), the
processor 501 can be configured to generate a warning
notification about the potential cyberattack, as will be
described below. After that, the method also returns to
sub-step (242).

Further, if the status of the checkpoint, obtained by the
processor 501 at the sub-step 244 1s a port open at a given
IP address, or a service running on this port (sub-step (252)),
the processor 501 proceeds to sub-step (254) to identily
whether this port or service 1s new. In this regard, for
example, the processor 501 can be configured to compare
current and previous in time values of this status, where the
previous 1n time value 1s also obtained from the database of
the data storage module (160).

For example, at sub-step (242) at 20.20 on Jan. 18, 2020,
the processor 501 can receive the checkpoint status, accord-
ing to which there 1s an open port 8080 at the IP address
111.222.333.444. At sub-step (254), the processor 501 can
be configured to generate a query to the database to obtain
the previous 1n time value of the same status. Further, the
processor 501 can be configured to determine that, in
accordance with the previous status of this checkpoint,
obtained at 20.20 on Jan. 17, 2020, the port 8080 had been
also open at this IP address. Thus, the check at sub-step
(254) has demonstrated that the status of the checkpoint

10

15

20

25

30

35

40

45

50

55

60

65

22

“port 8080 1s open at IP address 111.222.333.444” has not
been changed. Therefore, this checkpoint status 1s not
indicative of an indicator of compromise, and the method
returns to sub-step (242), where the next status 1s obtained.

In another example, 1f at sub-step (252) an open port 1s
detected, at sub-step (254) this port 1s also checked for
belonging to the list of ports, opening of which 1s considered
an indicator of compromise, previously stored 1n the data-
base of the memory module (160). Further, the processor
501 can generate a query to the database to obtain a list of
ports, which opening 1s considered an unconditional indi-
cator of compromise, and checking whether the detected
open port 1s present 1n this list. Thus, the port 4899, for
example being in this list, 1s considered an indicator of
compromise. Therefore, the method proceeds to step (250),
where the processor 301 can be configured to generate a
warning about the potential cyberattack. After that, the
method also returns to sub-step (242).

In yet other example, at sub-step (242) at 20.20 on Jan. 18,
2020, the processor 501 can receive the checkpoint status,
according to which there was an open port 8443 at the IP
address 111.222.333.444. Further, at sub-step (254), the
processor 501 can be configured to generate a query to the
database to obtain the previous 1in time value of the same
status. Further, the processor 501 can be configured to
determine that, 1n accordance with the previous status of this
checkpoint, obtained at 20.20 on Jan. 17, 2020, there had
been no open port 8443 at this IP the address Thus, the
check at step (254) has demonstrated that the status of the
checkpomnt “port 8443 1s open at IP address
111.222.333.444” has been changed, and the processor 501
can thus be configured to determine an indicator of com-
promise. Therefore, the method proceeds to step (250),
where the processor 501 can be configured to generate the
warning about the potential cyberattack. After that, the
method also returns to sub-step (242).

It should be noted that an intruder, having accessed a legal
infrastructure, could, 1n particular, install a malicious code
management system 1n it, or a proxy server that enables
forwarding (proxying) queries from the malicious code to
some other server belonging to the intruder. Due to such
proxying, the intruder hides the address of the real malicious
server, and the malicious program interacts with legal and
trusted infrastructure, that greatly complicates its detection.
The general name for this kind of web services 1s the
command and control server or C2 server.

It should also be noted that most of the existing C2 servers
are well known to those skilled 1n the art, in particular, ports
that prefer to use these programs, traflic encryption algo-
rithms used by them, and also various features of their
functioning, up to typical errors identified for specific ver-
sions ol one or another C2 server.

In some non-limiting embodiments of the present tech-
nology, 1 the checkpoint status, received by the processor
501 at the sub-step 242, 1s an open port, and the name of the
web service running on it 1s unknown, then this web service
could be checked (not shown 1n FIG. 4A) by the processor
501 whether this web service 1s a command and control
server of the intruders.

For example, the processor 501 can be configured to
conduct such a check with respect to all ports shown 1n FIG.

3C for which the name of the running web service could not
be determined, 1.e., ports 111.222.333.444:22 (362),

111.222.333.444:443 (364) and 111.222.333.444:50050
(366).

In alternative non-limiting embodiments of the present
technology, the processor 501 can be configured to perform
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such a check with respect to only those open ports that are
in the list of the ports used by known C2 servers. This list
could also contain the names of the corresponding C2
servers and a list of the features of each of the C2 servers.
Such a list could be prepared in advance and stored 1n the
database of the memory module (160).

As applied to the above example, the processor 501 can
be configured to determine availability of ports 22, 443 and
50050 1n the list of the ports used by known C2 servers. As
a result, the processor 301 can determine that only one of
these ports 1s 1n the list, namely 50050, and, from the list the
information, the processor 501 can further determine that the
port 50050 1s often used by the Cobalt Strike Team Server
(a penetration testing soltware product also popular with
intruders). In this case, the actions below are applied to this
port only.

Further, the processor 501 can be configured to determine
whether the web service running on the port 50050 1s not a
command and control server of the intruders. To that end, the
processor 501 can be configured to send a typical HTTP
request to this port, and further analyze a respective response
received from the web service runming on the port 50050.

Since from the list of ports used by well-known C2
servers, the processor 301 has previously recerved the infor-
mation that the port 50050 1s used by the Cobalt Strike Team
Server, 1 order to check the response received from the web
service running on this port, the processor 501 can be
configured to select a characteristic feature from the data-
base mnherent 1n the Cobalt Strike Team Server: such as an
extra space 1n this server response.

Further, in response to determining an extra space in the
server response, the processor 501 can be configured to

determine an indicator of compromise, and the method 200
proceeds to the step 250 described below. After that, the
method 200 returns to the sub-step 242 where the processor
501 obtains the next checkpoint status.

In contrast, 1n response to not identifying an extra space
in the server response, the processor 301 can be configured
to determine a legitimate web service 1s running on the port
50050, and the method 200 returns to the sub-step 242.

In some non-limiting embodiments of the present tech-
nology, if the checkpomt status i1s the value of the DNS
resource record, then, the processor 501 can be configured to
determine whether the DNS server 1s functioning correctly
(not shown 1n FIG. 4A). For example, the processor 501 can
be configured to search for keywords or numerical values,
corresponding to the correct functioning of the DNS server,
in the text of the resource record. If such keywords are not
identified or the numerical values do not correspond to the
correct functioning of the DNS server, the processor 501 can
be configured to detect an 1indicator of compromise, and the
method 200 proceeds to the step 250. After that, the method
returns to the sub-step 242 where the next checkpoint status
1s obtained.

By way of non-limiting example, the said check of DNS
resource record values could be performed by the processor
501 being configured to determine at least one of the
following states, each of which i1s considered a separate
indicator of compromise:

receiving no DNS responds to respective queries,

at least one of DNS responding within a time longer than

a predetermined time,
at least one of DNS not declaring itself authoritative,
Domain Name System Security Extensions (DNSSEC)
being not supported for a domain associated with the
given protected infrastructure element,
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DNS list provided by a root server not corresponding to
a list published by the DNS,

only one DNS being associated with the domain of the

given protected infrastructure element,

at least one DNS being capable of responding to any DNS

lookup from any IP,

at least one DNS being an Open Zone Transfer Server

providing information in a DNS zone,

at least one DNS server having a private IP address,

no published DNS record being identified for the domain

or a host name associated with the given protected
infrastructure element,

more than one DNS being present on a same C class

subnet,

a DNS SOA validity period being different from that

recommended by a Request for Comments (RFC),

a DNS SOA cache value being different from that rec-

ommended by the RFC,

a DNS SOA update value being different from that

recommended by the RFC,

a DNS SOA retry value being diflerent from that recom-

mended by the RFC,

SOA serial numbers mismatching, and

an invalid format of DNS SOA serial number.

In some non-limiting embodiments of the present tech-
nology, 1I the checkpoint status 1s the value of a DNS
(Domain Name System) resource record comprising the
DMARC protocol settings, the processor 501 can be con-
figured to determine whether the DMARC protocol 1s
installed and configured correctly (not shown 1n FIG. 4A).
For example, the processor 5301 can check if DMARC tags
in the resource record text correspond to the correct protocol
setting. Absence of such tags, as well as absence of the
resource record itself comprising the DMARC settings, 1s
considered an indicator of compromise.

For example, the processor 301 can receirve a checkpoint
status, according to which the DNS resource record com-
prises the following DMARC protocol settings:

“v=DMARCI; p=none;”

Further, the processor 501 can be configured to determine
whether the text of this resource record does not contain any
of the tags, which presence indicates the correct setting of
the protocol, namely, quarantine and reject tags. Further, in
response to determining that the text does not include such
tags, the processor 501 can be configured to detect an
indicator of compromise, and the method 200 proceeds to
the step 250. Thereafter, the method 200 returns to the
sub-step 242 where the next checkpoint status 1s obtained.

In vet other example, the processor 501 can receive the
status of a checkpoint, according to which the DNS resource
record comprises the following DMARC protocol settings:

“v=DMARCI; p=quarantine; rua=mailto:
admin{@company.com”

Further, the processor 501 can be configured to determine
whether the text of this resource record contains one of the
tags, which presence indicates the correct setting of the
protocol, namely, quarantine tag. Further, in response to
determining that the text includes such tags, the processor
501 can be configured not to determine an indicator of
compromise has not been detected, and the method 200
proceeds to the sub-step 242 where the next checkpoint
status 1s obtained.

Additionally, 11 the checkpoint status 1s a service running
on a certain port, the processor 501 can be configured to
determine whether this service 1s legitimate (not shown 1n
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FIG. 4A). This check could be performed, for example, by
searching, using the analytic module (140), for the service
name 1n a preliminarily compiled list of legitimate web
services stored 1n the database of the data storage module
(160).

For example, the processor 501 can receive a checkpoint
status, according to which the Apache Tomcat web service
1s running on the port 8080. Further, the processor 301 can
be configured to generate a query to the database, and further
determine that the Apache Tomcat name 1s present in the list
of legitimate services. Therefore, an indicator of compro-
mise has not been detected, and the method 200 returns to
the sub-step 242 where the next checkpoint status is
obtained.

In another example, the processor 501 can receive a
checkpoint status, according to which the TeamViewer web
service 1s runmng on the port 3938. Further, the processor
501 can be configured to generate a query to the database to
turther determine that the TeamViewer name 1s not present
in the list of legitimate services. This 1s considered an
indicator of compromise. Therefore, the method 200 pro-
ceeds to the step 250. Further, the method 200 returns to the
sub-step 242 where the next checkpoint status 1s obtained.

Additionally, 1f the checkpoint status 1s a service running
on a certain port, the processor 501 can be configured to
determine whether this web service version belongs to the
known vulnerable versions of this web service (not shown in
FIG. 4A). To that end, the processor 501 can be configured
to 1dentily the obtained service version in a preliminarily
compiled list of legitimate web service vulnerable versions
stored 1n the database of the data storage module (160).

For example, the processor 501 can be configured to
receive a checkpoint status, according to which the Apache
Tomcat v.3.3.2 service 1s running on the port 8080. Further,
the processor 501 can be configured to generate a query to
the database to identily therein that the Apache Tomcat
v.3.3.2 version 1s not i the list of thus service vulnerable
versions. Therefore, an indicator of compromise has not
been detected, and the method 200 returns to the sub-step
242 where the next checkpoint status 1s obtained.

In the other example, the processor 501 can receive a
checkpoint status, according to which the Cisco TFTP
Server v.1.1 service 1s running on the port 69. Further, the
processor 501 can be configured to generate a query to the
database to 1dentily therein that the Cisco TFTP Server v.1.1
version 1s present i the list of thus service vulnerable
versions. Thus, the processor 5301 can be configured to
determine an 1indicator of compromise. Therefore, the
method 200 proceeds to the step 250. After that, the method
200 also returns to the sub-step 242 where the next check-
point status 1s obtained.

Additionally, of the processor 501 has determined that the
web service running on a certain port 1s a legitimate service
and 1s one of the database management systems (DBMS),
such as, for example, MongoDB, or cloud storage, such as,
for example, S3 Buckets, then the processor 501 can be
configured to check this service (not shown i FIG. 4A)
whether this DBMS or this storage 1s available to unauthor-
1zed users.

For example, in some non-limiting embodiments of the
present technology, the processor 501 can be configured to
select a string of the test query, which syntax corresponds to
the kind of the running web service, from the list of test
requests stored 1n the database of the data storage module
(160), and further send this query through to the address of
the running web service. In response to receiving a response
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like “authorization error”, the processor 301 can be config-
ured to determine that DBMS or storage 1s not available to
unauthorized users.

In response to receiving, any response other than a
response like “Authorization Error”, the processor 50' can be
configured to detect an indicator of compromise. Therefore,
in this case, the method 200 proceeds to the step 250.
Thereatter, the method 200 can return to the sub-step 242
where the next checkpoint status 1s obtained.

For example, the processor 301 can receirve a checkpoint
status, according to which the legitimate MongoDB service
1s running on the port 27017. Further, the processor 501 can
be configured to select a test query, that corresponds to the
MongoDB syntax, for example,

>db.users.find( );

Further, the processor 301 can be configured to send this
query to the address of the runming web service. In response
to receiving a response like “Authorization Error”, the
processor 501 can be configured to determine that this
DBMS 1s not available to unauthorized users, and thus an
indicator of compromise 1s not detected, and the method 200
returns to the sub-step 242 where the next checkpoint status
1s obtained.

In another example, the processor 501 can be configured
to receive a checkpoint status, according to which the
legitimate mySQL service 1s runnming on the port 3306.
Further, the processor 501 can be configured to select a test
query that corresponds to the mySQL syntax, for example,

mysqli_connect(‘111.222.333.444:3306°,°root’,
‘root’, ‘DataBasel’);

In response to receiving a response like “Error” 2002—
No such file or directory”, that 1s different form an “Autho-
rization Error” response, the processor 501 can be config-
ured to determine an 1ndicator of compromise. The method
200 proceeds to the step 250 where. After that, the method
200 also returns to the sub-step 242 where the next check-
point status 1s obtained.

Finally, 11 the checkpoint (256) status represents the SSL
or TLS certificate validity period, then at sub-step (258), the
processor 501 can be configured to determine whether this
validity period expires soon, for example, 1t expires within
30 days, starting from the current moment, or, for example,
within 15 days. To that end, for example, the processor 501
can be configured to calculate the difference between the
certificate validity period obtained from the status (256) and
the current date obtained from the system clock of the
computing device 100 implementing the method (200).

For example, at sub-step (242), the processor 301 can
receive t the checkpoint (256) status, according to which the
SSL certificate, which expires on Dec. 20, 2021, 1s 1nstalled
on the company.com domain. At sub-step (258), the proces-
sor 501 can be configured to access the system clock to
obtain the current date, which 1s, for example, Jan. 17, 2020.
The current date 1s then subtracted from the certificate
expiration date to obtain 703 (days). By comparing the
resulting difference with a preset threshold value, for
example, 30, the processor 5301 can thus determine that the
SSL certificate of the company.com domain will be valid
longer than a predetermined validity time interval. There-

fore, an indicator of compromise 1s not detected, and the
method 200 returns to sub-step (242), where the next status

1s obtained.
In another example, at sub-step (242), the processor 501
can receive the checkpoint (256) status, according to which

the SSL certificate, which expires on Feb. 14, 2020, 1s
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installed on the company.com domain. At sub-step (258),
using the analytical module (140), the processor 501
accesses the system clock to obtain the current date which 1is,
for example, Jan. 17, 2020. The current date i1s then sub-
tracted from certificate expiration date to obtain 28 (days).
By comparing the resulting difference with a predetermined
validity time interval, for example, 30, the processor 501 can
determine that the SSL certificate of the company.com
domain will soon expire. Therefore, the processor 5301 can

determine an indicator of compromise, and the method 200
proceeds to step (250). After that, the method 200 returns to

sub-step (242).

Additionally, if the checkpoint status represents encryp-
tion algorithms used by one of the protected infrastructure
objects, where SSL or TLS certificate 1s installed, then the
processor 501 can be configured to whether there are weak
encryption algorithms among the encryption algorithms
being used (not shown in FIG. 4A). To that end, the

processor 501 can be configured to identily the codes
corresponding to the encryption algorithms supported by
this computing device 100 1n the lists of codes correspond-
ing to weak encryption algorithms. In this case, the list of
codes corresponding to weak encryption algorithms can be
stored 1n the database of the data storage module (160).
For example, the processor 501 can receive a checkpoint
status, according to which one of the protected infrastructure
objects, for example, the site2.company.com domain, with
the TLS v.1.2 certificate nstalled on 1t, uses the encryption
algorithms represented by the following set of codes:
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
Further, the processor 501 can generate a query to the
database to identily that the given set of codes corresponds

to the sale or recommended set of encryption algorithms.
Therefore, an indicator of compromise 1s not detected, and
the method 200 returns to the sub-step 242 where the next
checkpoint status 1s obtained.

In another example, the processor 301 can receive a
checkpoint status, according to which one of the elements of
the network infrastructure 180, for example, the company-
com domain, with the TLS v.1.2 certificate installed on it,
uses the encryption algorithms represented by the following
set of codes:

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA

Further, the processor 501 can be configured to generate
a query to the database to determine that this set of codes
corresponds to weak encryption algorithms. Thus, the pro-
cessor 501 can be configured to determine an indicator of
compromise. Therefore, the method 200 proceeds to the step
250. After that, the method 200 returns to the sub-step 242
where the next checkpoint status 1s obtained.

In some non-limiting embodiments of the present tech-
nology, 11 the checkpoint status represents the security status
of a web page to be checked for malicious code, then the
processor 501 can be configured to determine whether this
status 1s “Page Is Safe” (not shown 1n FIG. 4A). In response
to determining discrepancy between the current status of this
checkpoint and the “Page Is Safe™ value, for example, 1f the
current status 1s “Malicious Code Detected”, the processor
501 can be configured to determine an 1indicator of compro-
mise.

Therefore, 1n this case, the method 200 proceeds to the
step 250, where a warning about potential cyberattack 1s
generated and transmitted by the notification module (150)
and the communication module (110). After that, the method
200 returns to the sub-step 242 where the next checkpoint
status 1s obtained.
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Also, 1n some non-limiting embodiments of the present
technology, if the checkpoint status represents the length of
the list of links to web pages comprising high-risk content,
the processor 501 can be configured to determine whether
the list length 1s zero (not shown 1n FIG. 4A).

In response to determining that the length of this list 1s
zero, the processor 501 can determine that the network
infrastructure 180 does not contain any web page with
high-risk content (1.e., content devoted to such topics as
gambling, erotica and pornography, drugs, etc.). In this case,
the method 200 returns to the sub-step 242 where the next
checkpoint status 1s obtained.

By contrast, 1f the length of the list of links to web pages
comprising high-risk content differs from zero, the processor
501 can be configured to determine that an indication that at
least one page with such content 1s within the network
infrastructure 180, which 1s considered an indicator of
compromise.

Therefore, 1in this case, the method 200 proceeds to the
step 250. After that, the method 200 returns to the sub-step
242 where the next checkpoint status 1s obtained.

As described above in relation to step (210) and FIG. 2,
the indicators of compromise processed by the described
method could also include information about sensitive data
leaks, for example, names of compamnies, the 1llegal access to
which infrastructure has been put up for sale on specialized
forums used by cybercriminals, information about such
companies’ employees credentials put up for sale, and also
information that one of the computing devices belonging,
judging by 1ts IP address, to the network infrastructure 180,
accessed at least one command server owned by the intrud-
ers.

In the context of the present specification “confidential
data” denotes at least one of the following: credentials of the
protected inirastructure users, personal data of the protected
inirastructure users, contact details of the protected infra-
structure users, including business email addresses, payment
details of the protected infrastructure users, and also other
confidential information stored 1n the devices of the network
infrastructure 180, for example, databases, file storages,
network shared folders, etc.

In accordance with certain non-limiting embodiments of
the present technology, the processor 501 can be configured
to receive such indicators of compromise from closed
sources, such as specialized forums for cybercriminals. In
other embodiments, the processor 501 can be configured to
obtain these indicators 1n advance as a result of operation of
the third-party systems analyzing a code and/or detonating
malicious files. Similarly, such indicators of compromise
could be collected from the specified sources continuously
by the third-party systems or operators, converted mto any
suitable format, and periodically entered to the computing
device 100 implementing the method 200. For example,
such indicators of compromise could enter once a day, every
four hours, every hour, and so on.

Data having the meaning of the next received portion of
the above 1ndicators of compromise could be considered by
the computing device 100 implementing the method (200) as
the next status of the cyberattack surface checkpoint of the
network infrastructure 180.

With reference to FIG. 4B, there 1s depicted a flowchart
diagram of the step 240 of the method 200, 1n accordance
with certain non-limiting embodiments of the present tech-
nology. Thus, upon receiving, at sub-step (243), the next
such checkpoint status, at sub-step (245), the processor 501
can be configured to search keywords corresponding to the
confidential data of the network infrastructure 180 in the
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received data. The list of such keywords could be compiled
in advance, before executing the method 200, as an example.

In some non-limiting embodiments of the present tech-
nology, for example, this list could include at least one of:
the names of at least one company that owns the protected
infrastructure, domain names of the domains they own, the
IP addresses of the protected infrastructure devices, and
other keywords enabling to find the desired sensitive infor-
mation 1n the received next checkpoint status or indications
that 1t 1s used or offered for sale by intruders, or that at least
one of the devices of the network infrastructure 180 sent a
request to at least one known command server of the
intruders.

For example, at sub-step (243) the processor 501 can
receive the above checkpoint status, and at sub-step (245),
the processor 501 can be configured to 1dent1fy a keyword 1n
the obtained data. In response to recerving a zero result, that
1s, not 1dentifying any keywords in the obtained data, the
processor 501 can be configured to determine absence of any
offers for sale of the compromised sensitive data related to
the network infrastructure 180 on the resources used by the
intruders, as well as absence 1n the results of known mali-
cious program code and/or traflic analysis, executed by
third-party systems, any indications that some device
belonging, judging by 1ts domain name or IP address, to the
network 1nfrastructure 180, sent requests to some known
external command and control server owned by the intrud-
ers. Therefore, an indicator of compromise has not been
detected, and the method 200 returns to sub-step (243),
where the next checkpoint status 1s obtained, that 1s, a new
amount of data from Internet resources used by intruders.

By contrast, after conducting the keyword search as
mentioned above, the processor 301 can receive a nonzero
result; for example, at searching for a keyword representing,
the corporate email domain @ company.com, the processor
501 can identity valid corporate email addresses of the
company employees: 1van{@company.com,
petr@company.com, and emelva@company.com. In
response, the processor 501 can be configured to determine
that corporate addresses being found among the data offered
for sale by intruders, which can further be determined as
being an indicator of compromise. In another example, when
searching for a keyword representing the IP address of one
of the devices of network infrastructure 180, the processor
501 can determine that this address has been used to access
one of the known IP addresses belonging to the command
and control servers of the intruders. Therefore, in both
described cases, the method 200 proceeds to step (250).
After that, the method 200 returns to sub-step (245), where
the keyword search 1s going on.

The method 200 thus advances to step 250.

Step 250: In Response to the Respective Value of
Any One of the Linked Infrastructure Flements
Associated to the Given Protected Infrastructure

Element Being Indicative of the Network
Infrastructure Being Compromised: Generating, by
the Processor, at Least One Warning About a
Potential Cyberattack, and Transmitting, by the
Processor, the at Least One Warning Cyberattack to
an Operator of the Network Infrastructure

Thus, having determined any indicator of compromise as
described above, at step 2350, the processor 501 can be
configured to generate a warning notification about the
potential cyberattack and transmit such a notification to the
operator of the network infrastructure 180.
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More specifically, as described above with reference to
FIG. 1, the processor 501 can be configured to generate the

warning notification in at least one of the following formats:
an e-mail, an SMS, an MMS, by a push noftification, a
message 1n an instant messenger by creating an API event.

It should be noted that use of such a notification tool as
API events enables to implement additional itegration of
the described system with various third-party tools, such as
firewalls, security management platforms, SIEM solutions,
and so on.

The method 200 hence terminates.

Computing Environment

With reference to FIG. 5, there 1s depicted an example
functional diagram of the computing device 500 configur-
able to implement certain non-limiting embodiments of the
present technology including the method 200 described
above.

In some non-limiting embodiments of the present tech-
nology, the computing device 500 may include: the proces-
sor 301 comprising one or more central processing units
(CPUs), at least one non-transitory computer-readable
memory 502 (RAM), a storage 503, input/output interfaces
504, mput/output means 503, data communication means
506.

According to some non-limiting embodiments of the
present technology, the processor 501 may be configured to
execute specific program instructions the computations as
required for the computing device 500 to function properly
or to ensure the functioning of one or more of its compo-
nents. The processor 501 may further be configured to
execute specific machine-readable mstructions stored in the
at least one non-transitory computer-readable memory 502,
for example, those causing the computing device 300 to
execute the method 200.

In some non-limiting embodiments of the present tech-
nology, the machine-readable instructions representative of
software components of disclosed systems may be imple-
mented using any programming language or scripts, such as
C, C++, C#, Java, JavaScript, VBScript, Macromedia Cold
Fusion, COBOL, Microsoit Active Server Pages, Assembly,
Perl, PHP, AWK, Python, Visual Basic, SQL Stored Proce-
dures, PL/SQL, any UNIX shell scrips or XML. Various
algorithms are implemented with any combination of the
data structures, objects, processes, procedures and other
software elements.

The at least one non-transitory computer-readable
memory 502 may be implemented as RAM and contains the
necessary program logic to provide the requisite function-
ality.

The storage 503 may be implemented as at least one of an
HDD drive, an SSD drive, a RAID array, a network storage,
a flash memory, an optical drive (such as CD, DVD, MD,
Blu-ray), etc. The storage 503 may be configured for long-
term storage of various data, e.g., the aforementioned docu-
ments with user data sets, databases with the time intervals
measured for each user, user IDs, efc.

The input/output interfaces 504 may comprise various
interfaces, such as at least one of USB, RS232, RJ45, LPT,
COM, HDMI, PS/2, Lightning, FireWire, etc.

The mput/output means 5035 may include at least one of a
keyboard, joystick, (touchscreen) display, projector, touch-
pad, mouse, trackball, stylus, speakers, microphone, and the
like. A communication link between each one of the mput/
output means 305 can be wired ({or example, connecting the
keyboard via a PS/2 or USB port on the chassis of the
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desktop PC) or wireless (for example, via a wireless link,
¢.g., radio link, to the base station which 1s directly con-
nected to the PC, e.g., to a USB port).

The data communication means 506 may be selected
based on a particular implementation of the network 120,
and may comprise at least one of: an FEthernet card, a
WLAN/W1i-F1 adapter, a Bluetooth adapter, a BLE adapter,
an NFC adapter, an IrDa, a RFID adapter, a GSM modem,
and the like. As such, the connectivity hardware 404 may be

configured for wired and wireless data transmission, via one
of WAN, PAN, LAN, Intranet, Internet, WLAN, WMAN, or

GSM networks.

These and other components of the computing device 500
may be linked together using a common data bus 510.

It should be expressly understood that not all technical
cllects mentioned herein need to be enjoyed in each and
every embodiment of the present technology.

Modifications and improvements to the above-described
implementations of the present technology may become
apparent to those skilled in the art. The foregoing description
1s intended to be exemplary rather than limiting. The scope
of the present technology 1s therefore intended to be limited
solely by the scope of the appended claims.

The invention claimed 1s:

1. A method for detecting a cyberattack 1n a network
infrastructure, the method being executable by a computing
device mcluding a processor communicatively couplable to
the network infrastructure, the network infrastructure having,
an 1nfrastructure external perimeter, the computing device
being disposed externally with respect to the infrastructure
external perimeter, the method comprising:

obtaining, by the processor, data representative of a given

protected infrastructure element;

accessing, by the processor, a network graph representa-

tive of a network including the network infrastructure

to 1dentily in the network graph, based on the given
protected infrastructure element, an infrastructure
graph representative of the network infrastructure,

a given vertex of the infrastructure graph being repre-
sentative of a respective one of linked infrastructure
clements associated to the given protected infrastruc-
ture element in the network infrastructure; and

a given edge connecting two adjacent vertices being
representative of a respective common parameter
between respective infrastructure elements associ-
ated with the adjacent nodes;

analyzing, by the processor, a given one of the linked

inirastructure elements associated to the given pro-

tected 1nirastructure element to determine a respective
value thereof;

determining, by the processor, whether the respective

value of the given one of the linked infrastructure

clements 1s indicative of the network infrastructure
being compromised;

in response to the respective value of any one of the linked

inirastructure elements associated to the given pro-

tected infrastructure element being indicative of the

network infrastructure being compromised:

generating, by the processor, at least one warning about
a potential cyberattack, and

transmitting, by the processor, the at least one warning,

cyberattack to an operator of the network infrastruc-
ture.
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2. The method of claim 1, wherein the given protected
infrastructure element comprises at least one of:

a domain,

an IP address,

an SSL certificate,

an e-mail address,

an FTP server address,

a database management system address,

a file hosting web service address, and

a name of a web service and a respective port in which the

web 1S running.

3. The method of claim 2, wherein the respective one of
the linked inifrastructure elements associated with the given
protected inirastructure element comprises at least one of:

an other domain,

an other IP address,

an other SSL certificate,

an other TLS certificate,

a name and a respective version numbers of an other web

service, and

a link to at least one web page associated with the given

protected infrastructure element.

4. The method of claim 1, wherein 1dentifying the network
infrastructure graph comprises scanning the given protected
infrastructure element with a port scanner.

5. The method of claim 1, wherein the respective value of
the given one of the linked infrastructure elements com-
prises at least one of:

Domain Name System (DNS) resource record values,

a value of a domain name system record comprising

DMARC protocol settings,

IP address owner company name,

an IP address hosting provider,

an IP address validity period,

a list of ports opened on an IP address associated with the
given protected infrastructure element,

a list of network services running on the IP address,

a name of a domain owner,

a domain registrar,

a domain validity period,

statuses of one of the SSL. and TLS certificate,

parameters of one of the SSL and TLS certificate includ-
ing data of encryption algorithms;

a validity period of one of the SSL and TLS certificate,

a security status of a web page associated with the given
protected 1nfrastructure element, and

length of a list of links to web pages including high-risk

content.

6. The method of claim 1, wherein indicators of the
network infrastructure being compromised include at least
one of:

a change of DNS data,

DNS malfunctioning,

a change of an IP-address owner,

a change of a domain name owner,

a change of a SSL certificate status,

a change of a TLS certificate status,

at least one of SSL encryption algorithms being deter-

mined as being a weak SSL encryption algorithm,

at least one TLS encryption algorithm being determined

as being a weak TLS encryption algorithm,

missing or incorrect configuration of DMARC protocol,

opening a new port,

launching a new service,

absence of a launched service 1n a list of known legitimate

services,

dIl
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a version of a launched legitimate service being deter-

mined as being known vulnerable version,

receiving, 1 response to a test request, from a legitimate

web service, any other response, except for “Authori-
zation Error” response,

an expired domain name,

an expired SSL certificate,

an expired TLS certificate,

detection of at least one web page associated with the

given protected infrastructure element with illegal con-
fent,

detection of a malicious code on at least one web page

associated with the given protected inirastructure ele-
ment,
detection of at least one access of at least one of devices
associated with the given protected infrastructure ele-
ment to at least one command server of intruders,

detection of at least one command server of intruders
within the protected infrastructure.

7. The method of claim 6, wherein the DNS malfunction-
ing comprises at least one of:

receiving no DNS responds to respective queries,

at least one of DNS responding within a time longer than

a predetermined time,
at least one of DNS not declaring itself authoritative,
Domain Name System Security Extensions (DNSSEC)
being not supported for a domain associated with the
given protected infrastructure element,
a DNS list provided by a root server not corresponding to
a list published by the DNS,

only one DNS being associated with the domain of the

given protected infrastructure element,

at least one DNS being capable of responding to any DNS

lookup from any IP,

at least one DNS being an Open Zone Transfer Server

providing information in a DNS zone,

at least one DNS server having a private 1P address,

no published DNS record being 1dentified for the domain

or a host name associated with the given protected
infrastructure element,

more than one DNS being present on a same C class

subnet,

a DNS SOA validity period being different from that

recommended by a Request for Comments (RFC),

a DNS SOA cache value being different from that rec-

ommended by the RFC,

a DNS SOA update value being different from that

recommended by the RFC,

a DNS SOA retry value being different from that recom-

mended by the RFC,

SOA serial numbers mismatching, and

an 1mvalid format of a DNS SOA serial number.

8. The method of claim 6, wherein the indicators of the
network infrastructure being compromised further include
information about sensitive data leaks in the network 1nfra-
structure.

9. The method of claim 8, further comprising determining,
if the information about the sensitive data leaks includes
protected infrastructure sensitive data, and in response to
detection of at least one leak of the protected infrastructure
sensitive data, the method further comprises generating the
at least one warning about the potential cyberattack.
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10. The method of claim 9, wherein the protected inira-
structure sensitive data comprise at least one of:

credentials of users of the network infrastructure,

personal data of the users of the network infrastructure,

contact details of the users of the network infrastructure,

payment details of the users of the network infrastructure,
and

confidential information stored on the protected inira-

structure devices.

11. The method of claim 1, wherein the at least one
generated cyberattack warning 1s transmitted to an electronic
device of the operator of the network infrastructure via at
least one of:

an e-mail,

an SMS,

an MMS,

a push notification,

an 1nstant messenger message, and

an API event.

12. A computing device for detecting a cyberattack 1n a
network infrastructure, the network infrastructure having an
infrastructure external perimeter, the computing device
being disposed externally with respect to the infrastructure
external perimeter, the computing device including:

a processor communicatively couplable to the network

infrastructure; and

non-transitory  computer-readable medium  storing
instructions,

the processor, upon executing the instructions, being
configured to:

obtain data representative of a given protected inira-
structure element:;

access a network graph representative of a network
including the network infrastructure to identify 1n the
network graph, based on the given protected inira-
structure element, an inirastructure graph represen-
tative of the network infrastructure,

a given vertex ol the inifrastructure graph being
representative of a respective one of linked inira-
structure elements associated to the given pro-
tected infrastructure element 1n the network infra-
structure; and

a given edge connecting two adjacent vertices being
representative of a respective common parameter
between respective infrastructure elements asso-
ciated with the adjacent nodes;

analyze a given one of the linked infrastructure ele-
ments associated to the given protected infrastruc-
ture element to determine a respective value thereof;

determine whether the respective value of the given one
of the linked infrastructure elements 1s indicative of
the network nfrastructure being compromised;

in response to the respective value of any one of the
linked infrastructure elements associated to the given
protected infrastructure element being indicative of
the network infrastructure being compromised:
generate at least one warning about a potential

cyberattack, and

transmit the at least one warning cyberattack to an

operator of the network infrastructure.
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