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SECURE STORAGE OF SENSOR SETTING
DATA

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a 371 U.S. National Stage of Interna-
tional Application No. PCT/SE2020/050827, filed Aug. 31,

2020, which claims priority to Swedish Patent Application
No. 1951008-0, filed Sep. 4, 2019. The disclosures of each
of the above applications are incorporated herein by refer-
ence 1n their entirety.

TECHNICAL FIELD

The present disclosure relates to a fingerprint sensing
system and a method performed by the fingerprint sensing
system of veritying that setting data of a fingerprint sensor
of the fingerprint sensing system has not been modified.

BACKGROUND

In current fingerprint sensing systems, fingerprint sensor
setting data such as analog-to-digital converter (ADC) gain,
ADC shift, pixel gain, etc., are sent to the sensor 1n the clear
from a host (smart phone, tablet, smart card, etc.) 1n which
the sensor 1s implemented, 1.¢. without any security provided
to protect the setting data sent to the sensor. Therefore, 1t
may be possible to modily the sensor settings written by the
host before an 1image capture command 1s sent or during the
image capture process itself.

Hence, the captured fingerprint image may be altered by
a malicious third party by altering the sensor settings on the
fly while the image 1s being captured in order to create a
modified finger print 1mage. Worst case, an image may be
manipulated by altering the sensor settings to have the host
incorrectly authenticate a fingerprint.

SUMMARY

An object 1s to solve, or at least mitigate, this problem 1n
the art and thus to provide a method performed by a
fingerprint sensing system of verifying that setting data of a
fingerprint sensor of the fingerprint sensing system has not
been modified.

In a first aspect, a method performed by a fingerprint
sensing system of verilying that setting data of a fingerprint
sensor ol the fingerprint sensing system has not been modi-
fied 1s provided. The method comprises blocking access to
the fingerprint sensor setting data held in a storage of the
fingerprint sensing system, acquiring irom the fingerprint
sensor a representation of the fingerprint sensor setting data
to be utilized upon capturing a fingerprint i1mage, and
veritying from the acquired representation 1f the fingerprint
sensor setting data corresponds to fingerprint sensor setting
data that previously was written to the storage.

In a second aspect, a fingerprint sensing system compris-
ing a fingerprint sensor and a processing unit 1s provided, the
fingerprint sensing system being configured to verify that
fingerprint sensor setting data held i a storage of the
fingerprint sensing system has not been modified. The
processing unit 1s configured to block access to the finger-
print sensor setting data held in the storage of the fingerprint
sensing system, acquire from the fingerprint sensor a rep-
resentation ol the fingerprint sensor setting data to be
utilized upon capturing a fingerprint 1mage, and to verily
from the acquired representation 1f the fingerprint sensor
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setting data corresponds to fingerprint sensor setting data
that previously was written to the storage by the processing
unit.

To mitigate or even avoid the risk of sensitive fingerprint
sensor setting data being manipulated, access to a storage
containing the sensor setting data being critical from an
image capture point of view 1s blocked, thereby preventing
the sensor setting data from being modified when an 1mage
capture command 1s sent from the processing unit—com-
monly being referred to a host processor—to the sensor.

Hence, sensor setting data to be used by the fingerprint
sensor, and which data 1s sensitive 1n terms of potential
mampulation of a captured 1image, 1s held 1n a memory of the
sensor. When a fingerprint image 1s to be captured, access to
the fingerprint sensor setting data held in the memory of the
fingerprint sensing system 1s blocked. This 1s for instance
undertaken by having the host processor (or the fingerprint
sensor) preventing data writes to the memory, or at least to
a part ol the memory holding the sensitive sensor setting
data. This ensures that the sensor settings are not altered
during 1image capture and readout. For instance, as soon as
the host processor sends an 1image capture command to the
sensor, the sensor may block access to the memory holding
the sensitive sensor setting data.

Belore or after the sensor captures an image, the host
processor acquires a secure representation of the sensor
setting data held in the memory and verifies 11 the sensor
setting data held in the memory corresponds to the sensor
setting data that previously was written by the host processor
to the memory. For instance, the sensor sends the sensor
setting data that was utilized 1n case an 1image already has
been captured, or the sensor setting data which 1s to be
utilized 1n case the image has not yet been captured, to the
host processor. Thereafter, the two sets of sensor setting data
are compared to each other (or two subsets of the data are
compared to each other), and 11 the two sets are 1dentical, the
host processor will advantageously conclude that the sensor
setting data in the sensor memory has not been modified.

In an embodiment, in case 1t 1s verified from the repre-
sentation that the fingerprint sensor setting data to be used
when capturing an 1image indeed corresponds to fingerprint
sensor setting data that previously was written to the storage,
a fingerprint 1mage 1s captured with the fingerprint sensor
utilizing the fingerprint sensor setting data 1n the storage.

In an embodiment, a fingerprint 1mage 1s captured with
the fingerprint sensor utilizing the fingerprint sensor setting
data in the storage, and in case the fingerprint sensor setting
C
t

ata does not correspond to fingerprint sensor setting data
nat previously was written to the storage, the captured
image 1s discarded.

In a further embodiment, 1n case an 1mage not yet has
been captured, the 1image capture process may be discontin-
ued 1n case the fingerprint sensor setting data recerved from
the sensor does not correspond to the fingerprint sensor
setting data that previously was written to the storage.

In an embodiment, access to the fingerprint sensor setting,
data held in the storage of the fingerprint sensing system 1s
unblocked.

In an embodiment, the acquired representation comprises
a checksum computed by the sensor based on the fingerprint
sensor setting data held in the storage, and a further check-
sum 1s computed by the host processor based on fingerprint
sensor setting data that previously was written to the storage,
wherein the verification 1s successiul 1f the two checksums
match. If the representation of the sensor setting data 1s
provided with an indication of authenticity and data integ-
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rity—in the form of for instance an approprnate checksum—
level of security 1s greatly increased for the verification
pProcess.

Further embodiments will be described 1n the following.

Generally, all terms used 1n the claims are to be inter-
preted according to their ordinary meaning in the technical
field, unless explicitly defined otherwise herein. All refer-
ences to “a/an/the element, apparatus, component, means,
step, etc.” are to be interpreted openly as referring to at least
one instance of the element, apparatus, component, means,
step, etc., unless explicitly stated otherwise. The steps of any
method disclosed herein do not have to be performed in the
exact order disclosed, unless explicitly stated.

BRIEF DESCRIPTION OF THE DRAWINGS

Aspects and embodiments are now described, by way of
example, with reference to the accompanying drawings, 1n

which:

FIG. 1 shows an electronic host device 1n the form of a
smart phone in which the present invention may be imple-
mented;

FIG. 2 shows a view of a fingerprint sensor onto which a
user places the finger;

FIG. 3 shows a fingerprint sensor being part of a finger-
print sensing system according to an embodiment;

FIG. 4 shows a flowchart 1llustrating an embodiment of a
method performed by the fingerprint sensing system of
verilying that setting data of the fingerprint sensor has not
been modified;

FIG. 5 shows a flowchart illustrating a further embodi-
ment of a method performed by the fingerprint sensing
system of veritying that setting data of the fingerprint sensor
has not been modified:

FIG. 6 shows a flowchart 1llustrating an embodiment of a
method performed by the fingerprint sensing system

FIG. 7 shows a flowchart illustrating another embodiment
ol a method performed by the fingerprint sensing system of
verilying that setting data of the fingerprint sensor has not
been modified; and

FIG. 8 shows a signalling diagram between the host
processor and the fingerprint sensor according to an embodi-
ment.

DETAILED DESCRIPTION

The aspects of the present disclosure will now be
described more fully hereinafter with reference to the
accompanying drawings, in which certain embodiments of
the 1nvention are shown.

These aspects may, however, be embodied 1n many dif-
terent forms and should not be construed as limiting; rather,
these embodiments are provided by way of example so that
this disclosure will be thorough and complete, and to fully
convey the scope of all aspects of invention to those skilled
in the art. Like numbers refer to like elements throughout the
description.

FIG. 1 shows an electronic host device in the form of a
smart phone 100 1n which the present invention may be
implemented. The smart phone 100 1s equipped with a
fingerprint sensor 102 and a display unit 104 with a touch
screen 1nterface 106. The fingerprint sensor 102 may, for
example, be used for unlocking the mobile phone 100 and/or
for authorizing transactions carried out using the mobile
phone 100, etc. The fingerprint sensor 102 may alternatively
be placed on the backside of the mobile phone 100. It 1s
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noted that the fingerprint sensor 102 could be ntegrated in
the display unit/touch screen or form part of a smart phone
home button.

It 1s understood that the fingerprint sensor 102 according,
to embodiments of the mvention may be implemented in
other types of electronic devices, such as laptops, remote
controls, tablets, smart cards, smartwatches, etc., or any
other type of present or future similarly configured device
utilizing fingerprint sensing.

FIG. 2 illustrates a somewhat enlarged view of the fin-
gerprint sensor 102 onto which a user places her finger 201.
The fingerprint sensor 102 1s configured to comprise a
plurality of sensing elements. A single sensing element (also
denoted as a pixel) 1s m FIG. 2 indicated by reference
numeral 202.

FIG. 3 shows the fingerprint sensor 102 being part of a
fingerprint sensing system 101. The fingerprint sensing
system 101 comprises the fingerprint sensor 102 and a
processing unit 103, such as a microprocessor, for control-
ling the fingerprint sensor 102 and for analysing captured
fingerprints. The fingerprint sensing system 101 further
comprises a memory 105. The fingerprint sensing system
101 in turn, typically, forms part of the electronic device 100
as exemplified in FIG. 1. A local memory 108 such as a
one-time programmable (OTP) memory, flash memory, or
random-access memory (RAM) may be embedded in the
sensor die. It 1s noted that the fingerprint sensor 102 1s
equipped with data processing capability but 1s far less
powerful 1n terms of processing power as compared to the
processing unit 103 (commonly referred to as the host
Processor).

Now upon an object contacting the fingerprint sensor 102,
the sensor 102 will capture an 1image of the object 1n order
to have the processing unit 103 determine whether the object
1s a fingerprint of an authorised user or not by comparing the
captured fingerprint to one or more authorised fingerprint
templates pre-stored in the memory 103.

The fingerprint sensor 102 may be implemented using any
kind of current or future fingerprint sensing principle,
including for example capacitive, optical, ultrasonic or ther-
mal sensing technology.

In a general authonization process, the user places her
finger 201 on the display surface 104 arranged above the
sensor 102 for the sensor to capture an image ol the
fingerprint of the user. The processing unit 103 evaluates the
captured fingerprint and compares 1t to one or more authen-
ticated fingerprint templates stored in the memory 105. If the
recorded fingerprint matches the pre-stored template, the
user 1s authenticated and the processing umt 103 will
typically instruct the smart phone 100 to perform an appro-
priate action, such as transitioming from locked mode to
unlocked mode, in which the user 1s allowed access to the
smart phone 100.

With reference again to FIG. 3, the steps of the method
performed by the fingerprint sensing system 101 are in
practice performed by the processing unit 103 embodied in
the form of one or more microprocessors arranged to
execute a computer program 107 downloaded to the storage
medium 105 associated with the microprocessor, such as a
RAM, a Flash memory or a hard disk drive. The processing
umt 103 1s arranged to cause the fingerprint sensing system
101 to carry out the method according to embodiments when
the appropriate computer program 107 comprising com-
puter-executable instructions 1s downloaded to the storage
medium 105 and executed by the processing umt 103. The
storage medium 105 may also be a computer program
product comprising the computer program 107. Alterna-
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tively, the computer program 107 may be transferred to the
storage medium 105 by means of a suitable computer
program product, such as a Digital Versatile Disc (DVD) or
a memory stick. As a further alternative, the computer
program 107 may be downloaded to the storage medium 105
over a network. The processing unit 103 may alternatively
be embodied 1n the form of a digital signal processor (DSP),
an application specific integrated circuit (ASIC), a field-

programmable gate array (FPGA), a complex programmable
logic device (CPLD), etc. It should further be understood
that all or some parts of the functionality provided by means
of the processing unit 103 may be at least partly integrated
with the fingerprint sensor 102. One or more steps may also
be performed by the fingerprint sensor 102 which, as pre-
viously mentioned, 1s capable of performing data process-
ng.

Now, as previously discussed, fingerprint sensor setting
data may be manipulated by a malicious third party 1n order
to spool the fingerprint sensing system. Fingerprint sensor
setting data may include, but 1s not limited to, one or more
of pixel oflset/gain, pixel charge subtraction, ADC oflset/
gain/shift, digital sample gain/offset, digital/analog multi-
sampling, frequency control, clock control, bias control,
sampling pattern, demodulation pattern, test modes, swing-
ing pixel guard pattern, correlated sampling on/ofl, etc.
Further included could be sensor settings for producing
noise information from which random value data to be used
in cryptographic functions 1s generated. All sensor setting
data sent to the fingerprint sensors/image capture function
which may aflect image data being output from the sensor
may be considered sensitive and could thus be blocked from
being accessed, and possibly also part of a computed check-
sum. Many different types of sensor setting data may be
envisaged.

A solution to the problem of potentially having the sensor
setting data being manipulated could be to protect the sensor
settings from being tampered with using for mstance using
cryptography. However, such operations are generally pro-
cessing-heavy and add latency to the system. This 1s par-
ticularly troublesome i1n case the host 1s a device with
relatively scarce processing capability, for instance a smart-
card. Providing security such as cryptographic authentica-
tion, integrity, confidentiality and replay protection to all
transactions between the sensor 102 and the host processor
103 would be too costly 1n terms of system performance for
a device 100 such as a smartcard. Therefore, 1t has been
decided 1n smartcard fingerprint sensor systems that security
only shall be applied to image data read from the sensor.
This will keep the system transaction latency to a minimum
between the sensor 102 and the host processor 103.

However, the problem still remains that the fingerprint
sensor setting data 1s at risk of being manipulated, which
ultimately could lead to the fingerprint image being manipu-
lated for instance with the attempt of spoofing the system.

Embodiments solve this problem by blocking access to a
storage containing sensor setting data which 1s critical from
an 1mage capture point of view, thereby preventing the
sensor setting data from being modified. For istance, the
sensor settings data may be stored 1n local memory 108 or
in storage medium 105.

FIG. 4 shows a flowchart 1llustrating an embodiment of a
method performed by the fingerprint sensing system 101 of
verilying that setting data of the fingerprint sensor 102 has
not been modified.

Hence, sensor setting data which potentially may be
modified by a malicious party for manipulating a captured
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image may be held 1n memory 108. The sensor setting data
1s typically written to the memory 108 by the host processor
103.

In a first step S101, access to fingerprint sensor setting,
data held 1n the memory 108 of the fingerprint sensing
system 101 1s blocked. This 1s for instance undertaken by
having the host processor 103 writing to a read/write port of
the memory 108, thereby preventing data writes to the
memory 108, or at least to a part of the memory 108 holding
the sensitive sensor setting data. Alternatively, a blocking
command 1s sent from the host processor 103 to the sensor
102, which 1tself blocks access to the memory 108 upon
receiving the blocking command.

This ensures that the sensor settings are not altered during
image capture and readout. It 1s envisaged that verification
ol the sensor setting data 1s performed either before or after
an 1mage has been captured, and both alternatives will be
discussed in the following starting with a scenario where
verification 1s performed before an 1mage 1s captured.

Betfore the sensor 102 1s instructed to capture an 1mage
(but after access to the sensor setting data has been blocked),
the host processor 103 acquires 1n step S102 a representation
of the sensor setting data held in the memory 108, for
instance by the sensor 102 sending the sensor setting data to
be utilized for image capture, and verifies 1n step S103 if the
sensor setting data held 1in the memory 108 and thus com-
municated by the sensor 102 corresponds to the sensor
setting data that previously was written by the host processor
103 to the memory 108 (and which also 1s held 1n host
memory 105). In this embodiment, the two sets of sensor
setting data are compared to each other (or two subsets of the
data are compared to each other), and 1t the two sets are
identical, the host processor 103 will advantageously con-
clude that the sensor setting data 1n the memory 108 has not
been modified.

Advantageously, by blocking access to the sensor setting
data held 1n the memory 108, a malicious party 1s hampered
from modifying the sensor setting data to manipulate a
subsequently captured image.

FIG. 5 shows a tlowchart illustrating an embodiment of
the method performed by the fingerprint sensing system 101
of verifying that setting data of the fingerprint sensor 102 has
not been modified, wherein 1n case 1t 1s verified 1n step S103
that the sensor setting data held 1n the memory 108 corre-
sponds to the sensor setting data that previously was written
by the host processor 103 to the memory 108, the sensor 102
will indeed capture an 1mage in step S104 using the sensor
setting data held in the memory 108.

If not, no 1image will be captured since an indication has
been given that the sensor setting data in the memory 108
has been modified, and thus that a captured 1image poten-
tially has been manipulated.

The image 1s thus captured with a given—i.e. locked—
sensor setting held 1n the memory 108. After the complete
image has been readout be the processor 103 from the sensor
102, the lock 1s removed from the registers thereby allowing
access to the sensor setting data in the memory 108.

Since the host processor 103 knows which sensor setting
data 1t has written to the sensor 102, the processor 103 can
validate the sensor settings when verifying that the sensor
setting data provided by the sensor 102 actually was the data
that was written to the memory 108 before the 1image was
captured.

This ensures that the sensor settings has not been altered.
If any modification has been done, 1t will be discovered
during the venfication performed by the host processor 103
in step S103.
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FIG. 6 shows a flowchart illustrating a further embodi-
ment of the method performed by the fingerprint sensing,
system 101 of veriiying that setting data of the fingerprint
sensor 102 has not been modified.

To further enhance security of the process of verifying
that the sensor setting data has not been modified, the sensor
102 will after having blocked access to the memory 108 1n
step S101 provide the representation of the sensor setting
data with an indication of authenticity, thereby indicating
that the representation originates ifrom a trusted sender, in
this case the sensor 102. This may be achueved by processing,
the sensor setting data with a secret symmetric key shared
between the sensor 102 and the host processor 103, or by
digitally signing the sensor setting data.

For instance, the sensor setting data may be processed at
the sensor 102 by computing a checksum such as a Message
Authentication Code (MAC) using for example a Cipher-
based MAC (CMAC) algorithm based on the sensor setting,
data and a shared secret key. As another option, a hashed
MAC (HMAC) secure hash algorithm (SHA) may be uti-
lized or a SipHash algorithm. Any Advanced Encryption
Standard (AES) algorithm may be utilized at the sensor 102
using the sensor setting data as input to provide the repre-
sentation with confidentiality including AES-GCM (“Ga-
lo1s/Counter Mode”) and AES-OBC (“Offset Codebook
Mode™).

The computation of a MAC has the further advantage that
not only 1s an indication of authenticity provided to the
representation—i.¢. the output of the CMAC algorithm
using the sensor setting data as input—but an indication of
data integrity 1s additionally provided. Hence, by computing
a MAC, not only does the representation indicate that 1t
originates from a trusted sender, 1t further indicates whether
or not any changes have been made to the representation
(and thus the sensor setting data). Hence, computation of a
checksum indicating authenticity and data integrity, e.g.
utilizing an algorithm such as a CMAC or HMAC, to a
receiver ol the checksum 1s highly advantageous. The
receiver, 1n this case the host processor 103, has access to the
sensor setting data on which the checksum i1s based and can
thus accordingly compute i1ts own checksum for comparison

with the acquired checksum.

The host processor 103 will thus receive the MAC 1n step
S102 having been computed by the sensor 102 and waill
thereafter fetch (from the memory 105) the sensor setting
data previously sent to the sensor,

Again, the host processor 103 must determine in step
S103 whether or not the sensor setting data to be used for
capturing an image 1s the same as the sensor data previously
transierred to the sensor 102 (and stored 1n currently blocked
memory 108).

In this particular embodiment, the host processor 103
fetches the sensor setting data from the memory 105 and
computes a MAC using the same algorithm as the sensor 102
with the secret shared key using the fetched sensor setting
data as 1nput 1n step S102a.

In step S103, the MAC computed by the host processor
103 1n step S102a 1s compared to the MAC acquired by the
host processor 103 1n step S102. It the two corresponds, the
verification 1s successiul and the fingerprint sensor 102 wall
be 1nstructed by the host processor 103 to capture an 1image
in step S104.

It 1s noted that it 1s not necessary for the host processor
103 to perform a processing-heavy decryption operation on

the acquired MAC to verily that the sensor setting data on
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which the MAC 1s based has not been modified. The MAC
1s generated in the same way at both the sensor 102 and the
host processor 103.

FIG. 7 shows a tlowchart illustrating an embodiment of
the method performed by the fingerprint sensing system 101
of verifying that setting data of the fingerprint sensor 102 has
not been modified, where an 1mage 1s captured before the
verification 1s performed.

In a first step S201, access to fingerprint sensor setting,
data held in the memory 108 of the fingerprint sensing
system 101 1s blocked as previously described.

Thereatter, 1n step S202, the sensor 102 captures an image
of the finger contacting the sensor 102 utilizing the current
sensor setting data stored in the memory 108. The 1mage 1s
thus captured with a locked sensor setting. After the com-
plete image has been readout the lock may be removed from
these memory registers thereby allowing access to the sensor
setting data in the memory 108.

The sensor setting data that was utilized upon capturing
the 1mage 1s then acquired in step S203. As has been
discussed previously with reference to FIG. 6, the sensor
may compute a MAC using any appropriate algorithm and
provide the computed MAC to the host processor 103 1n step
S203.

Since the host processor 103 knows which sensor setting
data 1t has written to the sensor 102, the processor 103 can
verily the sensor settings by fetching the sensor setting data
from the memory 105 and compute a MAC 1n step S203qa
with the fetched sensor setting data as input using the same
algorithm and the shared secret key that previously was used
by the sensor 102.

Thereatter, the host processor 103 verifies in step S204 the
sensor setting data by comparing the computed MAC with
the MAC acquired from the sensor 102, and if the two
MACs are the same, verification 1s successful.

IT so, the captured 1mage 1s kept and the process contin-
ues, for instance by finalizing a transaction in case the host
1s a credit card. I not, 1.e. if any modification of the sensor
setting data has been undertaken, the two MACs will not
match, and the captured 1mage 1s discarded in step S2035.

FIG. 8 shows a signalling diagram illustrating in detail
how communication between the host 100 (i.e. the host
processor 103) and the fingerprint sensor 102 1n practice
may be undertaken according to an embodiment.

In a first step S301, sensor setting data held 1n the memory
105 of the host device 100 1s sent by the host processor 103
to the sensor 102. Data handled by the host processor 103
may be processed within a so-called Trusted Execution
Environment (T HE) of the host 100, in order to ensure
secure processing. The sensor 102 stores the received sensor
setting data in the memory 108 as illustrated by the step
S302. The sensor 102 thus has access to the sensor setting
data to be utilized upon subsequently capturing a fingerprint
image.

In step S303, the host process 103 sends an 1mage capture
command to the sensor 102. As 1llustrated 1n step S304, the
access to the sensor settings data stored in the sensor
memory 108 in step S302 1s blocked, such that the stored
sensor setting data cannot be modified by a malicious party.
The sensor 102 may be configured to block access to the
sensor memory 108 as soon as the sensor 102 receives an
image capture command. It should be noted that the host
processor 103 may send the sensor setting data and the
image capture command 1n a single 1nstruction, whereupon
the sensor 102 stores the received sensor setting data and
blocks access to the memory 108 (or at least the part of the
memory 108 comprising the sensor setting data).
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The fingerprint sensor 102 will capture an i1mage of a
finger contacting the sensor in step S305, as instructed by the
host processor 103 with the image capture command of step
S303.
In step S306, the sensor 102 computes a MAC as previ-
ously has been described based on the stored sensor settings
data. It 1s noted that the MAC may be computed based on a
combination—e.g. a concatenation—oi the sensor setting
data and the captured image data. Moreover, the 1mage may
optionally be encrypted using any one of the previously
mentioned encryption algorithms.
The sensor 102 may at this stage, after the captured image
has been fully read out, unblock the access to the sensor
settings data stored 1n the sensor memory 108 as illustrated
in step S307 such that the sensor settings data held 1n the
memory 108 again can be accessed. The host processor 103
receives the captured (optionally encrypted) image data and
the computed MAC 1n step S308 and stores the received data
in the host memory 103.
Finally, the host process 103 acquires, from the host
memory 105, the sensor setting data that was originally sent
to the sensor 102 1n step S301 and computes a corresponding,
MAC (possibly also using image data if image data was used
by the sensor 102 upon computation of the MAC, and thus
also decrypting any encrypted image data) in step S309. This
computed MAC 1s compared to the MAC received 1 step
5310, and if the two MACs match, the host processor 103
has verified that the sensor settings data utilized upon 1mage
capture has not been modified.
It may further be envisaged that the access to the sensor
memory 108 not 1s unblocked until the host processor 103
sends an unblock command (not shown) to the sensor 102
upon having performed successtul MAC venfication,
whereupon the sensor 102 would perform the access
unblock operation as illustrated 1n step S307.
As 1s understood, a reset or abort command (for mstance
initiated by the host processor 103) may terminate the image
capture procedure and unblock the access to the sensor
setting data in the sensor memory 108.
The aspects of the present disclosure have mainly been
described above with reference to a few embodiments and
examples thereof. However, as 1s readily appreciated by a
person skilled in the art, other embodiments than the ones
disclosed above are equally possible within the scope of the
invention, as defined by the appended patent claims.
Thus, while various aspects and embodiments have been
disclosed herein, other aspects and embodiments will be
apparent to those skilled 1n the art. The various aspects and
embodiments disclosed herein are for purposes of 1llustra-
tion and are not intended to be limiting, with the true scope
and spirit being indicated by the following claims.
The 1nvention claimed 1s:
1. A method performed by a fingerprint sensing system of
veritying that setting data of a fingerprint sensor of the
fingerprint sensing system has not been modified, compris-
ng:
blocking, upon receiving a fingerprint image capture
command, access to the fingerprint sensor setting data
held 1n a storage of the fingerprint sensing system:;

subsequent to blocking access to the fingerprint sensor
setting data, acquiring, from the fingerprint sensor, a
representation of the fingerprint sensor setting data to
be utilized upon capturing a fingerprint 1mage;

verilying from the acquired representation if the finger-
print sensor setting data corresponds to fingerprint
sensor setting data that previously was written to the
storage; and
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when a captured 1mage 1s read out, unblocking access to
the fingerprint sensor setting data held 1n the storage of
the fingerprint sensing system.

2. The method of claim 1, turther comprising, in case 1t 1s
verified from the representation that the fingerprint sensor
setting data corresponds to fingerprint sensor setting data
that previously was written to the storage:

capturing a fingerprint image with the fingerprint sensor

utilizing the fingerprint sensor setting data in the stor-
age.

3. The method of claim 1, further comprising:

capturing a fingerprint image with the fingerprint sensor

utilizing the fingerprint sensor setting data 1n the stor-
age, and 1n case the fingerprint sensor setting data does
not correspond to fingerprint sensor setting data that
previously was written to the storage:

discarding the captured 1mage.

4. The method of claim 1, the representation having been
provided with an indication of authenticity and data integrity
by the fingerprint sensor, the verification comprising;:

veritying that the indication of authenticity indicates that

the representation originates from the fingerprint sensor
and that the indication of data integrity indicates that
the representation has not been modified.

5. The method of claim 4, wherein the acquired repre-
sentation comprises a checksum based on the fingerprint
sensor setting data held in the storage, the method turther
comprising:

computing a further checksum based on fingerprint sensor

setting data that previously was written to the storage,
wherein the verification 1s successiul i1f the two check-
sums match.
6. The method of claim 1, wherein the fingerprint sensor
setting data includes one or more of analog-to-digital con-
verter, ADC, gain, ADC shift, ADC ofiset, pixel gain, pixel
oflset, pixel charge subtraction, digital sample gain, digital
sample oflset, digital/analog multisampling, frequency con-
trol, clock control, bias control, sampling pattern, demodu-
lation pattern, test modes, swinging pixel guard pattern,
correlated sampling on/ofl.
7. A computer program product comprising a non-transi-
tory computer readable medium storing computer-execut-
able instructions that, when executed by one or more pro-
cessors of a fingerprint sensing system, cause the fingerprint
sensing system to perform the method of claim 1.
8. A fingerprint sensing system comprising a fingerprint
sensor and at least one processor, the fingerprint sensing
system being configured to verily that fingerprint sensor
setting data held in a storage of the fingerprint sensing
system has not been modified, the at least one processor
being configured to:
block access to the fingerprint sensor setting data held 1n
the storage of the fingerprint sensing system;

subsequent to blocking access to the fingerprint sensor
setting data, acquire, from the fingerprint sensor, a
representation of the fingerprint sensor setting data to
be utilized upon capturing a fingerprint image;

verily from the acquired representation i1f the fingerprint

sensor setting data corresponds to fingerprint sensor
setting data that previously was written to the storage
by the umt at least one processor; and

when a captured 1mage 1s read out, unblock access to the

fingerprint sensor setting data held 1n the storage of the
fingerprint sensing system.

9. The fingerprint sensing system of claim 8, the at least
one processor further being configured to, 1n case 1t 1s
verified from the representation that the fingerprint sensor
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setting data corresponds to fingerprint sensor setting data
that previously was written to the storage:

control the fingerprint sensor to capture a fingerprint
image utilizing the fingerprint sensor setting data in the

storage.

10. The fingerprint sensing system of claim 8, the finger-
print sensor further being configured to:

capture a fingerprint image utilizing the fingerprint sensor
setting data 1n the storage, and in case the fingerprint
sensor setting data does not correspond to fingerprint
sensor setting data that previously was written to the
storage the at least one processor 1s further configured
to:

discard the captured 1image.

11. The fingerprint sensing system of claim 8, the finger-
print sensor being configured to provide the representation
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with an indication of authenticity and data integrity, wherein
the at least one processor further 1s configured to, upon
performing the verification:

verily that the indication of authenticity indicates that the

representation originates from the fingerprint sensor
and that the indication of data integrity indicates that
the representation has not been modified.

12. The fingerprint sensing system of claim 11, wherein
the acquired representation comprises a checksum based on
the fingerprint sensor setting data held 1n the storage, the at
least one processor being configured to:

compute a further checksum based on fingerprint sensor

setting data that previously was written to the storage,
wherein the verification 1s successtiul 1f the two check-
sums match.

13. An electronic device comprising the fingerprint sens-
ing system of claim 8.
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