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A method for network flow metadata processing at a net-
work packet broker 1s described herein. The method
includes, receiving, as mput at a network packet broker,
network tratlic tlow data, aggregating the network trathic
flow data over a predefined time period to generate Internet
protocol (IP) flow feature vectors contaiming metadata
parameters associated with one or more particular endpoint
devices, and providing the IP flow feature vectors to a
machine learning element in the network packet broker. The
method further includes 1dentifying, by the machine learning
clement, anomalies existing 1n the metadata parameters
included in the IP flow feature vectors, and automatically
configuring one or more filter elements in the network
packet broker in response to detecting the identified anoma-
lies of the IP flow feature vectors.
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METHODS, SYSTEMS, AND COMPUTER
READABLE MEDIA FOR UTILIZING

MACHINE LEARNING TO
AUTOMATICALLY CONFIGURE FILTERS
AT A NETWORK PACKET BROKER

TECHNICAL HELD

The subject matter described herein relates to processing,
network trathc flow data and machine learning. More par-
ticularly, the subject matter described herein relates to
utilizing machine learning to automatically configure filters
at a network packet broker.

BACKGROUND

Network packet brokers are used to perform a number of
packet processing tasks, including aggregating packets from
multiple sources, deduplicating packets (e.g., since the same
packet may be captured in diflerent places), filtering packets,
redirecting packets to final destination, and/or replicating the
packets to multiple destinations. Likewise, network packet
brokers may also process other types of network tratlic data
generated by network devices, such as packet tlows and/or
network flow metadata, such as NetFlow. Notably, NetFlow
1s a statistical, tlow-by-flow summary of packet data at a
higher level than raw packet data. I two network hosts
communicate with each other, istead of generating a copy
of every packet, NetFlow provides statistics about the over-
all communication session. NetFlow 1s a collection of con-
versations and reporting statistics about each conversation.

Upon recerving the packet data or NetFlow data, a net-
work operator can manually configure a network packet
broker to utilize the received data to i1dentity and possibly
remedy anomalous network tratlic conditions. For example,
a network packet broker can be configured to address
problematic behavior using the information contained
within the packet header data or NetFlow data. In some
instances, the network operator may be tasked to analyze the
received packet data and create/modify filters provisioned
on the network packet broker. As such, this network traflic
analysis and filter tuning processes can be extremely labor
intensive and time consuming.

In light of these and other dithiculties, there exists a need
for methods, systems, and computer readable media for
utilizing machine learning to automatically configure filters
at a network packet broker.

SUMMARY

A method for utilizing machine learning to automatically
configure filters at a network packet broker 1s described
herein. In one embodiment, the method comprises receiving,
as mput at the network packet broker, network trathic tlow
data, aggregating the network traflic flow data over a pre-
defined time period to generate Internet protocol (IP) tlow
feature vectors containing metadata parameters associated
with one or more particular endpoint devices, and providing
the IP flow feature vectors to a machine learning element in
the network packet broker. The method further includes
identifying, by the machine learming element, anomalies
existing 1n the metadata parameters included 1n the IP tlow
feature vectors, and automatically configuring one or more
filter elements 1n the network packet broker in response to
detecting the identified anomalies of the IP flow feature
vectors.
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According to another aspect of the subject matter
described herein, the machine learning element includes an
inferencing element that 1s configured to generate an
anomaly score for each identified anomaly.

According to another aspect of the subject matter
described herein, the network trafhic flow data comprises
network tlow record data or ingress packet data.

According to another aspect of the subject matter
described herein, configuring the one or more filter elements
includes creating or modifying the one or more filter ele-
ments without user intervention.

According to another aspect of the subject matter
described herein, the network packet broker includes a
learning {filter that 1s configured to add or suppress data
provided to a machine learning training system associated
with the machine learning element.

According to another aspect of the subject matter
described herein, the machine learning training system
includes at least one of an autoencoder, a decision tree, or a
K-means clustering filter.

According to another aspect of the subject matter
described herein, the machine learming training system con-
ducts unsupervised learning to designate the anomalies.

The disclosed subject matter further includes a system for
utilizing machine learning to automatically configure filters
at a network packet broker. In one embodiment, the system
comprises a network packet broker including at least one
processor and a memory. The system further includes a
network packet broker filter configuration engine imple-
mented by the at least one processor for receiving, as input
at the network packet broker, network trathic flow data,
aggregating the network traflic flow data over a predefined
time period to generate IP flow feature vectors contaiming
metadata parameters associated with one or more particular
endpoint devices, providing the IP flow feature vectors to a
machine learning element in the network packet broker,
identifying anomalies existing in the metadata parameters
included 1n the IP flow feature vectors, and automatically
configuring one or more filter elements in the network
packet broker in response to detecting the 1dentified anoma-
lies of the IP flow feature vectors.

According to another aspect of the subject matter
described herein, the machine learning element includes an
inferencing element that 1s configured to generate an
anomaly score for each identified anomaly.

According to another aspect of the subject matter
described herein, the network trafhic flow data comprises
network tlow record data or ingress packet data.

According to another aspect of the subject matter
described herein, configuring the one or more filter elements
includes creating or modifying the one or more filter ele-
ments without user intervention.

According to another aspect of the subject matter
described herein, the network packet broker includes a
learning {filter that 1s configured to add or suppress data
provided to a machine learning training system associated
with the machine learning element.

According to another aspect of the subject matter
described herein, the machine learning training system
includes at least one of an autoencoder, a decision tree, or a
K-means clustering filter.

According to another aspect of the subject matter
described herein, the machine learming training system con-
ducts unsupervised learning to designate the anomalies

According to another aspect of the subject matter
described herein, a non-transitory computer readable
medium having stored thereon executable instructions that
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when executed by a processor of a computer control the
computer to perform steps 1s provided. The steps include
receiving, as mput at the network packet broker, network
traflic flow data, aggregating the network trailic flow data
over a predefined time period to generate IP tlow feature
vectors containing metadata parameters associated with one
or more particular endpoint devices, and providing the IP
flow feature vectors to a machine learming element in the
network packet broker. The steps further include identifying,
by the machine learning element, anomalies existing in the
metadata parameters included 1n the IP flow feature vectors,
and automatically configuring one or more filter elements 1n
the network packet broker in response to detecting the
identified anomalies of the IP flow feature vectors.

The subject matter described herein can be implemented
in soitware in combination with hardware and/or firmware.
For example, the subject matter described herein can be
implemented 1n software executed by a processor. In one
exemplary implementation, the subject matter described
herein can be implemented using a non-transitory computer
readable medium having stored thereon computer execut-
able instructions that when executed by the processor of a
computer control the computer to perform steps. Exemplary
computer readable media suitable for implementing the
subject matter described herein include non-transitory com-
puter-readable media, such as disk memory devices, chip
memory devices, programmable logic devices, and applica-
tion specific integrated circuits. In addition, a computer
readable medium that implements the subject matter
described herein may be located on a single device or
computing platform or may be distributed across multiple
devices or computing platiorms.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram illustrating an exemplary
network packet broker configured with a statistics collector
according to an embodiment described herein;

FIG. 2 1s a block diagram illustrating an exemplary
anomaly detection component of a network packet broker
according to an embodiment described herein;

FIG. 3 1s a block diagram illustrating an exemplary
network packet broker configured with a statistics generator
according to an embodiment described herein; and

FI1G. 4 1s a flow chart illustrating an exemplary process for
utilizing machine learning to automatically configure filters
at a network packet broker according to an embodiment
described herein.

DETAILED DESCRIPTION

In some embodiments, the disclosed subject matter uti-
lizes a network packet broker (NPB) that 1s provisioned with
at least one automatic in-line filter, which 1s created and/or
modified by utilizing machine learning elements. One such
example includes an anomaly detection component that 1s
configured to analyze network tlow metadata (e.g., NetFlow
records, mobile bearer data records, IMSIs, etc.) that can be
used to identily and filter endpoint users that demonstrate
anomalous behavior automatically and subsequently gener-
ate any appropriate alerts.

FIG. 1 1llustrates a block diagram of a high-level network
packet broker system associated with an exemplary auto-
matic filtering component. As shown 1n FIG. 1, both network
packet traflic and flow summary records (e.g., NetFlow
records) are received by network packet broker 102 via
communication ports. More specifically, network trathic tlow
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data, which includes 1n-line or live network packets, copied
network packets, flow records, and/or flow metadata
records, 1s received on one or more igress network ports of
network packet broker 102. In some embodiments, the
received network traflic flow data 1s directed to at least one

of a regular filter 104, an automatic filter 110, and/or a

statistics collector 106 provisioned on the network packet
broker 102.

As shown 1n FIG. 1, statistics collector 106 1s communi-

catively connected to an anomaly detector 108. In some
embodiments, each of regular filter 104, automatic filter 110,
statistics collector 106, and anomaly detector 108 may
comprise a software component that 1s stored in memory and
executed by a hardware processor of network packet broker
102. In some embodiments, regular filter 104 and/or auto-
matic filter 110 can be configured to monitor for and/or filter
Internet protocol (IP) addresses, port identifiers, packet type,
or the like. Further, filters 104 and 110 can be implemented
using field programmable gate array (FPGA) technology,
network processor technology, simple hashing switch tech-
nology, or similar technologies.

In some embodiments, statistics collector 106 receives
flow summary records (e.g., one or more of NetFlow, sFlow,
IPFIX, IxFlow, etc. network tflow metadata record format) or
packets as mput data. Statistics collector 106 1s configured
to conduct data processing on the NetFlow records or the
packet data prior to being subjected to a machine learning
training system associated with the anomaly detector 1n the
network packet broker (as described in detail below and
shown 1n FIG. 2). For example, statistics collector 106 may
be adapted to aggregate the NetFlow records for a particular
endpoint user/machine/device over a predefined period of
time 1n order to create a new flow record (e.g., a feature
vector). More specifically, the new flow record may include
information indicating traflic characteristics associated with
a particular user/actor, endpoint, IP address for a designated
time period (e.g., a minute, 5 minutes, etc.). After grouping
the NetFlow data 1n this manner, statistics collector 106 can
generate a diflerent set of data based on the aggregation. For
example, the new flow record (e.g., an IP flow feature
vector) may indicate the average of different parameters
existing in the NetFlow records for the endpoint device
during that time period.

For example, a user machine or endpoint can be identified
as communicating with a plurality of different servers in
which the user 1s requesting website information hosted by
a social media server, downloading files from a corporate file
server, and the like. All of this information associated with
the user endpoint can be combined or aggregated into a
record (e.g., IP flow feature vector) that indicates the average
speed, the average length of flow, and an indication of the
different endpoints being communicated with. Notably, such
traflic characteristics information 1s packaged as an aggre-
gated IP flow record. More specifically, these traffic char-
acteristics can be collected as aggregated IP tlow parameters
and formatted into feature vectors that can be processed by
a machine learning algorithm executed by the anomaly
detector.

As indicated above, statistics collector 106 1s configured
to recerve and process network trathic flow data, such as flow
summary information (e.g., NetFlow records) or network
packet data. In some instances, the processing conducted by
statistics collector 106 may 1nclude storing at least a portion
or all of the received flow summary mformation and sub-
sequently generating and/or deriving flow metric informa-
tion (e.g., IP flow information) that 1s based on the recerved
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flow summary information. In some embodiments, the gen-
crated tlow metric information comprises feature vector
data.

In some embodiments, exemplary feature vector data may
include record or object that includes an collection of tflow
metadata. For example, a feature vector may include infor-
mation corresponding to a particular time period (e.g., a 5
minute time period) such as: number of bytes transacted,
number of packets transacted, number of flows, average
duration of flow, number of SYN message, number of ACK
messages, number of times port 80 1s accessed/used, number
of times port 443 1s accessed/used, total number of unique
ports, total number of partner IP addresses. Further, a feature
vector may be indexed against a specific IP address (or other
identifier) as part of a network tratlic tlow data record (e.g.,
an IP flow record). For example, an exemplary network
traflic flow data record pertaining to a particular IP address
may be represented as:

[PFLOW/|[IP-address]=<feature vector>

When the above network traflic flow data record 1s
provide as mput nto the system (e.g., a machine learnming,
training system described in detail below), the IP address
index portion/section (e.g., IPFLOW/[IP-address] section) of
the network traflic flow data record 1s removed, thereby
leaving the remaining feature vector portion. In some
embodiments, a machine learning training system may be
configured to be trained or “learn” from the feature vector
portion input. Further, an inferencing engine in the anomaly
detector component (as described 1n detail below and shown
in FIG. 2) may be similarly configured to receive one or
more Ieature vectors as inputs. If the inferencing engine
detects an anomaly, the anomaly detector component can be
configured to detect/identily an IP address (e.g., associated
with a bad actor/endpoint) that corresponds to particular
teature vector that has been tlagged as an anomaly.

As indicated above, the tlow metric information (1.e., IP
feature vector information) generated by statistics collector
106 1s provided to anomaly detector 108. In particular,
anomaly detector 108 can be configured to receive and
process the flow metric information using a machine learn-
ing training system. In some embodiments, the flow metric
information may be forwarded to a machine learning train-
ing system associated with anomaly detector 108 for an
initial training session. In some embodiments, the machine
learning training system may comprise an artificial intelli-
gence (Al) component, including but not limited, to a neural
network, decision trees, K-means, autoencoders, long-short
term memory (LSTM) systems, and the like. Notably,
anomaly detector 108 can inspect the flow metric informa-
tion to identily an anomalous network event/condition.
Afterwards, anomaly detector may be configured to auto-
matically generate one or more packet filtering rules, which
are provided to filter elements provisioned 1n the network
packet broker and applied to ingress network traflic that 1s
being monitored. In some embodiments, the automatic fil-
tering rules are dynamically generated (or modified) based
on processing performed by the anomaly detector (and/or
the machine learning traiming system) without user inter-
vention. Moreover, the automatically generated filtering
rules can be applied in parallel with, 1n series with, or in
place of the regular filtering rules utilized by network packet
broker 102. The specific manner 1n which the filtering rules
are generated and provisioned on the network packet broker
1s described below with respect to FIG. 2.

FIG. 2 1s a block diagram illustrating an exemplary
anomaly detection component of a network packet broker
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according to an embodiment described herein. As shown 1n
FIG. 2, anomaly detection component 208 includes a feature
tuple extraction engine 210 that 1s configured to extract flow
metric information from the network traffic mput (e.g.,
NetFlow data or network packet traflic) received by the
network packet broker. In some embodiments, extraction
engine 210 comprises a statistics collector (as described
above and shown 1n FIG. 1) that 1s incorporated as a part of
anomaly detection component 208. In particular, extraction
engine 210 1s configured to accumulate and aggregate net-
work flow metadata associated with a particular endpoint
user or endpoint device over a predefined period of time
(e.g., minutes or hours). After aggregating the network flow
metadata 1n this manner, extraction engine 210 1s configured
to generate feature vectors, which serves to group the flow
metric information 1n a particular format that can be pro-
cessed by a machine learning training system 216 and an
inferencing engine 212. As mentioned above, the extracted
feature vector data can include information such as number
of bytes transacted, number of packets transacted, number of
flows, average duration of flow, number of SYN messages,
number of ACK messages, number of times port 80 1s
accessed/used, number of times port 443 1s accessed/used,
total number of unique ports, total number of partner IP
addresses, and the like.

After conducting the feature vector extraction process,
extraction engine 210 1s configured to forward the extracted
the feature vector data (and/or copies of the same) to a bufler
component 213 and/or an inferencing engine 212. In some
embodiments, buller component 213 1s configured to buller
statistics and parameters (e.g., tuple data) from the feature
vector data for a predefined time segment (e.g., bullering an
hour of statistics). After bullering the feature vector infor-
mation, the resulting buflered data 1s directed to machine
learning training system 216 via a learning filter 214.

In some embodiments, learning filter 214 can be config-
ured to add or suppress the mcoming feature vector data
(e.g., from bufler component 213). Notably, learning filter
214 can be configured to censor (e.g., allow or deny) any
unwanted learning. Further, learning filter 214 can also be
used to inject or add any known anomaly patterns that may
not be present 1n the original network traflic data stream for
purposes of learning/training. The known anomaly patterns
injected by learning filter 214 can originate from or be
associated with data from a historical archive of known
behavior (e.g., normal behavior and/or anomalous behav-
101).

In some embodiments, learming filter 214 can be used to
address anomalous behavior that 1s detected at the device or
link layer and to gather data exhibiting anomalous activity.
Learning filter 214 may subsequently take action to address
the problem if 1t 1s designated as real and/or significant (or
prevent the detected problem as being tlagged as anomalous
in future detections). Further, learning filter 214 can be
configured to re-enable the trigger or configure the mput to
only be suppressed for a fixed period of time. In some
embodiments, the learning filter configuration 1s conducted
via a manual process.

Alternatively, a hierarchy of machine learning models can
be employed to monitor for “patterns of patterns™ 1n such a
manner that could enable a greater level of automation. For
example, 11 a router 1s rebooting itsell every month and
network trathic 1s subsequently directed to circumvent and/or
around the router, the increased network tratlic on surround-
ing links can be flagged or identified as anomalous behavior.
Learning filter 214 can be used to i1dentity that the altered
tratlic patterns are not problematic unless the condition lasts
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more than an established threshold (e.g., an hour), but it
could also be learned that there 1s a higher level pattern of
anomaly detection. As such, it 1s advantageous to utilize the
disclosed subject matter since network operators may have
a general notion that some device reboots have occurred, but
likewise fail to appreciate that the higher level pattern 1s
indicative of a specific device failing once a month or at a
particular time.

After being processed by learning filter 214, the feature
vector data 1s directed to machine learning training system
216. In some embodiments, machine learning training sys-
tem 216 may comprise a central processing unit, one or more
field programmable gate arrays, and/or similar hardware
components that are configured to execute a machine leamn-
ing/artificial intelligence learning algorithm. For example,
the algorithm can include a neural network, decision trees,
K-means, autoencoders, long-short term memory (LSTM)
systems, and the like. Specifically, machine learning training
system 216 can be trained via execution ol computer inten-
sive processing of a multitude of feature vector information
(e.g., IP flow records).

In some embodiments, machine learning training system
216 utilizes an autoencoder mechanism that 1s trained uti-
lizing unsupervised learning. For example, feature vector
information (which contains actor/user characteristics and
network traflic characteristics) 1s provided as input into the
machine learning training system 216. For example, this
feature vector information may be provided for a number of
hours and 1s subjected to extensive computer processing. As
machine learning training system 216 1s being trained, the
model begins to determine and i1dentify the various normal
traflic patterns and the various normal actors. Likewise,
machine learning training system 216 1s subsequently able to
detect if an anomaly occurs since the system 1s able to
differentiate the anomalous event from the learned normal
activity. In particular, machine learning training system 216
1s configured to learn the natural behavior of the system as
well as tflagging any events that significant differ from that
behavior.

In some embodiments, machine learning training system
216 can also support time based machine models. Notably,
the machine learning training system can be configured to be
trained for a given time period or some other slice of time,
such as morning to noon. Once trained, machine learning
training system 216 can be applied directly to an appropnate
slot (1.e., to get direct inference) or be applied 1n any other
time slot to conduct cross-inferencing. In some embodi-
ments, multiple machines can be trained for various time
periods or time slots.

Moreover, similar pattern datasets included 1n the feature
vector information may be indicative of different activities
when spected at different time scales or time frames. For
example, potentially anomalous 1nstances that are not alarm-
ing when detected on an hourly basis may instead be
concerning 1f the hour being monitor 1s late at night when
another specific traflic pattern 1s normally expected. Simi-
larly, a pattern that 1s generally not considered alarming 1n
the afternoon during the work week may be alarming or
designated as anomalous 11 the pattern occurs on a weekend
day.

After machine learning traiming system 216 has been
sulliciently trained with feature vector data, machine learn-
ing training system 216 1s configured to generate model
parameters that collectively represent a network machine
model that can be implemented by inferencing engine 212.
In some embodiments, inferencing engine 212 can be pro-
visioned with a new network machine model (1.e., as rep-
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resented by model parameters generated by machine learn-
ing training system 216) or, alternatively have its currently
provisioned network machine model updated with new
model parameters. Once equipped with the appropnate
model parameters, inferencing engine 212 may be config-
ured to run on a constant basis 1 order to identify the
presence of an anomaly 1n the processed network traflic data
(e.g., feature vectors received directly from extraction
engine 210). In some embodiments, inferencing engine 212
can be provided data offline 1n a batch, or alternatively, 1n
real-time as data 1s recerved and collected.

After being provisioned with a machine model (e.g.,
model parameters), inferencing engine 212 can be config-
ured to directly receive feature vector data (e.g., IP flow
data) from extraction engine 210 (e.g., a statistics collector).
In some embodiments, inferencing engine 212 utilizes the
model parameters to process the feature vector data recerved
from extraction engine 210. For example, inferencing engine
212 analyzes the feature vector data and attempts to identify
anomalies or patterns as represented 1n the feature vector
data. In response to finding an anomalous event or condition
in the analyzed feature vector data, inferencing engine 212
1s configured to assign a score to each feature vector (e.g.,
IP flow feature vector). For example, inferencing engine 212
1s configured to assess anomalous conditions indicated by
the feature vectors and assign a score that i1s representative
of the degree and/or magnitude of the anomalous behavior
ol the assessed characteristics included 1n the feature vec-
tors.

Once the scores are determined, inferencing engine 212
provides these assigned scores as scoring information to
decision manager 218. Notably, inferencing engine 212
contemporancously provides at least a portion of the under-
lying metadata (e.g., an IP address) of the feature vectors to
decision manager 218 along with the corresponding scoring
information. More specifically, after inferencing engine 212
identifies an anomaly, nferencing engine 212 forwards
scoring information and the associated metadata to decision
manager 218. For example, 1f inferencing engine 212 iden-
tifies feature vector data that 1s unexpected as compared to
the norm (as defined by model parameters), inferencing
engine 212 may generate a relatively high score that is
indicative of the anomaly’s departure from normal behavior.
The metadata associated with the scoring information may
include the IP address of an endpoint device that has been
identified as problematic and associated with the detected
anomaly. Once the scoring information and associated meta-
data 1s forwarded to decision manager 218, decision man-
ager 218 1s configured to utilize the received scoring infor-
mation to determine the remedial action to be executed. In
some embodiments, decision manager 218 may utilize the
metadata and the scoring information to determine whether
a simple network management protocol (SNMP) alert
should be sent or whether the i1dentified IP address 1n the
metadata should be added to filter tables supported by the
filters of the network packet broker. For example, inferenc-
ing engine 212 can be configured to generate and send a
message alert (e.g., Katka, SNMP, etc.) by providing the
scoring information to an SNMP alert engine.

In addition, decision manager 218 may be configured to
convert the scoring information and feature vector metadata
received from inferencing engine 212 into a filter that can be
utilized by filtering elements 220. More specifically, deci-
sion manager 218 1s adapted to generate (or modily) one or
more {ilters utilizing/processing the associated metadata
input information that i1s associated with the scoring infor-
mation. In some embodiments, decision manager 218 uti-




US 11,949,570 B2

9

lizes the scoring information as a trigger to generate the
filtering rules. For example, if the scoring information
exceeds a predefined threshold scoring value, decision man-
ager 218 can be configured to automatically generate a
filtering rule that specifies the identified anomalous IP °
address. For example, decision manager 218 can utilize the
IP address included 1n the metadata as a specific address to
monitor via a generated filtering rule that 1s configured in the
filters of the network packet broker. Accordingly, the meta-
data and scoring mnformation can be utilized by a decision
manager 218 to formulate filtering rules for the filters
provisioned on the network packet broker. After the filtering,
rules are formulated, the filtering rules can be forwarded by
decision manager 218 to filter elements 220 for deployment/
configuration. As such, ingress network tratlic received on
the network ports of the network packet broker can be
monitored with the newly configured filters.

FIG. 3 1s a block diagram illustrating an exemplary
network packet broker configured with a statistics generator 20
according to an embodiment described herein. As shown 1n
FIG. 3, network packet broker 302 includes a regular filter
304, and automatic filter 110, and an anomaly detector 308,
all of which are similarly provisioned on network packet
broker 102 as described above with respect to FIG. 1. 25
Notably, network packet broker 302 further includes a
statistics generator 306 instead of a statistics collector (as
shown in FIG. 1). In particular, statistics generator 306 1s
configured to receive network packet traflic for network
packet broker 302. In the absence of flow summary infor- 30
mation (e.g., NetFlow data), statistics generator 306 1s
configured to utilize the received network packet traflic to
generate IP flow summary information (e.g., IP tlow feature
vector data or similar flow summary information/records).
Statistics generator 306 1s further configured to subsequently 35
utilize this flow summary information as input for a machine
learning training system and/or as input for a provisioned
inferencing engine. The flow summary information (e.g.,
feature vectors) generated by statistics generator 306 1s then
forwarded to anomaly detector 308 for further processing. In 40
particular, anomaly detector 308 may utilize the IP flow
feature vector information to automatically generate new
packet filtering rules (or modily existing packet filtering
rules) 1in the manner described above (e.g., see description of
FIG. 2 above). 45

FIG. 4 1s a flow chart illustrating an exemplary process
400 for utilizing machine learning to automatically config-
ure {ilters at a network packet broker. In some embodiments,
process 400 may be a software algorithm or component that
1s stored in memory of a network packet broker and 1s 50
executed by a hardware processor. Referring to FIG. 4, 1n
step 402, process 400 includes receiving, as input at the
network packet broker, network trathc flow data. For
example, the network packet broker may include network
ports that are configured to receive the network traflic flow 55
data, which includes network traflic packets or flow sum-
mary data (e.g., NetFlow data).

In step 404, the process includes, aggregating the network
traflic flow data over a predefined time period to generate 1P
flow feature vectors containing metadata parameters asso- 60
ciated with one or more particular endpoint device. In some
embodiments, a statistics collector element 1n the network
packet broker i1s configured to receive the network traflic
flow data over a period of time and generate 1P tlow feature
vectors (e.g., feature vector data) that includes aggregated 65
data pertaining to a particular user endpoint device over the
alforementioned period of time.
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In step 406, the process includes providing the IP flow
feature vectors to a machine learning element in the network
packet broker. In some embodiments, feature vector data 1s
provided to an inferencing engine 1n a network packet
broker for network traffic anomaly analysis. For example,
the inferencing engine 1n the network packet broker has been
provisioned with model parameters from a machine learning
training system.

In step 408, the process includes, i1dentifying, by the
machine learming element, anomalies existing 1n the meta-
data parameters included in the IP flow feature vectors. In
some embodiments, the inferencing engine uses the provi-
sioned model parameters to analyze the parameters included
in each of the feature vectors. Notably, the inferencing
engine 1s configured by the model parameters to assign a
score value to the analyzed feature vectors based on the
anomalies indicated by the feature vector parameters. The
inferencing engine then forwards the scoring information
and the feature vector metadata to a decision manager that
1s configured to determine an appropriate remedial action
(c.g., generate filter and/or 1ssue an alert) based on the
received score values.

In step 410, the process includes automatically configur-
ing one or more filter elements 1n the network packet broker
in response to detecting the i1dentified anomalies of the IP
flow feature vectors. In some embodiments, the decision
manager determines that the received scoring information
includes a score value that exceed a predefined threshold
value, thereby triggering the creation of a new filter. The
decision manager may then extract an IP address from the
associated feature vector metadata and create an appropriate
filter (e.g., add IP address to a filter table). Notably, the
network packet broker may utilize the newly created filter to
monitor for mncoming packet traflic.

It will be understood that various details of the subject
matter described herein may be changed without departing
from the scope of the subject matter described herein.
Furthermore, the foregoing description is for the purpose of
illustration only, and not for the purpose of limitation, as the
subject matter described herein 1s defined by the claims as
set forth herematter.

What 1s claimed 1s:

1. A method for utilizing machine learning to automati-
cally configure filters at a network packet broker, the method
comprising;

recerving, as mput at the network packet broker, network

trattic flow data;

aggregating, from the network tratlic flow data, network

traflic flow data associated with a particular endpoint
device over a predefined time period to generate an
Internet protocol (IP) flow feature vector containing
metadata parameters associated with the particular end-
point device;

providing the IP tlow feature vector to a machine learning

clement in the network packet broker;

identitying, by the machine learning element, one or more

anomalies existing 1n the metadata parameters included
in the IP flow feature vector; and

automatically configuring one or more {ilter elements 1n

the network packet broker in response to detecting the
identified one or more anomalies of the IP tlow feature
vector.
2. The method of claim 1 wherein the machine learning
clement includes an inferencing element that 1s configured to
generate an anomaly score for each i1dentified anomaly.
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3. The method of claim 1 wherein the network trathc flow
data comprises network flow record data or ingress packet
data.

4. The method of claim 1 wherein configuring one or more
filter elements includes creating or modilying one or more
filter elements 1 the network packet broker without user
intervention.

5. The method of claim 1 wherein the network packet
broker includes a learning filter that 1s configured to add or
suppress data provided to a machine learming traiming sys-
tem associated with the machine learning element.

6. The method of claim 5 wherein the machine learning
training system includes at least one of an autoencoder, a
decision tree, or a K-means clustering filter.

7. The method of claim 5 wherein the machine learning,
training system conducts unsupervised learning to designate
the one or more anomalies.

8. A system for utilizing machine learning to automati-
cally configure filters at a network packet broker, the system
comprising;

a network packet broker including at least one processor

and a memory; and

a network packet broker filter configuration engine imple-

mented by the at least one processor for receiving, as
input at the network packet broker, network trathic tlow
data, aggregating, from the network traflic tlow data,
network traflic flow data associated with a particular
endpoint device over a predefined time period to gen-
crate an Internet protocol (IP) flow feature vector
containing metadata parameters associated with the
particular endpoint device, providing the IP flow fea-
ture vector to a machine learning element in the net-
work packet broker, identifying one or more anomalies
existing 1n the metadata parameters included 1n the IP
flow feature vector, and automatically configuring one
or more filter elements 1n the network packet broker 1n
response to detecting the 1dentified one or more anoma-
lies of the IP flow feature vector.

9. The system of claim 8 wherein the machine learning
clement includes an inferencing element that 1s configured to
generate an anomaly score for each i1dentified anomaly.

10. The system of claim 8 wherein the network trathic flow
data comprises network flow record data or ingress packet
data.

11. The system of claim 8 wherein configuring the one or
more filter elements includes creating or moditying the one
or more filter elements without user 1intervention.

12. The system of claim 8 wherein the network packet
broker includes a learning filter that 1s configured to add or
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suppress data provided to a machine learning training sys-
tem associated with the machine learning element.

13. The system of claim 12 wherein the machine learning
training system includes at least one of an autoencoder, a
decision tree, or a K-means clustering filter.

14. The system of claim 12 wherein the machine learning
training system conducts unsupervised learning to designate
the one or more anomalies.

15. A non-transitory computer readable medium having
stored thereon executable mstructions that when executed by
a processor of a computer control the computer to perform
steps comprising:

receiving, as input at a network packet broker, network

trathic flow data;

aggregating, from the network traflic flow data, network

traflic flow data associated with a particular endpoint
device over a predefined time period to generate Inter-
net protocol (IP) flow feature vectors containing meta-
data parameters associated with one or more particular
endpoint device;

providing the IP flow feature vector to a machine learning

clement 1n the network packet broker;

identifying, by the machine learning element, one or more

anomalies existing 1in the metadata parameters included
in the IP flow feature vector; and

automatically configuring one or more filter elements 1n

the network packet broker in response to detecting the
identified one or more anomalies of the IP flow feature
vector.

16. The non-transitory computer readable medium of
claim 15 wherein the machine learning element includes an
inferencing element that 1s configured to generate an
anomaly score for each identified anomaly.

17. The non-transitory computer readable medium of
claiam 15 wherein the network trathc flow data comprises
network tlow record data or ingress packet data.

18. The non-transitory computer readable medium of
claim 15 wherein configuring the one or more filter elements
includes creating or modifying the one or more filter ele-
ments without user intervention.

19. The non-transitory computer readable medium of
claim 15 wherein the network packet broker includes a
learning {filter that 1s configured to add or suppress data
provided to a machine learning training system associated
with the machine learning element.

20. The non-transitory computer readable medium of
claiam 19 wherein the machine learning training system
includes at least one of an autoencoder, a decision tree, or a
K-means clustering filter.
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