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SYSTEMS AND METHODS FOR DETECTION
AND MITIGATION OF MALICIOUS
ENCRYPTION

CROSS-REFERENCE TO RELATED S
APPLICATION(S)

This patent application 1s a continuation of, and claims a
benelit of priority under 35 U.S.C. § 120 from U.S. patent
application Ser. No. 16/839,377, filed Apr. 3, 2020, issued as 1©
U.S. Pat. No. 11,516,236, entitled “SYSTEMS AND
METHODS FOR DETECTION AND MITIGATION OF
MALICIOUS ENCRYPTION,” which 1s a continuation of,
and claims a benefit of priority under 35 U.S.C. § 120 from
U.S. patent application Ser. No. 15/727.,463, filed Oct. 6, 15
2017, 1ssued as U.S. Pat. No. 10,637,879, entitled “SYS-
TEMS AND METHODS FOR DETECTION AND MITI-
GATION OF MALICIOUS ENCRYPTION,” both of which
are hereby fully incorporated by reference herein for all
purposes. 20

TECHNICAL FIELD

The present application relates to systems and methods
for detecting and mitigating the effects of malicious encryp- 25
tion, such as that performed by malware or ransomware.

BACKGROUND OF THE RELATED ART

In some 1implementations of malicious software programs 30
or malware, sometimes referred to as ransomware, attacking
programs may attempt to encrypt one or more user 10 and/or
system files on a victim computing device and delete the
original plaintext versions of the files. Ransomware typi-
cally generates or displays a ransom note demanding pay- 35
ment 1n exchange for a decryption key for one or more {iles.

As brute force decryption may require significant time and
resources, many victims end up paying the demanded ran-
som order to regain access to their files.

Countermeasures for malicious encryption may include 40
routine backup of files. After all, it the victim can simply
restore from backup, then no files are lost. However, it
backups are not frequent enough, some data may be lost.
Furthermore, in some implementations, ransomware has the
ability to encrypt attached storage, such as backup storage 45
files, obviating this solution.

Another countermeasure 1s a family of techniques to
prevent the attacker’s code from running in the first place.
Modern operating systems take pains to ofler anti-malware
scanners that examine program code, sandboxes to prevent 50
the attacker’s code from directly reading or writing to disk,
and regular patch updates to prevent attackers from intro-
ducing code using other means including software vulner-
abilities. However, a well disguised attack agent may be
undetected by such scanners. 55

Still another family of countermeasures attempts to 1den-
tify files that are being encrypted, for example, by identi-
tying writes to files that result in significant increases in
entropy. In one such implementation described 1n U.S.
Publication No. 2017/0093886 to Ovcharik et al., an ana- 60
lyzer “calculates entropy of the overwritten file segment and
calculates convergence for the entropy of the original and
the overwritten file segment . . . [I]f the convergence does
not exceed a given threshold, then . . . further file operations
on the part of the user’s computer . . . are allowed.” A similar 65
countermeasure may attempt to identity unusual behaviors,
such as copying large numbers of files 1n a short time frame

2

and deleting the originals. The MWR Labs whitepaper, “A
behavioural-based approach to ransomware detection,” by
Damel Nieuwenhuizen, notes that, “[1]n behavioural analy-
sis, the behavioural characteristics of the executable 1s
known as 1t 1s being observed 1n real-time, and inferences 1s
made by an inductive decision algorithm on the threat

level . . .. Behavioural-based analysis has been found to be
highly eflective for crypto ransomware detection because 1t
exhibits core behavioural traits necessary for a data encryp-
tion attack that does not change from variant to variant or
family to family.” However, 1n all such implementations, at
least some file encryption may have occurred, limiting the
amount of mitigation that may be performed.

SUMMARY OF THE DISCLOSURE

The present disclosure describes systems and methods for
detection and mitigation of malicious encryption. A security
agent on an infected computing device may monitor data
writes to disk, memory, or network transmission buflers for
strings that may represent encryption keys or moduli. The
security agent may apply one or more techniques to decode
and parse the string to either identily or extract the keys, or
rule out the string as containing an encryption key or
modulus. IT a key 1s i1dentified, or its presence cannot be
excluded, then the security agent may generate an alert and
take mitigation actions.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A 1s a block diagram of a prior art system poten-
tially vulnerable to ransomware attacks;

FIG. 1B 1s a block diagram of an embodiment of an
improved system, providing detection and mitigation of
malicious encryption;

FIG. 2 1s a flow chart of an implementation of a malicious
encryption attack;

FIGS. 3A-3E are flow charts of implementations of meth-
ods for detection of malicious encryption;

FIG. 4 15 a flow chart of an implementation of a method
for mitigation of malicious encryption;

and

FIG. 5 1s a block diagram of an exemplary computing
device useful for practicing the methods and systems
described herein.

In the drawings, like reference numbers generally indicate
identical, functionally similar, and/or structurally similar
clements.

DETAILED DESCRIPTION

The following description 1n conjunction with the above-
reference drawings sets forth a variety of embodiments for
exemplary purposes, which are in no way mtended to limait
the scope of the described methods or systems. Those having
skill 1n the relevant art may modily the described methods
and systems in various ways without departing from the
broadest scope of the described methods and systems. Thus,
the scope of the methods and systems described herein
should not be limited by any of the exemplary embodiments
and should be defined 1n accordance with the accompanying
claims and their equivalents.

Prior to describing the disclosed methods and systems, a
detailed explanation of exemplary encryption-based mali-
cious ransomware attacks will be described with reference
FIGS. 1A and 2. In some mmplementations of malicious
soltware programs or malware, sometimes referred to as
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ransomware, the programs may attempt to encrypt one or
more user and/or system files on a victim computing device
and delete the original plamtext versions of the files. Ran-
somware typically generates or displays a ransom note
demanding payment in exchange for a decryption key for
one or more files. As brute force decryption may require
significant time and resources, many victims end up paying
in order to regain access to their files.

In other, potentially worse implementations, no ransom
note 1s provided and files may simply be encrypted with no
casy (albeit expensive) way to obtain the encryption key. In
a similar implementation, ransomware typically communi-
cates with a host server, which may be referred to as a
command and control server. The host server may provide
decryption keys to victim computers, upon payment of
ransom. However, 11 the command and control server 1s shut
down or blocked or otherwise 1naccessible while the mal-
ware 1s still mnfecting computing devices, victims may have
no ability to pay ransom requirements and/or obtain decryp-
tion keys.

“Malicious™ encryption, as used herein, may refer to any
act of encryption of user or system data not directed by or
desired by a user of a device, and may be done for the
purpose of obtaining a ransom, to annoy or frustrate, for
corporate espionage or sabotage, or any other such purpose.
Although referred to as “malicious”, explicit malice need
not be present; rather, the encryption may be simply per-
formed against the user’s interests, with no easy decryption
method.

FIG. 1A 1s a block diagram of a prior art system poten-
tially vulnerable to ransomware attacks. A computing device
10, sometimes referred to as a client computing device,
victim computing device, or other similar term, may com-
prise a laptop computer, desktop computer, portable com-
puter, tablet computer, wearable computer, server, worksta-
tion, appliance, or any other such device or devices. In some
implementations, computing device 10 may comprise a
virtual computing device executed by one or more physical
computing devices, e.g. via a hypervisor. Computing device
10 may be any type and form of computing device having or
maintaining data storage, including without limitation per-
sonal computers of users, servers shared by groups of users,
or equipment having integrated computing devices that are
not typically considered computers (e.g. medical equipment,
seli-driving cars, automation systems, automatic teller
machines, smart televisions, etc.).

Computing device 10 may communicate with a command
and control computer 20, sometimes referred to as a host
computer, attacker computer, C&C server, or by other simi-
lar terms. C&C computer 20 may comprise a laptop com-
puter, desktop computer, portable computer, tablet com-
puter, wearable computer, server, workstation, appliance, or
any other such device or devices. In some 1implementations,
C&C computer 20 may comprise a virtual computing device
executed by one or more physical computing devices, e.g.
via a hypervisor. C&C computer 20 may be any type and
form of computing device capable of exchanging keys with
a victim computer 10 via a network 30.

Network 30 may comprise any type and form of network
or networks, including a Local Area Network (LAN), Wide
Area Network (WAN) or the Internet. Network 30 may
comprise a variety of connections including, but not limited
to, standard telephone lines, LAN or WAN links (e.g.,
Ethernet, T1, T3, 36 kb, X.23), broadband connections (e.g.,
ISDN, Frame Relay, ATM, etc.), wireless connections,
(802.11a/b/g/n/ac, Bluetooth), cellular connections, satellite
connections, or some combination of any or all of the above.

10
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A network 30 may comprise one or more intermediary
devices, including switches, hubs, firewalls, gateways,
access points, or other such devices. In some 1mplementa-
tions, network 30 may be homogeneous, such as a plurality
of wired links of the same type, while 1n other implemen-
tations, network 30 may be heterogeneous (e.g. a cellular
link to a wired link to a satellite gateway to a wireless
gateway, efc.).

Victim computer 10 (and C&C computer 20, though not
illustrated) may comprise one or more processors 100, one
or more mput/output mterface(s) 102, one or more network
interfaces 104, one or more storage devices 106, and/or one
or more memory units 108. Processor 100 may comprise
logic circuitry that responds to and processes instructions
tetched from memory 108 and/or storage 106. The processor
100 may comprise a microprocessor unit, such as: a general
purpose microprocessor as sold by Intel Corporation of
Santa Clara, Calif. or Advanced Micro Devices of Sunny-
vale, Calil.; a specialty microprocessor as sold by Qual-
comm Inc. of San Diego, Calif. or Samsung Group of
Samsung Town, Seoul, South Korea; or any other processor
capable of executing programmed 1instructions and other-
wise operating as described herein, or a combination of two
or more single- or multi-core processors. Processor 100 may
execute one or more items of executable logic, such as an
attack agent 110 and/or security agent 124, discussed 1n
more detail below. Processor 100 may also execute an
operating system, applications, and/or other executable
logic.

Client device 200 and/or C&C computer 20 may comprise
one or more mput or output interfaces 102, such as a
keyboard, mouse, touchpad, touchscreen, microphone, cam-
era, accelerometer, position tracker, joystick, or other such
mput devices; or a screen, audio speaker, video output,
haptic output, or other such output device. Input and output
interfaces 102 may be used to view and interact with a user
interface, such as one provided by a security agent 124 or an
operating system of the device.

A network intertace 104 may comprise a wired interface
such as an Ethernet mterface of any speed including
10BASET, 100BASET, Gigabit Ethernet, or any other such
speed, a universal serial bus (USB) interface, a power line
interface, a serial interface, or any other type of wired
interface. In other implementations, network interface 104
may comprise a wireless interface, such as a Bluetooth,
Wireless USB, 802.11 (Wi1F1) interface, or cellular interface,
or any other type and form of wireless interface. In some
implementations, a network interface 104 may include both
a wired and wireless interface, to provide additional flex-
ibility, reliability, or bandwidth. Network interface 104 may
include one or more layers of a network stack, including
transport layer functions, Internet layer functions, physical
layer functions and interfaces, or any other such functions or
interfaces. Network interface 104 may communicate via a
network 30 and/or one or more other networks, including a
local area network (LAN) behind a gateway or network
address translator (NAT) or other such device. Accordingly,
the network interface 104 may have an IP address that 1s
available to a wide area network (WAN, such as the Internet)
or may be behind an appliance and have an IP address
directly available only to the local network. Network 30 may
be a LAN, a WAN, a cellular network, a terrestrial or
satellite network, or any combination of these or other
networks. Network interface 104 may be used to establish a
connection to C&C computer 20, which may include a
similar network interface 104 (not illustrated).
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Client device 200 and/or C&C computer 20 may include
a storage device 106, such as a hard drive, flash drive, hybrnid
drive, or any other type and form of data storage. Client
device 200 and/or C&C computer 20 may also include a
memory device 108, including random access memory
(RAM), dynamic RAM (DRAM), cache memory, or any
other such form of data storage. Memory 108 and storage
106 may store different types of data, including system files
such as operating system executable files, libraries, a regis-
try, user interface components, or other such data provided
as part ol or generated by an operating system of device 20.
In some 1mplementations, storage 106 may be considered
non-volatile or long term storage, while memory 108 may be
considered volatile or short term memory. For example,
storage 106 may comprise a hard drive, while memory 108
may comprise RAM. Thus, memory 108 may be difieren-
tiated from storage 106 based on intended usage or func-
tionality, or durability of stored data during unpowered
periods.

Storage 106 may store user data files 120 and system data
files 122. User data files 120 may comprise any type and
form of user data files, including documents, photos, videos,
audio recordings, spreadsheets, contact lists, calendars, mail
archives, or any other type and form of user-specific data.
Such user-specific data files 120 may be in any one of a
variety of file formats, such as .doc, .txt, jpeg, .pdi, and the
like. System data files 122 may comprise any type and form
of files or data other than the user data as described above,
such as one or more system or application files, including
executable applications, application specific libraries, tem-
plates, user interface components, settings or preferences
files, application assets such as graphics or media, or any
other type and form of application-related files 1n a vanety
of file formats. System data files 122 may include applica-
tions such as productivity or “oflice” applications, video
games, web browsers including plug-ins or extensions,
graphics or audio applications, as well as other system-
specific files such as libraries, registry entries, etc., 1 a
variety of file formats. In some implementations, ransom-
ware may attack one or more of both user data files 120 and
system data files 122; in other implementations, 1t may target
one or more user data files 120 exclusively, rather than
system data files 122, with the intent of encrypting user files
but still allowing the device to run applications. In some
implementations, this may reduce detectability, as many
operating systems provide notifications of attempts to
modily system files.

Although shown internal to computing device 10, in many
implementations, storage 106 may be internal, external, or a
combination of internal and external, including external hard
drives or flash drives, network drives, or other such storage
devices.

Storage 106 may store an attack agent 110, sometimes
referred to as malware, ransomware, a virus, a Trojan (also
referred to as a Trojan horse or Trojan virus), a worm,
malicious code, or by similar terms. Attack agent 110 may
comprise an application, service, server, daemon, or other
executable logic for encrypting user data files 120 and/or
system data files 122. In many implementations, attack agent
110 may communicate with a command and control com-
puter 20, such as to retrieve a public key 112, or to transmit
a symmetric key 116.

Specifically, an attack agent 110 may be configured to
generate or otherwise obtain a set of cryptographic keys,
such as a symmetric key 116. In many implementations,
symmetric keys may be utilized for speed of encryption, as
symmetric key encryption 1s significantly faster than public
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6

key encryption. Additionally, symmetric key encryption 1s
not prone to message expansion (e.g. a message encrypted
via symmetric key encryption may be the same size as the
original unencrypted message, while the same message
encrypted via public key encryption may be many times the
original size of the unencrypted message). In other 1mple-
mentations, the attack agent 110 may be configured to
generate a public 112 and private 114 key pair. In still other
implementations, the attack agent 110 may be configured to
generate both a public 112 and private 114 key pair and a
symmetric encryption key.

The attack agent 110 may read one or more files on the
victim computer 10, such as user data files 120 and/or
system data files 122, and encrypt them (e.g. via the sym-
metric key 116). The resulting encrypted cipher text may be
stored locally (e.g. in storage 106), and the attack agent 110
may delete the clear text or original unencrypted versions of
the files. During encryption, the encryption key (e.g. sym-
metric key 116) may be stored locally, such as 1n storage
106. In some implementations, the encryption key may not
be stored 1n non-volatile storage 106, but may be instead
held 1n virtual memory, memory 108 (e.g. RAM), or even 1n
a bufler 118 of a network interface 104.

The symmetric key 116 may be transmitted to a command
and control server 20 for storage and eventual retrieval upon
the occurrence of a subsequent event (for example, once a
victim provides a ransom payment), or upon the passage of
time. In some implementations, the symmetric key 116 may
be stored locally and may be encrypted itself, via a public
encryption key 112, either as part of a public/private key pair
generated locally by the attack agent 110, or retrieved from
C&C server 20 as illustrated. Once transmitted to the C&C
server 20, the encryption key 116 and/or public key 112 may
be deleted from the victim computer 10.

FIG. 2 15 a flow chart of an implementation of a malicious
encryption attack 200. Many variations of these attacks
exist, and the illustrated implementation 1s provided merely
for discussion purposes. In other implementations, one or
more of the features shown may or may not be included, and
other features or steps may be added.

At step 202, a victim computer 10 may receive and/or
execute an attack agent or similar malware. The malware
may be received via any means, such as downloaded via the
Internet, provided 1n an infected file or application (e.g. a
Trojan), received via a local network from another infected
machine, etc.

As discussed above, in some 1mplementations, attack
agent 110 may request generation of a public key from a
command and control server 20. It attack agent 110 does not
generate a local key at step 204, then at step 206, it may
transmit the request for the public key of the C&C server.
The C&C server may receive the request at step 208 and
reply with 1ts public key at step 210. In other implementa-
tions 1n which attack agent 110 does generate a local key, at
step 205, it may generate a private and public key pair. The
key pair may be generated via any suitable means, such as
via a random number generator or pseudo-random number
generator and key generation algorithm.

At step 212, attack agent 110 may recerve the public key,
either locally generated or from the C&C server. At step 214,
attack agent 110 may generate a symmetric key from the
received public key. The symmetric key may be generated
via any suitable means, such as a pseudo-random number
generator, true random number generator, retrieval of a
random number or seed, or other such sources of entropy.
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Multiple sources of entropy may be used mn some 1mple-
mentations, with random outputs concatenated, XOR-ed, or
otherwise combined.

At step 216, attack agent 110 may encrypt one or more
files on or associated with victim computer 10, utilizing the
symmetric key generated at step 214. The encryption algo-
rithm may be any suitable symmetric key encryption algo-
rithm, such as the AES block cipher. As described above the
encrypted files may include one or more user data files 120,
system data files 122, and/or any other combination of these
or other files. At step 218, the original plaintext or clear text
files may be deleted. In some 1mplementations, a ransom
note may be left (e.g. as a “read me” file or similar
unencrypted file), or may be displayed by attack agent 110
(e.g. as a pop-up notification or similar display on screen).
The note may include instructions on payment and how to
retrieve a decryption key.

Simultaneously with encryption, or after encryption and/
or deletion have completed, at step 220 attack agent 110 may
encrypt the symmetric key with the public key (either locally
generated or retrieved). The encrypted key may be trans-
mitted to C&C server 20 at step 222, and received at step
224 for storage. In some implementations, C&C server 20
may decrypt the symmetric key (e.g. via 1ts local private
key), while 1n other implementations, C&C server 20 may
simply store the encrypted symmetric key. At step 226,
attack agent 110 may delete the symmetric key and public
key from local memory and/or storage.

Accordingly, atter the attack, the victim computer 10 may
include only the encrypted files, ransom note, and, in 1imple-
mentations 1n which attack agent 110 generates the public/
private key pair, the private key. Once a ransom has been
paid or upon the occurrence of some other event or the
passage ol time, attack agent 110 may either retrieve the
decrypted symmetric key from C&C server 20 (in imple-
mentations 1 which the public/private key pair are not
locally generated), or may retrieve the encrypted symmetric
key from the C&C server 20 and decrypt the symmetric key
using the locally stored private key. Attack agent 110 may
then decrypt the encrypted files with the symmetric key.

The systems and methods of the disclosure will now be
described with reference to FIGS. 1 B, and 3-5. As opposed
to the systems and methods to address malicious encryption
as previously discussed, those of the disclosure may monitor
data writes to disk, memory 108, or network transmission
butlers 118 for strings that may represent encryption keys or
moduli, by applying one or more techniques to decode and
parse the string to either 1dentily or extract the keys, or rule
out the string as containing an encryption key or modulus
(c.g. at steps 203, 212, or 214 of the implementation shown
in FIG. 2, rather than steps 202, or 216 or 218, as in other
implementations of encryption mitigation discussed above).

FIG. 1B 1s a block diagram of an embodiment of an
improved system, providing detection and mitigation of
malicious encryption. In some implementations, a victim
computer 10 may execute a security agent 124. Security
agent 124 may comprise an application, service, server,
daemon, routine, or other executable logic for detecting and
mitigating malicious encryption attacks. Security agent 124
may include functionality for testing compression ratios of
data, testing whether numbers are prime or composite,
performing test factorization of numbers, or other such
teatures, discussed 1n more detail below. In some 1mple-
mentations, security agent 124 may include a file monitor
126 or write interceptor or hook to monitor data writes to
memory or storage. Security agent 124 may i1dentily data
being written to any location, including a storage device
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106, memory units 108 (as well as virtual memory within
storage 106 that 1s treated as a memory unit 108), and, 1n
some 1mplementations, bullers 118 of a network stack. This
latter feature may be usetul for identilying encryption keys
transmitted to or received from C&C server 20.

In some 1implementations, as security agent 124 utilizes
functionality for monitoring file reads and writes, security
agent 124 may be integrated within other software such as
backup software or file sharing and synchronization soft-
ware 1n (or executed by) victim computer 10. For example,
in some 1mplementations, backup software or synchroniza-
tion soltware may monitor a file system for new or modified
files. Upon detection, 1n addition to performing various
backup or synchronization routines, security agent 124 may
attempt to detect whether the new or modified file includes
a key or modulus. Security agent 124 may perform com-
pression routines, discussed below in more detail 1 con-
nection with FIGS. 3A and 3C. In some implementations in
which security agent 124 1s integrated with or communicates
with backup or synchronization software, the backup or
synchronization soitware may perform compression of
detected new or modified data, e.g. to reduce storage or
network bandwidth requirements. Thus, 1n some such 1mple-
mentations, security agent 124 may receirve the results of this
compression for analysis at steps 318-320 discussed below
in connection with FIGS. 3A and 3C; and may, 1n some
implementations, skip steps 316, 360, and/or 362, also
discussed below.

Security agent 124 may be configured to detect when a
key pair, such as an RSA key pair, 1s generated or received.
This may be done via the unique structure and arithmetic
properties ol key pairs. Although primarily discussed in
terms ol RSA encryption, these systems and methods apply
to any encryption system with consistent formats for keys or
keys for which a key validation routine may be applied (e.g.
a function that determines whether a numeric string 1s a valid
key).

In RSA cryptography, for example, a cypher text ¢ may be
generated via the function m®(mod n), where m 1s the
original message (1n this case, a given user data file 120 or
system data file 122), ¢ 1s the public exponent and n 1s the
public modulus. Together, the exponent and modulus form
the public key. Anyone with these values may thereby
encrypt their message resulting in cipher text ¢. Only the
holder of the private exponent d may perform the reverse
calculation (c’=(m®)*=m (mod n)) to recover the original
message m. Keeping the private exponent d secret while
satisiying the equations requires that n=pq for large primes
p and g. These values must also be kept secret since anyone
who knew them could easily calculate the private exponent
d. This process of RSA key generation i1s quite time-
consuming and 1s therefore inirequently performed, a fact
which may be exploited by the security agent.

FIG. 3A 1s a flow chart of an implementation of a method
for detection of malicious encryption through detection of
key generation or receipt. In the description to follow (as
well as 1n the description of other tlow charts or methods
below), reference 1s made to one or more “steps.” Each of
the described steps may be carried out by use of a corre-
sponding “module” of computer programming instructions
executed by the system as described with reference to FIG.
1B or 5. These modules of computer code may be standalone
modules (for example, coded as a library function that 1s
statically or dynamically linked to the source tree of an
overarching program), or may be integrated 1nto the source
tree ol an overarching program, or may be embodied as a
mix of these two methodologies (for example, subfunctions
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ol one or more of the steps set forth below may be embodied
as separate library functions). Although shown 1n a given
order, 1n many implementations, one or more steps may be
executed 1n a different order than shown, and/or may be
executed 1n parallel. In some 1implementations, one or more
steps may be executed by different devices operating in
conjunction; for example, various steps may be distributed
amongst several devices 1n communication with each other
or with a controlling or master device.

At step 302, security agent 124 may monitor data written
to storage 106 or memory 108 and/or received 1n buller 118
ol a network stack to find strings that look like keys such as
RS A keys. Recall that ransomware must store and commu-
nicate RSA keys 1n order to send the right components to the
attacker. In modern usage, advances 1n computing power
mean the RSA modulus n 1s generally 2048 or 4096 bits 1n
length, however, other lengths may be utilized. Furthermore,
cven 1f an RSA modulus n 1s padded by additional data (e.g.
header information, ransom instructions, etc.), portions of
the data of predetermined lengths may be analyzed sepa-
rately or 1n combination (e.g. via a sliding window or similar
algorithm).

Security agent 124 may be configured to provide an alert
to a user or take other mitigation steps 1n response to an
output from file monitor 126 monitoring the file system and
memory for new data of exactly these lengths or 1n similar
s1zes to these lengths. As this approach may lead to a number
of false positives, securnity agent 124 utilizes one or more
techniques to validate that a string represents a plausible key
modulus, with techniques applied in order of processing or
memory requirements.
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between 800 and 2000 bytes. Thus, in some implementa-
tions, file monitor 126 or security agent 124 may determine
if the detected file or data to be written 1s between 800 and
2000 bytes 1n length (though other values may be used 1n
other systems, based on common padding or encoding of
keys). Thus, 1n some implementations, file monitor 126 may
cause security agent 124 to conduct decode test 300A only
iI incoming data to be written 1s within a specified range 1n
length, such as 800 to 2000 bytes in length. In similar
implementations, file monitor 126 may utilize other file
length or byte ranges as may indicate key encryption, 1n
accordance with other encryption methodologies.

If the data 1s within one or both of the sizes/ranges set
forth above, 1n a first technique 300A, security agent 124
may attempt to decode the data as 1f it were a key. For
example, security agent 124 may include a decode module
308 that includes the openssl program and/or similar decryp-
tion programs to perform decoding of base-64 and ASN.1
encoding on mmcoming or detected data strings. In one
implementation, such programs or tools may be applied to
the data string as follows, with 1nfile being a new file written
to disk or data string written to memory 106 or a builer 118:

If 8O0 <sizeof(infile) < 2000 bytes:
openssl rsa -in infile -out pubout
End.

If decode module 308 successiully decodes Base-64 and
ASN.1 encoding layers of the incoming or detected string, 1t
may generate the following result:

————— BEGIN RSA PUBLIC KEY- - - - -

MIIBIj ANBgkqhkiGOWOBAQEFAAQCAQ8AMI

BCgKCAQEAvdeddaqecqOvBNzxPWgl

f6MzWstPnp TxWO6T79LtExYIb71yljxnvZ9z1 AMO9TPNgyay3rk3olkBrOMdwpHme
ycOqHSQITPLKwWwHSVodco APwWCR7ASKCR6XnrLzvITEGQNaV3InOVxiPIcMWA | Vbeut
mYEF/Uf+x1YU3daHCmnkF3FX+n04HV4tvHcNhidp/UrMkgBhe WFIMkZq HrRGV/M
B5BOAUeySa7NlobfrmSrwOASIuX2w3g8hpbloY1dKd6nr7Y 6+ UyWEFMTMjwllz
ExIOvW+LTuylW5PNEFgvzXyjR7810X/hOsG9315vINXttHB|Pc1EP3BYHk /14qP

wQIDAQAR

At step 304, file monitor 126 or security agent 124 may
determine 11 the detected data matches a predetermined size
range or threshold. In this case, fille momitor 126 or security
agent 124 may detect 11 the incoming write data 1s 2048 or
4096 bits 1n length, or any other such predetermined length
in some 1implementations (e.g. 1024 bits, 8192 bits, etc.). For
example, few files or data items on a modern computer are
exactly 2048 or 4096 bits 1n length, so security agent 124
may 1dentily these files or strings as suspect. It the string 1s
one of these exact lengths, security agent 124 will 1ssue an
alert notification at step 314. If the length of the string 1s not
one of these exact lengths, security agent 124 continues
turther processing at step 300B.

Alternatively, cryptographic public keys are often
encoded 1n a format called Privacy Enhancing Mail (PEM).
This format 1s described mm RFC 1422, entitled “Privacy
Enhancement for Internet Electronic Mail: Part II: Certifi-
cate-Based Key Management,” published February 1993 by

the Internet Engineering Task Force (IETF), which 1s 1ncor-
porated herein by reference. In essence, the key 1s encoded
in a format called Abstract Syntax Notation One (ASN.1)
which 1s then encoded using the Base-64 representation
commonly used to transier binary data using only printable
ASCII. These encoding layers slightly enlarge the file to
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At step 310, security agent 124 may parse the output
generated by decode module 308. If the output includes
predetermined strings (such as the “begin RSA public key™
or “end RSA public key” strings or similar predetermined
strings) or otherwise matches a key format at step 312, then
at step 314, security agent 124 may generate or trigger an
alert.

Of course, the use here of openssl 1s merely an 1llustrative
example. Libraries exist for most modern programming
languages. Referring briefly to FIG. 3B, additional details of
an implementation of decode test 300 A are illustrated. In one
implementation, security agent 124 may decode the data
string at step 350. The decoding, such as decoding from
base-64 and ASN.1 encoding, may be performed by security
agent 124 or by a third party application or routine called or
executed by security agent 124. In some implementations,
the decoder may not perform verification on the output,
and/or may not provide an exception or error code at step

352. I 1t does not, then 1n some 1mplementations, at step
354, the output data may be parsed for a key identifier or
compared to a key format. I1 the identifier 1s found at step
356, then the string likely represents a key and an alert may
be generated at step 314. If not, then the method may
proceed with step 316 (described below). In some 1mple-
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mentations, the decoder step 350 may generate alerts or
exceptions for non-matching strings. For example, the
decoder step 350 may include execution of C# RSACryp-
toServiceProvider, to verily the presence of a key as follows:

AsymmetricCipherKeyPair keyPair;
using (var r = File.Open'lext (@“infile’))
keyPair = (AsymmetricCipherKeyPair) new
PemReader(r).ReadObject( );

If this code generates an exception, then the string may
not be a key and the method may proceed with step 306.
Otherwise, the string may be a key and the incoming write
data or detected data may be parsed at step 310, and an alert
may be generated at step 314.

Of course, not all ransomware variants perform this type
of encoding. Theretfore, 11 openssl or RSACryptoService-
Provider or similar tools cannot decode the data string, then
the method 300 may proceed to apply additional key detec-
tion tests. Returning to FIG. 3A and continuing, an entropy
test 3008 may be used to examine the entropy or informa-
tion content of the data string. Most files created by users
tollow one of several well-known probability distributions:
English text for instance 1s known to have only an informa-
tion content of roughly 1.3 bits per byte. This 1s why simple
compression algorithms like Lempel-Z1v and deflate are able
to function. Cryptographic key values by contrast have an
extremely high information content (e.g. 7 bits per byte): the
application of a comp.ression algorithm should not appre-
ciably reduce the size of the file or string containing the
modulus. The entropy test 3008 may be used to reduce false
positives even lurther.

For example, using the gzip tool, the string may be
compressed at step 316 using a lossless compression tool,
such as Lempel-Ziv (LLZ) compression:

If 250 < sizeof(infile) < 8OO bytes:
gzip -¢ nfile > infile.gz
End.

Then, the sizes of the uncompressed file and the com-
pressed file may be compared at step 318, for example by
using standard C# libraries or other such system tools:

long length = new System.IO.FileInfo(infile).Length;
long gzlength = new System.IO.F1lelnfo(infile.gz).Length;
long ratio = length / gzlength;
if (ratio > 1.1)

do-not-alert
End.

If the ratio exceeds a predetermined threshold at step 320
(per this example, 1.1), then the string 1s likely not a key and
security agent 124 may allow the write to proceed at step
306 (and not trigger an alert at step 314).

Referring to FIG. 3C, an illustration of an implementation
of an entropy test 300B i1s provided in more detail. As
discussed above, 1n some 1mplementations, a key may be
padded so as to disguise the key, or additional data may be
included with the key (e.g. ransom instructions or other
information). Accordingly, different portions of the data may
have different compression ratios. Some compression tools
may report diflerent compression ratios for diflerent portions
of the file, or, in the implementation 1llustrated, compression
may be applied to various portions of the file to test
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compression ratios. For example, LZ compression uses a
dictionary-based compression model 1n which a dictionary
or table 1s constructed from strings of data in the file, and
subsequent repeated strings are replaced with table entries or
identifiers. The more such strings are repeated, the greater
the file may be compressed. The generated table and 1den-

tifiers may be Huflman encoded or similarly entropy
encoded, with shorter 1indices or fewer bits used for 1denti-
fiers of the most common repeated strings. The length of the
replaced string and the length of the index or position within
the Huflman tree may be used to determine which parts of
the file will compress well and which parts will not. For
example, 1n one implementation, the length of a replaced
string may be divided by the length of 1ts Hullman index,
such that frequently repeated (e.g. lower indices) long
strings have a higher ratio than short strings or moderate
length strings that are less frequently repeated (e.g. longer
indices). These ratios may be aggregated 1n one implemen-
tation to calculate compressibility of the segment.

In another implementation, portions of the file may be of
predetermined size, such as 100 or 1000 bytes, and security
agent 124 may attempt to compress each portion 1n
sequence. In a further implementation, these portions may
be compressed via a sliding window algorithm (e.g. first
attempting to compress bytes 0-1000, then bytes 200-1200,
etc.).

In still another implementation, routines executed by
security agent 124 or an operating system may 1nclude an
abort sequence or result 1f compressibility 1s below a pre-
determined threshold. For example, in some implementa-
tions, a compression routine may attempt to compress some
or all of the data. If, during compression, the routine
determines that the compression ratio 1s poor (e.g. detected
repeated strings for an LW dictionary are below a predeter-
mined threshold length or frequency, or a post- to pre-
compression size comparison of the portion 1s higher than a
predetermined threshold ratio), then the routine may abort,
generate an error, and/or msert an indicator 1n the output data
(c.g. a flag 1n a header indicating that compression failed or
was aborted).

At step 360, a first portion of the data may be compressed.
At step 318, a compression ratio of the average number of
bits post-compression per byte of data prior to compression
(expressed as “compressed bits/original byte”) may be cal-
culated. If the ratio 1s greater than a predetermined threshold
(e.g. 25%, 50%, 10%, etc.), then security agent 124 may
determine 1 additional portions of the data need to be
compared. IT additional portions of the data need compari-
son, then steps 360-320 may be repeated iteratively. If the
first data portion, and any successive compressed data
portions, all have a compressed bits/original byte ratio above
below the given ratio, then the method may proceed with
step 306 to permit the write operation.

As discussed above, if a compression ratio for a portion
of the data 1s not greater than the threshold, then the portion
of the data may have high entropy, indicating it 1s likely not,
for example, English text, but may instead be an encryption
key (English text having a theoretical compression ratio of
up to 83%, although 1n practice, compression algorithms do
not achieve such efliciency because of the required compu-
tation times). Thus, 1f the compression ratio 1s not greater
than the threshold—i.e. if the portion of the data 1s not
significantly compressible—then the portion of the file may
be an encryption key, and the method may proceed at step
322 for additional confirmation of key generation 11 required
or desired.
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Entropy test 300B check 1s a heuristic approximation to
the Shannon entropy, and histogram estimator of differential
entropy ol a probability distribution expressed as

N—1
H(X)=-) pilogp;
1—0

where p. 1s the probability of character number 1 appearing
in the stream of characters N of the message. It will be
readily apparent to one skilled in the art that other methods
ol entropy estimation are possible, such as explicit compu-
tation of the empirical Shannon entropy (as opposed to the
estimation technique described above).

If the foregoing tests have not concluded that the data
string 1s not a key or 1s a false positive or “do not alert”
value, then security agent 124 may proceed to more com-
putationally intensive checks.

Specifically, returning to FIG. 3 A, 1f the entropy test 3008
does not rule out the string being a key, then a primality test
300C may be applied to determine whether the data 1s an
RSA modulus. Simple tests exist to determine if a given
number 1s prime, even though these tests do not actually
determine the prime factorization. For example, the Miller
Rabin test or Fermat’s Little Theorem can prove that a
number 1s composite. Recall that the RSA modulus 1s a
composite n=pq. If security agent 124 finds a file containing
a large composite integer, it may trigger an alert; and
conversely, if the string 1s prime, then 1t 1s definitely not a
modulus.

The data string may be converted to a numeric represen-
tation n, as a large integer, and compared to a test range at

step 322:

I[fn<2"1023 orn > 274097
do-not-alert
End.

If the value 1s not within this range, then the data string
would represent a modulus too small to resist factorization
or may be needlessly large; that 1s, the tested data string 1s
not an RSA modulus and processing may proceed at step
306. IT n 1s contained 1n this range, the tested data string may
then be tested by security agent 124 to determine if n 1s
prime at step 324 (if additional computational analysis 1s
desired) or may generate an alert at step 314 (1f additional
computational steps are not necessary or desired). If n 1s
prime, the tested data string 1s not an RSA modulus and
processing may proceed at step 306 to permit the write
operation.

FIG. 3D illustrates an implementation of a primality test
300C 1n more detail. Consider the character set used in nf
i1le as discussed above. To convert the data to a numeric
representation, 1n some implementations, base-64 decoding
may be required. Security agent 124 may determine at step
370, on a bytewise basis. If the data 1n each tested byte 1s less
than or equal to 127, then the data may be ASCII characters,
which each have values less than 127. Conversely 11 the data
1s random or an encoding of a large integer, then 1t may have
bytes greater than 127. If each byte 1s less than or equal to
127, then at step 372, security agent 124 may apply Base-64
decoding to the input data as described above. The resulting
decoded representation may be used as the value n, as a
potential RSA modulus.
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From Fermat’s Little Theorem, recall if a” 'z(mod n).
with 1<a<(n-1) then n 1s not prime (otherwise, 1t might be
prime). Therefore, the Fermat primality test proceeds by
choosing prime values a<n and iteratively testing. At step
374, security agent 124 may select a starting value a,, which
may be random or may be a predefined value (e.g. 2) and
may be 1n the rangel<a <n. At step 376, security agent 124
may select a starting prime (e.g. 2). At step 378, security
agent 124 may test for a Fermat witness, for example,
calculating x=x"a,*(mod n).

I1 the result does not equal “17, then at step 380, security
agent 124 determines that the key n 1s composite and the
method may proceed to step 326 for optional additional key
detection processes, or (i such additional processes are not
utilized) may proceed to generating an alert at step 314. IT
the result of the foregoing calculation 1s “1”, security agent
124 determines that the key n may be prime, and the method
may repeat steps 376-380 for additional prime numbers
selected at random or 1n increasing order at step 376. For
example, 1 one i1mplementation, steps 376-382 may be
repeated 1teratively for each of a set of prime numbers, such
as the first 128 prime numbers (e.g. a sequence of successive
primes 3, 5,7, 11, 13, etc.). In other implementations, other
numbers of 1iterations may be used. Each iteration reduces
the likelithood of a false positive—the possibility of a false
positive 1s roughly 1 in 27, given n number of 1terations.
Given a potential 128-bit AES key, then n=128 may be
reasonable. For longer keys or in other implementations, a
lesser or greater number of 1iterations may be performed.
Thus, 1n one embodiment, security agent 124 may perform
the following;:

Leta="2
Repeat 128 times:
X = X% (mod n)
if (x* 1) exit;
if (x =1) let a = next prime
do-not-alert
End.

If the security agent exits this routine without detecting a
composite number, then n 1s likely prime and the process
proceeds to step 306 to permit the write operation. If steps
374-380 result 1n 1dentifying a composite number, then the
process proceeds to step 326 (1f additional computational
analysis 1s desired) or may generate an alert at step 314 (1if
additional computational steps are not necessary or desired).

Returning to FIG. 3A, having determined that n 1s com-
posite, security agent 124 may attempt to determine at least
a partial prime factorization. In the parlance of number
theory, most integers are “smooth” or composed as the
product of many small primes and prime powers. For
example, simply choosing a 2048-bit integer at random, the
result will almost certainly be divisible by many small
primes and not be of the special form used 1n RSA n=pq.

While factorization in general 1s believed to be a hard
problem, this 1s only true 1n the worst case n=pq with p and
q of comparable size. A false positive—that 1s, a number
encountered at random encountered by security agent 124—
would almost certainly have many smaller factors. Fortu-
nately, there are several integer-factorization algorithms that
are especially suited to this case when n contains small
factors. Thus, at step 326, security agent 124 may attempt to
perform a partial factorization of the composite value n
utilizing one or more of such integer-factorization algo-
rithms. At step 328, security agent 124 may determine 11 the
composite number has small factors or factors smaller than
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a predetermined threshold (e.g. less than 2 or 256 in one
implementation, or any other such threshold). It so, then the
number 1s likely not a modulus, and the method may proceed
at step 306 to permit the write operation. This may reduce
the number of false positives generated by security agent
124.

FIG. 3E 1s a flow chart for one implementation of a
tactorization test 300D. Other factorizations may be applied
without departing from the scope of these methods and
systems. Pollard’s “(p-1)” method 1s similarly based on
Fermat’s Little Theorem as discussed above, but stated
slightly differently. First, in the parlance of number theory,
suppose n has a prime factor p. Then, a*?~"=1 (mod p), with
la<<(p-1). Given any value x=1(mod p): gcd((x-1), n)=1.
However, we do not know the value of p, just that it exists.
Accordingly, at step 390, security agent 124 may determine
the greatest common denominator (gcd) between the
numeric representation of the data n and a test value of 27"
(mod n), with m being the product of the primes up to a
predetermined threshold (e.g. up to 2°* in some implemen-
tations). Security agent 124 may determine whether the data
has small factors (step 328) by determiming 11 the greatest
common denominator 1s greater than 1 (at step 392), and 1f
it 15 less than the data value n (at step 394). If both are true,
then the data has a “small” prime factor within the prede-
termined range of primes up to the threshold, and is likely
not a modulus. Accordingly, the method may proceed at step
306 to permit the write operation. If the data 1s a composite

number that does not have small prime factors, then 1t may
be an RSA modulus, and at step 314, security agent 124 may
generate an alert. Accordingly, security agent 124 may
perform the following:

Let m = * (primes less than 2°9)
g = ged(n, 2™ - 1 (mod n))
if 1 < g < n do-not-alert

End.

It will be readily apparent to one skilled in the art that
there are many diflerent factoring algorithms and though the
(p—1) method 1s illustrated here, other such algorithms may
be used. These various factoring algorithms all have running
time or time of execution proportional to the smallest prime
in the decomposition. Since most numbers chosen at random
are smooth, these factorization methods should quickly
produce at least one factor and thereby eliminate a false
positive for security agent 124. If these methods “succeed,”
the security agent permits the write operation at step 306,
and does not send an alert at step 314.

In some implementations, one or more of tests 300A-
300D may be skipped to reduce delay or processing load on
the computing device. In one implementation, a whitelist of
applications and/or servers or remote computing devices
may be utilized with data generated by said applications or
received from said servers or remote computing devices may
bypass one or more of tests 300A-300D, as the risk may be
reduced to the point where (for example) if security agent
124 runs tests 300A and 300B and no key 1s detected, that
may be suflicient. In some implementations, one or more of
tests 300A-300D may be performed remotely, e.g. on a
cloud server or other distributed computing resource. This
may reduce processor requirements on victim computer 10,
which may be particularly usetul for mobile devices and/or
Internet-of-Things appliances or devices with limited pro-
cessing capability.
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Once an alert 1s triggered at step 314, security agent 124
may take one or more actions to contain or mitigate the
presumed attack. FIG. 4 1s a flow chart of an implementation
of one method for mitigation of malicious encryption as
conducted by security agent 124. As discussed above, secu-
rity agent 124 may perform the method if none of the
previously discussed factorization methods have succeeded
in 1dentifying a prime number in the mcoming data to be
written, and the primality tests show that the number 1s
composite. As previously mentioned, such data 1s very likely
to be an artifact of a key generation, suggesting that a
ransomware attack 1s underway.

At step 402, security agent 124 may prevent or throttle
subsequent attempts to delete data such as the user’s files on
disk, and/or may prevent further write commands to the disk
or memory of the computing device. For example, security
agent 124 may prevent encryption threads from fimishing,
may prevent deletion from proceeding, or may throttle these
threads to a minimum processing speed while notifying the
user. In some implementations, security agent 124 may
generate an alert message or notification for the user, and/or
may send a notification message over a network to a system
administrator. In some 1mplementations, at step 406, secu-
rity agent 124 may begin replicating data to a read-only
location either on local disk or over a network. Once written,
this data may be locked against further writes until allowed
by an administrator or the user, preventing further attack and
encryption of data.

In addition, at step 404, security agent 124 may store a
snapshot of the contents of a memory unit (e.g. RAM), as
well as any in-use and disused areas of virtual memory
and/or buflers 118. This step has important benefits: RAM
and virtual memory contents may enable a future forensic
investigation. I the ransomware generated the RSA key pair
locally, 1t 1s possible that the corresponding private key 1s
still found either in RAM or virtual memory. If found, the
private key would enable the subsequent decryption of any
encrypted files.

At step 408, security agent 124 may apply all the fore-
going techniques discussed above with reference to FIGS.
3A-3E to find keys in memory, disused areas of virtual
memory, and deleted files on disk. Secunity agent 124 may
determine 1f a key 1s detected at step 410, and 1if so, at step
412, may decrypt any encrypted files.

If a key 1s not found, then 1n some implementations, a
crowd-sourced approach may be utilized to 1dentify the key,
via factoring by collision. As discussed above, the Pollard
(p—1) factoring method described with reference to FI1G. 3E
utilizes computation of greatest common denominators. A
nontrivial gcd p of two integers n and m represents a factor
of both of them. The factoring method discussed above 1n
connection with FIG. 3E blindly computes a large number
hoping for a collision.

Thus, at step 414, having detected an RSA modulus,
security agent 124 may transmit the modulus n to a security
server, which may similarly receive and store detected RSA
moduli from a plurality of infected victim computing
devices. Referring briefly back to FIG. 1 B, a security server
40 may comprise any type and form ol computing device,
including a physical server, a cluster of servers, a virtual
server executed by one or more physical servers, a server
farm or cloud, or any other similar devices. Security server
40 may include one or more of a processor 100, I/O interface
102, network interface 104, storage 106, and memory 108.

In some implementations, security server 40 may execute
a factorization host 45. Factorization host 45 may comprise
an application, server, service, daemon, routine, or other
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executable logic for receiving moduli from security agents
124 of victim computers 10, storing the moduli 1n a database
50 1n a storage device (not illustrated), and for calculating
factorization to i1dentily collisions. Specifically, and return-
ing to FIG. 4, at step 416, responsive to the receipt of a new
modulus, factorization host 45 may compute the pairwise
greatest common denominators of all known moduli 1n

moduli database 50:
For each moduli m 1n the database,

Let g = ged(n, m)
if 1 < g < min(n,m) factor-found
End.

If a factor 1s found at step 418, then the key may be
determined. Specifically, because we expect victim comput-
ers to be poor sources of random numbers, it 1s likely that we
will see repeated factors and therefore be able to factor the
moduli n and m. Therefore, the factorization host may
transmit the value g to security agent 124. At step 420,
security agent 124 may directly compute the private key, and
at step 412, decrypt any encrypted files. As noted above 1n
the Background Section, if the victim can simply restore
from backup 422, then no files are lost; however, 11 backups
are not frequent enough, some data may be lost.

Thus, 1n some 1implementations, computing devices may
transmit potential moduli to a server executing a factoriza-
tion host 45. Factorization host 45 may receive a plurality of
modul1 from a plurality of devices, which may be less than
or equal 1n number to the number of moduli (e.g. some
devices may provide multiple modul1). Factorization host 45
may store recerved moduli 1n a moduli database 50. For each
received moduli, factorization host 45 may determine
whether a ged exasts for each other received moduli that 1s
less than either of the moduli values (i.e. 1<g<min(n, m) as
shown above). It so, the factorization host 45 may transmait
the determined gcd to the security agent or agents 124 that
provided the corresponding moduli for use decrypting
encrypted data.

Additionally, 1n some 1mplementations, the factorization
host may perform other factorization algorithms that may be
too computationally expensive for a user agent or computing,
device. For example, the factorization host may harness
many computers and computational resources like graphics
cards, ASICs, FPGAs, etc. 1n applying factorization algo-
rithms to newly received modull.

It will be readily apparent to one skilled 1n the art that the
monitoring agents may be similarly applied on the user’s
local PC, to monitor the network stack of the PC, and also
on data coming into our cloud backup service.

FIG. 5 1s a block diagram of an exemplary computing
device useful for practicing the methods and systems
described heremn. The various devices 10, 20, 40 may be
deployed as and/or executed on any type and form of
computing device, such as a computer, network device or
appliance capable of communicating on any type and form
of network and performing the operations described herein.
The computing device may comprise a laptop computer,
desktop computer, virtual machine executed by a physical
computer, tablet computer, such as an 1Pad tablet sold by
Apple Inc. or Android-based tablet such as those sold by
Samsung Group, smart phone or PDA such as an 1Phone-
brand/10S-based smart phone sold by Apple Inc., Android-
based smart phone such as a Samsung Galaxy or HTC Droid
smart phone, or any other type and form of computing
device capable of operating as described herein. FIG. 3
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depicts a block diagram of a computing device 500 useful
for practicing an embodiment of the user devices 100 or
device of an online storage or backup provider. A computing
device 500 may include a central processing unit 501; a main
memory unit 502; a visual display device 524; one or more
input/output devices 530a -530b (generally referred to using
reference numeral 530), such as a keyboard 526, which may
be a virtual keyboard or a physical keyboard, and/or a
pomnting device 527, such as a mouse, touchpad, or capaci-
tive or resistive single- or multi-touch nput device; and a
cache memory in commumnication with the central processing
unit 501.

The central processing unit 301 1s any logic circuitry that
responds to and processes istructions fetched from the main
memory unit 502 and/or storage 528. The central processing
unit may be provided by a microprocessor unit, such as:
general purpose microprocessors sold by Intel Corporation
of Santa Clara, Calif. or Advanced Micro Devices of Sunny-
vale, Calif.; specialty microprocessors sold by Qualcomm
Inc. of San Diego, Calif. or Samsung Group of Samsung
Town, Seoul, South Korea; or any other single- or multi-core
processor, or any other processor capable of executing
programmed 1nstructions and otherwise operating as
described herein, or a combination of two or more single- or
multi-core processors. Main memory unit 502 may be one or
more memory chips capable of storing data and allowing
any storage location to be directly accessed by the micro-
processor 301, such as random access memory (RAM) of
any type. In some embodiments, main memory unit 302 may
include cache memory or other types of memory.

The computing device 500 may support any suitable
installation device 516, such as a floppy disk drive, a
CD-ROM drive, a CD-R/RW drive, a DVD-ROM drive,
tape drives of various formats, USB/Flash devices, a hard-
drive or any other device suitable for installing soitware and
programs such as a security agent 124 or portion thereof.
The computing device 500 may further comprise a storage
device 528, such as one or more hard disk drives or
redundant arrays of independent disks, for storing an oper-
ating system and other related software, and for storing
application software programs such as any program related
to the security agent 124.

Furthermore, the computing device 500 may include a
network interface 518 to interface to a Local Area Network
(LAN), Wide Area Network (WAN) or the Internet through
a variety of connections including, but not limited to,
standard telephone lines, LAN or WAN links (e.g., Ethernet,
T1, T3, 36 kb, X.25), broadband connections (e.g., ISDN,
Frame Relay, ATM), wireless connections, (802.11a/b/g/n/
ac, Bluetooth), cellular connections, or some combination of
any or all of the above. The network interface 518 may
comprise a built-in network adapter, network interface card,
PCMCIA network card, card bus network adapter, wireless
network adapter, USB network adapter, cellular modem or
any other device suitable for interfacing the computing
device 500 to any type of network capable of communica-
tion and performing the operations described herein.

A wide variety of I/0 devices 330q -5307 may be present
in the computing device 500. Input devices include key-
boards, mice, trackpads, trackballs, microphones, drawing
tablets, and single- or multi-touch screens. Output devices
include video displays, speakers, headphones, 1nkjet print-
ers, laser printers, and dye-sublimation printers. The I/O
devices 330 may be controlled by an I/O controller 523 as
shown 1n FIG. 5. The I/O controller may control one or more
I/O devices such as a keyboard 526 and a pointing device
527, e.g., a mouse, optical pen, or multi-touch screen.
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Furthermore, an I/O device may also provide storage 528
and/or an 1nstallation medium 516 for the computing device
500. The computing device 500 may provide USB connec-
tions to receive handheld USB storage devices such as the
USB Flash Drive line of devices manufactured by Twintech
Industry, Inc. of Los Alamitos, Calif.

The computing device 500 may comprise or be connected
to multiple display devices 524a -524n , which each may be
of the same or different type and/or form. As such, any of the
I/0 devices 530a -530% and/or the 1/O controller 523 may
comprise any type and/or form of suitable hardware, sofit-
ware embodied on a tangible medium, or combination of
hardware and software to support, enable or provide for the
connection and use of multiple display devices 524q -524»
by the computing device 500. For example, the computing
device 500 may include any type and/or form of video
adapter, video card, driver, and/or library to interface, com-
municate, connect or otherwise use the display devices 524a
-524n . A video adapter may comprise multiple connectors
to interface to multiple display devices 524a -524n . The
computing device 300 may include multiple video adapters,
with each video adapter connected to one or more of the
display devices 524q -524n . Any portion of the operating
system of the computing device 500 may be configured for
using multiple displays 524a -524n . Additionally, one or
more of the display devices 524q -524» may be provided by
one or more other computing devices, such as computing
devices 500a and 500b connected to the computing device
500, for example, via a network. These embodiments may
include any type of software embodied on a tangible
medium designed and constructed to use another computer’s
display device as a second display device 524a for the
computing device 500. One ordinarily skilled 1n the art will
recognize and appreciate the various ways and embodiments
that a computing device 500 may be configured to have
multiple display devices 524a -524n .

A computing device 500 of the sort depicted in FIG. 5
typically operates under the control of an operating system,
such as any of the versions of the Microsoit®. Windows
operating systems, the different releases of the Unix and
Linux operating systems, any version ol the Mac OS® {for
Macintosh computers, any embedded operating system, any
real-time operating system, any open source operating sys-
tem, any proprietary operating system, any operating sys-
tems for mobile computing devices, or any other operating
system capable of running on the computing device and
performing the operations described herein.

The computing device 500 may have different processors,
operating systems, and input devices consistent with the
device. For example, 1n one embodiment, the computer 500
1s an Apple 1Phone or Motorola Droid smart phone, or an
Apple 1Pad or Samsung Galaxy Tab tablet computer, 1ncor-
porating multi-input touch screens. Moreover, the comput-
ing device 300 may be any workstation, desktop computer,
laptop or notebook computer, server, handheld computer,
mobile telephone, any other computer, or other form of
computing or telecommunications device that 1s capable of
communication and that has sutlicient processor power and
memory capacity to perform the operations described
herein.

Thus, 1n one aspect, the present application 1s directed to
a method for detecting an encryption key for malicious
encryption. The method includes detecting, by a security
agent executed by a computing device, writing of a {irst item
of data to memory of the computing device. The method also
includes compressing, by the security agent, a first portion of
the first 1item of data. The method further includes calculat-
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ing, by the security agent, a ratio of a size of the first portion
of the first item of data to a size of the compressed first
portion of the first item of data. The method also includes
determining that the ratio does not exceed a predetermined
threshold; and responsive to the determination that the ratio
does not exceed the predetermined threshold, identifying the
first 1tem of data as comprising an encryption key. The
method also includes, responsive to identifying the first item
of data as comprising an encryption key, generating an alert,
by the security agent, indicating a likely malicious encryp-
tion attempt.

In some implementations, the method includes compress-
ing a second portion of the first item of data, different from
the first portion; determining that a compression ratio of the
second portion of the first item of data exceeds the prede-
termined threshold; and compressing the first portion of the
first 1tem of data, responsive to the determination that the
compression ratio of the second portion of the first item of
data exceeds the predetermined threshold.

In some implementations, the method 1ncludes determin-
ing, by the security agent, that a numeric representation of
the first portion of the first item of data 1s a composite
integer; and generating the alert 1s performed responsive to
the determination that the numeric representation of the first
portion of the first item of data 1s a composite integer. In a
further implementation, the method includes generating the
numeric representation of the first portion of the first item of
data via a base-64 decoding. In another further implemen-
tation, determining that the numeric representation of the
first 1tem of data 1s a composite integer further comprises:
iteratively, for each of a predetermined set of prime num-
bers, determining that a result of a primality test based on
said prime number, the first item of data, and a random
number 1s negative. In yet another further implementation,
the method includes determining, by the security agent, that
the numeric representation of the first portion of the first
item of data lacks factors within a predetermined range; and
generating the alert 1s performed responsive to the determi-
nation that the numeric representation of the first portion of
the first 1item of data lacks factors within the predetermined
range.

In some implementations, the method 1ncludes determin-
ing, by the security agent, that the first item of data meets a
predetermined size requirement; responsive to the determi-
nation that the first item of data meets the predetermined size
requirement, decoding the first item of data according to a
predetermined encryption key encoding system; and identi-
tying, by the security agent, an absence of an encryption key
in the decoded first item of data. Compressing the first
portion of the first item of data i1s performed responsive to
identification of the absence of the encryption key in the
decoded first 1tem of data.

In some implementations, the method 1includes detecting,
writing of the first 1item of data to a transmission bufler of a
network interface of the computing device. In some 1mple-
mentations, the method includes detecting writing of the first
item of data to a storage device of the computing device. In
some i1mplementations, the method includes determining
that a length of the data 1s within a predetermined range of
bytes. In some 1mplementations, the method includes gen-
crating a snapshot of system memory, by the security agent;
and searching the snapshot for an encryption key.

In some 1mplementations, the method includes identify-
ing, by the security agent, an encryption modulus; and
transmitting, by the security agent, the encryption modulus
to a remote server, receipt of the encryption modulus trig-
gering the remote server to calculate, for each of one or more
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previously received encryption moduli 1n a database, a
greatest common denominator. The method also includes
receiving, by the security agent from the remote server, a
selected greatest common denominator; and calculating, by
the security agent from the selected greatest common
denominator and the encryption modulus, an encryption key.

In another aspect, the present disclosure 1s directed to a
method for detecting an encryption key for malicious
encryption. The method includes detecting, by a security
agent executed by a computing device, writing of a {irst item
of data to memory of the computing device. The method also
includes 1dentitying, by the security agent, that the first item
ol data meets a predetermined size requirement. The method
also includes, responsive to the identification that the first
item of data meets the predetermined size requirement,
decoding the first 1item of data according to a predetermined
encryption key encoding system. The method also includes
determining, by the security agent, whether the decoded first
item of data includes an encryption key. The method also
includes, responsive to the decoded first item of data either
(1) including an encryption key, or (i1) not including an
encryption key, respectively erther (1) generating an alert, by
the security agent, indicating a likely malicious encryption
attempt, or (11) performing at least one further key detection
procedure on the first item of data.

In some 1mplementations, the method includes, respon-
sive to the decoded first item of data not including an
encryption key: compressing, by the security agent, a first
portion of the first item of data; calculating, by the security
agent, a ratio of a size of the first portion of the first item of
data to a size of the compressed first portion of the first item
of data; determining that the ratio does not exceed a prede-
termined threshold; and responsive to the determination that
the ratio does not exceed the predetermined threshold,
generating the alert, by the security agent, indicating a likely
malicious encryption attempt.

In some 1implementations, the method includes determin-
ing that the first 1item of data meets the predetermined size
requirement by determining that a length of the data 1s
within a predetermined range of bytes.

In another aspect, the present disclosure 1s directed to a
system for detecting an encryption key for malicious encryp-
tion. The system includes a memory unit of a computing
device, the memory unit storing a first item of data; and a
security agent, executed by a processor of a computing
device, configured to detect writing of the first 1item of data
to the memory unit. The security agent 1s also configured to
identify that the first item of data meets a predetermined size
requirement. The security agent 1s also configured to,
responsive to the identification that the first item of data
meets the predetermined size requirement, decode the first
item of data according to a predetermined encryption key
encoding system. The security agent 1s also configured to
determine whether the decoded first item of data includes an
encryption key. The security agent 1s also configured to,
responsive to the decoded first item of data either (1)
including an encryption key, or (i1) not including an encryp-
tion key, respectively either (1) generate an alert indicating a
likely malicious encryption attempt, or (11) perform at least
one further key detection procedure on the first item of data.

In some 1mplementations, the security agent 1s also con-
figured to, responsive to the decoded first item of data not
including an encryption key, compress a first portion of the
first item of data. The security agent 1s also configured to
calculate a ratio of a size of the first portion of the first item
of data to a size of the compressed first portion of the first
item of data. The security agent i1s also configured to
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determine that the ratio does not exceed a predetermined
threshold; and responsive to the determination that the ratio
does not exceed the predetermined threshold, generate the
alert indicating a likely malicious encryption attempt.

In some implementations, the security agent 1s also con-
figured to determine that the first item of data meets the
predetermined size requirement by determining that a length
of the data 1s within a predetermined range of bytes.

In another aspect, the present disclosure 1s directed to a
method for detecting an encryption key for malicious
encryption. The method includes recerving, by a factoriza-
tion host executed by a first computing device, from a
second computing device, an encryption modulus. The
method also includes calculating, by the factorization host,
a greatest common denominator between the received
encryption modulus and an additional encryption modulus,
received from a third computing device and stored 1n a
moduli1 database of the first computing device. The method
also includes determining that the calculated greatest com-
mon denominator between the received encryption modulus
and the additional encryption modulus 1s less than the
minimum of eirther of the received encryption modulus and
the additional encryption modulus. The method also
includes transmitting, by the first computing device, the
calculated greatest common denominator to the second
computing device, receipt of the greatest common denomi-
nator triggering the second computing device to perform
decryption of at least one file using the calculated greatest
common denominator.

In some implementations, the method includes receiving
a plurality of encryption moduli from a plurality of addi-
tional computing devices, by the factorization host; and
storing the received plurality of encryption moduli in the
moduli database, by the factorization host. In such imple-
mentations, calculating the greatest common denominator
between the received encryption modulus and the additional
encryption modulus further comprises calculating a plurality
of greatest common denominators between the received
encryption modulus and each of the plurality of encryption
moduli stored 1n the modul1 database.

In another aspect, the present disclosure 1s directed to a
system for detecting an encryption key for malicious encryp-
tion. The system includes a memory unit of a computing
device, the memory unit storing a first item of data; and a
security agent, executed by a processor of a computing
device, configured to detect writing of the first 1item of data
to the memory unit. The security agent 1s further configured
to, responsive to the detection: compress a {irst portion of the
first item of data; calculate a ratio of a size of the first portion
of the first 1tem of data to a size of the compressed first
portion of the first item of data; determine that the ratio does
not exceed a predetermined threshold; responsive to the
determination that the ratio does not exceed the predeter-
mined threshold, identity the first item of data as comprising
an encryption key; and responsive to i1dentifying the first
item of data as comprising an encryption key, generate an
alert indicating a likely malicious encryption attempt.

In some implementations, the security agent 1s further
configured to: determine that a numeric representation of the
first portion of the first item of data 1s a composite integer,
and generate the alert, responsive to the determination that
the numeric representation of the first portion of the first
item of data 1s a composite integer. In a further implemen-
tation, the security agent 1s further configured to, iteratively,
for each of a predetermined set of prime numbers, determine
that a result of a primality test based on said prime number,
the first item of data, and a random number 1s negative. In
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another further implementation, the security agent 1s further
configured to: determine that the numeric representation of
the first portion of the first item of data lacks factors within
a predetermined range; and generate the alert, responsive to
the determination that the numeric representation of the first
portion of the first 1item of data lacks factors within the
predetermined range. In still another further implementa-
tion, the security agent i1s further configured to: determine
that the first item of data meets a predetermined size
requirement; responsive to the determination that the first
item of data meets the predetermined size requirement,
decode the first item of data according to a predetermined
encryption key encoding system; identify an absence of an
encryption key in the decoded first item of data; and com-
press the first portion of the first item of data, responsive to
identification of the absence of the encryption key in the
decoded first item of data.

In some implementations, the security agent 1s further
configured to detect writing of the first item of data to a
transmission bufler of a network interface of the computing
device. In some implementations, the security agent 1is
turther configured to, responsive to generation of the alert,
generate a snapshot of system memory, and search the
snapshot for an encryption key. In some implementations,
the security agent 1s further configured to identify an encryp-
tion modulus. The system includes a network interface of the
computing device configured to: transmit the encryption
modulus to a remote server, receipt of the encryption modu-
lus triggering the remote server to calculate, for each of one
or more previously recerved encryption moduli 1n a data-
base, a greatest common denominator; and receive, from the
remote server, a selected greatest common denominator. The
security agent 1s further configured to calculate, from the
selected greatest common denominator and the encryption
modulus, an encryption key.

It should be understood that the systems described above
may provide multiple ones of any or each of those compo-
nents and these components may be provided on either a
standalone machine or, in some embodiments, on multiple
machines 1n a distributed system. The systems and methods
described above may be implemented as a method, appara-
tus or article of manufacture using programming and/or
engineering techniques to produce software embodied on a
tangible medium, firmware, hardware, or any combination
thereol. In addition, the systems and methods described
above may be provided as one or more computer-readable
programs embodied on or 1n one or more articles of manu-
tacture. The term “article of manufacture” as used herein 1s
intended to encompass code or logic accessible from and
embedded 1n one or more computer-readable devices, firm-
ware, programmable logic, memory devices (e.g.,
EEPROMSs, ROMs, PROMs, RAMs, SRAMs, etc.), hard-
ware (e.g., integrated circuit chip, Field Programmable Gate
Array (FPGA), Application Specific Integrated Circuit
(ASIC), etc.), electronic devices, a computer readable non-
volatile storage unit (e.g., CD-ROM, floppy disk, hard disk
drive, etc.). The article of manufacture may be accessible
from a file server providing access to the computer-readable
programs via a network transmission line, wireless trans-
mission media, signals propagating through space, radio
waves, inirared signals, etc. The article of manufacture may
be a flash memory card or a magnetic tape. The article of
manufacture imcludes hardware logic as well as software or
programmable code embedded 1n a computer readable
medium that 1s executed by a processor. In general, the
computer-readable programs may be implemented 1 any
programming language, such as LISP, PERL, C, C++, C#,
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PROLOG, or 1n any byte code language such as JAVA. The
soltware programs may be stored on or in one or more
articles of manufacture as object code.

What 15 claimed 1s:

1. A method for detecting and mitigating malicious
encryption, comprising:

detecting, by a security agent executed by a computing

device, a write operation for a first item of data;

detecting, by the security agent, an encryption key 1n the

first 1tem of data based on the application of one or

more tests to the first item of data, wherein the plurality

of tests includes:

attempting to decode, by the security agent, the first
item of data and analyzing the decoded data for the
presence of predetermined strings or formats asso-
ciated with an encryption key, and

determining if a numeric representation of the first item
of data 1s a composite number and analyzing, by the
security agent, the first item of data by attempting at
least a partial factorization of the numeric represen-
tation; and

responsive to detecting an encryption key 1n the first item

of data based on the application of the one or more

tests:

generating an alert, by the security agent, indicating a
likely malicious encryption attempt, and

taking, by the security agent, one or more actions to
mitigate the malicious encryption attempt.

2. The method of claim 1, wherein, prior to applying the
one or more tests to the first item of data, determining, by the
security agent, if the first item of data matches a predeter-
mined size range.

3. The method of claim 2, wherein 11 1t 1s determined that
the first item of data matches the predetermined size range,
assuming that the first 1item of data includes an encryption
key.

4. The method of claim 2, wherein 11 1t 1s determined that
the first item of data does not match the predetermined size
range, continuing with the application of one or more tests
to the first item of data.

5. The method of claim 1, wherein attempting to decode
the first item of data further comprises decoding the first
item of data according to a predetermined encryption key
encoding system.

6. The method of claim 1, wherein the one or more tests
further includes examining the entropy of the first 1tem.

7. The method of claim 6, wherein examining the entropy
of the first 1tem of data further comprises:

compressing a {irst portion of the first item of data;

calculating a ratio of a size of the first portion of the first

item of data to a size of a compressed first portion of the
first item of data:

determining that the ratio does not exceed a predeter-

mined threshold; and

responsive to the determination that the ratio does not

exceed the predetermined threshold, identifying the
first 1item of data as comprising an encryption key.

8. The method of claim 1, wherein the numeric represen-
tation of the first portion of the first item of data 1s generated
via a base-64 decoding.

9. The method of claim 1, wherein the partial factorization
of the numeric representation 1s attempted via one or more
integer-factorization algorithms.

10. The method of claim 1, wherein detecting the write
operation for the first item of data further comprises detect-
ing writing of the first item of data to a transmission butler
of a network interface of the computing device.




US 11,943,247 B2

25

11. A system for detecting and mitigating malicious
encryption, comprising:

a memory unit of a computing device, the memory unit

storing a {irst item of data; and

a security agent, executed by a processor ol a computing,

device, configured to detect a write operation for the
first 1item of data to the memory unit, and responsive to
the detection:
detecting an encryption key in the first 1tem of data
based on the application of one or more tests to the
first 1tem of data, wherein the plurality of tests
includes:
attempting to decode the first item of data and
analyzing the decoded data for the presence of
predetermined strings or formats associated with
an encryption key, and
determining if a numeric representation of the first
item ol data 1s a composite number and analyzing
the first item of data by attempting at least a partial
factorization of the numeric representation; and
responsive to detecting an encryption key in the first
item of data based on the application of the one or
more tests:
generating an alert indicating a likely malicious
encryption attempt, and
taking one or more actions to mitigate the malicious
encryption attempt.

12. The system of claim 11, wherein, prior to applying the
one or more tests to the first item of data, determining, by the
security agent, if the first item of data matches a predeter-
mined size range.

13. The system of claim 12, wherein if it 1s determined
that the first item of data matches the predetermined size
range, assuming that the first 1item of data includes an
encryption key.

14. The system of claim 12, wherein if it 1s determined
that the first item of data does not match the predetermined
s1ze range, continuing with the application of one or more

tests to the first item of data.
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15. The method of claim 11, wherein attempting to decode
the first item of data further comprises decoding the first
item of data according to a predetermined encryption key
encoding system.

16. A method for mitigating malicious encryption, com-
prising:

detecting, by a security agent executed by a computing

device, a likely malicious encryption attempt on the
computing device; and

responsive to detecting the likely malicious encryption

attempt on the computing device, taking, by the secu-

rity agent, one or more actions to mitigate the malicious

encryption attempt, wherein the one or more actions

include:

generating an alert indicating the likely malicious
encryption attempt,

preventing write commands to memory of the comput-
ing device,

creating one or more backups of data on the computing,
device,

generating a snapshot of system memory, and

searching the one or more backups and generated
snapshot for an encryption key.

17. The method of claim 16, further comprising, if an
encryption key 1s found, decrypting any encrypted files
stored on the computing device.

18. The method of claim 16, further comprising, if an
encryption key 1s not found, attempting to calculate an
encryption key and using the calculated encryption key to
decrypt any encrypted files stored on the computing device.

19. The method of claim 18, wherein the encryption key
1s 1dentified via factoring by collision.

20. The method of claim 16, wherein the one or more
actions includes preventing the deletion of data on the
computing device.
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