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METHODS AND SYSTEMS FOR
ENCRYPTION BASED ON INTELLIGENT
DATA CLASSIFICATION

BACKGROUND

The disclosure herein relates generally to a dynamic data
protection methods and systems. Specifically, the present
disclosure relates to an intelligent system for identifying and
encrypting sensitive data in a storage system.

Users and orgamizations that deal with significant quan-
tities of digital information often have dithculty managing,
files and data in an eflicient and intuitive manner. An
inability to easily store, organize, and locate documents and
content, while causing difliculty and 1rritation at the level of
the individual user, may translate mto significant ineflicien-
cies and lost opportunities at the organizational level. Lost
documents, overlooked e-mails and records, and the dupli-
cation of work between users or departments may impact a
business’s productivity and agility. For the digital consumer,
dificulty organizing and locating digital data may result 1n
user frustration and the accidental re-purchasing of extant
content.

Modern high-capacity hard drives and remote storage
solutions allow for the retention of large numbers of docu-
ments and records nearly indefinitely; however, increases in
storage capacity have often not been accompanied by a
corresponding increase in the eflectiveness of document
management tools and technology. Most modern storage
solutions utilize some combination of a traditional directory-
based file system and search-based data management such as
tull-text search or basic keyword tagging. Although appro-
priate for some types of data, both types of systems may
present significant challenges when dealing with large num-
bers of files or heterogeneous data sets. Directory-based
solutions may be satisfactory for highly structured data or
content; however, directory-trees often break down as an
organizational method when a document or datum 1s rel-
evant across one or more data categories or when a user
desires to cross-reference or locate documents based on an
alternate organizational schema. Simple text and keyword
search-based systems generally discard the rigid structure of
the directory-tree, but may present other challenges, such as
requiring that the user remember specific terms or phrases
associated with the document to be located. The lack of
structure associated with many keyword or full-text based
data management solutions may also pose dithiculties when
similar keyword terms occur over different classes of docu-
ments, such as a “tlight” keyword being used both for trip
records and engineering documents.

Some ol the weaknesses with directory and keyword/text
search-based systems may be mitigated by associating meta-
data with each piece of data. Metadata 1s broadly defined as
“data about data™ 1.e. a label or description. Thus, a given
item of metadata may be used to describe an individual
datum, or a content 1tem, and/or a collection of data which
can include a plurality of content items. The fundamental
role of metadata 1s to facilitate or aid 1n the understanding,
use and management of data. The metadata required for
cilicient data management 1s dependent on, and varies with,
the type of data and the context of use of this data. Using as
an example a library, the data i1s the content of the titles
stocked, and the metadata about a title would typically
include a description of the content, and any other informa-
tion relevant for whatever purposes, for example the publi-
cation date, author, location in the library, etc. For photo-
graphic 1mages, metadata typically labels the date the
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photograph was taken, whether day or evening, the camera
settings, and information related to copyright control, such

as the name of the photographer, and owner and date of
copyright. Therefore, the metadata may have clearer seman-
tics and include some category information to organize the
data 1n the repository. Even more, the relationships among
different metadata 1items may be involved to describe more
complex semantics. Obviously, the query on metadata is
more ellective to retrieve appropriate results than the full-
text search, especially for some specific areas difhicult to
apply the full-text search, such as multimedia.

The content stored on data storage systems also includes
sensitive and personal information. The rapid increase in the
amount of data stored 1n data storage systems also leads to
challenges relating to adequate protection of such sensitive
information and personal information included 1n the stored
data. Determining and enforcing the correct level of encryp-
tion and/or access control for classified content 1s typically
a manual process subject to human error. While metadata
may be used to 1dentily the correct level of encryption and/or
access control, with the increase in the amount and com-
plexity ol metadata, effective searching of metadata also
becomes difficult.

Furthermore, existing methods fail to identily new items
ol sensitive information or personal information, new loop-
holes 1n encryption methods used, or the like.

SUMMARY

The summary of the disclosure 1s given to aid understand-
ing of a data storage system, data storage system architec-
tural structure, processor, and method of encrypting contents
of a data storage system, and not with an intent to limait the
disclosure or the invention. The present disclosure 1is
directed to a person of ordinary skill 1n the art. It should be
understood that various aspects and features of the disclo-
sure¢ may advantageously be used separately i some
instances, or in combination with other aspects and features
of the disclosure 1n other instances. Accordingly, variations
and modifications may be made to the computer system, the
architectural structure, processor, and their method of opera-
tion to achieve different eflects.

According to an embodiment of the present disclosure,
systems and methods for cognitive encryption of data are
disclosed. The methods may include maintaining a plurality
of data storage systems in communication with an external
metadata management system, operating the metadata man-
agement system to store metadata corresponding to data
residing on the plurality of data storage systems, identifying
a candidate data set residing on at least one of the plurality
of data storage systems on which at least one security action
should be performed using information included in the
metadata management system, and 1n response to 1dentify-
ing the candidate data set, identifyving the at least one
security action.

In one or more embodiments, the methods may also
include executing the at least one security action on the
candidate data set. Optionally, the at least one security action
may include encryption of the candidate data set.

In certain embodiments, 1dentifying the at least one secu-
rity action may include extracting one or more facets of the
candidate data set stored with the metadata in the metadata
management system, and using the one or more facets to
identify the at least one security action. Optionally, the
extracted one or more facets maybe 1dentified by performing
data analytics on the candidate data set. Alternatively and/or
additionally, the extracted one or more facets may be 1den-
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tified by performing data analytics on at least one compo-
nent of metadata corresponding to the candidate data set.

In certain embodiments, identifying the at least one secu-
rity action may include 1dentifying one or more custom tags
for metadata corresponding to the candidate data set, and
using the one or more custom tags to 1dentity the at least one
security action.

In at least one embodiment, 1dentifying the candidate data
set residing on at least one of the plurality of data storage
systems on which at least one security action should be
performed my include receiving a query from a user that
includes one or more rules for selecting the candidate data
set using metadata stored in the metadata management
system. Optionally, identitying the candidate data set resid-
ing on at least one of the plurality of data storage systems on
which at least one security action should be performed may
include 1dentifying the candidate data set based on metadata
received 1n response to a data operation event performed on
the candidate data set.

In one or more embodiments, the methods may also
include identifying a security level associated with the
candidate data set based on at least one of the group
consisting of: one or more facets extracted from the candi-
date data set and stored with the metadata in the metadata
management system, one or more facets extracted from
metadata associated with the candidate data set and stored
with the metadata i the metadata management system,
and/or one or more custom tags corresponding to metadata
associated with the candidate data set. The methods may
also include using the security level to identily the at least
one security action.

In some embodiments, the methods may also include
receiving a real-time alert comprising a threat to the at least

one security action, and identifying at least one remedial
action for countering the threat.

The above methods may be performed by a processor
executing 1nstructions stored on non-transitory computer
readable medium.

The foregoing and other objects, features and advantages
of the mvention will be apparent from the following more
particular descriptions of exemplary embodiments of the
invention as 1llustrated 1 the accompanying drawings
wherein like reference numbers generally represent like
parts of exemplary embodiments of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The wvarious aspects, features and embodiments of a
computer system, computer architectural structure, proces-
sor, and their method of operation will be better understood
when read in comjunction with the figures provided.
Embodiments are provided 1n the figures for the purpose of
illustrating aspects, features, and/or various embodiments of
the computer system, computer architectural structure, pro-
cessors, and their method of operation, but the claims should
not be limited to the precise arrangement, structures, fea-
tures, aspects, assemblies, sub assemblies, systems, cir-
cuitry, embodiments, or devices shown, and the arrange-
ments, structures, subassemblies, assemblies, features,
aspects, methods, processes, circuitry, embodiments, and
devices shown may be used singularly or in combination
with other arrangements, structures, assemblies, subassem-
blies, systems, features, aspects, circuitry, embodiments,
methods and devices.

FIG. 1 depicts one example of a computing environment,
according to embodiments of the present disclosure.
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FIG. 2 1s a functional block diagram illustrating a com-
puter system, according to embodiments of the present

disclosure.

FIG. 3 depicts an example block diagram of an informa-
tion management system, according to embodiments of the
present disclosure.

FIG. 4 1s a functional block diagram 1llustrating a security
module, according to embodiments of the present disclosure.

FIG. 5 1s an exemplary tlowchart 1llustrating and describ-
ing a method for intelligent encryption of data i data
storage systems according to embodiments of the present
disclosure.

DETAILED DESCRIPTION

The following description 1s made for illustrating the
general principles of the invention and 1s not meant to limat
the inventive concepts claimed herein. In the following
detailed description, numerous details are set forth 1n order
to provide an understanding of the computer system, com-
puter architectural structure, storage systems, processor, and
their method of operation, however, 1t will be understood by
those skilled in the art that different and numerous embodi-
ments of the computer system, computer architectural struc-
ture, storage systems, processor, and their methods of opera-
tion may be practiced without those specific details, and the
claims and disclosure should not be limited to the embodi-
ments, assemblies subassemblies, assemblies, processes,
methods, aspects, or details specifically described and
shown herein. Further, particular features described herein
can be used 1n combination with other described features 1n
cach of the various possible combinations and permutations.

Unless otherwise specifically defined herein, all terms are
to be given their broadest possible interpretation including
meanings implied from the specification as well as meanings
understood by those skilled in the art and/or as defined in
dictionaries, treatises, etc. It must also be noted that, as used
in the specification and the appended claims, the singular
forms “a,” “an” and “the” include plural referents unless
otherwise specified, and that the terms “comprises” and/or
“comprising,” when used 1n this specification, specity the
presence ol stated features, integers, steps, operations, ele-
ments, and/or components, but do not preclude the presence
or addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.

As used herein, the term “content” or “data” means any
computer-readable data including, but not limited to, digital
photographs, digitized analog photos, music files, video
clips, text documents, interactive programs, web pages,
word processing documents, computer assisted design files,
blueprints, flowcharts, invoices, database reports, database
records, video game assets, sound samples, transaction log
files, electronic documents, files which simply name other
objects, and the like. The content may be organized and
stored 1 the form of objects, files, blocks, or any other
suitable format 1n one or more data storage systems, and can
include files, directonies, file system volumes, data blocks,
extents, or any other hierarchies or organizations of data
blocks. As used herein, a “data set” can refer to (1) any file
that 1s currently addressable by a file system or that was
previously addressable by the file system (e.g., an archive
file) and/or (2) a subset of such a file (e.g., a data block).
Data may include structured data (e.g., database files),
unstructured data (e.g., documents), and/or semi-structured
data. Specifically, a data set can be a file, directory, share,
volume, region within a volume, or an embedded object.
Data sets can be complex, containing other embedded
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objects. For example, a file can be a container containing
other files, or a volume can have a file system on top of 1t
which 1 turn contains files. The system 1s capable of
recognizing complex objects and tracking changes at finer
embedded object granularity.

A “container” may be a data set which may have other
embedded objects, such as a file, directory, file system, or
volume.

As used herein, the term “metadata™ refers to any descrip-
tive or 1dentitying information in computer-processable
form that 1s associated with particular content or data set.
Generally speaking, content will have metadata that 1s
relevant to a number of characteristics of the content and the
overall content collection (e.g., a file), including, but not
limited to, the content’s technical aspects (format, bytes
used, date of creation), the worktlow 1n which the content
participates (creator, owner, publisher, date of publication,
copyright information, etc) and the subject matter of the
content (the nature of the sound of an audio file, be 1t music
or a sound-eflect, the subject of a photograph or video clip,
the abstract of a lengthy text document, excerpted particulars
of 1voices or other data-interchange format files). For
example, metadata 1tems may include but are not limited to
one or more of the following: the content owner (e.g., the
client or user that generates the content), the last modified
time (e.g., the time of the most recent modification of a data
set), a data set name (e.g., a file name), a data set size (e.g.,
a number of bytes of data set), information about the content
(e.g., an 1ndication as to the existence of a particular search
term), user-supplied tags, to/from information for email
(e.g., an email sender, recipient, etc.), creation date, file type
(e.g., format or application type), last accessed time, appli-
cation type (e.g., type of application that generated the data
block), location/network (e.g., a current, past or future
location of the data set and network pathways to/from the
data block), geographic location (e.g., GPS coordinates),
frequency of change (e.g., a period 1n which the data set 1s
modified), business unit (e.g., a group or department that
generates, manages or 1s otherwise associated with the set),
aging information (e.g., a schedule, such as a time period, 1n
which the data set 1s migrated to secondary or long term
storage), boot sectors, partition layouts, file location within
a file folder directory structure, user permissions, owners,
groups, access control lists [ACLS]), system metadata (e.g.,
registry information), combinations of the same or the other
similar information related to the data set.

The term “metadata tag” or “tag” refers to any descriptive
or identifying information in computer-processable form
that 1s associated with particular metadata, and that 1s
indicative of the actual information of the content included
in various data storage systems and with which the metadata
1s associated.

The following discussion omits or only brietly describes
conventional features of data storage systems and informa-
tion processing systems, including processors and micro-
processor systems and architectures, which are apparent to
those skilled 1n the art. It 1s assumed that those skilled 1n the
art are familiar with the general architecture of data storage
system, and 1n particular operations of data storage systems
for data storage and/or operations on stored data. It may be
noted that a numbered element 1s numbered according to the
figure 1n which the element 1s introduced, and is typically
referred to by that number throughout succeeding figures.

FIG. 1 illustrates an architecture 100, in accordance with
one embodiment. As shown in FIG. 1, a plurality of remote
networks 102 are provided including a first remote network
104 and a second remote network 106. A gateway 101 may
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be coupled between the remote networks 102 and a proxi-
mate network 108. In the context of the present architecture
100, the networks 104, 106 may each take any form includ-
ing, but not limited to a LAN, a WAN such as the Internet,
public switched telephone network (PSTN), internal tele-
phone network, eftc.

In use, the gateway 101 serves as an entrance point from
the remote networks 102 to the proximate network 108. As
such, the gateway 101 may function as a router, which 1s
capable of directing a given packet of data that arrives at the
gateway 101, and a switch, which furnishes the actual path
in and out of the gateway 101 for a given packet.

Further included 1s at least one data server 114 coupled to
the proximate network 108, and which 1s accessible from the
remote networks 102 via the gateway 101. It should be noted
that the data server(s) 114 may include any type of com-
puting device/groupware. Coupled to each data server 114 1s
a plurality of user devices 116. User devices 116 may also
be connected directly through one of the networks 104, 106,
108. Such user devices 116 may include a desktop computer,
lap-top computer, hand-held computer, printer, smartphone,
or any other type of logic device. It should be noted that a
user device 111 may also be directly coupled to any of the
networks, in one embodiment.

A peripheral 120 or series of peripherals 120, e.g., fac-
simile machines, printers, networked and/or local storage
units or systems, etc., may be coupled to one or more of the
networks 104, 106, 108. It should be noted that databases
and/or additional components may be utilized with, or
integrated into, any type of network element coupled to the
networks 104, 106, 108. In the context of the present
description, a network element may refer to any component
ol a network.

According to some approaches, methods and systems
described herein may be implemented with and/or on virtual
systems and/or systems which emulate one or more other
systems, such as a UNIX system which emulates an IBM
z/OS environment, a UNIX system which virtually hosts a
MICROSOFT WINDOWS environment, a MICROSOFT
WINDOWS system which emulates an IBM z/OS environ-
ment, etc. This virtualization and/or emulation may be
enhanced through the use of VMWARE software, in some
embodiments.

In more approaches, one or more networks 104, 106, 108,
may represent a cluster of systems commonly referred to as
a “cloud.” In cloud computing, shared resources, such as
processing power, peripherals, software, data, servers, etc.,
are provided to any system 1n the cloud in an on-demand
relationship, thereby allowing access and distribution of
services across many computing systems. Cloud computing,
typically involves an Internet connection between the sys-
tems operating in the cloud, but other techniques of con-
necting the systems may also be used.

FIG. 2 shows a representative hardware environment
associated with a user device 116 and/or server 114 of FIG.
1, in accordance with one embodiment. Such figure 1llus-
trates a typical hardware configuration of a workstation
having a central processing unit 210, such as a micropro-
cessor, and a number of other units interconnected via a
system bus 212.

The workstation shown 1 FIG. 2 includes a Random
Access Memory (RAM) 214, Read Only Memory (ROM)
216, an I/O adapter 218 for connecting peripheral devices
such as disk storage units 220 to the bus 212, a user interface
adapter 222 for connecting a keyboard 224, a mouse 226, a
speaker 228, a microphone 232, and/or other user interface
devices such as a touch screen and a digital camera (not




US 11,914,869 B2

7

shown) to the bus 212, communication adapter 234 for
connecting the workstation to a communication network 235
(e.g., a data processing network) and a display adapter 236
for connecting the bus 212 to a display device 238.

The workstation may have resident therecon an operating
system such as Microsolt Windows® Operating System
(OS), MAC OS, UNIX OS, etc. It will be appreciated that a
preferred embodiment may also be implemented on plat-
forms and operating systems other than those mentioned. A
preferred embodiment may be written using XML, C, and/or
C++ language, or other programming languages, along with
an object ortented programming methodology. Object ori-
ented programming (OOP), which has become increasingly
used to develop complex applications, may be used.

Referring now to FIG. 3, there 1s 1llustrated an example
block diagram of an information management system 300
that includes a set of networked data storage systems 320aq,
32056 . .. 320%, client devices 330a, 3305 ... 330, and a
metadata management system 302 1n communication via a
data network 310 and 1in accordance with implementations
of this disclosure. It can be appreciated that the implemen-
tations disclosed herein are not limited by the number of
storage devices or data storage systems attached to data
network 310. It can be further appreciated that storage
devices or data storage systems attached to data network 310
are not limited by communication protocols, storage envi-
ronment, physical location, efc.

In one embodiment, each data storage system 320a,
3206 . . . 320» may include a storage subsystem 321 and
storage devices 322. The storage subsystem 321 may com-
prise a storage server or an enterprise storage server, such as
the IBMS Enterprise Storage Server®. (IBM and Enterprise
Storage Server are registered trademarks of IBM). The
storage devices 322 may comprise storage systems known 1n
the art, such as a Direct Access Storage Device (DASD), Just
a Bunch of Disks (JBOD), a Redundant Array of Indepen-
dent Disks (RAID), a virtualization device, tape storage,
optical disk storage, or any other storage system known 1n
the art. The storage devices 322 may comprise content
organized as object storage, file storage, and/or block stor-
age. In certain embodiments, multiple storage subsystems
may be implemented 1n one storage subsystem 321 and
storage devices 322, or one storage subsystem may be
implemented with one or more storage subsystems having
attached storage devices.

In certain embodiments, client devices 330q, 33056 . . .
3307 may be general purpose computers having a plurality
of components. These components may include a central
processing unit (CPU), mamn memory, I/O devices, and
storage devices (for example, flash memory, hard drives and
others). The main memory may be coupled to the CPU wvia
a system bus or a local memory bus. The main memory may
be used to provide the CPU access to data and/or program
information that 1s stored 1n main memory at execution time.
Typically, the main memory 1s composed of random access
memory (RAM) circuits. A computer system with the CPU
and main memory 1s oiten referred to as a host system. The
client devices 330a, 3305 . . . 330» can have at least one
operating system (e.g., Microsoft Windows, Mac OS X, 108,
IBM z/OS, Linux, other Unix-based operating systems, etc.)
installed thereon, which may support or host one or more file
systems and other applications.

The data storage systems 320a, 3206 . . . 320% and client
devices 330a, 3306 . . . 330n communicate according to
well-known protocols, such as the Network File System
(NFS) or the Common Internet File System (CIFS) proto-
cols, to make content stored on data storage systems 320aq,
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3206 . . . 320% appear to users and/or application programs
as though the content were stored locally on the client
systems 330a, 3305 . .. 330%. In a typical mode of operation,
the client devices 330a, 3305 . . . 330% transmit one or more
input/output commands, such as an NFS or CIFS request,
over the computer network 310 to the data storage systems

320a, 32056 . . . 320%, which 1n turn 1ssues an NFS or CIFS

response containing the requested content over the network
310 to the respective client devices 330q, 33056 . . . 330n.

The client devices 330q, 33050 . . . 330z may execute
(internally and/or externally) one or more applications,
which generate and manipulate the content on the one or
more data storage systems 320aq, 3206 . . . 320n. The
applications generally facilitate the operations of an orga-
nization (or multiple afhliated organizations), and can
include, without limitation, mail server applications (e.g.,
Microsoit Exchange Server), file server applications, mail
client applications (e.g., Microsoit Exchange Client), data-
base applications (e.g., SQL, Oracle, SAP, Lotus Notes
Database), word processing applications (e.g., Microsofit
Word), spreadsheet applications, financial applications, pre-
sentation applications, browser applications, mobile appli-
cations, entertainment applications, and so on. The applica-
tions may also have the ability to access (e.g., read and write
to) data storage systems 320aq, 3206 . . . 320» using a
network file system protocol such as NFS or CIFS.

As shown, the data storage systems 320q, 32056 . . . 320,
the client devices 330a, 3305 . . . 330xn, the metadata
management system 302, and other components in the
information management system 300 can be connected to
one another via a communication network 310. The com-
munication network 310 can mclude one or more networks
or other connection types including any of following, with-
out limitation: the Internet, a wide area network (WAN), a
local area network (LLAN), a Storage Area Network (SAN),
a Fibre Channel connection, a Small Computer System
Interface (SCSI) connection, a virtual private network
(VPN), a token ring or TCP/IP based network, an intranet
network, a point-to-point link, a cellular network, a wireless
data transmission system, a two-way cable system, an inter-
active kiosk network, a satellite network, a broadband
network, a baseband network, a neural network, a mesh
network, an ad hoc network, other appropnate wired, wire-
less, or partially wired/wireless computer or telecommuni-
cations networks, combinations of the same or the like. The
communication network 310 1n some cases may also include
application programming interfaces (APIs) including, e.g.,
cloud service provider APIs, virtual machine management
APIs, and hosted service provider APIs.

In an embodiment, the metadata management system 302
1s configured to collect metadata corresponding to contents
of the storage systems 320a, 3206 . . . 320», and generate
and store mnformation relating to characteristics of the stored
data and/or metadata. The metadata management system
302 can be present to, for example, store, organize, protect,
manage, manipulate, move, analyze, and/or process meta-
data of data storage systems 320a, 32056 . . . 320n. Specifi-
cally, the metadata management system 302 may also be
configured to generate and store other types of information
that generally provides insights into the contents of the
storage systems 320a, 32056 . . . 320n. The metadata man-
agement system 302 can provide a number of benefits
including improved storage operations, faster data operation
performances, enhanced scalability, or the like. As one
specific example which will be discussed below in further
detail, the metadata management system 302 can act as a
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cache for storing metadata, for analyzing metadata, adding
metadata tags, updating metadata tags, or the like.

In certain embodiments, the metadata management sys-
tem 302 includes a metadata collection system 351 in
communication with a metadata store 352 and a classifier
353.

Generally speaking, the metadata management system
302 may be implemented as a storage system (some com-
bination of hardware and software) that manages, coordi-
nates, and facilitates the transmission of metadata between
a client computing device and one or more data storage
systems, and/or between the one or more storage systems
such that operations related to the metadata management
system 302 do not significantly impact performance of other
components 1n the information management system 300.
Moreover, as will be described further, the metadata man-
agement system 302 may be configured to make calls to data
storage system 320a, 3206 . . . 320% and/or receive infor-
mation from the data storage system 320a, 3206 . . . 320%
through data network 310. For example, metadata manage-
ment system 302 may provide API calls, commands, or other
services allowing for the storage, management, and retrieval
ol metadata, system data blocks, or items. In one embodi-
ment, metadata management system 302 may include or be
associated with one or more storage devices, providers, or
solutions for the storage of items, system data blocks, or
other data.

In an embodiment, the metadata collection system 351
may collect the metadata from data storage systems 320a,
3206 . . . 320% and store 1t 1n the metadata store 352. The
metadata collected by the metadata collection system 351
may be system metadata, event metadata, scan metadata, or
any other type of metadata. System metadata includes meta-
data collected and stored by the data storage systems 320aq,
32056 . .. 320% internally using any now or hereaiter known
methods. Event metadata includes metadata corresponding,
to an event (or data operation) executed on the data storage
systems 320a, 3206 . . . 320% and may include, without
limitation, information about the data set relating to the
event (e.g., file name, location, author, size, or the like);
information about the event (e.g., event type, function
performed, resulting changes to the data, time of event, or
the like); information about the application or client device
that performed and/or 1nitiated the event; information about
the data storage system on which the event was executed,
and/or the like. Scan metadata includes metadata collected
by the metadata collection system 351 by externally scan-
ning the contents (e.g., documents, files, objects, 1mages,
ctc.) of the data storage systems 320aq, 3206 . . . 320%.
System metadata and scan metadata may include, without
limitation content metadata that provides information on
data objects stored 1n data storage systems 320a, 3206 . . .
320%; volume metadata that provides information on vol-
umes configured 1 the data storage systems 320a,
32056 . .. 320» 1n which the content 1s stored; device class
metadata that defines the type of storage hardware used for
a particular storage pool (the device class may indicate the
storage device type and specifies a device type and media
management information, such as recording format, esti-
mated capacity, and labeling prefixes); library metadata that
provides a further level of abstraction representing a storage
entity that contains a media changer in addition to drives and
tapes for storing data; and/or the like.

In certain embodiments, each of the data storage systems
320a, 32006 . . . 320n» may collect and store the system
metadata corresponding to contents of the respective data
storage systems internally using any now or hereafter known
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methods. For example, the data storage systems 320a,
3206 . .. 3202 may collect metadata when the contents are
created, modified, and/or periodically using any now or
hereafter known methods. The data storage systems 320a,
3206 . . . 320 may transmit the collected system metadata
to the metadata collection system 351 (via, for example, an
API). The mternally collected system metadata may be
temporarily and/or permanently stored on the data storage
systems 320a, 3205 . . . 320xn. For example, FIG. 3 1llustrates
system metadata 321a, 3215 . . . 321# stored in data storage
systems 320a, 3206 . . . 320n, respectively.

Alternatively and/or additionally, the metadata collection
system 351 may collect the metadata by performing a
periodic scan of one or more of the data storage systems
320a, 3206 . . . 320n (“scan metadata”). The metadata
collection system may utilize any now or hereafter known
techniques to collect the metadata from the data storage
systems 320a, 3206 . . . 320n (described below). For
example, one approach to gathering stored data metadata 1s
by scanning a data storage system from outside using
standard client access network protocols such as NFS and
CIFS protocols 1n a NAS file storage context and SCSI 1n a
block storage context. Although not limited to a specific
format, the atorementioned metadata can be of a data format
referred to as inode. Alternatively, they may be 1n a data
format referred to as NTFS in Windows® OSs. Metadata
used in MacOS® may also be used. In certain embodiments,
the metadata collection system 330 may use deep learning,
machine learning, and/or other methods to parse the contents
of the data storage systems 320a, 3205 . . . 3202 and collect
the metadata (e.g., using the IBM Watson™ QA system
available from International Business Machines Corpora-
tion, or other natural language processing and/or deep learn-
ing systems).

Alternatively and/or additionally, the metadata collection
system 351 may collect event metadata. In certain embodi-
ments, the data storage systems 320a, 3205 . . . 320» may
forward event metadata to the metadata collection system
351 upon occurrence of one or more events (e.g., a copy
operation, backup operation, an encryption operation, or the
like). For example, the metadata collection system 351 may
install an event monitoring agent on the data storage systems
320a, 3205 . . . 320%. In one or more embodiments, the
metadata collection system 351 may configure the data
storage systems 320aq, 3200 . . . 320» to send an event
notification along with event metadata every time an event
occurs for data residing on a data storage system. Alterna-
tively, the metadata collection system 351 may configure the

data storage systems 320aq, 3206 . . . 320n to send a
collection of event notification and/or event metadata peri-
odically.

The metadata collection system 351 may receive streams
of log data (e.g., data storage system logs, client device logs)
from many sources, convert log entries from the log data
into events, and store the events 1n metadata store 352 based
on fields specified 1n source type definitions (also referred to
herein simply as source types). Each event represents a
particular log entry. The events that are stored in the meta-
data store 352 may be based on log entries from various
sources and may have different formats. Examples of log
entries 1nclude simple network management protocol
(SNMP) logs, reports from devices and/or applications
running on devices, application programming interface
(API) call records, information exchange protocols, remote
authentication dial-in user service (RADIUS) logs, light-
weight directory access protocol (LDAP) logs, security
assertion markup language (SAML) messages, and so forth.
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These diverse events may all be stored and indexed in the
metadata store 352, which may be a non-homogenous data-
base, 1n a manner that enables the events to be searched and
linked together.

For example, an event monitor agent may include a filter
driver program and may be deployed on an input/output port
of the data storage system, a read/write port, or data stack
and operate 1n conjunction with a file management program
to record events executed on a data storage system. Such
operation may involve creating a data structure such as a
record or journal of each event. The records may be stored
in a journal data structure and may chronicle events 1n any
form or structure (e.g., on an interaction by interaction
basis). The journal data structure may include information
regarding the type of event that has executed along with
certain configurable relevant properties of the data involved
in the event. One example of such a monitor program may
include Microsoit’s Change Journal. Each data storage sys-
tem may then transmit the event log periodically and/or
cvery time an event occurs to the data storage system.
Alternatively and/or additionally, the metadata collection
system 351 may periodically consult the recorded interac-
tions for new entries. If new entries exist, the metadata
collection system 351 may examine the entries, and 1f
deemed relevant, the entries may be analyzed, parsed, and
written to the metadata store 352 as an update.

In some other embodiments, the metadata collection
system 351 may also monitor data interactions between the
data storage systems 320a, 32056 . . . 320» and/or between
the client devices 330q, 33056 . . . 330 and the data storage
systems 320q, 3205 . . . 320%, using any suitable monmitoring
methods, to collect event metadata. For example, the meta-
data collection system 351 may momtor data interactions by
monitoring file system managers associated with each of the
data storage systems 320a, 3206 . . . 320n (e.g., operating
system programs, a FAT, an NTFS, or the like that may be
used to manage data movement to and/or from a mass
storage device). In another example, the metadata collection
system 3351 may monitor data interactions by monitoring the
network traffic on the communication network 310 using
any now or hereafter known methods. In yet another
example, the metadata collection system 351 may collect
event metadata by interfacing and/or communicating with a
virtual file system (VFS) layer that transiers data operation
requests between the client devices 330q, 3305 . . . 3307 and
the data storage systems 320a, 3206 . . . 320%.

In certain embodiments, the metadata collection system
351 may collect system metadata, scan metadata, and/or
event metadata 1n a manner that duplication of the collected
metadata may be minimized. For example, the metadata
collection system 351 may analyze the system metadata and
may only collect scan metadata for metadata that 1s not
included 1n the scan metadata and/or to update the system
metadata periodically. Similarly, upon mmitialization the
metadata collection system 351 may first collect system
metadata and/or scan metadata from the data storage sys-
tems 320aq, 3206 . . . 320 (using one or more methods
described above) before starting collection of event meta-
data. This may be done 1n order to obtain an accurate picture
of the data being scanned and/or to maintain referential
integrity within the system.

Duplication may also be prevented by saving only the
latest metadata corresponding to a data set. For example, 1f
an event corresponding to a previously scanned data set 1s
registered, the metadata collection system may overwrite the
previously stored scan metadata for that data set with the
new event metadata (or vice versa).
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Events according to certain embodiments are generally
data operations executed on the one or more data storage
systems such as, without limitation, data migration opera-
tions (e.g., copy, backup, archive, email etc.), writing new
data on the data storage system, reading data from the data
storage system, deletion of data, changing one or more
properties of data and/or associated metadata (e.g., rename,
access permissions, security, encryption, or the like), print-
ing, or other types of data operations. Such data operations
lead to a modification 1n existing metadata of the corre-
sponding data set and/or creation of new metadata (e.g.,
when new data set 1s created). Event metadata, therefore,
may also include information relating to changes in the
metadata corresponding to a data set.

For example, operations may be available to interact with
stored data, including open, write new file (e.g., PUT), write
(append to data set), write (modily an existing data set),
close, read (e.g., GET), SAVE, RENAME, DELETE, or the
like. A PUT operation writes a new object to a storage device
ol a data storage system or creates an updated version of an
existing object on a storage device, and 1n the latter instance,
the previous version may or may not be removed from the
storage device. Typically, however, when an updated version
of an existing object 1s written to the memory device, the
newer version 1s 1dentified 1n metadata as an update (e.g.,
“version 2)”, while older versions (e.g., “version 1) remain
stored on the storage device. A DELETE operation 1s
typically associated with writing a new version of an object
to a storage device (e.g., via a PUT operation) and indicating
a deletion of the old version. Where the old version of the
object 1s physically removed from a storage device, the
removal may be hard (e.g., the old version of the object 1s
immediately rewritten as zero-byte version) or soft (e.g., the
old version of the object 1s marked deleted 1n metadata and
later rewritten). In one example of removal, the old version
ol the object may be cleaned up by an out-of-band process.
A GET operation retrieves a representation of an object
already stored on a storage device, for mstance, in order to
read the object.

As discussed above, events may also include data migra-
tion operations that involve the copying or migration of data
between different locations 1n the information management
system 300 1n an original/native and/or one or more different
formats. For example, events can include operations 1in
which stored data 1s copied, migrated, or otherwise trans-
ferred from one or more {irst storage systems to one or more
second storage systems, from one or more lirst storage
systems to one or more client devices, and/or within a
storage system. Such operations can include by way of
example, backup operations, archive operations, iforma-
tion lifecycle management operations such as hierarchical
storage management operations, replication operations (e.g.,
continuous data replication operations), snapshot operations,
deduplication or single-instancing operations, auxihiary
copy operations, and the like. As will be discussed, some of
these operations involve the copying, migration or other
movement of data, without actually creating multiple, dis-
tinct copies of metadata 1in the data storage systems itself.
Nonetheless, some or all of these operations are referred to
as “copy’”’ operations for simplicity.

Backup Operations: A backup operation creates a copy of
a version of data (e.g., one or more {iles or other data units)
in a data storage system at a particular point in time. Each
subsequent backup copy may be maintained independently
of the first. Further, a backup copy 1n some embodiments 1s
generally stored 1n a form that 1s different than the native
format, e.g., a backup format. This can be 1n contrast to the
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version 1n the corresponding data storage system from which
the backup copy 1s dernived, and which may mstead be stored
in a native format of the source application(s). In various
cases, backup copies can be stored in a format 1n which the
data 1s compressed, encrypted, deduplicated, and/or other-
wise modified from the original application format. For
example, a backup copy may be stored in a backup format
that facilitates compression and/or eflicient long-term stor-
age.

Backup copies can have relatively long retention periods
as compared to corresponding data (“primary data™), and
may be stored on media with slower retrieval times than
primary data and certain other types of secondary copies. On
the other hand, backups may have relatively shorter reten-
tion periods than some other types of secondary copies such
as archive copies (described below). Backups may some-
times be stored at on oflsite location. Backup operations can
include full, synthetic or incremental backups. A full backup
in some embodiments 1s generally a complete 1mage of the
data to be protected. However, because full backup copies
can consume a relatively large amount of storage, it can be
usetul to use a full backup copy as a baseline and only store
changes relative to the full backup copy for subsequent
backup copies.

For instance, a differential backup operation (or cumula-
tive incremental backup operation) tracks and stores changes
that have occurred since the last full backup. Diflerential
backups can grow quickly in size, but can provide relatively
cllicient restore times because a restore can be completed 1n
some cases using only the full backup copy and the latest
differential copy.

An imncremental backup operation generally tracks and
stores changes since the most recent backup copy of any
type, which can greatly reduce storage utilization. In some
cases, however, restore times can be relatively long 1n
comparison to full or differential backups because complet-
ing a restore operation may involve accessing a full backup
in addition to multiple incremental backups.

Any of the above types of backup operations can be at the
volume-level, file-level, or block-level. Volume level
backup operations generally involve the copying of a data
volume (e.g., a logical disk or partition) as a whole. In a
file-level backup, the information management system 300
may generally track changes to individual files at the file-
level, and includes copies of files 1n the backup copy. In the
case of a block-level backup, files are broken 1nto constitu-
ent blocks, and changes are tracked at the block-level. Upon
restore, the information management system 300 reas-
sembles the blocks into files 1n a transparent fashion.

Far less data may actually be transferred and copied to
secondary storage devices during a file-level copy than a
volume-level copy. Likewise, a block-level copy may
involve the transfer of less data than a file-level copy,
resulting 1n faster execution times. However, restoring a
relatively higher-granularity copy can result in longer
restore times. For instance, when restoring a block-level
copy, the process of locating constituent blocks can some-
times result 1n longer restore times as compared to file-level
backups Similar to backup operations, the other types of
secondary copy operations described herein can also be
implemented at either the volume-level, file-level, or block-
level.

Archive Operations: Because backup operations generally
involve maintaining a version of the copied data 1n primary
data and also maintaining backup copies in secondary stor-
age device(s), they can consume significant storage capacity.
To help reduce storage consumption, an archive operation

10

15

20

25

30

35

40

45

50

55

60

65

14

according to certain embodiments creates a secondary copy
by both copying and removing source data. Or, seen another
way, archive operations can involve moving some or all of
the source data to the archive destination. Thus, data satis-
tying criteria for removal (e.g., data of a threshold age or
s1ze) from the source copy may be removed from source
storage. Archive copies are sometimes stored in an archive
format or other non-native application format. The source
data may be primary data or a secondary copy, depending on
the situation. As with backup copies, archive copies can be
stored mn a format in which the data 1s compressed,
encrypted, deduplicated, and/or otherwise modified from the
original application format. In addition, archive copies may
be retained for relatively long periods of time (e.g., years)
and, 1n some cases, are never deleted. Archive copies are
generally retained for longer periods of time than backup
copies, for example. In certain embodiments, archive copies
may be made and kept for extended periods 1n order to meet
compliance regulations.

Moreover, when primary data 1s archived, 1n some cases
the archived primary data or a portion thereof i1s deleted
when creating the archive copy. Thus, archiving can serve
the purpose of freeing up space 1n the primary storage
device(s) Similarly, when a secondary copy 1s archived, the
secondary copy may be deleted, and an archive copy can
therefore serve the purpose of freeing up space in secondary
storage device(s). In contrast, source copies often remain
intact when creating backup copies.

Snapshot Operations: Snapshot operations can provide a
relatively lightweight, eflicient mechanism for protecting
data. From an end-user viewpoint, a snapshot may be
thought of as an “instant” image of the primary data at a
given point 1 time, and may include state and/or status
information relative to an application that creates/manages
the data. In one embodiment, a snapshot may generally
capture the directory structure of an object 1n primary data
such as a file or volume or other data set at a particular
moment 1n time and may also preserve file attributes and
contents. A snapshot 1n some cases i1s created relatively
quickly, e.g., substantially instantly, using a minimum
amount of file space, but may still function as a conventional
file system backup.

A “hardware snapshot” (or “hardware-based snapshot™)
operation can be a snapshot operation where a target storage
device (e.g., a primary storage device or a secondary storage
device) performs the snapshot operation in a self-contained
fashion, substantially independently, using hardware, firm-
ware and/or software residing on the storage device itsell.
For instance, the storage device may be capable of perform-
ing snapshot operations upon request, generally without
intervention or oversight from any of the other components
in the information management system 300. In this manner,
hardware snapshots can off-load other components of infor-
mation management system 300 from processing mvolved
in snapshot creation and management.

A “software snapshot” (or “‘software-based snapshot™)
operation, on the other hand, can be a snapshot operation 1n
which one or more other components 1n information man-
agement system 300 implement a software layer that man-
ages the snapshot operation via interaction with the target
storage device. For istance, the component implementing
the snapshot management software layer may derive a set of
pointers and/or data that represents the snapshot. The snap-
shot management software layer may then transmit the same
to the target storage device, along with appropriate mnstruc-
tions for writing the snapshot.
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Some types of snapshots do not actually create another
physical copy of all the data as 1t existed at the particular
point 1n time, but may simply create pointers that are able to
map files and directories to specific memory locations (e.g.,
to specific disk blocks) where the data resides, as 1t existed
at the particular point in time. For example, a snapshot copy
may include a set of pointers derived from the file system or
an application. In some other cases, the snapshot may be
created at the block-level, such as where creation of the
snapshot occurs without awareness of the file system. Each
pointer points to a respective stored data block, so that
collectively, the set of pointers reflect the storage location
and state of the data block (e.g., file(s) or volume(s) or data
set(s)) at a particular point i time when the snapshot copy
was created.

Once a snapshot has been taken, subsequent changes to
the file system typically do not overwrite the blocks 1n use
at the time of the snapshot. Therefore, the mitial snapshot
may use only a small amount of disk space needed to record
a mapping or other data structure representing or otherwise
tracking the blocks that correspond to the current state of the
file system. Additional disk space 1s usually required only
when files and directories are actually later modified. Fur-
thermore, when files are modified, typically only the point-
ers which map to blocks are copied, not the blocks them-
selves. In some embodiments, for example 1n the case of
“copy-on-write” snapshots, when a block changes i pri-
mary storage, the block 1s copied to secondary storage or
cached in primary storage before the block 1s overwritten 1n
primary storage, and the pointer to that block changed to
reflect the new location of that block. The snapshot mapping
of file system data may also be updated to reflect the
changed block(s) at that particular point in time. In some
other cases, a snapshot includes a full physical copy of all or
substantially all of the data represented by the snapshot.

A snapshot copy in many cases can be made quickly and
without significantly 1mpacting primary computing
resources because large amounts of data are not copied or
moved. In some embodiments, a snapshot may exist as a
virtual file system, parallel to the actual file system. Users in
some cases gain read-only access to the record of files and
directories of the snapshot. By electing to restore primary
data from a snapshot taken at a given point in time, users
may also return the current file system to the state of the file
system that existed when the snapshot was taken.

Replication Operations: Another type of secondary copy
operation 1s a replication operation. Some types ol second-
ary copies are used to periodically capture images of pri-
mary data at particular points 1n time (e.g., backups,
archives, and snapshots). However, 1t can also be useful for
recovery purposes to protect primary data in a more con-
tinuous fashion, by replicating the primary data substantially
as changes occur. In some cases a replication copy can be a
mirror copy, for mstance, where changes made to primary
data are mirrored or substantially immediately copied to
another location (e.g., to secondary storage device(s)). By
copying each write operation to the replication copy, two
storage systems are kept synchronized or substantially syn-
chronized so that they are virtually identical at approxi-
mately the same time. Where entire disk volumes are
mirrored, however, mirroring can require significant amount
ol storage space and utilizes a large amount of processing
resources.

Deduplication/Single-Instancing  Operations:  Another
type of data movement operation 1s deduplication or single-
instance storage, which 1s usetul to reduce the amount of
data within the system. For instance, some or all of the
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above-described secondary storage operations can mvolve
deduplication 1n some fashion. New data 1s read, broken
down 1nto portions (e.g., sub-file level blocks, files, etc.) of
a selected granularity, compared with blocks that are already
stored, and only the new blocks are stored. Blocks that
already exist are represented as pointers to the already stored
data.

Information Lifecycle Management and Hierarchical
Storage Management Operations: In some embodiments,
files and other data over their lifetime move from more
expensive, quick access storage to less expensive, slower
access storage. Operations associated with moving data
through various tiers of storage (e.g., as shown i FIG. 3) are
sometimes referred to as information lifecycle management
(ILM) operations.

One type of ILM operation 1s a hierarchical storage
management (HSM) operation. A HSM operation 1s gener-
ally an operation for automatically moving data between
classes of storage devices, such as between high-cost and
low-cost storage devices. For instance, an HSM operation
may involve movement ol data from primary storage
devices to secondary storage devices, or between tiers of the
same storage devices. With each tier, the storage devices
may be progressively relatively cheaper, have relatively
slower access/restore times, etc. For example, movement of
data between tiers may occur as data becomes less important
over time.

In some embodiments, an HSM operation 1s similar to an
archive operation 1n that creating an HSM copy may (though
not always) involve deleting some of the source data, e.g.,
according to one or more criteria related to the source data.
For example, an HSM copy may include data from primary
data or a secondary copy that 1s larger than a given size
threshold or older than a given age threshold and that 1s
stored 1n a backup format. Often, and unlike some types of
archive copies, HSM data that 1s removed or aged from the
source copy 1s replaced by a logical reference pointer or
stub. The stub may also 1include some metadata associated
with the corresponding data, so that a file system and/or
application can provide some formation about the data
block and/or a limited-functionality version (e.g., a preview)
of the data block. According to one example, files are
generally moved between higher and lower cost storage
depending on how often the files are accessed. An HSM
copy may be stored in a format other than the native
application format (e.g., where the data i1s compressed,
encrypted, deduplicated, and/or otherwise modified from the
original application format). In some cases, copies which
involve the removal of data from source storage and the
maintenance of stub or other logical reference information
on source storage may be referred to generally as “on-line
archive copies™. On the other hand, copies which involve the
removal of data from source storage without the mainte-
nance of stub or other logical reference information on
source storage may be referred to as “ofl-line archive
copies’.

It will be understood to those skilled 1n the art that 1t 1s
possible to employ “event” definitions that may capture a
relatively broad or narrow set of data operations executed on
a data storage system, allowing a user to customize the
metadata collection system 351 to meet certain metadata
collection goals. Such “event” definitions may define or
describe data movement, changes, manipulations or other
operations or interactions that may be of interest to a system
user or administrator (e.g., any operation that “touches” data
may be recorded along with the action or operation that
caused the interaction (e.g. read, write, copy, parse, or the
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like). Moreover, change definitions may evolve over time or
may be dynamic based on the entries sent to the metadata
store 352. For example, 11 expected results are not obtained,
change definitions may be modified or additional definitions
used until appropriate or desired results are obtained. This
may be accomplished, for example by globally linking
certain libraries of “event” definitions and selectively
enabling libraries on a rolling basis until acceptable results
are achieved. This process may be performed after the mitial
activation of the metadata collection system 351 and peri-
odically thereafter, depending on changing needs or objec-
tives.

Moreover, 1n some embodiments, the system may support
the use of “‘user data tags” that allow certain types of
information stored i1n the data storage systems 320aq,
3206 . .. 320n to be tagged so they may be identified and
tracked throughout the system. As such, 11 a data block that
includes a user data tag 1s touched, an event log 1s recorded
and/or sent or collected by the metadata collection system
351. For example, a user may designate a particular type of
data or information such as project information, or infor-
mation shared between or accessed by particular group of
users to be tracked across the system or through various

levels of storage. This may be accomplished through a user
interface that allows a user to define certain information to
be tagged, for example, by using any available attribute
within the system such as those specified above with respect
to the classification agent or filter used in the system. In
some embodiments, the user may define one or more tags
using these or other attributes which may be further refined
by combining them through the use of logical or Boolean
operators to define a certain tag expression.

For example, a user may define a certain user data tag by
specilying one or more criteria to be satisfied such as certain
system users, a certamn data permission level, a certain
project, combinations of the same or the like. These critena
may be defined using logical operators such as AND or OR
operators to conditionally combine various attributes to
create a condition that defines a tag. In certain embodiments,
information satistying that criteria may be tagged and
tracked within the system. For example, the metadata store
352 may contain entries keeping track of entries satistying
the tag criteria along with information relating to the types
of operations performed on the information as well as
certain metadata relating to the data content and its location
in the data storage systems 320a, 3206 . .. 320%. This allows
the system to search the metadata store 352 at a particular
level of storage for the information, and quickly locate 1t
within mass storage device for potential retrieval.

Referring back to FIG. 3, metadata (system metadata
and/or event metadata) collected by the metadata collection
system 351 is stored 1n the metadata store 352 outside of the
data storage systems 320a, 32056 . . . 320%. In one or more
embodiments, the metadata store 352 may be any type of
data structure that allows for easy and eflicient searching of
the stored metadata. Examples may include, without limi-
tation, relational database storage (e.g., SQL databases),
key-value type storages (e.g., noSQL databases), columnar
storages (e.g., parquet), or the like. The metadata store 352
may also mclude an index associated with each piece of
metadata and stored with the metadata. The index may
contain mformation such as each of the locations where the
data set corresponding to the metadata 1s located, user access
information describing which users are permitted to view the
contents of the data set, type of data structure corresponding
to the data set, or the like. The content index may be used
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to facilitate search and retrieval of a data set corresponding,
to metadata, such as 1n response to a user request to restore
a particular file.

In one or more embodiments, the metadata store 352 may
be a data structure in the form of a NoSQL (*Not-only-
Structured-Query-Language™) database. In one embodi-
ment, the metadata store 352 1s implemented using a NoSQL
database that uses a key-value store, a document store,
and/or a wide column store. Specifically, event metadata
collected by the metadata collection system 3351 may be
stored mm a NoSQL type database structure. A NoSQL
database may be, by way of example, Cloudant® Apache
Cassandra™, Object Storage, Apache HBase™, Hazel-
cast®, eftc.

A NoSQL database provides a mechanism for storage and
retrieval of data that 1s modeled 1n means other than the
tabular relations used 1n relational databases. Typical moti-
vations for this approach include simplicity of design, hori-
zontal scaling, and finer control over availability. NoSQL
databases have features of self-organizing, self-managing,
low cost, high scalability, high concurrency, simply query
relation, and so on. To compare a NoSQL database to a
relational database, a form 1n the relational database usually
stores a formatted data structure, and components of all
entry fields are the same. Even 1f not every entry needs all
fields, the relational database will allocate all fields to each
entry. Such structure can potentially cause a performance
bottleneck 1n a relational database. On the other hand, a
NoSQL database typically carries out storage with a Key/
Value pair, and 1ts structure 1s not fixed. Each entry can have
different fields, and each entry can add some key value pairs
of 1ts own according to a requirement so as not to be limited
to the fixed structure and to thereby reduce some time and
space overheads.

In an embodiment, an “entry” corresponding to an event
may be a record 1n a NoSQL database, and can also be
regarded as a data object instance 1n the NoSQL database.
Each entry can possess a unique identifier (ID), and can
comprise zero or more Key/Value pairs. Usage examples
include storing millions of data records as key-value pairs 1n
one or a few associative arrays. A key-value pair 1s a
fundamental data representation 1n computing systems and
applications, 1n which all or part of the data model may be
expressed as a collection of tuples <attribute name, value>,
for which each element 1s a key-value pair. An associative
array 1s an unordered list of unique attributes with associated
values. Such organization 1s particularly useful for statistical
or real-time analysis of growing lists of data elements.
According to an embodiment of the present immvention, a
pre-defined specificator can be used to distinguish between
individual Key/Value pairs. For example, different Key/
Value pairs are distinguished by a comma. Meanwhile, the
“key” and the “value” within each Key/Value pair can be
separated by a pre-defined delimiter, for example, a colon,
thus the key 1n a Key/Value pair can be determined from the
Key/Value pair according to the delimiter. At the same time,
the “value” 1n a Key/Value pair can be extended by a
pre-defined extension symbol, for example, square brackets
which can be used to represent that the *“value” in a
Key/Value pair comprises more than two attributes. Each
attribute 1n the more than two attributes can either be a real
“value”, or be a Key/Value pair in which the “value” can
continue to comprise one or more attribute.

For example, metadata (event metadata, scan metadata
and system metadata) may include one or more of the
tollowing keys and corresponding values:
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Keys Values

Data Storage Identity of the Data Storage System on which the

System event was executed

Time Stamp Time of event

File File Name of the data set (or “file’”) or which the
event was executed

Title Title of the data set

Type Type of content (e.g., document (WORD, PDF, etc.)/
image (JPEG, GIFL, etc./video/email/web link/blog/or
the like)

Size Size of file/size of data corresponding to event execution

Time of File Creation time

creation

Owner Creator of file (user name, client device, affiliation,
department, or other user information etc.)

Author Event executor (user name, client device, afliliation, or
other user information etc.)

Event type  Copy/Read/Write/Modify/Delete/Print/Email/etc.

Path Data path corresponding to event (e.g., copy {F1} to {F2}

Text lext Excerpts

Facets Facets (e.g., social security number, patient name, etc.)

Tags Keywords (e.g., financial, personal, sensitive, medical, etc.)

and/or previously associated tags

It should be noted that the above key values are provided
as way ol example only and should not be considered
limiting.

It will be understood to those skilled 1n the art that while
other types of storing formats are not described here in
detail, the metadata may be stored 1n other formats as well
(e.g., SQL, Parquet, etc.).

In certain embodiments, the metadata management sys-
tem 302 also includes a classifier 353 configured to apply
custom tags (interchangeably referred to as tags) to the
metadata before and/or after insertion by the metadata
collection system 351 into the metadata store 352. In certain
embodiments, the facets (described below) associated with
the metadata that are indicative of the actual content 1n the

data storage systems 320a, 3206 . . . 320# that corresponds
to the tagged metadata and/or the metadata itself may be
used as tags.

In some embodiments, the classifier 353 analyzes char-
acteristics, content, format, etc. of the metadata (and not the
data itself) to add tags to the metadata. This provides
enhanced search and management capabilities for data dis-
covery and other purposes. The custom tags, in certain
embodiments, significantly reduce the amount of time
required to obtain information by reducing and/or substan-
tially eliminating the need to obtain information directly
from the source data. The tags can be used to identify files
or other data blocks in the data storage systems 320aq,
32056 ... 320% having pre-defined content (e.g., user-defined
keywords or phrases, other keywords/phrases that are not
defined by a user, etc.), and/or metadata (e.g., email meta-
data such as “to”, “from”, “cc”, “bcc”, attachment name,
received time, etc.).

For example, assume a system administrator desires to
identify data sets that a certain user has interacted with, that
contain content including certain keywords, content having
characteristics, etc. Rather than search each file in each
directory and/or all the metadata content, which can be a
very time consuming process (especially when the data
blocks reside on multiple storage devices or the metadata
store icludes large volumes of data in a schema-less data-
base format), the system administrator may search the
custom tags in the metadata store 352 to 1dentily metadata
that 1s associated with tags corresponding to the user,
keywords and/or characteristics (by for example, defining a
query), and may then look up data sets associated with that

metadata.
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Moreover, in certain embodiments, use of the custom tags
in a metadata store 352 where the custom tags do not reside
on a data storage system 1tself for satistying data searches or
queries may also reduce the involvement of network
resources 1n this process, substantially reducing the process-
ing burden on the host system. For example, as described
above, 11 an administrator desires to identily certain data
sets, querying the metadata store 352 rather than the file
system virtually removes the host system from the query
process (€.g., no brute force scanning of directories and files
in the data storage systems 1s required), allowing the host
system to continue performing host tasks rather than be
occupied with search tasks.

The classifier 353 may apply the tags by analyzing the
collected metadata (before and/or after imsertion into the
metadata store 352) and applying one or more user defined
policies. Alternatively and/or additionally the classifier 353
may apply the tags automatically by analyzing the collected
metadata (before and/or after insertion into the metadata
store 352), and applying one or more classification rules
automatically derived by the classifier 353 (e.g., based on
machine learning, deep learning, text annotators, or the like).
In yet another embodiment, the classifier 353 may analyze
the content 1n the data storage systems 320a, 32056 . . . 3205,
and apply one or more classification rules automatically
derived by the classifier 353 (e.g., based on machine leamn-
ing, deep learning, text annotators, or the like) to tag
collected metadata associated with that content. Diflerent
methods for applying the custom tags are described below 1n
detail.

In an embodiment, where the classifier 353 may apply the
tags by analyzing the metadata and applying one or more
user defined policies, the classifier 353 may include and/or
may be 1 communication with a policy engine 355. The
policy engine 355 may include a set of user configurable
policies. In these examples, a policy 1s a set of classification
rules. The policy may also include any other data or param-
eters 1n addition to the set of classification rules that can be
used to interpret how the metadata tags are to be assigned.

For example, a policy may include multiple rules for
classitying metadata and/or may specily the tag(s) to be
applied 1f the rule conditions are satisfied. For example, a
user may specily a tag to be associated with a metadata
based on one or more characteristics of the metadata.

In certain embodiments, the set of rules for a tag can be
defined 1n a tag defimition that 1s typed directly into a user
interface program (e.g., a REST API, SDK, or the like) and
written mto the policy engine. In an alternative embodiment,
the tag defimition can be represented 1n a definition file. IT a
definition file 1s used, it can use the XML markup language
or any document structure. In an embodiment, a user may
create new customized tags. Alternatively and/or addition-
ally, the user may be presented a list of pre-defined tags and
the user may choose and/or modify such tags. The tags may
be relevant to a user, task, business objective, or the like.

A user may define a classification policy by indicating
criteria, parameters or descriptors of the policy via a graphi-
cal user iterface that provides facilities to present informa-
tion and receive mput data, such as a form or page with fields
to be filled 1n, pull-down menus or entries allowing one or
more ol several options to be selected, buttons, sliders,
hypertext links or other known user interface tools for
receiving user input. For example, a user may define tags
“confidential” and “access level 2 11 the metadata includes
certain keywords (e.g., “confidential,” or “privileged”) and/
or are associated particular flags (e.g., 1n metadata 1dentify-
ing a document or email as personal, confidential, etc.).
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A policy defines a particular combination of rules, such as
users who have created, accessed or modified a document or
data block; file or application types; content or metadata
keywords; clients or storage locations; dates of data creation
and/or access: review status or other status within a work-
flow (e.g., reviewed or un-reviewed); modification times or
types ol modifications; and/or any other data attributes. A
policy may also be defined using tags already associated
with the metadata. For example, a rule may classity all
metadata associated with an already assigned tag (e.g.,
“project”), and apply a second tag (e.g., a second tag
“mnactive” that corresponds to the status of projectX).

The various rules used to define a policy may be com-
bined in any suitable fashion, for example, via Boolean
operators, to define a complex policy. As an example, an
E-discovery policy might define a tag “privileged” that is
associated with documents or data blocks that (1) were
created or modified by legal department stafl (1.e., owner or
creator 1n the metadata 1s associated with a defined name),
(2) were sent to or recerved from outside counsel via email,
and/or (3) contain one of the following keywords: “privi-
leged” or “attorney,” “counsel”, or other terms.

Another type of tag which may be added 1s an entity tag.
An entity tag may be, for example, any content that matches
a defined data mask format. Examples of entity tags might
include, e.g., social security numbers (e.g., based on a rule
that any numerical content matching the formatting mask
XXX-XX-XXXX), credit card numbers (e.g., based on a
rule content having a 13-16 digit string of numbers), SKU
numbers, product numbers, etc.

Policies may, in certain embodiments, include one or
more of the following classification rules for assigning tags
to the metadata:

1. frequency with which metadata and/or corresponding
has been or 1s predicted to be used, accessed, or
modified;

11. s1ze of metadata;

111. user information that created, accessed, modified, or
otherwise utilized content corresponding to the meta-
data (e.g., owner, creator, author, etc.): based on user
name, user atliliation, user access level, etc.

1v. time-related factors (e.g., aging information such as
time since the creation or modification of a metadata);

v. the 1dentity of applications, client devices and/or other
computing devices that created, accessed, modified, or
otherwise utilized content corresponding to the meta-
data;

vi. a relative sensitivity (e.g., confidentiality) of a data
block, e.g., as determined by its content and/or meta-
data;

vil. the current or historical storage capacity of various
storage devices;

viil. the current or historical network capacity of network
pathways connecting various components within the
storage operation cell;

1X. access control lists or other security information;

Xx. already existing tags associated with the metadata;
and/or the content of metadata (e.g., keywords, tags,
etc.).

In an embodiment, the policies defined by the user may
also be 1n a key-value form (1f metadata 1s stored 1n a noSQL
database format), and the classifier 353 may search for the
key-value 1n the metadata for application of a tag defined by
the policy. In certain embodiments, the user may be
prompted to define keys that are used by the metadata store
352 for sorting and storing the metadata. Optionally, a user
may define any key, and the classifier 353 may apply the tag
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il a metadata entry includes either an exact match for the
key-value included in the policy and/or 1t a key-value 1s
similar to the key-value included in the policy. For example,
if the policy includes a key-value “owner:bob’ 1n the policy,
the classifier may apply the tag 11 a metadata entry includes
cither an exact match for the key-value (i.e., owner:bob)
included 1n the policy and/or a similar key-value (e.g.,
creator:bob; author:bob; etc.). In one or more embodiments,
tagging guidance may be provided to a user for which the
accuracy may increase with use, as the history of the user
select tags builds up (e.g., using a feedback loop that
provides user with guidance relating to most common keys
in the metadata store 352).

For example, consider a user 1s creating documents for
different enterprises having names “/usr/documents/IBM/”;
/usr/documents/Company?2/”’; “/usr/documents/Company3/”
etc. 1 a data storage system. The metadata collection system
will receive event metadata corresponding to the creation of
the documents that will include the document names, for-
mats, sizes, date of creation, etc. The classifier 353 may add
company name tags to the event metadata based on a user
defined policy including rules for classifying metadata based
on company name (by extracting the company name from
the file names 1ncluded 1n the event metadata). Another tag
describing the document format may also be added (e.g.,
docx, pdi, etc.).

In certain embodiments, tagging based on user-defined
policies may be performed for event metadata upon receipt
of event metadata for each event by the metadata collection
system 351 (e.g., on a first-1n, first-out flow) before 1nsertion
into the metadata store 352. Alternatively and/or addition-
ally, tagging based on user-defined policies may be per-
formed for event metadata periodically; or upon occurrence
of certain conditions (e.g., receipt ol user instructions)
before (e.g., 1n a queue) and/or after insertion into the
metadata store 352. Similarly, tagging based on user-defined
policies may be performed for scan metadata upon receipt of
scan metadata every time a scan i1s performed by the
metadata collection system 351 (e.g., on a first-in, first-out
flow) belfore insertion into the metadata store 352. Alterna-
tively and/or additionally, tagging based on user-defined
policies may be performed for scan metadata periodically; or
upon occurrence of certain conditions (e.g., receipt of user
instructions) before (e.g., 1n a queue) and/or after 1nsertion
into the metadata store 352.

In certain embodiments, the classifier 353 may apply the
tags automatically by analyzing the metadata collected by
the metadata collection engine 351 before and/or after
insertion into the metadata store 352, and applying one or
more classification rules automatically derived by the clas-
sifier 353. It should be noted that data included 1n certain
components of metadata contain meaningful nformation
that 1s mdicative of important facets of the contents corre-
sponding to the metadata, and which can be extracted and
analyzed without extracting information from the contents
itselt (e.g., files and objects). For example, file system path
information, file name, object bucket/container information,
object name, owner iformation, event information, or the
like 1included 1n the metadata may include imnformation about
important facets of the contents corresponding to the meta-
data and/or the metadata itself. A facet may comprise a
specific type of information about content to be determined
from metadata components and may include words, phrases,
or other data descriptors i1dentifying unique features of a
document/data/content/metadata/etc. For instance, a facet
may comprise a characteristic of metadata or content type
determined by text analytics (e.g., sensitive, privileged, or
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the like). Other examples of such facets may include,
without limitation, organization names, content type, loca-
tion, user information, or the like. Facets may be words,
phrases, or other data extracted directly from the metadata
(e.g., owner name, entity name, document type, etc.) and/or
words, phrases, or other descriptors derived based on 1nfor-
mation 1ncluded 1n the metadata.

In an embodiment, the classifier 353 may include a data
miner 356 (e.g., text miner, image miner, audio miner, video
miner, and/or the like) to apply data analytics to the com-
ponents of the metadata to determine facets associated with
the content corresponding to the metadata. Data analytics
provides technmiques to convert textual, audio, video or
speech data into structured data by extracting information
¢.g., person names, addresses, etc. and classifying content
into categories based on the data and content (i.e., facets).

The data miner 356 may comply with the Unstructured
Information Management Architecture (UIMA), and 1nclude
such annotators as a language identification annotator to
identify the language of metadata; a linguistic analysis
annotator to apply linguistic analysis to the metadata; a
dictionary lookup annotator to match words and synonyms
from a dictionary with words in the content of the metadata
and to associate keywords with user-defined facets; a named
entity recognition annotator to extract person names, loca-
tions, and company names; or the like. It should be under-
stood that any text analytic technologies similar to UIMA
may be employed to accomplish the techniques described
herein. For example, other off-the-shelf analytics applica-

tions or custom software and/or hardware may be used

instead of, or 1n addition to, UIMA.

As 1s known to those skilled in the art, UIMA developed
by IBM Corporation (Armonk, N.Y.) 1s an open platiorm for
creating, integrating and deploying unstructured information
management solutions from combinations of semantic
analysis and search components to discover patterns. It
allows easy authoring of annotators, such as the expression
of the format of telephone numbers, or dates, or meeting
rooms. Then, given a set of text documents, the UIMA tool
applies the various annotators authored, thereby automati-
cally annotating segments of text by diflerent annotations as
authored. IBM product platforms that expose the UIMA
interfaces include the OmniFind Enterprise Edition and
Analytics Edition. The former features UIMA for building
tull-text and semantic search indexes, and the latter deploys
UIMA for information extraction and text analysis. The
annotators may be driven off of entity spotting, using
Information Extraction (IE) techniques, and/or using natural
language mining (NLM) techniques.

For example, 1n certain embodiments, the classifier 353
may pre-determine categories such as “sensitive”, “enter-
prise”, “medical content”, or the like. Further, each category
may be associated with a particular annotator 1n the data
miner 356. An annotator can be any combination of diction-
aries, parsing rules, character rules, language 1dentification,
semantic analysis, and the like. For example, a “Medical
Content” category may include dictionaries for topics such
as surgery, patient, physician, medicine, medical, and the
like. In certain embodiments, custom dictionaries may also
be leveraged to classily data. For example, a custom dic-
tionary that contains terms found in the code development
environment may be used and may include terms such as
ISO, src, software development project names, acronyms
associated with development environments (e.g., PMR,
etc.). Annotators may also be defined that derive relation-

ships 1n between terms as well.
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It should be noted that dictionary entries may be in the
form of a noun, verb, list of causes, and a causation time
frame. The dictionary may also contain other data such as
parts of speech (e.g., adjectives, adverbs, etc.), phrases, eftc.
The dictionary may also contain more complex grammar-
like constructs. For example, the dictionary may contain
noun alternatives and plurals, verb conjugations, and con-
junctions or other Boolean terms (e.g., not, or, and, and
exclusive-or). The dictionary may be 1n any format (e.g.,
plain text, relational database tables, nested XML code,
etc.). Any number of dictionaries may be used for analysis.
Hence, the system enables the use of dictionary based
annotators, entity based annotators or extraction (e.g., orga-
nizations, people, location, etc.), in addition to the ability to
create custom annotators based on linguistic nuances and
terms ol specific industries as part of the classification
pProcess.

In certain embodiments, the facets extracted may be used
to tag the metadata and/or 1dentily a different tag, which may
be used for retrieval of content corresponding to the data.
Alternatively and/or additionally, facets may be added to a
metadata entry 1n the metadata store 352 before and/or after
insertion mto the metadata store 352.

In one or more embodiments, the classifier 353 may also
include a rules engine 357 configured to analyze the facets
extracted by the text miner 356 to classily the content
corresponding to the metadata, and apply custom tags to the
metadata (discussed below). Specifically, a tag may be
added based on one or more characteristics of the extracted
facets. For example, in the above dictionary examples for
code development environment, 1f International Organiza-
tion for Standardization (ISO) and problem management
report (PMR) words are present (extracted facets), the rules
engine 357 may tag the metadata with “sensitive” tag
indicating that the corresponding content includes sensitive
data. Stmilarly, 1f the extracted facets include person names
that are associated with an entity, the rules engine 357 may
tag the metadata with “entity name” tag indicating that the
corresponding content 1s associated with the entity. As such,
the classifier 353 may add ‘tags’ to entries in the metadata
store 352 for identifying various matched concepts (based
on facet analysis) and/or to map the entries to standardized
resources. In another example, 1f the extracted facets include
medical mnformation and a patient name, the rules engine
357 may apply tags such as confidential, personal informa-
tion, etc.

The rules engine 357 may utilize a process of recognizing,
the relationships, predicates, or dependencies ol components
of the metadata and/or facets, and thereby extract new,
hidden, indirect, or detailed structural information to classify
the extracted metadata and apply a tag. For example, the
rules engine 357 may include an NLP component that
evaluates the extracted facets and may determine whether
the facets include a term from a given dictionary i rela-
tionship (e.g., immediately followed by) with a term from a
related dictionary. If the metadata component satisfies that
parsing rule, then the NLP component determines a likeli-
hood that content 1s about the subject matter based on
correlations. If the likelihood exceeds a threshold, the NLP
component applies a tag to the event metadata that is
indicative of a property of the subject matter. For example,
if the metadata includes a file system path that belongs to an
entity recognized as a law firm, and the file name 1ncludes
“non-iniringement opinion’; the classifier may extract facets
such as legal document, opinion, client information, etc.;
and the rules engine may analyze the facets and their
relationships to 1dentity tags such as confidential, attorney
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client privileged, work product, legal opinion, or the like. In
certain embodiments, the facets may also be used as tags.

While the above disclosure describes using text miners to
extract facets from the metadata, other methods such as deep
semantic relationship detection and analysis. machine learn-
ing, or the like are within the scope of this disclosure.

While the above disclosure describes adding tags to the
metadata by analyzing the contents of the metadata itself, the
disclosure 1s not so limiting. In certain embodiments, the
system may also analyze specific contents of the data storage
systems 320a, 3206 . . . 320n to extract facets of the
contents, and use the facets to add one or more tags to the
metadata corresponding to the content 1n the metadata store
352. In an embodiment, the metadata management system
302 may include a facet extraction engine 358 configured to
analyze content stored in the data storage systems 320a,
32006 . .. 320% to extract facets. Facets may include various
dimensions of the content such as, without limitation, users,
keywords, time stamps, entity names, document type, or the
like. In some embodiments, the extracted facets may be
utilized as tags in the in the metadata store 352. Alternatively
and/or additionally, the rules engine 357 may use the
extracted facets to 1dentify one or more tags to be added to
the metadata (as described above).

In certain embodiments, the facet extraction engine 3358
may extract facets by analyzing the contents of files, objects,
etc. stored in the data storage systems 320a, 32056 . . . 320x%.
Alternatively and/or additionally, the facet extraction engine
358 may extract facets from, for example, metadata associ-
ated with the files, objects, file systems, object containers,
storage devices, data storage systems, or the like, that resides
in the data storage systems 320aq, 3206 . . . 320n, For
example, the facet extraction engine 358 may extract facets
from file headers, object names, etc. that may include
metadata (e.g., size, date of creation, date of modification,
author, entity, storage location, etc.) about the file or object
and 1ts contents. For example, most image file headers store
information about image format, size, resolution and color
space, and optionally authoring information such as who
made the 1image, when and where 1t was made, what camera
model and photographic settings were used (Exif), and so
on. Such metadata may be used by the facet extraction
engine 358 to extract facets of the contents of the file or
object 1tsell.

In certain embodiments, the contents of the data storage
systems 320a, 3206 . . . 320» that may be analyzed for
extracting content facets 1n response to a data operation to be
performed on the contents of a data storage system. For
example, 11 the mnformation system 300 receives a request to
perform a data operation on certain data sets stored in one or
more of the data storage systems 320a, 3205 . . . 320, the
system may analyze those data sets to extract content facets
corresponding to the data sets before performing the data
operation. For example, 1f a user requests that sensitive
content included 1n a storage subsystem of data storage
system 320aq must be encrypted, the facet extraction engine
358 may analyze content of that storage subsystem, without
limitation, entity information, user information, keywords,
or the like that indicate that the content 1s sensitive. Other
data operation requests may include, without limitation,
backup, archive, deduplication, or the like.

In one or more embodiments, the facet extraction engine
358 may perform facet extraction using supervised learning,
unsupervised learning and/or deep nspection methods (in-
cluding, for example, the data mining methods described
above). For example, the facet extraction engine 358 may
utilize the supervised and/or unsupervised learning methods
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for named entity extraction and/or classification. Named
entity recognition and classification are important aspects of
information extraction to identily information units such as
people, organizations, location names, and numeric expres-
sions for time, money and numbers from unstructured text.
Typically, information units or numeric expressions are first
extracted out as named entities from the unstructured text
(1.e., named entity recognition), followed by learning a
function from an entity to 1ts type, which 1s selected from
predefined categories such as: People, Organizations, Loca-
tions, Products, Genes, Compounds, and Technologies, etc.
(1.e., named entity classification). There are several kinds of
learning methods depending on the availability of training
examples. Supervised learning methods infer rules from
positive and negative examples of named entities over a
large collection of annotated documents for each entity type.
Supervised learning requires a large annotated corpus and
thus 1s 1impractical where manually generated labels are not
available or are diflicult to generate. Unsupervised learning
methods apply clustering technology to automatically gather
entities from clusters.

For example, a machine learming system 338 may be IBM
Watson™ system that 1s an application of advanced natural
language processing, information retrieval, knowledge rep-
resentation and reasoning, and machine learning technolo-
gies to the field of open domain question answering. The
IBM Watson™ system 1s built on IBM’s DeepQA™ tech-
nology used for hypothesis generation, massive evidence
gathering, analysis, and scoring. DeepQA™ takes an 1nput
question, analyzes it, decomposes the question into constitu-
ent parts, generates one or more hypothesis based on the
decomposed question and results of a primary search of
answer sources, performs hypothesis and evidence scoring
based on a retrieval of evidence from evidence sources,
performs synthesis of the one or more hypothesis, and based
on traimned models, performs a final merging and ranking to
output an answer to the input question along with a confi-
dence measure.

Retferring back to FIG. 3, in certain embodiments, the
information management system 302 may also include and/
or may be in communication with a security module 360
configured to i1dentity the sensitivity level of data stored 1n
the data storage systems 320q, 32056 . . . 320% and perform
the appropriate data protection actions based on the identi-
fied sensitivity level.

In an embodiment, the security module 360 may automate
the 1dentification of confidential, or sensitive, data in a data
storage system and further automate performance of certain
actions based on the i1dentified sensitivity level. At its core,
the approach describes a process with the components of a
knowledge base (a “Corpora”™) that 1s mngested from diflerent
structured or unstructured information available about the
data storage system. Moreover, the corpora (or corpus) has
itself been “ingested” by a set of pre-processing steps that
use NLP to analyze the content and transform 1t in a format
adapted to the DeepQA Analysis engines. An artificial
intelligence (Al) engine, such as the IBM Watson system,
that analyzes the data in light of the knowledge base to
identily the sensitivity level of the data. Further, based on
the sensitivity level identified, the approach performs an
appropriate action.

FIG. 4 1s a block diagram illustrating the various com-
ponents of an example security module 360. In an embodi-
ment, the security module may include a knowledge base
402, a policies engine 404, an inference engine 406, a data
handling agent 408, and an alert miner 410.
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The knowledge base 402 (also known as a “Corpora™)
may 1include both internal and externally available data
sources. Examples of such data source may include, without
limitation, confidentiality policies data store, confidential
documents data store, code names data store, trade secrets
data store, personal 1dentifiable information (PII) data store,
financial information data store, personal imnformation data
store, medical data store, pattern matching data store (e.g.,
formats for dates, social security numbers, bank account
numbers, or the like). Such data stores may be configurable
and may be selected by an organization or enterprise based
on 1ts missions, policies, use-cases, etc. For example, a
hospital may define and/or configure data stores relating to
PII, medical information, financial information, personal
information, code names, confidentiality policies, or the like.

In certain embodiments, the policies engine 404 may store
one or more rules for performing various security actions
and/or preferred methods for performing the security actions
on content or data depending upon its sensitivity level.
Examples of such security actions and/or preferred methods
for performing the security actions may include, without
limitation, encryption; redaction ol information; backup:;
archiving; duplication; application of access controls; appli-
cation of dissemination controls; inclusion and exclusion of
partitions, folders, files, file extensions or other divisions of
information; specilying encryption protocols and/or levels
for encryption; applying and configuring operating system
protection rules; applying and configuring user authentica-
tion and access recovery mechanisms; applying and config-
uring device usage controls; auditing of system or user
behavior; applying and configuring firewall rules; applying
and configuring rules regarding anti-virus, anti-spam and
anti-spyware; and applying and configuring rules regarding
the provisioming, management and integration with third
party applications such as email and synchronization tools;
or the like.

The policies engine 404 may automatically define the
sensitivity levels and their corresponding security actions
based on, for example, business needs, types of sensitive
information encountered, potential uses and/or misuses of
the sensitive information, available computing resources, or
the like. Alternatively, a user (e.g., an enterprise adminis-
trator) may provide the different rules for associating the
sensitivity levels and the security actions.

In an embodiment, the inference engine 406 may receive
data (metadata tags and/or facets) from the metadata store
352 and/or metadata collection system 351 before 1nsertion
into the metadata store 352. The inference engine 406 may
process the recerved data to 1dentity the sensitivity level of
content from which the facets and/or metadata tags were
derived. The inference engine 406 may be an artificial
intelligence (Al) engine capable of processing natural lan-
guage inputs such as, without limitation, the IBM Watson
system. When the data 1s receirved at the inference engine
406, the inference engine 406 automatically utilizes an
artificial intelligence (Al) engine (e.g. IBM Watson, etc.) to
perform advanced language processing on unstructured
information using, for example but not limited to, the
UIMA, using pre-existing knowledge base 400, resulting in
an 1dentification of sensitivity level that corresponds to the
content.

The inference engine 406 may automatically define the
sensitivity levels and their correlation with different facets
and/or metadata tags (e.g., UIMA) based on, for example,
business needs, types of sensitive information encountered,
potential uses and/or misuses of the sensitive information,
available computing resources, or the like. Alternatively
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and/or additionally, a user may define the sensitivity levels
and their correlation with different facets and/or metadata
tags. For example, a rule may associate a particular sensi-
tivity level for content that includes PII. In the above
example, the rules may specity different sensitivity levels for
different types of PII included in the content and the corre-
sponding security actions. For example, a lower sensitivity
level may be associated with content 11 1t includes names and
date of births but not social security number(s). However, 1
a social security number(s) (SSN) 1s included 1n content, a
higher sensitivity level may be assigned to the content.

The data handling agent 408 may then perform a security
action on the content based on the identified sensitivity level
and the rules associated with the identified sensitivity level
(from the policies engine 404). For example, considering the
above PII examples, a rule may associate a sensitivity level
for content that includes PII, and provide a security action
such as a redaction security action to redact all PII before
dissemination of the content. The rule may also specily one
or more users or designations (e.g., HR) who may have
access to content based on the sensitivity level (e.g., a first
group of users may access the content aiter the redaction
action security action 1s performed, a second group of users
may access the content including PII without redaction
action), As such, a security action may be performed to
associate the appropriate access levels with the content. In
the above example, the rules may specily different sensitiv-
ity levels for different types of PII included 1n the content
and the corresponding security actions. For example, a lower
sensitivity level may be associated with content 11 1t includes
names and date of births but not social security number(s),
and the associated security action may specily that only
redaction action should be performed. However, 11 a social
security number(s) (SSN) 1s included 1n content, a higher
sensitivity level may be assigned to the content and an
associated security action may include encryption with
distribution of keys only to certain users. Alternatively,
security actions may specily different types of encryption
based on the sensitivity level. For example, the level of
encryption may be increased for more sensitive data com-
pared to less sensitive data (e.g., a more secure algorithm/
key-strength).

It will be understood to those skilled 1n the art that while
this disclosure describes 1dentification of a sensitivity level
before associating a security action to be performed for the
content, the principles disclosed herein may be used to
directly associate various facets and/or metadata tags with
security actions to be performed (without first identiiying
the sensitivity level). For example, 1f the facets include PII,
then certain security actions may be performed relating to
PII (and/or based on the type of PII) without first defining a
sensitivity level. In another example, 1f facets and/or meta-
data tags associated with a content include the words “trans-
action”, “MasterCard”, and credit card number format, an
appropriate security action may be performed relating to
financial data.

The security module 360 may 1dentify the sensitivity level
betore and/or after insertion of the metadata 1n the metadata
store. For example, the secuirty module 360 may analyze the
metadata, the extracted facets and/or the tags to identily the
sensitivity level upon receipt of metadata by the metadata
collection system 351 before it 15 inserted into the metadata
store 352, and add the sensitivity level and/or security action
information to the entry corresponding collected metadata 1in
the metadata store 352.

In certain embodiments, the security module 360 may
perform the security action automatically after extraction of
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the facets, upon tagging of the metadata and/or upon 1den-
tification of a security level associated with the data (for
example, when a user mstruction 1s received to perform an
intelligent protection of data in one or more data storage
systems). The user instruction may include a query relating
to tags and/or facets to 1dentity the data to be protected by
automatically identifying the appropriate security action.
Alternatively, the user 1nstruction may be a general 1nstruc-
tion to intelligently protect all data residing 1n one or more
data storage systems.

Additionally and/or alternatively, the security module 360
may perform the security action upon receipt of user instruc-
tions that may include, for example, instructions to perform
a security action by defining a query relating to tags, facets
and/or security level (e.g., encrypt data that includes per-
sonal information), or the like. If such a user instruction 1s
received, the security module 360 does not need to scan all
the data residing on the data storage systems to determine
which data satisfies the user’s query. Rather, the system may
analyze the metadata stored in the metadata store, the facets,
the tags, and/or the security levels to 1dentily which data in
the data storage systems satisfies the user’s query. The user
may also provide the security action to be performed once
the data 1s i1dentified. The security module 360 may then
perform the requested security action on the i1dentified data.

In one or more embodiments, the security module 360
may also include an alert miner 510 configured to extract
indications of any new security breaches corresponding to
one or more security actions performed by the security
module 360 on the content residing on the data storage
systems 320a, 3205 . . . 320 from one or more data sources
(e.g., from text, images, video, audio, or the like). Examples
of data sources may include new feeds, blogs, emails, social
networking sites, or the like. For example, the alert miner
410 may subscribe to data mining systems such as the IBM
Watson™ system (DISCOVERY NEWS) for receiving real-
time alerts relating to any new soltware bugs, malware
attacks, viruses, firewall breaches, or other types of data
security breaches. In response to receiving an alert, the
security module 360 may analyze if any content in the data
storage systems 320a, 32056 . . . 3202 may be aflected (for
example, by analyzing the security actions performed on
data), and may then perform an appropriate remedial action.
For example, 11 some content on the data storage systems
320a, 3206 . . . 3202 1s encrypted using an encryption
technology that 1s subject to a malware attack, the security
module 360 may update the encryption of the content to
prevent any security breaches. Similarly, if the security
module 360 receives an alert that content relating to an
enterprise whose data 1s stored on the data storage systems
320a, 3206 . . . 320n has been compromised, the security
module 360 may take appropriate action to install a firewall
such that other content 1s not compromised, encrypt the
enterprise’s content, update 1ts encryption (e.g., change
encryption keys), and/or the like.

Referring now to FIG. 5, an exemplary flowchart in
accordance with various embodiments illustrating and
describing a method of intelligent encryption of data is
described. While the method 500 1s described for the sake of
convenience and not with an mtent of limiting the disclosure
as comprising a series and/or a number of steps, 1t 1s to be
understood that the process does not need to be performed
as a series of steps and/or the steps do not need to be
performed 1n the order shown and described with respect to
FIG. § but the process may be integrated and/or one or more
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steps may be performed together, simultaneously, or the
steps may be performed in the order disclosed or in an
alternate order.

At step 502, the metadata management system may col-
lect metadata from one or more data storage systems. The
metadata may include system metadata, scan metadata,
and/or event metadata. As discussed above, the metadata
management system may collect the event metadata (1.e.,
metadata corresponding a data operation executed on a data
storage system) upon occurrence of every new event and/or
periodically. The metadata management system may collect
the event metadata by configuring the data storage systems
to send event metadata to the metadata collection system of
the metadata management system and/or by monitoring
various data operations executed on the data storage systems
or the network. The metadata management system may
collect the scan metadata by periodically scanming the
content of the data storage systems.

At step 504, the metadata management system may ana-
lyze the metadata to i1dentily various metadata tags to be
applied to the metadata. In one or more embodiments, the
metadata management system may 1dentily the tags based
on user defined policies that include a collection of classi-
fication rules and corresponding metadata tags for classifi-
cation of metadata. As discussed above the user may provide
the policies via a user interface such as a REST-API. The
metadata management system may analyze the metadata
(e.g., event metadata) using the user defined policies to
identify various tags to be applied to the metadata. For
example, a policy may include the following classification
rule and the corresponding tag imnformation:

owner:bob AND tagl:U* AND s1ze:[5000 TO 5000]
“tag 1”: “myFirstTag”,

“tag2”: 25

The metadata management system may then analyze the
received metadata for “owner:bob AND tagl:U* AND size:
[5000 TO 5000]”, and if a match 1s found, may apply a tagl
as “myFirstTag” and a tag 2 as “25” to the metadata. In an
embodiment, the tag may provide information about the
content corresponding to the metadata.

In one or more embodiments, the policies for applying the
metadata tags may correspond to specific business needs,
security levels of associated content (based on, for example,
author, imncluded information, file system, or the like), or the
like. For example, 11 the owner 1s a physician, the tags may
include information corresponding to access levels of the
physician’s patient files.

In certain embodiments, the metadata management sys-
tem may {irst extract facets from the collected metadata and
then use the extracted facets to classily the metadata and
apply metadata tags. For example, 11 the facets include a
medical practitioner’s name and test reports extracted from
the metadata of a documents (e.g., from owner information
and the file name information), the metadata management
system may 1dentily the corresponding document to include
patient information, and may apply tags such as confidential,
privileged, patient personal information (PII), medical, or
the like. Additionally and/or alternatively, the facets them-
selves may be used as tags—Ior example, the medical
practitioner’s name may be used as a tag to i1dentify all
documents that the medical practitioner has created/modi-
fied.

In certain embodiments, for extracting facets, the meta-
data management system may create annotators (dictionary
based, enftity based, custom, or the like) for classifying
metadata stored in the metadata management system. As
discussed above, the annotators may be created based on the
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classification requirements. For example, 1t classification 1s
to be performed to differentiate content associated with
different entities or authors, an annotator may be created that
identifies the occurrence of various entity/author names 1n
the metadata. The system may then extract certain compo-
nents of the collected metadata. Examples of the extracted
components may include, without limitation, file name, file
system path, owner information, object name, object bucket/
container information, file size, modification history, or any
other components that may provide information indicative
of content corresponding to the metadata. The metadata
management system may then extract facets from the
extracted components of the metadata by passing the com-
ponents through a classifier (e.g., UIMA), as discussed
above.

In certain embodiments, the system may analyze the
received event metadata and/or scan metadata in first-in,
first-out manner. However, other orders for analyzing the
data are within the scope of this disclosure.

The metadata management system may also directly
extract facets from the data residing on the data storage
systems (by, for example, using information included in file
headers). For example, as discussed above, the system may
perform supervised learning, unsupervised learning and/or
deep 1nspection methods to extract facets from the candidate
data. Optionally, facet extraction from the data residing on
the data storage systems itself may be performed only for
data on candidate data of step 506.

At step 506, the metadata management system may 1install
the metadata 1n a database with the identified metadata tag
and/or extracted facets (e.g., as mndexes) in an appropriate
format. For example, 1f the database 1s in the form of a
key-value pair noSQL database, the system may sort and
save the metadata 1n the form of various key-value pairs as
described above. Furthermore, the tag(s) and/or facet(s) may
also be applied as key-value pair(s).

At step 508, the metadata management system may 1den-
tify a candidate data set on which an appropriate security
action should be performed, where the candidate data set
resides on a data storage system. In certain embodiments,
the metadata management system may 1dentify the candidate
data set based on a query received from a user (e.g., based
on queries defined by a user such as protect all data tagged
as confidential, protect all data that include facets such as
financial information, or personal mnformation, etc.). In yet
another embodiment, the metadata management system may
automatically identify the candidate data based on the meta-
data tags and/or facets 1n 504. For example, if the extracted
facets include PII, the metadata management system may
automatically determine that a security action may need to
be performed.

The metadata management system may automatically
identify the candidate data 1n response to a user instruction,
periodically, etc. Additionally and/or alternatively, the meta-
data management system may 1dentify the candidate data set
automatically 1n response to new metadata being received by
the metadata management system (e.g., event metadata,
when one or more events being executed; scan metadata 1
a scan 1s performed, etc.). For example, 1n response to a data
operation event (e.g., copy, create, delete, open, close, read,
write, backup, etc.) on a data set, the metadata management
system may 1dentily that data set as the candidate data set 1f
it satisfies one or more rules for a security action. As such,
the security action may be performed based on live events or
scans and 1n a real-time manner. In certain embodiments, the
metadata management system may analyze all events being,
executed on data residing on the data storage system to
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determine 1f a security action should be performed. For
example, 11 a copy operation 1s performed on a data set, the
metadata management system may 1dentily it as the candi-
date data set if the destination location corresponding to a
copy operation does not have appropriate security protec-
tions. As such, a security action (e.g., encryption, backup,
etc.) will need to be performed to prevent loss of data. The
security action may be 1dentified based on the candidate data
set, destination location properties, etc., as discussed below.
Similarly, if new data 1s written on a data storage system, the
metadata management system may determine whether a
security action should be performed on the data and the rules
associated with 1t.

At 510, the metadata management system identifies an
appropriate security action. The metadata management sys-
tem 1dentifies the appropriate security action based on,
without limitation, the metadata tags, the facets extracted
from metadata, and/or the facets extracted from the candi-
date data, and using one or more rules to 1dentify a corre-
sponding security action, as discussed above. In certain
embodiments, the metadata management system may {first
identily a sensitivity level of the data based on, without
limitation, the metadata tags, the facets extracted from
metadata, and/or the facets extracted from the candidate
data, and then i1dentily the appropriate security action based
on the sensitivity level.

In one or more embodiments, the security action may
include an encryption action, and the sensitivity level (or the
metadata tags, the facets extracted from metadata, and/or the
facets) may be used to i1dentify the appropriate encryption
methods, levels, protocols, strength, access levels, or the
like, for the candidate data. For example, if the extracted
facets include financial information such as credit card
numbers, the encryption required may be robust and may
identily employees who may have access to the encrypted
data (e.g., via sharing of encryption keys). On the other
hand, if the extracted facets include personnel information
such as full names and date of births, the encryption proto-
cols may not be as robust, and a diflerent set of people may
be provided access to the data (e.g., human resources of the
appropriate enterprise). Sitmilarly, if the content includes, for
example, on-demand videos, and the extracted facets pro-
vide the broadcasting channel name, the encryption methods
may use encryption methods and access control lists corre-
sponding to the broadcasting channel.

In certain embodiments, additional security level meta-
data tags may be added to the metadata stored in the
metadata management system, and may provide a sensitivity
level associated with content corresponding to the metadata.
For example, 11 the extracted facets include PII, a corre-
sponding sensitivity level may be i1dentified using the secu-
rity level metadata tag.

In one or more embodiment, the metadata management
system may execute the identified security action on the
identified data set (512).

At 514, the metadata management system may monitor
real-time data to identily real-time threats to security pro-
tocols such as breaches 1n encryption protocols, breaches in
firewalls, malware attacks, solftware bugs, brute force
attacks, viruses, or the like. If the metadata management
system 1dentifies any threat to a security protocol that has
been used to perform a security action on data residing on
the data storage systems, the metadata management system
may perform an appropriate remedial action (516).

While the 1llustrative embodiments described above are
preferably implemented in hardware, such as in units and
circuitry of a processor, various aspects of the illustrative
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embodiments may be implemented 1n software as well. For
example, 1t will be understood that each block of the
flowchart illustrations 1n FIG. 6, and combinations of blocks
in the flowchart illustration, can be 1mplemented by com-
puter program 1nstructions. These computer program
instructions may be provided to a processor or other pro-
grammable data processing apparatus to produce a machine,
such that the instructions which execute on the processor or
other programmable data processing apparatus create means
for implementing the functions specified 1n the tlowchart
block or blocks. These computer program instructions may
also be stored 1n a computer-readable memory or storage
medium that can direct a processor or other programmable
data processing apparatus to function 1n a particular manner,
such that the instructions stored in the computer-readable
memory or storage medium produce an article of manufac-
ture including mstruction means which implement the func-
tions specified in the flowchart block or blocks.
Accordingly, blocks of the flowchart 1llustration support
combinations of means for performing the specified func-
tions, combinations of steps for performing the specified
functions, and program instruction means for performing the
specified functions. It will also be understood that each
block of the flowchart illustration, and combinations of
blocks 1n the tlowchart 1llustration, can be implemented by
special purpose hardware-based computer systems which
perform the specified functions or steps, or by combinations
ol special purpose hardware and computer instructions.
One or more embodiments of the present disclosure may
be a system, a method, and/or a computer program product.
The computer program product may include a computer
readable storage medium (or media) having computer read-
able program instructions thereon for causing a processor to

carry out aspects of the present disclosure.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but 1s not limited to, an
clectronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium 1ncludes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
1s not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program instructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
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computers and/or edge servers. A network adapter card or
network interface 1 each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage i a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations ol the present disclosure may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine 1nstructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, or
either source code or object code written 1n any combination
of one or more programming languages, including an object
oriented programming language such as Smalltalk, C++ or
the like, and conventional procedural programming lan-
guages, such as the “C” programming language or similar
programming languages. The computer readable program
istructions may execute entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a
remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be
connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
an Internet Service Provider). In some embodiments, elec-
tronic circuitry including, for example, programmable logic
circuitry, field-programmable gate arrays (FPGA), or pro-
grammable logic arrays (PLLA) may execute the computer
readable program 1nstructions by utilizing state information
of the computer readable program instructions to personalize
the electronic circuitry, 1n order to perform aspects of the
present disclosure.

Aspects of the present disclosure are described herein
with reference to flowchart illustrations and/or block dia-
grams ol methods, apparatus (systems), and computer pro-
gram products according to embodiments of the disclosure.
It will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of
blocks in the flowchart illustrations and/or block diagrams,
can be implemented by computer readable program instruc-
tions.

These computer readable program instructions may be
provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function 1n a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified 1n the flowchart and/or block diagram block or
blocks.

The computer readable program instructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series ol operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer 1mple-
mented process, such that the instructions which execute on
the computer, other programmable apparatus, or other
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device implement the functions/acts specified i the flow-
chart and/or block diagram block or blocks.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present disclosure. In this regard, each block 1n the flowchart
or block diagrams may represent a module, segment, or
portion ol instructions, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted 1n the block may occur out of the order noted
in the figures. For example, two blocks shown 1n succession
may be executed substantially concurrently, or the blocks
may sometimes be executed 1n the reverse order, depending
upon the functionality mvolved. It will also be noted that
cach block of the block diagrams and/or flowchart 1llustra-
tion, and combinations of blocks 1n the block diagrams
and/or tlowchart i1llustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts or carry out combinations of special
purpose hardware and computer instructions.

Moreover, a system according to various embodiments
may include a processor and logic integrated with and/or
executable by the processor, the logic being configured to
perform one or more of the process steps recited herein. By
integrated with, what 1s meant 1s that the processor has logic
embedded therewith as hardware logic, such as an applica-
tion specific integrated circuit (ASIC), a field programmable
gate array (FPGA), etc. By executable by the processor,
what 1s meant 1s that the logic 1s hardware logic; software
logic such as firmware, part of an operating system, part of
an application program; etc., or some combination of hard-
ware and soltware logic that 1s accessible by the processor
and configured to cause the processor to perform some
functionality upon execution by the processor. Software
logic may be stored on local and/or remote memory of any
memory type, as known in the art. Any processor known in
the art may be used, such as a software processor module
and/or a hardware processor such as an ASIC, a FPGA, a
central processing unit (CPU), an integrated circuit (IC), a
graphics processing unit (GPU), efc.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements 1n the
claims below are intended to include any structure, material,
or act for performing the function 1n combination with other
claimed elements as specifically claimed. The description of
the embodiments of the present disclosure has been pre-
sented for purposes of illustration and description, but 1s not
intended to be exhaustive or limited to the embodiments 1n
the form disclosed. Many modifications and variations will
be apparent to those of ordinary skill in the art without
departing from the scope and spirit of the disclosure. The
embodiments and examples were chosen and described 1n
order to best explain the principles of the disclosure and the
practical application, and to enable others of ordinary skaill
in the art to understand the disclosure for various embodi-
ments with various modifications as are suited to the par-
ticular use contemplated.

The programs described herein are identified based upon
the application for which they are implemented 1n a specific
embodiment of the disclosure. However, it should be appre-
ciated that any particular program nomenclature herein 1s
used merely for convenience, and thus the disclosure should
not be lmmited to use solely in any specific application
identified and/or implied by such nomenclature.
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It will be clear that the various features of the foregoing
systems and/or methodologies may be combined 1n any way,
creating a plurality of combinations from the descriptions
presented above.
It will be further appreciated that embodiments of the
present disclosure may be provided in the form of a service
deployed on behallf of a customer to ofler service on
demand.
The descriptions of the various embodiments of the
present disclosure have been presented for purposes of
illustration, but are not intended to be exhaustive or limited
to the embodiments disclosed. Many modifications and
variations will be apparent to those of ordinary skill in the
art without departing from the scope and spirit of the
described embodiments. The terminology used herein was
chosen to best explain the principles of the embodiments, the
practical application or technical improvement over tech-
nologies found 1n the marketplace, or to enable others of
ordinary skill in the art to understand the embodiments
disclosed herein.
What 1s claimed 1s:
1. A method of performing a security action on electronic
data residing on an electronic data storage system to prevent
subsequent unauthorized access comprising:
maintaining an external metadata management system
remote, separate, and independent from and 1n com-
munication with a plurality of electronic data storage
systems, wherein each electronic data storage system
stores electronic data and comprises one or more pro-
cessors having circuitry and logic for performing cal-
culations and logic operations and wherein the external
metadata management system comprises one or more
metadata processors having circuitry and logic for
performing calculations and logic operations;

operating the external metadata management system by
the one or more metadata processors, wherein operat-
ing the external metadata management system com-
prises storing metadata on the external metadata man-
agement system that corresponds to the electronic data
residing on the plurality of data storage systems;

identitying, by the external metadata management system
using information included in the external metadata
management system, a candidate data set residing on at
least one of the plurality of data storage systems on
which at least one security action should be performed,
wherein the at least one of the plurality of data storage
systems 1s remote, separate and independent from the
external metadata management system and the at least
one security action comprises at least one of a group
consisting of: encryption; redaction; application of
access controls; application of dissemination controls;
inclusion and/or exclusion of partitions, folders, files,
file extensions or other divisions of information; speci-
fying encryption protocols and/or levels for encryption;
applying and/or configuring operating system protec-
tion rules; applying and/or configuring user authenti-
cation mechanisms; applying and/or configuring device
usage controls; auditing of system and/or user behav-
1or; applying and/or configuring firewall rules; apply-
ing and/or configuring rules regarding anti-virus, anti-
spam, and/or anti-spyware; applying and/or
configuring rules regarding provisioning, management,
and/or integration of third-party applications; and com-
binations thereot;

in response to identifying the candidate data set residing

on the at least one of the plurality of data storage
systems on which at least one security action should be
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performed, 1dentifying by the external metadata man-
agement system the at least one security action that
should be performed on the i1dentified candidate data
set; and

implementing, 1n response to identifying the at least one

security action, the at least one identified security
action on the identified candidate data set residing on
the at least one of the plurality of data storage systems
to prevent subsequent unauthorized access to the i1den-
tified candidate data set residing on the at least one of
the plurality of data storage systems.

2. The method of claim 1, wherein the at least one security
action comprises encryption of the candidate data set.

3. The method of claim 1, wherein 1dentifying the at least
one security action comprises:

extracting one or more facets of the candidate data set

stored with the metadata in the external metadata
management system; and

using the one or more facets to 1dentify the at least one

security action.

4. The method of claim 3, wherein the extracted one or
more facets are identified by performing data analytics on
the candidate data set.

5. The method of claim 3, wherein the extracted one or
more facets are 1dentified by performing data analytics on at
least one component of metadata corresponding to the
candidate data set.

6. The method of claim 1, wherein 1dentifying the at least
one security action comprises:

identifying one or more custom tags for metadata corre-

sponding to the candidate data set; and

using the one or more custom tags to 1dentity the at least

one security action.

7. The method of claim 1, wherein identifying the can-
didate data set residing on at least one of the plurality of data
storage systems on which at least one security action should
be performed comprises recerving a query irom a user that
includes one or more rules for selecting the candidate data
set using metadata stored in the external metadata manage-
ment system.

8. The method of claim 1, wherein 1dentifying the can-
didate data set residing on at least one of the plurality of data
storage systems on which at least one security action should
be performed comprises 1dentifying the candidate data set
based on metadata received in response to a data operation
cvent performed on the candidate data set.

9. The method of claim 1, further comprising;:

identifying a security level associated with the candidate

data set based on at least one of a group consisting of:
one or more facets extracted from the candidate data set
and stored with the metadata 1n the external metadata
management system, one or more facets extracted from
metadata associated with the candidate data set and
stored with the metadata in the external metadata
management system, one or more custom tags corre-
sponding to metadata associated with the candidate
data set, and combinations thereof; and

using the security level to 1dentify the at least one security

action.

10. The method of claim 1, further comprising;:

receiving a real-time alert comprising a threat to the at

least one security action; and

identifying at least one remedial action for countering the

threat.

11. A non-transitory computer readable medium compris-
ing programming instructions that when executed cause one
or more metadata processors to:
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maintain an external metadata management system
remote, separate, and independent from and 1n com-
munication with a plurality of data storage systems,
wherein each electronic data storage system stores
clectronic data and comprises one or more processors
having circuitry and logic for performing calculations
and logic operations and wherein the external metadata
management system comprises the one or more meta-
data processors where the one or more metadata pro-
cessors have circuitry and logic for performing calcu-
lations and logic operations;

store metadata on the external metadata management

system that corresponds to the electronic data residing,
on the plurality of data storage systems;
identity, by the external metadata management system
using information included in the external metadata
management system, a candidate data set residing on at
least one of the plurality of data storage systems on
which at least one security action should be performed.,
wherein the at least one of the plurality of data storage
systems 1s remote, separate, and independent of the
external metadata management system and the at least
one security action comprises at least one of a group
consisting of: encryption; redaction; application of
access controls; application of dissemination controls;
inclusion and/or exclusion of partitions, folders, files,
file extensions or other divisions of information; speci-
fying encryption protocols and/or levels for encryption;
applying and/or configuring operating system protec-
tion rules; applying and/or configuring user authenti-
cation mechanisms; applying and/or configuring device
usage controls; auditing of system and/or user behav-
1or; applying and/or configuring firewall rules; apply-
ing and/or configuring rules regarding anti-virus, anti-
spam, and/or anti-spyware; applying and/or
configuring rules regarding provisioning, management,
and/or integration of third-party applications; and com-
binations thereof;
in response to 1dentifying the candidate data set residing
on at least one of the plurality of data storage systems
on which at least one security action should be per-
formed, 1dentify by the external metadata management
system the at least one security action; and

implement, 1n response to identifying the at least one
security action, the at least one identified security
action on the identified candidate data set residing on
the at least one of the plurality of data storage systems
to prevent subsequent unauthorized access to the 1den-
tified candidate data set residing on the at least one of
the plurality of data storage systems.

12. The non-transitory computer readable medium of
claim 11, wherein the at least one security action comprises
encryption of the candidate data set.

13. The non-transitory computer readable medium of
claim 11, wherein causing the one or more metadata pro-
cessors to 1dentily the at least one security action comprises
causing the processor to:

extract one or more facets of the candidate data set stored

with the metadata 1n the external metadata management
system; and

use the one or more facets to i1dentily the at least one

security action.

14. The non-transitory computer readable medium of
claim 13, wherein the extracted one or more facets are
identified by performing data analytics on the candidate data
set.
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15. The non-transitory computer readable medium of
claim 13, wherein the extracted one or more facets are
identified by performing data analytics on at least one
component of metadata corresponding to the candidate data
set. d

16. The non-transitory computer readable medium of

claam 11, wherein causing the one or more metadata pro-
cessors to 1dentily the at least one security action comprises

causing the processor to:

identily one or more custom tags for metadata corre-

sponding to the candidate data set; and

use the one or more custom tags to 1dentify the at least one

security action.

17. The non-transitory computer readable medium of
claim 11, further comprising programming instruction that
when executed cause the one or more metadata processors
to:

identily a security level associated with the candidate data

set based on at least one of a group consisting of: one
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or more facets extracted from the candidate data set and
stored with the metadata in the external metadata
management system, one or more facets extracted from
metadata associated with the candidate data set and
stored with the metadata in the external metadata
management system, one or more custom tags corre-
sponding to metadata associated with the candidate
data set, and combinations thereof; and

use the security level to identify the at least one security

action.

18. The non-transitory computer readable medium of
claim 11, further comprising programming instruction that
when executed cause the one or more metadata processors
to:

receive a real-time alert comprising a threat to the at least

one security action; and

identily at least one remedial action for countering the

threat.
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