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SECURE CALL ENDPOINT PAIRING

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of and claims the benefit

under 35 U.S.C. § 120 to U.S. patent application Ser. No.
15/922.,4771, filed on Mar. 15, 2018, which 1s incorporated by

referenced herein 1n 1ts entirety.

FIELD

The present disclosure relates generally to the field of
enterprise telephony devices. More particularly, the present
disclosure relates to securing call endpoints that exchange
call audio with a headset over a wireless link.

BACKGROUND

This background section 1s provided for the purpose of
generally describing the context of the disclosure. Work of
the presently named 1nventor(s), to the extent the work 1s
described 1n this background section, as well as aspects of
the description that may not otherwise qualify as prior art at
the time of filing, are neither expressly nor impliedly admit-
ted as prior art against the present disclosure.

As companies embrace open oflice environments, there
are fewer physical barriers (e.g., doors, etc.) for preventing
unauthorized access to employee work areas, such as
cubicles and desks. As a result, 1t has become easier for
troublemakers to access user-assigned devices that are fixed
in the environment when the user to which such a device has
been assigned 1s away. Examples of such user-assigned
devices include desk-based telephones and computers. Fur-
ther, as these devices are more frequently configured to
include wireless point-to-point technologies, such as Blu-
ctooth technology, they become easier to access remotely,
without the knowledge of other users in close physical
proximity to the fixed device. Accordingly, such devices can
give rise to unique security concerns. This 1s especially true
in scenarios where the desk-based hardware includes tech-
nology that has simplified the pairing or linking process. For
example, Bluetooth devices may rely on an out-of-band
exchange of link key information, using, for example, near-
fiecld communications (NFC). As another example, with
applicability to DECT devices (inclusive of devices operat-
ing 1n accordance with Digital European Cordless Telecom-
munications or Unlicensed Personal Communications Ser-
vices (UPCS) bands, including Digital Enhanced Cordless
Telecommunications telephony devices (e.g., DECT 6.0
devices, etc.)), a headset and base may be subscribed to each
other by briefly docking (i.e., physically connecting) the
headset into the base. Accordingly, an unscrupulous indi-
vidual may only require momentary access to a user’s desk
to pair a headset with the wireless hardware at the desk,
which may allow the unscrupulous 1individual to hijack the
user’s telephone and/or eavesdrop on his or her calls.

SUMMARY

In general, in one aspect, a method for secure call end-
point pairing 1s disclosed. The method includes starting, at
a call endpoint, a pairing procedure with a wireless headset.
Also, the method includes recerving a headset i1dentifier
from the wireless headset. Further, the method includes
sending the headset i1dentifier 1n a request to a headset
registry server, and receiving, from the headset registry
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server, a response to the request. Additionally, the method
includes terminating the pairing procedure based on the
response from the headset registry server.

In general, 1n one aspect, a method for secure call end-
point pairing 1s disclosed. The method includes, during an
active call at a call endpoint, sending receive call audio to a
first wireless headset and receiving transmit call audio from
the first wireless headset. Also, the method includes, during
the active call, receiving, from a second wireless headset, a
request to conference mnto the active call. The request
includes a headset 1dentifier of the second wireless headset.
Further, the method includes sending, to a headset registry
server, the headset identifier of the second wireless headset,
and receiving a response irom the headset registry server.
Still further, the method includes managing, based on the
response from the headset registry server, the request to
conference mnto the active call from the second wireless
headset.

In general, 1n one aspect, a method for secure call end-
point pairing 1s disclosed. The method includes receiving,
from a call endpoint, a request. The request includes a
headset 1identifier of a wireless headset and a call endpoint
identifier of the call endpoint. Also, the method includes
performing, in response to receiving the request, a lookup
for a previously defined association between the headset
identifier and the call endpoint i1dentifier. In addition, the
method includes determining, based on a result of the
lookup, whether the wireless headset 1s approved to com-
municate with the call endpoint. Further, the method
includes generating a response based on the determination,
and sending the response to the call endpoint.

-

T'he details of one or more implementations are set forth
in the accompanying drawings and the description below.
Other features will be apparent from the description and
drawings, and from the claims.

DESCRIPTION OF DRAWINGS

FIG. 1 depicts an environment for secure call endpoint
pairing, in accordance with one or more embodiments.

FIG. 2 depicts a system for secure call endpoint pairing,
in accordance with one or more embodiments.

FIG. 3A depicts a block diagram of a call endpoint for
secure call endpoint pairing, in accordance with one or more
embodiments.

FIG. 3B depicts a block diagram of a headset registry
server for secure call endpoint pairing, 1n accordance with
one or more embodiments.

FIGS. 4A and 4B are flow diagrams showing methods for
secure call endpoint pairing, in accordance with one or more
embodiments.

FIG. § 1s a flow diagram showing a method for secure call
endpoint pairing, 1n accordance with one or more embodi-
ments.

FIGS. 6A and 6B show an example of a secure call
endpoint pairing commumnication flow, 1n accordance with
one or more embodiments.

DETAILED DESCRIPTION

Specific embodiments of the invention are here described
in detail, below. In the following description of embodi-
ments of the invention, the specific details are described 1n
order to provide a thorough understanding of the invention.
However, 1t will be apparent to one of ordinary skill 1n the
art that the mnvention may be practiced without these specific
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details. In other instances, well-known features have not
been described 1n detail to avoid unnecessarily complicating
the 1nstant description.

In the following description, ordinal numbers (e.g., first,
second, third, etc.) may be used as an adjective for an
clement (1.e., any noun in the application). The use of ordinal
numbers 1s not to 1mply or create any particular ordering of
the elements nor to limit any element to being only a single
clement unless expressly disclosed, such as by the use of the
terms “before”, “after”, “single”, and other such terminol-
ogy. Rather, the use of ordinal numbers 1s to distinguish
between like-named the elements. For example, a first
element 1s distinct from a second element, and the first
clement may encompass more than one element and succeed
(or precede) the second element 1n an ordering of elements.

As companies embrace open oflice environments, and 1t 1s
increasingly common for telecommunications hardware 1n
such environments to support wireless communications
technologies, such as Bluetooth and DECT, new concerns
have arisen regarding intermeddlers intercepting and/or
cavesdropping on the telephone calls of others. For example,
in such an environment, an unscrupulous individual may
walk up to a user’s desk phone without first opening a
lockable oflice door, and configure the desk phone so that he
or she can remotely access the desk phone via a wireless link
at some later time. In particular, the individual may pair his
or her headset to the desk phone in order to subsequently
cavesdrop on conversations or answer incoming calls on
behalf of the user to which the desk phone belongs.

Thus, at present, many wireless bases or host devices are
entirely reliant upon physical access limitations to provide
security from intermeddlers. One solution, beyond physical
restriction and/or oversight, 1s to tie a phone number to a
wireless headset, instead of a fixed base or computer. In such
a solution, the base 1s mactive (1.e., does not have a valid
extension number) until a headset 1s paired or subscribed to
the base, and the base returns to being inactive when the
headset leaves the transmission range of the base. Unfortu-
nately, however, this 1s not an appropriate solution for
deployments where users itend to use the desk phone
without a headset (1.e., such as with a handset or speaker-
phone), and 1s inconvement for users that frequently leave
and return to transmission range of the base in the course of
a workday.

In general, embodiments of the mvention provide a sys-
tem, a method, and a computer readable medium for secur-
ing a call endpoint in a manner that prevents the unauthor-
1zed association ol a wireless headset with the endpoint.
Such unauthorized association may undesirably allow one
user to impersonate or eavesdrop on the calls of another user.
Thus, the systems and methods disclosed herein prevent
such mtermeddling where constant physical restrictions and/
or oversight are not practical. Accordingly, by way of the
systems and methods described herein, a call endpoint, such
as a desk phone or computer running a voice over Internet
Protocol (VoIP) client, may be configured such that it only
sends and recerves call audio to and from a wireless headset
that has been previously and securely provisioned for use
with the call endpoint.

FIG. 1 shows an environment 100 that relies on a headset
registry for secure call endpoint pairing, according to one or
more embodiments. Although the elements of the environ-
ment 100 are presented 1n one arrangement, other embodi-
ments may feature other arrangements, and other configu-
rations may be used without departing from the scope of the
invention. For example, various elements may be combined
to create a single element. As another example, the func-
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tionality performed by a single element may be performed
by two or more elements. In one or more embodiments of the
invention, one or more of the elements shown in FIG. 1 may
be omitted, repeated, and/or substituted. Accordingly, vari-
ous embodiments may lack one or more of the features
shown. For this reason, embodiments of the invention
should not be considered limited to the specific arrange-
ments of elements shown i FIG. 1.

As depicted 1n FIG. 1, the environment 100 includes a
workstation 102. The environment 100 also includes one or
more neighboring workstations 103 1n proximity to the
workstation 102. As used herein, the workstation 102
includes any workspace i which a person (1.e., a user, an
individual, etc.) may engage in one or more tasks. A
workstation may include, for example, a desk, a cubicle, a
conference room, and/or an oflice. Accordingly, as shown 1n
FIG. 1, the neighboring workstations 103 are desks or
cubicles adjacent to the workstation 102.

As shown 1 FIG. 1, the workstation 102 includes a desk
phone 105 and a computer 106.

The desk phone 103 includes any desk-resident hardware
device that may be used to make and/or answer telephone
calls. As described herein, the computer 106 includes any
clectronic device capable of executing a VoIP client. The
computer 106 may include, for example, a laptop computer,
a desktop computer, a tablet computer, or a smartphone. As
shown 1n FIG. 1, a wireless transceiver 107 1s coupled to the
computer 106. The wireless transceiver 107 cnables the
computer 106 to form a wireless link with one or more
wireless headsets, such as the headsets of the user that works
from the workstation 102. The wireless transceiver 107 may
include, for example, a DECT transceiver, a Bluetooth
transceiver, or IEEE 802.11 (Wi-F1) transceiver. In one or
more embodiments, the wireless transceiver 107 may
include a dongle configured to be removably connected to a
port (e.g., Universal Serial Bus (USB) port, etc.) of the
computer 106. Although not shown 1n FIG. 1, 1t 1s under-
stood that the desk phone 105 also includes a wireless
transceiver substantially similar to the wireless transceiver
107, described above. The wireless transceiver of the desk
phone 105 may be integrated directly into the desk phone
105, or attached to the desk phone 105 as a dongle or headset
base. In one or more embodiments, the desk phone 105
and/or the computer 106 may be 1n communication with a
central call control system. The desk phone 105 and/or the
computer 106 may include logic for registering to a private
branch exchange (PBX) (e.g., a VoIP PBX, etc.). Thus, as
used herein, a “call endpoint” includes the desk phone 1035
or the computer 106.

The environment 100 1s typical of a modern open office
environment in which the desk phone 1035 and the computer
106 are physically accessible to numerous users other than
the user that regularly sits at the workstation 102. For
example, as shown 1n FIG. 1, an intermeddler 110 1s walking
through the environment 100 while a user that sits at the
workstation 102 1s temporarily away from the workstation
102, leaving the desk phone 105 and the computer 106
unattended. The intermeddler 110 1s carrying a wireless
headset 112, such as a DECT or Bluetooth wireless headset.

In prior art systems, the wireless headset 112 may be
paired to the desk phone 105 and/or the computer 106, even
if the computer 106 has been locked to prevent unauthorized
access of the data resident on the computer 106. In prior art
systems, the intermeddler 110 may be able to pair the
headset 112 to the computer 106 by placing the wireless
transceiver 107 1n a pairing mode and immediately pairing,
the headset 112 with the wireless transceiver 107. Similarly,
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in prior art systems, the intermeddler 110 may be able to pair
the headset 112 to the desk phone 105 by placing the desk
phone 105 1nto a pairing mode and immediately pairing the
headset 112 with the desk phone 105.

The intermeddler 110 may imtiating pairing or conier-
encing at the wireless transceiver 107 or the desk phone 1035
in any suitable manner. For example, the intermeddler 110
may temporarily depress a user-operable control on the
wireless transcerver 107 or the desk phone 105, respectively.
As another example, the intermeddler 110 may initiate such
pairing modes simply by bringing the wireless headset 112
in close proximity with the wireless transceiver 107 or the
desk phone 105 (e.g., NFC, etc.), or by electromechanically
coupling (e.g., docking, etc.) the devices. In any case, 1n a
prior art system, the intermeddler 110 only requires momen-
tary access to the computer 106 and/or the desk phone 105
to pair the headset 112 to either of the devices. The pairing
procedure may occur while no calls are active, such that the
newly-subscribed headset 112 will receive mcoming call
notifications to the exclusion of the actual owner of the call
endpoint. This can be especially problematic 1n 1nstances
where the call endpoint includes a DECT transceiver or
Class 1 Bluetooth transceiver, as the intermeddler 110 may
initiate and receive telephone calls at the phone number
attached to the call endpoint from a distance of up to 100
meters away. Thus, 1n a prior art system, the itermeddler
110 may be able to answer incoming calls to the desk phone
105 and/or computer 106 on behalf of the user that works at
the workstation 102. Still vet, the mntermeddler 110 may wait
to engage 1n such mischiefl hours, days, or weeks later, and
at distances up to hundreds of feet away from the worksta-
tion 102, without the desk phone 105 or the computer 106
providing the user of the workstation 102 with any indica-
tion that such a pairing procedure has been performed by the
intermeddler 110.

Of additional concern 1n prior art systems, 1f the user of
the workstation 102 has temporarnly stepped away from the
workstation 102 with a wireless headset in order to privately
continue an active call, the intermeddler 110 may be able to
conference the headset 112 into the active call and eavesdrop
on the discussion. For example, a call endpoint may allow
the wireless headset 112 to temporarily subscribe to the call
endpoint for purposes of call conferencing. Accordingly, 1f
the user resident to workstation 102 walks away from his or
her desk for purposes of conversational privacy, and 1s
unable maintain a view of the workstation 102, the inter-
meddler 110 may join and eavesdrop on the call without the
user being aware.

The systems and methods disclosed herein prevent the
unapproved pairing of the headset 112 of the intermeddler
110 with the desk phone 105 and the computer 106 1n the
workstation 102. Thus, the systems and methods disclosed
herein prevent the mmtermeddler 110 from remotely inter-
cepting incoming calls to the desk phone 105 and the
computer 106. Still yet, the systems and methods disclosed
herein prevent the intermeddler 110 from conferencing
himself or hersell into ongoing calls at the desk phone 105
and/or the computer 106 without the knowledge of the user
that 1s authorized to use those call endpoints.

FIG. 2 shows system 200 for secure call endpoint pairing,
according to one or more embodiments. Although the ele-
ments of the system 200 are presented in one arrangement,
other embodiments may feature other arrangements, and
other configurations may be used without departing from the
scope of the invention. For example, various elements may
be combined to create a single element. As another example,
the functionality performed by a single element may be
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performed by two or more elements. In one or more embodi-
ments of the invention, one or more of the elements shown
in FIG. 2 may be omitted, repeated, and/or substituted.
Accordingly, various embodiments may lack one or more of
the features shown. For this reason, embodiments of the
invention should not be considered limited to the specific
arrangements ol elements shown in FIG. 2.

As depicted 1n FIG. 2, the system 200 includes a desk
phone 205, a computer 206, and a headset registry server
204, each of which are communicatively coupled to a
network 210. The system 200 also includes a wireless
headset 212 1n wireless communication with the computer
206 and/or the desk phone 205. The wireless headset 212
includes any head-worn device with a microphone and
speaker that 1s capable of sending and receiving call audio
over a wireless link. Accordingly, the computer 206 may
include a wireless transceiver 207 for forming a wireless
link with the wireless headset 212. Similarly, the desk phone
205 may include a wireless transceiver (not shown) for
forming a wireless link with the wireless headset 212. The
wireless links may include, for example, a DECT link or a
Bluetooth link. As described herein, the network 210
includes any private and/or public communications network,
wired and/or wireless, such as a local area network (LAN),
wide area network (WAN), and/or the Internet.

According to the systems and methods disclosed herein,
the desk phone 205 and/or the computer 206 are configured
to prevent pairing with an unpermitted headset, thereby
preventing the ability of an intermeddler to hijack the
telephone number(s) assigned to a VoIP client executing at
the computer 206 and/or the desk phone 205. As used herein,
the wireless headset 212 1s “paired” with a call endpoint
(e.g., a computer 206, a desk phone 205, etc.) when the
wireless headset 212 and the call endpoint each consider the
other device a trusted device by storing a credential for
facilitating future authentication and wireless link forma-
tion. IT the wireless headset 212 and the call endpoint are
Bluetooth wireless devices, the credential stored by the
paired devices may include a link key. If the wireless headset
212 and the call endpoint are DECT wireless devices, the
credential stored by the paired devices may include an
authentication key, also known as a subscription key, which
may be subsequently used to set up wireless links between
the headset 212 and the call endpoint.

Further, according to the systems and methods disclosed
herein, a call endpoint (e.g., the desk phone 205, the
computer 206, etc.) may be configured to limit the circum-
stances under which a paired headset 212 may open a
wireless link over which call audio 1s sent and received. In
particular, according to the systems and methods disclosed
herein, even 11 the wireless headset 212 has already paired
with a particular call endpoint, the call endpoint may reject
requests from the wireless headset 212 to form a new
wireless link unless a call involving a primary device 1s
already 1n progress at the call endpoint. In other words, the
wireless headset 212 may only be permitted to conference
into calls at the call endpoint, and 1s not able to initiate new
outgoing calls from the call endpoint or answer incoming
calls to the call endpoint.

FIG. 3A depicts a block diagram of a call endpoint 305,
according to one or more embodiments. Although the ele-
ments of the call endpoint 305 are presented 1n one arrange-
ment, other embodiments may feature other arrangements,
and other configurations may be used without departing
from the scope of the mnvention. For example, various
clements may be combined to create a single element. As
another example, the functionality performed by a single
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clement may be performed by two or more elements. In one
or more embodiments of the invention, one or more of the
clements shown in FIG. 3A may be omitted, repeated, and/or
substituted. Accordingly, various embodiments may lack
one or more of the features shown. For this reason, embodi-
ments of the invention should not be considered limited to
the specific arrangements of elements shown in FIG. 3A.

As shown 1 FIG. 3A, the call endpoint 305 includes a
hardware processor 312 operably coupled to a memory 314,
a network interface 322, and a wireless transceirver 340 and
accompanying antenna 342. In one or more embodiments,
the hardware processor 312, the memory 314, the network
interface 322, and the wireless transceiver 340 may remain
1n communication over one or more communication busses.

Although not depicted 1n FIG. 3A for purposes of sim-
plicity and clarnity, 1t 1s understood that, in one or more
embodiments, the call endpoint 305 may include one or
more of a display, a visual indicator (e.g., light emitting
diode, etc.), a haptic device, and a user-operable control
(e.g., a button, slide switch, capacitive sensor, touch screen,
etc.). For example, the call endpoint 305 may include one or
more of a call answer control, a call end control, a mute
control, and a call volume control. In one or more embodi-
ments, the call endpoint 305 may include a user-operable
control to mitiate a pairing procedure 316. Although not
depicted 1n FIG. 3A, in one or more embodiments the call
endpoint 305 may include an electromechanical connector.
For example, the call endpoint 305 may include one or more
clectrical contacts configured to mate with the electrical
contacts ol a wireless headset. As an option, the call end-
point 305 may include one or more structures configured to
support (1.e., dock, hold, etc.) the wireless headset such that
the electrical contacts of the call endpoint 305 and the
wireless headset are communicatively coupled.

The network interface 322 allows for communication,
using digital and/or analog signals, with one or more other
devices over a network. The network may include any
private or public commumnications network, wired or wire-
less, such as a local area network (LAN), wide area network
(WAN), or the Internet. The network may include the
network 210, described above 1n reference to FIG. 2. Spe-
cifically, the network interface 322 includes any interface
operable to transmit a headset 1dentifier and/or an endpoint
identifier 315 (1.e., a unique 1dentifier of the call endpoint
305) to a headset registry server, such as the headset registry
server 350. Also, the network interface 322 may be operable
to receive a response from the headset registry server.

By way of the wireless transceiver 340, the call endpoint
305 transmits and receives information over an air interface
with a wireless headset. In one or more embodiments, the
wireless transceiver 340 may be, for example, a DECT
transceiver or a Bluetooth transceiver. The antenna 342
converts electric power into radio waves under the control of
the wireless transceiver 340, and intercepts radio waves
which 1t converts to electric power and provides to the
wireless transceiver 340. Accordingly, via the wireless trans-
ceiver 340 and the antenna 142, the call endpoint 305 may
form a wireless link with a wireless headset.

The memory 314 includes any storage device capable of
storing 1nformation temporarilly or permanently. The
memory 314 may include volatile and/or non-volatile
memory, and may include more than one type of memory.
For example, the memory 314 may include one or more of
SDRAM, ROM, and flash memory. As depicted 1n FIG. 3A,
the memory stores an endpoint identifier 315, a pairing
procedure 316, a headset registry address 318, and a list of
paired devices 320. As described herein, the hardware
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processor 312 processes data, including the execution of
soltware, such as the pairing procedure 316, stored in the
memory 314. In one or more embodiments, the hardware
processor 312 1s a high performance, highly integrated, and
highly flexible system-on-chip (SOC). In one or more
embodiments, the hardware processor 312 may include a
variety of processors (e.g., digital signal processors, etc.),
analog-to-digital converters, digital-to-analog converters,
etc., with conventional CPUs being applicable.

The endpoint identifier 315 includes any unique value
stored to the call endpoint 305 which may be used to
differentiate the call endpoint 305 from other call endpoints,
including call endpoints of the same manufacturer and/or
model. The endpoint identifier 315 may include a serial
number of the call endpoint 305. The endpoint 1dentifier 315
may include a media access control (MAC) address of the
call endpoint 305. The endpoint 1dentifier 315 may include
a telephone number and/or extension number of the call
endpoint 305. If the wireless transceiver 340 includes a
Bluetooth transceiver, the endpoint identifier 315 may
include a Bluetooth address (BD_ADDR) of the call end-
point 305. I1 the wireless transceiver 340 includes a DECT
transceiver, the endpoint identifier 315 may 1nclude a fixed
part identity (e.g., Radio Fixed Part Identity (RFPI), Radio
Fixed Part Number (RPN), etc.). To this end, the endpoint
identifier 315 may include any unique soiftware readable
device 1dentifier associated with the call endpoint 305.

The pairing procedure 316 1s executable by the hardware
processor 312. Prior to or during execution of the pairing
procedure 316, the call endpoint 305 may receirve a unique
identifier from a wireless headset. The umique 1dentifier of
the wireless headset may be recerved wirelessly, via the
wireless transceiver 340. The unique 1dentifier of the wire-
less headset may be received over a physical connection. If
the wireless headset 1s a Bluetooth device, the unique
identifier of the wireless headset may include a Bluetooth
device address (1.e., BD_ADDR) of the wireless headset.
The Bluetooth device address of the wireless headset may be
received from the wireless headset, for example, during an
inquiry procedure. As another example, if the wireless
headset 1s a DECT device, the umique identifier of the
wireless headset may include any suitable portable part
identity (e.g., International Portable Part Equipment Identity
(IPEI), Portable equipment Serial Number (PSN), Interna-
tional Portable User Identity (IPUI), etc.).

As shown 1n FIG. 3A, the call endpoint 305 maintains a
list of paired devices 320. The list of pair devices 320
identifies one or more wireless headsets with which the call
endpoint 305 has previously interacted to generate a security
key with approval of the headset registry server 350. In one
or more embodiments, the list of paired devices 320 con-
tains, for a wireless headset approved to pair with the call
endpoint 305, the unique identifier of the wireless headset.

As described herein, the pairing procedure 316 includes
any process that results in the generation of a security key
based on an interaction between the call endpoint 305 and a
wireless headset. In one or more embodiments, the pairing
procedure 316 may include the pairing procedure described
in the Bluetooth Core Specifications published by Bluetooth
SIG. In one or more embodiments, the pairing procedure
316 may include the subscription process (e.g., subscription
registration, etc.) described 1n the DECT standard published
by ETSI. The security key may only be generated after a
pairing between the call endpoint 305 and the wireless
headset has been approved by the headset registry server
350, as described below. The security key 1s used to authen-
ticate subsequent commumnications between the call endpoint
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305 and the wireless headset, such as during call set-up. For
example, 11 the pairing procedure 316 1s for registering or
subscribing a DECT headset to the call endpoint 305, the
pairing procedure 316 may include generating an authenti-
cation key. If the pairing procedure 316 1s for pairing a
Bluetooth headset to the call endpoint 306, the pairing
procedure 316 may include generating a link key.

In one or more embodiments, a unique 1dentifier of the
wireless headset 1s sent to a headset registry server 350, at
the headset registry address 318, during execution of the
pairing procedure 316. Also, a response 1s recerved from the
headset registry server 350 during the execution of the
pairing procedure 316. Whether or not the wireless headset
associated with the unique identifier 1s paired with the call
endpoint 305, and added to the list of paired devices 320,
depends on the contents of the response from the headset
registry server 350, as described below. In other words,
depending on a response received from the headset registry
server 350 during execution of the pairing procedure 316,
the wireless headset may or may not be paired with the call
endpoint 305. Thus, based on the response received form the
headset registry server 350, the hardware processor 312 may
add a wireless headset to the list of paired devices 320, or
prevent the addition of a wireless headset to the list of paired
devices 320.

The headset registry address 318 includes an address of
one or more remote servers hosting a headset registry, such
as the headset registry server 350 hosting the headset
registry 370, described in the context of FIG. 3B, below.
During execution of the pairing procedure 316, the call
endpoint 305 may transmit, via the network interface 322,
the endpoint identifier 315 and a unique identifier of a
wireless headset to the server(s) at the headset registry
address 318. The headset registry address 318 may 1nclude
an IP address, server name, domain, etc.

FIG. 3B depicts a block diagram of a headset registry
server 350, according to one or more embodiments.
Although the elements of the headset registry server 350 are
presented 1 one arrangement, other embodiments may
teature other arrangements, and other configurations may be
used without departing from the scope of the invention. For
example, various elements may be combined to create a
single element. As another example, the functionality per-
formed by a single element may be performed by two or
more elements. In one or more embodiments of the mven-
tion, one or more of the elements shown 1n FIG. 3B may be
omitted, repeated, and/or substituted. Accordingly, various
embodiments may lack one or more of the features shown.
For this reason, embodiments of the invention should not be
considered limited to the specific arrangements of elements
shown 1n FIG. 3B.

As shown 1 FIG. 3B, the headset registry server 350
includes a hardware processor 362 operably coupled to a
memory 366, and a network interface 364. In one or more
embodiments, the hardware processor 362, the memory 366,
and the network interface 364 may remain in communica-
tion over one or more communication busses.

The network interface 364 allows for communication,
using digital and/or analog signals, with one or more call
endpoints 305 over a network. The network may include the
network 210, described above 1n reference to FIG. 2. Via the
network interface 364, the headset registry server 350 may
receive an endpoint identifier (e.g., the endpoint 1dentifier
315, etc.) from a call endpoint. Also, via the network
interface 364, the headset registry server 350 may receive a
headset 1dentifier of a wireless headset from a call endpoint.
Additionally, via the network interface 364, the headset
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registry server 350 may transmit a response to a call end-
point. The response may indicate whether a pairing between
the call endpoint and the wireless headset 1s approved or
unapproved.

The memory 366 includes any storage device capable of
storing 1nformation temporarilly or permanently. The
memory 366 may include volatile and/or non-volatile
memory, and may include more than one type of memory.

For example, the memory 366 may include one or more of
SDRAM, ROM, and flash memory. As depicted in FIG. 3B,
the memory 366 includes a headset registry 370.

As described herein, the headset registry 370 1s referenced
by the headset registry server 350 to determine whether the
pairing between a call endpoint and a wireless headset 1s
approved or unapproved. To this end, the headset registry
370 includes a listing of approved headset associations 368.
The listing of approved headset associations 368 includes,
for a given call endpoint 1dentifier, the unique 1dentifiers of
one or more wireless headsets that are approved to pair with
the call endpoint having the call endpoint identifier. Accord-
ingly, 1n one or more embodiments, the listing of approved
headset associations 368 may include numerous call end-
point identifiers (e.g., MAC addresses, phone numbers,
extensions, BD_ADDR values, etc.), each of which is asso-
ciated with one or more wireless headset i1dentifiers (e.g.,
BD_ADDR values, serial numbers, IPUIs, etc.). The headset
registry 370 may be stored in any suitable structure. For
example, the contents of the headset registry 370 may
include an array, a linear list, a non-linear list, and/or a
database.

In one or more embodiments, the listing of approved
headset associations 368 may, for a given call endpoint,
differentiate between wireless headsets approved for use as
a primary call device and for use a conference device. As
used herein, a primary call device includes a wireless
headset that may be used to answer an incoming call to the
call endpoint with which 1t 1s paired. On the other hand, a
coniference device i1s unable to answer an incoming call to
the call endpoint with which 1t 1s paired, but may join an
active call at the call endpoint when a primary call device 1s
already actively participating (i.e., transmitting and/or
receiving call audio, etc.) in the call. The listing of approved
headset associations 368 may be managed by an adminis-
trator, and/or automatically updated during an asset provi-
sioning process (1.e., when a new headset 1s ordered for a
user). In one or more embodiments, the listing of approved
headset associations 368 may be user configurable.

In one or more embodiments, some portion of the headset
registry 370 may be reset on a periodic basis. For example,
if the headset registry 370 includes a listing of approved
headset associations 368 for a call endpoint that 1s config-
ured for hoteling, the listing of approved headset associa-
tions 368 for the call endpoint may be regularly reset. The
listing of approved headset associations for the call endpoint
may be reset daily, weekly, efc.

FIG. 4A shows a flowchart of a method 400 for secure call
endpoint pairing, 1n accordance with one or more embodi-
ments of the mvention. While the steps of the method 400
are presented and described sequentially, one of ordinary
skill 1n the art will appreciate that some or all of the steps
may be executed 1n a different order, may be combined or
omitted, and may be executed in parallel. Furthermore, the
steps may be performed actively or passively. For example,
some steps may be performed using polling or be interrupt
driven 1n accordance with one or more embodiments of the
invention. In one or more embodiments, the method 400
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may be carried out by a call endpoint, such as the call
endpoint 305, described above 1n reference to FIG. 3A.

At step 402, a pairing procedure 1s started. The pairing
procedure 1s between the call endpoint performing the
method 400 and a wireless headset. In one or more embodi-
ments, the pairing procedure may be started 1n response to
user operation of a user-operable control at the call endpoint.
For example, a user may push a button or slide a switch on
the call endpoint. In one or more embodiments, the pairing,
procedure may be started 1n response to a physical coupling,
of the call endpoint and the wireless headset. For example,
the wireless headset may be docked or plugged into the call
endpoint.

The pairing procedure includes any process intended to
result 1n the generation of a security key based on the
interaction of the call endpoint and the wireless headset.
Thus, starting the pairing procedure includes any interaction
between the call endpoint and the wireless headset that must
occur prior to the security key being generated or prior to the
security key being used to authenticate the devices. For
example, starting the pairing procedure may include one or
more of a device discovery step, an inquiry step, an initial
connection step, a public key exchange step, and a capability
exchange step. In other words, starting the pairing procedure
may include one or more steps performed by the wireless
headset and call endpoint executed for the purpose of
establishing a shared key for subsequent use by the two
devices. Any information exchanged during the start of the
pairing procedure may be communicated wirelessly or over
a physical connection.

For example, the pairing procedure may be started when
a wireless headset 1s first dropped 1nto or docked with a call
endpoint, and performance of the method 400 may allow the
call endpoint to determine whether the headset belongs to a
user associated with the call endpoint, or instead another
user. The start of the pairing procedure at step 402 may
indicate an intent by a user, such as an intermeddler, to pair
his or her wireless headset with the call endpoint executing,
the method 400 1n order to send and receive call audio
through the call endpoint.

Further, at step 404, a headset 1dentifier 1s received from
a wireless headset. The headset 1dentifier may be received
over the air or over a physical connection. The headset
identifier includes any swtable unique identifier of the
wireless headset. For example, the headset identifier may
include a Bluetooth device address (1.e., BD_ADDR) of the
wireless headset. As another example, 1f the wireless headset
1s a DECT device, the unique identifier of the wireless
headset may include any suitable portable part identity (e.g.,
International Portable Part Equipment Identity (IPEI), Por-
table equipment Serial Number (PSN), International Por-
table User Identity (IPUI), etc.). The headset identifier may
be received from the wireless headset prior to starting the
pairing procedure, or during the pairing procedure.

The headset 1dentifier received at step 404 1s then sent, at
step 406, to a headset registry server. The headset 1dentifier
may be sent to the headset registry server in a message sent
over a network. The call endpoint may send to the headset
registry server together with the headset 1dentifier or sepa-
rately, an endpoint identifier unique to the call endpoint. In
one or more embodiments, the call endpoint may send
additional information to the headset registry server. For
example, the call endpoint may include an active call status
indicator, which indicates whether or not there 1s an active
call at the call endpoint. As another example, the call
endpoint may include a pairing mode indicator, which
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indicates whether the headset 1dentifier was provided to the
call endpoint from the headset over the air or over a physical
link.

At step 408, a response 1s received from the headset
registry server. As described below, the headset registry
server uses the headset identifier to determine whether or not
pairing between the call endpoint and the wireless headset 1s
approved. In particular, the headset registry server compares
the headset 1identifier to a listing of approved headset asso-
ciations, stored in a headset registry, to determine whether
the pairing 1s approved. 11 the headset registry allows pairing
between the call endpoint and the wireless headset, the
response will indicate that the pairing 1s approved. If the
headset registry does not allow pairing between the call
endpoint and the wireless headset, the response will indicate
that the pairing 1s not approved.

Accordingly, at step 410, the call endpoint performing the
method 400 determines, based on the response from the
headset registry server, whether the headset 1s approved at
the call endpoint, and the pairing procedure 1s terminated
based on the determination. In particular, 1f the response
from the headset registry server indicates that the pairing 1s
approved, the headset 1s allowed to pairr with the call
endpoint, and the pairing procedure 1s completed at step 412.
Thus, with the performance of the step 412, a key may be
generated by the wireless headset and call endpoint. How-
ever, 1f the response from the headset registry server indi-
cates that the pairing 1s not approved, the headset 1s not
allowed to pair with the call endpoint, and the pairing
procedure 1s blocked at step 414.

FIG. 4B shows a flowchart of a method 450 for secure call
endpoint pairing, 1n accordance with one or more embodi-
ments of the mvention. While the steps of the method 4350
are presented and described sequentially, one of ordinary
skill 1in the art will appreciate that some or all of the steps
may be executed 1n a different order, may be combined or
omitted, and may be executed in parallel. Furthermore, the
steps may be performed actively or passively. For example,
some steps may be performed using polling or be interrupt
driven 1n accordance with one or more embodiments of the
invention. In one or more embodiments, the method 450
may be carried out by a call endpoint, such as the call
endpoint 305, described above 1n reference to FIG. 3A.

At step 452, an active call proceeds via the call endpoint
performing the method 450. In particular, received call audio
originating from a far end caller 1s being transmitted from
the call endpoint to a first wireless headset. Also, transmit
call audio 1s being received at the call endpoint from the first
wireless headset for forwarding to the far end caller.

At step 454, a request to conference 1nto the active call 1s
received from a second wireless headset. The request from
the second wireless headset includes a headset 1dentifier of
the second wireless headset. The headset identifier may be
received over the air or over a physical connection. The
headset 1dentifier includes any suitable umique 1dentifier of
the wireless headset. In one or more embodiments, the
request to conference 1nto the active call may be signaled by
a user operation of a user-operable control at the call
endpoint and/or on the second wireless headset. In one or
more embodiments, the request to conference into the active
call may be signaled by a physical coupling of the call
endpoint and the second wireless headset. For example, the
second wireless headset may be docked or plugged into the
call endpoint.

As described herein, a request to conference a wireless
headset includes any request which, 1f accepted by the call
endpoint, enables the wireless headset to receive a copy of
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the call audio 1n the channels sent to and received from the
first wireless headset. A conferenced headset 1s only able to
exchange call audio over a wireless link with a call endpoint
when the call endpoint 1s already exchanging the call audio
with another wireless headset. In other words, a conferenced
headset 1s a wireless headset that has been paired with a call
endpoint 1n a limited manner such that the conferenced
wireless headset 1s unable to initiate outgoing calls or
answer mcoming calls. In one or more embodiments, con-
ferencing 1n a wireless headset may include pairing with the
wireless headset, authenticating the wireless headset, and
then immediately opening a wireless link for exchanging
call audio, where a key generated during the pairing proce-
dure 1s deleted by the wireless headset and/or the call
endpoint upon termination of the call and/or the wireless
link. In one or more embodiments, conferencing 1n a wire-
less headset may include pairing with the wireless headset,
but only accepting a request to open a wireless link from the
headset when a call 1s currently active.

The headset 1dentifier of the second wireless headset 1s
sent, at step 456, to a headset registry server. The headset
identifier may be sent to the headset registry server 1n a
message sent over a network. The call endpoint may send to
the headset registry server together with the headset 1denti-
fier of the second wireless headset or separately, an endpoint
identifier unique to the call endpoint. In one or more
embodiments, the call endpoint may send additional infor-
mation to the headset registry server. For example, the call
endpoint may send to the headset registry server a request
type indicator, which indicates that the second wireless
headset has requested to conference into an active call. To
this end, the call endpoint may include an active call status
indicator, which indicates whether or not there 1s an active
call at the call endpoint. As another example, the call
endpoint may send to the headset registry server a pairing
mode 1ndicator, which indicates whether the headset 1den-
tifier was provided to the call endpoint from the headset over
the air or over a physical link.

At step 438, a response 1s received from the headset
registry server. As described below, the headset registry
server uses the headset 1dentifier to determine whether or not
the second wireless headset 1s approved to conference into
calls at the call endpoint. In particular, the headset registry
server compares the headset 1dentifier of the second wireless
headset to a listing of approved headset associations, stored
in a headset registry, to determine whether to approve
conferencing the second wireless headset. I the contents of
the headset registry allow the second wireless headset to
conference into the active call, the response will indicate that
conferencing of the second wireless headset 1s approved. If
the contents of the headset registry do not allow the second
wireless headset to conference into the active call, the
response will indicate that the conferencing of the second
wireless headset 1s not approved.

At step 460, the call endpoint performing the method 450
determines whether the second wireless headset 1s approved
to conference into the active call, and the request to con-
ference 1n the second wireless headset 1s managed accord-
ingly. If the response from the headset registry server
indicates that conferencing of the second wireless headset 1s
approved, the second wireless headset 1s conferenced into
the active call at step 462. However, 11 the response from the
headset registry server indicates that the conferencing
request 1s not approved, the conierencing procedure 1s
blocked at step 464.

FIG. 5 shows a flowchart of a method 500 for secure call
endpoint pairing, 1n accordance with one or more embodi-
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ments of the imnvention. While the steps of the method 500
are presented and described sequentially, one of ordinary
skill 1n the art will appreciate that some or all of the steps
may be executed 1n a different order, may be combined or
omitted, and may be executed 1n parallel. Furthermore, the
steps may be performed actively or passively. For example,

some steps may be performed using polling or be interrupt
driven 1n accordance with one or more embodiments of the

invention. In one or more embodiments, the method 500
may be carried out by a headset registry server, such as the
headset registry server 350, described above in reference to

FIG. 3B.

At step 502, a request 15 received from a call endpoint.
The request includes a headset identifier and a call endpoint
identifier. The call endpoint identifier may include the
unmique 1dentifier of the call endpoint from which the request
1s received. The headset identifier may include a unique
identifier of a wireless headset that has attempted to pair
with the call endpoint or conference into an active call at the
call endpoint. The headset i1dentifier and the call endpoint
identifier may be received over a network from the call
endpoint. In one or more embodiments, the headset registry
server may receirve additional imformation in the request
from the call endpoint. For example, the request may include
a request type indicator, which indicates whether the wire-
less headset has requested to pair as a primary device or
instead has requested to conference ito an active call. In
one or more embodiments, the headset registry server may
receive 1n the request an active call status indicator, which
indicates whether or not there 1s an active call at the call
endpoint. In one or more embodiments, the headset registry
server may receive in the request a pairing mode indicator,
where the pairing mode indicator indicates whether the
headset 1dentifier was provided to the call endpoint from the
headset over the air or over a physical link.

At step 504, a lookup 1s performed 1n a headset registry
for a previously defined association between the headset
identifier and the endpoint identifier recerved at step 502.
Performing the lookup may include searching or querying
the headset registry for the predefined association between
the headset identifier and the call endpoint identifier. In
particular, the headset registry server may reference the
headset registry to determine whether the headset 1dentifier
1s included 1n a predetermined list of devices approved to
pair with and/or conference into calls at the call endpoint.
For example, 11 the headset registry server receirves one or
more messages indicating a request to pair, as a primary
device, the headset having the headset identifier with the call
endpoint having the call endpoint identifier, the headset
registry server may query the headset registry to determine
whether such an association has been previously approved.
The predefined association between the headset i1dentifier
and the call endpoint identifier includes any permission or
relationship previously created in the headset registry that
indicates the wireless headset having the headset identifier
and the call endpoint having the call endpoint identifier are
approved to authenticate with each other for the purpose of
exchanging call audio.

In one or more embodiments, the lookup may include
searching or querying the headset registry for the headset
identifier 1n association with one or more other call end-
points. For example, the lookup may include searching the
headset registry to determine 11 the headset identifier 1s from
a wireless headset that 1s already associated with or paired
with a call endpoint other than the call endpoint from which
the request 1s received.
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In one or more embodiments, the lookup may include
additional information received 1n the request from the call
endpoint. For example, the lookup may include a query for
a permission to pair the call endpoint and wireless headset
if the request includes an indicator that the headset has
requested to pair as a primary device and/or an indicator that
there 1s not an active call at the call endpoint. As another
example, the lookup may include a query for a permission
to conference the wireless headset at the call endpoint 11 the
request includes an indicator that the headset has requested
to conference 1nto an active call and/or an indicator that
there 1s currently an active call at the call endpoint. In one
or more embodiments, the structure and/or method of the
lookup may depend on whether the headset indicator was
received at the call endpoint over the air or over a physical
link.

Accordingly, at step 3506, the headset registry server
determines, based on the result of the lookup performed at
step 504, whether the wireless headset having the headset
identifier 1s approved to communicate with the endpoint
having the endpoint identifier. For example, 1f the request
received at step 502 1s a request to pair the wireless headset
with the call endpoint, then at step 506 it 1s determined
whether such a pairing 1s approved based on a result of the
lookup at step 504. As another example, 1 the request
received at step 502 1s a request to conference the wireless
headset into an active call at the call endpoint, then at step
506 i1t 1s determined whether the wireless headset 1s
approved to conference into the active call based on a result
of the lookup at step 504. In other words, 1t 1s determined
whether the headset registry includes a previously config-
ured conference association between the call endpoint iden-
tifier and the headset i1dentifier.

If the result of the lookup performed at step 504 indicates
that the request received at step 302 1s approved, then a
response 1s generated, at step 508, approving the requested
connection for the wireless headset and call endpoint. How-
ever, 1f the result of the lookup performed at step 504
indicates that the request received at step 502 1s not
approved, then a response 1s generated, at step 510, disap-
proving the requested connection for the wireless headset
and call endpoint.

In one or more embodiments, the determination at step
506 may depend on whether the result of the lookup 1ndi-
cates that the headset having the headset 1dentifier 1s already
associated with another call endpoint. For example, 1f the
wireless headset attempting to pair with the call endpoint 1s,
according to the contents of the headset registry, already
paired with a call endpoint associated with another user
(c.g., another user 1n the same enterprise, etc.), then a
response disapproving the connection may be generated at
step 510.

The response generated at step 508 or 510 may include
any message formatted 1n a manner suitable for transmission
over a network to the call endpoint. Further, at step 512 the
message 1s sent to the call endpoint. Upon receiving the
response sent by the headset registry server at step 512, the
call endpoint may pair with the wireless headset or block the
pairing procedure, as described 1n the context of FIG. 4A,
above; or the call endpoint may determine whether to
conference 1n the wireless headset or block the conferencing
of the wireless headset, as described 1n the context of FIG.
4B, above.

Referring to FIG. 6A, an example commumnication flow
600 for secure call endpoint pairing 1s shown in accordance
with one or more embodiments of the invention. As depicted
in FIG. 6 A, the communication flow 600 proceeds between
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wireless headsets 212 and 112, a desk phone 205, a headset
registry server 204, and a computer 206, each of which have
been described above in the context of FIGS. 1 and 2.

At operation 602, a user (Joe Johnson) uses his computer
206 to configure approved headset associations for his desk
phone 205. In particular, using a web-based graphical user
interface 680, depicted 1n FIG. 6B, Joe can view and modity
a listing of approved headset associations for a call end-
point—his desk phone 205 (1.e., Plantronics Deskphone
300) at extension 7900.

In one or more embodiments, the graphical user interface
680 of FIG. 6B may be generated by an application execut-
ing locally on Joe’s computer 206 or by an application
executing remotely (e.g., a web application, etc.). In any
case, the graphical user interface 680 presents the user (i.e.,
Joe) with a clear indication of which wireless headsets are
approved for pairing with his desk phone 205 connected at
extension 7900. As shown in the user intertace 680 of FIG.
6B, a first group of devices are configured as primary
devices, and a second group of devices are configured as
coniference-only devices, which are allowed to connect with
the call endpoint only when conferencing into a call already
1N progress.

In particular, Joe or an administrator has configured the
headset registry at the headset registry server 204 to approve
requests to pair the desk phone 205 at ext. 7900 with his
Vovyager 5200 headset (1.e., headset 1dentifier ABC23) and
Vovyager 8200 UC headset (1.¢., headset 1dentifier BDB10).
Thus, once paired, Joe’s Voyager 5200 headset with headset
identifier ABC23 and Joe’s Voyager 8200 UC headset with
headset 1dentifier BDB10 may be used to mitiate and answer
incoming calls to the call endpoint. Also, Joe or adminis-
trator has configured the headset registry at the headset
registry server 204 to approve requests from the desk phone
203 to conference 1in a Voyager Focus headset (i.e., headset
identifier DB853) belonging to Sally Smith, a co-worker of
Joe’s. Accordingly, any request to Joe’s Plantronics Desk-
phone 300 to pair a wireless headset not listed as an
approved primary device will not be approved by the
headset registry server 204. Also, any request to Joe’s
Plantronics Deskphone 300 to conference in a headset not
listed as an approved conference device will not be approved
by the headset registry server 204. Further, as shown 1n FIG.
6B, the graphical user interface 680 enables Joe to add or
remove devices to or from either of the device groups. Any
updates made by a user at the graphical user interface 680
may be pushed to the headset registry server 204 {for
appropriate update thereof. For example, updates at the
graphical user interface 680 may result 1n Application Pro-
gram Interface (API) calls to a service on the headset
registry server 204 that maintains the headset registry.

Returning to FIG. 6A, at operation 604 a pairing proce-
dure 1s mitiated between the wireless headset 212 and the
desk phone 205. Prior to or during the pairing procedure, the
wireless headset 212 shares 1ts headset i1dentifier (1.e.,
BDB10) with the desk phone 205. The pairing procedure 1s
unable to complete without approval from the headset
registry server 204. Accordingly, at operation 606, the desk
phone 205 sends to the headset registry server 204 the
headset 1dentifier received from the wireless headset 212. At
operation 608, the headset registry server 204 performs a
lookup 1n 1ts headset registry to determine whether the
pairing operation between the wireless headset 212 and the
desk phone 205 1s approved. In particular, at operation 608,
the headset registry server 204 references a predefined list of
approved headset associations for the desk phone 205 to
determine that there 1s a previously defined primary device
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association between the identifier of the wireless headset
212 and an 1dentifier of the desk phone 205. Accordingly, the
headset registry server 204 generates a response approving,
the pairing of the wireless headset 212 and the desk phone
205, and, at operation 610, sends the response to the desk
phone 205. Upon receiving the response ifrom the headset
registry server 204, and at operation 612, the desk phone 205
completes the pairing procedure with the wireless headset
212, generating a shared key for authenticating the wireless
headset 212 during subsequent interactions. Thus, at opera-
tion 614, the wireless headset 212 and the desk phone 205
may automatically form a wireless link when within range of
cach other, thereby allowing Joe to use the wireless headset
212 to answer imncoming calls to the desk phone 205. Also,
the wireless link formed at operation 614 may allow Joe to
use the wireless headset 212 to imtiate outgoing calls from
the desk phone 205.

Sometime later, while Joe 1s away from his workstation,
an intermeddler 110 approaches Joe’s workstation with a
second wireless headset 112 1n his or her hand. The inter-
meddler 110 may be aware of a call Joe 1s expecting later in
the day, and intend to intercept 1t, or the intermeddler 110
may know that Joe 1s currently on a call at the desk phone
205, but has stepped 1nto a nearby room for conversational
privacy. In any case, the intermeddler 110 drops the headset
112 into a dock on the desk phone 205, which kicks off a
pairing procedure, at operation 616, between the second
wireless headset 112 and the desk phone 203. Prior to or
during the pairing procedure, the second wireless headset
112 shares its headset identifier (1.e., FF060) with the desk
phone 205. The pairing procedure 1s unable to complete
without approval from the headset registry server 204.
Accordingly, at operation 618, the desk phone 205 sends to
the headset registry server 204 the headset 1dentifier
received Irom the second wireless headset 112. If there 1s an
active call at the desk phone 205 at the time the second
wireless headset 112 starts the pairing procedure, the desk
phone 205 may send to the headset registry server 204
additional mformation indicating an active call at the desk
phone 205 and/or that the request 1s to conference. If there
1s not an active call at the desk phone 205 at the time the
second wireless headset 112 starts the pairing procedure, the
desk phone 205 may send to the headset registry server 204
additional information indicating no active call at the desk
phone 205 and/or that the request 1s to pair as a primary
device.

Accordingly, at operation 620, the headset registry server
204 performs a lookup 1n 1ts headset registry to determine
whether the pairing operation between the second wireless
headset 112 and the desk phone 2035 1s approved. For
example, 1f the contents of the request from the desk phone
205 1ndicate a request to conference, then at operation 620
the headset registry server 204 references a predefined list of
approved headset associations for the desk phone 205 to
determine 11 there 1s a previously defined conference device
association between the identifier of the second wireless
headset 112 and an identifier of the desk phone 205. As
another example, 11 the contents of the request from the desk
phone 205 1ndicate a request to pair as a primary device, then
at operation 620 the headset registry server 204 references a
predefined list of approved headset associations for the desk
phone 2035 to determine 1f there 1s a previously defined
primary device association between the identifier of the
second wireless headset 112 and an identifier of the desk
phone 203.

In either case, the headset identifier of the second wireless
headset 112 of the intermeddler 110 has not been previously
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configured for use with the desk phone 205. Accordingly, the
headset registry server 204 generates a response disapprov-
ing the pairing of the second wireless headset 112 and the
desk phone 205, and, at operation 622, sends the response to
the desk phone 205. Upon receiving the response from the
headset registry server 204, the desk phone 2035 fails to
complete pairing with the wireless headset 112. In particular,
at operation 624, the desk phone 205 terminates the pairing
procedure without generating a shared key, thereby prevent-
ing the intermeddler 110 from answering calls on behalf of
Joe, or from conferencing into Joe’s calls.

Various embodiments of the present disclosure can be
implemented i digital electronic circuitry, or 1n computer
hardware, firmware, software, or 1n combinations thereof.
Embodiments of the present disclosure can be implemented
in a computer program product tangibly embodied 1n a
computer-readable storage device for execution by a pro-
grammable processor. The described processes can be per-
formed by a programmable processor executing a program
of 1nstructions to perform functions by operating on 1nput
data and generating output. Embodiments of the present
disclosure can be implemented 1n one or more computer
programs that are executable on a programmable system
including at least one programmable processor coupled to
recelve data and instructions from, and to transmit data and
instructions to, a data storage system, at least one input
device, and at least one output device. Each computer
program can be implemented 1n a high-level procedural or
object-oriented programming language, or in assembly or
machine language 11 desired; and 1n any case, the language
can be a compiled or interpreted language. Suitable proces-
sors include, by way of example, both general and special
purpose microprocessors. Generally, processors receive
istructions and data from a read-only memory and/or a
random access memory. Generally, a computer includes one
or more mass storage devices for storing data files. Such
devices include magnetic disks, such as internal hard disks
and removable disks, magneto-optical disks; optical disks,
and solid-state disks. Storage devices suitable for tangibly
embodying computer program instructions and data include
all forms of non-volatile memory, including by way of
example semiconductor memory devices, such as EPROM,
EEPROM, and flash memory devices;

magnetic disks such as internal hard disks and removable

disks; magneto-optical disks; and CD-ROM disks. Any
of the foregoing can be supplemented by, or incorpo-
rated 1, ASICs (application-specific integrated cir-
cuits). As used herein, the term “module” may refer to
any of the above implementations.

A number of implementations have been described. Nev-
ertheless, various modifications may be made without
departing from the scope of the disclosure. Accordingly,
other implementations are within the scope of the following
claims.

What 1s claimed 1s:

1. A method for secure call endpoint pairing, comprising;:

starting, at a call endpoint, a pairing procedure with a
wireless headset,

wherein the pairing procedure 1s started 1n response to the
wireless headset being electromechanically coupled
with the call endpoint;

recerving, Irom the wireless headset, a headset 1dentifier,
the headset 1dentifier uniquely 1dentitying the wireless
headset from among a plurality of wireless headsets;

sending the headset i1dentifier in a request to a headset
registry server;



US 11,903,053 B2

19

receiving, from the headset registry server, a response to
the request, the response depending on whether the
wireless headset 1s approved at the call endpoint,
wherein whether the headset 1s approved 1s based on
the headset 1dentifier; and

terminating the pairing procedure based on the response

from the headset registry server.

2. The method of claim 1, wherein the pairing procedure
includes a Bluetooth pairing procedure.

3. The method of claim 2, wherein the headset identifier
includes a Bluetooth device address of the wireless headset.

4. The method of claim 1, wherein the pairing procedure
includes one of a Digital European Cordless Telecommuni-
cations and Digital Enhanced Cordless Telecommunications
pairing procedure.

5. The method of claim 4, wherein the headset 1dentifier
includes a portable part identity of the wireless headset.

6. The method of claim 1, wherein terminating the pairing
procedure includes blocking the pairing procedure based on
the response Ifrom the headset registry server.

7. The method of claim 1, wherein terminating the pairing,
procedure includes generating a key based on the response
from the headset registry server.

8. A method for secure call endpoint pairing, comprising:

receiving, by a headset registry server, from a call end-

point, a request 1n response to a wireless headset being
clectromechanically coupled with the call endpoint, the
request including a headset identifier of the wireless
headset and a call endpoint 1dentifier of the call end-
point, wherein the headset identifier umiquely 1dentifies
the wireless headset from among a plurality of wireless
headsets;

in response to recerving the request, performing, by the

headset registry server, a lookup for a previously
defined association between the headset 1dentifier and
the call endpoint 1dentifier;
based on a result of the lookup, determining, by the
headset registry server, whether the wireless headset 1s
approved to communicate with the call endpoint;

generating, by the headset registry server, a response
based on the determination; and

sending the response to the call endpoint.

9. The method of claim 8, wherein the request includes an
indication that the wireless headset has requested to pair
with the call endpoint as a primary device.

10. The method of claim 8, wherein the request includes
an indication that the wireless headset has requested to
conference into an active call at the call endpoint.

11. The method of claim 8, whereimn performing the
lookup includes querying a headset registry containing a
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predetermined list of devices approved to pair with and
coniference into active calls at the call endpoint.
12. A call endpoint, comprising:
a wireless transceiver configured to wirelessly communi-
cate with a wireless headset;
an electromechanical interface configured to receive the

wireless headset;
a network terface configured to communicate with a

headset registry server; and

a processor configured to:

detect an electromechanical coupling of the wireless
headset with the electromechanical interface,

start, 1n response to detecting the electromechanical
coupling, a pairing procedure with the wireless head-
set,

receive, from the wireless headset and using the wire-
less transceiver, a headset identifier, the headset
identifier uniquely 1dentifying the wireless headset
from among a plurality of wireless headsets,

send the headset identifier, using the network interface,
in a request to the headset registry server,

receive, from the headset registry server and using the
network interface, a response to the request, the
response depending on whether the wireless headset
1s approved at the call endpoint, wherein whether the
headset 1s approved 1s based on the headset 1dentifier,
and

terminate the pairing procedure based on the response
from the headset registry server.

13. The call endpoint of claim 12, wherein the pairing
procedure 1ncludes a Bluetooth pairing procedure.

14. The call endpoint of claim 13, wherein the headset
identifier includes a Bluetooth device address of the wireless
headset.

15. The call endpoint of claim 12, wherein the pairing
procedure includes one of a Digital European Cordless
Telecommunications and Digital Enhanced Cordless Tele-
communications pairing procedure.

16. The call endpoint of claim 15, wherein the headset
identifier imncludes a portable part identity of the wireless
headset.

17. The call endpoint of claim 12, wherein termination of
the pairing procedure includes a blocking of the pairing
procedure based on the response from the headset registry
SErver.

18. The call endpoint of claim 12, wherein termination of
the pairing procedure includes generation of a key based on
the response from the headset registry server.
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