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SYSTEMS AND METHODS FOR
PREDICTING WHICH SOFTWARELE
VULNERABILITIES WILL BE EXPLOITED
BY MALICIOUS HACKERS TO PRIORITIZE
FOR PATCHING

CROSS REFERENCE TO RELATED
APPLICATIONS

This 1s a PCT application that claims benefit to U.S.
provisional application Ser. No. 62/581,123 filed on Nov. 3,
2017 which 1s mcorporated by reference 1n 1ts entirety.

GOVERNMENT SUPPORT

This 1nvention was made with government support under
Contract No. N0O0014-15-1-2742 from the Oflice of Naval

Research and Contract No. FA8750-16-C-0012 from the
Intelligence Advanced Research Projects Activity (IARPA).
The Government has certain rights 1n the invention.

FIELD

The present disclosure generally relates to assessing the
likelihood of exploitation of software vulnerabilities, and 1n
particular to systems and methods for predicting which
soltware vulnerabilities will be exploited by malicious hack-
ers and hence prioritized by patching.

BACKGROUND

An 1ncreasing number of solftware vulnerabilities are
discovered and publicly disclosed every year. In 2016 alone,
more than 10,000 vulnerability 1identifiers were assigned and
at least 6,000 were publicly disclosed by the National
Institute of Standards and Technology (NIST). Once the
vulnerabilities are disclosed publicly, the likelihood of those
vulnerabilities being exploited increases. With limited
resources, organizations often look to prioritize which vul-
nerabilities to patch by assessing the impact 1t will have on
the organization i exploited. Standard risk assessment sys-
tems such as Common Vulnerability Scoring System
(CVSS), Microsoit Exploitability Index, Adobe Priority
Rating report many vulnerabilities as severe and will be
exploited to be on the side of caution. This does not alleviate
the problem much since the majority of the flagged vulner-
abilities will not be attacked.

Further, current methods for prioritizing patching vulner-
abilities appear to fall short. Verizon reported that over 99%
of breaches are caused by exploits to known vulnerabilities.
Cisco also reported that “The gap between the availability
and the actual implementation of such patches 1s giving
attackers an opportunity to launch exploits.” For some
vulnerabilities, the time window to patch the system 1s very
small. For imstance, exploits targeting the Heartbleed bug 1n
OpenSSL were detected i the wild 21 hours after the
vulnerability was publicly disclosed. Hence, organizations
need to efhiciently assess vulnerabilities that will be
exploited 1n the wild while keeping the false alarm rate low.

NIST provides the National Vulnerability Database
(NVD) which comprises of a comprehensive list of vulner-
abilities disclosed, but only a small fraction of those vul-
nerabilities (less than 3%) are found to be exploited 1n the
wild—a result confirmed 1n the present disclosure. Further,
previous work has found that the CVSS score provided by
NIST 1s not an effective predictor of vulnerabilities being,
exploited. It has previously been proposed that other meth-

10

15

20

25

30

35

40

45

50

55

60

65

2

ods such as the use of social media, darkweb markets and
certain white-hat websites would be suitable alternatives.
However, this previous work has its limitations. For
instance, methodical concerns on the use of social media for
exploit prediction were recently raised; data feeds for pro-
active exploit prediction were limited to single sites that
provided a relatively small number of predictions; and other
work demonstrates the viability of data collection but does
not quantily the results of prediction.

It 1s with these observations 1n mind, among others, that
various aspects of the present disclosure were conceived and
developed.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A 1s a network diagram 1llustrating an exemplary
computer-implemented system for implementing vulnerabil-
ity prediction as described herein, according to aspects of the
present disclosure;

FIG. 1B 1s a simplified block diagram showing a first
embodiment (embodiment A) of the exploit prediction
model, according to aspects of the present disclosure;

FIG. 2 1s a graphical representation showing the vulner-
abilities disclosed per month, according to data examined by
embodiment A and aspects of the present disclosure;

FIG. 3 1s a graphical representation of the day difference
between Common Vulnerabilities and Exposures (CVE) first
published 1n the National Vulnerability Database (NVD) and
Symantec attack signature date vs. the fraction of exploited
CVE’s on NVD reported, according to data examined by
embodiment A and aspects of the present disclosure;

FIG. 4 1s a graphical representation of a day difference
between prootf-of-concept CVE first mentioned and Syman-
tec attack signature date vs. the fraction of exploited CVE’s
on ExploitDB (EDB) reported, according to data examined
by embodiment A and aspects of the present disclosure;

FIG. 5 1s a graphical representation of the day difference
between CVE first mentioned 1n darkweb and deepweb and
Symantec attack signature date vs. the fraction of exploited
CVE’s on darkweb and deepweb reported, according to data
examined by embodiment A and aspects of the present
disclosure:

FIG. 6 1s a graphical representation of the most exploited
vendors, according to data examined by embodiment A and
aspects of the present disclosure;

FIG. 7 1s a graphical representation showing the percent-
age ol vulnerabilities mentions 1 each language and the
percentage of the exploited vulnerabilities mentioned in
cach language, according to data examined by embodiment
A and aspects of the present disclosure;

FIG. 8 1s a graphical representation of a precision-recall
curve for proposed features for Microsolt-Adobe vulner-
abilities, according to data examined by embodiment A and
aspects of the present disclosure;

FIG. 9 1s a graphical representation of a precision and
recall for classification based on CVSS base score version
2.0 threshold, according to data examined by embodiment A
and aspects of the present disclosure;

FIG. 10 1s a graphical representation of a precision-recall
curve for classification based on CVSS score threshold (RF),
according to data examined by embodiment A and aspects of
the present disclosure;

FIG. 11 1s a graphical representation of a ROC curve for
classification based on Random Forest classifier, according
to data examined by embodiment A and aspects of the
present disclosure;
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FIGS. 12A and 12B are graphical representations of an
ROC curve using strategy 1 and strategy 2, respectively,

according to data examined by embodiment A and aspects of
the present disclosure;

FI1G. 13 1s an overview of the prediction model, according,
to aspects of the present disclosure;

FIG. 14 1s a simplified block diagram that illustrates a
second embodiment (embodiment B) of the exploit predic-
tion model, according to aspects of the present disclosure;

FIG. 15 1s a histogram showing vulnerabilities repre-
sented per year from NVD, DW and Symantec, according to
aspects of the present disclosure;

FIG. 16 1s a graphical representation showing an ablation
test, according to aspects of the present disclosure;

FIG. 17 1s a graphical representation showing test results
on individual feature sets, according to aspects of the present
disclosure; and

FI1G. 18 1s a simplified block diagram showing an example
of a computing system that may implement various services,
systems, and methods discussed herein.

Corresponding reference characters indicate correspond-
ing elements among the view of the drawings. The headings
used 1n the figures do not limit the scope of the claims.

DETAILED DESCRIPTION

In the present disclosure, the ability to predict exploits in
the wild 1s examined using cyber threat intelligence feeds
comprised from a variety of data sources or data feeds. This
problem 1s of direct relevance to patch prioritization. Ret-
erencing data gathered or otherwise accessed from darkweb
and deepweb (DVV) and conducting much analysis on data
teeds collected from various online sources (e.g., Security-
Focus, Talos), and after over one hundred interviews with
proiessionals working for managed security service provid-
ers (MSSP’s), firms specializing 1in cyber risk assessment,
and security specialists working for managed (I'T) service
providers (MSP’s), many sources of data were 1dentified that
were representative of current threat intelligence used for
vulnerability prioritization—examples being presented in
FIG. 13. Amongst those, three are examined 1n embodiment
A: (1) ExploitDB (EDB) contains information on prooi-oi-
concepts for vulnerabilities provided by security researchers
from various blogs and security reports, (2) Zero Day
Inmtiative (ZDI) 1s curated by a commercial firm called
TippingPoint and uses a variety of reported sources focused
on disclosures by various soitware vendors and their secu-

rity researchers, and (3) a collection of information scraped
from over 120 sites on the darkweb and deepweb (DW)
sites. The ituition behind each of these feeds was to not
only utilize information that was aggregated over numerous
related sources, but also to represent feeds commonly used
by cybersecurity proiessionals.

The present disclosure demonstrates the utility of the
developed machine learning models described herein 1n
predicting exploits 1n the wild with True Positive Rate (TPR)
of 90% while maintaining the False Positive Rate (FPR) less
than 15% for a sample data examined by embodiment A. The
present disclosure also compares the present system embodi-
ment A to recent benchmarks for exploit prediction, dem-
onstrating the achievement of significant high precision
while maintaining the recall under the assumptions made in
the present disclosure. The performance of variants of the
present embodiment A was also examined 1n the case when
temporal mixing 1s controlled, and 1n the case where only a
single source 1s used. Robustness against adversarial data
manipulation 1s also discussed.
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Using vulnerability mentions on EDB, ZDI, and DW, the
present disclosure further describes the increase in the
vulnerability exploitation likelihood over vulnerabilities
only disclosed on NVD. In addition, the present disclosure
provides results that demonstrate the likelihood of being
exploited given vulnerability mention on EDB 1s 9%, ZDI 1s
12% and DW 1s 14% as compared to NVD, which 1s 2.4%,
and explains the availability of such information relative to
the time an exploit 1s found 1n the wild.

The present disclosure also analyzes exploited vulner-
abilities based on various other features derived from these
data sources such as language used. It 1s specifically noted
that Russian language sites on the darkweb discuss vulner-
abilities that are 19 times more likely to be exploited than
random, which was greater than other languages examined.
Further research was made regarding the probability of
exploitation with regard to both data sources and the vendor
of the vulnerable software.

The present disclosure also presents an embodiment (em-
bodiment B) that leverages machine learning techniques on
features derived from the social network of users participat-
ing in darkweb/deepweb (DW) forums, as well as features
derived from the National Vulnerability Database. It spe-
cifically demonstrates the wviability of user connectivity

metadata i predicting the likelihood of vulnerability exploi-
tation with an F1 measure of 0.67 for a subset of software

vulnerabilities mentioned in DW.

Vulnerability and Exploits

Vulnerability 1s a weakness 1n a soitware system that can
be exploited by an attacker to compromise the confidenti-
ality, integrity or availability of the system to cause harm.
The National Institute of Standards and Technology (NIST)
maintains a comprehensive list of publicly disclosed vul-
nerabilities 1n 1ts National Vulnerability Database (NVD).
NVD also provides information regarding the target soft-
wares (CPE), severity rating (CVSS) in terms of exploit-
ability and impact and the date the vulnerability was pub-
lished.

An exploit 1s defined as a piece of code that modifies the
functionality of a system using an existing vulnerability. We
term the exploits that have been used to target systems in
real-world by an attacker as real-world exploits. On the other
hand, proof-of-concept exploits are developed to verily a
disclosed vulnerability and might require addition of func-
tionalities to be used 1n a real-world attack. Proof-of-concept
exploits that are identified in the wild (real-world attacks)
fall under real-world exploits. Although the chances of
detecting real-world exploits 1f proof-of-concept i1s already
present 1s high since attackers have a template assisting on
implementing exploits, presence of proof-of-concept does
not 1mply that 1t has been used in the wild.

Technical Challenges

There are known technical challenges including method-
ological 1ssues with previous exploit prediction methods and
studies. It 1s also noted that there 1s a balance between
ensuring an evaluation 1s conducted under real-world con-
ditions and conducting an evaluation on an adequate sample

s1ize. A review of some of these challenges 1s discussed
below.

Class Imbalance. As described herein, around 2.4% of the

reported vulnerabilities are exploited 1n real world attacks.
This skews the distribution towards one class 1.e. not

exploited 1n the prediction problem. In such cases, standard
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machine learning approaches favor the majority class lead-
ing to poor performance on the minority class. The present
disclosure examines over-sampling techniques (namely
SMOTE) only on the training dataset to account for data
with sever class imbalance and avoid making the classifier
always favor the majority class. Only a marginal improve-
ment 1s observed for some classifiers, while other classifiers
have been negatively aflected when tested on unsampled
data.

Evaluating Models on Temporal Data. Machine learming
models are evaluated by training the model on one set of
data and then testing the model on another set that is
assumed to be drawn from the same distribution. The data
split can be done randomly or 1n a stratified manner where
the class ratio 1s maintained in both training and testing. Yet,
exploit prediction 1s a time dependent prediction problem.
Hence splitting the data randomly, violates the temporal
aspect of the data as events that happen in the future will
now be used to predict events that happen 1n the past, which
violates the sequential nature of vulnerability disclosure
events. This leads to temporal intermixing of the data. In the
results described and related to the embodiment systems
presented in this disclosure, this temporal mixing was
reduced or avoided 1n most experiments. However, 1n certain
experiments, where sample size 1s very small, experiments
were 1ncluded where this 1s not controlled (as one of our
ground-truth sources does not have date/time imnformation).
It was explicitly noted when this was the case.

Vulnerabilities Exploited Betfore Disclosure. For exploit
prediction, the goal 1s to predict whether a disclosed vul-
nerability will be exploited in the future or not. Few vul-
nerabilities are exploited before they are disclosed, hence
prediction for such vulnerabilities does not add any value to
the goal of the problem. That being said, predicting exploits
that have already been used 1n attacks 1s important because
not all vulnerabilities are patched in a timely manner.
Knowing what vulnerabilities are exploited in the wild can
help organizations with their cyber defense strategies.

Limitations of Ground Truth. Attack signatures 1identified
for exploits that were detected 1n the wild are reported by a
well-known cyber defense firm, called Symantec. These are
used as ground truth for the exploited vulnerabilities when
evaluating the present embodiments described herein. This
ground truth 1s not comprehensive as the distribution of the
exploited vulnerabilities over software vendors 1s found to
differ from that for overall vulnerabilities (i.e., vulnerabili-
ties aflect products run on Microsoit have well coverage as
compared to other OS vendors). Although this source has
coverage limitations, it was found to be the most reliable
source for exploited vulnerabilities since i1t reports attack
signatures for known vulnerabilities. To avoid over-fitting
the machine learning model on this not-so-representative
ground truth, the software vendor was omitted from the set
of features that were examined in all experiments.

EXPLOIT PREDICTION MODEL

Predicting the likelihood of wvulnerability exploitation
through the usage of machine learning techniques has inter-
esting security implications in terms of prioritizing which
vulnerabilities need to be patched first to minimize risk of
cyberattack. FIG. 13 provides an overview of an exploit
prediction model proposed by the present disclosure; while
FIG. 1B gives an overview of a first embodiment A of the
exploit prediction model, and FIG. 14 gives an overview of
a second embodiment B of the exploit prediction model.
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Retferring to FIG. 1A, an exemplary computer-imple-
mented system (heremnafter “system™) 100 for implementing
functionality associated with exploit prediction i1s shown.
The system 100 may be utilized to implement the embodi-
ment A described herein, and/or the embodiment B
described herein, or other such embodiments or models for
exploit prediction. In general, the system 100 describes the
configuration of at least one computing device for 1mple-
menting the functionality associated with the exploit pre-
diction embodiments described herein.

Specifically, in some embodiments, the system 100 may
include and/or generally support functionality defined by an
application 102, defining functionality associated with fea-
tures of the exploit prediction model described herein. The
application 102 may be hosted on or otherwise implemented
using one or more of a computing device 104, which may
include a server, controller, a personal computer, a terminal,
a workstation, a portable computer, a mobile device, a tablet,
a mainirame, or other such computing device.

By mstalling, executing, or otherwise implementing the
application 102, the computing device 104 1s configured for
administering, processing, and providing access to aspects
of the application 102 via a network 106, which may include
the Internet, an intranet, a virtual private network (VPN),
and the like. In some embodiments, a cloud (not shown) may
be implemented to execute one or more components of the
system 100. In addition, aspects of the system 100 and/or the
application 102 may be provided using platform as a service
(PaaS), and/or soltware as a service (SaaS) using e.g.,
Amazon Web Services, or other distributed systems.

As turther indicated 1n FIG. 1A and described herein, the
computing device 104 and the application 102 may access
information from one or more data sources 110 or data feeds.
The application 102 may further implement functionality
associated with the exploit prediction model defined by
vartous modules; namely, a feature sets 112 module, an
algorithms module 114, a class labels module 116, a clas-
sification model module 117, an exploitation outputs module
118 and an estimation outputs module 119. The aforemen-
tioned modules are merely exemplary and it 1s contemplated
that the application 102 may define any number of related
modules or features for implementing the functionality of
the exploit prediction model described herein. Further, at
least some features of the application 102 may be made
available to a plurality of user devices 120 in communica-
tion with the computing device 104 of the system 100 and/or
the local computing device 108 via the network 106.

The embodiments present 1n this disclosure consist of the
tollowing four phases, illustrated in FIG. 13:

Obtaining Data (202): Three of the data sources 110 are
utilized 1n addition to NVD in embodiment A of this
disclosure. These data sources include EDB (Ex-
ploitDB), ZDI (Zero Day Imtiative) and data mined
from DW (darkweb and deepnet) markets and forums
focusing on malicious hacking. On the other hand, only
a sample of DW sites may be used to show the viability
of features denived from the properties of social net-
work of users discussing vulnerabilities 1n DW as
presented 1n embodiment B of this disclosure.

Computing Features and Class Labels (Generating Clas-
sification Models (204)): Features are extracted from
each of the data sources 110. The features include, but
are not limited to, bag of words features for vulner-
ability description and discussions on the DW, binary
features which checks for the presence of prooi-oi-
concept exploits in EDB, vulnerability disclosures 1in

ZDI and DW. Additional features are included from
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NVD namely, CVSS score, CVSS vector, and CWE.
The class labels are determined based on a ground truth
data, which comprise a set of attack signatures of
exploits detected 1n the wild, along with description of
vulnerabilities leveraged by these exploits. This data
may be obtained from Symantec.

Traiming the Classification Models (205)

Computing the Likelihood of Exploitation (206): In all
embodiments presented in this disclosure, the problem
1s viewed as a binary classification problem, and sev-
eral standard supervised machine learning approaches
were evaluated and may be implemented.

Generating Estimation Outputs (208): Diflerent algo-
rithms can be used to present the results of the likeli-

hood of exploitation. Among which are rescaling the
results, ranking vulnerabilities, categorizing vulner-
abilities under pre-determine categories.

Data Sources (110)

The present disclosure contemplates the combination of
vulnerability and exploit information from multiple open
source databases, namely: The National Vulnerability Data-
base (NVD), The Exploit Database (EDB), Zero Day Ini-
tiative (ZDI), Darkweb database collected from mining
darknet marketplaces and forums. For experiments related to
the described model examined with respect to embodiment
A, efforts were concentrated towards vulnerabilities dis-
closed 1n 2015 and 2016. Table 1 shows the vulnerabilities
identified from each of the data sources between 2015 and
2016 as well as the number of vulnerabilities that were
exploited 1n real-world attacks. The exploited vulnerabilities
are used as ground truth for the described prediction experi-
ments. A brief overview of each of the data sources used in
embodiment A, including ground truth, 1s provided.

TABLE 1
Number of Vulnerabilities (2015-2016)

Database Vulnerabilities Exploited % Exploited
NVD 12598 306 2.4%
EDB 799 74 9.2%
ZDI 824 95 11.5%

DW 378 52 13.8%

NVD. The National Vulnerability Database maintains a
database of publicly disclosed vulnerabilities each one 1den-
tified using a unique CVE-ID. Vulnerabilities were collected
as disclosed between 2015 and 2016. The resulting dataset
1s comprised of 12598 vulnerabilities. FIG. 2 shows the
month wise disclosure of vulnerabilities. At the time of data
collection there were only 30 vulnerabilities disclosed 1n
December 2016, hence the small bar at the end of 2016. For
cach vulnerability, 1ts description, CVSS score and vector
are gathered. Organizations often use the CVSS score to
prioritize which vulnerabilities to patch. The CVSS vector
lists the components from which the score 1s computed. The
components of the vector include Access Complexity,
Authentication, Confidentiality, Integrity and Availability.
Access complexity indicates how difficult 1s to exploit the

vulnerability once the attacker has gained access to the target
system. It 1s defined 1n terms of three levels: High, Medium

and Low. Authentication indicates whether authentication 1s
required by the attacker to exploit the vulnerability. It 1s a
binary 1identifier taking the values Required and Not
Required. Confidentiality, Integrity and Availability indicate
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8

what loss the system would incur if the vulnerability 1s
exploited. It takes the values None, Partial and Complete.

EDB (white-hat commumnity). Exploit Database 1s a col-
lection of proof-of-concept exploits maintained by Oflen-
sive Security Traiming that has CVE’s associated with avail-
able exploits. Using the unique CVE-ID’s from the NVD
database for the time period between 2015 and 2016, the
EDB was queried to find whether a prootf-of-concept exploit
was available. The date the proof-of-concept exploit was
also recorded and posted for these experiments. Using the
CVE ID’s from NVD, we query EDB to find 799 vulner-
abilities with verified proof-of-concepts.

/DI (vulnerability detection community). Zero Day Ini-
tiative launched by TippingPoint maintains a database of
vulnerabilities submitted by security researchers. The sub-
mitted vulnerability 1s first verified before 1t 1s added to the
database. Monetary mncentive 1s provided if the vulnerability
1s verified to the researcher. ZDI then notifies the vendor to
develop patches for the vulnerability before public disclo-
sure. The ZDI database was queried to collect information
regarding vulnerabilities that might have been disclosed by
ZDI1. Between 2015 and 2016, the query returned 824
vulnerabilities common between NVD and ZDI. The dis-
closed vulnerabilities were also made of note.

DW (black-hat community). The data collection inira-
structure was summarized. In the present disclosure, the
exploit prediction model may be implemented to crawl
websites on DW, both marketplaces and forums, to collect
data relating to malicious hacking. Sites are first identified
before developing scripts for automatic data collection. A
site 15 being put forward to script development after 1t has
been established that the content 1s of interest (hacking-
related) and relatively stable. The population size of the site
1s being observed, though not much decisive power 1is
assigned to 1it. While a large population 1s an indicator for the
age and stability of the site, a small population number can
be associated with higher-value information (closed
forums). While 1t would be 1ncorrect to label forum users as
criminals, there are clearly users communicating malicious
intent and sometimes malicious code 1s exchanged.

Users 1n DW advertise and sell theirr wares on market-
places. Hence, DW marketplaces provide a new avenue to
gather 1nformation about wvulnerabilities and exploits.
Forums on the other hand, feature discussions on newly
discovered vulnerabilities and exploits kits. Data related to
malicious hacking is filtered from the noise and added to a
database using a machine learning approach with high
precision and recall. Not all exploits or vulnerability items
in the database have a CVE number associated with them.
First, the subject database may be queried to extract all items
with CVE mentions. Some vulnerabilities are mentioned in
DW using Microsoit Security Bulletin Number (e.g., MS16-
006) every bulletin number was mapped to 1ts corresponding
CVE ID, making ground truth assignment easy. These items
can be both products sold on markets as well as posts
extracted from forums discussing topics relating to mali-
cious hacking. 378 umique CVE mentions were found
between 2015 and 2016 from more than 120 DW websites.
This number 1s a lot more than previous works have dis-
covered (n=103). The posting date and descriptions associ-
ated with all the CVE mentions were also queried including
product title and description, vendor information, entire
discussion with the CVE mention, author of the posts, topic
of the discussion.

Analyzing a sample of the DW items with CVE mentions,
it was found that all items are posted with item names (a
mandatory field for the majority of marketplaces) while only
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half of them are with description. The item names are mostly
short (median number of words=7). Additionally, almost all
of the 1tems seem to advertise exploits—though 1 many
cases 1t 1s 1mplicit, and about 88.5% of these vulnerabilities
are not reported by Symantec; although 16% of them target
products run on Microsoit. The imnventors chose not to label
these samples as positives since there 1s no evidence sup-
porting that these are functional exploits nor were used in the
wild. From all items vulnerabilities, only 2% appeared in
DW belore reported by Symantec while 9.5% are either
reported by Symantec without date (7% of the total i1tems
vulnerabilities) or with date before they appeared in DW
(2.5%). This implies that early predicting what vulnerabili-
ties will be exploited 1s a non-trivial task when only using,
events in the past when predicting future. Further discus-
s1ons on more observations are presented below.

Attack Signatures (Ground truth). For our ground truth,
vulnerabilities that were exploited 1n the wild were 1dentified
using Symantec’s anti-virus attack signatures and Intrusion
Detection Systems” (IDS) attacks signatures. The attack
signatures were associated with the CVE-ID of the vulner-
ability that was exploited. These CVE’s were mapped to the
CVE’s mined from NVD, EDB, ZDI and DW. This ground
truth indicates actual exploits that were used 1n the wild and
not just prootf-of-concept exploits used as ground truth in
related work. Table 1 shows the number of vulnerabilities
exploited as compared to the ones disclosed 1n 2015 and
2016 for all the data sources considered. For NVD, around
2.4% of the disclosed vulnerabilities were exploited, which
1s consistent with previous literature. On the other hand for
EDB, ZDI and DW there 1s a significant percent increase 1n
exploited vulnerabilities to 9%, 12% and 14% respectively.
This shows that it was more likely to 1dentity a vulnerability
that will be exploited 1n the future 1f 1t has a proot-oi-
concept available in EDB or mentions in ZDI or DW. For
this research, there was no data regarding the volume and
frequency of the attacks carried by exploits; hence all
exploited vulnerabilities were considered to have equal
importance and deserve the same amount of consideration.
Additionally, the exploitation date of a vulnerability was
defined as the date 1t was first detected 1n the wild. Symantec
IDS attack signatures are reported without recoding the
dates when they were first detected, but anti-virus attacks
signatures are reported with their exploitation date. Within
2015 and 2016, the attack signatures reported without dates
are 112 while those reported with their discovery dates are
194,

The second embodiment of the present disclosure (em-
bodiment B) 1s evaluated on a database of 46 darkweb and
deepweb forums collected from the same data collection
inirastructure used by embodiment A. However, a longer
time period of data i1s considered in embodiment B. All
postings between January 2010 and March 2017 are ana-
lyzed or otherwise considered. FIG. 15 1s a histogram
showing the vulnerability reported per year from NVD, DW,
and Symantec. Additionally, the same ground truth data is
used to label exploited vulnerabilities.

Feature Description

Features used by embodiment A were combined from all
the data sources 110 discussed herein. Table 2 gives a
summary of the features with their type. Each of the features
shall be discussed below.
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TABLE 2

Summary of features.

Feature Type

NVD and DW TF-IDF on bag of words
description

CVSS Numeric and Categorical
DW Language Categorical

Presence of Binary

proof-of-concept

Vulnerability mention on Binary

ZDI

Vulnerability mention on Binary

DW

NVD and DW description. NVD description provides
information on the vulnerability and what 1t allows hackers
to do when they exploit 1t. DW description often provides
rich context on what the discussion 1s about (mostly in
forums rather than marketplaces since 1tems are described 1n
tewer words). Patterns can be learned based on this textual
content. The description of published vulnerabilities was
obtained from NVD between 2015 and 2016. The inventors
also queried the DW database for CVE mentions between
2015 and 2016. This description was appended to the NVD
description with the corresponding CVE. It was observed
that some of the descriptions on DW are i a foreign
language as discussed herein. The foreign text was translated
to English using Google Translate API. The text features
were vectorized using term Irequency-imnverse document
frequency (TF-IDF) model, which creates a vocabulary of

all the words 1n the description. The importance of a word
feature increase the more times 1t occurs but 1s normalized
by the total number of words 1n the description. This
climinates common words from being important features.
The TF-IDF model was limited to 1000 most frequent words
(there was no benefit in the performance by using more word
features, it just adds to the computational cost).

CVSS. NVD provides a CVSS score and the CVSS vector
from which the score 1s computed indicating the severity of
cach of the disclosed vulnerability. CVSS version 2.0 was
used as a feature for a classifier (numeric type) implemented
with the described exploitation prediction model. The CVSS
vector lists the components from which the score 1s com-
puted. The components of the vector include Access Com-
plexity, Authentication, Confidentiality, Integrity and Avail-
ability. Access complexity indicates how diflicult 1s to
exploit the vulnerability once the attacker has gained access.
It 1s defined 1n terms of three levels: High, Medium and Low.
Authentication indicates whether authentication 1s required
by the attacker to exploit the vulnerability. It 1s a binary
identifier taking the values Required and Not Required.
Confidentiality, Integrity and Availability indicate what loss
the system would incur if the vulnerability 1s exploited. It
takes the values None, Partial and Complete. All the CVSS
vector features are categorical. The inventors vectorized
these features by building a vector with all possible catego-
ries. Then 11 that category 1s present we insert “1” otherwise
“0”.

Language. DW feeds are posted in different languages.
Four languages were found that are used in DW posts
referencing vulnerabilities. These languages are English,
Chinese, Russian, and Swedish. Since the number of
samples was limited from every language, the text transla-
tion was used as described. However, translation can result
in a loss of important information, but the impact of know-
ing the language 1s retained by using 1t as feature. The
analysis on the languages of DW {ees are shown and their
variation 1n the exploitation rate.
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Presence of proof-of-concept. The presence of proot-oi-
concept exploits in EDB increases the likelihood of a
vulnerability being exploited. It was treated as a binary
teature 1indicating whether proof-of-concept 1s present for a
vulnerability or not.

Vulnerability mention on ZDI. Vulnerability mention on
/DI also increases the likelthood of it being exploited.
Similar to proof-of-concept exploit a binary feature was
used to denote whether a vulnerability was mentioned
(disclosed) i ZDI before 1t 1s exploited. Vulnerability
mention on DW. Vulnerability mention on DW also
increases the likelithood of 1t being exploited. Binary feature
indicating vulnerability mention on DW 1s considered as a
feature.

On the other hand, a subset of the mentioned features
comprising NVD and DW description, CVSS base score,
and the language of DW posts are also used in embodiment
B. In addition to those features, two more sets of features
may be added. Those features include: (1) Common Weak-
ness Enumeration (CWE), and (2) a set of features computed
from the social network structure of users posting 1 a
forum. A summary of each of these two sets of features 1s
provided below.

CWE. It 1s a community-effort project comprising enu-
merating common software security weaknesses (categori-
cal). These are categories of flaws that can be made during
the software development and can exist in the software
architecture, design, or code.

DW Social Network Features. This set of features con-
tains measures computed from the social connections of
users posting hacking-related content. The basic social net-
work features (e.g., in-degree, out-degree) indicates how
active a user 1s 1n the social graph. More advanced features
measure the centrality of users in the social graph. Highly
central users are more important; thus the vulnerability
mentions should take more consideration. The features were

computed for the set of users who explicitly mentioned one
or more CVE-IDs 1n their posts.

VULNERABILITY ANALY SIS

For vulnerabilities used for evaluating embodiment A, the
likelihood that a given vulnerability mentioned in a data
source 110 will be exploited 1s analyzed. Time-based analy-
s1s 15 then provided based on the dates the exploited CVE’s
were mentioned 1n the data sources, and the exploitation date
found 1n Symantec data. This analysis shows us how many
of the vulnerability mentions online preceded their exploi-
tation date. As mentioned herein, the vulnerabilities that
were reported by Symantec without the exploitation date are
112; while those reported with their exploitation dates are
194. All exploited vulnerabilities are used as ground truth for
the first analysis (likelihood of exploitation). However, in
the time-based analysis the exploited vulnerabilities without
reported dates were i1gnored since 1t cannot make any
assumptions 1f they were detected before or after the vul-
nerability disclosed. Furthermore, we analyze our ground
truth and compare i1t with other sources to 1dentity the highly
vulnerable software and system vendors. Symantec reports
attack signatures for vulnerabilities existing 1n certain prod-
ucts. The distribution of the affected vendors 1n every data
source was studied to show the variation 1n vendor coverage
attained from our data sources. This analysis was based on
the vendor mentions by CPE data from NVD. A vulnerabil-
ity can exist 1n variant software versions that run on different
operating systems. Finally, a language-based analysis on the
DW data was provided to shed light on some sociocultural
factors present 1n darkweb and appear to have implications
on the exploitability likelihood.
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Likelihood of Exploitation. Before the likelihood of vul-
nerability mentions online 1s computed in the data sources
110 are exploited, 1t 1s important to understand the variabil-
ity between these data sources 110 1n covering exploited
vulnerabilities. Higher variability between data sources 110
implies higher information gain and less redundancy. On the
other hand, 11 an online mention of a vulnerability 1n a data
source 110 does not increase the likelthood of being
exploited as compared to NVD, the inclusion of that data
source 110 adds no value to the prediction model. Table 3
shows the vulnerability exploitation probabilities for the
vulnerabilities mentioned 1n a given data source 110. This
analysis emphasizes the value of overt data sources 110 1n
supplementing NVD data. As mentioned herein, around
2.4% of the vulnerabilities disclosed 1n NVD are exploited
in the wild. Hence, including other sources can increase the
likelihood of correctly predicting the vulnerability that will
be exploited.

Time-Based Analysis. Most software systems receive
repeated attacks to vulnerabilities known 1n the system long
time alter an exploit has been detected 1n the wild. Accord-
ing to a recent empirical study on exploit data recorded by
Symantec, more than half of the attacked software and
systems received the same attacks repeatedly over more than
two years. Vulnerability may take long time between the
date they are disclosed to the date patch 1s deployed. To
develop sound metrics that assesses the vulnerability impor-
tance 1.¢. detects vulnerabilities before they are exploited in
real world attack, vulnerability mentions are considered that
appear before the exploitation date, or a short-time after the
exploitation date such that the wvulnerability 1s still not
patched by many system administrators. Here, only the
population of exploited vulnerabilities that are reported are
analyzed with their exploitation date (n=194).

FIG. 3 shows that more than 90% of cases, vulnerabilities
are disclosed by NIST before any real-world attack 1is
detected. In the other few cases, the attacks were launched
in the wild before NIST published the vulnerabilities. This
phenomena 1s attributed to three reasons: 1) the vulnerability
information 1s sometimes leaked before the disclosure, 2) by
the time NIST disclosed a vulnerability in NVD, other
sources have already validated and disclosed it, then exploits
are rapidly used 1t in real-world attacks, or 3) the attacker
knew that what they were doing was successiul and contin-
ued to exploit their targets until discovered. Additionally,
/DI and NVD have limited variation on the vulnerability
disclosure dates (median 1s O days). It 1s important to note
that as ZDI disclosures come from industry, that reserved
CVE numbers are shown earlier here than 1n other sources.

TABLE 3

Number of vulnerabilities exploited, the number of exploited
vulnerabilities, the fraction of exploited vulnerabilities that appeared
in each source, and the fraction of total vulnerabilities that appeared
in each source. Results are reported for vulnerabilities and exploited

vulnerabilities appeared in EDB, ZDI, DW (distinct CVEs), CVEs
in ZDI or DW, and results for intersection of the three sources.

EDB v
ZDIv  ZDIv
EDB  ZDI DW DW DW
Number of vulnerabilities 799 824 378 1180 1791
Number of exploited 74 935 52 140 164
vulnerabilities
Percentage of exploited 21%  31% 17%  46% 54%
vulnerabilities
Percentage of total 6.3% 6.5% 3.0% 93% 14.2%
vulnerabilities
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In case of EDB database, almost all of the exploited
vulnerabilities (with exploitation date) from the vulnerabaili-
ties that have proof-of-concept exploits archived in EDB
were found in the wild within the first 100 days of prooi-
of-concept availability. Such short time period between
proof-of-concept availability and actual attack in the real-
world indicates that having a template for vulnerability
exploitation (1n this case prooi-of-concept) makes 1t easier to
be deployed 1n real world attacks. FIG. 4 shows difference
in days between the availability of proof-of-concepts
exploits and exploitation date. In case of DW database, more
than 60% of the first-time mentions to the exploited CVE’s
are within 100 days before or 100 after the exploitation
dates. The remaining mentions are within the 18 month time
frame after the vulnerability exploitation date (see FIG. 5).

Vendor-Based Analysis. It 1s important to note that
Symantec reports vulnerabilities that attack the systems and
soltware configurations used by their customers. In the time
period studied, more than 84% and 36% of the exploited
vulnerabilities reported by Symantec exist in products solely
from, or run on, Microsoit and Adobe’s products, respec-
tively; whereas less than 16% and 8% of vulnerabilities
published 1n NVD are related to Microsoft and Adobe,
receptively. FIG. 6 shows the percentage from the exploited
vulnerabilities that can aflfect each of the top five vendors in
every data source. It 1s important to note that a vulnerability
may atlect more than a vendor (e.g., CVE-2016-4272 exists
in Adobe Flash Player, and 1t allows attackers to execute
arbitrary code via unspecified vectors and can aflect prod-
ucts from all five vendors). Additionally, the absence of
vulnerabilities detected 1n other important systems and soft-
ware vendors from Symantec’s dataset does not imply that
they have not been exploited; rather, they are not detected by
Symantec (false positives). Furthermore, the presence of
some operating systems vendors (e.g., Linux) in the
exploited vulnerabilities does not necessarily imply good
coverage of Symantec’s data to these systems; however,
other exploited products can run on these operating systems.

DW data appears to have more uniform vendor coverage.
Only 30% and 6.2% of the vulnerabilities mentioned in DW
during the time period are related to Microsoit and Adobe,
receptively. Additionally, ZDI favors products from these
two vendors (Microsoit 1s 57.8%, and Adobe 35.2%), as
well as Apple’s products (40.6%). This provides evidence
that each data source covering vulnerabilities targeting vary-
ing sets of software vendors.

Language-Based Analysis. The users posting 1n DW hack-
ing forums, and the vendors selling in marketplaces, are
found to be discussing technical details about disclosed
vulnerabilities, and trading real-world exploits. Interest-
ingly, 1t was found that notable variations on the exploitation
likelthood conditioned on the language used in DW data
teeds are referencing CVE’s. In DW {feeds, four languages
are detected with different vulnerability posts and items
distributions. FIG. 7 shows the percentage of vulnerability
mentions and the fraction of exploited vulnerabilities given
it 1s mentioned by each language. Expectedly, English and
Chinese, have the highest numbers of wvulnerabilities
(n=242, and n=112, respectively). However, vulnerability
posts 1n Chinese exhibit the lowest exploitation rate (about
10%) followed by English (about 13%). The other two
languages are Russian and Swedish with few vulnerability
mentions, but both exhibit very high exploitation rates.
About 46% of the vulnerabilities mentioned in Russian
where exploited (n=6), and about 19% for vulnerabilities
mentioned 1 Swedish (n=2). Even though languages imply
the likelthood of exploitation, they can be viewed as a
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double-edged sword since the language-dependent sets of
textual features need considerable size of training corpus,
and DW data feeds are insuflicient for training classifiers for
cach language. As mentioned herein, the translation of the
DW text 1s used after preprocessing (special character
removal, stemming and bag of word) as well as the vulner-
ability description from NVD to train and test our model.
This helps 1n capturing valuable textual features related to
hacking and exploiting vulnerabilities, but other cultural-
dependent features may go uncaptured. To account for any

lose from the limitation of training samples, we use the DW
mention languages as features.

EXPERIMENTAL SETUP (Embodiment A)

Three experiments were performed with the models to
determine effectiveness 1n prediction of exploitability. First,
the model was compared to a benchmark done under con-
ditions very close to work previously presented. For present
model, 1t was found that Random Forest (RF) gives us the
best F1 measure. Random forest 1s an ensemble method
proposed by Breiman. It 1s based on the 1dea of generating
multiple predictors (decision trees in this case) which are
then used 1n combination to classity a new disclosed vul-
nerability. The strength of the random forest lies 1n ntro-
ducing randomness to build each classifier and using random
low dimensional subspaces to classily the data at each node
in a classifier. A random {forest was used that combines
bagging for each tree with random feature selection at each
node to split the data. The final result 1s therefore an
ensemble of decision trees each having their own 1indepen-
dent opinion on class labels (exploited or not exploited) for
a given disclosed vulnerability. A new vulnerability 1s clas-
sified independently by each tree and assigned a class label
best fit for 1t. Multiple decision trees may result 1n having
multiple class labels for the same data sample; hence, to take
the final decision a majority vote 1s taken and the class label
with most votes 1s assigned to the vulnerability.

Performance Evaluation (Embodiment A)

The classifiers were evaluated based on two classes of
metrics that have been used 1n previous work. The first class
1s used to demonstrate the performance achieved on the
minority class (in our case here 1.2%). The metrics under
this class are precision and recall. They are computed as
reported 1n Table 4. Precision 1s defined as the fraction of
vulnerabilities that were exploited from all vulnerabilities
predicted to be exploited by the present model. It highlights
the effect of mistakenly flagging non-exploited vulnerabili-
ties. Recall 1s defined as the fraction of correctly predicted
exploited vulnerabilities from the total number of exploited
vulnerabilities. It highlights the eflect of untlagging 1impor-
tant vulnerabilities that were used later 1n attacks. For highly
imbalanced data, these metrics give an intuition regarding
how well the classifier performed on the minornty class
(exploited Vulnerabilities). The F1 measure 1s the harmonic
mean of precision and recall. It summarizes the precision
and recall 1n a common metric. The F1 measure can be
varied based on the trade-ofl between precision and recall.
This trade-ofl 1s dependent on the priornity of the applica-
tions. If keeping the number of 1ncorrectly flagged vulner-
abilities to a minimum 1s a priority, then high precision is
desired. To keep the number of undetected vulnerabilities
that are later exploited minimum, high recall 1s desired. We
further report Receiver Operating Characteristics (ROC)

curve as well as Area Under Curve (AUC) of the classifier,
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which 1s close to pertect (95%). ROC graphically illustrates
the performance of our classifier by plotting the true positive
rate (IPR) against the false positive rate (FPR) at various
thresholds of the confidence scores the classifier outputs. In
binary classification problems, the overall TPR 1s always
equivalent to recall for the positive class while FPR 1s the

number of not exploited vulnerabilities that are incorrectly
classified as exploited from all not exploited samples. ROC

1s a curve; thus, AUC i1s the area under ROC. The higher, the
better (1.e., a classifier with AUC=1 1s a perfect classifier).

TABLE 4

Evaluation metrics.

Metric Formula
Precision TP
TP+ FP
TPR (recall in case of binary classification) TP
TP+ FN
F1 ) precision = recall
) precision + recall
FPR FP
FP+ TN

TP—true positives,
FP—false positives,
FN—false negatives,
TN—true negative,

Results (Embodiment A)

Benchmark Test. The present model was compared to
recent works on using vulnerabilities mentioned on twitter to
predict 1 such vulnerabilities would be exploited or not.
They use Support Vector machine (SVM) as their classifier,
the present model works best with Random Forest classifier.
Although 1t would be straightforward to think that our
approach would achieve better performance than previous
work, this work 1s only compared because: (1) to the best of
our knowledge, there 1s no existing work on predicting
exploits 1n the wild using DW data, and (2) 1t 1s compared
with all major approaches, and using feeds from social
media currently 1s the best one. The mventors restrict the
training and evaluation of their classifier to vulnerabilities
targeting Microsoit and Adobe products as Symantec does
not have attack signatures for all the targeted platiforms.
They perform a 10-fold stratified cross validation, where the
data 1s partitioned into 10 parts while maintaining the class
rati1o in each part, they train on 9 parts and test on the
remaining one. The experiment 1s repeated for all 10 parts.
Hence, each sample gets tested at least once.

For comparison, the same experiment 1s pertormed, under
highly similar assumptions. Exploited vulnerabilities are all
used regardless of whether the date 1s reported by Symantec
or not. In the present case, 2056 vulnerabilities target
Microsoit and Adobe products. Out of 2056 vulnerabilities,
261 are exploited, fraction that i1s consistent with previous
work. A 10-fold stratified cross-validation 1s performed. The
precision-recall curve 1s plotted for the present model (see
FIG. 8). The precision-recall curve shows us the trade-off
between precision and recall for different decision threshold.
Since F1 measure 1s not reported, the precision-recall curve
reported 1s used to draw comparison. By maintaining the
recall value constant, how the precision varies are compared.
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Table 5 shows the comparison between the two models by
comparing precision for different values of recall. For a
threshold o1 0.5 we get an F1 measure of 0.44 with precision
0.53 and recall 0.3. Maintaining the recall, the precision
displayed 1n the graph 1s 0.3 significantly lower than 0.4. The
same experiment 1s performed on different recall values to
compare the precision. At each point, higher precision 1is
obtained than the previous approach.

TABLE 5

Precision comparison between * and proposed model while
keeping the recall constant.

Metric Precision [44]* Precision (This paper)
Recall = 0.20 0.30 0.41
Recall = 0.40 0.18 0.40
Recall = 0.70 0.10 0.29

*Numbers derived from FIG. 6.a. from [44]

Avoiding temporal itermixing. It should be understood
that the temporal sequencing of exploit warning could lead
to Tuture events being used to predict past ones. This could
lead to 1naccurate results, especially 1n the case where there
1s strong temporal dependencies 1n the data—which argues
1s the case for social media. In this experiment we sort the
vulnerabilities according to their disclosed dates on NVD.
The first 70% was reserved for training and the rest for
testing.

For a baseline comparison we use the CVSS version 2.0
score to classily whether a vulnerability will be exploited or
not based on the severity score assigned to 1t. The CVSS
score has been used as a baseline 1n previous studies. CVSS
tends to classify on the side of caution 1.e. 1t tends to predict
more vulnerabilities that will be exploited resulting 1n false
positives. FIG. 9 shows the precision-recall curve for the
CVSS score. It 1s computed by varying the decision thresh-
old that decides whether to predict a vulnerability as
exploited or not. CVSS gives high recall with very low
precision which 1s not desired for real-world exploit detec-
tion. The best F1 measure that could be obtained was 0.15.
The experiment 1s now performed using our proposed
model.

FIG. 10 shows the performance comparison between the
proposed model using the random forest classifier and the
CVSS score. The best F1 measure for the CVSS score 1s
0.13. The model outperforms the CVSS score with an F1
measure of 0.4 with precision 0.45 and recall 0.35.

The performance on the minority class 1s promising when
realizing that the class 1mbalance 1s very severe and the
ground truth 1s not perfect. The random forest classifier 1s
able to score an average of F1 of 0.89 for 10 runs of
randomly under-sampled training and testing datasets. How-
ever, this 1s not considered to reflect the actual performance
for real-world deployment. Additionally, our classifier show
very high TPR (90%) at low FPR (13%) and AUC of 95%
as depicted 1n FIG. 11. This 1s comparable to previous work

in predicting cyber threats, though i1n different prediction
tasks, (TPR: 90%, and FPR: 10%), results reported in

[49](TPR: 66%, and FPR: 17%), as well as reported results
in [31](TPR: 70%, and FPR: 35%).

Evaluation with Individual Data Sources. What this effect
does was studied introducing each data source has on the
prediction of vulnerabilities mentioned 1n that source. This
1s an 1mportant to see 1f adding a particular data source
benefits the vulnerabilities that have been mentioned in that
data source. It was found that time based split used in the
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previous experiment leaves very few vulnerabilities men-
tioned 1n these data sources 1n the test set (ZDI: 18, DW: 4,
EDB: 2). Hence the increase the numbers by (1) performing
a 10-fold cross validation without sorting the vulnerabilities
(2) the ground truth was increased by considering the
exploited vulnerabilities that did not have exploit date (these
were removed from earlier experiments since it was not
clear whether these were exploited before or after the
vulnerability was exploited). Using these two techniques, we
have 84 vulnerabilities mentioned in ZDI that have been
exploited, 57 1n EDB, and 32 1n DW. The results (precision,
recall and F1) were reported for the vulnerabilities men-
tioned 1n each data source. Also, the prediction of these
vulnerabilities was mentioned by using only NVD {features.
For the vulnerabilities mentioned 1n DW, DW {features were
only considered along with NVD, The model predicts 12
vulnerabilities as exploited with a precision of 0.67 and
recall of 0.375. By only considering the NVD {features,
predicts 12 vulnerabilities as exploited with a precision of
0.23 and recall of 0.38. Hence using the DW {features, the
precision improved significantly from 0.23 to 0.67. Table 6
shows the precision-recall with corresponding F1 measure.
DW information was thus able to correctly identily the
positive sample mentioned i DW with higher precision.

TABLE 6

Precision, Recall, F1 measure for vulnerabilities mentioned
on DW, ZDI, and EDB.

Source Case Precision Recall F1 measure
DW NVD 0.23 0.38 0.27
NVD + DW 0.67 0.375 0.48
ZDI NVD 0.16 0.54 0.25
NVD + ZDI 0.49 0.24 0.32
EDB NVD 0.15 0.56 0.24
NVD + EDB 0.31 0.40 0.35

For ZDI, 84 vulnerabilities were mentioned 1n it. By just
utilizing NVD features, we get an F1 measure of 0.25
(precision: 0.16, recall: 0.54) as compared to addition of ZDI
feature with F1 measure of 0.32 (precision: 0.49, recall:
0.24), a significant improvement in precision. Table 6 also
shows the precision-recall with corresponding F1 measure
for samples mentioned on ZDI.

A similar analysis was performed for the vulnerabilities
that have prootf-of-concept available on EDB. For EDB we
have 57 vulnerabilities with proof-of-concept. By just uti-
lizing NVD features an F1 measure of 0.24 (precision: 0.15,
recall: 0.56) was obtained as compared to addition of EDB
feature with F1 measure of 0.35 (precision: 0.31, recall:
0.40), a significant improvement in precision as shown in
Table 6.

Feature Importance. To better explain the choices to the
features that were examined and provide an understanding
on where the prediction power most attributed to, the
features that have the most contribution to the prediction
performance were reported. A feature vector for a sample
has 28 features computed from the non-textual data (sum-
marized in Table 2) as well as the textual features—TF-IDF
computed from the bag of words for the 1000 words that
have the highest frequency in NVD description and DW. For
cach of the features, the Mutual Information (MI) was
computed, which computes how much a vanable (here a
teature x,) tells about another varniable (here the class label
y € {exploited, not exploited}). The features that contribute
the most from the non-textual data are {language
Russian=true, has_ DW=true, has_PoC=false}. In addition,
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the features that contribute the most from the textual data are
the words {demonstrate, launch, network, xen, zdi, binary,
attempt}. All of these features received MI scores over 0.02.

ADVERSARIAL DATA MANIPULATION
(embodiment A)

The effects of adversarial data mampulation on DW data
were studied. For EDB, we only consider vulnerabilities that
have verified proof-of-concepts. ZDI also publishes only
verified vulnerabilities; hence there 1s a very small chance of
mampulating these data sources. On the other hand, the
public nature of DW marketplaces and forums gives an
adversary the ability to poison the data used by the classifier.
They can achieve 1t by adding vulnerability discussions on
these platforms with the intent of deceiving the classifier to
predict exploitation by that vulnerability and having high
false positives. Previous work discusses how an adversary
can influence a classifier by mampulating the traiming data.

In the present prediction model, we use the presence of
the vulnerability 1n darkweb, language of the market/forum
it was mentioned and the vulnerability description as fea-
tures. An adversary could easily post discussions regarding
vulnerabilities he does not intent or has information that they
will not be exploited. To study the influence of such noise on
the performance of the model was conducted 1n two strat-
cgies:

1. Adversary adding random vulnerability discussion. In
this strategy, the adversary initiates random vulnerability
discussions on DW and reposts them with a different CVE
number. So the CVE mentions on DW increases. For the
present experiment, two cases were considered with differ-
ent amounts of noise added. In case (1), 1t 1s assumed that the
noise 1s present 1 both tramning and testing data. Varying
fractions of noise (5%, 10%, 20% of the total data samples)
randomly distributed 1n traiming and testing data were con-
sidered. The experimental setup follows conditions dis-
cussed herein. Vulnerabilities are first sorted according to
time, and the first 70% are reserved for training and the
remaining for testing. FIG. 12A shows the ROC curve
showing the false positive rate (FPR) vs the true positive rate
(TPR). For different amount of noise introduced, the present
model still maintains a high TPR with low FPR and
AUC=0.94, a performance similar to the experiment without
adding noise. This shows that the model 1s highly robust
against noise such that 1t learns good representation of the
noise 1n the traiming dataset then can distinguish them 1n the
testing dataset.

For case (2), we randomly add vulnerability discussion
found on DW with diflerent CVE number to only the test
data and repeat the same experiment. FIG. 12A shows the
ROC plot. In the case, even though there 1s a slight increase
in the FPR, the performance is still on par with the experi-
ment without noise (AUC 0.87). Hence, noisy sample aflect
the prediction model slightly, 11 no noise was introduced in
the training data.

2. Adversary adding vulnerability discussion similar to
NVD. In the previous strategy, the adversary was adding
vulnerability discussions randomly without taking into
account the actual capability of the vulnerability. For
istance, CVE-2016-3330 1s a vulnerability in Microsoit
Edge as reported by NVD. If the vulnerability 1s mentioned
on DW as noise by an adversary but targeting Google
Chrome, then 1t might be easy for the prediction model to
detect 1t as seen 1n previous experiments. But, what if the
adversary crafts the vulnerability discussion such that it 1s a
copy of the NVD description or consistent with the NVD
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description? In this strategy, the adversary posts the NVD
description with the CVE number on DW. For case (1), this

noise 1s considered to be randomly distributed in both
training and testing. FI1G. 12(5) shows the ROC curves for
different levels of noise. The performance decreases as the
number of noisy samples increases, but there 1s no signifi-
cant decline (AUC 0.88).

The experiment was repeated with adding noise only in
the test data for case (2). In this experiment the most
performance was observed with AUC of 0.78 for 20% noise
(see FIG. 12B). This shows that adding correct vulnerability
discussions does aflect the prediction model but with large
number of such samples. Also, effect can be countered by
adding such noisy samples 1n the training data as well for the
model to learn from.

An 1mportant point to consider 1s an adversary would
need to add a large number of noisy samples to drive down
the performance of the prediction model. Previous research
on using data feeds like Twitter for exploit prediction
mention that an adversary can purchase large number of
twitter accounts and flood twitter with vulnerability men-
tions. In DW markets and forums, creation of accounts needs
verification and in some cases demonstration of skills to get
in. While fake accounts are often themselves sold on the
darkweb, 1t 1s diflicult to purchase and maintain thousands of
such fake accounts to post in them. Also, 1f one person 1s
posting a large volume of discussions with CVE mentions,
he/she can be idenftified from their username or can be
removed from the market/forum i1 many of their posts get
down voted as being not relevant. It 1s also important to note
that such forums also function as a merntocracy—where
users who contribute more are held 1n higher regard (which
also makes 1t diflicult to flood discussions with such infor-

mation).

DISCUSSION (Embodiment A)

Viability of the Model and Cost of Misclassification The
performance achieved by the model as a first-line defense
layer 1s very promising. Recall that random forest classifier
outputs a confidence score for every testing sample. A
threshold can be set to identily the decision boundary. It
should be noted that all the results reported 1n this disclosure
are achieved based on hard-cut thresholds such that all
samples that are assigned confidence score greater than a
threshold thr are predicted as exploited. Blindly relying on
a hard-cut threshold may not be a good practice 1n real-world
explmts prediction; rather, thr should be varied 1n accor-
dance to other variables within the organization such that
different thresholds can be set to different vendors (i.e.,
thr,,,,, thr, ), or information systems (i.e., thr,,, t Syﬂ)
For instance, 11 an organization hosts an important website
on an Apache server, and the availability of that site 1s of the
top priority for that organization, then any vulnerability in
Apache server should receive high attention and put forward
to remediation plan regardless of other measures. Other
vulnerabilities, tens of which are disclosed in daily bases,
may exist in many other systems within the organization.
Since 1t 1s very expensive to be responsive to that many
security advisories (e.g., some patches may be unavailable,
some systems may need to be taken oflline to apply patches),
exploitation assessment measures can help in quantifying
the risk and planning mitigations. Risk 1s always thought of
as a function of likelihood (exploitation)’ and impact. The
cost of classilying negative samples as exploited 1s the effort
made to have it fixed. This mostly ivolves patching, or

other remediation such as controlling access or blocking
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network ports. Similarly, the cost of misclassification
depends on the impact incurs. For example, 11 two compa-

nies run the same database management system s, and one
hosts a database with data about all business transactions for
that company while the other host a database with data of
that 1s of little value to the company, then the resulting cost
of a data breach 1s significantly diflerent.

Model Success and Failure Cases. By analyzing the false
negatives and false positives, an understanding 1s gained as
to why and where our model performs well as well as why
and where 1t suflers. The 10 exploited vulnerabailities (about
18% of the exploited samples in the testing dataset) that
received the lowest confidence scores seem to have common
features. For example 9 of these 10 exist in products from
Adobe, namely Flash Player (5 vulnerabilities) and Acrobat
Reader (4 wvulnerabilities). Flash Player’s vulnerabilities
look to have very similar description from NVD, and the
same thing 1s observed for Acrobat Reader’s product. It was
also observed that they were assigned CVE-IDs at the same
date (Apr. 27, 2016), and 7 out of these 9 were published at
the same data as well (Jul. 12, 2016), and assigned a CVSS
base score=10 (except for one, which 1s 7). The other
vulnerability exist in Windows Azure Active Directory
(CVSS score=4.3). Out of these 10 vulnerabilities, only one
had a verified PoC archived on EDB belore 1t was detected
in the wild, and another one had a ZDI mention, while none
was mentioned 1 DW. Misclassifying these vulnerabilities
are attributed to the limited representation of these samples
in the training data set. This observation signifies the impor-
tance of avoiding experiments on time-intermixed data, a
point discussed herein.

The false positive samples were looked into that receive
high confidence—samples where the model predicted as
exploited while they are not. For the random forest classifier,
with F1=0.4, all the false positives (about 40 out of about
3600 wvulnerabilities) exist 1 products from Microsoit
although the model does not use the vendor as feature. The
model seems to be able to infer the vendor from other textual
features. The mventors posit that this level of overfitting 1s
unavoidable and marginal, and attribute this largely to the
limitations on the ground truth. Though the model 1s highly
generalizable, examples of vulnerabilities were found from
other vendors with confidence scores close to thr that was
set; however, 1t cannot be assumed that they are exploited.

Hacker Social Network (Embodiment B)

Embodiment B of present disclosure, adopts the same
assumption made in much of the current literature related to
DW data, in which that the same usernames (case nsensi-
tive) across diflerent DW sites 1s assumed to belong to the
same person(s). This assumption allows for generating one
network comprising a large number of DW sites as opposed
to a social network for each site.

Users” Social Graph. Formally, the users’ social graph
G=(V,E) 1s a weighted, directed graph with no self-loops
(1.e., every edge has a weight; every edge points away from
one node to another node; there exists at most one edge
between any pair of nodes). V 1s the set of vertices (DW
users) and E 1s the set of edges.

Then, an edge 1s created (with weight:1) from user v, to
v; and labeled with the date of v,’s posting date only 1f: (1)
V. v, (2) both v, and v, have posts in [, and v, has posted
after v, (3) the number of posts between v;’s post and v,’s
post 1n I 15 less than thr (1t 1s set to be 10 1n all experiments
in this disclosure),, and (4) there 1s no existing edge origi-

nating from v, to v, and labeled with the same date. Once the
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edges are created, they are added to a multi-directed graph
with parallel edges of weights=1. The multi-graph 1s then
transformed to a directed graph G by summing the weights
ol the parallel edges pointing at the same direction.

Social Network Measures (Embodiment B)

After creating the social network, measures are computed
derived from the network structure. In this disclosure, three
categories of social network measures are considered:

Network Structure Measures: the measures under this
category are: (1) In-degree: the number of edges pointing to
the user, (2) Out-degree: the number of edges originated
from the user, (3) Sum of In-degree weights: the sum of the
weights for all edges pointing to the user, (4) Sum of
out-degree weights: the sum of the weights for all edges
pointing away from the user. These measures describe the
type of activities 1n which the user engages. For example,
higher in-degree than out-degree may indicate the user
tendency towards creating new topics or posting under
topics short time after they are created.

Centrality Measures: three measures are computed: (1)
In-degree centrality: 1t measures the popularity of a user v,
by normalizing v,’s in-degree by the maximum possible
in-degree, (2) Out-degree centrality: measures how actively
a user v, replies to others by normalizing v,’s out-degree
measure by the maximum possible out-degree, (3) Between-
ness centrality: for a user v,, Betweenness centrality mea-
sures the importance of v, by computing the fraction of
shortest paths between all pairs of users that pass through v..

Importance Measures: the number of connections user v,
has with other users, by itself, may not be indicative of
importance; rather, v, 1s important if his/her posts make other
important users reply. Hence, influence metrics incorporate
the centrality of users with outgoing edges to v, into Ids
centrality (1.e., 1f an important user v, replies to v,, then the
importance of v, increases). Two measures are computed
under this category: (1) Eigenvector centrality: measures the
importance of v, by assigning a centrality proportional to the
sum of m-neighbors’ centralities. Eigenvector centrality of
v, is the i” value of the eigenvector C_ corresponding to the
largest eigenvalue of the network adjacency matrix A’, and
(2) Pagerank centrality: measures the centrality of v, by
incorporating iractions of the centralities of in-neighbors,
such that each ot v,’s in-neighbors passes the value of his/her

centrality divided by the number of outgoing edges.

EXPERIMENTAL SETUP (Embodiment B)

In the present embodiment, only the vulnerabilities men-
tioned on the considered DW forums are considered. Addi-
tionally, the same experimental setup as used 1n embodiment
A 1s used to examine the present embodiment. However, two
additional steps are taken here; (1) the vulnerabilities that
were mentioned by users with no communication history are
removed, and (2) 1n each of the experiments, reported an
average performance ol five runs. The resultant dataset
contains 157 distinct vulnerabilities, 24 of which have the
class label exploited. Additionally, embodiment B of the
present disclosure 1s evaluated on the exact same perfor-
mance metrics as 1n embodiment A.

Results (Embodiment B)

Experiments under Real-World Conditions. In this set of
experiments, the vulnerabilities were sorted by theirr DW
date, then we train our classifiers on the wvulnerabilities
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mentioned before June 2016 (125 vulnerabilities), and test
on the vulnerabilities from June 2016 to March 2017 (32
vulnerabilities, only 3 are exploited. The classification per-
formance achieved by our RF model has an average preci-
sion of 0.57, recall of 0.93, and F1 of 0.67. The same
classifier 1s able to achieve on average AUC o1 0.95. We note
that the results of 5 runs show relatively high variance due
to the small number of samples on which the models are
tested. The lower score of precision 1s attributed to the fact
that Symantec’s data 1s biased towards reporting exploits
targeting vulnerabailities that exist 1n software products from
certain software vendors as discussed earlier. Since our
model 1s found to predict vulnerabilities as being exploited
from other vendors as well, we believe that some false
positives were actually exploited in the wild but never
detected by Symantec.

Ablation Test and Cross-Validation. Since the number of
vulnerabilities 1n the testing dataset 1n the previous experi-
ment 1s relatively small, stratified 5-fold cross-validation
was applied on the whole dataset. In this experiment, the
samples are intermixed; hence these conditions do not reflect
the conditions of real-world streaming prediction (1.e., pre-
dicting the likelihood of exploitation at the time of the
vulnerability mention). The average F1 achieved 1s 0.72,

with a precision of 0.61, a recall of 0.89, and an AUC of
0.88.

To measure the impact of individual feature sets on the
overall classification performance, two tests were applied:
(1) an ablation test (depicted in FIG. 16) where the change
in precision, recall, F1, and AUC is recorded when each set
of features 1s removed from the prediction model, and (2) a
test on individual feature sets (depicted in FIG. 17) where
the classification performance 1s reported for models traimned
on only one set features at a time. In the ablation test, when
the set of social network features were removed from the

model, some decrease in performance was recorded as
depicted in FIG. 16. In the individual feature tests, the social
network measures resulted 1n an 1improvement in perfor-
mance that i1s significantly higher than the improvement
recorded from the inclusion of other feature sets. It was
noted that the simple classifier, which labels all vulnerabili-

ties as being exploited, results 1n a precision o1 0.16, a recall
of 1, at an F1 of 0.27 and an AUC of 0.5.

CONCLUSION

A study of aggregating early signs from online vulner-
ability mentions was conducted for predicting whether a
particular disclosed wvulnerability will be exploited. The
present prediction model 1s robust and useful as compared
against previously introduced models that combine infor-
mation from social media sites like twitter for exploit
prediction. The results show that while maintaining recall
significantly high precision was achieved in predicting
exploits.

PERFORMANCE

The performance of several standard supervised machine

learning approaches was compared for exploit prediction
models examined 1n the first embodiment. Parameters for all
approaches, were set 1n a manner to provide the best
performance. The scikit-learn Python package was used.
Other approaches for comparison will now be discussed.

Supervised Learning Approaches

Support Vector Machine (SVM). Support vector machine
(SVM) was proposed by Vapnik. SVM works by finding a
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separating margin that maximizes the geometric distance
between classes (in the instant case, exploited and not
exploited). The separating margin 1s termed as hyperplane.
When a separating plane cannot be found to distinguish
between the two classes, the SVM cost function includes a
regularization penalty and a slack variable for the misclas-
sified samples. Varying these parameters, trade-oil between
precision and recall can be observed.

Naive Bayes Classifier (NB). Naive Bayes 1s a probabi-
listic classifier which uses Bayes theorem with independent
attribute assumption. During training we compute the con-
ditional probabilities of a sample of a given class having a
certain attribute. The prior probabilities for each class 1.e.
fraction of the tramming data belonging to each class was
computed. Naive Bayes assumes that the attributes are
statistically independent hence the likelihood for a sample S
represented with a set of attributes a associated with a class
¢ is given as, Pr (cIS)=P(c)xm,_,“ Pr (a,lc).

Bayesian Network (BN). BN 1s a generalized form of NB
such that not all features are assumed to be independent.
Rather, variable dependencies are modeled in a graph leaned
from the training data.

Decision Tree (DT). Decision tree 1s a hierarchical recur-
sive partitioning algorithm. We build the decision tree by
finding the best split attribute 1.e. the attribute that maxi-
mizes the mformation gain at each split of a node. In order
to avoid over-fitting, the terminating criteria 1s set to less
than 5% of total samples.

Logistic Regression (LOG-REG). Logistic regression
classifies samples by computing the odds ratio. The odds
ratio gives the strength of association between the attributes
and the class.

Results

The temporal information for all the classifiers was main-

tained. The disclosed vulnerabilities were sorted according
to the time they were posted on NVD. The first 70% was
reserved for training and the remaining for testing.

TABLE 7

Precision, Recall, F1 measure for RF, SVM, LOG-REG,
DT and NB {for predicting whether a vulnerability will
be exploited or not.

Classifier Precision Recall F1 measure
RF 0.45 0.35 0.40
BN 0.31 0.38 0.34

SVM 0.28 0.42 0.34
LOG-REG 0.28 0.4 0.33
DT 0.25 8.24 0.25
NB 0.17 0.76 0.27

Table 7 shows the comparison between the classifiers with
respect to precision, recall and F1 measure. Random forest
(RF) performs the best with F1 measure of 0.4 as compared
to SVM: 0.34, BN: 0.34, LOG-REG: 0.33, DT: 0.25, and
NB: 0.27. An mteresting point to note, even though RF has
the best F1 measure 1t does not have the best recall, NB does.
RF was chosen as having high precision makes the model
reliable as compared to low precision which results 1n a lot
of false positives. The approach going forward that might
improve recall without significantly affecting precision 1s to
use an ensemble of diflerent classifiers, where one approach
helps the other approach to make the right decision. This
way the strength of different classifiers can be combined and
avoid their weaknesses.
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Addressing Class Imbalance

The problem of class imbalance has gained lot research-
ers’ attention because 1t exists 1n many real-world applica-
tions. This has resulted i1n large number of proposed
approaches. Since our dataset 1s highly imbalanced (the
percentage of minority class 1s only 1.2%), SMOTE 1s used
to measure the improvement 1n classification performance.
SMOTE over-samples the exploited vulnerabilities by cre-
ating synthetic samples with features similar to the exploited
vulnerabilities. This data manipulating 1s only applied to the
training set. Applying SMOTE, no performance improve-
ment 1s achieved for our RF classifier. However, SMOTE
introduces a considerable improvement with Bayesian Net-
work (BN) classifier. Table 8 reports different over-sampling
sizes and the change in performance. Over exaggerating 1n
creating synthetic positive samples can overpower the real
samples leading to reduction in the model performance.

TABLE 8

Performance improvement attained by applying SMOTE for
BN classifier using different over-sampling percentages for
the exploited samples

Over-Sampling

Percentages Precision Recall F1 measure
100% 0.37 0.42 0.39
200% 0.40 0.44 0.42
300% 0.41 0.40 0.40
400% 0.31 0.40 0.35

FIG. 18 15 an example schematic diagram of a computing
device 700 that may implement various methodologies and
functions discussed herein. For example, the computing
device 700 may be configured by the application 102 to
implement any embodiments of the described exploit pre-
diction model. The computing device 700 includes a bus 701
(1.e., interconnect), at least one processor 702 or other
computing element, at least one communication port 703, a
main memory 704, a removable storage media 705, a
read-only memory 706, and a mass storage device 707.
Processor(s) 702 can be any known processor, such as,
but not limited to, an Intel® Itanium® or Itanium 2®
processor(s), AMD® Opteron® or Athlon MP®
processor(s), or Motorola® lines of processors. Communi-
cation port 703 can be any of an RS-232 port for use with
a modem based dial-up connection, a 10/100 Ethernet port,
a (igabit port using copper or fiber, or a USB port. Com-
munication port(s) 703 may be chosen depending on a
network such as a Local Area Network (LAN), a Wide Area
Network (WAN), or any network to which the computer
device 700 connects. Computing device may further include
a transport and/or transit network 755, a display screen 760,
an I/O port 740, and an input device 745 such as a mouse or
keyboard.

Main memory 704 can be Random Access Memory
(RAM) or any other dynamic storage device(s) commonly
known 1n the art. Read-only memory 706 can be any static
storage device(s) such as Programmable Read-Only
Memory (PROM) chips for storing static information such
as 1nstructions for processor 702. Mass storage device 707
can be used to store information and instructions. For
example, hard disks such as the Adaptec® family of Small
Computer Serial Interface (SCSI) drives, an optical disc, an
array of disks such as Redundant Array of Independent
Disks (RAID), such as the Adaptec® family of RAID drives,

or any other mass storage devices, may be used.
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Bus 701 communicatively couples processor(s) 702 with
the other memory, storage, and communications blocks. Bus
701 can be a PCI/PCI-X, SCSI, or Universal Serial Bus
(USB) based system bus (or other) depending on the storage
devices used. Removable storage media 705 can be any kind

of external hard drives, thumb drives, Compact Disc—Read
Only Memory (CD-ROM), Compact Disc-Re-Writable

(CD-RW), Digital Video Disk—Read Only Memory (DVD-
ROM), etc.

Embodiments herein may be provided as a computer
program product, which may include a machine-readable
medium having stored thereon instructions which may be
used to program a computer (or other electronic devices) to
perform a process. The machine-readable medium may
include, but 1s not limited to optical discs, CD-ROMs,
magneto-optical disks, ROMs, RAMSs, erasable program-
mable read-only memories (EPROMs), electrically erasable
programmable read-only memories (EEPROMSs), magnetic
or optical cards, flash memory, or other type of media/
machine-readable medium suitable for storing electronic
instructions. Moreover, embodiments herein may also be
downloaded as a computer program product, wherein the
program may be transferred from a remote computer to a
requesting computer by way of data signals embodied 1n a
carrier wave or other propagation medium via a communi-
cation link (e.g., modem or network connection).

As shown, main memory 704 may be encoded with the
application 102 that supports functionality discussed above.
In other words, aspects of the application 102 (and/or other
resources as described herein) can be embodied as software
code such as data and/or logic 1nstructions (e.g., code stored
in the memory or on another computer readable medium
such as a disk) that supports functionality according to
different embodiments described herein. During operation of
one embodiment, processor(s) 702 accesses main memory
704 via the use of bus 701 1n order to launch, run, execute,
interpret, or otherwise perform processes, such as through
logic mstructions, executing on the processor 702 and based
on the application 102 stored in main memory or otherwise
tangibly stored.

The description above includes example systems, meth-
ods, techniques, instruction sequences, and/or computer
program products that embody techniques of the present
disclosure. However, 1t 1s understood that the described
disclosure may be practiced without these specific details. In
the present disclosure, the methods disclosed may be imple-
mented as sets ol instructions or soltware readable by a
device. Further, i1t 1s understood that the specific order or
hierarchy of steps 1n the methods disclosed are instances of
example approaches. Based upon design preferences, 1t 1s
understood that the specific order or hierarchy of steps in the
method can be rearranged while remaining within the dis-
closed subject matter. The accompanying method claims
present elements of the various steps 1n a sample order, and
are not necessarily meant to be limited to the specific order
or hierarchy presented.

The described disclosure may be provided as a computer
program product, or software, that may include a machine-
readable medium having stored thereon instructions, which
may be used to program a computer system (or other
clectronic devices) to perform a process according to the
present disclosure. A machine-readable medium includes
any mechanism for storing information i a form (e.g.,
soltware, processing application) readable by a machine
(c.g., a computer). The machine-readable medium may
include, but 1s not limited to optical storage medium (e.g.,
CD-ROM); magneto-optical storage medium, read only
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memory (ROM); random access memory (RAM); erasable
programmable memory (e.g., EPROM and EEPROM); flash
memory; or other types of medium suitable for storing
clectronic instructions.

Certain embodiments are described herein as including
one or more modules. Such modules are hardware-imple-
mented, and thus include at least one tangible unit capable
of performing certain operations and may be configured or
arranged 1n a certain manner. For example, a hardware-
implemented module may comprise dedicated circuitry that
1s permanently configured (e.g., as a special-purpose pro-
cessor, such as a field-programmable gate array (FPGA) or
an application-specific integrated circuit (ASIC)) to perform
certain operations. A hardware-implemented module may
also comprise programmable circuitry (e.g., as encompassed
within a general-purpose processor or other programmable
processor) that 1s temporarily configured by software or
firmware to perform certain operations. In some example
embodiments, one or more computer systems (e.g., a stand-
alone system, a client and/or server computer system, or a
peer-to-peer computer system) or one or more Processors
may be configured by software (e.g., an application or
application portion) as a hardware-implemented module that
operates to perform certain operations as described herein.

Accordingly, the term “hardware-implemented module™
or “module” encompasses a tangible entity, be that an entity
that 1s physically constructed, permanently configured (e.g.,
hardwired), or temporarily configured (e.g., programmed) to
operate 1n a certain manner and/or to perform certain opera-
tions described herein. Considering embodiments 1n which
hardware-implemented modules are temporarily configured
(e.g., programmed), each of the hardware-implemented
modules need not be configured or instantiated at any one
instance 1n time. For example, where the hardware-imple-
mented modules comprise a general-purpose processor con-
figured using software, the general-purpose processor may
be configured as respective diflerent hardware-implemented
modules at different times. Software may accordingly con-
figure a processor, for example, to constitute a particular
hardware-implemented module at one 1nstance of time and
to constitute a diflerent hardware-implemented module at a
different instance of time.

Hardware-implemented modules may provide informa-
tion to, and/or receive information from, other hardware-
implemented modules. Accordingly, the described hard-
ware-implemented modules may be regarded as being
communicatively coupled. Where multiple of such hard-
ware-implemented modules exist contemporaneously, com-
munications may be achieved through signal transmission
(e.g., over appropriate circuits and buses) that connect the
hardware-implemented modules. In embodiments 1n which
multiple hardware-implemented modules are configured or
instantiated at different times, communications between
such hardware-implemented modules may be achieved, for
example, through the storage and retrieval of information 1n
memory structures to which the multiple hardware-imple-
mented modules have access. For example, one hardware-
implemented module may perform an operation, and may
store the output of that operation in a memory device to
which 1t 1s communicatively coupled. A further hardware-
implemented module may then, at a later time, access the
memory device to retrieve and process the stored output.
Hardware-implemented modules may also initiate commu-
nications with iput or output devices.

While the present disclosure has been described with
reference to various embodiments, 1t should be understood
that these embodiments are 1llustrative and that the scope of
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the disclosure 1s not limited to them. Many vanations,
modifications, additions, and 1mprovements are possible.
More generally, embodiments in accordance with the pres-
ent disclosure have been described 1n the context of par-
ticular implementations. Functionality may be separated or
combined 1n blocks differently 1n various embodiments of
the disclosure or described with different terminology. These
and other variations, modifications, additions, and improve-
ments may fall within the scope of the disclosure as defined
in the claims that follow.

It should be understood from the foregoing that, while
particular embodiments have been 1llustrated and described,
various modifications can be made thereto without departing,
from the spirit and scope of the invention as will be apparent
to those skilled 1n the art. Such changes and modifications
are within the scope and teachings of this invention as
defined 1n the claims appended hereto.

What 1s claimed 1s:

1. A method for assessing a likelihood of exploitation of
soltware vulnerabilities, comprising:

utilizing a processor in operable communication with at

least one memory for storing instructions that are

executed by the processor to perform operations,

including;

accessing a plurality of datasets associated with a
predetermined set of data sources, the plurality of
datasets including traiming data comprising hacker
communications;

accessing features from the plurality of datasets that
include measures computed from social connections
of users posting hacking-related content

applying learning algorithms to the training data to
generate classification models that are configured to
predict class labels defimng a likelihood of exploi-
tation of respective software vulnerabilities;

accessing one or more features associated with a sofit-
ware vulnerability; and

computing, by applying the one or more features to the
classification model, a class label defining one or
more values defining a likelihood of exploitation
associated with the software vulnerability, wherein
the likelihood of exploitation predicts an actual
exploitation of the respective software vulnerabili-
ties before disclosure based on the hacker commu-
nications irom the training data.

2. The method of claim 1, further comprising generating,
a plurality of estimation outputs based on the one or more
values to derive an overall quantitative score.

3. The method of claim 1, wherein the plurality of datasets
include vulnerability data for vulnerabilities that are publicly
disclosed and obtaining exploits data for exploits that were
used 1n real world attacks.

4. The method of claim 3, further comprising:

aligning the exploits data with the vulnerability data; and

cleaning the exploits data of noise and predetermined

portions of the exploits data that 1s irrelevant to asso-
ciated software vulnerabilities.

5. The method of claim 1, wherein certain features cor-
respond to a known vulnerability obtained from the plurality
ol datasets.

6. The method of claim 1, further comprising testing the
classification models by applying additional training data
and one or more algorithms and evaluation metrics to
optimize the classification models until the classification
models compute the likelihood of exploitation according to
a predefined error rate.
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7. The method of claim 1, further comprising vectorizing,
text features derived from the plurality of datasets using
term frequency-inverse document Irequency to create a
vocabulary of associated words.

8. The method of claim 1, further comprising:

sorting vulnerabilities associated with the plurality of

datasets according to time;

training the classification model using the training data,

the training data defining a first subset of the plurality
of datasets associated with a predetermined period of
time; and

testing the classification model using a second subset of

the plurality of datasets associated with the predeter-
mined period of time.

9. The method of claim 1, further comprising computing,
mutual information from the plurality of datasets informa-
tive as to what information a given feature provides about
another feature.

10. The method of claim 1, further comprising;:

detecting, from the plurality of datasets, vulnerabilities

that appear before an associated exploitation date.

11. The method of claim 1, further comprising:

accessing features from the plurality of datasets that

measure a centrality of the users 1n a social graph.

12. The method of claim 1, further comprising;:

accessing one or more features indicative of temporal

connections between at least two of:

a time associated with discussion of a vulnerability by
users posting hacking-related content at a web forum
prior to disclosure to a public vulnerability database;

a time associated with disclosure of the vulnerability to
the public vulnerability database; and

a time associated with exploitation of the vulnerability
as obtained through exploits data associated with
real-world exploitation of the vulnerability.

13. The method of claim 1, further comprising vectorizing
text features dertved from textual content of the plurality of
datasets using a predetermined natural language process
(NPL).

14. A computing device, configured via machine learning
to apply a learned function to data associated with a software
vulnerability to estimate a likelithood of exploitation of the
soltware vulnerability, the learned function associated with
a prediction model derived from at least one machine
learning algorithm and a plurality of datasets associated with
soltware vulnerabilities, the plurality of datasets including
information associated with discussion of vulnerabilities by
users posting hacking-related content, wherein the likeli-
hood of exploitation predicts an actual exploitation of the
soltware vulnerability before disclosure based on hacker
communications ifrom the plurality of datasets.

15. The computing device of claim 14, wherein the
prediction model 1s at least one classification model that
outputs from features of the software vulnerability a score
indicative of the likelihood of exploitation.

16. The computing device of claim 14, wherein the
predictive model includes a Random Forest (RF) method
including multiple decision tree predictors applied in com-
bination to classify the software vulnerability which 1s used
to estimate the likelihood of exploitation.

17. The computing device of claim 14, wherein the
computing device 1s further configured to apply the learned
function to data associated with each of a plurality of new
soltware vulnerabilities and compute a respective likelihood
of exploitation for each of the plurality of new software
vulnerabilities.
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18. A method of priornitizing vulnerabilities using cyber
threat mtelligence, comprising:

utilizing a processor 1n operable communication with at

least one memory for storing instructions that are

executed by the processor to perform operations includ- 5

ng:

accessing a plurality of datasets associated with a
predetermined set of data sources, at least a portion
of the plurality of datasets defining training data
including hacker communications; 10

applying learning algorithms to the training data to
generate a predictive model configured to predict a
likelihood of exploitation of respective soltware vul-
nerabilities;

accessing one or more features associated with a soft- 15
ware vulnerability; and

computing, by applying the one or more features to the
predictive model, one or more values defining a
likelithood of exploitation associated with the soft-
ware vulnerability, wherein the likelihood of exploi- 20
tation predicts an actual exploitation of the respec-
tive software vulnerabilities before disclosure based
on the hacker communications from the training
data.

19. The method of claim 18, further comprising generat- 25
ing a plurality of estimation outputs based on the one or
more values to derive an overall quantitative score.

20. The method of claim 18, wherein the plurality of
datasets include vulnerability data for vulnerabilities that are
publicly disclosed and obtaining exploits data for exploits 30
that were used 1n real world attacks.
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