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IDENTIFYING TRUSTED SERVICE SET
IDENTIFIERS FOR WIRELESS NETWORKS

TECHNICAL FIELD

Embodiments presented 1n this disclosure generally relate
to wireless communications. More specifically, one or more
embodiments disclosed herein relate to 1dentifying trusted or
suspicious service set identifiers (SSIDs) for wireless net-
works.

BACKGROUND

WiF1 networks are typically identified using an SSID. It
can be very diflicult for an end user, visiting a new location
or presented with a new WiF1 network, to distinguish
between malicious and trusted SSIDs. There 1s a risk that a
user will erroneously connect to a malicious network, cre-
ating a security risk for the user and for associated entities
(e.g., the user’s employer or others).

For example, when an end user arrives at a new location
(e.g., a hotel, airport, collee shop, etc.) the user may see
many different SSIDs advertised for WiF1 networks. The
user’s Wik1 utility (e.g., in theiwr smartphone, tablet, or
computer) may show an assortment of seemingly similar
names, some of which are legitimate and some of which are
malicious. Further, some of the malicious SSIDs may be
specifically named to impersonate legitimate networks,
making i1t even more dificult for a user to identity the
legitimate network(s).

BRIEF DESCRIPTION OF THE DRAWINGS

So that the manner in which the above-recited features of
the present disclosure can be understood in detail, a more
particular description of the disclosure, briefly summarized
above, may be had by reference to embodiments, some of
which are 1llustrated in the appended drawings. It 1s to be
noted, however, that the appended drawings 1llustrate typical
embodiments and are therefore not to be considered limit-
ing; other equally eflective embodiments are contemplated.

FIG. 1 illustrates a listing of trusted and malicious SSIDs
for WiF1 networks, according to one embodiment.

FIG. 2 illustrates a wireless station connecting with a
WiF1 network, according to one embodiment.

FIG. 3 1s a block diagram 1illustrating a wireless STA and
a wireless access point, according to one embodiment.

FIG. 4 1s a flowchart for identifying trusted SSIDs for
WiF1 networks, according to an embodiment.

FIG. 5 1s a flowchart for validating SSID authentication
data, according to an embodiment.

FIG. 6 1illustrates a visually similar listing of trusted and

malicious SSIDs for WiF1 networks, according to one
embodiment.

FIG. 7 1illustrates identifying trusted SSIDs among a
listing of trusted and malicious SSIDs for WikF1 networks,
according to one embodiment.

FIG. 8 1s a flowchart for identifying trusted SSIDs among
a visually similar listing of trusted and malicious SSIDs for
WiF1 networks, according to one embodiment.

FIG. 9 1llustrates generating and updating a supervised
machine learning model, according to an embodiment.

To facilitate understanding, identical reference numerals
have been used, where possible, to designate identical
clements that are common to the figures. It 1s contemplated
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2

that elements disclosed 1n one embodiment may be benefi-
cially used 1n other embodiments without specific recitation.

DESCRIPTION OF EXAMPLE EMBODIMENTS

Overview

Embodiments include a method of i1dentifying a trusted
SSID for a wireless network. The method includes, prior to
establishing a connection with a wireless network compris-
ing a service set identifier (SSID), recerving a network
message at a wireless station (STA) from an access point
(AP) associated with the wireless network. The method
turther includes 1identifying, at the STA, an encrypted 1den-
tifier 1n the network message. The method further includes
validating, at the STA, the encrypted identifier, and in
response determining that the AP corresponds to a trusted

wireless network. The method further includes designating
the SSID as trusted at the STA.

Embodiments further include an STA, including a pro-
cessor and a memory storing a program, which, when
executed on the processor, performs an operation. The
operation includes, prior to establishing a connection with a
wireless network comprising an SSID, receiving a network
message from an AP associated with the wireless network.
The operation further includes identifying an encrypted
identifier in the network message. The operation further
includes validating the encrypted identifier, and 1n response

determining that the AP corresponds to a trusted wireless
network. The operation further includes designating the
SSID as trusted.

Embodiments further include an STA, including a pro-
cessor and a memory storing a program, which, when
executed on the processor, performs an operation. The
operation includes, prior to establishing a connection with a
wireless network, receiving a first network message from a
first AP 1dentifying a first SSID associated with a first
wireless network. The operation further includes receiving a
second network message from a second AP identifying a
second SSID associated with a second wireless network. The
operation further includes determining a visual similarity
between a first visual representation of the first SSID and a
second visual representation of the second SSID. The opera-
tion further includes designating the second SSID as suspi-
cious based on the determined visual similarity.

EXAMPLE

EMBODIMENTS

One or more embodiments disclosed herein relate to
techniques for a wireless station (STA) (e.g., a user device)
to verily the authenticity of advertised SSIDs. For example,
in an embodiment, a vendor-specific attribute field can be
provided 1n a beacon or probe response, and utilized by a
wireless access point (AP) to advertise authenticated infor-
mation to an STA wishing to join the WiF1 network. The
STA wishing to join the WiF1 network can use the advertised
information to verity (e.g., via public key cryptography) the
authenticity of the AP. The STA can then join the network
only 11 1t 1s verified, or can provide a warning to the user.

In an embodiment, this verification can be done 1n several
different ways. In one example, the STA can use a whitelist
and keying information provided by a vendor (e.g., 1n a
mobile App provided by a vendor, like a hotel chain). In
another example, the STA can use OpenRoaming or another
trusted third party to verity the authenticity of the AP
associated with the questionable SSID. As another example,
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the STA can use a trusted vendor (e.g., a location based
platiorm like Cisco DNA Spaces) to identily keying material
and validate the AP.

Further, 1n an embodiment, an STA can use machine
learning (ML) to assist a user 1 identifying trusted SSIDs.
For example, the STA can use ML to identily SSIDs that
appear 1o be close to a known trusted network, but actually
differ, and can discourage a user from joining these SSIDs.
In an embodiment, this 1s done 1n combination with identi-
tying trusted SSIDs. In this embodiment, trusted SSIDs are
identified and a user i1s encouraged to join these networks
(c.g., using a positive tlag or graphical indicator) while
suspicious SSIDs are also i1dentified and a user 1s discour-
aged from joining these networks (e.g., using a negative flag
or graphical indicator). Alternatively, or 1n addition, the ML
techniques can be used without identifying trusted SSIDs.
For example, multiple SSIDs with similar names can be
identified, and a user can be provided a warning or encour-
aged to be cautious with joining any of these SSIDs.

In an embodiment, computer vision techniques can be
used to i1dentily trusted SSIDs. For example, 1t 1s common
for malicious entities to create SSIDs that appear to be
similar to trusted SSIDs but use different underlying char-
acters. A malicious actor might replace a letter “O” with a
number “07, might replace a letter “I” with a number “1”, or
might include additional spaces, underscores, or other char-
acters that are hard for a user to 1dentity visually. Computer
vision techniques can be used to examine graphical images
of the advertised SSIDs, and can i1dentity SSIDs that look
similar visually (e.g., by comparing the images) but use
different underlying characters. These SSIDs can be marked
as suspicious, removed, or otherwise 1dentified as potentially
malicious. In an embodiment, ML can be used along with
computer vision techmiques to i1dentily suspicious (or
trusted) SSIDs.

FIG. 1 1illustrates a listing 100 of trusted and malicious
SSIDs for Wik1 networks, according to one embodiment. In
an embodiment, a user 1s visiting a hotel and 1s presented
with numerous SSIDs for potential WiF1 networks. For
example, the SSID 102 (“Hotel”) may i1dentify a WiFi
network used by hotel employees, while the SSID 104
(“Hotel—Guest™) identifies a valid WiF1 network for use by
guests. But the SSID 106 (“HOTEL—GUEST™), which
includes a number “0” 1n place of the letter “O”, may
identily a malicious or inauthentic WikF1 network. It may be
very dithcult for the user to identity that SSID 104 1s
authentic and should be trusted, while SSID 106 should not
be trusted. Stmilarly, SSIDs 108 (“HotelFreeWikF1”), and 110
(“HotelFree Wif1”) may each identily malicious or inauthen-
tic WiF1 networks. It 1s also difficult for a user to identify
these as mnauthentic and potentially malicious.

FI1G. 2 1llustrates an STA connecting with a WiF1 network,
according to one embodiment. An STA 202 seeks to connect
to a WiF1 network associated with one of two APs 204 and
206. Each AP 1s associated with a diflerent wireless network
with a different SSID. In an embodiment, the AP 206 1s
associated with a trusted WiF1 network while the AP 204 1s
associated with a suspicious WiFi1 network.

In an embodiment, the STA 202 can communicate with
cither the AP 204 or the AP 206 (e.g., using a Wiki
connection or another suitable wireless connection). The AP
206 1s trusted, and so 1t 1s communicatively coupled with a
vendor validation service 230 and an OpenRoaming Fed-
eration service 240. In an embodiment, the AP 206 1s
coupled to these services through any suitable wireless
network (e.g., the Internet, a wide area network (WAN), a
local area network (LLAN), a cellular network, etc.). While
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the 1llustrated AP 206 1s coupled to both a vendor validation
service 230 and an OpenRoaming Federation service 240, 1n
an embodiment the AP 206 1s coupled to only one of these
SErvices.

The AP 204 1s suspicious, and so 1t 1s not coupled to the
vendor validation service 230 or the OpenRoaming Federa-
tion service 240. This 1s discussed further below. In an
embodiment, the AP 204 may be connected to a suitable
wireless network (e.g., the Internet), but because 1t 1s not
trusted 1t cannot make a valid connection with the vendor
validation service 230 (e.g., because the AP and/or its
location 1s not registered with the vendor) or the OpenRoam-
ing Federation service 240 (e.g., because the AP 1s not
registered with the OpenRoaming Federation).

FIG. 3 1s a block diagram 1llustrating a wireless STA 300
and an AP 350, according to one embodiment. The STA 300
includes a processor 302, a memory 310, and network
components 320. The processor 302 generally retrieves and
executes programming instructions stored 1n the memory
310. The processor 302 1s included to be representative of a
single central processing unit (CPU), multiple CPUs, a
single CPU having multiple processing cores, graphics
processing units (GPUs) having multiple execution paths,
and the like.

The network components 320 include the components
necessary for the STA 300 to mterface with a wireless
communication network, as discussed above 1n relation to
FIGS. 1-2. For example, the network components 320 can
include WikF1 or cellular network interface components and
associated software.

Although the memory 310 1s shown as a single entity, the
memory 310 may include one or more memory devices
having blocks of memory associated with physical
addresses, such as random access memory (RAM), read only
memory (ROM), flash memory, or other types of volatile
and/or non-volatile memory. The memory 310 generally
includes program code for performing various functions
related to use of the STA 300. The program code 1s generally
described as various functional “applications™ or “modules™
within the memory 310, although alternate implementations
may have different functions and/or combinations of func-
tions.

Within the memory 310, an SSID verification module 312
facilitates 1dentifying and verifying trusted SSIDs, as dis-
cussed 1n subsequent figures. A machine learning verifica-
tion module 314 uses ML techniques to identily trusted and
untrusted SSIDs. For example, as discussed above, com-
puter vision techniques can be used with the machine
learning verification module 314 to i1dentily (and mark as
suspicious) SSIDs that appear visually similar to trusted
SSIDs while actually using different characters. This 1s
discussed further with regard to subsequent Figures, includ-
ing FIG. 9.

The AP 350 includes a processor 352, a memory 360, and
network components 370. The processor 352 generally
retrieves and executes programming instructions stored in
the memory 360. The processor 352 1s included to be
representative of a single central processing unit (CPU),
multiple CPUs, a single CPU having multiple processing
cores, graphics processing units (GPUs) having multiple
execution paths, and the like.

The network components 370 include the components
necessary for the AP 350 to interface with a wireless
communication network, as discussed above 1n relation to
FIGS. 1-2. For example, the network components 370 can
include WiFi or cellular network interface components and
associated software.
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Although the memory 360 1s shown as a single entity, the
memory 360 may include one or more memory devices
having blocks of memory associated with physical
addresses, such as random access memory (RAM), read only
memory (ROM), flash memory, or other types of volatile
and/or non-volatile memory. The memory 360 generally
includes program code for performing various functions
related to use of the AP 350. The program code 1s generally
described as various functional “applications™ or “modules™
within the memory 360, although alternate implementations
may have different functions and/or combinations of func-
tions.

Within the memory 360, the SSID verification module
362 facilitates identification of a trusted SSID by an STA
(c.g., the STA 300). The trusted authority module 364
facilitates communication with a trusted authonty (e.g., an
OpenRoaming authority) to assist in 1dentification of a
trusted SSID by an STA. This 1s discussed further in relation
to FIG. 4 and after.

FI1G. 4 1s a tflowchart 400 for identifying trusted SSIDs for
WiF1 networks, according to an embodiment. At block 402,
an SSID venfication module (e.g., the SSID verification
module 312 1n the STA 300 illustrated 1n FIG. 3) receives
encrypted authentication data from an AP. In an embodi-
ment, an STA (e.g., the STA 300 1illustrated 1n FIG. 3) can
authenticate an SSID based on receiving authentication data
from an AP associated with the SSID. For example, the AP
can advertise verification data to the STA 1n an attribute field
in a beacon or probe response. This information can include,
for example, the SSID, the network owner, the location, etc.
In an embodiment, the verification data 1s encrypted (e.g.,
using public key encryption). In an embodiment, the STA
requests the authentication data from the AP. Alternatively,
or 1n addition, the AP advertises the authentication data to
the AP unprompted.

At block 404, the SSID verification module validates the
authentication data. In an embodiment, the STA wishing to
join the network associated with the AP can use the adver-
tised authentication information from the AP to verity the
authenticity of the AP (e.g., directly or through a trusted
source). This 1s discussed further with regard to FIG. 5,
below. But assuming the authentication data 1s encrypted
using public key encrypting, the STA must have keying
information (e.g., the associated public key) in order to
decrypt and validate the authentication data. Because the
STA has not yet connected with the network, and does not
yet trust the network associated with the AP, it cannot
receive the keying information from the AP.

Instead, as discussed further below with regard to FIG. 5,
the STA can recerve the keying information i numerous
ways. In one embodiment, a vendor can provide a public key
in a vendor-specific application. For example, a vendor (e.g.,
a hotel chain or coffee shop chain) could include 1 an App
to be installed on a user’s device that includes a listing of
acceptable SSID values (or partial values) along with keying
information. The vendor could encourage customers to
install the App on their local device prior to visiting the
vendor, and the customer could use the App across multiple
locations associated with the vendor.

In another embodiment, the STA can use a Generic
Advertisement Service (GAS) exchange to validate the
SSID using a trusted third party. For example, the STA could
contact the OpenRoaming Federation to authenticate the
SSID. This can be done either directly between the STA and
the trusted third party (e.g., the OpenRoaming Federation
server) or using the AP as a pass-through or relay. In another
embodiment, the STA can use a trusted vendor of the AP or
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associated network hardware to validate the SSID. For
example, the STA could query the AP vendor using a key
associated with the AP vendor, and could use the response to
validate the AP.

At block 406, the SSID verification module revises 1ts list
of trusted SSIDs based on the validated (or not validated)
authentication data. For example, returning to FIG. 1, the
STA could modity the list of SSIDs to retlect the trusted
SSIDs. In an embodiment, the STA removes (or disables)
untrusted SSIDs from the list, leaving only trusted SSIDs.
Alternatively, the STA marks untrusted SSIDs (e.g., with a
warning label) to discourage the user from attempting to
connect to the associated network. As another alternative, or
in addition, the STA marks trusted SSIDs to reflect their
trusted status. As another alternative, the STA automatically
connects to a trusted SSID.

FIG. 5 1s a flowchart for validating SSID authentication
data, according to an embodiment. In an embodiment, FIG.
5 corresponds with block 404 1n FIG. 4. At block 502 an
SSID verification module (e.g., the SSID verification mod-
ule 312 1n the STA 300 illustrated 1 FIG. 3) receives
encrypted authentication data from an AP (e.g., the authen-
tication data received at block 402 illustrated in FIG. 4).

For example, 1n an embodiment and as discussed above,
a vendor (e.g., a hotel or a coflee shop) provides an App for
users. The App can include SSID strings allowed by the
vendor, along with keying material (e.g., a public encryption
key, location information, etc.). The STA can determine
whether a suitable App 1s installed locally (e.g., based on the
SSID string) and whether suitable keying information (e.g.,
a public key to decrypt the authentication data) 1s available
on the STA. If so, the flow proceeds to block 504.

At block 504, the SSID verification module uses the local
keying information (e.g., stored with the App) to validate the
authentication data. For example, the STA can confirm that
the SSID string being verified 1s included i1n the list of
allowed SSID strings 1n the App. In an embodiment, where
a vendor uses a limited number of SSID strings across all of
its location (e.g., “VendorName Guest”), the App can
include full SSID strings. Alternatively, or 1n addition, a
vendor can include allowed partial SSID strings, to allow for
SSIDs that vary 1n predictable ways across locations. For
example, the App could require that the SSID string begin,
or end, with a particular SSID string while allowing other
characters to vary (e.g., “VendorName-PropertyLocation”).
The STA can use this to validate the SSID.

The STA can further use the public key 1n the App to
decrypt the authentication data, and can use keying data 1n
the authentication data to validate the authentication data.
For example, the authentication can include a location (e.g.,
a range of GPS coordinates). The STA can use a key to
decrypt the authentication data and decipher this location,
and then the STA can confirm that its current location
matches the allowed location included 1n the authentication
data. This 1s merely one example, and other suitable keying
information can also be used. Returning to block 502, if the
keying information 1s not available locally, the flow pro-
ceeds to block 506.

At block 506, the SSID verification module determines
whether a trusted vendor 1s available to validate the authen-
tication data. For example, an STA can be configured to use
a trusted vendor (e.g., a vendor of network components or
security solutions) to validate the authentication data. If so,
the flow proceeds to block 508.

At block 508, the SSID verification module validates the
authentication data using the trusted vendor. In an embodi-
ment, the SSID verification module contacts the trusted
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vendor. For example, the SSID verification module can
retrieve keying material associated with the vendor (e.g., a
public key) from a known certificate provider. The SSID
verification module can then encrypt the SSID and AP
identifying information (e.g., a MAC address of the AP, a
hash of the MAC address of the AP, location information,
etc.) 1n a message (e.g., using the vendor’s key).

In an embodiment, 1f the STA has an existing network
connection (e.g., a cellular connection), the SSID verifica-
tion module can transmit the encrypted message to the
trusted vendor without using the AP. Alternatively, or 1n an
addition, the SSID verification module can transmit the
encrypted message to the trusted vendor through the AP
(e.g., 1iI the STA does not otherwise have a network con-
nection). Because the message 1s encrypted using the vendor
key, the AP cannot modify the message (e.g., even if the AP
1s malicious).

The AP forwards the message to the trusted vendor. The
vendor can then provide an encrypted reply (e.g., the SSID
1s valid or invalid, encrypted using the vendor’s key)
through the AP to the STA. In an embodiment, this can be
implemented using the Cisco DNA Spaces platform and the
location of the AP can be used in the verification. Returning
to block 506, 11 the trusted vendor feature 1s not available,
the flow proceeds to block 510.

At block 510, the SSID verification module validates the
authentication data using a trusted third party (e.g., the
OpenRoaming Federation). In an embodiment, both the STA
and the AP are subscribed to OpenRoaming (or another
suitable trusted third party service). The SSID verification
module can then use a pre-association GAS exchange to
validate the authentication data. For example, as discussed
above 1n relation to block 402 in FIG. 4, the STA can detect
a Basic Service Set Identifier (BSSID) (e.g., as part of a
beacon or probe response) from the AP with a vendor
attribute containing encrypted authentication data.

If the STA has an existing network connection (e.g., a
cellular connection), the STA can contact the OpenRoaming
Federation using 1ts provider network (e.g., a cellular pro-
vider network, since the STA has likely not yet connected to
a WiF1 network). In an embodiment, the provider network
maintains an address for a trusted OpenRoaming Federation
server. The STA uses the provider network to query this
OpenRoaming Federation server and validate the authenti-
cation data.

Alternatively, or 1 addition, the STA can use GAS to
query the OpenRoaming Federation through the AP (e.g., 1f
the STA does not have an existing network connection). For
example, the STA can use GAS to provide an OpenRoaming
query to the AP. The AP will only be able to query the
OpenRoaming Federation 1f the AP 1s valid and trusted, and
so the STA can wait for a response. If the STA receives a
valid response (e.g., from the AP, or alternatively from an
OpenRoaming server) the AP i1s trusted. In an embodiment,
the message from the STA to the OpenRoaming Federation
1s encrypted i both directions (e.g., with a certification
associated with the OpenRoaming Federation) to ensure the
AP does not modily the message or response.

In an embodiment, if the STA does not receirve a valid
response from the AP to the OpenRoaming query (e.g., the
STA recerves an 1invalid response, or a timer expires waiting
for a response), the STA can try agamn. This can avoid
assuming an AP 1s untrusted when, mstead, the OpenRoam-
ing server 1s unavailable. Further, in an embodiment, the
STA can further verily the AP using the authentication
information itself. For example, the OpenRoaming server
can return to the STA (e.g., directly or through the AP) a
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message icluding location data or other identification data.
The STA can verily that the AP 1s 1n the expected location
or otherwise matches the i1dentification data.

The flowchart illustrated in FIG. 5§ includes all three
blocks 504, 506, and 508. In an embodiment, an SSID
verification module includes all three features, as described.
Alternatively, an SSID verification module can include only
one of these three features, or two of the three. For example,
an SSID verification module may only use a trusted vendor
to validate the authentication data (e.g., as described in
connection with block 508). The SSID verification module
need not check for key data available locally, and need not
provide the option to validate the authentication using a
trusted third party. Any, or all, of these three alternatives can
be used 1n a given embodiment.

FIG. 6 illustrates a visually similar listing 600 of trusted
and malicious SSIDs for WikF1 networks, according to one
embodiment. In an embodiment, the listing 600 1includes an
SSID 602, “HOTEL.” This SSID 602 could, for example, be
a valid SSID associated with a network used for Hotel
employees. The listing 600 further includes an SSID 604,
“HOTE1”, in which the letter “O” 1n SSID 602 has been
replaced with a number “0” and the letter “L” has been
replaced with a number “1.” This SSID 604 could be
associated with a malicious network. Because the SSID 604
appears visually similar to the SSID 602, a user could be
confused and attempt to connect to SSID 604, thinking that
it 1s the proper trusted SSID. Similarly, the SSID 606,
“HOTEL_NAME”, could be an SSID for a trusted hotel
guest network. The SSIDs 608, “HOTEL,_NAME”, and 610,
“HOTE1_NAME”, appear visually similar but, for example,
could correspond with malicious networks.

FIG. 7 illustrates identifying trusted SSIDs among listing
of trusted and malicious SSIDs for WiF1 networks, accord-
ing to one embodiment. In an embodiment, the techniques
for 1dentitying trusted SSIDs, discussed above with regard
to FIGS. 4 and 5, may not be available or may not be
conclusive. These techniques can be augmented by using
ML techniques to 1dentity SSIDs that appear suspicious or
are likely to be valid. At block 702 a machine learning

verification module (e.g., the machine learning verification
module 314 running on the STA 300 illustrated 1n FIG. 3)

receives the available SSIDs (e.g., the SSIDs 602, 604, 606,
608, and 610 illustrated 1n FIG. 6).

At block 704, the machine learning verification module
compares the received SSIDs with likely valid SSIDs, using
ML (e.g., a supervised machine learning module). ML
techniques are discussed further below with regard to FIG.
9. In an embodiment, the machine learning verification
module can compare the received SSIDs with multiple
different sources of likely valid SSIDs. For example, the
machine learning module can access (or maintain) a list of
SSIDs to which the STA has previously connected. Because
the STA previously connected to these networks, the SSIDs
are likely to represent valid SSIDs. Alternatively, or 1n
addition, the machine learning module can be pre-populated
with a whitelist of commonly used valid SSIDs (e.g., asso-
ciated with common vendors).

ML techniques can then be used to identify which of the
received available SSIDs are likely to be valid and which are
suspicious, based on the likely valid SSIDs. For example, an
ML model can be used to 1dentity SSIDs that appear similar
to valid SSIDs, but that are different 1n suspicious ways:
replacing the letter “O” with the number “0”, replacing the
letter “I”” with the number “1”, including unusual Unicode
characters, including unusual spaces or tabs, etc. The ML
model can be trained with trusted, and suspicious, SSIDs,
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and can be used to i1dentity likely suspicious SSIDs. Simi-
larly, the ML model can be used to identily patterns 1n valid
SSIDs (e.g., patterns 1n how vendors name SSIDs) and
thereby 1dentify likely valid SSIDs based on these patterns.

In an embodiment, the ML techniques can operate on the
characters of the SSID. For example, Natural Language
Processing (NLP) fuzzy string matching techniques can be
used. Alternatively, or 1n addition, the ML techniques (e.g.,
a convolutional neural network) can operate on a visual
representation of the SSID (e.g., an 1image, like a screenshot,
of the SSIDs). This can allow the ML techniques to identily
SSIDs that appear visually suspicious, regardless of the
underlying characters making up the SSID. This 1s discussed
turther with regard to FIG. 8, below.

At block 706, the machine learning verification module
compares the avallable SSIDs to each other, using ML
techniques. As discussed above, in an environment, the
machine learning verification module can compare the avail-
able SSIDs to likely valid SSIDs. Alternatively, or 1 addi-
tion, the machine learning verification module can compare
the SSIDs to each other. For example, the machine learning,
verification module could compare the SSID 602 illustrated
in FIG. 6 with the SSID 604. Using ML techniques, 1t could
determine that the replacement of letters 1n the SSID 602
(e.g., “O” and L”’) with numbers 1n the SSID 604 (e.g., “0”
and “1”’) makes the SSID 604 suspicious. This can be done
based on a comparison of the available SSIDs themselves,
without requiring a list of likely trusted SSIDs.

In an embodiment, just as for block 704, at block 706 the
ML techmques can operate on the characters of the SSID
(e.g., using NLP fuzzy string matching techniques). Alter-
natively, or in addition, the ML techniques at block 706 (e.g.,
a convolutional neural network) can operate on a visual
representation of the SSID (e.g., an 1mage, like a screenshot,
of the SSIDs). This can allow the ML techniques to identily
SSIDs that appear visually suspicious, regardless of the
underlying characters making up the SSID. This 1s again
discussed further with regard to FIG. 8, below.

FIG. 8 1s a flowchart 800 for 1dentifying trusted SSIDs
among a visually similar listing of trusted and malicious
SSIDs for WiF1 networks, according to one embodiment. At
block 802, a machine learning verification module (e.g., the
machine learning verification module 314 running on the
STA 300 1llustrated 1n FIG. 3) determines whether a pair of
SSIDs are visually similar. In an embodiment, the pair of
SSIDs can be an available SSID and a known likely trusted
SSID (e.g., as discussed above with regard to block 704 1n
FIG. 7). Alternatively, the pair of SSIDs can both be
available SSIDs (e.g., as discussed above with regard to
block 706 in FIG. 7).

In an embodiment, the machine learning verification
module can capture images of the SSIDs, and computer
vision techniques can be used with ML to determine the
visual similarity of the images. For example, a convolutional
neural network can be used to compare the images, and
determine a percentage of similarity. A convolutional neural
network 1s merely one example, and other suitable computer
vision and ML techniques can be used (e.g., another neural
network, or another ML technique). If the SSIDs appear
suiliciently visual similar, the flow proceeds to block 804. In
an embodiment, this 1s determined by comparing the per-
centage ol visual similarity to a threshold wvalue. This
threshold can be pre-determined, can be configured by a
user, or can be dynamically determined by the machine
learning verification module.

At block 804, the machine learning verification module
determines whether the text characters (e.g., of the pair of
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SSIDs analyzed at block 802) differ. For example, as 1llus-
trated 1 FIG. 6, the SSIDs 602 and 604 may appear
sufliciently visually similar, but the underlymg text charac-
ters actually differ. This 1s a suspicious sign, as malicious
parties are likely to generate SSIDs that appear visually
similar to trusted SSIDs (e.g., to encourage a user to join)
while actually differing 1n their underlying characters.

If the textual characters difler, the flow proceeds to block
806 and the machine learning verification module 1dentifies
a high SSID imposter risk for the SSIDs. In an embodiment,
this 1s determined by comparing the character similarity to
a threshold value. This threshold can be pre-determined, can
be configured by a user, or can be dynamically determined
by the machine learning verification module. If the textual
characters do not differ (or do not difler enough), the tlow
proceeds to block 808 and the machine learning verification
module 1dentifies a low SSID imposter risk for the SSIDs.

In an embodiment, the machine learning verification
module can compare multiple pairs of SSIDs to identify
which SSIDs are likely to be suspicious. This can be used to
identify which SSID, in a pair of SSIDs that share visual
similarity but not character similarity, 1s likely to be trusted
and which 1s suspicious (or, alternatively, to determine that
both are likely trusted or both are suspicious). For example,
an available SSID that 1s 1n a suspicious pair, but shares both
visual similanity and characters with a different likely to be
trusted SSID can be marked as likely trusted. While an SSID
that shares visual similarity with a trusted SSID, but does not
share character similarity with any trusted SSID, i1s suspi-
C10US.

FIG. 9 1llustrates generating and updating a supervised
ML model, according to an embodiment. As used herein,
“trained machine learning” 1s used interchangeably with
“supervised machine learning,” and generally refers to ML
that utilizes exemplars and pre-determined attribute scores
to train the model. As 1llustrated, a corpus of traiming data
905 1s converted into feature vectors 910. These feature
vectors 910 are provided to a model training component 920,
along with a set of associated attribute values 915. That 1s,
the training data 905 1s associated with one or more attribute
values 915 for the principle attributes used by the system,
wherein each of the one or more attribute values 9135
represents a measure of an attribute indicated by the corre-
sponding training data 905. The model training component
920 uses supervised machine learning techniques to generate
and update a trained machine learning model 925, which can
then be used to process new electronic data. Such techniques
may include classification and regression techniques (e.g., as
discussed above 1n relation to FIGS. 7 and 8), among others.
In this way, an updated model can be maintained.

In the current disclosure, reference 1s made to various
embodiments. However, the scope of the present disclosure
1s not limited to specific described embodiments. Instead,
any combination of the described features and elements,
whether related to diflerent embodiments or not, 1s contem-
plated to implement and practice contemplated embodi-
ments. Additionally, when elements of the embodiments are
described 1n the form of ““at least one of A and B,” it will be
understood that embodiments including element A exclu-
sively, including element B exclusively, and including ele-
ment A and B are each contemplated. Furthermore, although
some embodiments disclosed herein may achieve advan-
tages over other possible solutions or over the prior art,
whether or not a particular advantage 1s achieved by a given
embodiment 1s not limiting of the scope of the present
disclosure. Thus, the aspects, features, embodiments and
advantages disclosed herein are merely illustrative and are
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not considered elements or limitations of the appended
claims except where explicitly recited 1 a claim(s). Like-
wise, reference to “the invention” shall not be construed as
a generalization of any inventive subject matter disclosed
herein and shall not be considered to be an element or
limitation of the appended claims except where explicitly
recited 1n a claim(s).

As will be appreciated by one skilled in the art, the
embodiments disclosed herein may be embodied as a sys-
tem, method or computer program product. Accordingly,
embodiments may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, embodiments may take the form of
a computer program product embodied 1n one or more
computer readable medium(s) having computer readable
program code embodied thereon.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, includ-
ing but not limited to wireless, wireline, optical fiber cable,
RFE, etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
embodiments of the present disclosure may be written in any
combination of one or more programming languages,
including an object oriented programming language such as
Java, Smalltalk, C++ or the like and conventional procedural
programming languages, such as the “C” programming
language or similar programming languages. The program
code may execute entirely on the user’s computer, partly on
the user’s computer, as a stand-alone soiftware package,
partly on the user’s computer and partly on a remote
computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or
the connection may be made to an external computer (for
example, through the Internet using an Internet Service
Provider).

Aspects of the present disclosure are described herein
with reference to flowchart 1llustrations and/or block dia-
grams ol methods, apparatuses (systems), and computer
program products according to embodiments presented in
this disclosure. It will be understood that each block of the
flowchart 1llustrations and/or block diagrams, and combina-
tions of blocks 1n the flowchart illustrations and/or block
diagrams, can be implemented by computer program
instructions. These computer program instructions may be
provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the block(s) of the flowchart illustrations and/or block
diagrams.

These computer program instructions may also be stored
in a computer readable medium that can direct a computer,
other programmable data processing apparatus, or other
device to function in a particular manner, such that the
instructions stored in the computer readable medium pro-
duce an article of manufacture including istructions which
implement the function/act specified 1 the block(s) of the
flowchart illustrations and/or block diagrams.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-

10

15

20

25

30

35

40

45

50

55

60

65

12

ratus, or other device to cause a series of operational steps
to be performed on the computer, other programmable
apparatus or other device to produce a computer 1mple-
mented process such that the instructions which execute on
the computer, other programmable data processing appara-
tus, or other device provide processes for implementing the
functions/acts specified in the block(s) of the flowchart
illustrations and/or block diagrams.

The flowchart illustrations and block diagrams in the
Figures 1llustrate the architecture, functionality, and opera-
tion of possible implementations of systems, methods, and
computer program products according to various embodi-
ments. In this regard, each block i the flowchart illustra-
tions or block diagrams may represent a module, segment, or
portion of code, which comprises one or more executable
instructions for implementing the specified logical function
(s). It should also be noted that, in some alternative imple-
mentations, the functions noted 1n the block may occur out
of the order noted 1n the Figures. For example, two blocks
shown 1n succession may, 1n fact, be executed substantially
concurrently, or the blocks may sometimes be executed 1n
the reverse order, depending upon the functionality
involved. It will also be noted that each block of the block
diagrams and/or tflowchart illustrations, and combinations of
blocks 1n the block diagrams and/or flowchart 1llustrations,
can be mmplemented by special purpose hardware-based
systems that perform the specified functions or acts, or
combinations of special purpose hardware and computer
instructions.

In view of the foregoing, the scope of the present disclo-
sure 1s determined by the claims that follow.

We claim:
1. A method of 1dentifying a trusted SSID for a wireless
network, comprising:
prior to establishing a connection with a wireless network
comprising a service set identifier (SSID), recerving a
network message at a wireless station (STA) from an
access point (AP) associated with the wireless network;

identifying, at the STA, an encrypted identifier in the
network message, wherein the encrypted identifier
comprises encrypted information relating to the wire-
less network comprising the SSID;

validating, at the STA, the encrypted identifier comprising

encrypted information relating to the wireless network,
and 1n response determining that the AP corresponds to
a trusted wireless network, wherein validating, at the
STA, the encrypted identifier comprises:
generating a query at the STA;
encrypting the query at the STA;
transmitting the query to a trusted third party service,
wherein the query 1s transmitted from the STA to the
third party service via the AP, and
wherein the encrypting prevents the AP from modi-
tying the query;
receiving a response from the trusted third party ser-
vice; and
determining that the response 1s valid; and
designating the SSID as trusted at the STA.

2. The method of claim 1, wherein validating, at the STA,
the encrypted 1dentifier comprises 1dentiiying in local stor-
age at the STA a key associated with the SSID, and decrypt-
ing the encrypted 1dentifier using the key.

3. The method of claim 2, further comprising validating,
the decrypted 1dentifier based on at least one of a location of
the STA, a location of the AP, an address associated with the
STA, or an address associated with the AP,
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4. The method of claim 1, wherein the query comprises a
query to a third party federation and the response comprises
a response Irom the third party federation.

5. The method of claim 4, wherein the transmitting the
query comprises transmitting an encrypted message from the
STA to a server for the third party federation through the AP.

6. The method of claim 1, wherein the trusted third party
service comprises a trusted vendor associated with the AP,
and wherein validating, at the STA, the encrypted 1dentifier
COmMprises:

identifying the trusted vendor associated with the AP;

decrypting the encrypted identifier using a key associated

with the trusted vendor; and

validating the decrypted i1dentifier, wherein the encrypted

identifier 1s generated by the trusted vendor.

7. The method of claim 6, wherein the key associated with
the trusted vendor 1s delivered to the STA by a service
associated with the trusted vendor.

8. The method of claam 6, wherein validating the
decrypted i1dentifier comprises validating a location of the
AP.

9. A wireless station (STA), comprising:

a processor; and

a memory storing a program, which, when executed on

the processor, performs an operation, the operation
comprising:
prior to establishing a connection with a wireless
network comprising a service set 1dentifier (SSID),
receiving a network message from an access point
(AP) associated with the wireless network;
identifying an encrypted 1dentifier in the network mes-
sage, wherein the encrypted identifier comprises
encrypted information relating to the wireless net-
work comprising the SSID;
validating the encrypted identifier comprising
encrypted information relating to the wireless net-
work, and 1n response determining that the AP cor-
responds to a trusted wireless network, wherein
validating, at the STA, the encrypted i1dentifier com-
prises:
generating a query at the STA;
encrypting the query at the STA;
transmitting the query to a trusted third party service,
wherein the query 1s transmitted from the STA to
the third party service via the AP, and
wherein the encrypting prevents the AP from
moditying the query;
recerving a response from the trusted third party
service; and
determining that the response 1s valid; and
designating the SSID as trusted.

10. The STA of claim 9, wherein validating the encrypted
identifier comprises 1dentifying in local storage at the STA
a key associated with the SSID, and decrypting the
encrypted 1dentifier using the key.

11. The STA of claim 10, further comprising validating
the decrypted 1dentifier based on at least one of a location of

10

15

20

25

30

35

40

45

50

55

14

the STA, a location of the AP, an address associated with the
STA, or an address associated with the AP,

12. The STA of claim 9, wherein the query comprises a
query to a third party federation and the response comprises
a response from the third party federation.

13. The STA of claim 12, wherein the transmitting the

query comprises transmitting an encrypted message from the
STA to a server for the third party federation through the AP.

14. The STA of claim 9, wherein the trusted third party
service comprises a trusted vendor associated with the AP,
and wherein validating, at the STA, the encrypted 1dentifier
COmMprises:

identifying the trusted vendor associated with the AP;

decrypting the encrypted 1dentifier using a key associated
with the trusted vendor; and

validating the decrypted 1dentifier, wherein the encrypted
identifier 1s generated by the trusted vendor.

15. A non-transitory computer program product compris-

ng:

a non-transitory computer-readable storage medium hav-
ing computer-readable program code embodied there-
with, the computer-readable program code executable
by one or more computer processors to perform an
operation, the operation comprising;
prior to establishing a connection with a wireless

network comprising a service set 1dentifier (SSID),
receiving a network message at a wireless station
(STA) from an access point (AP) associated with the
wireless network;
identifying an encrypted 1dentifier in the network mes-
sage, wherein the encrypted identifier comprises
encrypted information relating to the wireless net-
work comprising the SSID;
validating the encrypted 1dentifier comprising
encrypted mformation relating to the wireless net-
work, and 1n response determining that the AP cor-
responds to a trusted wireless network, wherein
validating, at the STA, the encrypted 1dentifier com-
Prises:
identifying a trusted vendor associated with the AP;
decrypting the encrypted 1dentifier using a key asso-
ciated with the trusted vendor, wherein the key 1s
delivered to the STA by a service associated with
the trusted vendor; and
validating the decrypted identifier, wherein the
encrypted 1dentifier 1s generated by the trusted
vendor; and
designating the SSID as trusted.

16. The STA of claim 12, wherein the transmitting the
query comprises transmitting a message from the STA to a
server for the third party federation using a cellular provider
network.

17. The STA of claim 14, wherein the key associated with
the trusted vendor 1s delivered to the STA by a service
associated with the trusted vendor.
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