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UNMANNED AERIAL VEHICLE MODULAR
COMMAND PRIORITY DETERMINATION
AND FILTERING SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

Any and all applications for which a foreign or domestic
priority claim 1s identified in the Application Data Sheet as

filed with the present application are hereby incorporated by
reference in their entirety under 37 CFR 1.57.

BACKGROUND

Unmanned aerial vehicles (UAVs) may conduct flight
plans to perform tasks, including traveling to waypoints,
recording video, and so on. A waypoint may include an
identification of longitude and latitude coordinates, and the
flight plan can specily an order associated with visiting the
waypoints.

SUMMARY

In general, one i1nnovative aspect of the subject matter
described 1n this specification can be embodied 1n methods
that include the actions of enabling control of the UAV by
a first control source that provides modular commands to the
UAYV, each modular command being a command associated
with performance of one or more actions by the UAV;
receiving, from a second control source requesting control of
the UAV, one or more modular commands; determining that
the second control source 1s to be 1n control of the UAV
based, at least 1n part, on priority information associated
with each control source; and enabling control of the UAV
by the second control source, and implementing the one or
more modular commands.

Particular embodiments of the subject matter described
can be mmplemented so as to realize one or more of the
following advantages. Complex flight commands and
actions ol an unmanned aerial vehicle (UAV) can be pack-
aged together into succinct modular flight commands (also
called modular command(s)) which a navigating (e.g., fly-
ing) UAV can interpret and effect. In this way, application
programs which utilize the modular flight commands for
case of development can be created to execute on UAVs, and
cause the UAVs to perform complicated maneuvers, inspec-
tions, and so on. For instance, a UAV can execute particular
application programs to perform damage inspection of a
vertical structure, while another application program can be
related to determining weather damage of a roof. These
application programs can be maintained in an electronic
application store available over the Internet, and entities

(c.g., businesses, persons) interested 1n flying UAVs can
obtain application programs related to specific functionality
for execution on the UAVs. Additionally, the UAV can
ensure that execution of the modular flight commands will
result 1n a safe operation of the UAV (e.g., the UAV will not
exceed air speed limits, the UAV will remain 1n an approved
geolence, the UAV will not perform a maneuver not com-
mensurate with 1ts flight capabilities). In this way, applica-
tion programs can be executed on UAVs, and operators of
UAYV ftlights can have assurances that the tlights will be safe.

The details of one or more embodiments of the subject
matter of this specification are set forth 1n the accompanying,
drawings and the description below. Other features, aspects,
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2

and advantages of the subject matter will become apparent
from the description, the drawings, and the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A 1llustrates an example diagram of an unmanned
aerial vehicle (UAV) implementing one or more initial
modular tlight commands.

FIG. 1B 1s an example diagram of the UAV performing an
inspection of a vertical structure along a vertical direction at
an 1itial waypoint.

FIG. 1C 1s an example diagram of the UAV handling a
determined contingency.

FIG. 1D illustrates an example diagram of the UAV
resuming the mspection of the vertical structure.

FIG. 2 1s a block diagram of control sources interacting,
with systems ol a UAV.

FIG. 3 1s a block diagram of an example source determi-
nation system.

FIG. 4 1s a flowchart of an example process for enabling
control of a UAV by one or more control sources.

FIG. § 1s a flowchart of an example process for modifying
a tlight plan of a UAV based on a determined contingency.

FIG. 6 1s a flowchart of an example process for imple-
menting a modular flight command evaluation process.

FIG. 7 1illustrates a block diagram of an example UAV
architecture for implementing the features and processes
described herein.

Like reference numbers and designations in the various
drawings indicate like elements.

DETAILED DESCRIPTION

Among other features, this specification describes sys-
tems and methods for prioritizing control sources vying for
command and control of an unmanned aerial vehicle (UAV)
implementing a tlight plan. The UAV ensures that a single
control source 1s i control of the UAV at any given time
based on a priontization of each control source. In this
specification, a control source includes any system, or
executable code, that requests control of the UAV (e.g.,
control of movement of the UAYV, control of sensors, payload
modules included in the UAV), and provides commands
(e.g., instructions) to control the UAV. A non-exhaustive list
of examples, which will be described further, of a control
source can include (1) an application executing on a UAV
computer system (e.g., source determination system 200
described below) that implements a particular task or func-
tionality associated with a flight plan being implemented
(e.g., mnspection of a structure or area for damage), or (2) a
contingency handler executing on the UAV computer sys-
tem, or (3) an operator utilizing a user device 1 wireless
communication with the UAV to request direct control, or
(4) an application executing on a user device automatically
navigating the UAV, and so on. By actively determining
which control source 1s to be 1n control of the UAV, the UAV
can ensure that a resulting tlight plan 1s implemented safely,
and for example, 1f a problem with the ftlight plan 1s
determined, a contingency handler can execute and handle
the determined problem, before implementation of the tlight
plan 1s resumed.

As will be described, application programs can be created
for execution on a UAV computer system to eflect particular
functionality. For instance, application programs can be
created to cause a UAV to identily damage on a vertical
structure, such as a cell-phone tower, a bridge, a nuclear
power plant cooling tower, and so on. In another 1nstance,
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application programs can be created to work in concert with
other application programs. As an example, a first applica-
tion program can be associated with controlling a flight plan
of the UAV, and causing the UAV to travel to particular
waypoints, while a second application program can be
associated with activating included sensors (e.g., measuring
radiation, identifying hail damage on a root). In this way, an
operator of the UAV can modily the second application
depending on a task associated with operating the UAV,
while retaining the first application, enabling the operator to
quickly swap between tasks and perform disparate function-
ality. The application programs can be maintained in an
clectronic application store (e.g., an “app” store that main-
tains multitudes of applications associated with implement-
ing particular tasks), which can be available for download
and storage on a UAV.

An application program may provide modular flight com-
mands for the UAV to implement, with each modular flight
command describing one or more actions the UAV 1s to
perform. For example, a modular flight command can cause
the UAV to ascend from a take-ofl location, and travel to a
particular waypoint (e.g., geospatial reference such as lon-
gitude and latitude) at a particular altitude. The example
modular flight command can include parameters that iden-
tify the particular waypoint, the particular altitude, and any
other parameters necessary for the UAV to implement the
modular flight command. The UAV can include a tlight
control system (e.g., described below 1n FIG. 2), which can
implement the example modular flight command by per-
forming actions, and controlling included motors, rotors,
wing flaps, and so on, to result in the modular flight
command’s sale performance. Similarly, a subsequent
modular flight command can cause the UAV to descend
towards the ground at the particular waypoint and capture
periodic 1magery of a vertical structure in a vertical line
(e.g., as will be described below, with reference to FIGS.
1A-1D).

The UAV can include a system (e.g., the source determi-
nation system 200 described below in FIGS. 2-3) that
determines a control source to be 1in control of the UAV, and
cnables the determined control source to provide modular
flight commands to the flight control system. The system
200 can access priority information associated with control
sources, and upon receiving a request for control from a
particular control source (e.g., receive a modular flight
command), can determine whether to enable the particular
control source to assume control of the UAV. Priority
information can be determined from a level of trust that is
associated with an application (e.g., applications can be
verified by a reviewing entity, and assigned prioritics).
Additionally, priority information for a particular applica-
tion can be user-defined, and priority information stored for
access by the UAV computer system, to indicate which
applications should be in control. Additionally, priority
information can be based on types of modular flight com-
mands that each application 1s going to 1ssue, for nstance
modular flight commands associated with navigation, or
particular types of navigation (e.g., assuming direct control
of the UAV and bypassing flight control loops), can be
associated with higher priorities. In some 1mplementations,
cach control source can have a different priority, such that a
highest priority control source can always be identified. In
some other implementations, control sources have can 1den-
tical priority information, can upon receiving two modular
flight commands from control sources with the same prior-
ity, the system 200 can provide information to a user device
of an operator describing the commands, and the operator
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4

can indicate which control source 1s to be 1n control. Also the
system 200, may assign one of the control sources a tem-
porary higher priority. Furthermore, 1n some implementa-
tions a tlight planning system that generates an overall tlight
plan to be implemented (e.g., the flight planning system can
utilize one or more control sources acting in concert), can
determine a priority to assign each control source. For
instance, a user of the flight planning system can indicate
that a first control source 1s to be associated with navigating
to waypoints, and that a second control source 1s to provide
limited navigational control and activate sensors of the UAV.
The tlight planning system can then determine that the first
control source enables the UAV to actually move through the
flight plan, and should be therefore be assigned a higher
priority. Similarly, the flight planning system can obtain
information describing functionality that a control source
can perform, including whether 1t can detect contingencies
(e.g., to alert a contingency handler), whether 1t includes
logic to update 1its thght plan based on contingencies (e.g.,
described below 1n FIG. 5), and so on. The flight planning
system can determine whether control sources specified by
the user include enough logic and functionality to implement
a safe flight plan, and can recommend control sources upon
a negative determination. For instance, the flight planning
system can determine that no control source 1s assigned to
detect whether a contingency regarding heat or radiation
exposure exists, and can cause a control source to be
included for execution i a UAV implementing the flight
plan that can handle the contingency.

As an example of priority information, a control source
associated with handling contingencies can have a highest
priority, ensuring that any determined contingency which
may negatively aflect the UAV’s flight can be timely
handled. As will be described, contingencies can include the
UAV traveling outside of an approved geofence (e.g., the
UAYV traveling outside of an approved real-world geographic
area or volume of space), a fuel level (e.g., battery charge)

of the UAV being below a threshold, the UAV losing a
datalink connection, the UAV losing a GNSS (e.g., GPS)
signal, the UAV being 1n danger of colliding with terrain, the

UAV being on a collision course with another UAV, and so
on. In this way, the UAV can ensure that all detected
contingencies are timely handled, such that an operator can
assume direct control of the UAV (e.g., provide direct flying
istructions), and regardless of the operator’s actions, the
UAV can handle any determined contingencies (e.g., the
operator can aim the UAV at the ground, and upon deter-
mining upcoming terrain, the UAV can handle the contin-
gency to right the UAV).

As described above, multiple applications (e.g., control
sources) can operate 1 concert, for example, a first appli-
cation may be associated with navigating the UAV along a
flight plan (e.g., traveling to waypoints along a flight path,
ascending/descending at particular waypoints, and so on),
and a second application can be associated with other tasks,
such as activating particular sensors (€.g., activing sensors in
a defined, controlled, manner which can depend on a speed
of the UAV, an altitude, a location, environmental factors
such as determining that radiation levels are greater than a
threshold, or any user-defined method or process). Each of
the first and second applications can be associated with
priority information, such that the UAV can determine which
application 1s to be in control, for instance the second
application can have a lower priority. However, 1n some
scenarios, the UAV might be traveling along a tlight plan and
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under control by the first application, and the second appli-
cation might want to take control to capture 1magery while
traveling.

In some 1mplementations, the second application can
request control of the sensors (e.g., payload modules), and
the UAV can determine that the requested control will not
interfere with control by the first application (e.g., modular
flight commands from the second application will only take
control of sensors). The UAV can then enable control of
sensors by the second application, allowing modular flight
commands provided the first application (e.g., navigational
commands) to be implemented 1n parallel with modular
flight commands provided from the second application (e.g.,
sensor control, control of gimbals 1n communication with
sensors, and so on). Parallel implementation of modular
flight commands 1s described further below, with respect to
FIG. 2. Additionally, in some scenarios, the UAV might be
traveling along a flight plan and under control by the first
application, and the second application might want to take
navigational control. For instance, the first application can
cause the UAV to ascend from the ground to a particular
altitude, and the second application can cause the UAV to
capture imagery during the ascent. If the second application
determines that a camera failed to take an image, or that
more detailed imagery 1s required and the UAV should move
laterally towards an object being imaged, the second appli-
cation can request navigational control of the UAV (e.g., by
providing a modular flight command). Since the second
application 1s associated with a lower priority, the UAV will
in general reject the second application from taking control
of the UAV. In this mnstance, in some implementations the
second application can directly provide the modular flight
command to the first application for approval, and the first
application can determine to cause the implementation of the
modular flight command. Similarly, the second application
can provide the modular thght command to the UAV, and the
UAV can provide the modular flight command to the first
application for approval. The first application, or UAV, can
cause the second application to assume control and can
optionally place limits on the control by the second appli-
cation. For instance, the second application can be limited to
a threshold period of time (e.g., 2 minutes) to be 1n control,
or the second application can be limited to an amount of
control, including limited movement (e.g., distance traveled
along one or more axes) that the second application can
cause, limited speed, limited altitude, and so on.

Optionally, control sources can cause (e.g., trigger) the
UAYV to be placed 1n a particular mode (e.g., a flight mode,
a navigation mode, mspection mode), with the mode
enabling the UAV to accept modular flight commands from
a particular control source and reject other modular flight
commands (e.g., from all other control sources, or from
control sources associated with 1ssuing particular types of
modular flight commands). For instance, a particular control
source can provide (e.g., 1ssue) modular flight commands
associated with the UAV navigating to a particular waypoint.
When the particular control source causes the UAV to
navigate to the particular waypoint, the UAV can enter a
particular mode (e.g., a navigation mode), such that modular
flight commands from other control sources associated with
navigation can be filtered, or denied. Similarly, when the
UAV enters the particular mode, all modular flight com-
mands from other control sources can be demied, or all
modular flight commands not associated with navigation can
be denied (e.g., commands to activate sensors). As an
example, when the UAV 1s navigating to the particular
waypoint under control by the particular control source, the
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UAV can be navigating over geographic areas in which the
UAYV 1s not approved to capture imagery (e.g., due to privacy
limitations or concerns), and the UAV can enter a mode to
only accept navigation modular flight commands, or modu-
lar flight commands from the particular control source. The
particular control source can, optionally, be assigned a
higher priority by the system, or can request a higher priority
when causing the UAV to enter the particular mode, which
the system can approve or deny. The particular control
source can be associated with the higher priority until
satisfaction of particular information, including the UAV
performing particular functionality, leaving the particular
mode, a threshold amount of time passing, and so on. In this
way, the system can discard modular tlight commands from
other control sources. Optionally, when i the particular
mode, a contingency handler can take control of the UAV
upon determiming a contingency exists.

Optionally when the UAV begins a flight plan, each
control source that will be, or could be, vying for control of
the UAV can perform an mitial registration process with the
UAV. During the initial registration process, the UAV can
obtain priority information associated with each control
source, and when the UAV enters a particular mode, asso-
ciated with a particular control source, the UAV can provide
information to all other control sources, or to control sources
with priority information less than the particular control
source, 1dentifying that that the UAV 1s not accepting
modular flight commands. Similarly, the UAV can update
control sources when the UAV 1s leaving the particular
mode.

The UAV can filter modular flight commands according to
conflguration information, such as indicating capabailities, of
the UAV (e.g., whether the UAV 1s fixed-wing aircrait or
multi-rotor copter), or a level of the trust that 1s associated
with a particular application program. In this specification,
configuration information includes any information that
specifies, 1ndicates, or 1s other associated with, hardware,
modules (e.g., payload modules such as sensors, tlight
critical modules, such as hardware or software), software
(e.g., soltware versions), included in, or that compose or
comprise (e.g., an airframe type), a UAV. For 1nstance, the
UAV can filter a modular tlight command that includes a
parameter to ascend to greater than a maximum altitude the
UAYV can safely travel at, or travel at greater than a particular
airspeed. Similarly, the UAV can filter a modular flight
command that would cause the UAV to travel farther than a
battery, or fuel, capacity of the UAV would allow (e.g., the
UAV can determine that traveling to a waypoint, and sub-
sequently to a safe landing location, would result 1n the UAV
having battery, or fuel, below a threshold, which can be
based on a direction of wind, airspeed, estimated fuel
consumption, and so on). Furthermore, an application pro-
gram can be associated with a level of trust designated by a
reviewing entity (e.g., an entity that maintains application
programs 1n an electronic application store). Particular
modular flight commands can be associated with levels of
trust greater than a threshold, such that an application
program that has not gone through an appropriate vetting
process can be safely implemented by the UAV, as long as
the application program does not utilize particular modular
flight commands. For instance, a particular application pro-
gram can be associated with a level of trust that limaits
modular flight commands to actions associated with payload
modules, such as cameras, sensors, and so on, and excludes
modular flight commands associated with movement of the

UAV.
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In addition to filtering, the UAV can discard modular
flight commands from a control source, which if 1mple-
mented, can result 1n an undue burden on the UAV, such as
by the control source erroneously providing a same modular
flight command repeatedly (e.g., due to an error, or bug 1n
the control source). The UAV can detect a number of times
the modular flight command has been recerved, and can
discard the modular tlight command after the number 1is
greater than a threshold (e.g., 1, 2, 3), or the UAV can
discard all modular flight commands from the control
source. If the control source 1s associated with navigating the
UAV along a flight plan, a contingency handler can deter-
mine that the control source 1s unsafe or faulty, and can
cause the UAV to navigate to a safe landing location. The
UAV may log the recetved modular tlight commands 1n a
log, or one or more flight logs, so that later diagnostic
analysis may be performed to determine the problem with
the control source.

In this specification, UAVs include any unmanned aerial
vehicles, such as drones, unpiloted aerial vehicles, remotely
piloted aircraft, unmanned aircrait systems, any aircraft
covered under Circular 328 AN/190 classified by the Inter-
national Civil Awviation Organization, and so on. For
example, various types of UAVs may be used to implement
the inventions described herein (for example, a fixed wing
airplane, helicopter, a multi-rotor vehicle (e.g., a quad-
copter 1n single propeller and coaxial configurations), a
vertical take-ofl and landing vehicle, lighter than air air-
craft). A multi-rotor vehicle 1n a coaxial configuration may
use the same propeller pitch and diameter propellers, use
different pitch and diameter propellers, or variable pitch
propellers. In addition, certain aspects of the disclosure can
be utilized with other types of unmanned vehicles (e.g.,
wheeled, tracked, and/or water vehicles). For instance, a
ground-based unmanned vehicle can utilize the systems
described below and implement the methods and processes
described i FIGS. 1-6 below.

FIGS. 1A-1D 1llustrate an example of a UAV performing
an mspection for damage of a vertical structure. As will be
described, the UAV can follow modular flight commands of
a first control source (e.g., application program associated
with vertical inspections), and when a contingency 1s deter-
mined (e.g., FIG. 1C), the UAV can handle the contingency
and subsequently return control to the first control source
(e.g., FIG. 1D).

FIG. 1A illustrates an example diagram of a UAV 10
implementing one or more initial modular flight commands.
As described above, application program can be created, and
optionally maintained in an electronic application store, with
the application program associated with performing a spe-
cific task or enabling specific functionality. As 1llustrated 1n
FIG. 1A, the UAV 10 1s implementing nitial modular flight
commands from a first control source, which can be an
application that enables the UAV 10 to perform an inspec-
tion of the vertical structure 20.

The first control source describes a tlight plan to perform
an 1nspection of the vertical structure 20, and as illustrated,
includes waypoints for the UAV 10 to travel to (e.g.,
waypoints 14A-14F), for example location on a perimeter
2), and a safe altitude 30 for the UAV to ascend to (e.g., an
altitude at which the UAV 10 can safely travel free of
obstructions). An operator 12 1s located adjacent to the
vertical structure 20, and can utilize a user device (e.g., a
laptop, a tablet, a wearable device) that 1s in communication
(e.g., wireless or wired communication) with the UAV 10.

Prior to the UAV 10 ascending, the operator 12 can
provide parameters associated with the tlight plan, which the
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first control source can recerve for use in implementing the
ispection of the vertical structure 20. For instance, the
operator 12 can interact with the user device to assign
waypoints surrounding the vertical structure 20, with each
waypoint indicating a vertical location the UAV 10 i1s to
ascend/descend 1n a vertical line at and capture imagery. The
operator 12 can, 1n some implementations, view geo-recti-
fied 1imagery (e.g., satellite 1imagery) and select locations
surrounding the vertical structure 20 as being waypoints.
Additionally, the operator 12 can physically move to each
waypoint, and obtain GNSS location information (e.g., GPS
coordinates) at the waypoint. The operator 12 can designate
the safe altitude 30, and other parameters including a cen-
troid of the vertical structure 30 (e.g., the centroid can be

used by the UAV 10 to ensure that the UAV 10 captures

imagery in a direction of the centroid), a frequency at which
the UAV 10 1s to capture imagery during the inspection, a

speed the UAV 10 1s to travel between waypoints, a speed of
descent of the UAV 10, a geofence the UAV 10 1s to enforce
(a real-world geographic area or volume the UAV 10 1s to
remain within), and so on. After the operator 30 provides
parameters associated with the tlight plan, the first control
source can receive the parameters and utilize the parameters
to eflect the ispection of the vertical structure 30 (e.g.,
generate a tlight plan).

As 1llustrated, the UAV 10 has determined that the first
control source 1s to be 1n control of the UAV 10, and 1s
implementing 1mitial modular flight commands to travel to
an 1nitial waypoint 14A. As will be described, an included
source determination system 200 can enable the first control
source to be in control of the UAV 10. The initial modular
flight commands are associated with actions for the UAV 10
to ascend to the sate altitude 30, and travel at the safe
altitude 30 to the 1initial waypoint 14A. As will be described,
the initial modular flight commands can be implemented by
a tlight control system 220 of the UAV 10, and upon
completion of the mitial modular tflight commands, the tlight
control system can provide information to the first control
source 1ndicating successiul completion of the commands.
Subsequently, the first control source can provide subse-
quent modular flight commands to proceed with the imspec-
tion of the vertical structure 30 (e.g., described in FIG. 1B).

To eflect the UAV 10 traveling to the initial waypoint
14 A, a first modular tlight command can be associated with
take-ofl, and can include parameters related to a location at
which the UAV 10 can take-off (e.g., GNSS coordinates),
along with an indication of the safe altitude 30 to ascend to.
After ascending, a subsequent modular flight command can
be provided from the first control source to travel to the
waypoint 14A at the safe altitude 30. Furthermore, the
subsequent modular tlight command can include an 1ndica-
tion of a velocity at which the UAV 10 1s to travel.

In some 1mplementations, modular tlight commands can
include one or more of the following commands, with a
non-exhaustive list including;:

TRACK_TO_POINT: travel along a straight line toward

a specified location and altitude.

HOLD_AT_POINT: hold station (e.g., hover) at a speci-

fied location and altitude.

TAKEOFF: launch the UAV from a specified location and

climb to a specified altitude.

LAND: land the UAV at a specified location.

ATTITUDE_AIRSPEED: fly at a specified attitude (pitch,

roll, heading) and airspeed.

VELOCITY_NED: fly at a specified 3-dimensional

velocity given 1n a fixed coordinate frame (e.g., Earth).
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VELOCITY_BODY: fily at a specified 3-dimensional

velocity given 1n a coordinate frame of the UAV.

FLIGHT_SURFACE: set the positions of the flight con-

trol surfaces directly.

INSPECT_STRUCTURE: hold in position, and trigger

sensor to obtain sensor data.

Furthermore, each of the above modular flight commands
can be packaged together to describe more complex func-
tionality. For instance, the first control source can provide a
single 1nitial modular flight command that causes the UAV
10 to ascend to the sate altitude, and travel at the sate
altitude to the mmtial waypoint 14A. The single modular
flight command can therefore, as an example, include
parameters identifying the safe altitude 30 and location
information (e.g., GNSS coordinates) of the 1nitial waypoint
14 A. The flight control system can include information that
describes these complex modular flight commands, enabling
complex application programs to be quickly created.

Additionally, modular flight commands may provide
qualifiers as to when or whether the modular tlight command
1s to be implemented. As an example of the INSPECT_
STRUCTURE modular tlight command, a conditional quali-
fier may be provided with the command, such as a parameter
of “6 m.” This modular flight command may be acted upon,
only upon determining that the UAV 1s within 6 meters of the
vertical structure 20. If the UAV fails to travel within 6
meters of the structure, then the modular flight command
may not be performed, and could time out, and lapse i1 not
performed within a certain time period. Alternatively, 1t the
UAYV 1s already within 6 meters of the structure, then the
command may be performed.

FIG. 1B 1s an example diagram of the UAV 10 performing
an 1nspection ol the vertical structure 30 along a vertical
direction at the mitial waypoint 14A. After reaching the
initial waypoint 14A at the safe altitude 30, the UAV 10
implements subsequent modular flight commands to
descend along a vertical line towards a surface (e.g., the
ground) at the mitial waypoint 14A.

As described above, one or more modular flight com-
mands can include an 1ndication of a frequency the UAV 10
1s capture 1magery 16 as the UAV 10 descends. The ire-
quency can be associated with a time interval between
capturing 1mages, or associated with a distance descended.

Additionally, as will be described, the UAV 10 can
actively determine whether contingency conditions exist,
and upon a positive determination, control of the UAV 10
can be provided to a contingency handler.

FIG. 1C 1s an example diagram of the UAV 10 handling
a determined contingency. As illustrated, the UAV 10 has
determined that due to a strong wind, the UAV 10 has been
moved (e.g., blown) out of a geofence the UAV 10 1s
enforcing. The UAV 10 can utilize sensors, such as accel-
erometers included in an 1inertial measurement unit, to
determine that the UAV 10 has moved suddenly, and can
confirm that the UAV 10 1s located outside of the geofence
using an ncluded GNSS receiver.

The UAV 10 includes (e.g., stores) a second control
source associated with handling contingencies, which can
actively monitor an overall state of the UAV 10 (e.g.,
location, speed, rotation, proximity, fuel level, and so on), to
determine whether any contingencies are existent. Upon a
positive determination, the second control source can
request control of the UAV 10, and the UAV 10 (e.g., the
source determination system 200) can determine that the
second control source 1s to be 1n control of the UAV 10. Each
control source can be associated with a priority of control,
and optionally the second control source can have a greater
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priority. Since the first control source 1s an application, and
the second control source 1s associated with ensuring a safe
flight of the UAYV, the second control source can preferen-
tially be associated with the higher priority. Upon a positive
determination that the second control source 1s to be 1n
control, the UAV can provide information to the first control
source mdicating a loss of control. The first control source
can store information indicating a state at which 1t lost
control (e.g., the mnformation can identity that the first
control source lost control while performing a modular flight
command, as described above in FIG. 1B).

The UAV 10 therefore implements modular tlight com-
mands from the second control source to return the UAV 10
sately within the geofence. To return the UAV 10 to within
the geofence, the second control source can mstruct the UAV
10 to move laterally along the direction it was blown by the
wind. The second control source can utilize included cam-
eras to ensure that no obstructions exist as 1t moves back
within the geofence (e.g., the second control source can
execute, or communicate with, one or more computer vision
processes that identity obstructions). Alternatively, the UAV
10 can ascend to the safe altitude 30, move back to waypoint
14A, and descend back to a location at which the UAV 10
was at prior to being moved by the wind.

In this way, the second control source can return the UAV
10 to a safe state, with the state indicating at least, a location
that 1s known to be safe for the first control source to resume
control. As described above, the second control source can
instruct the UAV 10 to move laterally back to the location
prior to being blown out of the geofence. The second control
source can then indicate completion of handling the contin-
gency, and the first control source can continue with the
modular flight command described 1n FIG. 1B. Alterna-
tively, the second control source can ascend to the safe
altitude 30, and the first control source can regain control of
the UAV 10. That 1s, the UAV 10 can travel to the initial
waypoint 14A (e.g., described 1n FIG. 1A), and descend at
the mitial waypoint 14A back to a location prior to being
blown by the wind (e.g., described 1n FIG. 1B). Optionally,
the second control source can determine a closest location at
which the second control source can safely give up control
to the first control source, and can instruct the UAV 10 to
travel to the closest location.

Optionally, the second control source can hover at the
location the UAV 10 was blown to, and provide information
to the operator 12 indicating that the operator 12 1s to
directly control the UAV 10 to safely navigate the UAV 10
back to a safe location. For instance, the second control
source can assume, or actively determine, that obstructions
exist around the UAV 10. The user device of the operator 12
can prompt the operator 12 to assume control of the UAV 10,
and the UAV 10 can enable control by the operator 12.
Additionally, the UAV 10 can hover at the location, and the
operator 12 can indicate whether 1t 1s safe for the UAV 10
to move laterally, or to ascend vertically to the safe altitude
30. The second control source can then implement the
operators 12 1nstruction.

After the second control source handles the contingency,
the UAV 10 provides information to the first control source
indicating that the first control source i1s to resume control.
The first control source can then proceed with the inspection
of the vertical structure 20.

FIG. 1D illustrates an example diagram of the UAV 10
resuming the inspection of the vertical structure 30. As
described 1n FIG. 1C, the second control source handles the
determined contingency, and the first control source regains

control of the UAV 10. As illustrated, the UAV 10 has
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completed descending towards the surface (e.g., ground)
capturing 1magery, and 1s ascending vertically upwards at
the mitial waypoint 14A.

In the example, the UAV 10 1s ascending back to the safe
altitude 30 while tilted upwards at a particular angle (e.g.,
the angle can be a parameter defined by the operator 12, the
angle can be a constant in the first control source, and so on)
capturing imagery as the UAV 10 ascends. After reaching the
safe altitude 30, the UAV can instruct the UAV 10 to travel
to a subsequent waypoint (e.g., waypoint 14B), and subse-
quently perform an inspection at the subsequent waypoint.

The description above described an operator 12 1n com-
munication with the UAV 10, and a user device of the
operator 12 can act as a control source of the UAV 10. The
user device can further monitor progress of the UAV 10 as
it implements a tlight plan (e.g., the user device can present
a user interface illustrating a map, such as satellite 1imagery,
or digital imagery captured mn a prior UAV flight, and
representations of the UAV 10, a flight pattern the UAV 10
1s following including one or more waypoints, actions the
UAV 10 1s to take at each waypoint, and so on). Further-
more, the user device can present immformation indicating
which control source (e.g., application or device) i1s the
control source that 1s presently controlling the UAV wia
modular thght commands. The user device can display
information describing each modular tlight command pres-
ently being implemented, including parameters of the modu-
lar flight command, definitional information, a result of the
modular flight command (e.g., a location the UAV 1s trav-
cling to), and so on. The user device can further present
modular tlight commands that will be implemented subse-
quently, and upon switching to a different control source, the
user device can indicate the subsequent control source. The
UAYV can also provide information to the user device indi-
cating that a particular control source has been excluded
from controlling the UAV (e.g., due to an error of the control
source, such as 1t 1ssuing modular tlight commands that have
been filtered).

FIG. 2 1s a block diagram of control sources interacting,
with systems of a UAV 202. The UAV 202 includes a source
determination system 200 that can determine a control
source the system 200 1s 1n communication with, such as
control sources 210A-210N, to be 1n control of the UAV
202, and a flight control system 220 that can implement
modular tlight commands of the determined control source.
The source determination system 200 can be a system of one
Or more processors, or software executing on a system of
one or more processors. The source determination system
200, tlight control system 220, and control sources (e.g.,
control sources 210B-210N) can each be separate systems
(c.g., connected by one or more data buses), or can be
executed on a same system of one or more processors (e.g.,
separate soltware processes in communication with each
other).

As 1llustrated, the UAV 202 can execute control sources
(e.g., control sources 210B-210N), each of which can
request control of the UAV 202, and can include application
programs and one or more contingency handlers. Addition-
ally, the UAV 202 1s 1n communication with an outside
control source (e.g., control source 210A), which can be a
user device of an operator (e.g., as described above), or an
outside system such as a system associated with an air traflic
controller, or a system associated with dispatching UAV's to
perform a task (e.g., a system can direct particular, or groups
of, UAVs to be dispatched). For mstance, the outside control
source 210A can be a system included in a different UAV
that 1s requesting the UAV 202 move or otherwise modity its
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flight plan (e.g., due to a possible collision). The outside
control source 210A can also be a system associated with a
governmental entity monitoring the UAV 202 during flight
(e.g., an air tratlic controller), which can request the UAV
202 perform a particular action (e.g., land at a particular
location, modity a tlight speed, and so on).

The UAV 202 includes a source determination system 200
that can receive requests from the control sources 210A-
210N, and determine a particular control source to be 1n
control at any one time. As will be described below 1n FIG.
3, the source determination system 200 can store, or obtain
(e.g., control sources can perform an 1nitial hand shake with
the source determination system 200 to indicate priority
information, for example with use of an authentication key),
information 1dentifying a priority with which each control
source 1s associated. For instance, an application can be
associated with a lower priority than a user device of an
operator, or a contingency handler (e.g., as described 1n FIG.
1C). After determining a particular control source to be 1n
control, the source determination system 200 can provide
modular flight commands received from the particular con-
trol source to the tlight control system 220 to implement.
Optionally, a system associated with an air traflic controller
can be associated with a highest priority (e.g., higher than a
contingency handler of the UAV 202). That 1s, an automatic
air traflic controller system can coordinate amongst multiple
UAVs traveling 1in a same volume of space, and can cause
cach UAV to navigate within the space. Optionally, the air
traflic controller system can request configuration iforma-
tion UAV 202 (e.g., flight capabilities of the UAYV, such as
minimum/maximum turning radius, a type of the UAV such
as fixed-wing, multi-rotor, and so on), and use the configu-
ration mmformation to inform modular tlight commands to
provide the UAV 202.

The source determination system 200 can limit modular
flight commands that can be implemented, for instance,
while on the ground, the source determination system 200
can discard, or filter, any modular flight command that 1s not
associated with taking off from the ground (e.g., to travel to
a waypoint). For instance, the source determination system
200 can cause the UAV 202 to enter a mode associated with
take-ofl, and can discard any modular flight command not
associated with taking-off. In some implementations, a con-
trol source can request information from the source deter-
mination system 200 for a list of available modular tlight
commands, such that the control source can determine types
of commands 1t can 1ssue. Additionally, a control source may
request for a particular modular flight command, the
required parameters and their value ranges for the command.
Theretore, when the UAV 1s on the ground, the system 200
can return information indicating only a take-ofl command
can be implemented, whereas while 1n flight, the system 200
can return information indicating multitudes of commands.
The source determination system 200 may provide a unique
identifier, or handle, for a particular tlight command, and the
umque 1dentifier may be returned to a requesting control
source. The requesting control source then may cancel the
sent flight command (if the command has not been per-
formed), by submitting a cancel request using the unique
identifier.

A particular control source (e.g., control source 210B) can
be associated with handling contingencies. As described in
FIG. 1C, the contingency handler can determine unsafe
flight conditions, and assume control of the UAV 202 to
provide correct maneuvers to restore the UAV 202 to safe
tlight conditions. The contingency handler can utilize 1nfor-
mation associated with the UAV 202, along with the control
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sources (e.g., application program) being implemented, to
determine whether a contingency exists. For instance, a
particular UAV (e.g., a large fixed-wing aircrait) can safely
travel at a particular altitude, while a different UAV (e.g., a
quadcopter with small low-power rotors) can sately travel
only at lesser altitudes.

As an example of a contingency, the contingency handler
can determine that the UAV 202 1s outside of a geofence
(e.g., as described 1n FIG. 1C). To handle the contingency,
the contingency handler can provide modular flight com-
mands to cause the UAV 202 to travel back within the
geofence. Another example includes the UAV 202 losing a
datalink connection (e.g., a communication with a user
device of an operator), and the contingency handler can
cause the UAV 202 to travel 1n a direction of the datalink, or
increase an altitude of the UAV 202 until the connection 1s
restored. Another example includes determining that the
UAV 202 1s 1n danger of colliding with terrain. For instance,
the UAV 202 can store information describing terrain of a
geographic area, and can compare 1ts location (e.g., using a
GNSS receiver) with the terrain information, and determine
that the UAV 202 1s within a threshold distance of upcoming,
terraimn (e.g., the UAV 202 1s approaching a hill). The
contingency handler can cause the UAV 202 to ascend to a
higher altitude in accordance with the terrain information.
Another example includes determining that the UAV 202 1s
approaching an obstacle, which can be determined using
sensors, 1ncluding cameras (e.g., cameras and computer
vision processes to 1dentily obstacles), radar, sonar, distance
sensors (e.g., Lidar, Leddar), and so on). To handle the
contingency, the contingency handler can provide modular
flight commands to take evasive maneuvers around the
obstacle (e.g., around the obstacle along a same direction the
UAV 202 was traveling).

Another example includes determining that the UAV 202
has exceeded a safe thght envelope, which can include
exceeding an airspeed, an attitude, G-loading, angle of
attack, positions of specific flight surfaces (e.g., wing flaps,
spoilers), and so on. To handle the contingency, the contin-
gency handler can take corrective actions, including return-
ing the UAV 202 to a level thght trajectory, reducing speed.,
hovering, and so on. Another example includes the UAV 202
being on a collision course with another UAV. The contin-
gency handler can detect the contingency using surveillance
systems, such as Automatic Dependent Surveillance-Broad-
cast, which can monitor the location of multitudes of UAVS,
enabling the contingency handler to actively determine
whether other UAVs are approaching the UAV 202. To
handle the contingency, the contingency handler can esti-
mate the other UAVs’ flight paths, and can perform evasive
maneuvers to modily the UAV’s 202 flight path. The UAV
202 can provide information to a user device of an operator
(e.g., operator 12 as described above), and the operator can
directly control the UAV 202 to change its flight path.
Optionally, the user device can present a user interface
illustrating a flight path of the UAV 202, and estimated flight
paths of other UAVs. The operator can then modify the
UAV’s 202 flight path such that it does not interfere with
other flight paths (e.g., greater than a threshold distance
apart at any given time).

As another example of a contingency, the contingency
handler can determine that the UAV 202 will be unable to
complete a tlight plan described by application program
based on information describing a remaining fuel level (e.g.,
battery level, charge level of the battery, liqud fuel level).
To handle the contingency, the contingency handler can
obtain location information of safe landing locations (e.g.,
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the UAV 202 can maintain locations at which the UAV 202
can safely land 1f necessary), and provide one or more
modular flight commands for the UAV 202 to land at a
nearest safe landing location. Alternatively, the contingency
handler can provide information to a user device of an
operator (e.g., operator 12 as described above), and the
operator can provide location information 1dentifying a safe
landing location. Similarly, the operator can request direct
control of the UAV 202, and safely land the UAV 202 (e.g.,
the operator can 1ssue modular tlight commands that can
cause the UAV 202 to travel at a safe altitude and descend
vertically at a waypoint associated with the safe landing
location, or the operator can assume direct control of the
UAV 202).

In contrast to immediately landing the UAV 202, the
contingency handler, along with the application program,
can determine a safe landing location that will allow the
UAV 202 to safely land with greater than a threshold fuel
level, and that also allows for the application program to
complete as much of the flight plan as possible. For instance,
the contingency handler can communicate with the applica-
tion program to cause the application program to modily a
described flight plan, such that the UAV 202 can return to an
intended landing location (e.g., a location from which the
UAV began the flight plan) while traveling to as many
identified waypoints as possible. Modifying a flight plan 1n
response to a determined contingency 1s described in more
detail below, with respect to FIG. 5.

Optionally, applications can provide information describ-
ing contingency situations of which the contingency handler
may not be aware (e.g., the contingency handler 1s not
determining whether the contingencies are existent). For
instance, a particular application can be associated with
ispecting a nuclear tower cooler. A UAV implementing the
inspection can be harmed if the UAV approaches a crack in
the cooling tower, and radiation or extreme heat 1s emitted
therefrom. The particular application can provide informa-
tion to the contingency handler describing that 1f the con-
tingency handler determines (e.g., using one or more heat
sensors) that a temperature, or radiation level, 1s past a
threshold, the contingency handler 1s to assume control of
the UAV to navigate the UAV away from the heat source. In
this way, regardless of whether the particular application 1s
in control of the UAV (e.g., another application might be 1n
control, for istance an application associated with traveling
to waypoints which as a higher priority), the contingency
handler can always assume control and handle the contin-
gency. In some implementations, modular tlight commands
can be associated with different priority levels, and the
particular application can provide a modular flight command
indicating that a contingency situation exists. For instance,
the priority associated with the particular application can be
low, but the application can be allowed (e.g., verified by a
reviewing entity) to provide a modular flight command
associated with a maximum priority that causes the contin-
gency handler to assume control. Other contingencies might
include determining that the UAV 1s too close to a structure,
determining that a radio signal strength 1s greater than a
threshold, and so on.

As described 1n FIGS. 1A-1D, a control source that 1s 1n
control of the UAV 202 can provide modular flight com-
mands for the thght control system 220 to implement. The
control source can provide a modular flight command, and
the flight control system 220 can implement specific com-
mand and control of the UAV 202 (e.g., motors, rotors, wing
flaps, and so on) to safely effect the modular tlight com-
mand. Upon completion of the modular flight command, the
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flight control system 220 can provide information (e.g., a
message) to the control source indicating successtul comple-
tion of the modular tlight command. The control source can
then provide a subsequent modular flight command for the
flight control system 220 to implement.

Optionally, a control source 1n control of the UAV 202 can
interrupt a modular tlight command being implemented by
a tlight control system 220. For instance, the control source
can provide a modular flight command for the UAV 202 to
descend along a vertical direction (e.g., at a particular rate of
descent as described in FIG. 1B). While the UAV 202 1s
descending, the control source can activate one or more
cameras of the UAV 202 to capture imagery during the
descent. The control source can determine quality informa-
tion associated with the captured imagery, and 11 a particular
captured 1mage 1s determined to not meet quality thresholds
(e.g., the particular image 1s determined to be blurry, out of
focus, not to include an 1ntended field of view, and so on),
the control source can provide modular flight commands
associated with re-capturing the particular image. The tlight
control system 220 can then stop descending, and implement
the received modular flight commands. For instance, the
control source can instruct the tlight control system 220 to
ascend back to a location at which the particular image was
captured, and then hover at the altitude. While hovering, the
control source can capture one or more 1mages, and deter-
mine whether the 1mages are acceptable. Upon a positive
determination, the control source can instruct the flight
control system 220 to proceed with descending.

As an example of determining quality information, cap-
tured 1magery can be analyzed to determine sharpness
measurements of the captured image. For instance, a ire-
quency domain analysis of the image can be performed, and
a lack of high frequencies can be indicative of a lack of focus
(e.g., compared to an expected inclusion of high frequencies
for the image). Additionally, a laplacian kernel can be
convolved with the image (e.g., 1n the spatial domain) and
the result can be used to determine blurriness of the image
(e.g., mtensity values of pixels within a threshold distance
can be compared, and a blurry image can have a lack of
comparisons greater than a threshold). Additional quality
information can include brightness measurements, exposure
measurements, contrast measurements, and so on.

Furthermore, the control source can analyze captured
images and 1dentily a portion of an analyzed image that 1s to
be 1imaged 1n greater detail. For example, while inspecting a
vertical structure, the UAV 202 can descend along a vertical
line and capture 1images of the vertical structure. The control
source can analyze captured images for specific features
(e.g., damage, or specific type of damage such as weather
damage), and can instruct the flight control system 220 to
move closer to the vertical structure (e.g., to obtain more
detailed imagery), or to move laterally (e.g., left/right, or
clockwise/counterclockwise around the vertical structure).
In this way, the control source can provide modular flight
commands to be implemented by the flight control system
220, while also retaining the ability to modify or cancel a
provided modular tlight command.

As described above, control sources 210A-210N can
request control of the UAV 202, and the flight control system
220 can implement modular tlight commands from a par-
ticular control source. Optionally, one or more control
sources can provide commands to payload modules, such as
sensors, cameras, and so on, 1nstead of requesting control of
the UAV 202. For instance, a {irst application can execute on
the UAV 202 that includes particular waypoints at which the
UAV 202 1s to travel. The first application can therefore
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request control of the UAV 202, and provide modular tlight
commands to the flight control system 220 to implement. A
second application can execute on the UAV 202 that pro-
vides commands to payload modules to eflect specific
functionality at each waypoint. For instance, the second
application can capture imagery and analyze the imagery to
identily damage. Upon a positive identification of damage,
the second application can provide imformation to the first
application to move towards the damage to obtain detailed
imagery. In another instance, the second application can
activate sensors to record a heat pattern of a nuclear cooling
tower. In this way, an entity creating a tlight plan can define
waypoints for the UAV 202 to travel to, and can utilize
different applications to perform disparate functionality at
cach waypoint. That 1s, the entity can swap out difierent
applications to control payload modules, while retaining the
application program to travel to waypoints.

Optionally, the source determination system 200 can
determine that modular tlight commands provided from two
or more control sources can be implemented 1n parallel,
enabling control sources with non-contlicting modular flight
commands to implement functionality to be performed by
the UAV. For instance, the UAV can be implementing a
modular flight command associated with a particular prior-
ity, and instead of filtering, or denying, a modular flight
command from a different control source with a lower
priority, the system 200 can optionally implement both
modular flight commands. As described above, a modular
flight command associated with activating sensors, gimbals,
and so on, can be implemented in parallel with modular
flight commands associated with navigation, movement, and
so on, of the UAV 202. To enable parallel implementation of
modular flight commands from different control sources, the
source determination system 200 can determine whether the
modular tlight commands will contlict, or otherwise inter-
tere with implementation of each other modular flight com-
mand (e.g., implementation of a modular flight command as
if 1t was solely being implemented). The system 200 can
utilize information describing actions associated with each
modular flight command, parameters associated with the
modular flight commands, and so on, and can determine
whether the commands conflict.

As an example, a first modular flight command from a
first control source can be associated with causing the UAV
202 to ascend to a particular altitude (e.g., safe altitude 30
as described above), and a second modular flight command
provided from a second control source can be associated
with one or more actions to be performed by the UAV 202
that do not modity positional information of the UAV 202.
The source determination system 200 can obtain information
describing each modular tlight command (e.g., actions that
cach modular tlight command 1s associated with), and can
determine that the first modular tlight command 1s associ-
ated with the UAV 202 ascending in a substantially vertical
direction (e.g., with little lateral movement). The source
determination system 200 can then determine that a modular
flight command, that when implemented, does not ailect
(e.g., or a cancelable affect when the modular flight com-
mands are both implemented) movement along the vertical
direction, or lateral directions, can be properly implemented
in parallel. For instance, the second modular tlight command
can cause the UAV 202 to activate sensors, gimbal controls
in communication with sensors, and other payload modules
that do not aflect a position of the UAV 202. Sumilarly, the
second modular tlight command can cause the UAV 202 to
rotate about a yaw axis (e.g., the UAV 202 can ascend 1n a

substantially vertical line while rotating about the yaw axis).
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As another example, a first modular flight command can be
associated with the UAV 202 hovering at a particular alti-
tude. In this example, the source determination system 200

L ] [

can determine that a different modular flight command
associated with the UAV 202 rotating about the roll axis
(e.g., leaning to the left or right), or rotating about the yaw
axis, can be safely implemented in parallel.

In determining that modular flight commands can be
implemented 1n parallel, the source determination system
200 can utilize configuration mformation of the UAV 202.
For instance, a fixed-wing aircrait might not be able to
ascend to a location while rotating about a yaw axis.
Similarly, a particular quadcopter (e.g., or other multi-rotor
configuration) might be able to ascend vertically while
leaning to the left or right (e.g., a constant rotation angle
about the roll axis, a constant angle orthogonal to the yaw
axis), while a different quadcopter might not be able to
implement the modular flight commands in parallel. For
instance, the particular quadcopter might allow for propel-
lers blades to move along one or more axes (e.g., rotate
about the roll axis), such that the quadcopter can ascend 1n
a substantially vertical direction while leaning to the left or
right, while the different quadcopter might be unable to
ascend vertically while leaning to the left or right. However,
both the particular quadcopter and the different quadcopter
might be able to ascend vertically while rotating about the
yaw axis (e.g., both quadcopters can modify propeller rota-
tion rates).

In some mmplementations, control sources can specily
particular parameters, or other information, associated with
modular flight commands indicating UAV 202 state infor-
mation (e.g., location, speed, attitude information, and so
on), which can be modified by one or more other modular
flight commands in parallel. For instance, a first control
source can provide a modular flight command associated
with hovering at a particular altitude (e.g., safe altitude 30).
The modular flight command can specily a particular lon-
gitude and latitude at which the UAV 202 1s to hover, such
that the flight control system 220, can maintain the UAV’s
202 three-dimensional position. However, the modular flight
command can specily that the UAV 202 cannot move below
the particular altitude, but can move laterally, and optionally
can ascend above the particular altitude. A second control
source, for instance a control source with a lower priority
than the first control source, can receive information (e.g., a
message) describing the modular flight command, for
instance the source determination system 200 can indicate
that the second control source can implement modular tlight
commands associated with movement, except for movement
below the particular altitude. The second control source can
then provide a modular flight command associated with
moving the UAV 202 (e.g., laterally), capturing imagery or
other sensor information at the moved to location, and so on.
As described above, the first control source can specily
time-limits during which a second control source i1s free to
perform particular actions. Similarly, the modular tlight
command can specily a time-limit during which a different
modular flight command can be performed in parallel (e.g.,
the UAV 202 can move laterally, capture imagery, and 11 it
passes a time threshold, the system 200 can cause the UAV
202 to return to the hovering location). Additionally, the
modular flight command can specily that the UAV 202 can
move within a threshold distance (e.g., along one or more
axes) ol the hovering location, enabling the second control
source to provide modular thght commands that conform to
the threshold movements.
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Control sources can subscribe to particular state informa-
tion associated with the UAV 202, including location infor-
mation, attitude information, airspeed, and so on, and based
on the state information can request control of the UAV 202.
For instance, a first application can store location informa-
tion of waypoints, and a second application can enable
specific functionality at each waypoint. The first application
can provide a modular flight command to the thght control
system 220 to travel to a first waypoint, and when the UAV
202 reaches the first waypoint, the second application can be
triggered, or the second application can monitor the location
information, and can request control of the UAV 202. The
second application can then hover at that location, descend
vertically, move laterally, and so on, while activating one or
more sensors or cameras to perform specific functionality.
For example, an entity can quickly create the first applica-
tion by identifying waypoints of interest on a nuclear
cooling tower. The enftity can obtain a second application
that enables the determination of radiation, or heat, from the
nuclear cooling tower (e.g., from an electronic application
store), and include the second application on the UAV 202
as a control source. Theretfore, the UAV 202 can follow the
first application to travel to 1dentified waypoints, and at each
waypoint, the second application can perform functionality
to determine whether the nuclear cooling tower 1s leaking
radiation or heat. In this way, specific functionality can be
fragmented from the simple creation of tlight plans, allow-
ing an entity to easily modily an intended use of the UAV
202.

Optionally, the first application described above can be
associated with a higher priority than the second application.
The first application can, for instance, take control back
from the second application (e.g., iterrupt the second
application) 11 1t determines that the second application has
exceeded a particular time-limit (e.g., the second application
has been 1n control for greater than a threshold amount of
time). In this way, the first software can designate strict
limits on the amount of time the second application 1is
control, and can ensure that enough fuel (e.g., battery
charge) exists for the entirety of the waypoints to be traveled
to.

In addition to subscribing to state information, a first
control source can specily (e.g., specily to the source
determination system 200) one or more other control sources
associated with lower priorities, which can provide modular
flight commands while the first control source 1s 1n control
of the UAV 202. For instance, each control source can be
associated with an identifier, and the first control source can
specily 1dentifiers associated with the other control sources
that can provide modular flight commands. As an example,
the UAV 202 can be implementing one or more modular
tlight commands provided by the first control source, or the
UAYV 202 can have entered a mode (e.g., a navigation mode)
specific to implementing modular flight commands (e.g., or
a control source of a higher priority, such as a contingency
handler). The one or more other control sources can then
provide modular flight commands for implementation, and
the system 200 can provide the modular flight commands to
the tlight control system 220. For istance, the first control
source can be associated with traveling to waypoints, and
cach other control source can be associated with obtaining
sensor data (e.g., different types of sensor data, such as
radiation, heat, and so on). The first control source can
indicate that the other control sources are to be permaitted to
implement modular flight commands, and can as described
above, specily limits on the modular tlight command. For
example, the first control source can specily that the other




US 11,874,656 B2

19

control sources cannot take navigational control of the UAV
202, or cannot move the UAV 202 more than a threshold, or
can specily an approved time for the other control sources to
be able to implement modular flight commands, and so on.

FIG. 3 1s a block diagram of an example source determi-
nation system 200. As described above, the source determi-
nation system 200 can determine a control source that is to
be 1n control of the UAV 202, and can optionally ensure that
received modular flight commands are safe for the UAV 202

to 1mplement.

The source determination system 200 includes a source
priority engine 310 that can receive requests from one or
more control sources, and can determine a particular control
source to be 1n control. As described, each control source can
be associated with a priority, and the source priority engine
310 can maintain priority information. For instance, particu-
lar control sources (e.g., applications executing on the UAV
202) can include priornty mformation that the system 200
can 1dentily upon 1nitial installation or examination. Other
control sources, such as control sources not executing on the
UAV 202, can be required to perform an initial handshake
process (e.g., provide an authentication key), such that the
UAV 202 can obtain priority imnformation. For instance, all
control sources, or particular control sources as described
above, can provide an indication of its priority information
in a request to the source priority engine 310, which can
optionally include an authentication token, a password, a
signed request (e.g., signed using an authenticated encryp-
tion key), and the source priority engine 310 can assign the
control source to the indicated priority. The source priority
engine 310 utilizes the priority information to enable a
requesting control source with a highest priority to assume
control of the UAV 202. For 1nstance, as described 1n FIGS.
1A-1D, application program can control the UAV 202 and
implement an inspection of a vertical structure. A contin-
gency handler can determine that a contingency exists, and
request control of the UAV 202. The source priority engine
310 can receive the request from the contingency handler,
determine that the contingency handler has greater priority
than the application program, and enable control of the UAV
202 by the contingency handler.

Upon any switching of control from a first control source
to a second control source, the source priority engine 310
can provide imnformation to the first control source indicating
a loss of control. When the second control source completes
one or more modular tlight commands, the source priority
engine 310 can provide information to the first control
source indicating that 1t 1s to be 1n control of the UAV 202.

Optionally, one or more control sources can determine
respective priority levels to provide to the source priority
engine 310, which can depend on particular state informa-
tion of the UAV (e.g., location, tasks that were just com-
pleted, time, and so on), such that priorities associated with
cach control source can be modified during a flight. For
example, the control sources, or the source priority engine
310, can determine that during an initial phase of a flight
(e.g., take-ofl), a first control source 1s to be associated with
a greater priority than other control sources. Subsequently, a
different control source can be associated with a greater
priority, for instance a control source associated with trav-
cling to waypoints. The control sources can be 1n commu-
nication with each other, such that they can negotiate for
particular priorities, enabling applications associated with
cach control source to implement complex priority handoils
that can be defined 1n each application. In this way, the
source priority engine 310 can receive mformation indicat-
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ing negotiated priorities, and can oflload the complex pri-
ority assignment tasks to one or more control sources.

The source determination system 200 further includes a
modular flight command filtering engine 320, which can
modily, or discard, modular flight commands from a control
source. For instance, the modular tlight command filtering
engine 320 can analyze a recerved modular tlight command
(e.g., analyze parameters of the modular flight command) to
ensure that the modular flight command will be safe for the
UAV 202 to implement (e.g., based on configuration infor-
mation of the UAV 202). As an example, the modular tlight
command filtering engine 320 can determine that a modular
flight command associating with ascending to a particular
height includes a rate of ascent parameter that 1s too great for
the specific UAV 202 to implement (e.g., based on, in some
examples one or more of, an air frame type of the UAV 202,
engine, propellers, motors, rotors, angles of flaps or wings,
and other configuration mformation). The filtering engine
320 can obtain information 1dentifying acceptable values of
parameters, and determine that the modular flight command
includes an out of bounds parameter. As another example,
the filtering engine 320 can determine that a modular tlight
command associated with traveling to a waypoint (e.g.,
real-world location), 1s to be discarded because the waypoint
1s outside of an approved geofence the UAV 202 i1s to
enforce. Optionally, the filtering engine 320 can modily
parameters ol modular flight commands so that the param-
cters are commensurate with capabilities of the UAV 202,
and are within an acceptable range for the particular modular
flight command to be performed. For instance, the filtering
engine can modily a velocity so that the UAV 202 remains
within a bounded velocity value. As an example, a speed of
5> meters/sec may be specified 1n a modular tlight command,
however, the source determination system may identify that
the specified parameter 1s outside of an acceptable range.
While in one embodiment, the source determination system
200 can respond to the control source that the parameter 1s
outside of range, and return an error message to the control
source, 1n another embodiment, the source determination
system 200 can set the modular flight command parameter
to the highest value, or other acceptable value. As an
example, the modular flight command may provide a param-
cter of 5 meters/second, however, the max speed may be 3
meters/sec for the command. The source determination
system may change the value of 5 meters/sec as 1nitially
requested, to 3 meters/second as allowed by the flight
control system 220. Optionally, the source determination
system may before performing the modular flight command
indicate to the requesting control source that the parameter,
has been changed, and seek approval from the control source
to execute the tlight command with the new parameter.
Similarly, a modular flight command that causes the UAV
202 to travel at greater than a mimmum turming radius of the
UAV 202 (e.g., based on configuration information of the
UAV 202, or actively determined based, 1n part, on configu
ration information and turning attempts actually made) can
be filtered, or modified (e.g., the UAV 202 can turn at the
minimum turning radius and then modity 1its flight path to
return to a flight path as 11 the UAV 202 had turned at the
requested turning radius).

Additionally, in some implementations, modular flight
commands can be maintained 1n a queue, such that control
sources can provide modular flight commands, and the
source determination system 200 can store the modular
flight commands for later implementation. For instance,
while the UAV 1s acting upon modular flight commands of
a certain priority, other commands from other control
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sources may be queued, and may be acted upon after the
commands from the priornitized control source have been
completed. The modular flight commands from the lower
prioritized control source may also have a time limit to be
performed. If the modular flight commands of the non-
prioritized control source are not performed within a par-
ticular time limat, then the tlight commands may expire, and
not be performed. In other words, 11 a queued non-prioritized
flight command 1s not performed on time, the flight com-
mand may not be performed at all. Additionally, a control
source 1ssuing modular flight commands that are filtered by
the modular tlight command filtering engine 320 (e.g., a
number of modular flight commands greater than a thresh-
old, such as O, 1, 35), can be blocked from assuming control
of the UAV, and all modular flight commands of the control
source that have been queued can be discarded.

The modular tlight commands included 1n the queue can
be reordered from their initial position 1n the queue, and/or
grouped together. For example, the UAV can be at a way-
point, and a control source can provide modular flight
commands to perform an initial ispection (e.g., obtain
sensor information) at the waypoint. During the initial
ispection, a different control source with a higher priority
might cause the UAV to move from the waypoint. The queue
might include modular flight commands associated with the
inspection, which have vet to be implemented. Once the
UAV 1s moved to a new location, optionally the control
source can perform an inspection at the new location. The
system can modily the queue to place the modular flight
commands associated with the mnitial inspection later in the
queue, such that after inspecting the new location, the UAV
can travel to the waypoint and resume mspection. Addition-
ally, modular tlight commands can be grouped together such
that modular thght commands can be opportunistically per-
formed when appropriate. For example, while at the way-
point, two or more control sources can provide modular
tlight commands associated with obtaining different types of
sensor information. These modular flight commands can be
grouped together, such that 11 one modular flight command
1s moved to a different position in the queue, all of the
grouped modular tlight commands can be moved. Since
cach 1s associated with similar functionality (e.g., obtaining
sensor information using respective disparate sensors), each
modular tlight command can be maintained together.

The modular flight command filtering engine 320 can
turther ensure that control sources providing modular flight
commands are associated with a level of trust necessary for
cach modular tlight command to be implemented. Control
sources, such as application program, can be validated by a
reviewing entity (e.g., an entity that maintains an electronic
application store that includes application program), and the
reviewing entity can assign a level of trust to the application
program. The filtering engine 320 can obtain an indication of
a level of trust for each modular flight command, and can
filter modular tflight commands that exceed the level of trust.
For instance, a modular flight command can be associated
with directly controlling the UAV 202, that 1s, a command
that directly modifies flight surfaces (e.g., wing flaps) and
bypasses the tlight control system’s 220 control of the UAV
202. Since this modular flight command requires consider-
able experience with controlling UAV’s, the level of trust
must be high. Furthermore, even for a control source that can
control tlight surfaces, the modular flight command filtering
engine 320 can discard modular flight commands upon
determining that particular state information of the UAV 1s
not true. For instance, the engine 320 might only allow a
control source to implement tlight surface modifications 1f
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the UAV 1s above a particular altitude, and 1f not, the engine
320 can provide information to the control source indicating
that the state information does not meet guidelines, thresh-
olds, and so on. In this way, the engine 320 can restrict
control sources from implementing modular flight com-
mands that do not meet defined operational conditions (e.g.,
user-defined conditions), and therefore control sources that
are third-party generated applications can be remned 1n, and
modular tlight commands blocked that do not meet the
conditions (e.g., altitude, location, speed, and so on).

Additionally, specific modular flight commands can be
associated with particular modes of navigation. For instance,
a particular mode of navigation can include traveling to
waypoints, and when the UAV 1s placed in the particular
mode, only modular flight commands associated with trav-
cling to waypoints will be allowed by the filtering engine
320. Another example particular mode can include perform-
ing an mspection of a vertical structure, and when placed 1n
the mode, the modular flight commands associated with
traveling to waypoints, descending, ascending, and so on,
can be accepted by the filtering engine 320.

Additionally, the level of trust can further indicate accept-
able parameter ranges of modular flight commands. For
instance, an application associated with a first level of trust
can provide a modular flight command for the UAV 202 to
travel a threshold distance to a waypoint. Similarly, the
filtering engine 320 can allow an application associated with
a second level of trust to cause the UAV 202 to only travel
shorter distances. As described above in FIG. 2, a first
application can be associated with a flight plan to travel to
waypoints, and a second application can be associated with
performing specific functionality. The filtering engine 320
can therefore filter modular flight commands from the
second application that would cause the UAV 202 to move
greater than a threshold distance. In thus way, the second
application can be limited to very specific short maneuvers
(e.g., moving laterally to the left to capture an 1image, and so
on). If the second application requests movement further
than the threshold, the filtering engine 320 can provide the
modular flight command to the first application, or user
device of an operator, for approval.

FIG. 4 1s a flowchart of an example process 400 for
enabling control of a UAV by one or more control sources.
For convemence, the process 400 will be described as being
performed by a system of one or more processors (e.g., the
unmanned aerial vehicle 202).

The system enables control of a UAV by a first control
source (block 402). As described above, a UAV computer
system can execute one or more applications to perform a
tlight plan. The first control source can request control of the
UAY, such as by providing a modular flight command to the
system, and the system can determine that the first control
source 15 to be 1n control.

The system recetves a request from a second control
source for control of the UAV (block 404). While the first
control source 1s in control of the UAV (e.g., the first
controls source provides modular flight commands for
implementation), a second control source can provide a
request for control to the system, and the system can
determine (e.g., select) a control source with a highest
priority. For instance, the second control source can be a
contingency handler, a user device of an operator, a system
associated with a regulatory agency, and the system can
receive the request.

The system determines that the second control source 1s to
be 1n control of the UAV (block 406). The system obtains

priority information associated with the first control source
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and the second control source, and determines that the
second control source 1s associated with a higher prionty.

The system enables control of the UAV by the second
control source (block 408). The system interrupts control by
the first control source, and enables the second control
source to provide modular flight commands for implemen-
tation. For instance, the system can provide information
(e.g., a response) to the second control source indicating that
it can assume control (e.g., 1ssue modular flight commands).
As described above, the system can provide imformation to
the first control source indicating a loss of control, and the
first control source can store information identifying a state
of a tlight plan being implemented at which 1t lost control.
For instance, as described 1n FIG. 1C, the first control source
can store information 1dentifying a location at which 1t lost
control, or a state 1n a state diagram described the flight plan,
so that the first control source can later resume the flight
plan.

The second control source provides modular flight com-
mands (e.g., to handle a contingency), and upon completion
of the modular flight commands, the system provides infor-
mation to the first control source indicating that the first
control source can resume control.

As described above, the system can filter modular flight
commands based on determining that parameters of the
modular flight command would cause the UAV to enter a
contingency, or would otherwise be burdensome on the
UAYV, or that the UAV 1s not 1n a mode such that the modular
flight command can be implemented. Prior to implementing
any modular tlight command, the system can verify that the
modular flight command 1s allowed to be implemented (e.g.,
if the UAV 1s on the ground, any modular flight command
other than a command associated with a take-ofl can be
discarded).

FIG. 5 1s a flowchart of an example process 300 for
moditying a flight plan of a UAV based on a determined
contingency. For convenience, the process 500 will be
described as being performed by a system of one or more
processors (the UAV 202).

The system enables control of the UAV by a first control
source implementing a flight plan (block 502). As described
above, application program can implement a fhght plan
describing one or more waypoints (e.g., geospatial loca-
tions) at which the UAV 1s to navigate between. The
application program can include specific actions the UAV 1s
to take at each waypoint, including activating particular
sensors, cameras, and optionally specific actions the UAV 1s
to take while navigating between waypoints.

The system enables control of the UAV by a second
control source to handle a determined contingency (block
504). A second control source configured to detect and
handle contingencies, determines that a contingency exists
and requests control of the UAV. The system determines that
priority information associated with the second control
source 1s greater than the first control source, and enables the
second control source to assume control. As will be
described, the flight plan being implemented by the first
control source can be subsequently modified according to
the specific contingency determined. An example of a con-
tingency includes the UAV determining that 1t lacks sufli-
cient fuel (e.g., battery charge, liquid fuel level) to navigate
to each waypoint and return to a landing location. An
additional example includes the UAV identifying a failure of
a module, such as a camera, sensor, and so on.

The system modifies the flight plan based on the deter-
mined contingency (block 506). As described above, an
example contingency 1s that the UAV lacks suflicient fuel to
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navigate to each waypoint. The second control source can
monitor fuel levels, and using information describing the
flight plan, can estimate whether the UAV can complete the
flight plan and safely land with greater than a threshold tuel
level. The second control source can utilize information
describing a direction of wind along a flight path of the flight
plan, and utilize the wind information to inform a rate at
which fuel will be depleted along the tlight path. The second
control source can therefore determine whether the UAV 1s
likely to be able to navigate to each waypoint (e.g., and take
additional actions at each waypoint such as descending 1n a
vertical line, hovering at the waypoint, and so on).

The second control source can provide information to the
first control source indicating that the tlight plan will not be
completed. Optionally, the second control source can request
that the first control source select a threshold number of
waypoints to be navigated to, and then verity that the UAV
can safely navigate to each waypoint and travel to a landing
location. That 1s, the first control source can select (e.g.,
based on ranking information of waypoints) the threshold
number of waypoints and provide location information
associated with each waypoint to the second control source
for verification. Optionally, the second control source can
request that the first control source select a threshold number
of waypoints, and specily a maximum range irom the
landing location at which any waypoint can be located.
Optionally, the second control source can provide the infor-
mation describing a direction of wind, along with a deter-
mined rate at which fuel will be depleted along the tlight
path, to the first control source, and the first control source
can determine waypoints to be navigated to. The second
control source can then verily that the UAV can travel to
cach waypoint and land at landing location with greater than
a threshold fuel level.

Another example contingency can be associated with an
included module, such as a sensor or camera, failing. If the
second control source determines that the flight plan can
sately proceed with the failure (e.g., the module 1s not flight
critical), the second control source can provide information
to the first control source indicating the failure. Since the
first control source might rely on the module to perform
specific functionality, such as obtain radiation measure-
ments, heat measurements, capture images, the first control
source can respond that the flight plan 1s to be canceled.

Alternatively, the first control source can indicate that the
flight plan can still proceed, but the flight plan i1s to be
modified. For instance, the first control source can modily
the flight plan to use a different module (e.g., a diflerent
camera with a lower resolution sensor), and the tlight plan
can be updated in accordance with the different module (e.g.,
the tlight plan can be updated to move the different camera
closer to an object, structure, being imaged to capture
images with a same number of pixels per distance as the
falled camera). In another example, the first control source
can provide information to a user device of an operator
indicating the module’s failure, and provide a recommen-
dation that a different module be utilized to perform ditfierent
functionality. For instance, 11 the flight plan was to determine
radiation from a nuclear cooling tower, and the radiation
sensor fails, 1f the UAV includes a heat sensor, the first
control source can recommend that alternatively the UAV
determine heat information of the nuclear cooling tower.
Upon a positive indication by the operator, the first control
source can modily the tlight plan to utilize the heat sensor.
Since the heat sensor might require additional modifications
to the tlight plan, such as an updated tlight pattern, updated
actions to take at waypoints (e.g., the heat sensor might
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require the UAV to move 1n a prescribed manner), optionally
the first control source can request (e.g., from the operator),
information describing a manner of using the heat sensor.
That 1s, optionally the operator can provide (e.g., wirelessly
provide) executable code associated with an application to
utilize the heat sensor, which the UAV can receive and

implement.
The system returns control to the first control source to

implement the modified flight plan (block 508). After the

tlight plan 1s modified, the first control source can regain
control of the UAV from the second control source, and
implement the modified flight plan.

FIG. 6 1s a flowchart of an example process 600 for
implementing a modular flight command evaluation process.
For convenience, the process 600 will be described as being

performed by a system of one or more computers (e.g., the
UAV 202). The process 600 can be maintained as executable
code for execution by a system, such as a flight command
evaluation module.

The system receives modular flight commands from one
or more control sources (block 602). As described above, the
system, for instance the source determination system 200,
can be 1n communication with one or more control sources
that can provide modular flight commands for implementa-
tion. For instance, a control source can subscribe to state
information associated with the UAV, such as a location of
the UAV, a speed of the UAYV, an altitude, a present time, and
so on. The control source can determine that, based on a
present location and altitude of the UAV, that 1t 1s to provide
a modular tlight command to be implemented by the UAV
(e.g., the UAV 1s to capture imagery, the UAV 1s to descend
at a controlled rate at the location towards the ground, and
so on). Additionally, a control source can i1ssue a modular
flight command upon receiving information from the system
indicating successiul completion of a prior 1ssued modular
flight command, or a completion of a modular flight com-
mand 1ssued from a different control source. For instance, a
particular control source can receive mformation from the
system, or from a different control source, indicating that a
modular flight command 1ssued by the different control
source has completed, and the particular control source can
provide a modular flight command.

The system determines prionty level information associ-
ated with the control sources (block 604). As described
above, each control source can be associated with a priority
level, which can be predetermined prior to tlight of the UAV
(e.g., a user can order, and otherwise assign priorities, to
applications, to a user device, and so on), by a reviewing
entity (e.g., the reviewing entity can specily a level-of-trust),
or can be based on modular flight commands the control
source 1s to 1ssue (e.g., an application with navigational
control can be assigned higher than an application that
controls payload sensor modules). As described above, the
system can register with each control source, and during the
registering process the control source can specily a priority
level (e.g., the control source can provide an authenticated
token, or password, to authenticate that the priority level 1s
correct). Additionally, the system can receive priority mnifor-
mation with a first modular flight command received from
cach control source, or with all, or particular, modular flight
commands. In this way, and as described above, 1n some
implementations control sources can provide modular flight
commands greater than a prionity level they have been
assigned (e.g., a control source can provide a modular flight
command indicating that 1t determined a contingency, and a
contingency handler control source can assume control).
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The system determines whether a modular tlight com-
mand can be performed (block 606). The system determines
a modular flight command to be implemented from the
priority information associated with the control sources.
That 1s, the system selects a control source that 1s providing
a modular tlight command that has the highest priority
information to be in control of the UAV. After determining
a modular tlight command to be implemented, the system
determines whether modular flight command can be per-
formed. For instance, the system determines whether modu-
lar flight command 1s safe to perform, or 1s otherwise
allowed to be performed. As described above, modular tlight
commands can be filtered depending on whether implemen-
tation of a modular flight command will result in the UAV
experiencing a contingency (e.g., flying out of a geofence,
traveling too far, traveling too fast, and so on). The modular
flight command can also be filtered based on determining
that the UAV has entered a particular mode which restricts
modular flight commands (e.g., types of commands), or
restricts control sources, that can be implemented.

The system implements the modular flight command
(block 608). As described above, the system (e.g., the flight
control system 220) can receive the modular thght com-
mand, and implement the modular flight command. After
implementing of the modular flight command, the system
can provide a response to the control source indicating
completion. In some 1implementations, the system can pro-
vide a response to the control source upon initiation of the
modular flight command, and can optionally provide infor-
mation to each other control source indicating that the
modular flight command i1s being implemented.

FIG. 7 illustrates a block diagram of an example
Unmanned Aerial Vehicle (UAV) architecture for imple-
menting the features and processes described herein. A UAV
primary processing system 700 can be a system of one or
more computers, or software executing on a system of one
or more computers, which 1s in communication with, or
maintains, one or more databases. The UAV primary pro-
cessing system 700 can be a system of one or more proces-
sors 735, graphics processors 736, I/O subsystem 734, logic
circuits, analog circuits, associated volatile and/or non-
volatile memory, associated input/output data ports, power
ports, etc., and/or one or more software processing execut-
Ing one or more processors or computers. Memory 718 may
include non-volatile memory, such as one or more magnetic
disk storage devices, solid state hard drives, or flash
memory. Other volatile memory such a RAM, DRAM,
SRAM may be used for temporary storage of data while the
UAV 1s operational. Databases may store information
describing UAV flight operations, flight plans, contingency
events, geofence mformation, component information, and
other information.

The UAV processing system may be coupled to one or
more sensors, such as GPS receivers 750, gyroscopes 756,
accelerometers 758, pressure sensors (static or differential)
752, temperature sensors 734, current sensors, voltage sen-
sors, magnetometer, hydrometer, and motor sensors. The
UAV may use an 1nertial measurement unit (IMU) 732 for
use 1 navigation of the UAV. Sensors can be coupled to the
processing system, or to controller boards coupled to the
UAYV processing system. One or more communication buses,
such as a CAN bus, or signal lines, may couple the various
sensor and components.

Various sensors, devices, firmware and other systems may
be mterconnected to support multiple functions and opera-
tions of the UAV. For example, the UAV primary processing
system 700 may use various sensors to determine the
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vehicle’s current geo-spatial location, attitude, altitude,
velocity, direction, pitch, roll, yaw and/or airspeed and to
pilot the vehicle along a specified route and/or to a specified
location and/or to control the vehicle’s attitude, velocity,
altitude, and/or airspeed (optionally even when not navigat-
ing the vehicle along a specific path or to a specific location).

The flight control module (also referred to as flight control
engine) 722 handles flight control operations of the UAV.
The module mteracts with one or more controllers 740 that
control operation of motors 742 and/or actuators 744. For
example, the motors may be used for rotation of propellers,
and the actuators may be used for tlight surface control such
as ailerons, rudders, flaps, landing gear, and parachute
deployment. In one embodiment, the flight control module
722 also may perform the function of the source determi-
nation system. Alternatively, the application module 726
may perform the function of the source determination sys-
tem.

The mission module 729 processes the flight plan, way-
points, and other associated information with the flight plan.
The mission module 729 works 1n conjunction with the
tlight control module. For example, the mission module may
send 1nformation concerning the flight plan to the flight
control module, for example lat/long waypoints, altitude,
tlight velocity, so that the flight control module can autopilot
the UAV. In one embodiment, the mission module 729 may
perform as the first control source.

The contingency module 724 monitors and handles con-
tingency events. For example, the contingency module may
detect that the UAV has crossed a border of a geofence, and
then 1nstruct the tlight control module to return to a prede-
termined landing location. Other contingency criteria may
be the detection of a low battery or fuel state, or malfunc-
tioming of an onboard sensor, motor, or a deviation from the
flight plan. The foregoing 1s not meant to be limiting, as
other contingency events may be detected. In some
instances, i equipped on the UAV, a parachute may be
deployed 1f the motors or actuators fail. In one embodiment,
the contingency module 624 may perform as the second
control source.

The UAV may have various devices connected to 1t for
data collection. For example, photographic camera 749,
video cameras, inira-red camera, multispectral camera, and
Lidar, radio transceiver, sonar, TCAS (tratlic collision avoid-
ance system). Data collected by the devices may be stored
on the device collecting the data, or the data may be stored
on non-volatile memory 718 of the UAV processing system
600.

The UAV processing system 700 may be coupled to
various radios, and transmitters 759 for manual control of
the UAV, and for wireless or wired data transmission to and
from the UAV primary processing system 700, and option-
ally the UAV secondary processing system 702. The UAV
may use one or more communications subsystems, such as
a wireless communication or wired subsystem, to facilitate
communication to and from the UAV. Wireless communi-
cation subsystems may include radio transceivers, and infra-
red, optical ultrasonic, electromagnetic devices. Wired com-
munication systems may include ports such as Ethernet,
USB ports, serial ports, or other types of port to establish a
wired connection to the UAV with other devices, such as a
ground control system, cloud-based system, or other
devices, for example a mobile phone, tablet, personal com-
puter, display momnitor, other network-enabled devices. The
UAV may use a light-weight tethered wire to a ground
control station for communication with the UAV. The teth-
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cred wire may be removeably atlixed to the UAV, {for
example via a magnetic coupler.

Flight data logs may be generated by reading various
information from the UAV sensors and operating system and
storing the information in non-volatile memory. The data
logs may include a combination of various data, such as
time, altitude, heading, ambient temperature, processor tem-
peratures, pressure, battery level, fuel level, absolute or
relative position, GPS coordinates, pitch, roll, yaw, ground
speed, humidity level, velocity, acceleration, contingency
information. This foregoing 1s not meant to be limiting, and
other data may be captured and stored 1n the tlight data logs.
The tlight data logs may be stored on a removable media and
the media installed onto the ground control system. Alter-
natively, the data logs may be wirelessly transmitted to the
ground control system or to the cloud system.

Modules, programs or instructions for performing flight
operations, contingency maneuvers, and other functions
may be performed with the operating system. In some
implementations, the operating system 720 can be a real
time operating system (RTOS), UNIX, LINUX, OS X,
WINDOWS, ANDROID or other operating system.

Additionally, other software modules and applications
may run on the operating system, such as a tlight control
module 722, contingency module 724, application module
726, and database module 728. Typically flight critical
functions will be performed using the UAV processing
system 700. Operating system 720 may include instructions
for handling basic system services and for performing
hardware dependent tasks.

In addition to the UAV primary processing system 700, a
secondary processing system 702 may be used to run
another operating system to perform other functions. A UAV

secondary processing system 702 can be a system of one or
more computers, or software executing on a system of one
or more computers, which 1s in communication with, or
maintains, one or more databases. The UAV secondary
processing system 702 can be a system of one or more
processors 794, graphics processors 792, 1/0 subsystem 793
logic circuits, analog circuits, associated volatile and/or
non-volatile memory, associated input/output data ports,
power ports, etc., and/or one or more software processing
executing one or more processors or computers. Memory
770 may include non-volatile memory, such as one or more
magnetic disk storage devices, solid state hard drives, flash
memory. Other volatile memory such a RAM, DRAM,
SRAM may be used for storage of data while the UAV 1s
operational.

The memory 770 includes an operating system 772, an
application module 774, a database module 776, a module
778, and a module 780. Ideally modules, applications and
other functions running on the secondary processing system
702 will be non-critical functions in nature, that 1s 1f the
function fails, the UAV will still be able to safely operate. In
some i1mplementations, the operating system 772 can be
based on real time operating system (RTOS), UNIX,
LINUX, OS X, WINDOWS, ANDROID or other operating
system. Additionally, other software modules and applica-
tions may run on the operating system 772, such as the
application module 774, and the database module 776.
Operating system 772 may include 1nstructions for handling
basic system services and for performing hardware depen-
dent tasks. In one embodiment, the application module 774
may perform as a second control source, or as a third control
source.

Also, controllers 746 may be used to interact and operate
a payload device 748, and other devices such as photo-
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graphic camera 749, video camera, infra-red camera, mul-
tispectral camera, stereo camera pair, Lidar, radio trans-
celver, sonar, laser ranger, altimeter, TCAS (traflic collision
avoildance system), ADS-B (Automatic dependent surveil-
lance-broadcast) transponder. Optionally, the secondary pro-
cessing system 702 may have coupled controllers to control
payload devices.

Each of the processes, methods, and algorithms described
in the preceding sections may be embodied 1n, and fully or
partially automated by, code modules executed by one or
more computer systems or computer processors comprising,
computer hardware. The code modules (or “engines™) may
be stored on any type of, one or more, non-transitory
computer-readable media (e.g., a computer storage product)
or computer storage devices, such as hard drives, solid state
memory, optical disc, and/or the like. The systems and
modules may also be transmitted as generated data signals
(for example, as part of a carrier wave or other analog or
digital propagated signal) on a variety of computer-readable
transmission mediums, including wireless-based and wired/
cable-based mediums, and may take a variety of forms (for
example, as part of a single or multiplexed analog signal, or
as multiple discrete digital packets or frames). The processes
and algorithms may be implemented partially or wholly 1n
application-specific circuitry. The results of the disclosed
processes and process steps may be stored, persistently or
otherwise, 1n any type of non-transitory computer storage
such as, for example, volatile or non-volatile storage.

In general, the terms “engine” and “module”, as used
herein, refer to logic embodied 1n hardware or firmware, or
to a collection of software instructions, possibly having
entry and exit points, written 1n a programming language,
such as, for example, Java, Lua, C or C++. A software
module may be compiled and linked into an executable
program, installed mm a dynamic link library, or may be
written 1n an interpreted programming language such as, for
example, BASIC, Perl, or Python. It will be appreciated that
software modules may be callable from other modules or
from themselves, and/or may be invoked in response to
detected events or interrupts. Software modules configured
for execution on computing devices may be provided on one
or more computer readable media, such as a compact discs,
digital video discs, tlash drives, or any other tangible media.
Such software code may be stored, partially or fully, on a
memory device of the executing computing device. Soft-
ware 1nstructions may be embedded 1n firmware, such as an
EPROM. It will be further appreciated that hardware mod-
ules may be comprised of connected logic units, such as
gates and flip-tlops, and/or may be comprised of program-
mable units, such as programmable gate arrays or proces-
sors. The modules described herein are preferably imple-
mented as software modules, but may be represented in
hardware or firmware. Generally, the modules described
herein refer to logical modules that may be combined with
other modules or divided into sub-modules despite their
physical organization or storage.

User interfaces described herein are optionally presented
(and user mstructions may be received) via a user computing
device using a browser, other network resource viewer, a
dedicated application, or otherwise. Various {eatures
described or illustrated as being present in diflerent embodi-
ments or user interfaces may be combined into the same
embodiment or user mterface. Commands and information
received from the user may be stored and acted on by the
various systems disclosed herein using the processes dis-
closed herein. While the disclosure may reference to a user
hovering over, pointing at, or clicking on a particular 1tem,
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other techniques may be used to detect an i1tem of user
interest. For example, the user may touch the 1tem via a
touch screen, or otherwise indicate an interest. The user
interfaces described herein may be presented on a user
terminal, such as a laptop computer, desktop computer,
tablet computer, smart phone, virtual reality headset, aug-
mented reality headset, or other terminal type. The user
terminals may be associated with user input devices, such as
touch screens, microphones, touch pads, keyboards, mice,
styluses, cameras, etc. While the foregoing discussion and
figures may 1llustrate various types of menus, other types of
menus may be used. For example, menus may be provided
via a drop down menu, a tool bar, a pop up menu, 1nteractive
volce response system, or otherwise.

The various features and processes described above may
be used independently of one another, or may be combined
in various ways. All possible combinations and subcombi-
nations are mtended to fall within the scope of this disclo-
sure. In addition, certain method or process blocks may be
omitted 1n some 1mplementations. The methods and pro-
cesses described herein are also not limited to any particular
sequence, and the blocks or states relating thereto can be
performed 1n other sequences that are appropriate. For
example, described blocks or states may be performed 1n an
order other than that specifically disclosed, or multiple
blocks or states may be combined 1n a single block or state.
The example blocks or states may be performed in serial, 1n
parallel, or 1n some other manner. Blocks or states may be
added to or removed from the disclosed example embodi-
ments. The example systems and components described
herein may be configured differently than described. For
example, elements may be added to, removed from, or
rearranged compared to the disclosed example embodi-
ments.

Conditional language used herein, such as, among others,
can,” “could,” “might,” “may,” “for example,” and the like,
unless specifically stated otherwise, or otherwise understood
within the context as used, 1s generally intended to convey
that certain embodiments include, while other embodiments
do not include, certain features, elements and/or steps. Thus,
such conditional language 1s not generally mtended to imply
that features, elements and/or steps are 1n any way required
for one or more embodiments or that one or more embodi-
ments necessarily include logic for deciding, with or without
author mput or prompting, whether these features, elements
and/or steps are included or are to be performed in any
particular embodiment. The terms “comprising,” “includ-
ing,” “having,” and the like are synonymous and are used
inclusively, 1 an open-ended fashion, and do not exclude
additional elements, features, acts, operations, and so forth.
Also, the term “or” 1s used 1n its inclusive sense (and not 1n
its exclusive sense) so that when used, for example, to
connect a list of elements, the term “or” means one, some,
or all of the elements 1n the list. Conjunctive language such
as the phrase “at least one of X, Y and Z,” unless specifically
stated otherwise, 1s otherwise understood with the context as
used in general to convey that an item, term, etc. may be
either X, Y or Z. Thus, such conjunctive language 1s not
generally intended to imply that certain embodiments
require at least one of X, at least one of Y and at least one
of Z to each be present.

While certain example embodiments have been described,
these embodiments have been presented by way of example
only, and are not intended to limit the scope of the disclo-
sure. Thus, nothing 1n the foregoing description 1s intended
to 1mply that any particular element, feature, characteristic,
step, module, or block 1s necessary or indispensable. Indeed,
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the novel methods and systems described herein may be
embodied 1n a variety of other forms; furthermore, various
omissions, substitutions, and changes in the form of the
methods and systems described herein may be made without
departing from the spirit of the inventions disclosed herein.
The accompanying claims and their equivalents are intended
to cover such forms or modifications as would fall within the
scope and spirit of certain of the inventions disclosed herein.

Any process descriptions, elements, or blocks 1n the tflow
diagrams described herein and/or depicted in the attached
figures should be understood as potentially representing
modules, segments, or portions of code which include one or
more executable instructions for implementing specific logi-
cal functions or steps 1n the process. Alternate implementa-
tions are included within the scope of the embodiments
described herein 1in which elements or functions may be
deleted, executed out of order from that shown or discussed,
including substantially concurrently or in reverse order,
depending on the functionality mnvolved, as would be under-
stood by those skilled in the art.

It should be emphasized that many variations and modi-
fications may be made to the above-described embodiments,
the elements of which are to be understood as being among
other acceptable examples. All such modifications and varia-
tions are intended to be included herein within the scope of
this disclosure. The foregoing description details certain
embodiments of the invention. It will be appreciated, how-
ever, that no matter how detailed the foregoing appears 1n
text, the invention can be practiced in many ways. As 1s also
stated above, 1t should be noted that the use of particular
terminology when describing certain features or aspects of
the mvention should not be taken to 1mply that the termi-
nology 1s being re-defined herein to be restricted to includ-
ing any specific characteristics of the features or aspects of
the invention with which that terminology 1s associated.

What 1s claimed 1s:

1. A method implemented by an unmanned aerial vehicle
(UAV) comprising one or more processors, the method
comprising:

receiving, by a source determination system included 1n

the UAV and from a first control source that provides
modular commands to the UAV, one or more first
modular commands associated with performance by
the UAV of one or more actions related to a flight plan
for the UAV;

receiving, by the source determination system included 1n

the UAV and from a second control source that pro-
vides modular commands to the UAV, one or more
second modular commands associated with perfor-
mance by the UAV of one or more actions for enforcing
an approved geofence 1in connection with the flight
plan;

filtering, by the source determination system, the one or

more received first and second modular commands,
thereby discarding from implementation by the UAV
one or more of the recerved first or second modular
commands, wherein filtering comprises:
receiving, Irom the first control source, repeated
instances of the same modular command;
determining a number of repeated 1nstances of the same
modular command that have been received; and
discarding some of the repeated 1nstances of the same
modular command if the number of mstances of the
repeated modular command exceeds a threshold
value;
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determiming, during implementation of a non-discarded
first modular command under control of the first control

source, that the UAV has moved outside of the

approved geofence;
based on the determination that the UAV has moved

outside of the approved geofence, transierring control

of the UAV to the second control source to implement
a non-discarded second modular command for return-
ing the UAV to withun the approved geofence; and

based on the UAV returning to within the approved
geolence, transierring control of the UAV to the first
control source to continue implementing the non-dis-
carded first modular command.

2. The method of claim 1, wherein filtering comprises:

receiving from the first control source a modular com-
mand to travel to a waypoint;

determining whether the UAV has suflicient battery
capacity to travel to the waypoint; and

discarding the modular command to travel to the way-
pomnt 1t the UAV does not have suflicient battery
capacity to travel to the waypoint.

3. The method of claim 1, wherein filtering comprises:

assigning the first control source to perform a group of
modular commands; and

discarding modular commands that were received from a
control source other than the assigned first control
source for the group of modular commands.

4. The method of claim 1, further comprising;:

determining a priority level associated with the first
control source for a particular recerved modular com-
mand; and

based on the priority level of the first control source,

determining whether to enable performance of the
modular command by the UAV.
5. The method of claim 1, wherein each modular com-
mand 1s validated for the UAV to implement, and wherein
the validation 1s based on configuration information of the
UAV.
6. The method of claim 1, wherein filtering comprises:
receiving a request to cancel a modular command from a
requesting control source that requested the modular
command, wherein the requesting control source 1s the
first control source or the second control source; and

discarding from implementation the modular command
requested to be canceled.

7. The method of claim 1, wherein the first control source
1s an application program executing on a computer system of
the UAV.

8. The method of claim 1, further comprising:

maintaining, by the source determination system, the first

modular commands and second modular commands 1n
a queue of modular commands, the queue being 1n an
order based, at least 1n part, on priority mformation
associated with each control source; and

enabling, by the source determination system, control of

the UAV according to the queue, and implementing
modular commands from the queue of modular com-
mands.

9. The method of claim 1, further comprising:

recerving, from the first control source and based on

parameters for a particular modular command and
value ranges associated with the parameters, a cancel-
lation request to cancel the particular modular com-
mand, wherein the cancellation request 1s received in
conjunction with a unique identifier for the particular
command; and
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discarding from implementation the particular modular
command 1n response to the cancellation request.

10. The method of claim 1, further comprising;:

based on a request from the first control source for a
particular modular command, providing, to the first
control source, value ranges associated with parameters
for the particular modular command 1n conjunction
with a unique identifier for the particular modular
command.

11. Non-transitory computer storage media storing
instructions, that when executed by an unmanned aerial
vehicle (UAV) comprising one or more processors, cause the
UAV to perform operations comprising;
receiving one or more {irst modular commands associated
with performance of one or more first actions by the
UAV from a first control source within the UAV;

receiving one or more second modular commands asso-
ciated with performance of one or more second actions
by the UAV from a second control source within the
UAYV, the second actions corresponding to enforcing an
approved geolence for the UAV;

discarding a subset of the one or more first modular

commands and the one or more second modular com-

mands, wherein discarding comprises:

receiving, from the first control source, repeated
instances of the same modular command;

determining a number of repeated instances that the
same modular command has been received; and

discarding some of the repeated 1nstances of the same
modular command 1f the number of instances of the
repeated modular command exceeds a threshold
value;

determining, while the UAV 1s under control of the first

control source, that the UAV has moved outside of the
approved geolence;

based on the UAV moving outside of the approved

geolence, transierring control of the UAV to the second
control source for returning the UAV to within the
approved geolfence; and

based on the UAV returning to within the approved

geolence, returning control of the UAV to the first
control source.

12. The computer storage media of claim 11, wherein
discarding comprises:

receiving from the first control source a modular com-

mand to travel to a waypoint;

determining whether the UAV has suflicient battery

capacity to travel to the waypoint; and

discarding the modular command to travel to the way-

pomnt 1 the UAV does not have suflicient battery
capacity to travel to the waypoint.

13. The computer storage media of claam 11, wherein
discarding comprises:

assigning the first control source to perform a group of

modular commands; and

discarding modular commands that were recerved from a

control source other than the assigned first control
source for the group of modular commands.

14. The computer storage media of claim 11, wherein the
operations further comprise:

determining a priority level associated with the first

control source for a particular recetved modular com-
mand; and

based on the priority level of the first control source,

determining whether to enable performance of the
modular command by the UAV.
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15. The computer storage media of claim 11, wherein each
modular command 1s validated for the UAV to implement,
and wherein the validation 1s based on configuration infor-
mation of the UAV.

16. The computer storage media of claim 11, wherein
discarding comprises:

recerving a request from the first or second control source

to cancel a modular command; and

discarding from implementation the modular command

requested to be canceled.

17. The computer storage media of claim 11, wherein the
first control source 1s an application program executing on a
computer system of the UAV.

18. The computer storage media of claim 11, wherein the
operations further comprise:

maintaining the first modular commands and second

modular commands 1n a queue of modular commands,
the queue being 1n an order based, at least 1n part, on
priority 1information associated with each control
source; and

enabling control of the UAV according to the queue and

implementing modular commands from the queue of
modular commands.

19. An unmanned aerial vehicle (UAV) system, compris-
ng:

one or more processors; and

one or more computer storage media storing instructions,

that when executed by the one or more processors,

cause the one or more processors to:

receive, from a first control source, one or more first
modular commands;

receive, from a second control source, one or more
second modular commands associated with enforc-
ing an approved geofence for the UAV;

filter the one or more first and second modular commands

to discard a subset of the one or more first and second

modular commands from implementation by the UAYV,

wherein, to filter the one or more first and second

modular commands, the one or more processors are

configured to execute the instructions to:

receive, from the first control sources, repeated
instances of the same modular command:;

determine a number of repeated 1nstances that the same
modular command has been received; and

discard some of the repeated instances of the same
modular command 11 the number of instances of the
repeated modular command exceeds a threshold
value;

determine, while the UAV 1s under control of the first

control source, that the UAV has moved outside of the
approved geolfence;

based on the UAV moving outside of the approved

geolence, transier control of the UAV to the second
control source to return the UAV to within the approved
geolence; and

based on the UAV returning to within the approved

geolence, transier control of the UAV to the first control
source.

20. The system of claim 19, wherein, to filter the one or
more first and second modular commands, the one or more
processors are configured to execute the instructions to:

receive from the first control source a modular command

to travel to a waypoint;

determine whether the UAV has suflicient battery capacity

to travel to the waypoint; and
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discard the modular command to travel to the waypoint 11
the UAV does not have suflicient battery capacity to
travel to the waypoint.

21. The system of claim 19, wherein, to filter the one or
more first and second modular commands, the one or more
processors are configured to execute the instructions to:

assign the first control source to perform a group of
modular commands; and

discard modular commands that were recetved from a
control source other than the assigned first control
source for the group of modular commands.

22. The system of claim 19, wherein the one or more

processors are configured to execute the instructions to:
determine a priority level associated with the first control
source for a particular received modular command; and
based on the priority level of the first control source,

determine whether to enable performance of the modu-

lar command by the UAV.
23. The system of claam 19, wherein each modular
command 1s validated for the UAV to implement, and
wherein the validation 1s based on configuration information

of the UAV.
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24. The system of claim 19, wherein, to filter the one or
more first and second modular commands, the one or more
processors are configured to execute the instructions to:

recetve a request from the first or second control source to
cancel a modular command; and

discard from implementation the modular command
requested to be canceled.

25. The system of claim 19, wherein the first control
source 1s an application program executing on a computer

system of the UAV.

26. The system of claim 19, wherein the one or more
processors are configured to execute the instructions to:

maintain the first modular commands and second modular
commands 1n a queue of modular commands, the queue
being 1 an order based, at least 1n part, on priority

information associated with each control source; and

enable control of the UAV according to the queue and
implement modular commands from the queue of
modular commands.
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