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- the first node subscribing to an event for one or more user equipments 202
(UES) at a second node (e.g., a Policy and Control Function (PCF)), '
......................................................................................................................................................................................................... - 204
: wherein subscribing to the event comprises indicating one or more filters |
selected from the group of (1) a set of network 1dentifiers (e.g., data network '
'names (DNNs)) that the subscription applies to, (i1) a set of network slice
1dentitiers (e.g., Single Network Slice Selection Assistance Information (S-
'NSSAIls)) that the subscription applies to, and (111) a set of locations that the
'subscription applies to.
210
A
. . . _ - 206
: the first node receiving a notification from a second node (e.g., a Policy |~
and Control Function (PCF)) that an event has occurred,
____________________ —_— - 08

network identifier (e.g., a data network name (DNN)), a network slice identifier |
(e.g., a Single Network Slice Selection Assistance Information (S-NSSAI)), and |
a set of locations corresponding to the event. :
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: the second node receiving a subscription from a first node (e.g., a 302
Network Exposure Function (NEF)) to an event for one or more User o
'Equipments (UESs),

: wherein the subscription to the event comprises indicating one or more
filters selected from the group of (1) a set of network identifiers (e.g., data
'network names (DNNs)) that the subscription applies to, (ii) a set of network 5
slice identifiers (e.g., Single Network Slice Selection Assistance Information (S- |
'NSSAIs)) that the subscription applies to, and (i11) a set of locations that the '
'subscription applies to.

310

. . . - 306
: the second node sending a notification to a first node (e.g., a Network
'Exposure Function (NEF)) that an event has occurred,
wherein the notification includes an indication of one or more of a 08

network identifier (e.g., a data network name (DNN)), a network slice identifier |
(e.g., a Single Network Slice Selection Assistance Information (S-NSSAI)), and |
a set of locations corresponding to the event. '
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FILTERS FOR BULK SUBSCRIPTIONS

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s a 35 U.S.C. § 371 National Stage of
International Patent Application No. PCT/IB2019/057300,
filed Aug. 29, 2019, designating the Umted States, which

claims priority to EP application no. 18382786.4, filed on
Nov. 2, 2018. The above 1dentified applications are incor-
porated by this reference.

TECHNICAL FIELD

Disclosed are embodiments related to filters for bulk
subscriptions.

BACKGROUND

Bulk subscription to events in Policy and Control Func-
tion (PCF) nodes 1 5G 1s specified by 3GPP TS 23.502

(V15.3.0) and TS 23.503 (V15.3.0).

3GPP TS 23.502, clause 4.15.3.2.4 (*Exposure with bulk
subscription”) describes how the Network Exposure Func-
tion (NEF) may perform bulk subscription with the Network
Functions (NFs) that provide the necessary services. Clause
4.15.1 defines the general framework for subscription to
events.

For the PCF, a new service, the Npci_EventExposure, has
been recently defined, as described 1n the subchapters below.
For example, the change request to TS 23.502 CR 0745
Revision 4, Version 15.3.0, which 1s available at http://
3gpp.org/ttp/tsg_sa/ WG2_Arch/TSGS2_129_Dongguan/
Docs/S2-1811531.z1p, defines the Npci_EventExposure ser-
vice for bulk subscription.

Npci_EventExposure service

General

Service description: This service enables an NF to sub-
scribe and get notified about PCF events. The events can be
subscribed by a NF consumer are described 1n TS 23.503,
clause 6.1.3.x. The following service operations are defined
for the Npcl_EventExposure service: (1) Npci_EventExpo-
sure_Subscribe, (1) Npci_EventExposure_UnSubscribe,
and (111) Npci_EventExposure_Notify. These three service
operations are described below.

Npci_EventExposure_Subscribe Service Operation

Service operation name: Npcl_EventExposure_Subscribe

Description: The consumer NF uses this service operation
to subscribe to or modily event reporting for a group of
UE(s) or any UE accessing a combination of (data network

name (DNN), single network slice selection assistance infor-
mation (S-NSSAI)).

NEF Consumers: NEF.
Inputs (required): NF ID, target of the subscription (Inter-

nal Group Identifier or indication that any UE accessing a
combination of (DNN, S-NSSAT) 1s targeted, (set of) Event

ID(s) defined 1n clause 5.2.5.x.1, Notification Target Address
(+Notification Correlation 1D) and Event Reporting Infor-
mation defined in Table 4.15.1-1.

Inputs (optional): Event Filter (s) associated with each
Event ID.

Outputs (required): Operation execution result indication.
When the subscription 1s accepted: Subscription Correlation
ID.

Outputs (optional): First corresponding event report 1s
included, i1f corresponding information i1s available (see

clause 4.15.1).

10

15

20

25

30

35

40

45

50

55

60

65

2

The NF consumer subscribes to the event notification by
invoking Npci_EventExposure to the PCF. The PCF allo-

cates a Subscription Correlation ID for the subscription and
responds to the consumer NF with the Subscription Corre-
lation ID. Event receiving NF 1D identifies the NF that shall
receive the event reporting.

Npci_EventExposure Unsubscribe Service Operation

Service operation name: Npcl EventExposure Unsub-
scribe

Description: The NF consumer uses this service operation
to unsubscribe for a specific event for a group of UE(s) or
any UE accessing a combination of (DNN, S-NSSAI).

Inputs (required): Subscription Correlation 1D.

Input (optional): None.

Outputs (required): Operation execution result indication.

Output (optional): None.

Npci_EventExposure Notily Service Operation

Service operation name: Npci_EventExposure Notily

Description: This service operation reports the event to
the consumer that has previously subscribed.

Inputs (required): Event ID, corresponding UE 1D (GPSI),
Notification Correlation Information, time stamp,

Inputs (optional): None.

Outputs (required): None.

SUMMARY

PCF exposure with bulk subscription allows the NF
service consumer to receive event information for a group of
UEs or any UE. The events for which this functionality
applies have been recently specified to include PLMN
change and access type change events. It 1s also possible for
an NF service consumer to subscribe to other events with the
PCF. NF service consumers can also provide service infor-
mation to allow the PCF to identily the services to which the
subscription applies.

However, with the current state of the art, it 1s not possible
for the NF service consumer to provide a more accurate
filtering for the events that a PCF can notily based on a
network the user 1s accessing (e.g., a data network name
(DNN)), the selected network slice (e.g., a S-NSSAI), or a
set of locations (including a single location). This means that
the NF service consumer (1) would receive unnecessary
information for scenarios the service consumer 1s not nter-
ested 1n; and (2) would not be able to classily the received
information based on parameters such as a network identifier
(e.g., DNN), network slice identifier (e.g., S-NSSAI), or a
set of locations where the event has occurred. As an
example, with the current state of the art, the NF service
consumer 1s not able to monitor the access type change
related to a certain group of users that are 1 a specific
location or that are accessing a certain network (e.g. IMS).

Embodiments provide additional filters, apart from the
subscription filters, which may apply to any of the possible
events, and to any of the corresponding services. The
proposed additional filters include a set of one or more
network identifiers (e.g., DNNs), a set of one or more
network slice 1dentifiers (e.g., S-NSSAIs), and a set of one
or more locations. A location may be defined at varying
levels of granularity; e.g., a boundary defined by specific
coordinates, a jurisdiction such as a city or county, a
building, a specific floor 1n a building, a stretch of roadway,
as being within a certain radius of a node, and so on.

Embodiments allow for smart filtering of the events for
which a node (e.g., a PCF) can provide a notification.
Embodiments also allow a node (e.g. an NF service con-
sumer) to become aware of the actual network identifiers
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(e.g., DNNs) and/or network slice i1dentifiers (e.g., S-NS-
SAls) where the subscribed events are observed, or to get
event information only related to the filters that the service
consumer 1s interested in (e.g. network identifier, network
slice identifier, location). Embodiments further enable an
enhanced definition of the event-exposure- and bulk-sub-
scription-related services 1n the node (e.g., PCF), much
better adapted to the full flexibility a 5GC NF service
consumer requires.

According to embodiments, the request for bulk subscrip-
tion to events 1n the node (e.g., PCF) 1s enhanced to allow
filtering per interesting or desired 1dentifiers, e.g. DNNs and
S-NSSAIs and locations for the NF service consumers of the
subscription to PCF events. Additionally, embodiments
allow the notification of a matched event to include the
information related to i1dentification of the network or net-
work slice (e.g., DNN or SNSSAI) of the protocol data unit
(PDU) session aflected by the matched event and/or the
identification of the list of network slices (e.g., S-NSSAISs)
allowed 1n the current registration, and aflected by the
matched events. In addition, embodiments allow the notifi-
cation of a matched event to include a location, e.g. match-
ing what the NF service consumer has previously indicated
in the subscription for the event.

The above and other embodiments are described below.

According to a first aspect, a method, performed by a first
node, 1s provided. The method includes the first node
subscribing to an event for one or more user equipments
(UEs) at a second node. Subscribing to the event comprises
indicating one or more filters selected from the group of (1)
a set ol network 1dentifiers that the subscription applies to,
(11) a set of network slice identifiers that the subscription
applies to, and (111) a set of locations that the subscription
applies to.

In some embodiments, subscribing comprises sending to
the second node a message comprising an event identifier,
one or more UE 1dentifiers, and filter information describing
the one or more filters. In some embodiments, the set of
network 1dentifiers that the subscription applies to imncludes
all network identifiers. In some embodiments, the set of
network slice identifiers that the subscription applies to
includes all network slice 1dentifiers. In some embodiments,
the set of locations that the subscription applies to icludes
all locations. In some embodiments, the one or more filters
selected includes (1) a set of network identifiers that the
subscription applies to. In some embodiments, the one or
more {lilters selected includes (1) a set of network slice
identifiers that the subscription applies to. In some embodi-
ments, the one or more filters selected includes (111) a set of
locations that the subscription applies to.

In some embodiments, the method further includes the
first node receiving a notification that an event has occurred
that matches the subscribed-to event for the one or more
UEs. In some embodiments, the notification includes an
indication of one or more of a network 1dentifier, a network
slice identifier, and a set of locations corresponding to the
matched event.

In some embodiments, subscribing to the event may
include indicating one or more filters for the identification of
services (e.g., services that one or more AF sessions may
belong to). That 1s, a filter may support per service i1denti-
fication, such as by including a set of service identifiers (e.g.,
Ethernet flows or IP flows) and/or a set of application
identifiers. Such filter(s) for the identification of services
may be 1n addition to the one or more filters selected from
the group of (1) a set of network identifiers that the sub-
scription applies to, (11) a set of network slice 1dentifiers that
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the subscription applies to, and (111) a set of locations that the
subscription applies to. Alternatively, or 1n addition, sub-
scribing to the event comprises indicating one or more filters
selected from the group of (1) a set of network 1dentifiers that
the subscription applies to, (1) a set of network slice
identifiers that the subscription applies to, (111) a set of
locations that the subscription applies to, and (1v) a set of
service 1dentifiers.

According to a second aspect, a method, performed by a
first node, 1s provided. The method includes the first node
receiving a notification from a second node that an event has
occurred. The notification includes an indication of one or
more of a network 1dentifier, a network slice identifier, and
a set of locations corresponding to the event.

According to some embodiments, notification that an
event has occurred may include information about the PDU
session 1nvolved 1n the reported event. For example, such
information may include the IPv4 and/or IPv6 prefix; the
Ethernet MAC address; and/or the IP domain. Information
about the services involved in the reported event may also be
provided, which may include per identified service. For
example, the notification may further include an indication
of a set of Fthernet flows, a set of IP flows, and/or a set of
application 1dentifiers (e.g. AF application identifiers).

According to a third aspect, a first node 1s provided. The
first node adapted to subscribe to an event for one or more
user equipments (UEs) at a second node. Subscribing to the
event comprises indicating one or more filters selected from
the group of (1) a set of network identifiers that the sub-
scription applies to, (11) a set of network slice 1dentifiers that
the subscription applies to, and (111) a set of locations that the
subscription applies to.

In some embodiments, subscribing comprises sending to
the second node a message comprising an event identifier,
one or more UE 1dentifiers, and filter information describing
the one or more filters. In some embodiments, the set of
network 1dentifiers that the subscription applies to includes
all network identifiers. In some embodiments, the set of
network slice identifiers that the subscription applies to
includes all network slice 1dentifiers. In some embodiments,
the set of locations that the subscription applies to includes
all locations. In some embodiments, the one or more filters
selected includes (1) a set of network identifiers that the
subscription applies to. In some embodiments, the one or
more {ilters selected includes (11) a set of network slice
identifiers that the subscription applies to. In some embodi-
ments, the one or more {ilters selected includes (i11) a set of
locations that the subscription applies to. In some embodi-
ments, the first node 1s further adapted to receive a notifi-
cation that an event has occurred that matches the sub-
scribed-to event for the one or more UEs. In some
embodiments, the notification includes an indication of one
or more of a network 1dentifier, a network slice 1dentifier,
and a set of locations corresponding to the matched event.

According to a fourth aspect, a first node 1s provided. The
first node 1s adapted to recerve a notification from a second
node that an event has occurred. The notification includes an
indication of one or more of a network identifier, a network
slice 1dentifier, and a set of locations corresponding to the
event.

According to a fifth aspect, a computer program 1s pro-
vided, comprising instructions which, when executed on at
least one processor, causes the at least one processor to carry
out the method according to any one of the embodiments of
the first or second aspects.

According to a sixth aspect, a carrier 1s provided, com-
prising the computer program of the fifth aspect, wherein the
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carrier 1s one ol an electronic signal, optical signal, radio
signal or computer readable storage medium.

According to a seventh aspect, a method, performed by a
second node, 1s provided. The method includes the second
node receiving a subscription from a first node to an event
for one or more user equipments (UEs). The subscription to
the event comprises an indication of one or more filters
selected from the group of (1) a set of network 1dentifiers that
the subscription applies to, (11) a set of network slice
identifiers that the subscription applies to, and (i111) a set of
locations that the subscription applies to.

In some embodiments, the set of network identifiers that
the subscription applies to includes all network 1dentifiers.
In some embodiments, the set of network slice i1dentifiers
that the subscription applies to includes all network slice
identifiers. In some embodiments, the set of locations that
the subscription applies to includes all locations. In some
embodiments, the one or more filters selected includes (1) a
set of network 1dentifiers that the subscription applies to. In
some embodiments, the one or more filters selected includes
(11) a set of network slice identifiers that the subscription
applies to. In some embodiments, the one or more filters
selected includes (111) a set of locations that the subscription
applies to.

In some embodiments, the method further includes the
second node sending a notification to the first node that an
event has occurred that matches the subscribed-to event for
the one or more UEs. In some embodiments, the notification
includes an indication of one or more of a network 1dentifier,
a network slice identifier, and a set of locations correspond-
ing to the matched event. In some embodiments, the method
turther includes, prior to sending a notification to the first
node that an event has occurred that matches the subscribed-
to event for the one or more UEs, applying the one or more
filters to determine that the event matches the subscribed-to
event.

In some embodiments, the subscription to the event may
include an idication of one or more filters for the identifi-
cation of services (e.g., services that one or more AF
sessions may belong to). That 1s, a filter may support per
service 1dentification, such as by including a set of service
identifiers (e.g., Ethernet flows or IP tlows) and/or a set of
application identifiers. Such filter(s) for the identification of
services may be 1n addition to the one or more filters selected
from the group of (1) a set of network 1dentifiers that the
subscription applies to, (11) a set of network slice 1dentifiers
that the subscription applies to, and (111) a set of locations
that the subscription applies to. Alternatively, or in addition,
the subscription to the event comprises indications of one or
more {ilters selected from the group of (1) a set of network
identifiers that the subscription applies to, (11) a set of
network slice identifiers that the subscription applies to, (111)
a set of locations that the subscription applies to, and (1v) a
set of service i1dentifiers.

According to an eighth aspect, a method, performed by a
second node, 1s provided. The method includes the second
node sending a notification to a first node that an event has
occurred. The notification includes an indication of one or
more of a network 1dentifier, a network slice identifier, and
a set of locations corresponding to the event.

According to a ninth aspect, a second node 1s provided.
The second node 1s adapted to receive a subscription from a
first node to an event for one or more user equipments (UEs).
The subscription to the event comprises an indication of one
or more filters selected from the group of (1) a set of network
identifiers that the subscription applies to, (11) a set of
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network slice 1dentifiers that the subscription applies to, and
(111) a set of locations that the subscription applies to.

In some embodiments, the set of network 1dentifiers that
the subscription applies to includes all network 1dentifiers.
In some embodiments, the set of network slice i1dentifiers
that the subscription applies to includes all network slice
identifiers. In some embodiments, the set of locations that
the subscription applies to includes all locations. In some
embodiments, the one or more filters selected includes (1) a
set of network 1dentifiers that the subscription applies to. In
some embodiments, the one or more filters selected includes
(11) a set of network slice identifiers that the subscription
applies to. In some embodiments, the one or more {filters
selected includes (111) a set of locations that the subscription
applies to. In some embodiments, the second node 1s further
adapted to send a notification to the first node that an event
has occurred that matches the subscribed-to event for the
one or more UEs. In some embodiments, the notification
includes an 1indication of one or more of a network 1dentifier,
a network slice 1dentifier, and a set of locations correspond-
ing to the matched event.

In some embodiments, the second node 1s further adapted
to, prior to sending a notification to the first node that an
event has occurred that matches the subscribed-to event for
the one or more UEs, apply the one or more filters to
determine that the event matches the subscribed-to event.

According to a tenth aspect, a second node 1s provided.
The second node 1s adapted to send a notification to a first
node that an event has occurred. The notification includes an
indication of one or more of a network identifier, a network
slice identifier, and a set of locations corresponding to the
event.

According to an eleventh aspect, a computer program 1s
provided, comprising instructions which, when executed on
at least one processor, causes the at least one processor to
carry out the method according to any one of the embodi-
ments of the seventh and eighth aspects.

According to a twellth aspect, a carrier 1s provided,
comprising the computer program of the eleventh aspect,
wherein the carrier 1s one of an electronic signal, optical
signal, radio signal or computer readable storage medium.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated
herein and form part of the specification, illustrate various
embodiments.

FIG. 1 1illustrates a call flow diagram according to some
embodiments.

FIG. 2 illustrates flow charts according to some embodi-
ments.

FIG. 3 illustrates flow charts according to some embodi-
ments.

FIG. 4A 1s a diagram showing functional modules of a
first node according to some embodiments.

FIG. 4B 1s a diagram showing functional modules of a
second node according to some embodiments.

FIG. 5 1s a block diagram of a node according to some
embodiments.

DETAILED DESCRIPTION

When a first node (such as an NEF) bulk subscribes to
events of a second node (such as a PCF), the first node,
acting as an NF service consumer of the exposure service
offered by the second node, provides a list of event 1dent-
ers to subscribe to. Additionally, the first node, acting as the
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NF service consumer, may indicate per each event sub-
scribed to, (1) whether the subscription applies to a set of
network 1dentifiers or network slice identifiers (e.g., DNNs
and/or S-NSSAIs), and (1) whether the subscription applies
to a set of locations (e.g. a specific location). Such an
indication may include, for each event subscribed to, one or
more {ilters selected from the group of (1) a set of network
identifiers (e.g., DNNs) that the subscription applies to, (11)
a set of network slice identifiers (e.g., S-NSSAIs) that the
subscription applies to, and (i11) a set of locations that the
subscription applies to.

When an event occurs that matches a subscription, the
second node (such as the PCF) provides a list of event
identifiers that have been met for a given subscription to
notify the first node (such as the NEF) of the matched events.
For each event met, the second node may include additional
information relative to the event (e.g. policy and charging
control (PCC) rule status information can be included in
case of a failed resources allocation event). In addition, the
second node may indicate 1n the notification, on a per-
subscription basis, one or more of a network 1dentifier (e.g.,
DNN), network slice identifier (S-NSSAI), and location (set
of locations) where the observed event occurred.

To determine if an event meets the filter conditions, the
second node may match the event conditions against the
filter. For example, to determine 1f an event that occurred 1n
a given location matches the location filter, the second node
may determine 11 the location the event occurred 1n matches
the location filter location, e.g., 1s the location within the set
of locations 1n the subscription filter. In some embodiments,
matching a location where an event occurred to a given
location 1n a set of locations may include determining 11 the
event location 1s within the other location. For example, an
event location may be a set of coordinates, and matching
may include determiming whether the set of coordinates 1s
within a defined boundary; or an event location may be a
given floor of a building, and matching may include deter-
mimng that the floor 1s within the west wing of the building,
and so on. Likewise, to determine if an event that occurred
in a given network or network slice matches the network
filter or network slice filter, the second node may determine
iI the network identifier or network slice identifier corre-
sponding to where the event occurred matches any of the
identifiers 1n the corresponding subscription filters. The
match operation may 1n some embodiments be a set mem-
bership operation.

Bulk subscription to events, 1n some embodiments, may
occur as follows. Based on operator configuration, the first
node (e.g., the NEF) may perform bulk subscription with the
NFs that provide necessary services (e.g., the PCF). This
teature 1s controlled by local policies of the first node that
control which events (e.g., set of event ID(s)) and which
UE(s) are the target of a bulk subscription.

When the first node pertorms bulk subscription (e.g.,
subscribes for all UEs or a limited set of UE(s) (e.g.
identifving a certain type of UEs such as Internet of Things
(Io'T) enabled UESs)), 1t subscribes to all the NFs that provide
the necessary services. Upon receiving bulk subscriptions
from the first node, the second node or nodes (the sub-
scribed-to NFs) store this information. Whenever the corre-
sponding event(s) occur for the requested UE(s), as specified
in the bulk subscription request, the second node or nodes
(NFs) notify the first node with the requested information.

FIG. 1 1llustrates a call flow diagram according to an
embodiment. As shown, an NEF 106 subscribes to a PCF
102. PCF event exposure can happen for a limited groups of
UE(s) (e.g., identifying a certain type of UEs such as IoT
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UEs) or all UEs, and for the PCFs. As shown, an NF
repository function (NRF) 104, unified data repository
(UDR) 108, and application (app) 110 are also mvolved 1n
the call flow.

1. NEF 106 registers with the NRF 104 for any newly
registered NF along with its NF services.

PCF Registration in the NRF

2. When a PCF 102 instantiates, 1t registers itsell along
with the supported PCF services with the NRF 104.

3. NRF 104 acknowledges the registration.

4. NRF 104 notifies the NEF 106 with the newly regis-
tered NF along with the supported NF services.

NEF Bulk Subscription to PCF Events

5. NEF 106 evaluates the PCF 102 and the PCF services
supported against the pre-configured events within NEF
106. Based on that, NEF 106 subscribes with the corre-
sponding PCF 102 either for a group of UE(s) (e.g. 1denti1-
tying a certain type of UEs such as IoT UEs), or for all UEs.

The NEF 106 includes 1n the subscription request a list of
subscribed event identifiers (e.g., Access Type change,
PLMN change). The NEF 106 may include, in some
embodiments, filter information indicating whether the sub-
scription applies (1) to one or more network 1dentifier (e.g.
DNN) or to all network i1dentifiers (e.g. any DNN); (11) to
one or more network slice identifier (e.g. S-NSSAI) or to all
network slice identifiers (e.g. any S-NSSAI): or (111) to one
or more locations.

The PCF 102 may acknowledge the subscription with the
NEF 106 (not shown).

Notification of a Matched Event (1), Steps 6-7

6-7. When the event trigger happens (e.g. PLMN change),
the PCF 102 notifies the requested information towards the
NEF 106 along with the time stamp, with the PDU identi-
fication information (1f applicable) that shall include the
DNN and S-NSSAI the PDU session applies to and the
current location information of the user (if applicable), with
the aflected services identified by their corresponding ser-
vice 1dentifier, and with UE registration information (1f
applicable) that shall include the S-NSSAIs the registration
applies to (the allowed S-NSSAIs) and the current location
information (if applicable).

The NEF 106 may store the information in the UDR 108
along with the time stamp (shown as 6a and 7a).

8. Application 110 registers with the NEF 106 for a certain
cevent 1dentified by event filters. If the registration for the
event 1s authorized by the NEF 106, the NEF 106 records the
association of the event and the requester identity. As shown,

the event 1s already subscribed to, and thus no subscription
at the PCF 102 1s needed.

Notification of a Matched Event (II), Steps 9-10

9-10. When the event trigger happens (e.g. service autho-
rization change), the PCF 102 notifies the requested infor-
mation towards the NEF 106 (including service identifica-
tion information). The NEF 106 may store the information
in the UDR 108 (shown as 9a and 10a).

11a-b6. The NEF 106 reads from UDR 108 and notifies the
application 110 along with the time stamp for the corre-
sponding subscribed events.

FIG. 2 shows flow charts according to an embodiment.
FIG. 2 mncludes processes 200 and 210.

Process 200 1s a method, performed by a first node (e.g.,
a NEF). The method includes the first node subscribing to an
event for one or more UEs at a second node (e.g., a PCF)
(step 202). Subscribing to the event includes indicating one
or more filters selected from the group of (1) a set of network
identifiers (e.g., DNNs) that the subscription applies to, (11)
a set of network slice identifiers (e.g., S-NSSAIs) that the
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subscription applies to, and (111) a set of locations that the
subscription applies to (step 204).

In some embodiments, subscribing includes sending to
the second node a message (e.g., a subscription request)
including an event identifier, one or more UE 1dentifiers, and
filter information describing the one or more filters.

In some embodiments, the set of network identifiers that
the subscription applies to includes all network 1dentifiers,
the set of network slice identifiers that the subscription
applies to includes all network slice identifiers, and/or the set
of locations that the subscription applies to includes all
locations. In embodiments, the one or more filters selected
includes (1) a set of network 1dentifiers that the subscription
applies to. In embodiments, the one or more filters selected
includes (11) a set of network slice identifiers that the
subscription applies to. In embodiments, the one or more
filters selected includes (111) a set of locations that the
subscription applies to.

In some embodiments, the method further includes the

first node receiving a notification that an event has occurred
that matches the subscribed-to event for the one or more
UEs. In embodiments, the notification includes an indication
of one or more of a network identifier, a network slice
identifier, and a set of locations corresponding to the
matched event.

In some embodiments, subscribing to the event may
include 1indicating one or more filters for the identification of
services (e.g., services that one or more AF sessions may
belong to). That 1s, a filter may support per service identi-
fication, such as by including a set of service identifiers (e.g.,
Ethernet flows or IP flows) and/or a set of application
identifiers. Such filter(s) for the identification of services
may be 1n addition to the one or more filters selected from
the group of (1) a set ol network identifiers that the sub-
scription applies to, (11) a set of network slice 1dentifiers that
the subscription applies to, and (111) a set of locations that the
subscription applies to. Alternatively, or 1n addition, sub-
scribing to the event comprises indicating one or more filters
selected from the group of (1) a set of network identifiers that
the subscription applies to, (1) a set of network slice
identifiers that the subscription applies to, (111) a set of
locations that the subscription applies to, and (1v) a set of
service 1dentifiers.

Process 210 1s a method, performed by a first node (e.g.,
a NEF). The method includes the first node recerving a
notification from a second node (e.g., a PCF) that an event
has occurred (step 206). The notification includes an 1ndi-
cation of one or more of a network identifier (e.g., a DNN),
a network slice identifier (e.g., S-NSSAI), and a set of
locations corresponding to the event (step 208). In some
embodiments, the indication may include specific informa-
tion regarding network identifiers, network slice 1dentifiers,
and sets of locations, depending on whether or not the first
node included such filters when subscribing to the event,
while 1n other embodiments, one or more of these may be
provided notwithstanding what filter was provided during
subscription.

According to some embodiments, notification that a event
has occurred may include mformation about the PDU ses-
sion involved in the reported event. For example, such
information may include the IPv4 and/or IPv6 prefix; the
Ethernet MAC address; and/or the IP domain. Information
about the services involved in the reported event may also be
provided, which may include per identified service. For
example, the notification may further include an indication
of a set of Fthernet flows, a set of IP flows, and/or a set of
application i1dentifiers (e.g. AF application identifiers).

10

15

20

25

30

35

40

45

50

55

60

65

10

FIG. 3 shows flow charts according to an embodiment.
FIG. 3 includes processes 300 and 310.

Process 300 1s a method, performed by a second node
(e.g., a PCF). The method includes the second node receiv-
ing a subscription from a first node (e.g., a NEF) to an event
for one or more UEs (step 302). The subscription to the
event includes an indication of one or more filters selected
from the group of (1) a set of network identifiers (e.g.,
DNNs) that the subscription applies to, (i1) a set of network
slice 1dentifiers (e.g., S-NSSAIs) that the subscription
applies to, and (111) a set of locations that the subscription
applies to (step 304). In embodiments, the indication of any
one of the filters may further include a list of network
identifiers, a list of network slice 1dentifiers, and/or a list of
locations. The second node receiving the subscription from
the first node may include the second node receiving a
message (e.g., a subscription request) from the first node,
and the message may include an event identifier, one or more
UE 1identifiers, and filter information describing the one or
more filters.

In some embodiments, the set of network 1dentifiers that
the subscription applies to includes all network 1dentifiers,
the set of network slice identifiers that the subscription
applies to includes all network slice identifiers, and/or the set
of locations that the subscription applies to includes all
locations. In embodiments, the one or more filters selected
includes (1) a set of network 1dentifiers that the subscription
applies to. In embodiments, the one or more filters selected
includes (11) a set of network slice identifiers that the
subscription applies to. In embodiments, the one or more
filters selected includes (111) a set of locations that the
subscription applies to.

In some embodiments, the method further includes the

second node sending a notification to the first node that an
event has occurred that matches the subscribed-to event for
the one or more UEs. In embodiments, the notification
includes an 1indication of one or more of a network 1dentifier,
a network slice identifier, and a set of locations correspond-
ing to the matched event. In embodiments, the method
turther includes, prior to sending a notification to the first
node that an event has occurred that matches the subscribed-
to event for the one or more UEs, applying the one or more
filters to determine that the event matches the subscribed-to
event.

In some embodiments, the subscription to the event may
include an indication of one or more filters for the 1dentifi-
cation of services (e.g., services that one or more AF
sessions may belong to). That 1s, a filter may support per
service 1dentification, such as by including a set of service
identifiers (e.g., Ethernet flows or IP flows) and/or a set of
application 1dentifiers. Such filter(s) for the identification of
services may be 1n addition to the one or more filters selected
from the group of (1) a set of network 1dentifiers that the
subscription applies to, (11) a set of network slice identifiers
that the subscription applies to, and (111) a set of locations
that the subscription applies to. Alternatively, or 1n addition,
the subscription to the event comprises indications of one or
more filters selected from the group of (1) a set of network
identifiers that the subscription applies to, (11) a set of
network slice identifiers that the subscription applies to, (111)
a set of locations that the subscription applies to, and (1v) a
set of service identifiers.

Process 310 1s a method, performed by a second node
(e.g., a PCF). The method includes the second node sending,
a notification to a first node (e.g., a NEF) that an event has
occurred (step 306). The notification includes an 1ndication
of one or more of a network identifier (e.g., a DNN), a
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network slice identifier (e.g., a S-NSSAI), and a set of
locations corresponding to the event (step 308). In some
embodiments, the indication may include specific informa-
tion regarding network identifiers, network slice 1dentifiers,
and sets of locations, depending on whether or not the first
node i1ncluded such filters when subscribing to the event,
while 1 other embodiments, one or more of these may be
provided notwithstanding what filter was provided during
subscription.

FIG. 4A 1s a diagram showing functional modules of a
first node (such as NEF 106), according to some embodi-
ments. As shown 1n FIG. 4A, the first node includes one or
more of a subscribing unit 402 and a receiving unit 404. In
an embodiment, subscribing unit 402 1s configured to sub-
scribe to an event for one or more UEs at a second node (e.g.,
a PCF). Subscribing to the event comprises indicating one or
more {ilters selected from the group of (1) a set of network
identifiers (e.g., data network names (DNNs)) that the sub-
scription applies to, (11) a set of network slice identifiers
(e.g., Single Network Slice Selection Assistance Information
(S-NSSAIs)) that the subscription applies to, and (111) a set
of locations that the subscription applies to.

In another embodiment, the recerving unit 404 1s config-
ured to receive a nofification from a second node (e.g., a
PCF) that an event has occurred. The notification includes an
indication of one or more of a network identifier (e.g., a
DNN), a network slice identifier (e.g., a S-NSSAI), and a set
ol locations corresponding to the event.

FIG. 4B 1s a diagram showing functional modules of a
second node (such as PCF 102), according to some embodi-
ments. As shown in FIG. 4B, the second node includes one
or more of a receiving unit 406 and a sending unit 408. In
an embodiment, the receiving unit 406 1s configured to
receive a subscription from a first node (e.g., a NEF) to an
event for one or more UEs. The subscription to the event
comprises an indication of one or more filters selected from
the group of (1) a set of network identifiers (e.g., data
network names (DNNs)) that the subscription applies to, (11)
a set of network slice identifiers (e.g., Single Network Slice
Selection Assistance Information (S-NSSAIs)) that the sub-
scription applies to, and (111) a set of locations that the
subscription applies to.

In another embodiment, sending unit 408 1s configured to
send a notification to a first node (e.g., a NEF) that an event
has occurred. The notification includes an indication of one
or more of a network identifier (e.g., a DNN), a network
slice 1dentifier (e.g., a S-NSSAI), and a set of locations
corresponding to the event.

FIG. 5 1s a block diagram of a node, such as the first node
(e.g. NEF 106) or second node (e.g. PCF 102), according to
some embodiments. As shown in FIG. 5, the node may
comprise: a data processing apparatus (DPA) 502, which
may include one or more processors (P) 555 (e.g., a general
purpose microprocessor and/or one or more other proces-
sors, such as an application specific tegrated circuit
(ASIC), field-programmable gate arrays (FPGAs), and the
like); a transmitter 505 and a receiver 504 coupled to an
antenna 522 for enabling the node to transmit data to and
receive data from an access network (AN) node (e.g., base
station); and local storage unit (a.k.a., “data storage system™)
508, which may include one or more non-volatile storage
devices and/or one or more volatile storage devices (e.g.,
random access memory (RAM)). In embodiments where the
node includes a general purpose microprocessor, a computer
program product (CPP) 541 may be provided. CPP 541
includes a computer readable medium (CRM) 542 storing a
computer program (CP) 543 comprising computer readable
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instructions (CRI) 544. CRM 542 may be a non-transitory
computer readable medium, such as, but not limited, to
magnetic media (e.g., a hard disk), optical media, memory
devices (e.g., random access memory), and the like. In some
embodiments, the CRI 544 of computer program 543 is
configured such that when executed by data processing
apparatus 502, the CRI causes the node to perform steps
described above (e.g., steps described above with reference
to the tlow charts). In other embodiments, the node may be
configured to perform steps described herein without the
need for code. That 1s, for example, data processing appa-
ratus 502 may consist merely of one or more ASICs. Hence,
the features of the embodiments described herein may be
implemented 1n hardware and/or software.

According to an example of embodiments herein dis-
closed, definitions of Npci_EventExposure Service Opera-
tions and data structure related subclauses are provided.
Betore this disclosure, the Npci_EventExposure subclauses
describing the Service Operations and related data structures
were not defined.

The following abbreviations are noted:

API Application Programming Interface

GPSI Generic Public Subscription Identifier

DNN Data Network Name

HTTP Hypertext Transier Protocol

S-NSSAI Single Network Slice Selection Assistance
Information

SUPI Subscription Permanent Identifier

Service operations defined for the Npct EventExposure
Service are shown 1n table 4.2.1-1.

TABLE 4.2.1-1

Npcf EventExposure Service Operations

Service

Operation Name  Description Initiated by

Notify This service operation 1s used by the PCF
PCF to report UE related policy control
event(s) to the NF service consumer
which has subscribed to the event
report service.

Subscribe This service operation 1s used by an NI NF service
service consumer to subscribe for event consumer
notifications on a specified policy (NEF)
control event for one UE, a group of
UE(s) or any UE, or to modify a
subscription.

Unsubscribe This service operation 1s used by an NF NF service

service consumer to unsubscribe from  consumer
event notifications. (NEF)
The Npcl_EventExposure_Notily service operation

enables the PCF to notify to the NF service consumers that
the previously subscribed policy control event occurred.

The following procedure using the Npcl_ EventExpo-
sure_Notily service operation 1s supported:

notification about subscribed events.

If the PCF observes policy control related event(s) for
which an NF service consumer has subscribed to, the PCF
shall send an HTTP POST request, with the “{notifUri}” as
request URI with the value previously provided by the NF
service consumer within the corresponding subscription, and
the “PcEventExposureNoti” data structure.

The “PcEventExposureNotif” data structure shall include:

Notification correlation ID provided by the NF service

consumer during the subscription as “notifld” attribute;
and
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information about the observed event(s) within the
“eventNotifs” attribute that shall contain for each
observed event an “PcEventNotification” data structure
that shall include:

1. the Policy Control event as “event” attribute;

2. for an access type change:

a) new access type as “acclype” attribute; and/or

b) the new RAT type as “ratlype” attribute;

3. for a PLMN change:

a) new PLMN as “plmnld” attribute;

4. the 1dentity of the affected UE in the “sup1” attribute
and, 11 available, 1n the “gps1™ attribute;

5. the time at which the event was observed encoded as
“timeStamyp” attribute;

6. 1f available, information about the PDU session
involved 1n the reported event 1n the “pduSessinio”
attribute, that shall include:

a) the S-NSSAI of the PDU session in the “snssair”
attribute; and

b) the DNN of the PDU session 1n the “dnn’ attribute; and

c) the IPv4 and/or IPv6 prefix in the “uelpv4” and/or
“velpv6” attributes; and/or

d) the Ethernet MAC address 1n the “ueMac” attribute;
and

may 1nclude the IP domain 1n the “ipDomain™ attribute;

7. 11 available, information about the services involved 1n
the reported event in the indicated PDU session 1n the
“repServices’ attribute, which may include per i1denti-
fied service:

a) a list of Ethernet flows 1n the “ethFlowNums™ attribute;
or

b) a list of IP flows 1n the “ipFlowNums” attribute; and/or

¢) an AF application 1dentifier 1n the “atAppld” attribute.

If the NF service consumer cannot successiully fulfil the
received HTTP POST request due to the internal error or due
to the error in the HT'TP POST request, the NF service
consumer shall send the HT'TP error response as specified 1in
subclause 5.7.

Upon successiul reception of the HI'TP POST request
with “{notifUri}” as request URI and a “PcEventExpo-
sureNotil” data structure as request body, the NF service
consumer shall send a “204 No Content” HT'TP response, for
a successiul processing.

Npci_EventExposure_Subscribe service operation 1s used
by an NF service consumer to subscribe for policy events
notifications on a specified context for group of UE(s) or any
UE, or to modily an existing subscription.

The following are the types of events for which a sub-
scription can be made:

PLMN 1identifier notification; and

Change of Access Type.

The following procedures using the Nsmi_EventExpo-
sure_Subscribe service operation are supported:

creating a new subscription;

modifying an existing subscription.

To subscribe to event notifications, the NF service con-
sumer shall send an HTTP POST request with: “{apiRoot}/
npci-eventexposure/vl/subscriptions/” as request URI, and
the “PcEventExposureSubsc™ data structure as request body.

The “PcEventExposureSubsc” data structure shall
include:

identification of the policy events to subscribe as “event-
Subcs™ attribute:

indication of the UEs to which the subscription applies
via:

a) 1dentification of a group of UE(s) via a “groupld”
attribute; or
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b) i1dentification of any UE by ommitting the “groupld”
attribute.
description of the event reporting information as
“eventsReplInio”, which may include:
a) event notification method (periodic, one time, on event
detection) as “notifMethod” attribute;
b) Maximum Number of Reports as “maxReportNbr”
attribute;
¢) Monitoring Duration as “monDur” attribute;
d) repetition period for periodic reporting as “repPeriod”
attribute; and/or
¢) immediate reporting indication as “immRep” attribute.
an URI where to receive the requested notifications as
“notifURI™ attribute; and
a Nofification Correlation Identifier assigned by the NF
service consumer for the requested notifications as
“notitld” attribute.
“PcEventExposureSubsc™

The data

include:
to filter the AF sessions for which the policy event report
shall occur, the identification of the services one or
more AF sessions may belong to as “filterServices™
attribute, which may include per service identification:

a) a list of ethernet tlows 1n the “servEthFlows™ attribute;

or

b) a list of IP flows 1n the “servipFlows” attribute; and/or

¢) an AF application 1dentifier 1n the “afAppld” attribute.

to filter the DNNs for which the policy event report
shall occur, the identification of the DNNs 1n the
“filterDnns” attribute; and

to filter the S-NSSAIs for which the policy event report
shall occur, the 1dentification of the S-NSSAIs 1n the
“filterSnssais™ attribute.

If the PCF cannot successiully fulfil the received HTTP
POST request due to the internal PCF error or due to the
error 1n the HI'TP POST request, the PCF shall send the
HTTP error response as specified in subclause 3.7.

Upon successtul reception of the HI'TP POST request
with “{apiRoot}/npcf-eventexposure/v1/subscriptions/” as
request URI and “PcEventExposure” data structure as
request body, the PCF shall create a new “Individual Policy
Events Subscription” resource, shall store the subscription
and shall send a HI'TP “201 Created” response. The PCF
shall include 1n the “201 Created” response:

a L.ocation header field; and

an “PcEventExposure” data type 1n the payload body.

The Location header field shall contain the URI of the
created individual application session context resource 1.e.
“lapiRoot}/npcf-eventexposure/v1/subscriptions/{subscrip-
tionld}”.

The “PcEventExposure™ data type payload body shall
contain the representation of the created “Individual Policy
Events Subscription”.

The “PcEventExposure” data type shall include the “PcE-
ventExposureSubc” data structure with the attributes present
in the subscription, and shall include the “PcEventExpo-
sureNotif” data type when the “immRep” attribute 1s
included 1n the subscription and the subscribed policy con-
trol events are available.

To modily an existing subscription to event notifications,
the NF service consumer shall send an HT'TP PUT request
with:  “{apiRoot }/npcf-eventexposure/v1/subscriptions/{
subscriptionld}” as request URI, where “{subscriptionld}”
1s the subscription correlation ID of the existing subscrip-
tion. The “PcEventExposureSubsc” data structure 1s
included as request body as described in subclause 4.2.3.2.

structure may
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NOTE 1: An alternate NF service consumer than the one
that requested the generation of the subscription resource

can send the PUT.

NOTE 2: The “notitfURI” attribute within the PcEvent-
ExposureSubsc data structure can be modified to request that
subsequent nofifications are sent to a new NF service
consumer.

If the PCF cannot successtully fulfil the received HT'TP
PUT request due to the internal PCF error or due to the error
in the HI'TP PUT request, the PCF shall send the HI'TP
error response as specified i subclause 3.7.

Upon successiul reception of an HTTP PUT request with:
“lapiRoot}/npcf-eventexposure/v1/subscriptions/{subscrip-
tionld}” as request URI and PcEventExposureSubsc data

structure as request body, the PCF shall store the subscrip-
tion and shall send a HITP “200 OK” response with the
“PcEventExposure” data structure as response body.

The “PcEventExposure” data structure payload body shall
contain the representation of the modified “Individual Policy
Events Subscription”.

The “PcEventExposure” data type shall include the “PcE-
ventExposureSubc™ data structure with the attributes present
in the subscription, and shall include the “PcEventExpo-
sureNotif” data type when the “immRep” attribute 1s

10
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included i1n the updated subscription and the subscribed
policy control events are available.

Npcl_EventExposure _Unsubscribe service operation 1s
used by an NF service consumer to unsubscribe from event
notifications.

The following procedure using the Npci EventExposure
UnSubscribe service operation 1s supported:

unsubscription from event notifications.

To unsubscribe from event notifications, the NF service
consumer shall send an HTTP DELETE request with: “{api-
Root }Hnpcf-eventexposure/v1/subscriptions/{ subscrip-
tionld}” as request URI, where “{subscriptionld}” is the
subscription correlation identifier of the existing resource
subscription that 1s to be deleted.

If the PCF cannot successiully fulfil the received HTTP
DELETE request due to the internal PCF error or due to the
error 1n the HI'TP DELETE request, the PCF shall send the
HTTP error response as specified in subclause 3.7.

Upon successiul reception of the HI'TP DELETE request
with: “JapiRoot }/npcf-eventexposure/v1/subscriptions/
fsubscriptionld}” as request URI, the PCF shall remove the
corresponding subscription and shall send an HT'TP “204 No
Content™ response.

Table 5.6.1-1 specifies the data types defined for the
Npci_EventExposure service based interface protocol.

TABLE 5.6.1-1

Npct EventExposure specific Data Types

Data type

EthernetFlowlInfo
IpFlowInfo
PcEvent
PcEventbExposure

PcEventExposureNotif

PcEventExposureSubsc

PcEventNotification

PduSessionInformation

Reportinglnformation

Serviceldentification

50

Section

defined Description Applicability

5.6.2.d4  Identification of an UL/DL ethernet flow.

5.6.2.d5 Identification of an UL/DL IP flow.

5.6.3.3 Policy Control Events.

5.6.2.2 Represents an Individual Policy
Events Subscription resource.

5.6.2.3 Describes notifications about Policy
Control events that occurred 1 an
Individual Policy Events Subscription
resource.

5.6.2.d1 Describes the subscription with the
PCF to Policy Control events
represented in an Individual Policy
Events Subscription resource.

5.6.2.d6 Represents the information reported
for a Policy Control event.

5.6.2.d7 Represents PDU session
identification information.

5.6.2.d2 Represents the type of reporting the
subscription requires.

5.6.2.d3 Identification of the service to

which the subscription applies.

Table 5.6.1-2 specifies data types re-used by the Npci_E-
ventExposure service based interface protocol from other
specifications, including a reference to their respective
specifications and when needed, a short description of their
use within the Npcl_EventExposure service based interface.

TABLE 5.6.1-2

Npct EventExposure re-used Data Types

Data type

Acclype
AfAppld
DateTime
Dnn
DurationSec

Reference Comments Applicability

3GPP TS 29.571 [r1]
3GPP TS 29.514 [x5]
3GPP TS 29.571 [rl
3GPP TS 29.571 [rl
3GPP TS 29.571 [rl

Access Type.
AT application Identifier.
Time stamp.

Identifies a DNN.
Seconds of duration.
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TABLE 5.6.1-2-continued

Npct_ EventExposure re-used Data Types

Data type Reference Comments Applicability

EthFlowDescription 3GPP TS 29.514 [x5] Identifies an ethernet flow

description.

FlowDescription 3GPP TS 29.514 [x5] Identifies an IP flow description.

Gpsi GPP TS 29.514 [x5]  Generic Public Subscription
Identifier.

Groupld 3GPP TS 29.571 [r1] Identifies a group of ULs.

Link 3GPP TS 29.571 [r1] Link.

NotificationMethod 3GPP TS 29.508 [r2] Represents the Notification
Method.

PlmnId 3GPP TS 29.571 [r1] PLMN Identifier.

Rat'lype 3GPP TS 29571 [rl]  RAT Type.

Snssai 3GPP TS 29.571 [r1] Identifies a S-NSSA.I

Supi 3GPP TS 29.571 [r1] Identifies the SUPI of the UE.

SupportedFeatures  3GPP TS 29.571 [r1] Used to negotiate the
applicability of the optional
features defined i1n subclause 3.8.

Ulnteger 3GPP TS 29.571 [r1] Unsigned integer.

The type PcEventExposure 1s defined in Table 5.6.2.2-1.
TABLE 5.6.2.2-1

Definition of type PcEventExposure

Attribute
name Data type P Cardinality  Description Applicability
eventsSubsc PcEventExposure- M 1 Describes the subscription
Subsc with the PCF to Policy
Control events represented
in an Individual Policy
Events Subscription
resource.
eventNotif  PcEventExposure- C 0...1 Describes notifications
Notif about Policy Control events

that occurred in an
Individual Policy Events

Subscription resource.

The type PcEventExposureNotif 1s defined in Table

5.6.2.3-1.
TABLE 5.6.2.3-1
Definition of type PcEventExposureNotif

Attribute
name Data type P Cardinality  Description Applicability
notifld string M 1 Notification Correlation ID

assigned by the NI service

consumer.
eventNotifs map(PcEvent- M 1...N Represents the Policy

Notification) Control Events to be

reported according to the
subscription corresponding

to the Notification

Correlation ID.
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PcEventExposureSubsc 1s defined 1n Table

TABLE 5.6.2.d1-1

Definition of tvpe PcEventExposureSubsc

Attribute
name

eventSubcs

groupld

filterDnns

filterSnssais

eventsReplnio

notifUri

notifld

filterServices

reqSupplbeat

suppleat

Data type

array(PcEvent)

Groupld

array(Dnn)

array(Snssai)

Reporting-
information

Link

string

array(Service-
Identification)

Supported-
Features

Supported-
Features

Cardinality
1...N
0...1
1...N
1...N
1

1

1
1...N
0...1
0...1

Description

Subscribed Policy Control
events.

Represents an internal
group 1dentifier and
identifies a group of ULEs. It
shall be present when the
subscription is targeting a
Group of UE(s).
Represents the DNNs for
which the policy event
report shall apply. If
omitted it represents any
DNN.

Represents the S-NSSAIs
for which the policy event
report shall apply. If
omitted it represents any S-
NSSAL

Represents the reporting
requirements of the
subscription.

Notification URI for Policy
Control event reporting.
Notification Correlation 1D
assigned by the NF service
CONSUIMeET.

Represents the services for
which the policy event
report shall apply. If
omitted, the policy event
report shall apply for all the
active services.

Represents the set of NI
service consumer supported
features. It is sent in the
HTTP POST request for the
creation of the Individual
Policy Events Subscription
resource.

Represents the set of PCF
Event Exposure agreeable
supported features. It 1s sent
in the HTTP POST
response of the creation of
the Individual Policy
Events Subscription
resource.

The type Reportinglnformation 1s defined i Table

Applicability

5.6.2.d2-1.
TABLE 35.6.2.d2-1
Definition of type ReportingInformation

Attribute

name Data type P Cardinality  Description Applicability

immRep boolean O 0...1 If included, when 1t 1s set to
true it indicates immediate
reporting of the subscribed
events, 1f available.
Otherwise, reporting will
occur when the event is
met.

notiftMethod Notification- O 0...1 Represents the notification

Method

method (periodic, one time,

on event detection). If
“notifMethod” attribute is

20
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TABLE 5.6.2.d2-1-continued

Definition of type Reportinglnformation

Attribute
name Data type P Cardinality  Description Applicability

not supplied, the default
value
“ON_EVENT_DETECTION”
applies.

maxReportNbr Ulnteger O 0...1 Represents the maximum
number of reports, after
which the subscription
ceases to exist (1.e., the
reporting ends). It may be

present for the
“PERIODIC” and on

“ON_EVENT_DETECTION”
notification methods. If
omitted, there 1s no limuit.
monDur DurationSec O 0...1 Represents the monitoring
duration after which the
subscription ceases to exist
(1. the reporting ends). If
omitted, there 1s no limit.
repPeriod DurationSec C 0...1 Indicates the time interval
between successive Policy
Control event
notifications. It is supplied

for notification method
“PERIODIC”.

The type Serviceldentification 1s defined 1 Table

5.6.2.d3-1.
TABLE 5.6.2.d3-1
Definition of type Serviceldentification

Attribute
name Data type P Cardinality  Description Applicability
servEthFlows array(Ethemet- C 1...N Ethernet flows of a service.

Flowinfo)
servIlpFlows array(IpFlow- C 1...N IP flows of a service

Info)
afAppld AfAppld C 0...1 Contains an AF application

identifier.

NOTE:

Either servEthFlows or servipklows and/or AfAppld attributes shall be present.

The type EthernetFlowlInto 1s defined 1n Table 5.6.2.d4-1.
TABLE 35.6.2.d4-1

Definition of type EthernetFlowInfo

Attribute
name Data type P Cardinalty Description Applicability

ethFlows array(EthFlow- C 1...2 Contains the flow
Description) description for the Uplink

and/or Downlink Ethernet
flows. It shall be present 1n
the subscription request.

flowNumber integer M 1 Identifies the ordinal
number of the Ethernet
flow.
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The type IpFlowlInto 1s defined 1n Table 5.6.2.d5-1.

TABL.

—
—
L

5.6.2.d5-1

Definition of type IpFlowInfo

Attribute
name Data type Cardinality  Description Applicability
ipFlows array(Flow- 1... Contains the flow
Description) description for the Uplink
and/or Downlink IP flows.
It shall be present in the
subscription request
flowNumber integer 1 Identifies the ordinal number
of the IP flow.
15
The type PcEventNotification 1s defined 1n Table 5.6.2.d6-
1.
TABLE 5.6.2.d6-1
Definition of type PcEventNotification
Attribute
name Data type P Cardinality  Description Applicability
event PcEvent M 1...N Reported Policy Control
event.
accType AccessType C 0...1 Access Type. It shall be
included if available when
the reported PcEvent is
“AC_TY_CH”.
ratType RatType C 0...1 RAT Type. It shall be
included 1f available when
the reported PcEvent is
“AC_TY_CH".
plmnld Plmnld C 0...1 PLMN Identifier. It shall be
included when the reported
PcEvent 1s "PLMN_CH".
supl Supi C 0...1 SUPI of the UE. It shall be
present when the
subscription 1s targeting a
group of UEs or any UL.
timeStamp  DateTime M 1 Time at which the event is
observed.
pduSessInfo PduSession- O 0...1 Represents PDU session
Information information related to the
observed event.
repServices  Service- O 0...1 Represents service
Identification information related to the
observed event.
The type PduSessionlnformation 1s defined in Table
5.6.2.d7-1.
TABLE 35.6.2.d7-1
Definition of type PduSessionlnformation
Attribute
name Data type P Cardinality  Description Applicability
snssal Snssai M 1 S-NSSAI of the PDU session.
dnn Dnn M l... N Dnn of the PDU session.
uelpv4 Ipv4Addr C 0. The IPv4 address of the
served UE.
uelpvéb Ipv6Prefix C 0. The IPv6 prefix of the
served UE.
ipDomain  string O 0. Identifies the IP domain.
ueMac MacAddrd® C 0. UE MAC address.
NOTE:

Either an Ipv4Addr and/or Ipv6Prefix or UE MAC address shall be present.

24
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The enumeration PcEvent represents the policy control
events that can be subscribed. It shall comply with the
provisions defined 1n table 5.6.3.3-1.

TABLE 5.6.3.3-1

Enumeration < EnumTypel >

Enumeration value Description Applicability

AC_TY_CH
PLMN_CH

Access Type Change
PLMN Change

While various embodiments of the present disclosure are
described herein (including the appendices, 1f any), 1t should
be understood that they have been presented by way of
example only, and not limitation. Thus, the breadth and
scope of the present disclosure should not be limited by any
of the above-described exemplary embodiments. Moreover,
any combination ol the above-described elements 1 all
possible variations thereot 1s encompassed by the disclosure
unless otherwise indicated herein or otherwise clearly con-
tradicted by context.

Additionally, while the processes described above and
illustrated in the drawings are shown as a sequence of steps,
this was done solely for the sake of 1llustration. Accordingly,
it 1s contemplated that some steps may be added, some steps
may be omitted, the order of the steps may be re-arranged,
and some steps may be performed 1n parallel.

The 1nvention claimed 1s:

1. A method, performed by a first node, the method
comprising;

the first node subscribing to an event for one or more user

equipments (UEs) at a Policy and Control Function
(PCF), wherein subscribing to the event comprises
sending to the PCF an HT'TP POST request message
comprising a request uniform resource 1dentifier (URI)
and a request body comprising an event exposure
subscription data structure comprising: (1) an event
subscription attribute identifying a policy event, (1) a
URI attribute specilying a notification URI where to
receive the requested notifications, (111) a notification
identifier (ID) attribute specilying a correlation ID
assigned by the first node, and (1v) at least one of a
network name filter attribute comprising one or more
data network names (DNNs) or a single network slice
selection assistance information (S-NSSAI) attribute
comprising one or more S-NSSAIs; and

the first node receiving a notification about the event,

wherein the notification was transmitted by the PCF
and the notification 1s an HTTP POST request that
comprises said notification URI and further comprises
an event exposure notification data structure that com-
prises: (1) the correlation 1D, (11) an event notifications
attribute comprising mnformation about the event, and
(111) a PDU session attribute comprising information
about a PDU session involved 1n the reported event and
at least one of an S-NSSAI attribute identifying the
S-NSSAI of the PDU session or a DNN attribute
identifying the DNN of the PDU session.

2. The method of claim 1, wherein the event exposure
subscription data structure comprises one or more UE 1den-
tifiers.

3. The method of claim 1, wherein subscribing to the
event further comprises indicating a location filter including
a set of locations that the subscription applies to, wherein the
set of locations that the subscription applies to includes all
locations.
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4. The method of claim 1, wherein the event exposure
subscription data structure includes both the network name
filter attribute and the S-NSSAI attribute.

5. The method of claim 1, wherein the notification notifies
that an event has occurred that matches the subscribed-to
event for the one or more UEs.

6. A computer program product comprising a non-transi-
tory computer readable medium storing instructions which,
when executed on at least one processor, causes the at least
one processor to carry out the method of claim 1.

7. A first node, the first node comprising:

memory;

processing circuitry coupled to the memory, wherein the

first node 1s configured to:
subscribe to an event for one or more user equipments
(UEs) at a Policy and Control Function (PC), wherein
subscribing to the event comprises sending to the PCF
an HT'TP POST request message comprising a request
uniform resource identifier (URI) and a request body
comprising an event exposure subscription data struc-
ture comprising: (1) an event subscription attribute
identifying a policy event, (11) a URI attribute specity-
ing a notification URI where to recerve the requested
notifications, (111) a notification 1dentifier (ID) attribute
speciiying a correlation ID assigned by the first node,
and (1v) at least one of a network name filter attribute
comprising one or more data network names (DNNs) or
a single network slice selection assistance information
(S-NSSAI) attribute comprising one or more S-NS-
SAls; and

a receiver for receiving a notification about the event that
comprises said notification URI and further comprises
an event exposure notification data structure that com-
prises: (1) the correlation ID, (11) an event notifications
attribute comprising information about the event, and
(111) a PDU session attribute comprising information
about a PDU session mnvolved 1n the reported event and
at least one of an S-NSSAI attribute identifying the
S-NSSAI of the PDU session or a DNN attribute
identifying the DNN of the PDU session.

8. The first node of claim 7, wherein the event exposure
subscription data structure comprises one or more UE 1den-
tifiers.

9. The first node of claim 7, wherein subscribing to the
event further comprises indicating a location filter including
a set of locations that the subscription applies to, wherein the
set of locations that the subscription applies to includes all
locations.

10. The first node of claim 7, wherein the event exposure
subscription data structure includes both the network name
filter attribute and the S-NSSAI attribute.

11. The first node of claim 7, wherein the notification
notifies that an event has occurred that matches the sub-
scribed-to event for the one or more UEs.

12. A method performed by a Policy and Control Function
(PCF), the method comprising:

the PCF receiving a subscription to an event for one or

more user equipments (UEs), wherein the subscription
to the event was transmitted by a first node and the
subscription to the event comprises an HI'TP POST
request message comprising a request uniform resource
identifier (URI) and a request body comprising an event
exposure subscription data structure comprising: (1) an
event subscription attribute identifying a policy event,
(11) a URI attribute specilying a notification URI where
to recerve the requested notifications, (111) a notification
identifier (ID) attribute specifying a correlation ID
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assigned by the first node, and (1v) at least one of a
network name filter attribute comprising one or more
data network names (DNNs) or a single network slice
selection assistance i1nformation (S-NSSAI) attribute
comprising one or more S-NSSAIs; and

the PCF sending toward the first node a notification about
the event, wherein the notification 1s an HI'TP POST
request that comprises said notification URI and further
comprises an event exposure notification data structure
that comprises: (1) the correlation ID, (1) an event
notifications attribute comprising information about the
event, and (111) a PDU session attribute comprising
information about a PDU session mvolved in the
reported event and at least one of an S-NSSAI attribute
identifying the S-NSSAI of the PDU session or a DNN
attribute identifying the DNN of the PDU session.

13. The method of claim 12, wherein subscribing to the
event further comprises indicating a location filter including
a set of locations that the subscription applies to, wherein the
set of locations that the subscription applies to includes all
locations.

14. The method of claim 12, wherein the event exposure
subscription data structure includes both the network name
filter attribute and the S-NSSAI attribute.

15. The method of claim 12, wherein the notification to
the first node notifies that an event has occurred that matches
the subscribed-to event for the one or more UEs.

16. The method of claim 12, further comprising, prior to
sending the notification to the first node that an event has
occurred that matches the subscribed-to event for the one or
more UEs, using the DNNs and/or the S-NSSAIs to deter-
mine that the event matches the subscribed-to event.

17. A computer program product comprising a non-
transitory computer readable medium storing instructions
which, when executed on at least one processor, causes the
at least one processor to carry out the method of to claim 12.

18. A Policy and Control Function (PCF), the PCF com-
prising:

memory;

a transmitter;

a recerver for recerving a subscription to an event for one
or more user equipments (UEs), wherein the subscrip-
tion to the event was transmitted by a first node and the
subscription to the event comprises an HITTP POST
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request message comprising a request uniform resource
identifier (URI) and a request body comprising an event
exposure subscription data structure comprising: (1) an
event subscription attribute identitying a policy event,
(11) a URI attribute speciiying a notification URI where
to recerve the requested notifications, (111) a notification
identifier (ID) attribute specifying a correlation ID
assigned by the first node, and (1v) at least one of a
network name filter attribute comprising one or more
data network names (DNNs) or a single network slice
selection assistance information (S-NSSAI) attribute
comprising one or more S-NSSAIs; and

processing circuitry coupled to the memory, wherein the
PCF 1s configured to:

transmit toward the first node a notification about the
event, wherein the notification 1s an HTTP POST
request that comprises said notification URI and further
comprises an event exposure notification data structure
that comprises: (1) the correlation ID, (1) an event
notifications attribute comprising information about the
event, and (111) a PDU session attribute comprising
information about a PDU session involved in the
reported event and at least one of an S-NSSAI attribute
identifying the S-NSSAI of the PDU session or a DNN
attribute 1dentitying the DNN of the PDU session.

19. The PCF of claim 18, wherein subscribing to the event
turther comprises indicating a location filter including a set
ol locations that the subscription applies to, wherein the set
of locations that the subscription applies to includes all
locations.

20. The PCF of claim 18, wherein the event exposure
subscription data structure includes both the network name
filter attribute and the S-NSSAI attribute.

21. The PCF of claim 18, wherein the notification to the
first node notifies that an event has occurred that matches the
subscribed-to event for the one or more UEs.

22. The PCF of claim 18, wherein the PCF 1s further
adapted to, prior to sending the notification to the first node
that an event has occurred that matches the subscribed-to
event for the one or more UEs, use the DNNs and/or the
S-NSSAIs to determine that the event matches the sub-
scribed-to event.
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