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METHODS, SYSTEMS, AND COMPUTER
READABLE MEDIA FOR NETWORK

FUNCTION DISCOVERY USING
PREFERRED-LOCALITY INFORMATION

TECHNICAL FIELD

The subject matter described herein relates to improving,
network function (NF) discovery in {fifth generation (5G)
and subsequent generation communications networks. More
particularly, the subject matter described herein relates to
methods, systems, and computer readable media for NF
discovery using preferred-locality information i 5G and
subsequent generation communications networks.

BACKGROUND

In telecommunications networks, a service endpoint 1s an
address on a network node that uniquely 1dentifies an entity
that provides service to service consumers. The service
endpoint can include an Internet protocol (IP) address or a
combination of IP address and transport layer port number,
which 1s also referred to as an IP endpoint.

In fifth generation (5G) telecommunications networks, the
network node that provides service is referred to as a
producer network function (NF). A network node that con-
sumes services 1s referred to as a consumer NF. An NF can
be both a producer NF and a consumer NF depending on
whether 1t 1s consuming or providing service.

A given producer NF may have many service endpoints.
Producer NFs register with an NF repository function
(NRF). The NRF maintains NF profiles (e.g., data types or
data structures for storing information about NF 1nstances)

of available NF 1nstances and their supported services.
Consumer NFs can subscribe to receive information about
producer NF instances that have registered with the NRF.

In addition to consumer NFs, another type of network
node that can subscribe to receive mformation about NF
service instances 1s a service communications proxy (SCP).
The SCP subscribes with the NRF and obtains reachability
and service profile information regarding producer NF ser-
vice mstances. Consumer NFs connect to the service com-
munications proxy, and the service communications proxy
load balances tratlic among producer NF service instances
that provide the required service or directly routes the trathic
to the destined producer NF.

In addition to the SCP, another example of an intermediate
proxy node that routes tratlic between producer and con-
sumer NFs 1s the security edge protection proxy (SEPP). The
SEPP 1s the network node used to protect control plane
traflic that 1s exchanged between different 5G public land
mobile networks (PLMNs). As such, the SEPP performs
message filtering, policing and topology hiding for all appli-
cation programming intertace (API) messages that are trans-
mitted between PLMNs.

One problem that may occur in 5G communications
networks 1s that during NF discovery, a consumer NF may
specily a preferred-locality IE (e.g., a parameter, an attri-
bute, a field, etc.) in the NF discovery request that has no
meaning to the NRF 1n the network of the NRF, or the
consumer NF may not specily a preferred-locality IE in the
NF discovery request. In either case, the NRF that receives
the NF discovery request may utilize query parameters in the
NF discovery request to generate a prioritized list of NF
profiles of producer NFs that match the query parameters. In
generating the prioritized list, the NRF uses the registered

priority of each producer NF and the preferred-locality
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2

information, 1f present, to set the priorities of producer NF
profiles returned to the consumer NF in the discovery
response. For example, the NRF may priontize producer
NF's with localities that match the preferred-locality IE in the
discovery request over producer NFs with localities that do
not match the preferred-locality IE 1n the discovery request.
If the preferred-locality IE 1s not present in the NF discovery
request or if the preferred-locality IE has no meaning to the
NRF because it specifies a locality 1n another network, the
priorities 1 the list will be set based on the registered
priorities of the producer NFs alone, which may result in
producer NFs that are farther away from the consumer NF
being assigned lower priorities (more preferred) than pro-
ducer NFs that are closer to the consumer NF. As a result,
when selecting a producer NF from the list to provide a
service, the consumer NF may select a producer that 1s
farther away from the consumer NF than another producer
NF, resulting 1n increased latency 1n service communica-
tions.

In indirect communications without delegated discovery,
NF discovery requests are routed to the NRF. In indirect
communications with delegated discovery, the SCP recerves

a service based interface (SBI) request from a consumer NF
and formulates and sends an NF discovery request to the
NRF on behalf of the consumer NF. Like the direct com-
munications cases mentioned 1n the preceding paragraph and
indirect communications without delegated discovery, the
NF discovery request may lack a preferred-locality IE or
may 1nclude a preferred-locality IE that has no meaning in
the network in which the NRF resides. Similarly, a SEPP
may receive and forward inter-PLMN NF discovery requests
that lack preterred-locality IEs or include preferred-locality
IEs that have no meamng in the network of the NRF that
processes the NF discovery request.

In light of these and other difliculties there exists a need
for improved NF discovery procedures that increase the
likelihood of resulting in an optimized set of NF profiles 1n
an NF discovery response.

SUMMARY

Methods, systems, and computer readable media for net-
work tunction (NF) discovery using preferred-locality infor-
mation are disclosed. One example method for NF discovery
using preferred-locality information comprises: at a first NF
comprising at least one processor: recerving a message
relating to a transaction involving a consumer NF; identi-
tying, from the message, an NF 1instance identifier (ID)
corresponding to the consumer NF; determining, using the
NF instance ID and a data store including NF related
information and corresponding preferred-locality informa-
tion, a preferred-locality value; including the preferred-
locality value 1n a preferred-locality information element
(IE) of an NF discovery request; and transmitting the NF
discovery request toward a second NF.

One example system for NF discovery using preferred-
locality information includes at least one processor, a
memory, and a first NF implemented using the at least one
processor and the memory. The first NF 1s configured for:
receiving a message relating to a transaction mvolving a
consumer NF; identifying, from the message, an NF instance
identifier (ID) corresponding to the consumer NF; determin-
ing, using the NF 1nstance 1D and a data store including NF
related information and corresponding preferred-locality
information, a preferred-locality value; including the pre-
terred-locality value 1n a preferred-locality information ele-
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ment (1E) of an NF discovery request; and transmitting the
NF discovery request toward a second NF.

One example non-transitory computer readable medium
comprising computer executable instructions embodied 1n
the non-transitory computer readable medium that when
executed by at least one processor of at least one computer
cause the at least one computer to perform steps comprising:
at a first NF comprising at least one processor: receiving a
message relating to a transaction involving a consumer NF;
identifying, from the message, an NF instance identifier (ID)
corresponding to the consumer NF; determining, using the
NF 1instance ID and a data store including NF related
information and corresponding preferred-locality informa-
tion, a preferred-locality value; including the preferred-
locality value 1n a preferred-locality information element
(IE) of an NF discovery request; and transmitting the NF
discovery request toward a second NF.

In some embodiments, the preferred-locality value 1n a

preferred-locality IE of an NF discovery request may be

determined and included regardless of whether the NF
discovery request already includes a preferred-locality IE.
For example, a NF may override or replace an existing
preferred-locality IE value (e.g., if the mapped or deter-
mined preferred-locality value) 1s different from the existing,
preferred-locality IE value.

In some embodiments, receiving the message relating to
the transaction involving the consumer NF may include
receiving a service based interface (SBI) request from the
consumer NF. In such embodiments, 1t may be determined
that the SBI request 1s lacking relevant (e.g., usable) pre-
terred-locality information (e.g., a preferred-locality IE).

In some embodiments, identifying the NF instance 1D
corresponding to the consumer NF from an SBI request may
include obtaining the NF instance ID from a User-Agent
header of the SBI request. In such embodiments, 1n response
to the SBI request, an NF discovery request may be gener-
ated by the first NF and may include appropriate preferred-
locality information.

In some embodiments, receiving the message relating to
the transaction involving the consumer NF may include
receiving an NF discovery request from a consumer NF and
determining that the NF discovery request may be lacking
relevant preferred-locality information (e.g., a preferred-
locality IE).

In some embodiments, identifying the NF instance ID
corresponding to the consumer NF from an NF discovery
request may include obtaining the NF instance ID from a
User-Agent header of the NF discovery request. In such
embodiments, the NF discovery request may be modified by
the first NF to include appropnate preferred-locality infor-
mation.

In some embodiments, determining the preferred-locality
value (e.g., for an NF discovery request) using locality data
(or a related data store) may include determining an NF type
associating with a consumer NF using a NF 1instance ID
corresponding to the consumer NF; determining an NF type
associated with a target or requested producer NF (e.g.,
using a recerved SBI request or an NF discovery request);
determining identily locality information indicating the
locality of the consumer NF using the NF instance ID (e.g.,
by obtaining an NF profile from H-NRF 100 or from NF
registration and/or topology information accessible by
V-NRF 100); and then using the NF type associated with the
consumer NF, the NF type associated with producer the NF,
and the locality of the consumer NF to identily a corre-
sponding preferred-locality value.
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4

In some embodiments, determining the preferred-locality
value (e.g., for an NF discovery request) may include

obtaining, using an NF instance 1D, NF profile information
associated with a consumer NF, wherein the NF profile
information may include consumer NF locality information;
and determining, using the consumer NF locality informa-
tion and a data store including NF related mmformation and
corresponding preferred-locality information, the preferred-
locality value.

In some embodiments, the NF related information and the
corresponding preferred-locality information may be pro-
vided or provisioned by a network operator, e.g., prior to
receiving an SBI request or an NF discovery request from a
consumer NF.

In some embodiments, the first NF may include a visited
network NF repository function (V-NRF) and the second NF
may include a home network NF repository function
(H-NRF).

In some embodiments, the first NF may include a visited
network service communication proxy (V-SCP) or a V-NRF.

In some embodiments, the second NF includes a V-NRF
or a H-NRF.

The subject matter described herein may be implemented
in hardware, software, firmware, or any combination
thereof. As such, the terms “function” “node” or “module™
as used herein refer to hardware, which may also include
soltware and/or firmware components, for implementing the
feature being described. In one example implementation, the
subject matter described herein may be implemented using
a computer readable medium having stored thereon com-
puter executable instructions that when executed by the
processor of a computer control the computer to perform
steps. Example computer readable media suitable for imple-
menting the subject matter described herein include non-
transitory computer-readable media, such as disk memory
devices, chip memory devices, programmable logic devices,
and application specific integrated circuits. In addition, a
computer readable medium that implements the subject
matter described herein may be located on a single device or
computing platform or may be distributed across multiple
devices or computing platiforms.

BRIEF DESCRIPTION OF THE DRAWINGS

The subject matter described herein will now be explained
with reference to the accompanying drawings of which:

FIG. 1 1s a network diagram illustrating an example fifth
generation (5G) network architecture;

FIG. 2 15 a block diagram 1llustrating an example network
function (NF) for determining preferred-locality information
for an NF discovery request;

FIG. 3 1s a network diagram 1illustrating an example NF
discovery procedure mvolving a home public land mobile
network (H-PLMN) and a visited PLMN (V-PLMN);

FIG. 4 depicts example locality data usable for determin-
ing preferred-locality information;

FIG. 5 1s a message flow diagram illustrating an NF
discovery procedure without using preferred-locality infor-
mation;

FIG. 6 1s a message flow diagram illustrating an NF
discovery procedure using preferred-locality information
provided by a wvisited network NF repository function
(V-NRF):

FIG. 7 1s a message flow diagram illustrating an NF
discovery procedure via a visited network service commu-
nication proxy (V-SCP) without using preferred-locality
information;
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FIG. 8 1s a message flow diagram illustrating an NF
discovery procedure using preferred-locality information
provided by a V-SCP;

FIG. 9 1s a message flow diagram illustrating an NF
discovery procedure without using preferred-locality infor-
mation and triggered by a service based interface (SBI)
request;

FIG. 10 1s a message flow diagram illustrating an NF
discovery procedure using preferred-locality information
provided by a V-SCP and triggered by an SBI request;

FIG. 11 1s a message tlow diagram illustrating an NF
discovery procedure without using preferred-locality infor-
mation provided by a home network security edge protection
proxy (H-SEPP);

FIG. 12 1s a message flow diagram illustrating an NF
discovery procedure using preferred-locality information
provided by a H-SEPP; and

FI1G. 13 15 a tlow chart 1llustrating an example process for
NF discovery using preferred-locality information.

DETAILED DESCRIPTION

The subject matter described herein relates to methods,
systems, and computer readable media for network function
(NF) discovery using preferred-locality information. In
accordance with some aspects of the subject matter
described herein, methods, systems, mechanisms, and/or
techniques for performing message validation using stored
authentication information obtained or derived from an user
equipment (UE) authentication procedure (e.g., a 5G authen-
tication and key agreement (AKA) procedure) are provided.
For example, a security edge protection proxy (SEPP) 1n
accordance with various aspects described herein can obtain
or derive UE related authentication information (e.g., a UE
identifier, a serving PLMN identifier, and UE authentication
status) obtained by monitoring messages related to a 5G
AKA procedure for authenticating a UE. In this example, the
SEPP can avoid or mitigate security attacks and other 1ssues
by using the same authentication information for validating,
subsequent mter PLMN messages associated with the UE.
Advantageously, by utilizing one or more techniques and/or
methods described herein, a SEPP or another network node
can prevent DOS attacks that use mter-PLMN traflic, pre-
vent theft of subscriber data from a home network, and/or
implement subscriber level authorization.

Reference will now be made 1n detail to various embodi-
ments of the subject matter described herein, examples of
which are 1llustrated in the accompanying drawings. Wher-
ever possible, the same reference numbers will be used
throughout the drawings to refer to the same or like parts.

FIG. 1 1s a block diagram illustrating an example 3G
system network architecture, e.g., a home 3G core (5GC)
network. The architecture mn FIG. 1 includes an NRF 100
and an SCP 101, which may be located 1n the same home
public land mobile network (PLMN). As described above,
NRF 100 may maintain profiles of available producer NF
service instances and their supported services and allow
consumer NFs or SCPs to subscribe to and be notified of the
registration of new/updated producer NF service instances.
SCP 101 may also support service discovery and selection of
producer NF instances. SCP 101 may perform load balanc-
ing ol connections between consumer and producer NFs. In
addition, using the methodologies described herein, SCP
101 may perform preferred NF location based selection and
routing.

NRF 100 1s a repository for NF or service profiles of
producer NF instances. In order to communicate with a

10

15

20

25

30

35

40

45

50

55

60

65

6

producer NF instance, a consumer NF or an SCP must obtain
the NF or service profile or the producer NF instance from
NRF 100. The NF or service profile 1s a JavaScript object
notation (JSON) data structure defined 1n Third Generation
Partnership Project (3GPP) Technical Specification (TS)
29.510. The NF or service profile definition includes at least
one of a fully qualified domain name (FQDN), an Internet
protocol (IP) version 4 (IPv4) address, or an IP version 6
(IPv6) address. In FIG. 1, any of the nodes (other than NRF
100) can be etther consumer NFs or producer NFs, depend-
ing on whether they are requesting or providing services. In
the illustrated example, the nodes include a policy control
function (PCF) 102 that performs policy related operations
in a network, a user data management (UDM) function 104
that manages user data, and an application function (AF) 106
that provides application services. The nodes illustrated in
FIG. 1 further mnclude a session management function
(SMF) 108 that manages sessions between access and
mobility management function (AMF) 110 and PCF 102.
AMF 110 performs mobility management operations similar
to those performed by a mobility management entity (MME)
in 4G networks. An authentication server function (AUSE)
112 performs authentication services for user devices, such
as user equipment (UE) 114, seeking access to the network.

A network slice selection function (NSSF) 116 provides
network slicing services for devices seeking to access spe-
cific network capabilities and characteristics associated with
a network slice. A network exposure function (NEF) 118
provides application programming interfaces (APIs) for
application functions seeking to obtain information about
Internet of things (IoT) devices and other UEs attached to
the network. NEF 118 performs similar functions to the
service capability exposure function (SCEF) i 4G net-
works.

A radio access network (RAN) 120 connects UE 114 to
the network via a wireless link. Radio access network 120
may be accessed using a g-Node B (gNB) (not shown in
FIG. 1) or other wireless access point. A user plane function
(UPF) 122 can support various proxy functionality for user
plane services. One example of such proxy functionality 1s
multipath transmission control protocol (MPTCP) proxy
functionality. UPF 122 may also support performance mea-
surement functionality, which may be used by UE 114 to
obtain network performance measurements. Also illustrated
in FIG. 1 1s a data network (DN) 124 through which UEs
access data network services, such as Internet services.

Security edge protection proxy (SEPP) 126 filters incom-

ing traflic from another PLMN and performs topology
hiding for trathc exiting the home PLMN. SEPP 126 may
communicate with a SEPP 1n a foreign PLMN which man-
ages security for the foreign PLMN. Thus, traflic between
NFs in different PLMNs may traverse two SEPP functions,
one for the home PLMN and the other for the foreign
PLMN.
SEPP 126 may utilize an N32-¢ interface and an N32-1
interface. An N32-c interface 1s a control plane interface
between two SEPPs usable for performing an initial hand-
shake (e.g., a TLS handshake) and negotiating various
parameters for an N32-1 interface connection and related
message forwarding. An N32-1 interface 1s a forwarding
interface between two SEPPs usable for forwarding various
communications (e.g., 5SGC requests) between a consumer
NF and a producer NF after applying application level
security protection.

As stated above, one problem 1 5G networks 1s that
during NF discovery, a consumer NF either doesn’t specily
a preferred-locality attribute or specifies a preferred-locality
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attribute that has no meaning in the network of the receiving
NRF 100. As a result, sub-optimal producer NF selection
can occur. During registration with NRF 100, each producer
NF can specily its locality as a registration attribute or
parameter, which i1s stored by NRF 100 1n a data structure
referred to as an NF profile or NF profile object. The
registration process 1s conducted according to 3GPP TS
29.510 where each NF sends an NF register message to NRF
100. The NF register message includes the NF profile of
cach NF. Table 6.1.6.2.2-1 of 3GPP TS 29.510 defines the
attributes that may be included in an NF profile. Of interest
to the subject matter described herein 1s the locality attribute
of the NF profile. Table 1 shown below 1s an excerpt from
Table 6.1.6.2.2-1 of 3GPP TS 29.510 1illustrating the locality

attribute.

TABLE 1

Locality Attribute of NF Profile

Attribute Data

name type P Cardinality Description

Locality string O 0...1 Operator defined information about
the location of the NF instance
(e.g., geographic location, data
centre) (NOTE 3)

NOTE 3:

A requester NI may use this information to select an NF instance (e.g., an NF instance
preferably located in the same data center).

As mdicated by Table 1, the locality attribute may store
operator-defined information about the location of an NF
instance, such as geographic location and data center.
According to Note 3 of Table 1, the locality attribute can be
used during NF discovery to select a producer NF that 1s in
the same data center as the requesting consumer NF. How-
ever, the consumer NF may not know the correct locality
attribute to specily 1n a discovery request, which can result
in sub-optimal NF selection.

The preferred-locality 1s an optional attribute that may be
included 1n an NF discovery request. Table 2 shown below
1s an excerpt from Table 6.2.3.2.3.1-1 of 3GPP TS 29.510
and 1ndicates how the NRF processes the preferred-locality
attribute 1 an NF discovery request.

TABLE 2

NRF Processing of Preferred-Iocality Attribute

Attribute  Data Applic-
Name Type P  Cardinality Description ability
Preferred- String O 0...1 Preferred target NI location

locality (e.g., geographic location,

data center).

When present, the NRF shall
prefer NF profiles with a
locality attribute that
matches the preferred-
locality.

The NRF may return
additional NFs 1n the
response not matching the
preferred target NF location,
¢.g., 1if no NF profile is
found matching the pre-
ferred target NI location.
The NRF should set a lower
priority for any additional
NFs on the response not
matching the preferred target
NF location than those
matching the preferred target
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TABLE 2-continued

NRF Processing of Preferred-Locality Attribute

Data
Type P

Attribute
Name

Applic-

Cardinality Description ability

NF location.
(NOTE 6)

As 1ndicated in Table 2, when the preferred-locality
attribute 1s present, NRF 100 may prefer NF profiles with a
locality attribute that matches the preferred-locality attribute
in an NF discovery request. NRF 100 may also return
additional NF profiles 1n the discovery response not match-
ing the preferred-locality, for example, if no NF profile 1s
found matching the preferred-locality. NRF 100 may also set
a lower prionty for additional NF profiles in the discovery
response that do not match the pretferred-locality.

Thus, preferred-locality i1s an optional attribute sent by
consumer NFs during discovery that, when present, may be
configured by the network operator to indicate a preferred
location of a producer NF that would serve the consumer NF.
Typically, the preferred-locality of a consumer NF may be

the locality of the consumer NF or the locality of a preferred
producer NF. NRF 100 may set a less-preferred (higher in
number according to the 3GPP-defined priority numbering
scheme where lower priority numbers indicate more pre-
terred priorities) priority for any additional NFs in a dis-
covery response with a registered locality parameter that
does not match the preferred-locality i1dentified 1n an NF
discovery request. NF profiles that match the discovery
request’s search criteria may be ordered or prioritized as
follows: preferred-locality and registered priority.

It will be appreciated that FIG. 1 i1s for illustrative
purposes and that various nodes and/or modules, locations,
and/or functionality described above 1n relation to FIG. 1
may be changed, altered, added, or removed.

FIG. 2 1s a diagram 1llustrating an example NF 200 an
example network node for determining preferred-locality
information for NF discovery requests. NF 200 may repre-
sent any suitable entity or entities (e.g., one or more node(s),
device(s), or computing platform(s)) for performing various
aspects associated with determining preferred-validity infor-
mation for an NF discovery request, e.g., using preconfig-
ured associations between NF instance IDs or related NF
types (e.g., related to a consumer NF or a requester) and
preferred-locality information. In some embodiments, NF
200 may represent or include one or more 5GC NFs, e.g., an
NREF, a SEPP, a SCP, etc. For example, NF 200 may
represent or include an authorization server, a data reposi-
tory, a network gateway, a network proxy, an edge security
device, or other functionality.

In some embodiments, NF 200 or a related module (e.g.,
a locality module) may be configured (e.g., via program-
ming logic) to determine appropriate pretferred-locality
information for NF discovery requests (e.g., inter-PLMN 5G
NF discovery requests) and to insert or include the pre-
terred-locality information 1n the NF discovery requests. For
example, NF 200 may access locality 1dentifying informa-
tion (e.g., predefined and provided by a network operator)
that maps consumer NF information (e.g., NF mstance IDs)
and preferred-locality values. In this example, using an NF
instance ID associated with a consumer NF (e.g., obtained
from a User-Agent header portion of an NF discovery
request or an SBI request), NF 200 or a related entity may
determine a corresponding preferred-locality IE (e.g., attri-
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bute or related value) from the locality identitying informa-
tion and may include the preferred-locality IE 1n an NF
discovery request.

Referring to FIG. 2, NF 200 may include one or more
communications interface(s) 202 for communicating mes-
sages via a communications environment, €.g., one or more
3G networks. For example, communications interface(s)
202 may include one or more communication interfaces for
communicating with various entities in a home network
(e.g., home public land mobile network (H-PLMN)) or a
visited network (e.g., a visited public land mobile network
(V-PLMN)).

NF 200 may include a preferred-locality module (PLM)
204. PLM 204 may be any suitable entity (e.g., software
executing on at least one processor) for performing one or
more aspects associated with determining and/or using pre-
ferred-locality information. In some embodiments, PLM
204 may be configured for receiving a request related to NF
discovery (e.g., an inter-PLMN 5G NF discovery request or
an SBI request with 3gpp-Sbhi-Discovery headers); deter-
mimng that the request 1s lacking relevant preferred-locality
information; determining, using an NF instance ID associ-
ated with consumer NF 304 and a data store indicating
associations between localities of various PLMNs, a pre-
terred-locality value (e.g., a data string or 1dentifier); includ-
ing the preferred-locality value 1n a preferred-locality I1E
(c.g., a parameter, an attribute, a field, etc.) of the NF
discovery request; and transmitting the NF discovery request
toward H-NRF 100 or another node.

In some embodiments, PLM 204 may be configured for
accessing or utilizing a data store indicating associations
between localities of various PLMNs, e.g., localities 1n a
visited network (e.g., V-PLMN) mapped to localities 1n a
home network (e.g., a H-PLMN). For example, PLM 204
may use an NF instance ID obtained from a received request
to obtain a consumer NF’s locality (e.g., by querying V-NRF
100) and then use the consumer NF’s locality (e.g., a
V-PLMN locality) to identily a corresponding preferred-

locality (e.g., a H-PLMN locality). In some embodiments,
¢.g., where NF 200 includes SCP 101 or related function-

ality, NF 200 or PLM 204 therein may be configured for
receiving a request related to NF discovery (e.g., an inter-
PLMN 5G NF discovery request or an SBI request with
3gpp-Sbhi-Discovery headers); determining that the request
1s lacking relevant preferred-locality information; determin-
ing, using an NF 1nstance 1D associated with consumer NF
304 and a data store indicating associations between locali-
ties of various PLMNs, a preferred-locality value (e.g., a
data string or identifier); including the preferred-locality
value 1n a preferred-locality IE (e.g., a parameter, an attri-
bute, a field, etc.) of an NF discovery request; and trans-
mitting the NF discovery request toward H-NRF 100, e.g.,
via SEPPs 126 and H-SCP 101.

In some embodiments, e.g., where NF 200 1includes
V-NRF 100 or related functionality, NF 200 or PLM 204
therein may be configured for receiving an NF discovery
request; determining that the NF discovery request 1s lacking
relevant preferred-locality information; determining, using
an NF instance ID associated with consumer NF 304 and a
data store indicating associations between localities of vari-
ous PLMNs, a preferred-locality value (e.g., a data string or
identifier); including the preferred-locality value 1n a pre-
terred-locality IE (e.g., a parameter, an attribute, a field, etc.)
of the NF discovery request; and transmitting the NF dis-
covery request toward H-NRF 100, e.g., via SEPPs 126.

In some embodiments, e.g., where NF 200 includes
H-SEPP 126 or related functionality, NF 200 or PLM 204
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therein may be configured for receiving an NF discovery
request; determining that the NF discovery request 1s lacking,
relevant preferred-locality information; determining, using
an NF mstance ID associated with consumer NF 304 and a
data store indicating associations between localities of vari-
ous PLMNs, a preferred-locality value (e.g., a data string or
identifier); including the preferred-locality value in a pre-
terred-locality IE (e.g., a parameter, an attribute, a field, etc.)
of the NF discovery request; and transmitting the NF dis-
covery request toward H-NRF 100.

In some embodiments, e.g., to determine or identily
approprate preferred-locality information for an NF discov-
ery request, NF 200 or PLM 204 therein may be configured
for obtaiming or extracting an NF 1instance ID of consumer
NF 304 from a User-Agent header portion of a received NF
discovery request or an SBI request. For example, after
receiving a request related to NF discovery and determining
that the request lacked preferred-locality information, NF
200 or PLM 204 therein may extract an NF mnstance ID from
a User-Agent header of the received request and use the NF
instance 1D to determine a corresponding preferred-locality
from a data store indicating NF instance IDs (or related data)
and corresponding preferred-locality values.

The User-Agent header 1s a standard header that may be
used 1n HTTP requests supported on SBI. Table 3 shown
below 1s an excerpt from Table 5.2.2.2-1 of 3GPP TS 29.500
and indicates that the User-Agent header shall be mainly
used to i1dentily the NF type of the HITP/2 client.

TABLE 3

User-Agent Header Information

Name Reference Description

“TEF RFC This header shall be mainly used to identify the
7231 NF type of the HTTP/2 client. This header
should be included 1n every HTTP/2 request
sent over any SBI.

For indirect communications, the User-Agent
header in a request that is:

forwarded by the SCP (with or without
delegated discovery) shall identify the NF type
of the original NI that 1ssued the request (i.e.,
the SCP shall forward the header recerved

in the mcoming request);

originated by the SCP towards the NRF

(e.g., NF Discovery or Access Token Request)
shall identify the SCP.

The pattern of the content should start with the
value of NF type (e.g., udm, see NOTE 1) or
“SCP” (for a request originated by an SCP)
and followed by a “-” any other specific
information if needed afterwards.

User-Agent

NOTE 1:

The value of NI type 1n the User-Agent header shall comply with the enumeration value
of Table 6.1.6.3.3-1 in 3GPP TS 29.510.

NF 200 may access (e.g., read from and/or write infor-
mation to) data storage 206. Data storage 206 may be any
suitable entity (e.g., a computer readable medium or
memory) for storing various data. In some embodiments,
data storage 206 may include locality mapping information
usable for identifying appropriate preferred-locality infor-
mation for NF discovery request. For example, data store
206 may include data records or entries indicating associa-
tions between V-PLMN localities (e.g., where V-PLMN 1s
serving a consumer NF) and H-PLMN localities (e.g., where
producer NFs are being requested). In some embodiments,
data storage 206 may include logic for performing various
aspects of NF discovery, e.g., such as generating and/or
modityimng NF discovery requests to include preferred-lo-
cality information.
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It will be appreciated that FIG. 2 and 1ts related descrip-
tion are for illustrative purposes and that NF 200 may
include additional and/or different modules, components, or
functionality.

FIG. 3 1s a network diagram illustrating an example NF
discovery procedure mvolving a home public land mobile

network (H-PLMN) 300 and a visited PLMN (V-PLMN)
302. H-PLMN 300 may represent a network (e.g., a network
comprising 5GC network) and may be the home network of
a consumer NF 304. V-PLMN 302 may represent another
network (e.g., a network comprising another operator’s 5GC
network) and may be the network currently serving con-
sumer NF 304. Each of H-PLMN 300 and V-PLMN 302
may include various NFs, where at least some NFs are
located 1n one or more geographical locations (e.g., locali-
ties). For example, as depicted in FIG. 3, H-PLMN 300 may
include three locations: location ‘A’, location ‘B’, and
location ‘C’; and V-PLMN 302 may also include three

locations: location ‘1°, location ‘2°, and location 3’.

In some embodiments, network operators associated with
H-PLMN 300 and V-PLMN 302 may have a service-level
agreement (SLA) for allowing and governing inter-PLMN
communications. For example, SEPPs 126 may be deployed
at the boundaries of each location within a respective
network for supporting imter-PLMN service requests. In this
example, SEPP 126 for a given location 1n a given network
may be configured with addresses for communicating with
remote SEPPs 126 of another network (e.g., as a primary, a
secondary, etc.) and this configuration of remote SEPP
addresses may be based on the location of the remote SEPPs
126, ¢.g., the nearest remote SEPP 126 to a local SEPP 126
may be configured as its primary remote SEPP 126.

In some embodiments, each of H-PLMN 300 and
V-PLMN 302 may deployed NRFs 100 at a network level or
a locality level. For example, as depicted in FIG. 3, each of
H-PLMN 300 and V-PLMN 302 may deploy NRF 100 at a
network level, e.g., NRF 100 may handle requests for
multiple localities. In another example, each of H-PLMN
300 and V-PLMN 302 may deploy one or more NRFs 100
for each locality. In this example, each NRF 100 may be
configured with addresses for communicating with remote
NRFs 100 of another network (e.g., as a primary, a second-
ary, etc.) and this configuration of remote NRF addresses
may be based on the location of the remote NRFs 100, e.g.,
the nearest remote NRF 100 to a local NRF 100 may be
configured as its primary remote NRF 100.

In some embodiments, an inter-PLMN service request
from consumer NF 304 (e.g., AMF 110) in a particular
location or locality of V-PLMN 302 to one of producer NFs
306 1n a particular location or locality of H-PLMN 300 may
involve the inter-PLMN service request traversing, in order,
consumer NF 304, a local V-SEPP (e.g., SEPP 2 126), a
remote SEPP (e.g., SEPP B 126), a seclected producer NF
(e.g., producer NF C 306).

Referring to FIG. 3, an example inter-PLMN NF discov-
ery procedure may involve an inter-PLMN NF discovery
request traversing NFs in V-PLMN 302 and H-PLMN 300.
In step 1, consumer NF 304 1n location ‘2° of V-PLMN 302
may generate and send an inter-PLMN NF discovery request
to V-NRF 100 and destined for H-NRF 100 in H-PLMN 300.
Preferred locality information may not be inserted in the NF
discovery request because consumer NF 304 may be
unaware of a target producer’s locality information of
H-PLMN 300.

In step 2, since it 1s an mter-PLMN request, V-NRF 100
may forward the NF discovery request to local SEPP 2 216.
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In step 3, SEPP 2 216 may forward the NF discovery
request to primary SEPP B 126 1n location ‘B’ of H-PLMN
300.

In step 4, SEPP 2 216 may forward the NF discovery
request V-NRE 100.

In step 5, H-NRF 100 may receive an NF discovery
request and select a number of NF profiles indicating
producer NFs 306 for providing the service or information,
¢.g., based on various attributes or parameters 1 the NF
discovery request. Due to the lack or absence of preferred-
locality information in the NF discovery request, H-NRF
100 cannot prioritize the producer NFs matching the given
criteria based on preferred-locality when generating a
response to the iter-PLMN discovery request.

In some embodiments, while both H-PLMN 300 and
V-PLMN 302 may include multiple localities, network
operators may not share locality attributes across PLMN
boundaries. As a result, an NF discovery request associated
with consumer NF 304 may not include a preferred-locality
attribute that matches a locality in H-PLMN 300. In the
absence of a preferred-locality attribute 1n an NF discovery
request, the list of NF profiles of producer NFs 306 returned
in a corresponding NF discovery response may prefer or
prioritize producer NFs 306 located farther from consumer
NF 306 than other producer NFs that are less preferred
(higher priority) in the list. Hence, 11 NF profiles are not
prioritized based on preferred-locality, then consumer NF
304 will most likely select a less than optimal producer NF
306 (e.g., producer NF C 306) in the NF discovery response
to process a service request, which can result in an unnec-
essarily costly communication path for consumer NF 304,
because producer producer NF C 306 1s farther from con-
sumer NF 304 than producer NF B 306. This NF selection
may therefore be metlicient with respect to latency, through-
put and resource utilization between consumer NF and
selected producer NF if both are located geographically
apart.

It will be appreciated that FIG. 3 and 1ts related descrip-
tion are for illustrative purposes and H-PLMN 300 and/or
V-PLMN 302 may include additional and/or different mod-
ules, components, or functionality.

FIG. 4 depicts example locality data 400 usable for
determining preferred-locality information. Locality data
400 may represent information for mapping localities of
vartous PLMNs, e.g., V-PLMN 302 and H-PLMN 300. For
example, locality data 400 may be stored 1n a data structure
(e.g., a data store) 1n data storage 206 or another storage
device at one or more NFs (e.g., V-NRF 100 or V-SCP 101).

Referring to FIG. 4, locality data 400 may be depicted as
a data table containing multiple columns, where each row
represents an association or mapping between requester NF
information, target NF information, a requester’s locality
information, and a corresponding target locality (e.g., pre-
terred-locality value or information).

As depicted 1n FIG. 4, a “Requester NF Type” column
may 1ndicate the type of NF or other NF information (e.g.,
an NF instance ID) associated with a requesting NF (e.g.,
consumer NF 304). Example data in the “Requester NF
Type” column may indicate a particular type or types of
requesting NFs, (e.g., AMF, SMFE, NEF, etc.) or may indicate
any or all types, e.g., “ALL”.

A “Target NF Type” column may indicate the type of NF
or other NF information associated with a requested or target
NF (e.g., producer NF(s) 306). Example data 1n the “Target
NF Type” column may indicate a particular type or types of
requesting NFs, (e.g., AMF, SMFE, NEF, etc.) or may indicate
any or all types, e.g., “ALL”.
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A “V-PLMN Locality” column may indicate a current
locality of V-PLMN 302 serving a requesting NF (e.g.,
consumer NF 304). Example data in the “V-PLMN Local-

ity”” column may indicate a word, a value, or other identifier
for representing or indicating a locality of V-PLMN 302.
A “H-PLMN Locality” column may indicate a preferred
locality in H-PLMN 300 for a requested or target NF (e.g.,
producer NF(s) 306). Example data in the “H-PLMN Local-
1ity” column may indicate a word, a value, or other 1dentifier
for representing or indicating a locality of H-PLMN 300.
In some embodiments, locality data 400 may be stored in
one or more data structures. For example, mappings between
localities 1n a given PLMN and localities in V-PLMN 302
may be stored separately from mappings between localities
in H-PLMN 300 and localities 1n V-PLMN 302. In another

example, mappings between localities 1n V-PLMN 302 and
localities 1n multiple PLMNs may be stored together 1n a
single data structure for efficiency or other reasons.

In some embodiments, locality data 400 can be used to
lookup appropriate preferred-locality information for inter-
PLMN NF discovery requests from consumer NF 304. For
example, NF 200 or PLM 204 therein may obtain an NF
instance ID from a User-Agent header portion of an NF
discovery request or SBI request and then obtain consumer
NF locality information (e.g., a location name or i1dentifier)
from NF profile registration data (e.g., by querying V-NRF
100 using the NF instance ID). In this example, using the
consumer NF locality information (and potentially the NF
type or NF 1instance ID), NF 200 or PLM 204 therein may

determine a corresponding target H-PLMN locality (e.g., a
preferred-locality value) from locality data 400.

In some embodiments, an NF type for a given NF or NF
instance may de derived from or indicating by a related NF
instance ID. For example, an NF instance ID *“SCP-
4335563” may include a first portion (e.g., the text portion
betore the dash) that adequately 1dentifies the NF type of the
NF 1instance (e.g., “SCP”).

In some embodiments, preferred-locality information
(e.g., H-PLMN Locality data) may be indexed or otherwise
determinable using one or more factors. For example, pre-

terred-locality information (e.g., H-PLMN Locality data)
fora given NF discovery request may be determined using
the NF Type of the NF discovery requester (e.g., consumer
NF 304), the NF type of the requested or target NF (e.g.,
producer NF 306), and the requester’s locality information
(c.g., the V-PLMN locality associated with consumer NF
304). In another example, e.g., where an association indi-
cates that the mapping applies for all NF types, preferred-
locality information (e.g., H-PLMN Locality data) for a
given NF discovery request may be determined based on a
requester’s locality information (e.g., the V-PLMN locality
associated with consumer NF 304).

In some embodiments, a network operator may provision
or provide locality data 400 or portion(s) thereof at various
times, e.g., an initialization time, dynamically (e.g., when
SLLAs are modified or renewed, based on network condi-
tions, etc.), and/or periodically (e.g., daily, every 3 hours,
etc.). For example, when an SLA 1s entered between two
PLMNs, a network operator may provide or indicate asso-
ciations between localities of a wvisited network (e.g.,
V-PLMN 300) and localities 1n the operator’s network (e.g.,
H-PLMN 302). In this example, each mapping or associa-
tion may 1indicate that a locality of H-PLMN 300 and a
locality of V-PLMN 302 are geographically near (e.g., the
same city or data center), such that inter-PLMN communi-
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cations involving these associated localities may reduce
latency, increase throughput, and/or reduce resource utiliza-
tion.

It will be appreciated that locality data 400 1s for 1llus-
trative purposes and that different and/or additional data than
the data depicted 1n FIG. 4 may be usable for determiming
preferred-locality information for an NF discovery request.

FIG. 5 1s a message flow diagram illustrating an NF
discovery procedure 300 without using preferred-locality
information. In some embodiments, H-NRF 100 (without
PLM 204) may receive an NF discovery request requesting
one or more NFs for providing a particular service or
information and may provide an NF discovery response
comprising NF profiles or other iformation (e.g., NF
instance IDs) for identifying relevant NF instances.

Referring to FIG. §, in step 501, an NF discovery request
(e.g., an mter-PLMN NF discovery request) may be sent
from consumer NF 304 1n location ‘2° of V-PLMN 302 to
V-NRF 100 1n V-PLMN 302 for requesting NF 1nstance(s)
that can provide a particular service or related information
from H-PLMN 300. The NF discovery request may lack a
preferred-locality information element (IE) (e.g., a pre-
terred-locality attribute or parameter). For example, con-
sumer NF 304 may not insert preferred-locality information
into an NF discovery request because consumer NF 304 may
be unaware of relevant locality information of H-PLMN
300.

In step 502, the NF discovery request may be sent from
V-NRF 100 to V-SEPP 126 for forwarding to H-NRF 100 in
H-PLMN 300.

In step 503, the NF discovery request (e.g., as an HIT'TP/2
message) may be forwarded from V-SEPP 126 to H-SEPP
126 (¢.g., a primary SEPP of H-PLMN 300 1n location ‘B’)
via an N32-1 interface.

In step 504, the NF discovery request may be sent from
H-SEPP 126 to H-NRF 100. For example, H-NRF 100 may
receive an NF discovery request and select a number of NF
profiles indicating producer NFs 306 for providing the
service or information, e.g., based on various attributes or
parameters 1 the NF discovery request.

In some embodiments, when an NF discovery request
lacks preferred-locality information, H-NRF 100 may gen-
crate a list indicating producer NFs 306 that are un-priori-
tized relative to preferred-locality information.

In step 505, an NF discovery response comprising or

indicating an unprioritized list indicating various producer
NFs may be generated and sent from H-NRF 100 to H-SEPP

126 for forwarding to V-PLMN 302.

In step 506, the NF discovery response (e.g., as an
HTTP/2 message) may be forwarded from H-SEPP 126 to
V-SEPP 126 via an N32-1 interface.

In step 507, the NF discovery response may be sent from
V-SEPP 126 to V-NRF 100.

In step 508, the NF discovery response may be sent from
V-NRF 100 to consumer NI 304.

In some embodiments, consumer NF 304 may select one
of the producer NFs 306 indicated by the NF discovery
response and may use a corresponding NF instance ID to
request service or related data from producer C NF 306 in
location ‘C’, e.g., via an SBI request. In such embodiments,
usage of selected producer C NF 306 may yield meflicien-
cies (e.g., with respect to latency, throughput, and resource
utilization) for communications between consumer NF 304
and selected producer NF 306 11 both are located geographi-
cally apart (e.g., 1n different cities or states) and/or commu-
nicatively apart (e.g., slow or burdensome connectivity
between the two NFs).
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It will be appreciated that FIG. 5 1s for illustrative
purposes and that different and/or additional messages and/
or actions may be used. It will also be appreciated that
various messages and/or actions described herein may occur
in a different order or sequence.

FIG. 6 1s a message flow diagram illustrating an NF
discovery procedure 600 using preferred-locality informa-
tion provided by V-NRF 100. In some embodiments, V-NRF
100 may include PLM 204 and may be capable of including
or 1nserting preferred-locality information in NF discovery
requests. In such embodiments, V-NRF 100 and/or PLM 204
may be configured for receiving an NF discovery request
associated with consumer NF 304; determining that the NF
discovery request 1s lacking relevant preferred-locality
information; determining, using an NF instance ID associ-
ated with consumer NF 304 and locality data 400, a pre-
terred-locality value (e.g., a data string or 1dentifier); includ-
ing the preferred-locality value 1 a preferred-locality IE
(c.g., a parameter, an attribute, a field, etc.) of the NF
discovery request; and transmitting the NF discovery request
toward H-NRF 100, e.g., via SEPPs 126.

Referring to FIG. 6, in step 601, an NF discovery request
(e.g., an mter-PLMN NF discovery request) may be sent
from consumer NF 304 1n location ‘2” of V-PLMN 302 to
V-NRF 100 1n V-PLMN 302 for requesting NF 1nstance(s)
that can provide a particular service or related information
from H-PLMN 300. The NF discovery request may lack a
preferred-locality IE (e.g., a preferred-locality attribute or
parameter) or may include a preferred-locality IE. For
example, consumer NF 304 may not insert preferred-locality
information mto an NF discovery request because consumer
NF 304 may be unaware of relevant locality information of
H-PLMN 300. In another example, consumer NF 304 may
insert preferred-locality information mto an NF discovery
request that 1s 1rrelevant because consumer NF 304 may be
unaware of relevant locality mnformation of H-PLMN 300.

In step 602, V-NRF 100 may use an NF instance ID or an
NF type associated with consumer NF 304 to identily a
preferred-locality value from locality data 400 or a related
data store and may include or insert the preferred-locality
value 1n the NF discovery request or a version thereof.

In some embodiments, V-NRF 100 may override or
replace an existing preferred-locality IE value (e.g., 1 the
mapped or determined preferred-locality value) 1s diflerent
from the existing preferred-locality IE value.

In some embodiments, e.g., to determine or identify
appropriate preferred-locality information for a given NF
discovery request, V-NRF 100 may determine that a pre-
terred-locality IE of a received NF discovery request is
missing or irrelevant and, after determining that the pre-
terred-locality IE 1s missing or irrelevant, V-NRF 100 may
obtain or extract an NF 1instance ID of consumer NF 304
from a User-Agent header portion of the NF discovery
request. V-NRF 100 may then 1dentify locality information
indicating the locality of consumer NF 304 using the NF
instance ID (e.g., by obtaining an NF profile from H-NRF
100 or from NF registration and/or topology information
accessible by V-NRF 100). Using the consumer NF locality
information (e.g., a location name or identifier), V-NRF 100
may determine corresponding target PLMN preterred-local-

ity information (e.g., a preferred-locality value) from a
preconfigured data store indicating associations between
consumer NF locality information and producer NF pre-
terred-locality information.
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In step 603, the modified NF discovery request with the
preferred-locality information may be sent from V-NRF 100
to V-SEPP 126 for forwarding to H-NRF 100 in H-PLMN
300.

In step 604, the modified NF discovery request (e.g., as an
HTTP/2 message) may be forwarded from V-SEPP 126 to
H-SEPP 126 (e.g., a primary SEPP of H-PLMN 300 1n
location ‘B’) via an N32-1 interface.

In step 603, the modified NF discovery request may be

sent from H-SEPP 126 to H-NRF 100.

In step 606, H-NRF 100 may receive the modified NF
discovery request and may use the preferred-validity value
in the NF discovery request to 1dentify and prioritize a list
indicating various producer NFs (e.g., indicating producer B
NF 306 1n location ‘B’ as the top choice) for providing the
requested service or information. For example, a group of
producer NFs 306 1n a given NF discovery response may be
sorted or prioritized based on preferred-locality information
such that the order 1s based on how geographically close
producer NFs 306 are to the preferred-locality value 1n the
NF discovery request.

In step 607, an NF discovery response comprising or
indicating a prioritized list indicating various producer NFs
may be generated and sent from H-NRF 100 to H-SEPP 126
for forwarding to V-PLMN 302.

In step 608, the NF discovery response (e.g., as an
HTTP/2 message) may be forwarded from H-SEPP 126 to
V-SEPP 126 via an N32-1 interface.

In step 609, the NF discovery response may be sent from
V-SEPP 126 to V-NRF 100.

In step 610, the NF discovery response may be sent from
V-\TR& 100 to consumer NI 304.

In some embodiments, consumer NF 304 may select the
first NF (e.g., producer NF 306 with the highest priority) 1n
the prioritized list indicating various producer NFs 306 and
may use a corresponding NF 1nstance 1D to request service
or related data from that producer B NF 306 1n location ‘B’,
e.g., via an SBI request. In such embodiments, where
consumer NF 304 and selected producer NF 306 are geo-
graphically or communicatively close (e.g., in the same city,
at the same serving node, at the same data center, etc.), usage
of selected producer B NF 306 may be more efliciently with
respect to latency, throughput, and resource utilization than
other producer NFs that are geographically and/or commu-
nicatively apart from consumer NF 304.

It will be appreciated that FIG. 6 1s for illustrative
purposes and that diflerent and/or additional messages and/
or actions may be used. It will also be appreciated that
various messages and/or actions described herein may occur
in a different order or sequence.

FIG. 7 1s a message flow diagram illustrating an NF
discovery procedure 700 via V-SCP 101 without using
preferred-locality information. In some embodiments, con-
sumer NF 304 may send an NF discovery request to V-NRF
100 via V-SCP 101. In such embodiments, this communi-
cation mode or related setup may be associated with an
indirect inter-PLMN communication model referred to as
Model C 1n various 3GPP 5G standards. In some embodi-
ments, V-SCP 101 (without PLM 204) may receive and send
an NF discovery request to V-NRF 100 destined for H-NRF
100. In such embodiments, after recerving the NF discovery
request, H-NRF 100 may provide an NF discovery response
comprising NF profiles or other information (e.g., NF
instance IDs) for identifying relevant NF instances.

Referring to FIG. 7, 1n step 701, an NF discovery request
(e.g., an mter-PLMN NF discovery request) may be sent
from consumer NF 304 1n location ‘2” of V-PLMN 302 to
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V-SCP 101 in V-PLMN 302 for requesting NF 1nstance(s)
that can provide a particular service or related information
from H-PLMN 300. The NF discovery request may lack a
preferred-locality IE (e.g., a preferred-locality attribute or
parameter). For example, consumer NF 304 may not insert
preferred-locality information 1into an NF discovery request
because consumer NF 304 may be unaware of relevant
locality information of H-PLMN 300.

In step 702, the NF discovery request may be sent from
V-SCP 101 to V-NRF 100.

In step 703, the NF discovery request may be sent from
V-NRF 100 to V-SCP 101.

In step 704, the NF discovery request may be sent from
V-SCP 101 to H-SCP 101 (e.g., via V-SEPP 126 and H-SEPP
126).

In step 703, the NF discovery request may be sent from
H-SCP 101 to H-NRF 100.

In some embodiments, H-NRF 100 may receive an NF
discovery request and select a number of NF profiles indi-
cating producer NFs 306 for providing the service or infor-
mation, €.g., based on various attributes or parameters in the
NF discovery request.

In some embodiments, when an NF discovery request
lacks preferred-locality information, H-NRF 100 may gen-
erate a list indicating producer NFs 306 that are un-priori-
tized relative to preferred-locality information.

In step 706, an NF discovery response comprising or
indicating an unprioritized list indicating various producer
NFs may be generated and sent from H-NRF 100 to H-SCP
101.

In step 707, the NF discovery response may be sent from
H-SCP 101 to V-SCP 101 (e.g., via H-SEPP 126 and V-SEPP
126).

In step 708, the NF discovery response may be sent from
V-SCP 101 to V-NRF 100.

In step 709, the NF discovery response may be sent from
V-NRF 100 to V-SCP 101.

In step 710, the NF discovery response may be sent from
V-5SCP 101 to consumer NF 304.

In some embodiments, consumer NF 304 may select one
of the producer NFs 306 indicated by the NF discovery
response and may use a corresponding NF instance ID to
request service or related data from producer C NF 306 in
location ‘C’, e.g., via an SBI request. In such embodiments,
usage of selected producer C NF 306 may yield meflicien-
cies (e.g., with respect to latency, throughput, and resource
utilization) for communications between consumer NF 304
and selected producer NF 306 11 both are located geographi-
cally apart (e.g., in different cities or states) and/or commu-
nicatively apart (e.g., slow or burdensome connectivity
between the two NFs).

It will be appreciated that FIG. 7 1s for illustrative
purposes and that different and/or additional messages and/
or actions may be used. It will also be appreciated that
various messages and/or actions described herein may occur
in a different order or sequence.

FIG. 8 1s a message flow diagram illustrating an NF
discovery procedure 800 using preferred-locality informa-
tion provided by V-SCP 101. In some embodiments, con-
sumer NF 304 may send an NF discovery request to V-NRF
100 via V-SCP 101. In such embodiments, this communi-
cation mode or related setup may be associated with an
indirect inter-PLMN communication model referred to as

Model C 1n various 3GPP 3G standards.

In some embodiments, V-SCP 101 may include PLM 204
and may be capable of imserting or including preferred-
locality information in NF discovery requests. In such

10

15

20

25

30

35

40

45

50

55

60

65

18

embodiments, V-SCP 101 and/or PLM 204 may be config-
ured for recerving an NF discovery request associated with
consumer NF 304; determining that the NF discovery
request 1s lacking relevant preferred-locality information;
determining, using an NF instance ID associated with con-
sumer NF 304 and locality data 400, a preferred-locality
value (e.g., a data string or identifier); including the pre-
terred-locality value 1n a pretferred-locality IE (e.g., a param-
cter, an attribute, a field, etc.) of the NF discovery request;

and transmitting the NF discovery request toward H-NRF
100, e.g., via SEPPs 126 and H-SCP 101. In such embodi-

ments, after receiving the NF discovery request, H-NRF 100
may use the preferred-locality information to provide an NF
discovery response comprising NF profiles or other infor-
mation (e.g., NF instance IDs) for identifying relevant NF
instances.

Referring to FIG. 8, 1n step 801, an NF discovery request

(e.g., an mter-PLMN NF discovery request) may be sent
from consumer NF 304 1n location ‘2” of V-PLMN 302 to
V-SCP 101 in V-PLMN 302 for requesting NF 1nstance(s)
that can provide a particular service or related information
from H-PLMN 300. The NF discovery request may lack a
preferred-locality IE (e.g., a preferred-locality attribute or
parameter) or may include a preferred-locality IE. For
example, consumer NF 304 may not insert preferred-locality
information mto an NF discovery request because consumer
NF 304 may be unaware of relevant locality information of
H-PLMN 300. In another example, consumer NF 304 may
insert preferred-locality information mto an NF discovery
request that 1s 1rrelevant because consumer NF 304 may be
unaware of relevant locality information of H-PLMN 300.

In step 802, V-SCP 101 may use an NF 1nstance ID or an
NF type associated with consumer NF 304 to i1dentily a
preferred-locality value from locality data 400 or a related
data store and may include or insert the preferred-locality
value 1n the NF discovery request or a version thereof.

In some embodiments, V-SCP 101 may override or
replace an existing preferred-locality IE value (e.g., it the
mapped or determined preferred-locality value) 1s different
from the existing preferred-locality IE value.

In some embodiments, e.g., to determine or identily
appropriate preferred-locality information for a given NF
discovery request, V-SCP 101 may determine that a pre-
terred-locality IE of a received NF discovery request is
missing or irrelevant and, after determining that the pre-
terred-locality IE 1s missing or irrelevant, V-SCP 101 may
obtain or extract an NF instance ID of consumer NF 304
from a User-Agent header portion of the NF discovery
request. V-SCP 101 may then identify locality information
indicating the locality of consumer NF 304 from V-NRF 100
(e.g., profile registration data of consumer NF 304 stored at
V-NRF 100) or other sources. Using the consumer NF
locality information (e.g., a location name or identifier),
V-SCP 101 may determine corresponding target PLMN
preferred-locality information (e.g., a pretferred-locality
value) from a preconfigured data store indicating associa-
tions between consumer NF locality information and pro-
ducer NF preferred-locality information.

In step 803, the modified NF discovery request with the
preferred-locality information may be sent from V-SCP 101
to V-NRF 100.

In step 804, the modified NF discovery request may be
sent from V-NRF 100 to V-SCP 101.

In step 803, the modified NF discovery request may be
sent from V-SCP 101 to H-SCP 101 (e.g., via V-SEPP 126
and H-SEPP 126).
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In step 806, the modified NF discovery request may be
sent from H-SCP 101 to H-NRF 100.

In step 807, H-NRF 100 may receive the modified NF
discovery request and may use the preferred-validity value
in the NF discovery request to 1dentity and prioritize a list
indicating various producer NFs (e.g., indicating producer B
NF 306 1n location ‘B’ as the top choice) for providing the
requested service or information. For example, a group of
producer NFs 306 1n a given NF discovery response may be
sorted or prioritized based on preferred-locality information
such that the order 1s based on how geographically close
producer NFs 306 are to the preferred-locality value 1n the
NF discovery request.

In step 808, an NF discovery response comprising or

indicating a prioritized list indicating various producer NFs
may be generated and sent from H-NRF 100 to H-SEPP 126

for forwarding to V-PLMN 302.

In step 809, the NF discovery response may be sent from
H-SCP 101 to V-SCP 101 (e.g., via H-SEPP 126 and V-SEPP
126).

In step 810, the NF discovery response may be sent from
V-SCP 101 to V-NRF 100.

In step 811, the NF discovery response may be sent from
V-NRF 100 to V-SCP 101.

In step 812, the NF discovery response may be sent from
V-5CP 101 to consumer NF 304.

In some embodiments, consumer NF 304 may select the
first NF (e.g., producer NF 306 with the highest priority) 1n
the prioritized list indicating various producer NFs 306 and
may use a corresponding NF instance ID to request service
or related data from that producer B NF 306 1n location ‘B’,
e.g., via an SBI request. In such embodiments, where
consumer NF 304 and selected producer NF 306 are geo-
graphically or communicatively close (e.g., in the same city,
at the same serving node, at the same data center, etc.), usage
of selected producer B NF 306 may be more efliciently with
respect to latency, throughput, and resource utilization than
other producer NFs that are geographically and/or commu-
nicatively apart from consumer NF 304.

It will be appreciated that FIG. 8 1s for illustrative
purposes and that different and/or additional messages and/
or actions may be used. It will also be appreciated that
various messages and/or actions described herein may occur
in a different order or sequence.

FIG. 9 1s a message flow diagram illustrating an NF
discovery procedure 900 without using preferred-locality
information and triggered by an SBI request. In some
embodiments, consumer NF 304 may send an SBI request
for triggering V-SCP 101 to generate and send an NF
discovery request to V-NRF 100. In such embodiments, this
communication mode or related setup may be associated
with an mdirect mnter-PLMN communication model referred
to as Model D 1n various 3GPP 5G standards.

In some embodiments, V-SCP 101 (without PLM 204)
may receive an SBI request for NF discovery from consumer
NF 304 and may generate and send an NF discovery request
to V-NRF 100 destined for H-NRF 100. In such embodi-
ments, aiter receiving the NF discovery request, H-NRF 100
may provide an NF discovery response comprising NF
profiles or other information (e.g., NF instance IDs) for
identifyving relevant NF 1nstances.

Referring to FIG. 9, 1n step 901, an SBI request (e.g., an
3gpp-Sbhi-Discovery message) may be sent from consumer
NF 304 in location ‘2° of V-PLMN 302 to V-SCP 101 in
V-PLMN 302 for requesting NF 1nstance(s) that can provide
a particular service or related information from H-PLMN
300. The NF discovery request may lack a preferred-locality
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IE (e.g., a 3gpp-Sbi-Discovery-preferred-locality header or
a query parameter). For example, consumer NF 304 may not
include a pretferred-locality header or a query parameter into
an SBI request because consumer NF 304 may be unaware
of relevant locality information of H-PLMN 300.

In step 902, after receiving the SBI request, an NF
discovery request may be generated and sent from V-SCP
101 to V-NRF 100.

n step 903, the NF discovery request may be sent from
V-\TR 100 to V-SCP 101.

n step 904, the NF dlscovery request may be sent from
V—SCP 101 to H-SCP 101 (e.g., via V-SEPP 126 and H-SEPP
126).

In step 905, the NF discovery request may be sent from
H-SCP 101 to H-NRF 100.

In some embodiments, H-NRF 100 may receive an NF
discovery request and select a number of NF profiles 1ndi-
cating producer NFs 306 for providing the service or infor-
mation, €.g., based on various attributes or parameters 1n the
NF discovery request.

In some embodiments, when an NF discovery request
lacks preferred-locality information, H-NRF 100 may gen-
erate a list indicating producer NFs 306 that are un-priori-
tized relative to preferred-locality information.

In step 906, an NF discovery response comprising or
indicating an unprioritized list indicating various producer
NFs may be generated and sent from H-NRF 100 to H-SCP
101.

In step 907, the NF discovery response may be sent from
H-SCP 101 to V-SCP 101 (e.g., via H-SEPP 126 and V-SEPP
126).

In step 908, the NF discovery response may be sent from
V-SCP 101 to V-NRF 100.

In step 909, the NF discovery response may be sent from
V-NRF 100 to V-SCP 101.

In some embodiments, V-SCP 101 may select one of the
producer NFs 306 indicated by the NF discovery response
and may use a corresponding NF 1nstance ID to request
service or related data from producer C NF 306 1n location
‘C’, e.g., via an SBI request. In such embodiments, usage of
selected producer C NF 306 may vield inefliciencies (e.g.,
with respect to latency, throughput, and resource utilization)
for communications between V-SCP 101 and selected pro-
ducer NF 306 1t both are located geographically apart (e.g.,
in different cities or states) and/or communicatively apart
(e.g., slow or burdensome connectivity between the two
NFs).

It will be appreciated that FIG. 9 1s for illustrative
purposes and that different and/or additional messages and/
or actions may be used. It will also be appreciated that
various messages and/or actions described herein may occur
in a different order or sequence.

FIG. 10 1s a message flow diagram illustrating an NF
discovery procedure 1000 using preterred-locality informa-
tion provided by V-SCP 101 and triggered by an SBI request.
In some embodiments, consumer NF 304 may send an SBI
request for triggering V-SCP 101 to generate and send an NF
discovery request to V-NRF 100. In such embodiments, this
communication mode or related setup may be associated

with an indirect inter-PLMN communication model referred
to as Model D 1n various 3GPP 5G standards.

In some embodiments, V-SCP 101 may include PLM 204
and may be capable of generating NF discovery requests that
includes preferred-locality information. In such embodi-
ments, V-SCP 101 and/or PLM 204 may be configured for
receiving an SBI request for NF discovery from consumer
NF 304; determining that the SBI request 1s lacking relevant
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preferred-locality information; determining, using an NF
instance ID associated with consumer NF 304 and locality
data 400, a preferred-locality value (e.g., a data string or
identifier); including the preferred-locality value 1 a pre-
terred-locality IE (e.g., a parameter, an attribute, a field, etc.)
of an NF discovery request; and transmitting the NF dis-

covery request toward H-NRF 100, e.g., via SEPPs 126 and
H-SCP 101. In such embodiments, after receiving the NF
discovery request, H-NRF 100 may use the preferred-local-
ity information to provide an NF discovery response com-
prising NF profiles or other information (e.g., NF instance
IDs) for identifying relevant NF instances.

Referring to FIG. 10, 1n step 1001, an SBI request (e.g.,
an mter-PLMN 5G SBI service request with 3gpp-Shi-

Discovery headers) may be sent from consumer NF 304 1n
location ‘2° of V-PLMN 302 to V-SCP 101 1n V-PLMN 302
for requesting NF 1nstance(s) that can provide a particular
service or related information from H-PLMN 300. The NF

discovery request may lack a preferred-locality IE (e.g., a
preferred-locality attribute or parameter) or may include a
preferred-locality IE. For example, consumer NF 304 may
not isert preferred-locality mnformation into an NF discov-
ery request because consumer NF 304 may be unaware of
relevant locality information of H-PLMN 300. In another
example, consumer NF 304 may insert preferred-locality
information mnto an NF discovery request that 1s irrelevant
because consumer NF 304 may be unaware of relevant
locality information of H-PLMN 300.

In step 1002, after recerving the SBI request, V-SCP 101
may use an NF instance ID or an NF type associated with
consumer NF 304 to 1dentity a preferred-locality value from
locality data 400 or a related data store and may generate an
NF discovery request that includes the preferred-locality
value.

In some embodiments, V-SCP 101 may override or
replace an existing preferred-locality IE value (e.g., 1 the
mapped or determined preferred-locality value) 1s diflerent
from the existing preferred-locality IE value.

In some embodiments, e.g., to determine or identily
appropriate preferred-locality information for a given NF
discovery request, V-SCP 101 may determine that a pre-
terred-locality IE (e.g., an SBI query parameter) of a
received SBI request 1s missing or irrelevant and, after
determining that the preferred-locality IE 1s missing or
irrelevant, V-SCP 101 may obtain or extract an NF 1nstance
ID of consumer NF 304 from a User-Agent header portion
of the SBI request. V-SCP 101 may then identily locality
information indicating the locality of consumer NF 304 from
V-NRF 100 (e.g., profile registration data of consumer NF
304 stored at V-NRF 100) or other sources. Using the
consumer NF locality information (e.g., a location name or
identifier), V-SCP 101 may determine corresponding target
PLMN preferred-locality information (e.g., a preferred-lo-
cality value) from a preconfigured data store indicating
associations between consumer NF locality information and
producer NF preferred-locality information.

In step 1003, the NF discovery request with the preferred-
locality information may be sent from V-SCP 101 to V-NRF
100.

In step 1004, the NF discovery request may be sent from
V-NRF 100 to V-SCP 101.

In step 1005, the NF discovery request may be sent from
V-SCP 101 to H-SCP 101 (e.g., via V-SEPP 126 and H-SEPP
126).

In step 1006, the NF discovery request may be sent from
H-SCP 101 to H-NRF 100.
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In step 1007, H-NRF 100 may receive the NF discovery
request and may use the preferred-validity value 1n the NF
discovery request to identily and prioritize a list indicating
various producer NFs (e.g., indicating producer B NF 306 in
location ‘B’ as the top choice) for providing the requested
service or mformation. For example, a group of producer
NFs 306 in a given NF discovery response may be sorted or
prioritized based on preferred-locality information such that
the order 1s based on how geographically close producer
NFs 306 are to the preferred-locality value in the NF
discovery request.

In step 1008, an NF discovery response comprising or

indicating a prioritized list indicating various producer NFs
may be generated and sent from H-NRF 100 to H-SEPP 126

for forwarding to V-PLMN 302.

In step 1009, the NF discovery response may be sent from
H-SCP 101 to V-SCP 101 (e.g., via H-SEPP 126 and V-SEPP
126).

In step 1010, the NF discovery response may be sent from
V-SCP 101 to V-NRF 100.

In step 1011, the NF discovery response may be sent from

V-NRF 100 to V-SCP 101.
In some embodiments, V-SCP 101 may select the first NF
(e.g., producer NF 306 with the highest priority) in the
prioritized list indicating various producer NFs 306 and may
use a corresponding NF 1instance 1D to request service or
related data from that producer B NF 306 1in location ‘B’,
¢.g., via an SBI request. In such embodiments, where V-SCP
101 and selected producer NF 306 are geographically or
communicatively close (e.g., in the same city, at the same
serving node, at the same data center, etc.), usage of selected
producer B NF 306 may be more efliciently with respect to
latency, throughput, and resource utilization than other pro-
ducer NFs that are geographically and/or communicatively
apart from V-SCP 101.

It will be appreciated that FIG. 10 1s for illustrative
purposes and that different and/or additional messages and/
or actions may be used. It will also be appreciated that
various messages and/or actions described herein may occur
in a different order or sequence.

FIG. 11 1s a message flow diagram illustrating an NF
discovery procedure 1100 without using preferred-locality
information provided by H-SEPP 126. In some embodi-
ments, H-SEPP 126 (without PLM 204) may receive and
send an NF discovery request to H-NRF 100. In such
embodiments, after receiving the NF discovery request,
H-NRF 100 may provide an NF discovery response com-
prising NF profiles or other information (e.g., NF instance
IDs) for identifying relevant NF instances.

Referring to FIG. 11, 1n step 1101, an NF discovery
request (e.g., an inter-PLMN NF discovery request) may be
sent from consumer NF 304 1n location ‘2” of V-PLMN 302
to V-NRF 100 1n V-PLMN 302 for requesting NF instance(s)
that can provide a particular service or related information
from H-PLMN 300. The NF discovery request may lack a
preferred-locality 1IE (e.g., a preferred-locality attribute or
parameter). For example, consumer NF 304 may not insert
preferred-locality information into an NF discovery request
because consumer NF 304 may be unaware of relevant
locality information of H-PLMN 300.

In step 1102, the NF discovery request may be sent from
V-NRF 100 to V-SEPP 126 for forwarding to H-NRF 100 in
H-PLMN 300.

In step 1103, the NF discovery request (e.g., as an HI'TP/2
message) may be forwarded from V-SEPP 126 to H-SEPP
126 (e¢.g., a primary SEPP of H-PLMN 300 1n location ‘B’)
via an N32-1 interface.
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In step 1104, the NF discovery request may be sent from
H-SEPP 126 to H-NRF 100. For example, H-NRF 100 may

receive an NF discovery request and select a number of NF
profiles indicating producer NFs 306 for providing the
service or mformation, €.g., based on various attributes or
parameters 1n the NF discovery request.

In some embodiments, when an NF discovery request
lacks preferred-locality information, H-NRF 100 may gen-
erate a list indicating producer NFs 306 that are un-priori-
tized relative to preferred-locality information.

In step 1105, an NF discovery response comprising or

indicating an unprioritized list indicating various producer
NFs may be generated and sent from H-NRF 100 to H-SEPP
126 for forwarding to V-PLMN 302.

In step 1106, the NF discovery response (e.g., as an
HTTP/2 message) may be forwarded from H-SEPP 126 to
V-SEPP 126 via an N32-1 interface.

In step 1107, the NF discovery response may be sent from
V-SEPP 126 to V-NRF 100.

In step 1108, the NF discovery response may be sent from
V-NRF 100 to consumer NI 304.

In some embodiments, consumer NF 304 may select one
of the producer NFs 306 indicated by the NF discovery
response and may use a corresponding NF instance ID to
request service or related data from producer C NF 306 in
location ‘C’, e.g., via an SBI request. In such embodiments,
usage of selected producer C NF 306 may vield ineflicien-
cies (e.g., with respect to latency, throughput, and resource
utilization) for communications between consumer NF 304
and selected producer NF 306 11 both are located geographi-
cally apart (e.g., in different cities or states) and/or commu-
nicatively apart (e.g., slow or burdensome connectivity
between the two NFs).

It will be appreciated that FIG. 11 1s for illustrative
purposes and that different and/or additional messages and/
or actions may be used. It will also be appreciated that
various messages and/or actions described herein may occur
in a different order or sequence.

FIG. 12 1s a message flow diagram illustrating an NF
discovery procedure 1200 using preferred-locality informa-
tion provided by H-SEPP 126. In some embodiments,

H-SEPP 126 may include PLM 204 and may be capable of

including or inserting preferred-locality information in NF
discovery requests. For example, H-SEPP 126 and/or PLM
204 therein may be configured for determining that the NF
discovery request 1s lacking relevant preferred-locality
information, including a preferred-locality value based on
the location of H-SEPP 126 for a preferred-locality IE of the
NF discovery request; and transmitting the NF discovery
request to H-NREF 100.

Referring to FIG. 12, 1 step 1201, an NF discovery
request (e.g., an iter-PLMN NF discovery request) may be
sent from consumer NF 304 (e.g., AMF 110) 1n location 2’
of V-PLMN 302 to V-NRF 100 in V-PLMN 302 for request-
ing NF 1nstance(s) that can provide a particular service or
related information from H-PLMN 300. The NF discovery
request may lack a preferred-locality IE (e.g., a preferred-
locality attribute or parameter). For example, consumer NF
304 may not insert preferred-locality information into an NF
discovery request because consumer NF 304 may be
unaware of relevant locality mnformation of H-PLMN 300.

In step 1202, the NF discovery request may be sent from

V-NRF 100 to V-SEPP 126 for forwarding to H-NRF 100 in
H-PLMN 300.
In step 1203, the NF discovery request (e.g., as an

HTTP/2 message) may be forwarded from V-SEPP 126 to
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H-SEPP 126 (e.g., a primary SEPP of H-PLMN 300 1n
location ‘B’) via an N32-1 interface.
In step 1204, H-SEPP 126 may add or insert a preferred-

locality value 1n the NF discovery request or a version
thereof. For example, H-SEPP 126 may use its own location
or related locality information as a preferred-locality value
in the NF discovery request. In another example, H-SEPP
126 may use an NF instance ID or an NF type associated
with consumer NF 304 to identity a preferred-locality value
from locality data 400 or a related data store and may
include or insert the preferred-locality value in the NF
discovery request or a version thereof.

In some embodiments, H-SEPP 126 may add the pre-
terred locality IE with 1ts own location or locality only 1n
scenarios where the preferred locality IE 1s not provided and
H-SEPP 126 1s configured to do so, e.g., by a network
operator.

In step 12035, the modified NF discovery request with the

preferred-locality value may be sent from H-SEPP 126 to
H-NRF 100.

In step 1206, H-NRF 100 may receive the modified NF
discovery request and may use the preferred-validity value
in the NF discovery request to 1dentity and prioritize a list
indicating various producer NFs (e.g., indicating producer B
NF 306 1n location ‘B’ as the top choice) for providing the
requested service or information. For example, a group of
producer NFs 306 1n a given NF discovery response may be
sorted or prioritized based on preferred-locality information
such that the order 1s based on how geographically close
producer NFs 306 are to the preferred-locality value 1n the
NF discovery request.

In step 1207, an NF discovery response comprising or

indicating a prioritized list indicating various producer NFs
may be generated and sent from H-NRF 100 to H-SEPP 126

for forwarding to V-PLMN 302.

In step 1208, the NF discovery response (e.g., as an
HTTP/2 message) may be forwarded from H-SEPP 126 to
V-SEPP 126 via an N32-1 interface.

In step 1209, the NF discovery response may be sent from

V-SEPP 126 to V-NRF 100.

-

In step 1210, the NF discovery response may be sent from
V-NRF 100 to consumer NI 304.

In some embodiments, consumer NF 304 may select the
first NF (e.g., producer NF 306 with the highest priority) 1n
the prioritized list indicating various producer NFs 306 and
may use a corresponding NF 1nstance 1D to request service
or related data from that producer B NF 306 1n location ‘B’,
e.g., via an SBI request. In such embodiments, where
consumer NF 304 and selected producer NF 306 are geo-
graphically or communicatively close (e.g., in the same city,
at the same serving node, at the same data center, etc.), usage
of selected producer B NF 306 may be more ethiciently with
respect to latency, throughput, and resource utilization than
other producer NFs that are geographically and/or commu-
nicatively apart from consumer NF 304.

It will be appreciated that FIG. 12 i1s for illustrative
purposes and that different and/or additional messages and/
or actions may be used. It will also be appreciated that
various messages and/or actions described herein may occur
in a diflerent order or sequence.

FIG. 13 1s a diagram illustrating an example process 1300
for NF discovery using preferred-locality information. In
some embodiments, example process 1300 described herein,
or portions (e.g., steps) thereof, may be performed at or
performed by NF 200, NRF 100, SCP 101, SEPP 126, PLM

204, and/or another module, NF, or node.
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Referring to process 1300, in step 1302, a message
relating to a transaction ivolving a consumer NF may be
received. For example, NF 200 may receive a request related
to NF discovery, e.g., an inter-PLMN NF discovery request
or an SBI request with one or more 3gpp-Shi-Discovery
headers.

In some embodiments, receiving a message relating to a
transaction mvolving a consumer NF may include receiving,
an SBI request from the consumer NF. In such embodiments,
it may be determined (e.g., by NF 200 or PLM 204) that the
SBI request 1s lacking relevant preferred-locality informa-
tion (e.g., a preferred-locality IE).

In some embodiments, i1dentifying an NF instance ID
(e.g., corresponding to or indicating consumer NF 304) from
an SBI request may include obtaining the NF instance ID
from a User-Agent header of the SBI request. In such
embodiments, 1n response to the SBI request, an NF dis-
covery request may be generated by a first NF (e.g., NF 200)
and may include appropriate preferred-locality information.

In some embodiments, receiving a message relating to a
transaction mvolving a consumer NF may include receiving,
an NF discovery request from a consumer NF and deter-
mimng that the NF discovery request may be lacking
relevant preferred-locality information (e.g., a preferred-
locality IE).

In some embodiments, i1dentifying an NF instance ID
(e.g., corresponding to or indicating consumer NF 304) from
an NF discovery request may include obtaining the NF
instance ID from a User-Agent header of the NF discovery
request. In such embodiments, the NF discovery request
may be modified by a first NF (e.g., NF 200) to include
appropriate preferred-locality information.

In step 1304, an NF 1nstance ID corresponding to con-
sumer NF 304 may be i1dentified from the message. For
example, NF 200 may extract or identity an NF instance 1D
from a User-Agent header portion of an NF discovery
request or an SBI request.

In step 1306, 1t may be determined, using the NF instance
ID and a data store including NF related information and
corresponding preferred-locality information, a preferred-
locality value. For example, NF 200 or PLM 204 therein
may be configured for querying a locality related data store
(e.g., locality data 400) using an NF 1nstance 1D associated
with consumer NF 304 and/or other consumer NF informa-
tion to identily appropriate preferred-locality information
associated with consumer NF 304.

In some embodiments, determining a preferred-locality
value (e.g., for a preferred-validity IE in an NF discovery
request) using locality data 400 (or a related data store) may
include determiming an NF type associating with a consumer
NF using a NF instance 1D corresponding to the consumer
NF; determining an NF type associated with a target or
requested producer NF (e.g., using a received SBI request or
an NF discovery request); determining identity locality
information idicating the locality of the consumer NF using
the NF 1nstance ID (e.g., by obtaining an NF profile from
H-NRF 100 or from NF registration and/or topology infor-
mation accessible by V-NRF 100); and then using the NF
type associated with the consumer NF, the NF type associ-
ated with producer the NF, and the locality of the consumer
NF to identily a corresponding preferred-locality value.

In some embodiments, determining a preferred-locality
value (e.g., for a preterred-validity IE in an NF discovery
request) using locality data 400 (or a related data store) may
include obtaining, using an NF istance ID, NF profile
information associated with a consumer NF, wherein the NF
profile information may include consumer NF locality infor-
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mation; and determining, using the consumer NF locality
information and a data store including NF related informa-
tion and corresponding preferred-locality information, the
preferred-locality value.

In some embodiments, the NF related information and the
corresponding preferred-locality mnformation (e.g., locality
data 400) may be provided or provisioned by a network
operator, e.g., prior to receiving an SBI request or an NF
discovery request from a consumer NF.

In step 1308, the preferred-locality value may be included
in a preferred-locality IE of an NF discovery request.

In step 1310, the NF discovery request may be transmitted
toward a second NF.

In some embodiments, a first NF (e.g., NF 200) may
include V-NRF 100.

In some embodiments, a first NF (e.g., NF 200) may
include V-SCP 101 or H-SCP 101.

In some embodiments, a second NF (e.g., an NF that

receives an NF discovery request from NF 200) may include
V-NRF 100 or H-NRF 100.

It will be appreciated that process 1300 1s for 1llustrative
purposes and that different and/or additional actions may be
used. It will also be appreciated that various actions
described herein may occur 1n a different order or sequence.

It will be appreciated that while some aspects of the
subject matter described herein has been discussed with
reference to SG networks various other networks may utilize
some aspects of the subject matter described herein. For
example, any network that allows or utilizes preferred-
locality information (e.g., related attributes or parameters)
may use features, mechamsms and techniques described
herein to perform or facilitate eflicient NF discovery using
preferred-locality mmformation, e.g., by having an interme-
diate node add or insert a preferred-locality IE 1n an NF
discovery request.

It should be noted that NF 200, PLM 204, and/or func-
tionality described herein may constitute a special purpose
computing device. Further, NF 200, PLM 204, and/or func-
tionality described herein can improve the technological
field of NF discovery, prioritizing producer NFs 306 based
on preferred-locality information identified using precontig-
ured mapping data, and/or related resource utilization 1n a
communications network. For example, NF 200 may include
PLM 204 and may be capable of including or inserting
preferred-locality information 1n NF discovery requests. In
this example, NF 200 and/or PLM 204 may be configured
for receiving a request (e.g., an NF discovery request or an
SBI request with 3gpp-Sbi-Discovery headers) associated
with consumer NF 304; determining that the request i1s
lacking relevant preferred-locality information; determin-
ing, using an NF instance ID associated with consumer NF
304, a preferred-locality value (e.g., a data string or 1denti-
fier); including the preferred-locality value 1n a preferred-
locality IE (e.g., a parameter, an attribute, a field, etc.) of an
NF discovery request; and transmitting the NF discovery
request toward H-NRF 100 or another node.

The disclosure of each of the following references 1s
incorporated herein by reference in its entirety to the extent
not inconsistent herewith and to the extent that it supple-
ments, explains, provides a background for, or teaches
methods, techniques, and/or systems employed herein.

REFERENCES

1. 3GPP TS 29.501; 3rd Generation Partnership Project;
Technical Specification Group Services and System



US 11,871,309 B2

27

Aspects; System architecture for the 5G System (5GS);
Stage 3 (Release 17); V17.2.0 (2021-06).

2. 3GPP TS 29.510; 3rd Generation Partnership Project;
Technical Specification Group Core Network and Termi-
nals; 5G System; Network Function Repository Services;
Stage 3 (Release 17); V17.2.0 (2021-06).

3. 3GPP TS 29.500; 3rd Generation Partnership Project;
Technical Specification Group Core Network and Termi-
nals; 5G System; Technical Realization of Service Based

Architecture; Stage 3 (Release 17); V17.3.0 (2021-06).
4. 3GPP TS 29.573; 3rd Generation Partnership Project;

Technical Specification Group Core Network and Termi-

nals; 5G System; Public Land Mobile Network (PLMN)

Interconnection; Stage 3 (Release 17); V17.1.0 (2021-06).

It will be understood that various details of the presently
disclosed subject matter may be changed without departing
from the scope of the presently disclosed subject matter.
Furthermore, the foregoing description 1s for the purpose of
illustration only, and not for the purpose of limitation.

What 1s claimed 1s:

1. A method for network function (NF) discovery using
preferred-locality information, the method comprising:

at a first network function (NF) comprising at least one

ProCessor:

receiving a message relating to a transaction ivolving
a consumer NF, wherein receiving the message relat-
ing to the transaction mmvolving the consumer NF
includes receiving an NF discovery request from the
consumer NF and determining that the NF discovery
request 1s lacking relevant preferred-locality infor-
mation;

identifying, from the message, an NF instance 1dentifier
(ID) corresponding to the consumer NF. wherein
identifying the NF instance ID from the message
includes obtaining the NF instance ID from a User-
Agent header of the NF discover request and wherein
the NF discovery request 1s modified by the first NF;

determining, using the NF instance ID and a data store
including NE related information and corresponding
preferred-locality information, a preferred-locality
value;

including the preferred-locality value 1n a preferred-
locality information element (IE) of the NF discov-
ery request; and

transmitting the NE discovery request toward a second
NF.

2. The method of claim 1 wherein determining the pre-
terred-locality value comprises:

obtaining, using the NF instance 1D, NF profile informa-

tion associated with the consumer NF, wherein the NF
profile 1nformation includes consumer NF locality
information; and

determining, using the consumer NF locality information

and the data store, the preferred-locality value.

3. The method of claim 1 wherein the NF related infor-
mation and the corresponding preferred-locality information
1s provided or provisioned by a network operator prior to
receiving a service based interface (SBI) request or the NE
discovery request from the consumer NF.

4. The method of claim 1 wherein the first NF includes a
visited network service communication proxy (V-SCP) or a
visited network NF repository function (V-NRF).

5. The method of claim 1 wherein the second NF includes
a visited network NF repository function (V-NRF) ora home
network NF repository function (H-NRF).

6. A system for network function (NF) discovery using
preferred-locality information, the system comprising:
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at least one processor;

a memory; and

a first network function (NF) implemented using the at

least one processor and the memory, the first NF

configured for:

receiving a message relating to a transaction mvolving
a consumer NF, wherein recerving the message relat-
ing to the transaction involving the consumer NF
includes receiving the NF discovery request from the
consumer NF and determiming that the NF discovery
request 1s lacking relevant preferred-locality infor-
mation;

identifying, from the message, an NF instance identifier
(ID) corresponding to the consumer NF, wherein
identifying the NF instance ID from the message
includes obtaining the NF instance ID from a User-
Agent header of the NF discovery request and
wherein the NF discovery request 1s modified by the
first NF;

determining, using the NF instance ID and a data store
including NF related information and corresponding,
preferred-locality information, a preferred-locality
value;

including the pretferred-locality value 1n a preferred-
locality information element (IE) of an NF discovery
request; and

transmitting the NF discovery request toward a second
NF.

7. The system of claim 6 wherein the first NF 1s config-
ured for:

obtaining, using the NF instance 1D, NF profile informa-

tion associated with the consumer NF, wherein the NF
profile 1nformation 1includes consumer NF locality
information; and

determining, using the consumer NF locality information

and the data store, the preferred-locality value.

8. The system of claim 6 wherein the NF related infor-
mation and the corresponding preferred-locality information
1s provided or provisioned by a network operator prior to
receiving a service based interface (SBI) request or the NF
discovery request from the consumer NF.

9. The system of claim 6 wherein the first NF includes a
visited network NF repository function (V-NRF) and
wherein the second NF includes a home network NF reposi-
tory function (H-NRF).

10. The system of claim 6 wherein the first NF includes
a visited network service communication proxy (V-SCP) or
a visited network NF repository function (V-NRF).

11. The system of claim 6 wherein the second NF includes
a visited network NF repository function (V-NRF) or a home
network NE repository function (H-NRF).

12. A non-transitory computer readable medium having
stored thereon executable mstructions that when executed by
at least one processor of a computer cause the computer to
perform steps comprising:
at a first network function (NF) comprising at least one
Processor:

receiving a message relating to a transaction mvolving a

consumer NF, wherein recerving the message relating
to the transaction mvolving the consumer NF includes
receiving the NF discovery request from the consumer
NF and determining that the NF discovery request 1s
lacking relevant preferred-locality information;
identilying, from the message, an NF 1nstance identifier
(ID) corresponding to the consumer NF, wherein 1den-
tifying the NF instance ID from the message includes
obtaining the NF instance ID from a User-Agent header
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of the NF discovery request and wherein the NF
discovery request 1s modified by the first NF;

determining, using the NF instance ID and a data store
including NF related information and corresponding
preferred-locality 1information, a preferred-locality s
value;

including the preferred-locality value 1n a preferred-lo-
cality information element (IE) of an NE discovery
request; and

transmitting the NE discovery request toward a second 10
NF.
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