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METHOD AND SYSTEM FOR ANONYMOUS
IDENTIFICATION OF A USER

FIELD OF THE INVENTION

The present mvention relates, 1n general, to computing
engineering and, more particularly, to a method and a system
for anonymously 1dentifying a user as a member of a group
ol users.

BACKGROUND OF THE INVENTION

The task of proving membership of an entity in a certain
local community has been set and solved differently 1n the
course of development of public relationships and technical
means. Nowadays, 1 order to solve such tasks, various
clectronic 1dentification solutions are mostly employed
using suitable computing techniques of cryptography and
clectronic means. Electronic means are often organized in a
distributed manner, 1n which case exchange of (encrypted)
messages between them 1s involved when performing 1den-
tification. For example, U.S. Pat. No. 4,748,668 describes
implementation of user identification based on 1ssuance, by
a trusted center, of a smart card for each user belonging to
a certain group of users in order to enable the user to
subsequently authenticate himself or herself by using the
1ssued smart card.

In view of the increasing urgency and complexity of the
considered task, at the present stage 1dentification protocols
are being developed and improved for the purpose of
providing required reliability and/or security of the i1denti-
fication, on the one hand, and increasing performance and
elliciency of using resources mvolved thereby, on the other
hand. In particular, U.S. Pat. No. 4,933,970 describes imple-
mentation of an 1dentification protocol based on 1mprove-
ment of the well-known Fiat-Shamir Scheme.

In the above-mentioned context, constructive 1ideas
described 1n article [1] where the terms “one-way quasi-
commutative function” and “accumulator” were {first 1ntro-
duced, have served as an impulse for creating a new 1den-
tification protocol. Such an identification protocol has been
provided in LAN NGUYEN: “Accumulators from Bilinear
Pairings and Applications to ID-based RingSignatures and
Group Membership Revocation”, IACR, INTERNA-
TIONAL  ASSOCIATION FOR  CRYPTOLOGIC
RESEARCH, vol. 20061108:033453, 2006. However, rather
high computational costs and amounts of communicated
information 1n proof generation and verification are typical
to the protocol according to this publication.

SUMMARY OF THE INVENTION

The object of the present invention 1s to create an anony-
mous 1dentification witness hiding protocol intended to
verily membership mn a local community of registered
participants based on one-way accumulators developed
using quasi-commutative one-way elliptic curve functions.
The key aspect of the present invention 1s that particularly
the mechamism of elliptic curves 1s applied for developing
the one-way accumulators. Transition {from the
group Z *={a &z |gcd(a ,n)=1} and from the prime order
subgroup of the group F * to a similar subgroup of the
group of elliptic curve points tully corresponds to the current
trends 1n the applied cryptography.

According to the first aspect of the invention, a method of
anonymously identifying a user as a member of a group of
users 1s provided. The method 1s performed in a computing,
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2

system comprising at least one computing device of a trusted
party and a plurality of computing devices of users.

The method comprises (1) a preliminary stage including
steps performed 1n the computing device of the trusted party,
the steps comprising:

(1a): for each j-th user from n users of the group, 1=j=n,
computing a unique private identifier x; for the j-th user,
wherein x; does not enable to restore therefrom any personal
information of the j-th user, and wherein each of the com-
puted private identifiers has the same number of digits A;

(1b): for each 1-th user from n users of the group, 1=1=n,

computing a personal secret for the i-th user as P=[pI,
(mod m)]G,, where I"=x."'T'(mod m), I'=IT,_,”x, (mod m),
3 1s a common secret available only to the trusted party, G,
1s a generator of a subgroup G, of a prime order m of an
additive group ot points E(F ) on an elliptic curve E/F
over a finite field F , p>3 is an odd prime, [-] denotes scalar
product; and

sending, to a computing device of the 1-th user, the private
identifier x; of the 1-th user and the personal secret P, of the
1-th user; and

(1c): computing a public group key for the group as
g=e_([pI'(mod m)|G,, G,) where e_(:,') 1S symmetric pair-
ing which represents mapping & xG ,— &, wherein G ; 1s
a subgroup of the prime order m of a multiplicative group of
an extended finite field F «* with a generator g with an
embedding degree k>1.

p,m, G, G, e () arepresetin the computing device
of the trusted party and are publicly known, P 1s preset in the
computing device of the trusted party, wherein PE,(0,m-1],
2 lem<2”, where n<m.

The method further comprises (2) an 1dentification session
including steps comprising:

(2a): 1n a computing device ol a user to be identified,
computing a witness as P1=[v|P, where P 1s a personal secret
of the user to be identified, v 1s a first random number
selected 1n the computing device of the user to be 1dentified,
the first random number being usable only once (1.e. ephem-
eral) for each identification session, v €,(0, m-1], and
sending, from the computing device of the user to be
identified to the computing device of a verifying party, a first
message containing the computed witness;

(2b): 1n the computing device of the verifying party,
computing a query as P2=[¢]G,, where ¢ 1s a second random
number selected 1 the computing device of the verifying
party, the second random number being ephemeral for each
identification session, ¢&,(0, m—-1], and sending, from the
computing device of the veritying party to the computing
device of the user to be identified, a second message
containing the computed query;

(2¢): 1n the computing device of the user to be 1dentified,
computing a response as g,=¢_([v+z (mod m)]|P, P2), where
7 1s a private identifier of the user to be identified, and
sending, from the computing device of the user to be
identified to the computing device of the veritying party, a
third message contaiming the computed response,

(2d): 1n the computing device of the verifying party,
veritying the response g, for equality to a verification factor
computed as §%g,, where g,=e_(P1, P2) and identifying the
user to be identified as a member of the group only 11 the
response 1s equal to the computed verification factor.

Step (la) of the preliminary stage (1) preferably further
comprises, prior to said computing: for each j-th user from
n users ol the group, 1=j=n, assigning to the j-th user a
registration 1dentifier a;, where a; 1s a sequence ot symbols.
The unique private identifier x; for the j-th user 1s preferably
computed based on a,, without possibility to restore a, from
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X;. In particular, the private identifier x; for the i-th user,
1=i=n, is preferably computed as x =h (a||h’(3)), where h(-)
is a A-bit first cryptographic hash function, h’(-) denotes
i-time iterative application of h(-), ‘|| denotes concatenation.

Prior to computing the witness, step (2a) of the identifi-
cation session (2) preferably comprises: verifying whether a
condition ([v]P=) ([v+z (mod m)]P=0c0) is met with respect
to the selected v, and, 1f said condition 1s not met, selecting

a New V.

Prior to computing the response g,, step (2¢) of the
identification session (2) preferably comprises: ensuring that
P2=co, wherein 1f P2=oco, the identification session (2) 1s
terminated.

Preferably, computing the public group key for the group
includes steps comprising:

creating a public group key certificate including informa-
tion about the trusted party, the public group key, and a
digital signature (DS) of the public group key certificate;

placing the public group key certificate into a public data
storage.

Prior to verifying the response g, for equality to the
verification factor, the method preferably further includes
steps performed in the computing device of the verifying
party, said steps comprising: reading the public group key
certificate from the public data storage, and veritying the DS
of said certificate, wherein said verification of the response
g, 1s performed only 1f the DS of the public group key
certificate 1s successtully verified.

The DS of the public group key certificate 1s preferably
computed as ¥ <=Sign(# (g||D ), 9), where Sign(:, ) is a
function of generating the DS, © 1s a secret key of the trusted
party, D _.1s the information about the trusted party, #° (-) 1s
a second cryptographic hash function. The DS of the public
group key certificate 1s preferably verified with 'L —(#

(gP ), 3, P), where Verify (-,-,) is a function of verifying
the DS, wherein a value of ‘5 is True if the DS is valid, and
False otherwise, J’ is a public key of the trusted party, said

public key being paired to @ , wherein said verification of the
response g, is performed if (*°6 =True) (P1=o).

According to an embodiment, when at least one new user
1s added to the group, steps (1a) of the preliminary stage (1)
are further performed with respect to said at least one new
user, and steps (1b) to (1c) of the preliminary stage (1) are
newly performed with respect to the entire group of users
whereto the at least one new user has been added.

According to an embodiment, upon each exclusion of at
least one user from the group of users, the preliminary stage
(1) further comprises a step performed 1n the computing
device of the trusted party, said step comprising: selecting a
new common secret (' such that p' 1s not equal to a
previously used common secret, wherein steps (1b) to (1¢)
of the preliminary stage (1) are newly performed with
respect to the entire group of users from which said at least
one user has been excluded.

According to the second aspect of the imnvention, a com-
puting system configured for anonymously identifying a
user as a member of a group of users 1s provided. The
computing system comprises, at least, a computing device of
a trusted party and a plurality of computing devices of users.
The computing device of the trusted party and the comput-
ing devices of the users each comprise, at least: one or more
processors; communication means; and one or more data
storage devices having computer-executable instructions
stored therein for execution by the one or more processors.

The computing device of the trusted party, when execut-
ing the instructions by the one or more processors of the
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4

computing device of the trusted party, 1s configured to
perform a preliminary stage (1) comprising the following
operations:

(1a): for each j-th user from n users of the group, 1=j=n,
computing a unique private identifier x; for the j-th user,
wherein x; does not enable to restore therefrom any personal
information of the j-th user, and wherein each of the com-
puted private identifiers has the same number of digits A;

(1b): for each 1-th user from n users of the group, 1=1=n,

computing a personal secret for the i-th user as P=[pT,
(mod m)]G,, where I'=x.~'T" (mod m), I'=IT_,”x, (mod m),
3 1s a common secret available only to the trusted party, G,
1s a generator of a subgroup G, of a prime order m of an
additive group of points E(F ) on an elliptic curve E/FF
over a finite field ¥ , p>3 is an odd prime, [-] denotes scalar
product; and

sending, to a computing device of the 1-th user, the private
identifier x; of the 1-th user and the personal secret P, of the
1-th user; and

(1c): computing a public group key for the group as
o=¢_([pI'(mod m)]G,, G,), where ¢_(-,) 1s symmetric pair-

ing which represents mapping G ,xG > G ,, wherein G |
1s a subgroup of the prime order m of a multiplicative group

of an extended finite field ¥ #* with a generator g with an
embedding degree k>1.

Pm, G,, G, e () are preset in the computing device
of the trusted party and are publicly known, P 1s preset in the
computing device of the trusted party, wherein &,(0, m-1],
2 lem<2”, where n<m.

A computing device of a verilying party, when executing
the instructions by the one or more processors of the
computing device of the verilying party, and a computing
device of a user to be 1dentified, when executing the mstruc-
tions by the one or more processors of the computing device
of the user to be identified, are configured to perform an
identification session (2) comprising the following opera-
tions:

(2a): 1n the computing device of the user to be 1dentified,
computing a witness as P1=[v]P, where P 1s a personal secret
of the user to be identified, v 1s a first random number
selected 1n the computing device of the user to be 1dentified,
the first random number being ephemeral for each identifi-
cation session, vE,(0, m—1], and sending, from the com-
puting device of the user to be 1dentified to the computing
device of the verifying party, a first message containing the
computed witness;

(2b): 1n the computing device of the vernilying party,
computing a query as P2=[¢]G,, where ¢ 1s a second random
number selected 1 the computing device of the verifying
party, the second random number being ephemeral for each
identification session, ¢, (0, m-1], and sending, from the
computing device of the verifying party to the computing
device of the user to be identified, a second message
containing the computed query;

(2¢): 1n the computing device of the user to be 1dentified,
computing a response as g,=¢,_ ([v+z (mod m)|P, P2), where
7 1s a private identifier of the user to be identified, and
sending, from the computing device of the user to be
identified to the computing device of the verifying party, a
third message containing the computed response,

(2d): 1n the computing device of the verilying party,
verilying the response g, for equality to a vernfication factor
computed as §%g,, where g,=e, (P1, P2) and identifying the
user to be identified as a member of the group only 11 the
response 1s equal to the computed verification factor.
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The 1dentification protocol according to the present inven-
tion provides the required level of cryptographic security
with low operational eflorts and resource consumption.
Thus, since verification complexity and the amount of public
storage to store public information do not depend on the
number of participants, the asymptotic estimate of verifica-
tion complexity and reserved storage amount 1s O(1).

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s the schematic illustration of the message-
exchange protocol 1n accordance with the present invention;

FIG. 2 1s the schematic illustration of an embodiment of
a computing system where the present invention 1s 1mple-
mented;

FIG. 3 1s the flowchart 1llustrating the preliminary stage of
the anonymous 1dentification method in accordance with the

present mvention;
FIG. 4 1s the flowchart illustrating the identification
session 1n accordance with the present mvention.

DETAILED DESCRIPTION OF TH.
INVENTION

L1

Reference 1s further made to exemplary embodiments of
the present imnvention which are shown 1n the accompanying
figures where 1dentical reference numbers indicate similar
parts. It should be appreciated that embodiments of the
present 1nvention may have different forms and are not
intended to be limited by the descriptions presented herein.

Consequently, the exemplary embodiments given below are
described with reference to figures for explaiming the
essence of the aspects of the present invention.

1. INTRODUCTION

Section 2 below gives interpreted description of one-way
quasi-commutative functions and accumulator. Sections 3
and 4 give an overview of some facts of the theory of elliptic
curves and bilinear mappings for better understanding of
Section 5 which discloses development of one-way elliptic
curve accumulators, as proposed 1n the present application.
Section 6 gives a short overview of 1dentification protocols.
Section 7 describes processes of developing and analyzing
cryptographic security of the interactive identification wit-
ness hiding protocol 1n accordance with the present inven-
tion. It should be noted that this protocol 1s suitable for
solving a number of practical tasks, including the one
described 1n subsection 2.1.

log,x 1s hereinatter designated as 1g x.

2. ONE-WAY QUASI-COMMUTATIVE
FUNCTIONS

In [1], such terms as “one-way quasi-commutative func-
tion” and “one-way accumulation function™ also referred to
as “one-way accumulator” were introduced.

Definition 2.1. Let 2={0,1}. Z* denotes a set of all
variable-length binary sequences.

Let a function §: 2*xZ* > Z* is given. The function is
called a one-way function if:

The function f(-,') 1s surjective.

For all x, y, €2*, there is an algorithm A such that the
time to compute X=F(x,y) is limited by a certain poly-
nomial function of the number of binary symbols at the
input of A .
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6
For all X&x*, there 1s no knowledge of an algorithm

B such that at a given X the time to compute
' (X)—={x,y} is limited by a certain polynomial func-
tion of the number of binary symbols at the input
of £ and which allows to unambiguously identify the
case X, y EIm(f), where Im(f) is the interval in which
the function F(,*) is defined.

In [2], [3] 1t 1s shown that one-way hash functions exist 11
and only 11 one-way functions exist which, in their turn, exist
if and only 1f digital signature (DS) schemes exist. In
addition, i [4] 1t 1s proven that existence of one-way
functions 1s equivalent to existence of cryptographic gen-

erators of pseudo-random numbers.
Definition 2.2. &: Y= Y 1s a commutative function if

Vy; €Y, 80, yo - - -, V) =C@ Y, Yoo - - - V),

where 7 is a random permutation on the set ly,,
Yoy -« s Yo D21

Definition 2.3. f: XxY > X is a one-way quasi-commu-
tative function 11

Vyf cY *"Vx EX: j:(x: E(yl: Yo, oo vy
yE? =t yﬂ)))

Let 4=E*(Y,, V¥, ...,V ). Forgivenx & Xand ¢, ' &Y
the task of finding x' X such that f(x,?% =f(x',?") relates to
the class of computationally hard problems. In other words,
there 1s no known algorithm for which the time of finding the
solution 1s limited by a polynomial function of Ig x'.

The term “quasi-commutative function” emphasizes the
fact that in general f(x,?)=f(?,x). If definition intervals of
Y and X are the same, f:X*+> X is a one-way quasi-
commutative function such that

V)7 x, S(yy,

xﬂ)):f@(xli A2y - - s Xﬂ)? x):ji‘("g

X2))s X).

Definition 2.4. A family of one-way accumulators 1s a
family of one-way functions, where each function 1s quasi-
commutative.

Next, another property of one-way accumulators 1s given.

Definition 2.5. Let 9 =E(y,, . . ,y,) and
I’ =f(x, ¢,). Then

- yj‘—lﬂ yj‘+1: o

T=f(x, )=f(T, E¥)). (1)

It follows from Definition 2.3 that equation (1) 1s true 1n
the case of permutation as well.

If J 90 :E(E(YH Yos -« o s yﬂ))f‘ then
64 =f(x, 9 )=f(T,E(1).

For one-way accumulators it 1s essential that 1gl'=Igy .

It is assumed that x, f(:,-) and the set {y,, v,, ..., v, } are
given. There are n participants, and each of them 1s associ-
ated with one of elements of the given set. Then I'=f(x,y).
An owner of y, can compute I'=f(x,?¢ ). Subsequently, by
submitting the pair {I",, y,}, a j-th participant can prove that

y, belongs to the set by checking I'< f(I",, €(y,)). On the
other hand, 1n order to successiully force a certain v', an
intruder has to solve a hard computational problem and find
such x' that I'=f(x", E(y")). It should be noted that elements
of the set are not secret, because all of them are used in
computing I.

In [1] 1t 1s noted that one-way accumulators can be
considered as some alternative to digital signatures (DSs). In
fact, 1f each participant stores 1" in a local long-term
memory, it is sufficient to submit {I';, y,} in order to prove
authenticity of y;. Respective verification can be performed
by someone who knows f(:,-) and has access to I
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2.1. Exemplary Practical Implementation
The following practical problem 1s considered herein. Let

there 1s a certain local community formed by participants of
a scientific conference, for example. Besides the partici-
pants, there 1s a trusted registration authority. Each partici-
pant passes through a registration procedure and 1s given a

unique registration identifier. Diflerent types of interaction
are possible:

Between registered participants within the local commu-
nity.
Between the registered participants and all the others.
It 1s assumed that fully functional operation 1s only
possible when an entity can prove that he/she belongs to the
local community. Several solutions exist.

The ecasiest one 1s to make a list of i1dentifiers and to
distribute 1t among interested entities. Disadvantages are
obvious: a substantial part ol expenses refers to the accom-
panying overhead that arises when transmitting and storing,
the list. Thus, 11 only reglstered participants have access to
the list, then the overhead 1s associated with ensuring
privacy and integrity of information distributed via unpro-
tected channels and saved 1n memory of personal devices of
the participants. Moreover, it 1s not possible to avoid dis-
closure of the i1dentifiers in the case of proving membership
in the local community when a registered participant inter-
acts with extraneous (unregistered) entities. Let the regis-
tration authority certifies identifiers with an DS, and then
provides them to participants along with the signature.
Anyone can verily the signature using a public key of the
registration authority. Validity of the signature confirms the
fact of membership in the local community. Now, anyone
can perform this verification, even a non-registered entity.
However, 1n this case the i1dentifiers are transmitted openly
and their privacy 1s not ensured.

The basic conditions to be met when solving the problem
outlined above are given hereinbelow:

1. A valid proof of the fact that a registered participant

owns an identifier.

2. Keeping the identifier secret when interacting with both

a non-registered entity and another registered partici-
pant.

The solution scheme based on one-way accumulators 1s
generally described thereafter. Let there are n participants. A
function f 1s given. Each participant is given a registration
identifier y,, j=1,n. Then, the participants exchange with the
identifiers and calculate an accumulated value I'. A partici-
pant with number j knows § and stores y,. I'; in memory of
his/her personal computing device. The function f and I" are
publicly available. In order to prove membership in the local
community, it 1s required to submit a certain pair {z FL}
Any interested party can perform the following check: (I,

5(2)) 11.E

Equality means that the membership 1s confirmed.
e noted that 1t 1s not necessary to store I, since

It should
every participant has access to the pair {y,, I',} and, there-
fore, can always compute I' by using f. However, if the
check 1s performed by extraneous entities, then they must
know F and have access to I'. Thus, any participant can
prove his/her membership 1n the local community without
disclosing 1dentifiers.

The solution of this task by using the interactive witness
hiding protocol 1s described 1n Section 7.
In [5] an alternative solution 1s proposed, however, lgn
different values are required to verity membership, and if
cach of them 1s obtained by means of a A-bit cryptographic
hash function, then at least Algn bits of memory are required
to store them. Asymptotic verification complexity 1s O(lgn).
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For one-way accumulators, the memory amount and
verification complexity are constant values which do not
vary over time and do not depend on n.

3. ELLIPTIC CURVES OVER

An elliptic curve E over a finite field F » 18 denoted as

E/ ¥ »» P>3 18 an odd prime. Let an additive group of points
E(4 ) of an order #E( ') is set on E/&° .
E( Fp)z{(x,y) EIpr EFP: y=x —ax—-b=0}Uc; a, b,
el

where oo 1s a point at infimity, and Q+co=co+Q=Q) for all
EE( »)- The point Q has coordinates (X,,y,,) and Q+(-Q)=

(XQ: YQ)'I'(XQ: _yQ):m‘
The point G of a prime order in 1s also set, where said
order is such that mI#E(f,). It means that G generates a

subgroup E[m] of the prime order m (m-torsion points) of

the additive group of points E(¥' ). In case of ¥ we have:
E'E - v2=PBaxh (2)

Order of group E(¥ ). Let the curve E/ ¥  is given and

E (F )#E(F ). Then p+1-2Vp<#E(F )<p+1+2Vp. (see
[6], subsection 13.1.8)

Otherwise, if E/ ¥ is given, then #E( ¥ ))=p+1-t, where
ItI-=_=:2\/§. Since 2\/5 is small compared to P, then #E( ¥ )—--p

In [73], a method for computing #E(i ) in O(1g®p) bit
operations is provided. A high score for p=10""+153 has
been registered.

Example. for #BE(F )=222°-2'2%> for E/F : y*=x’+
486662+X, p— 2255—19 G=x,=9 and m=2""+
27742317777372353535851937790883643493.

Scalar product. Scalar product Q= ]G is introduced
such that

O=G+G+ ...+ G [-1]G=[f|(-C),

[0]G=00

Let" =a+b. Q=[a]G+[b]G= ¢ ]G. [c]Q=[c ¢ |G=[ca+cb]G.

Example. It is assumed that ¢=151,,=10010111,. Then
Q=[1511G=[2"1G+[2"1G+[2°]G+[2'1G+[2°]G.

1. Now let us take the point G.

2. If we double G, we get [2]G, X,=[2]G+G.

3. If we double [2]G, we get [22]G >, =[2°1G+Z,.

4. If we double [2°]G, we get [2°]G.

5. If we double [2°]G, we get [2*]G, Z,=[2*]G+2..

6. If we double [2*]G, we get [2°]G.

7. If we double [2°]G, we get [2°]G.

8. If we double [2°]1G, we get [27]G, Z,=[27]1G+Z..

To sum up, the computation of the scalar product [151]G

requires seven doubling operations and four additions. More
cilicient methods for computing the scalar product are
known (see [6], subsection 13.1.2).

Addition and doubling (afline coordinates) [6] (13.2.1.a).
A pomt A=(x ,, v ,) matches a paired point —A=(x ,, -y , mod
p). If A and B are different points, such that A=+B, then
A+B=C, where

_YB— YA
AB — XA

(modp),
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-continued

2

Xc=5"—x4—xp  (modp),

Yo =—ya+5(x4 —xc) (modp).

If y5=0, then 2B=D, where

. 3}:% + a (modp).
2yp
xp =s° —2xp (modp),

yp = =Yg +s(xg —xp) (modp).

a is a parameter of the curve E/ ¥ : y*=x’+ax+b.
Example 1. A+B=C, A=(2,0) and B=(1,3) are to be
calculated.

_YB — VA
Ap — X4

3
(modp) = —l(mﬂdﬂ) = 14,

S

Xe=5°—x4 —xg(modp) =196 — 2 — 1(mod17) = 193(modl7) =6,
yc =
—va +5(xs —xc)modp) =0+ 14(2 —6)(modl’7) = =56(modl7) = 12.

C =6, 12).

Example 2. 2B=D, B=(1,3).

3x5 +a
2yp
xp =5° —2xp (modp) = 144 — 2(modl7) = 142(modl7) = 6,

& =

(modp)=3+1)X 61 (mod17) = 4 x3(modl7) = 12,

yp = =y +s(xg —xp)(modp) =
_3+12x(1 = 6)(mod 17) = —63(modl7) = 5.

D = (6, 3.

There are other known coordinate systems: projective,
Jacobian, Chudnovsky-Jacobian, modified Jacobian, and
mixed coordinate systems [6] (see subsections 13.2.1.b,
13.2.1.c, 13.2.1.d, 13.2.2). The choice of a coordinate sys-
tem 1nfluences complexity of computing a sum and doubling,
points.

Compact representation of a point of the curve (afline
coordinates) [6] (13.2.5). The equation for the point ()
cE[m] can be interpreted as yQZEr mod p, where r 1s a
quadratic residue, and in this case exactly two solutions

exist: £y, & I »- 11 yo<p, the solution 18 -y, mod p=p-y,,.
Ity 1s even, then (p-y,) 1s odd, and vice versa. In general,
one of the two solutions 1s always even, while the other one
1s always odd.

Let Q is represented by the coordinate X,. (X, 9) is

saved, where 9 is a feature that enables to identify the
required solution from the pair of possible ones. The feature
% =0 is indicative of parity, and the feature % =1 1s indicative
of oddness. For example, for (x,, 1), the pair 1Yo, -y}
should be obtained, and then the odd solution should be
selected from this pair.

[1g p| bits of memory are required to store an arbitrary
point of the curve. In *  the square root is computed
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according to the Tonelli-Shanks algorithm [6] (see subsec-
tion 11.1.5) having asymptotic complexity of O(I1g*p).

4. BILINEAR MAPPINGS

Let us use an alternative designation G, for E[m] with the
generator ;. Let & , 1s a subgroup of the prime order m of
the multiplicative group of ¥« with the generator g for some
k>1. Mapping e, (-,7): G x&G > G, is referred to as

symmetric pairing. Since E(F )=~Z & Z , there are two
generators G, and G, . It means that there 1s also asymmetric

pairing ~, (-,)): G xG > G, where G =(G,), G ,={

G,/ are different subgroups of the prime order m. From [7]
it follows that symmetric pairing can be used in crypto-
graphic applications along with asymmetric pairing.

Several different types of pairing are known, for example,
Weil pairing or Tate-Lichtenbaum pairing [8], [9], [10]. The
latter type 1s applied in practice more often. Bilinear map-
pings are discussed 1n detail 1n [6] (Chapter 6).

The following properties of symmetric pairing are inter-
esting:

1. Bilinearity. For all v, ¢y, ¢,, £, €N and S,, S,, P, Q
& G |, where P=[v]G, U1 Q=[¢y]G,, the following 1s true:

en([£11P, [£2]1Q) = en([£2]P, [£1]10) = en(P, Q)12 rodm) =
= e, (Gy, G )W¥102 tmodm) — vt 6 (modm)

Em(Sl +SZ= P) — Em(Pa Sl +SZ) — Em(Sla P)Em(SZa P)

2. Non-Degeneracy. e_(P, Q)=e_(P', Q), 1t and only 1f
P=P', where Q, P, P' €4 |, and Q 1s selected randomly. If
e, (P, Q)=1, then (Q=%) \/ (P=)

3. Computability. A method of computing e (-, ) of
polynomial complexity 1s known, and O(lg p) bits of
memory are enough for storing the result (computation
methods for different types of pairing are given in [11]).

The embedding degree for Weil pairing refers to the
smallest integer k such that E/t_« contains all points E[m] or
E[m]CE(F ). The embedding degree for Tate-Lichtenbaum
pairing is the smallest integer k such that mlp*-1.

Some special elliptic curves, such as supersingular curves
(1n case of equation (2) p=3 (mod 4)) provide the embedding
degree k=6 [12]. Said limitation 1s true for finite fields with
characteristic 3 but not 2, where k=4 [13] (see subsection
5.2.2). In [14] 1t 1s shown that 1t 15 possible to build ordinary
(non-supersingular) curves, where k&{3, 4, 6}.

Definition 4.1. A problem 1s called “easily solvable™ 11 it
can be solved with a polynomial complexity algorithm. In
other words, the computation time 1s limited by a polyno-
mial function of the number of binary symbols at the
algorithm input. A problem for which such an algorithm 1s
not known will be referred to as a hard one.

Subexponential complexity 1s such a complexity which 1s
asymptotically more eflicient (lower) than exponential com-
plexity, but 1s not ethicient as compared to polynomial
complexity.

Definition 4.2. { g/ of the prime orderm andh € (g’ are
given. The discrete logarithm problem (DLP) is to find ¢ €
Z. such that h=¢ . For the DLP, subexponential complexity
solutions are known [13], [16].

Definition 4.3. { G} of the prime order m and Q €{ G are
given. The elliptic curve discrete logarithm problem
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(ECDLP) is to find to find £ €Z such that Q=[¢ |G. Cur-
rently, for the ECDLP, exponential complexity solutions are
known [17].

Cryptographic security directly depends on complexity of
solving the DLP/ECDLP. For symmetric pairing, crypto-

graphic security in %, is determined by cryptographic
;. In [12

ECDLP can be reduced to solving the DLPin I« provided
the curve 1s supersingular and k<lg p. The reduction method
1s applicable to diflerent types of curves [26], [27], [28]. As
a result, plural curves, which had originally been proposed
as a basis for constructing cryptographic systems, such as

supersingular curves or single-trace curves (#E (I ))=p),
were rejected due to low cryptographic security, since the
reduction method allowed to solve the DLP 1n subexponen-
tial or even linear time.

security in G 1, [9] 1t 1s shown that solving the

For asymmetric pairing % ,x%,F> &, solving the
ECDLPin %, is also reduced to solving the DLPin & ,—to
this end, it is required to find a point P'E4 ., such that
mapping G, =7 e_ (G,, P') is injective and forms homomor-
phism of &, in & .. Consequently, instead of solving the
ECDLP in &, it is possible to transition the solving into

{s ., where complexity thereof may be lower.

Basically, the reduction method comprises constructing
suitable bilinear mapping. Weil/ Tate-Lichtenbaum pairing
has polynomial complexity in k and Ig P. On the one hand,
the smaller k 1s, the lower the complexity of computation of
pairing 1s; on the other hand, solutions of subexponential
complexity are known for the DLP, and they are the more
eflicient, the smaller k 1s.

When a constructive application ot ¢, (-,-) 1s implied, then

p, m, E/F »» K should be selected in such a way that an
acceptable level of cryptographic security 1s ensured based

on balanced complexity of solving the DLP in &, and the

ECDLP in %, provided k is not too high. For example,
p“~2192% should be selected in order to provide an 80-bit
level of cryptographic security. The method of finding
elliptic curves with large order and small embedding degree
that 1s based on complex multiplication [6] (Section 18) 1s
proposed 1n [20], [21] and additionally studied 1n [22], [23],
[24], [14]. Supersingular curves are suitable for these pur-
poses, however, as shown 1n [6] (subsection 6.4.2), the upper
bound for k substantially depends on P, 1n particular:

1. If p=2, then k=4.

2. If p=3, then k<6.

3. If p=5, then k<2.

For example, for P=5, this means that P~2>'% should be
selected 1n order to provide an 80-bit level of cryptographic
security, since for this level p*~2'°24. It should be obvious
that such a selection adversely aflects complexity of com-
putation of ¢_(-,").

There are special embedding degrees for fimite fields with
characteristics 2 and 3. In [25], eflicient techniques are

proposed for IF .« and I e, where d is a prime integer,
which allow to select such an elliptical curve that k=6 and
p~2""°. Then, complexity of solving the DLP in a subgroup

of a prime order F «*, where p“~2'°**

cryptographic security.
Another approach to solving the problem 1s to use hyper-
elliptic supersingular curves or build ordinary curves with a

, guarantees 80-bit
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suitable embedding degree [6] (subsections 24.2.2 and
24.2.3).

Let o, B, yYE £ are given.
Definition 4.4. The computational Diflie-Hellman prob-

lem (CDH) for P1=[c.]G, and P2=[f]G, is to find Q € =,
such that Q=[a.p (mod m)]G,. The designation CDH, (P1,
P2)=Q 1s introduced. The designation CDH_(g", oP)=

g*P mod m will be used for G ..
Complexity of solving the CDH problems 1s not harder

than complexity of solving the DLP/ECDLP—it 1s obvious
that, 1n order to solve the CDH problem, it 1s enough to
compute one discrete logarithm. Therefore, 1t the CDH

problem 1s hard for some group, then it means that the
DLP/ECDLP 1s also hard 1n this group. However, it has not
been formally proven that complexity of the DLP ensures
complexity of the CDH problems. Equivalence of complex-
ity of the CDH and the ECDLP has been proven for groups
of the prime order m [30], [31]. In particular, 1t has been
proven that the assumption of equivalence 1s true if an
clliptical curve with specified properties can be built over a
certain prime field. The proof does not guarantee equiva-
lence 1n the general case, since for a random group the
method of building such curves 1s not known.

Definition 4.5. The decision Diflie-Hellman (DDH) prob-

lem for [a]G, [P]Gy, [Y]G, 15 to make a decision regarding

the equation [v]G, = [af]G,. If CDHg, ([a]Gy, [B1G,)=[v]
G, then D)HGI( alGy, [P]1Gy, [Y]G,)=1, and DDHg ([o]
G, [BIG,, [Y]G,)=0 otherwise.

It 15 obvious that, 1n the best case, complexity of solving
the CDH 1s as hard as the DDH: first P=CDHg; ([a]G
[P]1G,) 1s to be obtained, then P ° [af]G, 15 to be verified.
However, for most known groups, 1t has not been proven
that complexity of solving the DDH 1s lower than complex-
ity of solving the CDH.

Definition 4.6. The gap Dithe-Hellman (GDH) problem
for [a]Gy, [B]G, 15 to solve CDHg ([a]Gy, [P]G,) with the
help of the DDH oracle.

The DDH oracle gives an answer to a question formulated
in the context of the DBE problem, 1n particular DDH; (P1,

P2, P3), for certain P', P?, P3 €G . Since it is required to
find a solution of the CDH for the GDH, then the GDH 1s not
harder than the CDH. However, 1t would be incorrect to state
that complexity of solving the GDH 1s sigmificantly lower

than complexity of solving the CDH, since this fact has not

been proven [29]. Groups in which the CDH 1is hard, while
the DDH 1s easily solvable will be referred to as GDH
groups.

Definition 4.7. The bilinear 1D
lem for [a]G,, [P]IG,, [

)E:Ll?)‘{ (mmod m)

The demgnatlon BDHg ([
)“"3"’(’”” ") s 111troduced

It 1s obvious that complexity of solving the BDH 1s not

harder than the CDH in G, i.e. for a given P=CDHg; ([a]

G,,[B]lG,), e, (P] Y]G Y=e, (G,, G,)*PY (med ™) can be easﬂy
calculated (the same 1s true for P=CDH,; ([ G,)and
P=CDHg ([P1Gy, [v]G,)). The BDH also depends On com-

plexity of solving the CDH in & ;. For instance, in order to
calculate e (Gl, |a]G,,)=¢” and e ([B]1G,, [Y]G,,)=

Pyimod m) it is necessary to find a solution for CDH A2,
ot (mod my_ofv(mod m_g (G (5, )PV(mod m) which is
simultaneously a solution for the BDH. Therefore, complex-
ity of solving the BDH depends on complexity of solving the

hie-Hellman (BDH) prob-
G, 1s to calculate e, (G,

, 1PIG, [¥]1G))=e, (G,

CDH in both G, and G 5. Equivalence of complexity of
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solving the BDH and the CDH in G| and G ; has not been
proven. A method for solving the BDH in G, without

preliminarily solving the CDH in G ; is not known.
There 1s a direct connection between pairing and the
GDH. As follows from non-degeneracy of pairing and

cyclicity of G,, e (G,, G,) generates (.. Therefore,

pairing allows to solve DDHs ([a]Gy, [B]Gy, [Y]Gy) 1n G,
(to make a decision regarding CDH; ([a]G, [B]G,) Z[y]
G,). Due to bilinearity, we have the following;

&[G, [BIG)=e (G, [B]IG1)7=e, (G, [aB]G)=
&G, [Y]IGy),

if and only 11 afp)=y. Thus, for symmetrical pairing, the

DDH in G| is an easily solvable problem. Since it is
assumed that the CDH 1s equivalent in computational hard-

ness to the ECDLP, G, belongs to GDH groups.

As an example, let us consider the implementation of a
DS based on a GDH group [32]. It should be noted that a
similar DS scheme was first proposed for a group with a hard
computational solution of the DDH [33]. The one who
generates a DS will be referred to hereinafter as “authent-
cator”.

Let G|, G, e () and a hash function H: {0 ,1}*

G, are given [32].

An authenticator selects a private key s €, (0, m-1] and
then computes a public key P=[s|G,. It 1s assumed that a
message M &{0, 1}* should be signed. Then the authenti-
cator performs the following actions:

1. Computes Q=H(M)=[x]G

2. Computes a signature S=[s]Q=[sx (mod m)]G;,.

A verifier has a message M' and performs the following
actions to verily a signature S':

1. Computes Q'=H(M").

2. Verifies e, (P, Q') Le (GUS').

It Q'=0Q=[x]G1 and S=5=[sx (mod m)]G,, then, due to
bilineanity, e, (P, Q') em( S]Gl,,[x 1G,)=e, (G,,[sx (mod
m)|G,)=e, (G,, G,)™ (med m=gs* (mod m) By construction,

gx (med m) = (G .. If Q'»Q and/or S'=S, then e, (P.Q")=e,
(G,,S").

Tampering of the signature 1s possible 1f an ntruder 1s
able to solve CDHg (PQ)=CDHg ([s]G,, [X]G,)=[sx (mod
m)|G,=S. Theretore, the CDH should be not less hard than
the ECDLP. On the other hand, verification of the signature
1s 1n solving the DDH, therefore, the latter one should be
casily computable. The signature 1s considered to be con-
firmed 1f DDH; (P, Q', S')=1, and 1t 1s rejected 1 DDH; (P,
Q', SH=0.

Note 1. It follows from the aforesaid that the usage of
pairing for constructive purposes makes sense only 1n those
cases when the usage of a GDH group 1s essential for
implementing necessary properties of a cryptographic trans-
formation.

>. ONE

-WAY ACCUMULATORS ON E/ [ »

:< G1 > ] G3:<g> ] em(';), a pOiIlt
P, and a set of points {S,, ..., S}, S, P& are given.
It 1s assumed that S=[x.]G, X P=[9]G,, X,, ¢, (0, m—-1]
due to bilinearity:

Based on patring. Let G,

m([ ] [w]Gl) —
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-continued

F
= | [ em(Gr, Gy (o) = gd iz yxi (modm) =

The accumulated value ¢G4 1s mvariant regarding the
random permutation X, and is therefore mvariant regarding,
the similar permutation S..

It 1s assumed that

]
%

| +

I\
&
~
[

—1
E}'ﬂ(Glg G]. )—i;f’;‘u,’j (mﬂdm)é —_ g@"(Ele Ay +En J_|_1-Ij) (mﬂdm:l

Then, by construction, §=e, (G,, G,)® ("7 ”")gj.

If'the parameters p, m, E/ I »» Khave been selected 1n such
a way that complexity of solving the DLP 1n G, 1s not lower

than complexity of solving the ECDLP in G, and ¢ is
unknown, then g 1s a one-way accumulator, since, 1n order
to find ¢, 1t 1s required to solve the DLP under condition of

o

Based on scalar product. Let G, ={G,), Q=[T']G, is
given, where I1=II_," x. (mod m) and Fj:xj‘lr (mod
m):Hlej_lXinzﬁlﬂxf (mod m).

Then, by construction, Q=[x 1" (mod m)]G =[1']G,. It 1s

obvious that the point Q 1s imfanant regardmg the random

permutation X..

If v €R (0,m-1] 1s unknown, then scalar product Q'=[v]
Q=[vl' (mod m)]G, 1s a one-way accumulator, since, 1n
order to obtain b, 1t 1s required to solve the ECDLP under
condition of Q'. If the compact point representation 1s used
(see Section 3), then storage of the curve point requires k
times less bits of memory, as compared to the pairing.

Note 2. As follows from the disclosure given in [32], at
the 160-bit level of cryptographic security, scalar product for
a point of the curve 1s at least 16 times more eflicient than

pairing. The time taken by verification of a signature for the
ECDSA and Boneh-Lynn-Shacham (BLS) algorithms was

compared (3.17 ms vs 81.0 ms with PIII 1 GHz). The
signature verification using the ECDSA algorithm 1s com-
prised of a sum of two scalar products, as well as of three
multiplications and multiplicative inversion in & *, while
the signature verification according to the BLS algorithm
comprises computing two pairings.

6. ZERO-KNOWLEDGE

PROOF

A certain 7, a secret associated therewith, and a set X are
given. There are two participants:

it (Prover) is someone who attempts to convince an
opposite party that he/she owns z € X, and provides some
witness to this end.

§ (Verifier) is someone who accepts/rejects the provided
witness.

The prover has some information which i1s stored 1n
secret. Verification 1s performed by using public data. Both
the prover and the verifier will be referred to as honest i they
observe the order of selection of variables, as defined by the
protocol, follow the specified rules of computations, and
carry out targeted transmission ol messages. Nevertheless,
the possibility of deception by the prover 1s admitted, for
example, he/she may attempt to convince the verifier that
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he/she owns z, while he/she does not actually know the
associated secret. On the other hand, the verifier, or any
other intruder, acting as the prover may use a transcription
(data transmitted 1n 1nteraction according to the protocol) of
a particular implementation or a combination of different
implementations of the protocol to prove the fact of owning
z. It 1s also assumed that the intruder intends to disclose z
and/or the associated secret.

Zero-Knowledge Proof (ZKP) 1s an interactive protocol
for two participants that has the following properties [34],
[35]:

Completeness. If the prover knows the associated secret,
then he/she can prove the fact of owning z, and this proof
will be accepted with overwhelming likelihood (rejected
with negligibly small likelihood).

Soundness. If the prover does not know the associated
secret, then the fact of owning z can be proven by him/her
with negligibly small likelithood (the proot will be rejected
with overwhelming likelihood).

Zero-Knowledge. The verifier (or the intruder) does not
retrieve any information about z and/or associated secret
alter analyzing stored transcripts of various implementations
of the protocol, while available information can be obtained
by means of a certain polynomial-complexity algorithm, not
involving interactive interaction when doing this.

The prover selects some random secret variable with a
discrete uniform distribution (commitment) and computes a
randomized public witness based on this vanable. It 1s done
to guarantee uniqueness of data of a current session. In
addition, the witness 1s used to verily a response to the
challenge which 1s made during the session and formulated
by the venfier in the form of a random variable with a
discrete uniform distribution. The prover provides his/her
response to the challenge made, and sends the response to
the opposite party which verifies it. It 1s crucial that all the
three above-mentioned components (witness, challenge, and
response) are used in the verification. The protocol 1s
configured 1n such a way that only the one who knows the
associated secret 1s indeed able to respond to the challenge;
moreover, the received response does not disclose any
information (even partially) about this secret and z. During
the session, the only bit of information 1s disclosed whose
value indicates one of two possible outcomes: whether the
prover owns z € X or not. In order to minimize the
probability of fraud by the prover, the protocol may be
repeated several times.

Generally, the protocol 1s comprised of three messages,
and exchange thereby i1s shown i FIG. 1.

Identification protocols. There are many different 1denti-
fication protocols. The most known are [36], [37], [38], [39].
[41], [42]. The protocols solve the same task but in different
ways: by means of interactive interaction, the prover tries to
convince the verifier that he/she knows a secret which 1s not
disclosed during this interaction. For some protocols, e.g.
[36], the property of ZKP 1s rigorously proven, for others,
e.g. [39], such proof does not exist. For a number of
protocols, e.g. [42], the WI (Witness-Indistinguishability)
and WH (Witness Hiding) properties are proven. The WI
property means that the verifier 1s unable to 1dentity which
witness 1s used during a current session, even if he/she has
access to all such witnesses used 1n previous sessions (for
example, stores the witness of each individual session 1n
long-term memory). The WH property means that the veri-
fier 1s unable to compute himseli/hersell a new witness
which 1s relevant in the context of the protocol being
implemented, but 1s different from the one previously sub-
mitted by the prover during any session. Since the WI and
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WH properties are related, the W1 property 1s usually proven
first, and then, based on this fact, the proof of the WH
property 1s built.

In [43] 1t 1s shown that WH 1s a useful practical property
and can be considered as an alternative to ZKP. It 1s known
[43] that the ZKP property i1s not ensured i an intruder has
access to transcripts of diflerent sessions of the same ZKP
protocol, which are carried out simultaneously (1n parallel),
and 1s able to actively intervene and influence the course of
execution thereof. However, 1t 1s proven [43] that the WH
property 1s preserved 1n this case. As compared to ZKP, WH
ensures that the verifier does not retrieve any meaningiul
information which could help him/her act as the prover.
Protocols with WH are usually more ethicient than ZKP

protocols, since they do not require multiple repetition to
minimize the likelihood of fraud.

Identification protocols belong to a more common class of
2-protocols that were first introduced 1n [44]. The prover and
the venfier are simulated using a probabilistic interactive
Turing machine, and a 2-protocol itself 1s an interactive
prool scheme 1n the style of the Arthur-Merlin game [48] in
which the verifier always chooses a random variable with a
discrete uniform distribution.

The following section describes the 1dentification proto-
col that solves a different task—in particular, 1t enables to
prove the fact of owning a secret that 1s indicative of
membership 1 some local community. Furthermore, 1t the
community consists of the only one participant, the protocol
solves the same task as the known 1dentification protocols.
It should be noticed that an ideologically close task 1is
described 1n [43], but the method according to the present
invention differs from previously published ones.

7. VERIFICATION OF MEMBERSHIP IN A
LOCAL COMMUNITY

Let €2* 15 a set of all sequences of letters of an arbitrary
length 1n a finite alphabet €2 (set of letters). A A-bit crypto-
graphic hash function h(-) 1s given such that h:

{0, 1}* — {0, 1}*, and a secret B €, (0, m-1], 2™~ '<m<2"*.
There are n<m participants. Each participant has a unique

registration identifier a, € 2¥. Let us provide identifiers as
a set X={X,,...,x } such that x =h(a|[’($)), where a, EQ*,

x, €F ,* and

H(B) = hh( ... hh(B) ... N i=1,n.

I times

The described method of generating X ensures that all x, are
different, and even 1t a,/=a, then x;#X; at 1=, 1=1, j=n.

T'he author assumes that there 1s a trusted party T respon-
sible for selection of parameters, preliminary computations,

and data distribution. B, n, p, m, &, G4, e (v,7) are given.
Then T performs the following actions:

1. Based on a, B and with the help of h(+), generates and
publishes the set X={x,, ..., x }, i=1,n (explanations
regarding X are given 1n Section 8).

2. Computes I'=I1_,"x, (mod m).

3. Secretly provides an i-th participant with {x,, P =[P
(mod m)]G, }, where I'=x,~'T" (mod m), i=1,n.

4. Secretly computes and then publishes a public group
key 8=e ([fI'(mod m)]G,, G,)=gPt? ™ Tt is
assumed that authenticity and integrity of g are ensured
by a DS. If Sign (-,-) and VeritY(-,-,-) are functions for
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generating and verifying the DS, then a certificate
1D, g3} is issued, where < —Sign( 5 (g||D ,),

o), #7 () 1s a cryptographic hash function, © is a
secret key of the trusted party T, D .. is information
about T. Belore using g, 1t 1s necessary to verily validity

of & by using ‘B-sVerify(J7 (gD ), &, P)
where P 1s a paired public key of the trusted party T,

(‘:‘m

while the value of the variable *B is True when < is
valid, and False otherwise.
If T 1s not a certification authority within the current

public key infrastructure, then a respective certificate 1s

issued for ‘P .

5. Stores {3 1 secret.

Explanation 1. Let us explain the purpose of the long-term
secret f which 1s known only to T and used to compute x,,
P, and g. g. B, construction, T secretly provides the 1-th
part1c1pant with {x, P=[PT, (mod m)]G,} and publishes §.
It 1s emphasized at thJS point that nobody except T knows f3,
and 1t 1s necessary to solve the DLP under the condition of
¢ or the ECDLP under the condition of P, in order to disclose
it. It should be noted that i1f the personal secret P, is
disclosed, for example as a result of a leak, then 1t can be
used to prove the fact of owning not only x,, but also an
arbltrary x, tor all j=1, 1=1, j=n. Indeed, P, [ U Ik P~
[X, BT (mod m)]|G;, [BF (mod m)]G,. The followmg state-
ments are true:

1. Since X 1s publicly available, anyone can attempt to
prove their membership 1n the community with the help
of x,, but only the one who knows the personal secret
P, can actually do 1t.

2. Anyone can compute I' and/or T, but, in order to
compute P,, it 1s necessary to known the secret 3 which
1s known only to T.

3. Since the 1-th participant does not know [3, then he/she
cannot compute the personal secret P, himseli/herself.

4. As follows from public availability of the set X, the 1-th
participant can prove the fact of owning not only x, but
also an arbitrary x; for all j=1, 1=1, j=n (explanations are
given 1n Section 8).

5. The part1c1pant with the number can verily soundness

of 8, since g=e, (P,[x,]G,)=e, (GG, )" "o m=
gﬁf (mod m)

6. T can verity that a, €% 1s a prototype of x,, since

x,~h(a,[|h’(B)).
The prover mitially knows z and the associated secret
P=[pI' (mod m)|G, where 1=I1 X, (mod m), X=Xz,

provided z € X, while the verifier knows {2 . §¥ } and X.
Protocol 7.1 Confirmation/disproot of the fact of owning

z ¢ X
1. Protocol messages. The following messages are trans-
mitted:
1% —f: P1=[v]P=[vfI (mod m)]G,
2% «—F: P2-[9]G,

3% —f: g, =e ([v+z(mod m)]P, PZ)qu"‘)’("’hD (mod m)
2. Actions of the parties. The prover #

the verifier ¥ that he/she owns z € X. To this end,
(a) The prover selects v &, (0, m-1] (commitment) and
verifies fulfillment of the condition ([v]=o) ([v+z (mod
m)|P=00). If the condition 1s fulfilled, the prover com-
putes the pomnt P1 (witness); otherwise, the prover
selects a new v.
(b) The verifier selects ¢, (0, m-1

point P2 (challenge).

tries to prove to

| and computes the
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(¢) The prover verifies that P2=c0 and then computes g,
(response).

(d) The verifier reads { L , &, <&} from the public storage

and verifies the signature ¥ with the help of
B —Verify( 7 (8D ), F, P ), where P is the pub-

lic key of T. If @) (B =True) (P1=®), then the verifier
verifies §%g, ? g,, where g,=¢_(P1, P2) Equality con-
firms the fact of owning z € X; otherwise, the proof 1s
rejected.

Comment 1. The usage of a GDH group 1s explained

iy

hereinafter. The proof is accepted for given g,, g,, §% if
DDH, (8", g, g,). and rejected if DDH, (8", g, 2,0
Moreover, for the verification i1t 1s required to compute

pairing, one discrete exponentiation, and product in G ..

Comment 2. It 1s assumed that a transcription of each
session 1s saved. The transcription includes P1, P2, and g;,.
Question: can an intruder use a transcription of some session
in order to fool an honest verifier during a new session?
Anyone can act as the intruder, including the verifier. The
intruder does not know v, but may or may not know ¢.
Furthermore, the intruder follows the strategy comprising:
sending P1 1n the first message; recerving, from the honest
verifier, P2'=[v]|G, such that P2'=P2 for a certain y=¢; and
then sending, in the third message, such g,' that the verifi-
cation condition with respect to v 1s met. It should be
reminded at this point that authenticity/integrity of g 1s
guaranteed by the DS.

By construction, g, depends on ¢, however, v will be used
in the venfication. If g, 1s fixed, it 1s necessary to generate
g.' 1 such a way that dependence on v 1s imparted thereby.
If such dependence is lacking, then g'g,=g,".

By construction, g*=e_(P1, P2")=g"Pl (med ™) og¥—e (P2,
G,) 1s computed. It should be noticed that the fact of
knowing ¢ does not give additional benefits, since, in order
to achieve the desired result, 1t 1s required to solve CDH,, (g,

og)=g" and then compute gl'—gzg"—g"ﬁ’(”nr) (mod m) Another
approach is possible. g=e, (P1, G,)g= gPOI+D) (mod m) is
computed. Then it is required to solve CDH,, (g, g")=g
An alternative method 1s to solve the ECDLP under the
condition of P2'. For the GDH group, all these solutions
have the same computational complexity by construction.

Explanation 2. This subsection explains the necessity of
pairing in step & of Protocol 7.1. It is assumed that the
prover, istead of g,, computes and submits P3=[v+z (mod
m)|P=[B(vI +I) (mod m)]G, to the venfier, then verification
of §%e¢ (P1, P2) 2 e (P3, P2) is performed. Since P3 does

not depend on ¢, the intruder may 1nitiate a new session and

fool the verifier by using P1 and P3 in steps @ and & ,
respectively. I pairing 1s used to compute g,, the mtruder
has to solve CDH,(g, g")=g" with known {P1, g,, g'} in
order to fool the verifier (see Comment 2).

Explanation 3. The question may arise: why 1s the chal-
lenge set as the point P27 It 1s assumed that the verifier sends
¢ 1nstead of P2, and the prover computes g,=e, ([v+z (mod
m)|P, G,)*=¢ PEOTAD) (mod m) . The verification 1s performed
according to the rule: §%e_(P1, G,)* 2 g,. Then, with known
{P1, ¢, g, }, the intruder may fool the verifier by first sending
Pl and recerving some v=¢ in reply, and then computing
g' =g P lr=gtPOI+1) (mod m) The verification will show that
the intruder owns z, since g'e_(P1, G,)"=g," although in fact
it 1s not true. IT P2 1s sent, then, in order to achieve the goal,
the mtruder must solve the ECDLP under the condition of
P2.

Explanation 4. It 1s explained herein why g 1s computed
via pawring. It 1s assumed that T stores Q=[PBI" (mod m)]G,
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rather than g in the public storage. Then the proposed
method of proving ownership by using Protocol 7.1

becomes meaningless, since anyone can compute g,=e,
(P14Q, P2)=g®**1+1) for given P1,P2.

It 1s obvious that, 1n order to disclose p, 1t 1s necessary to
solve the ECDLP under the condition of Q or P. However,
if X 1s known (see explanations in Section 8) and the task 1s
to find a secret P for some z € X, then P=[z"']Q. If §=e_ ([fT
(mod m)]G,, G,), then & '=gP' can be computed, but in this
case complexity of finding P 1s not less than complexity of
solving the DLP or the ECDLP under the condition of P or
Q.

Comment 3. It 1s shown herein that Protocol 7.1 satisfies
the properties according to Section 6.

Completeness. V(z € X) /\ (P=[BI g (mod m)]G,) /\ (v,
OE,(0, m-1), 8%g,=g, by construction. In every new ses-
sion, the honest prover and verifier use a one-time secret
randomizer v and a unique ¢, respectively.

Soundness. It 1s assumed that the prover does not know P
but, by condition, can compute P'—[f]G for some z € X and
first send the witness P1=[v]P'= [VF (mod m)]G, and then
g, =e,.([v+z (mod m)|P', P2) =g P+ (modm) Byt P'#[BF]G
and e (P1, P2)§%=¢ POT+PT) (mod "o . Since only the one
who knows the secret P can prove the fact of owning z, while
Pr (guessing [3):111'l with m~2'°°, then V(P'#P) /\ (v,
PER(0, m-1]), §%g,=g,.

Zero-Knowledge. The prover knows the secret P and
some Z, while the verfier has access to ¢ whose aut 1ent101ty
and integrity has been confirmed as a result of verilying the
DS. Then, provided the ventfier and the prover are honest,
information about z and P 1s not disclosed, since v, ¢=(0,
m—1]. Other scenarios are also possible.

Honest prover and dishonest verifier. The verifier seeks to
disclose z, P and, to this end, chooses so that distribution
thereof differs from a uniform one. For example, he/she can
use ¢=const 1n each session. But disclosure does not occur,
since P1 and g, have a uniform distribution due to v.

Honest verifier and dishonest prover. It 1s assumed that the
prover knows z, P and seeks to disclose them. Such a
scenar1o 1s of minor practical value, since the prover can
always disclose them without relying on Protocol 7.1. If the
prover does not know z, P, but seeks to disclose them, then
all the possible attempts eventually come to disclosure of the
secret .

Dishonest prover and dishonest verifier. If z, P need to be
disclosed, this scenario 1s of no sense, since the prover can
disclose z, P himself/herself, without participation of the
verifier (see the previous scenario).

3. COMMENTS REGARDING THE SET X

The reasoning of Section 7 1s based on the assumption that
the set X 1s publicly available. Since the trusted party T
secretly sends {x,, P,} to the i-th participant, then disclosure
of X contradicts common sense and has no practical reasons.
The only purpose of this assumption 1s to demonstrate
cryptographic security of Protocol 7.1 with the known X.
Section 7 shows that this assumption does not aflfect cryp-
tographic security, and if P 1s unknown, then CDH,, (-,-) or
the ECDLP must be solved 1n order to prove the fact of
owning some z. However, a side eflect exists 1n this case—
the 1-th participant 1s able to prove the fact of owning not
only x, that he/she has received from T in the registration
stage, but also any other z € X. It 1s clear that this effect
disappears i the set X 1s not published, because the 1-th
participant will not be able to compute P=P, such that

P~[PI'; (mod m)]G, with known {x,, P,} "and unknown
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X #X,. It should be recalled herein that, in order to compute
X, it is necessary to know the secret . Moreover, if {x,, P,}
are disclosed, for example as a result of a leak, then the
intruder 1s able to prove only the fact of owning x, but 1s not
able to do 1t for other x,, such that j=1, 1=i1, j=n.

Statement 8.1. leen the known secret {XH P~[T", (mod
m)]G, } and unknown X, in addition to proving the fact of
owning X, the fact of owning z=1 can also be proven. This
possibility does not contradict the basic principle: only the
one can prove membership 1n the community who owns a
respective personal secret which has not been disclosed in
the course of the proving.

P'=[x.]P=[BI" (mod m)]|G, 1s computed. Then Pl=[zv
(mod m)|P'=[zvf3]" (mod m)]G, and g,=e_([v+z (mod m)]|P",
p2)=g®PL (v+a)(mod m) Qe §Pg =gPPT (1+2v) (mod m) then for
all 1<z=(m-1).

Comment 4. It makes sense to consider z=1 as a selected
clement of the set X with a special property which 1s that the
i-th participant who knows the secret {x,, P,} can prove the
fact of owning this element along with x..

It 1s assumed that the local community changes over time:
some members are excluded from 1t, and others, on the
contrary, are included. Such dynamics leads to change of the
set X. The description of how this affects Protocol 7.1 1s
given hereimnbelow.

Exclusion of existing members. Let there 1s a set X and an

¥ -the member 1s excluded, x;&X. In such a case, T
computes and then publishes a public group key g=e_([p1”

(mod m)]G,, G,), where I"'=x¢ ~'T" (mod m). As a result,

X'=X\x# and [X'l=n-1. According to the procedure, each

member must be given his/her personal secret pair Ix,,
P=[BT’; (mod m)]G, }, where I'=x,” T" (mod m), x, €X', i=

1,(n-1). It should be obvious that the ¢ -th member does not
receive an updated personal secret pair, but he/she still has

=[ T, (mod m)]G,}. It should be

noted that, by construction, T,=x,'T (mod m)=I". Then it
follows from Statement 8.1 that the excluded ¢ -th member
1s able to exhibit membership 1n the community by proving
the fact of owning z=1.

a secret pair { Xy, Py

If more than one member is excluded, e.g. {4 -th and

{a -th, £y = #2,thenT"=x, %, T (modm). If the possibility of
conspiracy between the excluded members 1s assumed, then

it would be reasonable to suppose that the | -th member
knows *7>, while the ¢> -th member knows X¢, . Initially,
the £ -th member has a secret pair { X¢; , P¢, =[ T, (mod

)]G, }, where Ty, =x'T (mod m). Therefore, I"'=x;'Ty, (mod

m),, and the £;-th member can prove membership in the
community by proving the fact of owning z=1. Similar

arguments are true for the £; -th member. Therefore, there is
a common problem when excluding both an individual
member and a non-empty subset of members. The combi-
nation of exclusion operations will be referred to heremaftter
as the exclusion cycle.

An obvious solution can be used. The trusted party T
chooses such a long-term secret 3'©,(0, m—1] that [3'=3, and
publishes g= gﬁ’r(m“d ") All the members except tor
excluded ones receive a personal secret pair {x P, [BT
(mod m)]G,}. As a result, an excluded member wﬂl be
unable to prove membership 1 the community, since
50g_—o®T'(B+Bzv) (mod m) and if o —g®BT'0+2) (mod m) o

g% =g for all O<z=(m-1).



US 11,849,030 B2

21

Despite the replacement of {3, elements of the set X' are
not computed again. Therefore, [ must be saved 1n order to

verily that a certain i1denfifier a, € €2* 1s a prototype of
x,~h(a|[h’(f)), 1 € [1, n—1]. In Explanation 1 it is noted that,
in order to disclose 3 which 1s known only to T, the problem
ol exponential/subexponential complexity 1s to be solved.
Then the level of cryptographic security does not decrease 1f
we assume that 3'=h(fp), where h(-) 1s the cryptographic hash
function. Generally, $,=h’(), where t is a sequence number
of the exclusion cycle. For example, 3,'=h{(p). p,'=h(h(}3)),
B:'h(h(h(f3))) and so on. It 1s further ensured thereby that
B=P,'=p,'=Ps'= . . . . It should be noticed that in the t-th
exclusion cycle 1t 1s necessary to access h(-) t times to
compute 3/, P and p,_,", t>1 should be saved 1n memory
alter successiul completion of the (t—1)-th cycle so that the
amount ol computations 1s reduced. Then in the next t-th
cycle p,/=h(p,_,"), and, after updating the group key and the
personal secrets, ' 1s saved 1n memory instead of p, ;'. As
a result, we have a single access to h(-), and 2|lg m| bits of
long-term memory should be reserved for data storage.

Inclusion of new members. Let there 1s a set X and such
a (n+1)-th member is included) that x,_,=h(a,_,|[h"*"(B)).
Then X'=XUx__,, IX'I=n+1, I'=x__ ,I' (mod m). The trusted
party T publishes g=gP' " " and transmits an updated
personal secret pair {x,, P,=[pl; (mod m)]G,} to each
member, where I',=x,”'T" (mod m), x, €X', i=L,(n+]). It
should be noted that I, ,=x,_,~'T" (mod m)=I". As a con-
sequence, an 1-th member, 1=1=n, besides the updated secret
pair, also has the “previous” personal secret pair {X,, P'=[pT,
(mod m)]G, }, where I'~=x,"'T (mod m). Let P'=[x,|P/=[p
(mod m)]G,. Then P1=[zv (mod m)]|P'=[zvpl (mod m)]G,
and g,=gPPt+2)  (med m)  however, since §%g,=
gPPA vy (modm) “then §%g =0 for all O0<z=(m-1). It means
that the 1-th member cannot use the “previous™ personal
secret pair to prove the fact of owning z=1 or x..

The presented arguments are fair for inclusion of n>1
members, when X'=XU,_, "X | XI=n+1 and I'=II_,"
X, 1 (mod m)

Thus, inclusion/exclusion causes updating the group pub-
lic key, as well as members” personal secrets. The diflerence
1s that 1n the t-th exclusion cycle, when computing personal
secrets and the group key, the previously used long-term
secret 3 should be denied and 3,/=h’(f) should be used
instead, while the inclusion process does not require such
action.

BT

9. ILLUSTRATIVE EMBODIMENTS

9.1. Illustrative Computing Environment

With reference to FIG. 2, the exemplary embodiment of a
computing system 200 in which the present mvention 1is
implemented 1s described below.

The computing system 200 comprises at least one com-
puting device 201 of the trusted party and a plurality of user
computing devices 202-1, 202-2, 202-3, . . ., 202-N which
may be commonly referred to heremafter as 202. Such
broadly known devices as personal computer (PC), laptop,
tablet, smartphone, etc. can be used as the computing
devices 201, 202. The computing system 200 typically
includes other components as well (various storages/data-
bases, etc.). Components of the computing system 200 are
interconnected via at least one communication network
and/or environment which 1s commonly denoted as 203 1n
FIG. 2. Broadly known wired and/or wireless communica-
tion networks (including publicly available ones), through
which the components of the computing system 200 interact
with each other and with other devices/networks using
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appropriate broadly known network and communication
technologies, can be used as the communication network(s)
employed herein. In particular, implementations of the com-
puting system 200 are possible where devices, such as 201,
202, can mteract directly with each other using such tech-
nologies as NFC.

The computing devices, such as 201, 202, used to 1mple-
ment the proposed technology, include well-known hard-
ware, such as processors, memory units, nput/output
devices, mass storage devices, communication means (for
example, communication interfaces), etc., and basic sofit-
ware, such as operating systems, protocol stacks, drivers,
etc., which may be commercially available or custom.
Furthermore, the approach described herein 1s preferably
implemented by designing special software using known
programming technologies and environments and by
deploying and running 1t on the respective components of
the proposed computing system 200.

9.2. Exemplary Methods in Accordance with the Present
Invention

The exemplary embodiment of the method of anony-
mously identifying a user as a member of a group of users
in accordance with the present invention 1s described below
with reference to FIGS. 3, 4. It 1s assumed that the embodi-
ment of the method according to the present mvention
described heremnbelow 1s implemented 1n the computing
system 200.

The anonymous 1dentification method includes a prelimi-
nary stage 300 described below with reference to FIG. 3, and
an 1dentification session 400 described below with reference
to FIG. 4.

The preliminary stage 300 1s implemented in the com-
puting device 201 of the trusted party T with respect to the
group ol n users.

In step 310, each j-th user, 1=<J=n, 1s registered by
assigning to him/her a registration identifier a, which corre-
sponds to the j-th user. In according with the aforesaid, a,, in
general, represents a sequence of symbols and, 1n particular,
may 1nclude name, registration number, personal insurance
policy number, and/or other known character identifier(s) of
the 1-th user.

In step 320, for each 1-th user, 1=i1=n, a unique private
identifier x, 1s computed based on a,. According to the
preferred embodiment, x, is computed as x,=h(a,|[l’(B)),
where, as noted above, h(-) 1s the A-bit cryptographic hash
function, h'(-) denotes i-fold iterative hashing, |- denotes
concatenation. Accordingly, each of the computed private
identifiers has the same number of digits A. Any suitable
known hash function with the required number of digits, for
example, the one generated by the algorithm from FIPS PUB
180-4, may serve as h(-). The recommendations according to
[1] define that 60=<A>512, then implementation of h(x) first
requires to apply y=SHA.,,(x), and then to use values A of
less significant digits of y as the output of the function h(x).
Here, SHA,,(-) 1s a standard cryptographic hash function
from FIPS PUB 180-4.

As discussed previously, the obtained set X={x,,...,X },
i=1,n can be published by the trusted party T by using any
of the known digital publication methods.

It should be noticed at this point that this preferred
embodiment of computing unique private identifiers 1s not
the only possible one, and other known techniques may be
used to compute private identifiers of users, without the
possibility of reconstructing any personal information of a
user from a corresponding private identifier. Moreover, not
only registration character identifiers of users can be used as
a basis to compute their private identifiers: for instance, a
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vector of values of digitized bio-identification information
(e.g. facial features) of a user may be used to this end.

In step 330, for each i-th user, 1=1=n, his/her personal
secret is computed as P,=[BI’; (mod m)]G,, where, in accor-
dance with the aforesaid, I'=x,~'T" (mod m), I'=II_,”x. (mod
m), 3 1s the secret available only to the trusted party, G, 1s

the generator of the subgroup €. of the prime order m of the

additive group of points E(il' )) on the elliptic curve E/I'

over the finite field I’ ), p>3 is an odd prime, [-] denotes
scalar product.

In step 340, the computing device 201 of the trusted party
transmits, to the computing device 202 of each 1-th user,
l=1=n, a pair including his/her private identifier x, and
personal secret P, computed 1s steps 320 and 330, respec-
tively.

In step 350, the public group key for the group 1s
computed as g=¢, ([pI" (mod m)]G,, G,). As noted belore,

e (+,’) 1s symmetric pairing which represents mapping & | x
;, V> ,, where &, is the subgroup of the prime order m

of the multiplicative group of the extended finite field & *
with the generator g with the embedding degree k>1. More-

over, P, m, &, G, e (-,) are preferably preset in the
computing device 201 of the trusted party and are publicly
available; the secret {3 1s preset in the computing device 201
of the trusted party so that BE (0, m-1], 2~ *<m<2” where
n<m.

The computed group key g can be placed into some public
data storage. This public data storage may have a known
implementation and may either be part of the computing
system 200 or be external with respect thereto (such as a

cloud storage).
According to the preferred embodiment, step 350 includes

substep 351, wherein a certificate { D , §, ¥ } of the public
group key g is issued, where D . is information regarding,

the trusted party T, < is a DS of this certificate. The DS of
the public group key is computed as § <Sign (57 (|| D ),
), where, in accordance with the aforesaid, Sign (-,-) is the
function for generating the DS, & is the secret key of the

trusted party T, #¢ (+) is the cryptographic hash function.
The information D .regarding the trusted party may include
some unique 1dentifiers, references to resources, etc., and, 1n
general, corresponds to information which 1s typically
included 1n a public key certificate to unambiguously 1den-
tify its owner (see e.g. the X.509 standard). It should be
noted here that any known hash function with the required
number of digits can be employed as the cryptographic hash

function ¢ (-) used to generate the DS, but in general it
should not be 1dentical to the cryptographic hash function
h(-) used to compute the unique private user identifiers (see

step 320). More particularly, the hash function € (-) is
defined by the method of generating/verifying the DS. For

example, a hash function with a suitable number of digits
from FIPS 202 (SHA-3, Keccak) can be used.

Then, in substep 352, the issued certificate { D ,, g,
deposited 1n the public data storage.

As discussed above, if at least one new user 1s added to
the considered group, then, 1n accordance with the method
according to the present invention, steps 310, 320 of the
preliminary stage 300 are additionally performed with
respect to this at least one new user, and steps 330-350 of the
preliminary stage 300 are repeated with respect to the entire
extended user group whereto the at least one new user has
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been added. With each exclusion of at least one user from the
considered group of users, when performing the preliminary
stage 300 1n the computing device 201 of the trusted party,
a new secret ' 1s selected such that ' 1s not equal to the
previously used secret, thereafter steps 330-350 of the
preliminary stage are repeated with respect to the entire
reduced user group wherefrom this at least one user has been
excluded. As noted before, it may be assumed 1n general that
B,=h’(B), where t is a sequence number of the exclusion

cycle: for example, ,=h(p), p,=hh(f)), B;=h(h(h(p)))

and so on. It 1s ensured thereby that 3=,"=3,'=3,'=. . . .

The discussion of the preliminary stage 300 1s now
finished, and transition 1s made to the discussion of the
identification session 400 with reference to FIG. 4.

In step 401 of the identification session 400, a random
number v &, (0, m—1] 1s selected 1n a computing device of
a user U to be identified (for example, the computing device
202-1), said random number being ephemeral for each

identification session.

The method 400 preferably includes step 402 of perform-
ing, 1 the computing device 202-1, verification of whether
the following condition ([v]P=%) /\ ([v+z (mod m)]P=) is
met with respect to the selected v, and 11 this condition 1s not
met, a new v 1s chosen.

In step 403, a witness 1s computed as P1[v]P in the
computing device 202-1, where P 1s a personal secret of the
user to be identified.

In step 404, a first message containing the computed
witness P1 1s sent from the computing device 202-1 to a
computing device of a verilying party (for example, the
computing device 202-N).

Then, 1n the computing device 202-N: 1n step 405, a secret
random number ¢=,(0, m-1] which 1s ephemeral for each
identification session 1s selected; and, 1n step 406, a query 1s
computed as P2=[¢]G,.

In step 407, a second message containing the computed
query P2 is sent from the computing device 202-N to the
computing device 202-1.

The method 400 preferably includes step 408 of perform-
ing, 1 the computing device 202-1, verification of whether
the following i1s true with respect to the query that was
received from the computing device 202-N: P2=00; wherein
1 P2=cc, the identification session 400 1s terminated.

In step 409, a response 1s computed as g,=e_([v+z (mod
m)|P, P2) 1in the computing device 202-1, where z 1s a private
identifier of the user U, and, in step 410, a third message
containing the computed response g, 1s sent from the com-
puting device 202-1 to the computing device 202-N.

The method 400 includes step 411 which 1s performed 1n
the computing device 202-N and comprises obtaining the
public group key. According to the specific implementation

of step 411, the certificate { 1? ,, g, ¥ } of the public group
key 1s read from the public data storage, and verification of
the DS of this certificate 1s carried out. Moreover, the DS of

the public group key certificate is verified with ‘b <Verify

(A (gll( 1), ¥, P), where, according to the aforesaid,
Verity(-, -, -) 1s the function of verifying the DS, the value of

B is True when the DS is valid or False otherwise, ¥ is the
public key of the trusted party T, said public key being

paired to © .
It should be noticed at this point that the above mentioned
functions Sign (-,-) and Verity(-,-,-) generally correspond to

L™

the algorithm for generating and verifying the DS -5,
respectively.
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In step 412 performed in the computing device 202-N, 1

(!5 =True) /\ (P1=x) then the response g, received from the
computing device 202-1 i1s checked for equality to the
verification factor computed as §%g,, where g,=e_(P1, P2).
The user U 1s 1dentified as a member of the group of the
identification session 400 only 11 the response g, 1s equal to
the computed verification factor.

10. MEMORY AMOUNT, TRANSMISSION
OVERHEAD, COMPUTATIONAL COMPLEXITY

1. Practical requirements for cryptographic security are

such that [lg m]=z160(see recommendations of the

European Union Agency for Network and Information
Security).

2. For the purpose of eflicient implementation of arith-
metic, [lg m|<[lg p|=256.

3. If IXI=n and [lg m|=A, then [Ig p|<nA with n=2.

4. The selected P and m are fixed, do not depend on n, and
are 1nterpreted as long-term parameters which are
replaced only as a result of adjusting the requirements
for cryptographic security.

10.1. Memory Amount

kllg p| bits are required to store g in a long-term public

storage. Each member will need [lg p|+1 bits in a local
long-term storage to store P, in the case of the compact curve
point representation (see Section 5) and |lg m]| bits to store
X,
Since memory consumption does not depend on n, then
the asymptotic estimate of the amount of long-term public
storage 1s O(1).
10.2. Transmission Overhead
[f the compact curve point representation is used, then [Ig
p| (k+2)+2 bits in total are required to deliver P1, P2, and g, .

The transmission overhead can be reduced 1f c=h(g;,) 1s used

instead of g,, where h:{0,1}* > 10,1}/# "l is a crypto-
graphic hash function (obviously, this increases crypto-
graphic security, since the possibility of any transformations
of g, 1s eliminated). Then verification 1s performed accord-

ing to the rule: h(g%g,)< ¢. In total 2([lg p|+1)+[lg m] bits
will be transmuitted.

If the compact curve point representation 1s not used,
then, in total, 4|1g p |+|lg m| are transmitted and, in the case
of g,, [lg p|(k+4) bits are transmitted.

10.3. Computational Complexity

The prover computes the sum modulo ni1, two scalar
products, and one pairing. The verifier computes scalar
product, pairing, discrete exponentiation, and product in

G ,. If ¢ is sent instead of g,, then both the prover and the
verifier additionally compute the value of the hash function
h(-). I the compact curve point representation 1s used, then

the square root in ¥ , is to be computed using the Tonelli-
Shanks algorithm of asymptotic complexity O(lg’p). The
verifier does 1t for P1, while the prover does 1t for P2. The
actions to be performed are summarized 1n Table 1.

TABLE 1

Computational complexity

E_* G, G, em¢(,* 7% Tonelli-Shanks
Prover 1 — 2 1 1 O(lg”p)
Verifier — 2 1 1 1 O(lg’p)

Since computational complexity does not depend on n, then 1ts asymptotic estimate 15 O(1).
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11. CONCLUSION

One-way quasi-commutative functions over elliptic
curves are applied to build one-way accumulators which are
used in the witness hiding protocol 1 order to verily
membership 1n a local community of registered members.
Since complexity of the verification and the amount of
publicly available memory to store public information do
not depend on the number of participants, then the asymp-
totic estimate of complexity of the verification and reserved
memory amount 1s O(1). Examples of software implemen-
tation of various types of pairing can be found 1n the PBC
Library at the Stanford University website.

It should be appreciated that the described embodiments
are just preferable but not the only possible examples of the
present invention. On the contrary, the scope of the invention
1s defined by the following claims and their equivalents.
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The mmvention claimed 1s:

1. A method of anonymously identifying a user as a
member of a group of users, the method being performed 1n
a computing system comprising at least one computing
device of a trusted party and a plurality of computing
devices of users, wherein the method comprises:

(1) a preliminary stage (300) including steps performed in
the computing device of the trusted party, the steps
comprising:

(1a): for each j-th user from n users of the group, 1=j=n,
computing (320) a unique private identifier x; for the
j-th user, wherein x; does not enable to restore there-
from any personal information of the j-th user, and
wherein each of the computed private identifiers has the
same number of digits A;

(1b): for each 1-th user from n users of the group,
l<i=n ,

computmg (330) a personal secret for the 1-th user as

=[Bl, (mod m)]|G,, where I, __~'T(mod m),
F:HH”XI. (mod m), § 1s a common secret available
only to the trusted party, GG, 1s a generator of a subgroup
G' of a prime order m of an additive group of points

E( F,) on an elliptic curve E/ IF, over a finite field
p<<3 1s an odd prime, [-] denotes scalar product; and

sending (340), to a computing device of the 1-th user, the
private identifier x; of the 1-th user and the personal
secret P, of the 1-th user; and

(1c): computing (350) a public group key for the group as
o=¢_(pl'(mod m)]G,, G,) where e_(-,-) 1s symmetric
pairing which represents mapping G, x G, — G,
wherein G, 1s a subgroup of the prime order m 1n of a
multiplicative group ot an extended finite field F #*
with a generator g with an embedding degree k<1,

wheremn P, m, G, G;, ¢, (-,’) are preset 1n the computing
device of the trusted party and are publicly known, p 1s
preset 1n the computing device of the trusted party,
wherein fE, (0, m-1], 2*"<m<2”, where n<m; and

(2) an 1dentification session (400) including steps com-
prising:

(2a): 1n a computing device ol a user to be identified,
computing (403) a witness as P1=[v]P, where P 15 a
personal secret of the user to be i1dentified, v 1s a first
random number selected (401) 1n the computing device
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of the user to be identified, the first random number
being usable only once for each identification session,
v ©,(0, m—1], and sending (404), from the computing
device of the user to be identified to the computing
device of a verifying party, a {irst message containing
the computed witness;

(Zb): 1n the computing device of the verilying party,
computing (406) a query as P2=[¢]G,, where ¢ 15 a
second random number selected (405) 1n the computing
device of the ventying party, the second random num-
ber being usable only once for each identification
session, ¢=,(0, m-1], and sending (407), from the
computing device of the verifying party to the com-
puting device of the user to be identified, a second
message containing the computed query;

(2¢): 1n the computing device of the user to be 1dentified,
computing (409) a response as g,=e_([v+z (mod m)]|P,
P2), where z 1s a private i1dentifier of the user to be
identified, and sending (410), from the computing
device of the user to be identified to the computing
device of the veritying party, a third message contain-
ing the computed response,

(2d): 1n the computing device of the verilying party,
veritying (412) the response g, for equality to a veri-
fication factor computed as §%g,, where g,=¢, (P1, P2),
and 1dentifying the user to be identified as a member of
the group only 11 the response 1s equal to the computed
verification factor.

2. The method according to claim 1, wherein

step (1a) of the preliminary stage (300) further comprises,
prior to the computing (320): for each j-th user from n
users of the group, 1=j=n , assigning (310) to the -th
user a registration 1dentifier a;, where a; 1s a sequence of
symbols; and

the unique private identifier x; for the j-th user 1s com-
puted (320) based on a;, without possibility to restore a,
from x..

3. The method according to claim 2, wherein the private
identifier x, for the 1-th user, 1=i<n , 1s computed as x.=h
(allk’(B)) where h(-) is a A-bit first cryptographic hash
function, h’(-) denotes i-time iterative application of h(-), ‘||
denotes concatenation.

4. The method according to claam 1, wherein, prior to
computing the witness, step (2a) of the 1dentification session
(2) comprises: verilying (402) whether a condition ([ v]P=o0)
/\ ([v+z (mod m)]P=%) is met with respect to the selected
v, and, 1f said condition 1s not met, selecting a new v.

5. The method according to claim 1, wherein, prior to
computing the response g,, step (2¢) of the i1dentification
session (2) comprises: verilying (408) that P2=co, wherein 11
P2=co, the 1dentification session (2) 1s terminated.

6. The method according to claim 1, wherein

computing the public group key for the group includes
steps comprising:

creating (351) a public group key certificate including
information about the trusted party, the public group
key, and a digital signature (DS) of the public group
key certificate;

placing (352) the public group key certificate into a public
data storage;

prior to veritying the response for equality to the verifi-
cation factor, the method further includes steps per-
formed 1n the computing device of the verifying party,
said steps comprising: reading (411) the public group
key certificate from the public data storage, and veri-
tying the DS of said certificate, wherein said verifica-
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tion of the response g, 1s performed only 11 the DS of
the public group key certificate 1s successiully verified.
7. The method according to claim 6, wherein
the DS of the public group key certificate 1s computed as

S < sign( 7 (g|| D ), dSwhere Sign(-,-) is a function
of generating the DS, & 1s a secret key of the trusted
party, D _. is the information about the trusted party,

€ (+) 1s a second cryptographic hash function;
the DS of the public group key certificate 1s verified with

B <= Verify( 7 (81D ), &, P, where Verify(:,-,") is

a function of verifying the DS, wherein a value of *b is
True 1f the DS 1s valid, and False otherwise, ' 1s a
public key of the trusted party, said public key being
paired to o, wherein said verification of the response g,

is performed if (*B=True) /\ (P1=co.
8. The method according to claim 1, wherein, when at
least one new user 1s added to the group, step (1a) of the
preliminary stage (1) 1s further performed with respect to

said at least one new user, and steps (1b) to (I1c) of the
preliminary stage (1) are newly performed with respect to
the entire group of users whereto the at least one new user
has been added.

9. The method according to claim 1, wherein, upon each
exclusion of at least one user from the group of users, the
preliminary stage (1) further comprises a step performed in
the computing device of the trusted party, said step com-
prising: selecting a new common secret 3' such that 3' 1s not
equal to a previously used common secret, wherein steps
(1b) to (1¢) of the preliminary stage (1) are newly performed
with respect to the entire group of users from which said at
least one user has been excluded.

10. A computing system (200) configured for anony-
mously 1dentifying a user as a member of a group of users,
the computing system comprising, at least, a computing
device (201) of a trusted party and a plurality of computing
devices (202) of users,

the computing device of the trusted party and the com-
puting devices of the users each comprising, at least:

One Or mMore pProcessors;

communication means; and

one or more data storage devices having computer-ex-
ecutable mstructions stored therein for execution by the
ONe Or more processors,

wherein the computing device (201) of the trusted party,
when executing the instructions by the one or more
processors of the computing device of the trusted party,
1s configured to perform a preliminary stage (1) com-
prising the following operations:

(1a): for each j-th user from n users of the group, 1=j=n,
for each j-th user from n users of the group, 1=j=n,
computing a unique private identifier x; for the j-th user,
wherein x; does not enable to restore therefrom any
personal information of the j-th user, and wherein each
of the computed private identifiers has the same num-
ber of digits A;

(1b): for each 1-th user from n users of the group,
l=1=n ,

computing a personal secret for the 1-th user as PI.:[Bi.
(mod m)]G,, where I'=x,"'T(mod m), '=I1_,” x. (mod
m), p 1s a common secret available only to the trusted
party, G, 1s a generator of a subgroup G, of a prime

order m of an additive group of points E( F ) on an

elliptic curve E/ I | over a finite field & , p>3 is an
odd prime, [-] denotes scalar product; and
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sending, to a computing device of the 1-th user, the private
identifier X, of the 1-th user and the personal secret P, of
the 1-th user; and

(1c): computing a public group key for the group as
o=¢_([pI'(mod m)]|G,, G,) where e_(-,-) 1s symmetric

pairing which represents mapping G xG, =

7

(s ;wherein  ; is a subgroup of the prime order m of

a multiplicative group of an extended finite field I #*
with a generator g with an embedding degree k>1,
wherein P, m, G,, G,, ¢,_(:,) are preset in the computing
device of the trusted party and are publicly known, p 1s
preset 1n the computing device of the trusted party,

wherein BE,(0,m-1], 2™ '<m<2”*, where n<m; and
wherein a computing device (202-N) of a verilying party,
when executing the instructions by the one or more
processors of the computing device of the verifying
party, and a computing device (202-1) of a user to be
identified, when executing the instructions by the one
or more processors of the computing device of the user
to be 1dentified, are configured to perform an 1dentifi-
cation session (2) comprising the following operations:

(2a): 1n the computing device (202-1) of the user to be
identified, computing a witness as P1=[v]|P, where P 1s
a personal secret of the user to be 1dentified, v 1s a first
random number selected in the computing device
(202-1) of the user to be 1dentified, the first random
number being usable only once for each identification
session, v €,(0, m-1], and sending, from the comput-
ing device (202-1) of the user to be i1dentified to the
computing device (202-N) of the veniiying party, a first
message containing the computed witness;

(2b): 1 the computing device (202-N) of the verifying
party, computing a query as P2=[¢]G,, where ¢ 1s a
second random number selected 1n the computing
device (202-N) of the veritying party, the second ran-
dom number being usable only once for each i1dentifi-
cation session, ¢&,(0, m-1], and sending, from the
computing device (202-N) of the veritying party to the
computing device (202-1) of the user to be identified,
a second message containing the computed query;

(2¢): 1 the computing device (202-1) of the user to be
identified, computing a response as g,=e¢, ([v+z (mod
m)|P, P2), where z 1s a private 1dentifier of the user to
be 1dentified, and sending, from the computing device
(202-1) of the user to be identified to the computing
device (202-N) of the verifying party, a third message
containing the computed response,

(2d): 1 the computing device (202-N) of the veriiying
party, veriiying the response g, for equality to a veri-
fication factor computed as §®g., where g,=e_(P1, P2)
and 1dentifying the user to be identified as a member of
the group only 11 the response 1s equal to the computed
verification factor.

11. The computing system according to claim 10, wherein

operation (la) of the preliminary stage (1) further com-
prises, prior to the computing: for each j-th user from
n users of the group, 1=1=n, assigning to the j-th user a
registration 1dentifier a;, where a; 1s a sequence of
symbols; and

the unique private identifier x; for the j-th user 1s com-
puted based on a;, without possibility to restore a; from
X,

12. The computing system according to claim 11, wherein

the private 1dentifier X, for the 1-th user, 1<i<n, 1s computed

5

10

15

20

25

30

35

40

45

50

55

60

34
as x,~h(a|[l’'(B)), where h(:) is a A-bit first cryptographic
hash function, h’() denotes i-time iterative application of
h(*), ‘|| denotes concatenation.
13. The computing system according to claim 10,
wherein, prior to computing the witness, operations (2a) of
the 1dentification session (2) comprise: verifying whether a
condition ([v]P=x) /\ ([v+z (mod m)]Pzw) is met with
respect to the selected v, and, 1f said condition 1s not met,
selecting a new v.
14. The computing system according to claim 10,
wherein, prior to computing the response g,, operation (2¢)
of the i1dentification session (2) comprises: verilying that
P2=00, wherein 1 P2=co, the identification session (2) 1s
terminated.
15. The computing system according to claim 10, wherein
computing the public group key for the group further
COMPrises:

creating a public group key certificate including informa-
tion about the trusted party, the public group key, and
a digital signature (DS) of the public group key cer-
tificate;

placing the public group key certificate into a public data

storage;

prior to verifying the response g, for equality to the

verification 1index, the following operations are further
performed in the computing device of the verifying
party:

reading the public group key certificate from the public

data storage, and

veritying the DS of said certificate,

wherein said verification of the response g, 1s performed

only 11 the DS of the public group key certificate is
successiully verified.

16. The computing system according to claim 15, wherein

the DS of the public group key certificate 1s computed as

$ < Sign( 2 (g|D ,), o), where Sign(-,-) is a func-

tion of generating the DS, & is a secret key of the
trusted party, D . is the information about the trusted
party, %7 (+) is a second cryptographic hash function;
the DS of the public group key certificate 1s verified with

B <= Verify( 2 (g||D ) &, P ), where Verify(:,-,") is

a function of verifying the DS, wherein a value of *B is
True if the DS is valid, and False otherwise, ¥ is a
public key of the trusted party, said public key being
paired to &, wherein said verification of the response g,

is performed if (*B=True) /\ (P1=o).

17. The computing system according to any of claims 10
to 12 claim 10, wherein, when at least one new user 1s added
to the group, operation (la) of the preliminary stage (1) 1s
turther performed with respect to said at least one new user,
and operations (1b) to (1¢) of the preliminary stage (1) are
newly performed with respect to the entire group of users
whereto the at least one new user has been added.

18. The computing system according to claim 10,
wherein, upon each exclusion of at least one user from the
group of users, the preliminary stage (1) further comprises
an operation performed i the computing device of the
trusted party, said operation comprising: selecting a new
common secret 3' such that p' 1s not equal to a previously
used common secret, wherein operations (1b) to (1¢) of the
preliminary stage (1) are newly performed with respect to
the entire group of users from which said at least one user
has been excluded.
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