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(57) ABSTRACT

To provide an application 1 which security settings for
veritying that input content and operation content are correct
are set not only when opening an application file but also
when terminating and closing the application file, thereby

ellectively reducing erroneous input unauthorized input. A
data management system of the present invention includes:
a data access unit open program module in which an open
secret code for opening each data access unit by the appli-
cation program and a close secret code for closing each data
access unit that 1s opened by the application program are set
for each data access unit. When the authentication of the
open secret code 1s established, corresponding data access
unmt are downloaded in an encrypted state, decrypted and
opened. When the authentication of the close secret code 1s
established, the data access unit 1n the open state 1s termi-
nated, re-encrypted and closed.

15 Claims, 21 Drawing Sheets
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DATA MANAGEMENT SYSTEM AND DATA
MANAGEMENT METHOD

TECHNICAL FIELD

The present invention relates to a data management
system which 1s accessed by an application runming in a
computer system, manages a data access unit serving as a
unit of browsing, output, or editing, and controls various
operations to the data access unit by the application for
browsing, output, and editing.

The data access unit includes an application file, a record,
a field, etc. The data access unit 1s normally opened to start
the use, and 1t 1s ensured that the data access unit 1s normally
closed. Applications are not limited and can be applied to
various uses.

BACKGROUND ART

In a computer system, various applications are operating,
and various security measures are taken for access to the
application file.

The meaning of security measures 1s wide. For example,
the person who can access the application file used 1n the
application 1s limited to only an authorized person so that the
application file can be used only by the authorized person,
a measures for mputting a predetermined code imnformation
are widely adopted when the application file 1s accessed and
opened. According to the security level, a password 1is
simply mputted from the keyboard, or the ID information 1s
iputted from the IC card carried with the password, and
biological information such as a fingerprint, a vein pattern or
the like 1s inputted. In addition, the security system requires
not only one person but also the plurality of authorized
persons for cooperating to mput the password, ID informa-
tion, etc. to open the user application {ile. In such manner,
high security 1s set to make the application file 1n an
operative state when opening stage.

Also, security measures by encryption are also effective.
That 1s, even when unauthorized access to data by a person
other than the authorized person 1s performed, the data are
encrypted so that the data are not readable state. Only the
authorized person has a decryption key, and the data can be
decoded by the decryption key.

When the application 1s activated and the application file
1s opened 1n an operable state, the user can edit the appli-
cation file by using the application. When a special program
module 1s used during the operation of the application, a
password, ID information, or the like may be requested
separately.

In this way, when the application file 1s opened or a
special program module 1s used, security may be set. How-
ever, on the contrary, when the application 1s finished and the
application file 1s closed or when the use of the special
program module 1s finished, no special security such as input
of password or ID information or the like 1s required for
performing the security. Most of the application and the
application file can be simply finished and ended by input of
an “end” command or click the “closing” button.

FIG. 21 1s a schematic view showing the operation of the
general application for starting and opening the application
file, using, then closing. It 1s an example showing the typical
operation for opening and closing the application file.

As shown 1 FIG. 21 (A), application 10 is installed to the
computer system. When the user starts to use the application
10, the user selects the icon of the application 10 displaying
onto the monitor by the pointing device such as mouse. With
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the user input application file open command by the double
click operation, the application 10 1s started.

In this case, several application files such as 20a, 205, 20c¢
that can be operated by the application 10 are installed to the
computer system, and the corresponding icons are displayed
on the monitor. The user selects the 1con of the application
file 20 by the pointing device such as a mouse and conducts
the double click operation, and the selected application file
20 1s opened by the application 10. The application file 20
1s opened by the application 10 to be operable, and current
data contents are displayed onto the monitor.

If the application file 20 has a security measure for
requesting password input, a password input column pops-
up for confirming the use authority as shown in the upper
figure of FIG. 21 (B). As shown above, password mnput may
be requested 1f the user starts application 10 and opens
application file 20 for operating 1n the prior art. IT higher
security 1s combined, the input of the identification infor-
mation from IC card and the mput of the biological infor-
mation are requested besides the password input.

As shown 1n the upper figure of FIG. 21 (B), if the user
inputs requested password and code information for opening
the application file 20 via keyboard or other input devices,
and the authentication process 1s i1dentified successtully to
tulfill the requested security level, the application file 20 1s
opened normally.

Next, as shown 1n the lower figure of FIG. 21 (B), when
the user finishes the desired operation through the applica-
tion file 20, the user can simply close the application file 20
by pushing the command button or the pull-down menu such
as “End button™ and “Close button™ with the pointing device
such as a mouse. The application 10 and the application file
20 are simply finished and closed normally.

The conventional application 10 does not request any
input for special password and ID imnformation when closing
the application file 20. The conventional application 10
finishes simply and closes the application file 20 simply.

As shown above, when accessing the application file 20,
various information mput i1s requested according to the
employed security level for confirming the authentication of
the user at the opening of the application file 20. However,
once the authentication check i1s conducted at the opening
event, 1t 1s assumed that the right person who satisfied
authentication keeps on using under his authentication, and
the fimshing operation and closing operation of the appli-
cation file 20 1s conducted under his authentication. There-
fore, the conventional application 10 does not request any
special input of the password and ID information at the
closing operation of the application file 20. Of course, there
1s a possibility that the application 10 and application file 20
faces a forced termination abnormally by becoming inoper-
able due to some operation error or system error. However,
when the operation reaches the end normally without any
operation error nor system error, the application 10 can be
simply finished and the application file 20 can be simply
closed 1 the prior art.

Recently, the applications and application files connected
via the network and service processing systems that are
organized by plural computer systems via network are
widely spread in addition to the conventional stand-alone
type computer system. However, the operation and process-
ing for starting the application 10, opening the application
file 20, use and finishing the application 10 and closing the
application file 20 are the same those of the stand-alone
computer system as shown above. The network system
requests the security for mputting code information such as
password and ID information when the user logging-in the
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network system and opening the application file 20 via the
network. However, the conventional network system does
not request the security for inputting any code information

such as password and ID information when logging-ofl the
network system and closing the application file 20 via the
network. The user can simply close the conventional appli-
cation file 20 via the conventional network system.

When security measures are taken by encryption, only an
authorized person has the decryption key, the application file
20 can be decoded by the decryption key 1in access to the
application file 20, and the application file 20 1s decoded to
a normal data state operable by the application 10. After the
application 10 1s used to perform operation, data editing,
update, etc., then the application file 20 1s closed. When the
application file 20 1s closed, no special password or mput of
ID imnformation 1s required in the prior art. The user encrypts
the application file 20 and then user only presses a closing,
button, the application file 20 1s simply finished and auto-
matically closed.

Prior art 1: JP 2006-277193

DISCLLOSURE OF THE INVENTION
The Problems to be Solved

In the prior application, when the user who has opened the
application file 1s truly the authorized person, the input
content and the operation content during the editing of the
application file are valid, the application file 1s closed as 1t
1s, and the application 1s terminated without any problem as
a normal operation. Therefore, 1t 1s not necessary to take a
security measure such as an mput of a special password
when the application 10 1s finmished and the application file
20 1s closed.

However, when the application 10 is finished and the
application file 20 1s closed, there may be a request to
confirm the security whether or not the mput data to the
application file for reflecting the data content and the opera-
tion content by the true authorized person before finish and
close.

The mput contents and the operation contents nputted
during the editing of the application file can be the wrong
contents due to the misunderstanding or error by the user, or
the case where the contents are intentionally different from
the fact by the fraudulence of the user. In thus way, i1t 1s a
problem that the resulting data in the application file 1s
created by wrong contents different from the fact, and the
wrong data 1s stored as a result edited through the applica-
tion 10, and the wrong data 1s transmitted to the other system
via the network.

In general, whether the input contents and operation
contents of the data in the application file 20 created by
using the application are correct without errors can be
checked by checking the contents of the result data itself. It
1s possible to confirm that the third-party checks and there 1s
no error in the mput contents and the operation contents
inputted to the application file 20. However, 1t 1s better to
require the confirmation that the result data 1s correct or not
by the third-party as a close condition at the end of the
application. The result data i1s confirmed by the third-party at
ending stage of the application file that the result data is
created with the correct content, and the possibility that the
user’s misunderstanding or error and the illegal use of the
user are different from the fact 1s reduced.

The requirement of the application in which the security
level 1s set at the end of editing of the application file 1s
applicable 1n various fields.
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I1 the application file 20 1s managed 1n a storage device 1n
a data server installed 1n an accessible configuration on a
network and the application file 20 1s a personal data file
including personal information of a user, large problem can
be caused by the data leakage by unauthorized access. In
fact, 1n the past, 1llegal access to a mail order site system, an
SNS system, etc. has caused a large-scale incident of per-
sonal data leakage from thousands to tens of millions of
users.

Since the management operator needs access to the per-
sonal data of the user for operation in the mail order site
system and the SNS system or the like, the personal data are
stored as they are on the storage device of the system. To
block the unauthorized access from the outside, the security
for checking whether the access person 1s a correct person
having a valid access right 1s performed only by a password
or the like as described above.

Regarding the security measure for encryption, it 1s con-
sidered that encryption for the data used in the mail order
site system and the SNS system, etc. 1s not employed. It 1s
because that data operations such as writing and updating
are frequently performed in such system and the user is
unable to decrypt the decryption key so as not to be decoded.
However, there are needs for the users to utilize encryption

processing on the storage device of the management system
for improving the security level of his/her own personal
data.

In order to achieve the above-mentioned object, the
present invention, not only when the application file 1s
opened but also even when the application file 1s finished
and closed, provides a data management system which
performs security setting for confirming correct mput con-
tents, and eflectively reduces erroneous input based on
errors due to misunderstanding or error, and illegal mput
different from the fact, and makes 1t impossible to read
individual personal data even when personal data are leaked
from the storage device of the management system by the
encryption processing by the user himselt/herself.

Means for Solving the Problems

In order to achieve the above-mentioned object, a data
management system comprises: an application program that
can be used 1n a computer system; a code iput device; a data
access unit; a storage device on a network in which a
plurality of data access units are stored; a data access unit
open program module; and a data access unit close program
module.

The data access unit 1s accessed by the application pro-
gram as a unit ol browsing, output or editing. The data
access unit mcludes an open secret code for browsing,
outputting, or editing to each data access unit, and a close
secret code for normally ending the application program for
browsing, outputting, or editing to each data access unit.

The storage device on a network stores a plurality of data
access units 1n a state 1n which all or at least a selected part
1s encrypted.

For example, the storage device 1s managed by a data
server storing a plurality of data access units. According to
its specification, personal data of several tens to hundreds of
billion persons can be stored and managed.

A variety ol networks such as the Internet, an intranet and
a LAN can be assumed as the network.

The data access unit open program module 1s a program
module of downloading, decrypting, outputting, or editing
the data access umit 1 an encrypted state based on the
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authentication of the open secret code for each data access
unit targeted by the application.

The data access unit close program module 1s a program
module of normally ending the browsing, outputting, or
editing of the data access unit based on the authentication of
the close secret code 1nputted through the code input device,
re-encrypting and closing the data access unit and uploading,
it to the corresponding storage device.

The concept of data access unit may include an applica-
tion file handled by an application, a record in a database
handled by the application, a field of a record in the
database, and the like. Since access can be performed by
these as a unit.

The encryption key and the decryption key may be of a
type that dynamically generates, and a type that uses a stored
key 1n the user computer system.

For the dynamically generated type, the decryption key 1s
the open secret code itsell or generates a decryption key
from the mputted open secret code. In this case, the
encrypted state for each data access unit 1s encrypted that the
open secret code becomes the decryption key at the time of
opening, decrypting of the data access unit.

The type utilizing the data stored in the user computer
system 1s provided with a decryption key storage unit for
storing a decryption key for the data access unit in the
encrypted state, and extracts the decryption key from the
decryption key storage unit on the basis of the authentication
ol the open secret code. In this case, the encrypted state for
cach data access unit stored in the storage device 1is
encrypted so as to be decrypted with the stored decryption
key.

With this configuration, the data management system of
the present invention 1s not only authenticated by the open
secret code when the data access unit 1s opened, but also
performs security setting for obtaining the input of the close
secret code even when the access to the data access unit, the
output and the editing are finished, and the input content and
the operation content are correct. In addition, the decryption
processing 1s automatically executed with the decryption of
the data access unit at the time of opening, and the encryp-
tion processing 1s automatically executed even with the
encryption at the time of closing.

The storage device 1s 1nstalled on a data server of different
computer resources from the computer system 1n which the
application 1s mstalled, and automatically processes encryp-
tion and decryption as described above. All or at least a
selected part of the data access unit 1s stored 1n the encrypted
state at all times, and only when the data access unit 1s
downloaded to the computer system of the user via the
network 1s the data access unit in a decrypted state. When the
operation by the close program module 1s executed, the data
access unit 1s again encrypted and uploaded to the storage
device via the network 1n the re-encrypted form.

Thus, 1n the storage device, the data access unit 1s stored
in an encrypted state at all times. Therefore, even 1f there 1s
data leakage from the storage device due to unauthorized
access, the data 1s 1n encrypted state, so the personal
information of the user cannot be read, and substantial data
leakage damage can be prevented.

It 1s preferable that the open secret code and the close
secret code given for each data access unit are unique for
cach data access unit. I the open secret code and the close
secret code are common for a plurality of data access units,
if there 1s leakage of data by unauthorized access, the
common open secret code and the close secret code may be
used to attempt decrypting of the data. When the open secret
code and the close secret code given for each individual data
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6

access unit are different from each other, there 1s no possi-
bility of damage by being decrypted to a large scale even
when there 1s data leakage by unauthorized access.

In particular, biological information of the user individual
1s used for the open secret code and the close secret code,
and the code mput device 1s a read device of biological
information, 1t 1s convenient for the user, and security 1is
improved because the code information 1s umique for each
user. The open secret code and the close secret code can be
the same. For example, the open secret code can also be a
fingerprint pattern of the forefinger of the right hand. In
addition, the open secret code and the close secret code can
be made different. For example, the open secret code can be
a face 1mage pattern, and a close secret code can be a
different kind of biological information such as a voiceprint
pattern.

The code information consisting of a combination of
numerals and alphabets 1s inputted as the open secret code,
and different code information consisting of a combination
of numerals and alphabets may be inputted as a closed secret
code.

Next, the data management system of the present inven-

tion can cope with a browsing, an outputting, and an editing
executor different from an owner of the individual data
access unit.
The owner of each data access unit 1s provided with an
authority setting program module enabling authority setting
of which execution content 1s permitted to the executor of
browsing, outputting, and editing. The owner of an indi-
vidual data access unit (for example, the individual being an
owner ol personal data) 1s opened by an open program
module, and a person who wants to access personal data
such as browsing, outputting, and editing (a person who
wants to access personal data such as an administrative
party, a financial person or a medical person) can be operated
to perform browsing, outputting, and editing on the basis of
the set authority.

The browsing allows the person authorized by the user to
view data access unit displayed on a user computer system.

The outputting may include outputting the data access
unit to the printer or outputting 1t in the form of a PDF file
or outputting data to the projector.

The editing may add the data itself of the data access unit,
partially delete, or partially rewrite the data. It 1s also
possible to store the edited data 1n a storage device.

An example of a business system to which the application
of the present mvention 1s applied 1s a wide variety of
applications, and applications are not particularly limited.
The application can be widely applied as a business system
related to the business if the application has the open
program module for a data access unit and a close program
module to the data access unit in addition to business-related
program modules.

After the owner of the data access unit can operate the
data access unit by the open program module, the use of the
business-related program module becomes available, and
when the business-related program module ends, the owner
of the data access umit normally terminates the data access
unit by the close program module.

A higher security level can be secured by setting a security
operation such as the iput of a secret code corresponding to
cach operation step to an application file, a record 1n the
database, or a field of a record in the database such as;
selecting step of an application file, a record in the database,
or a field of a record 1n the database for activation; opening
step of the application file, the record 1n the database, or the
field of the record of the database on which the start
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instruction 1s applied; and closing step of the application file,
the record 1n the database, or the field of the record in the
database.

It should be noted that the setting of the security operation
such as the secret code mput 1n any stage 1s not limited to all 5
the steps, but some of them may be set. For example, two
steps of opening and closing the application file, the record
in the database and the field of the record 1n the database
may be performed 1n three stages: a step of selecting and
starting the application file, the record in the database or the 10
field of the record 1n the database; and a step of opening the
application file, the record in the database or the field of the
record 1n the database and a step of closing the application
file, the record 1n the database or the field of the record in the
database. 15

Then, the data owner of the data access unit can select
whether or not the data owner of the data access umt
recognizes the use as big data for each data access unit.

A data management system according to the present
invention 1s provided with an encryption selection unit 20
capable of selecting a portion to be encrypted among data 1n
an application file when the data access unit 1s an application
file. With respect to a data part in an application file 1n which
encryption 1s not selected by the encryption selection part,
the management subject of the data server for managing the 25
storage device can be browsed or used as the data of the big
data.

Also, mn the data management system of the present
invention, when the data access unit 1s a record unit, the
encryption selection unit for selecting a field to be encrypted 30
out of the fields of the record 1s provided. For data of a field
in which encryption is not selected by the encryption selec-
tion part, 1t 1s possible to use the management subject of the
data server for managing the storage device can be browsed
or used as the data of the big data. 35

Next, mn the data management system of the present
invention, as a device for improving the security strength, a
data access unit 1s decomposed, and a plurality of encrypted
pieces ol encrypted decomposition pieces are used to be
distributed and stored on a network. 40

The data access unit close program module decomposes a
data access unit normally finished by receiving an input of
the close secret code into a plurality of pieces to form
individual decomposition pieces, and further has a plurality
of encrypted decomposition pieces each encrypted with the 45
decomposition pieces. A plurality of storage devices distrib-
uted and arranged on a network are used as a storage device.
These mdividual encryption decomposition pieces are dis-
tributed and stored 1n these storage device distributed and
arranged on a network. 50

In operation, the user does not need to be conscious of
distributed storage. The data access unit open program
module has a URL conversion program module. The URL
conversion program module converts the distributed ID
information and URL information to a plurality of storage 55
devices actually stored based on nominal ID information and
URL information given when assuming that the data access
unit 1s not decomposed and 1n single storage.

By using the URL conversion program module, each
encryption decomposition piece 1s downloaded based on the 60
converted ID information and URL information on the
distribution obtained on the basis of the nominal ID infor-
mation and URL information, and the one or more pieces of
encrypted decomposition pieces are composed, decrypted,
outputted, or edited as an integrated data access unit. In the 65
upload of the data access unit by the data access unit close
program module, based on the plurality of distributed ID
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information and URL information, each of the plurality of
encrypted decomposition pieces 1s distributed and stored 1n
the actual plurality of storage devices.

With this configuration, the user decomposes the data
access unit without being conscious of distributed storage 1n
the network, makes the encrypted plurality of encrypted
decomposition pieces as encrypted decomposition pieces,
distributed and stored on the network. It 1s possible to
enhance the security for preventing the data access unit from
being decrypted even if a certain data server on the network
1s 1llegally accessed.

In a data management method according to the present
invention, the open secret code, a plurality of data access
units are stored in the storage device on the network 1n a
state 1n which all or at least a selected portion 1s encrypted
for each data access unit, the data access unit in the
encrypted state 1s downloaded and decrypted on the basis of
the open secret code mputted to the data access unit targeted
by the application; a data access unit open process for
enabling output or editing; and a data access unit close
process for normally terminating the browsing, outputting,
or editing of the data access unmit by the application on the
basis of the nputted close secret code, encrypting and
closing the data access unit, and uploading the data to the
corresponding storage device.

The Eftect of the Invention

In this data management system, the authentication of the
open secret code 1s required when the data access unit 1s
opened. After the browsing of the data access umt, the
output, and the editing, the close secret code 1s required
when the data access unit 1s closed. The security setting 1s
made possible by those authentication stages for the user,
and the user can confirm that the put content and the
operation content are correct. In addition, the decryption
processing 1s automatically executed so that the open secret
code becomes the decryption key at the time of opening,
decoding of the data access unit by the open secret code as
the decryption key i1s processed, and the encrypted data
access unit can be opened. The encryption processing 1s
automatically executed so that the close secret code becomes
the encryption key at the time of closing.

Because the storage device used by the data server 1s
configured on the data server as a computer resources
different from the user computer system to be accessed, each
data access unit processes switching encryption state and
decryption state by the abovementioned automatically pro-
cessing, the data access unit can be stored 1n the encrypted
state at all times in the storage device, even if there 1s
leakage incident of data by unauthorized access, the data 1s
always encrypted, so that substantial data leakage damage
can be prevented because the user’s personal information or
the like 1s not easily decrypted.

The data management system of the present invention can
cope with the case that the person operating browsing,
output, editing 1s different from the person of the owner of
the individual data access unit. The system configuration 1s
provided with an authority setting control program module,
the authority setting control can be possible 1n which execu-
tion content browsing, output and editing 1s permitted to the
management person and the user on the basis of the set
authority.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a schematic view (1) of the configuration of the
data management system 100 according to Embodiment 1.
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FIG. 2 1s a schematic view (2) of the configuration of the
data management system 100 according to Embodiment 1.

FIG. 3 1s a schematic view showing the basic operation
flow (1) from the application activation and the open pro-
cessing after mputting of the open secret code. 5

FIG. 4 1s a schematic view showing the basic operation
flow (2) from the application activation and the open pro-
cessing aiter mputting of the open secret code.

FIG. 5 1s a schematic view showing the basic operation
flow (3) from the application activation and the open pro-
cessing after mputting of the open secret code.

FIG. 6(A)-(B) 1s a schematic view showing the configu-
ration and processing flow (1) of an application 120, espe-
cially, the data access unit open program module 122A.

FIG. 7(A)-(B) 1s a schematic view showing the configu-
ration and processing flow (2) of an application 120, espe- 1°
cially, the data access unit open program module 122A.

FIG. 8 1s a schematic view showing the example of the
operation on the operation screen from the application
activation to the mput of the open secret code.

FIG. 9 1s a schematic view showing the basic operation 20
flow (1) from the close processing atter inputting of the close
secret code to the application deactivation.

FIG. 10 1s a schematic view showing the basic operation
flow (2) from the close processing after inputting of the close
secret code to the application deactivation. 55

FIG. 11 1s a schematic view showing the basic operation
flow (3) from the close processing after inputting of the close
secret code to the application deactivation.

FIG. 12(A)-(B) 1s a schematic view showing the configu-
ration and processing flow (1) of an application 120, espe-
cially, the data access unit locking program module 123 A.

FIG. 13(A)-(B) 1s a schematic view showing the configu-
ration and processing flow (2) of an application 120, espe-
cially, the data access unit locking program module 123A.

FIG. 14 1s a schematic view showing the example of the
operation on the operation screen from the input of the close 3>
secret code to the application deactivation.

FIG. 15 1s a schematic view showing the tlow of data at
the time of browsing, output and editing i the data man-
agement system 100a according to Embodiment 2.

FIG. 16(A)-(B) 1s a schematic view showing a configu- 40
ration and the data flow of the application 120 focusing on
download process, composing process, and decrypting pro-
cess of the encrypted decomposition piece.

FIG. 17 1s a schematic view showing the data flow of
encrypting process, decomposing process, and upload pro- 45
cess ol the data access unit 131 to the plural data storage
after browsing, output and editing.

FIG. 18(A)-(B) 1s a schematic view showing a configu-
ration and the data tflow of the application 120 focusing on
encrypting process, decomposing process, and upload pro- 50
CEess.

FIG. 19 1s a schematic view showing a configuration of
the data management system 100-2 provided with the
encryption selection part 124 when the data access unit 1s an
application file. 55

FIG. 20 1s a schematic view showing a configuration of
the data management system 100-2 provided with the
encryption selection part 124 when the data access unit 1s a
record of the data base.

FI1G. 21(A)-(B) 1s a schematic view showing an operation 60
outline of a conventional general application.

10
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DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENT
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63
Some embodiments of the data management system
according to the present invention are described below with

10

reference to the relevant drawing. Needless to add, the
claims of the present invention include but are not limited to
the configuration shown in the following embodiments.

Hereinatter, the example of the data management system
and the basic operation of the present invention are
described 1n Embodiment 1 and 2.

Embodiment 1 shows an example of the basic system
configuration.

Embodiment 2 shows an example of the system configu-
ration employing the data access unit 131 1s the encrypted
decomposition piece, which are stored in the plural distrib-
uted data storages on the network.

Embodiment 1
The data management system 100 of the present invention
of Embodiment 1 1s described.

FIG. 1 and FIG. 2 show schematic views of the configu-
ration ol the data management system 100 according to
Embodiment 1.

FIG. 1 shows a configuration of the data management
system 100 when each data access unit 131 used in the
application 120 1s an application file, and each application
file 1s stored 1n the data storage device 130 as the encrypted
data file.

FIG. 2 shows a configuration of the data management
system 100 when each data access unit 131 used i the
application 120 1s a data record or a data field in a record,
cach data record or a data field 1s stored 1n the data storage
device 130 as the encrypted data record or data field.

In the storage device 130, the application file shown 1n
FI1G. 1, the record of the database, and the fields in the record
of the database shown 1n FIG. 2 may be handled 1n a mixed
manner. That 1s, the application file, the record of the
database, and the field in the record of the database can be
accessed by the application 120 according to the data access
unit 131 form.

The data management system 100 according to the pres-
ent invention 1s configured including a computer system 101
used by a user and a computer system 102 (data server 102)
that manages the storage device 130 in which each data
access unit 131 1s stored in such a manner that 1s capable of
data communication via the network 103.

The computer system 102 for managing the storage
device 130 1s described first. The computer system 102
comprises the storage device 130 and each data access unit
131 and the server main program module 140.

The data access unit 131 can be accessed by the applica-
tion 120 and 1s a data which 1s a unit of browsing, output or
editing. As described above, as the data access unit accessed
by the application 120, the application file can be employed.
For example, as shown i FIG. 1. 1f the application 120 1s a
database search application, there may be a record of the
database or a field 1n the record, as shown 1n FIG. 2. These
may be mixed.

An “open secret code” for accessing, output or editing by
the application 120, and a “close secret code™ for normally
fimshing the browsing, output or editing by the application
120 are set to each data access umit 131.

For example, in the case of an application {file, the data
access unit 131 comprises an “open secret code™, a “data
portion (file)” and a *“close secret code” as shown in FIG. 1.
When the data access unit 131 1s a record or a field of the
database, as shown 1n FIG. 2, an “open secret code”, a “data
portion (record)” and a “close secret code” are included.
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For example, a PIN code such as a numeral or a character
or a text code can be adopted as the open secret code or the
close secret code.

For example, the code information stored in the IC card
carried by the user can be adopted as the open secret code
or the close secret code.

Also, for example, the biological information of the user
can be adopted as the open secret code or the close secret
code. The biological information may include a face image
pattern, a fingerprint pattern, a vein pattern, an iris pattern,
a voiceprint pattern, and the like.

In this example, the open secret code and the close secret
code are described as biological information of the finger-
print pattern.

Here, although the open secret code and the close secret
code are described as fingerprint patterns of the same finger,
the open secret code and the close secret code may be
different. For example, the open secret code can be a face
image pattern, and a close secret code can be a different kind
of biological information such as a voiceprint pattern.

A storage device 130 1s accessible by the user computer
system 101 used by the user on the network, and a plurality
of data access units 131 are stored available 1n a search
process, access process and output process.

The data management system 100 of the present inven-
tion, each data access unit 131 1s stored in the encrypted
state. The encryption processing 1s performed with each
open secret code as a decryption key. In FIG. 1 and FIG. 2,
the hatching effect 1s applied to the data body of the data
access unit 131. In the following drawings, the data access
unit 131 drawn with a hatching effect means that it 1s 1n an
encrypted state, and the data access unit 131 drawn without
a hatching eflect means that 1t 1s 1n a decrypted state.

If the open secret code and the close secret code are the
same, for example, if the fingerprint pattern of the index
finger of the right hand 1s used both for the open secret code
and the close secret code, the data body of the data access
unit 1s encrypted with the feature points extracted from the
fingerprint pattern of the index finger of the right hand. At
the time of decryption, the data body of the data access unit
1s decrypted with the same feature points extracted from the
same fingerprint pattern of the same 1index finger of the same
right hand.

If desired, the open secret code and the close secret code
are different from each other, For example, if the open secret
code 1s the fingerprint pattern of the index finger of the right
hand and the close secret code 1s the fingerprint pattern of
the thumb of the right hand, the data relation setting can be
set as follows. At the time of open processing for decryption,
the data body of the data access unit has been encrypted with
the feature points extracted from the fingerprint pattern of
the index finger of the right hand 1n the previous closing, so
t
t

ne data body of the data access unit can be decrypted with
ne feature points extracted from the fingerprint pattern of
the index finger of the right hand. At the time of closing
processing for re-encryption, the fingerprint pattern of the
thumb of the rnght hand 1s inputted, then the fingerprint
pattern of the thumb of the right hand 1s used for authenti-
cation of the close secret code, and further, the fingerprint
pattern of the thumb 1s related to the feature points extracted
from the fingerprint pattern of the index finger of the right
hand, which 1s mputted during the open processing is
temporarily held and used for re-encryption without extract-
ing the feature points from the fingerprint pattern of the
thumb of the right hand.

The server main program module 140 1s a basic program
module provided as a data server. As will be described later,
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cach processing such as retrieval, output, and storage of the
data access unit 131 1s executed in conjunction with the data
access unit open program module 122B and the data access
unit close program module 123B 1n the data server.

Next, the user computer system 101 used by the user 1s
described.

The user computer system 101 comprises the code input
device 110 and an application 120 in the example of this
Embodiment 1.

The user computer system 101 may be a computer
resource such as a personal computer, a tablet, a smartphone,
etc. and 1s equipped with an input means such as a general
keyboard or a touch mput device, a display screen, and the
like. As will be described later, the code mput device 110 1s
a device for inputting the open secret code and the close
secret code and may be other device than a keyboard or a
touch mput device.

The code mput device 110 1s a data mput device equipped
with the user computer system 101 and delivers the recerved
data to the data access unit open program module 122A and
the data access unit close program module 123A.

In this example, the code mput device 110 1s a device for
inputting code information such as the open secret code and
the close secret code set 1n the application file, the record or
the field of the database, which 1s the data access unit 131.

The code mput device 110 can utilize various input
devices such as an IC card reader, a biological information
reading device, an inirared reader, an ultrasonic receiver,
and a QR code reader (camera) in addition to a general input
device such as a keyboard and a touch panel according to the
type of the open secret code and the close secret code.
According to the operation of the system, an input device to
be equipped may be employed.

For example, 11 the open secret code or the close secret
code 1s data such as a PIN code, the code input device 110
may be a general mput device such as a keyboard and a
touch panel.

For example, 1f the open secret code or the close secret
code 1s code information stored in the IC card carried by the
user, the code mput device 110 may be an IC card reader.

For example, if the open secret code or the close secret
code 1s the biological information of the user, the code input
device 110 may be a biological information reading device
(a face 1mage camera, a fingerprint pattern reader, a vein
pattern reader, an iris pattern reader, a microphone, etc.).

When the biological information 1s adopted, the code
iput device 110 includes a biological information pattern
conversion means, which extracts feature points from the
data such as the face image pattern, the fingerprint pattern,
the vein pattern, the 1ris pattern, and the voiceprint pattern,
performs a predetermined calculation expression or conver-
sion processing of the feature points, and converts 1t nto
code information. The biological information pattern input-
ted by the authentic user may be converted into the correct
open secret code and the correct close secret code.

For example, when the open secret code and the close
secret code are code information stored in the smartphone
carried by the user and outputted by infrared rays, the code
input device 110 may be an infrared reader.

For example, when the open secret code and the close
secret code are code imnformation stored 1n the device carnied
by the user and outputted by the ultrasonic wave, the code
input device 110 may be an ultrasonic receiver.

For example, when the open secret code and the close
secret code are code mformation stored in the smartphone
carried by the user and displayed as a QR code, the code
input device 110 may be a QR code reader (camera).
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The application 120 may be software executable by the
user computer system, and the application 120 1s provided
with the data access unit open program module 122 A and the
data access unit close program module 123 A 1n addition to
the main program module 121 of the application.

The main program module 121 of the application 1s not
limited to applications and program modules, and various
program modules can be provided by the application 120,
and 1n the case of the business operation application, various
program modules for executing the business operation are
provided. A general-purpose program module such as a data
browsing program module, a data output program module, a
data editing program module, and a data storage program
module can be also included.

A data access unit open program module 122 1s activated
by receiving an input of the open secret code via the code
mput device 110 to the data access unit 131 stored 1n the
storage device 130 of the computer system 102 for manag-
ing the storage device 130 accessed by the application 120
of the user computer system 101 as a target.

In the configuration shown in FIG. 1, a part of the data
access unit open program module 122 (data access unit open
program module 122 A) 1s 1nstalled 1n the application 120 of
the user computer system 101, and the remaining part of the
data access unit open program module 122 (data access unit
open program module 122B) i1s installed in the computer
system 102 for managing the storage device 130, and
processing 1s advanced 1n cooperation with each other.

The data access unit open program module 122A and the
data access unmit open program module 122B are connected
via the network 103 to receive an input of the open secret
code to the data access unit 131 accessed as a target by using
the application 120 by the user, and to download, decrypt
and decode the data access unit 131 with the establishment
of the authentication, and to perform processing such as
browsing, output or editing. The detailed flow will be
described later.

The data access unit close program module 123 1s acti-
vated by recerving an mput of the close secret code via the
code mput device 110 to the data access unit 131 which has
been downloaded to the user computer system 101,
decrypted and decoded, and processing such as browsing,
output and editing 1s performed.

In the configuration of FIG. 1, a part (data access unit
close program module 123A) of the data access unit close
program module 123 1s installed 1n the application 120 of the
user computer system 101, and another part (data access unit
close program module 123B) 1s installed in the computer
system 102 for managing the storage device 130, and
processing 1s advanced 1n cooperation with each other.

The data access unit close program module 123 A and the
data access unit close program module 123B are connected
via the network 103 to receive an input of the close secret
code to the data access unit 131 which has been downloaded,
decrypted and decoded to the user computer system 101 via
the network 103, and the data access unit 131 1s finished and
closed with the establishment of authentication with the
close secret code set 1n the data access unit 131. The data
access unit 131 1s encrypted and closed so as the open secret
code to be a decryption key. The detailed flow will be
described later as an example of processing tlow.

Next, the flow of processing of the data management
system 100 of the present invention according to Embodi-
ment 1 1s described, 1n particular, the open processing to be
started by recerving the input of the open secret code, and the
close processing to be started by receiving the input of the
close secret code are described 1n detail.
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FIG. 3 to FIG. 5 are figures showing the schematic view
explaining the outline of the open processing to be started by
receiving the mput of the open secret code from the activa-
tion of the application. FIG. 6 and FIG. 7 are figures showing
the configuration and the basic flow of processing of the data
access unit open program module 122A. FIG. 8 15 a figure
showing an example of an operation on the operation screen.
The following flow 1s an example and may be replaced by
replacing a part of the operation tlow to alternative operation
flow.

Although the data access unit 131 1s an example of the
application file shown in FIG. 1, the data access unit 131 can
be similar to the record or field of the database shown in
FIG. 2, and the common operations are omitted here.

The user selects and starts the application 120 (FIG. 8
(1)). Candidates of the accessible data access unit 131 are
displayed by the 1con, and a selected one icon of data access
unmit 131 1s depressed for as a target for accessing (FIG. 8
(2)). Here, ID information and URL information for speci-
tying the data access unit are given.

The 1mnput screen of the open secret code 1s displayed, and
the mnput of the open secret code 1s requested (FIG. 8 (3)-1).
The open secret code set 1n the data access unit 131 desired
to be accessed as a target 1s input via the code mput device
110 by a user (Step S1, FIG. 8 (3)-2). In this example, the
smart phone 1s equipped with the fingerprint authentication
device, and fingerprint input of the index finger 1s performed
by rubbing the index finger.

The data access unit open program module 122 A receiv-
ing the ID information, the URL information and the open
secret code of the data access unit transmits the open secret
code to the data access unit open program module 122B on
the side of the data server 102 via the network 103 (Step S2).

Next, as shown in FIG. 4, the data access unit open
program module 122B specifies the corresponding data
access unit 131 1n conjunction with the server main program
module 140 (Step S3), and confirms the authentication of the
open secret code (Step S4).

I1 the authentication of the open secret code 1s established
(Step S4: Y), the data access unit 131 1s transmitted to the
data access unit open program module 122A on the user
computer system 101 side via the network 103. That 1s, 1t 1s
downloaded (Step S5). The downloaded data access unit 131
1s transmitted 1n an encrypted state.

When the authentication of the open secret code i1s not
established (Step S4: N), 1t 1s handled as an unauthorized
access (Step S6). Since the mput mistake of the open secret
code can be performed even by the authentic user, the
operation of making the mput of the open secret code
multiple times can be permitted.

Next, as shown 1n FIG. 5, the data access unit open
program module 122A receiving the data access unit 131
downloaded to the user computer system 101 decrypts and
decodes the encrypted data access unit 131 (FIG. 5 Step S7).
Here, the decryption key and the open secret code are the
same. That 1s, the data access unit 131 can be decrypted and
decoded by the open secret code.

Here, processing in the data access unit open program
module 122A 1s shown in detail. Here, two patterns are
shown.

The first pattern 1s a pattern for generating a decryption
key from the inputted open secret code. FIG. 6 1s a figure
showing the configuration and processing tlow of the data
access unit open program module 122A-1 of the first pattern.

FIG. 6 (A) 1s a figure showing a sub configuration of an
application 120, especially the data access unit open pro-
gram module 122A-1 in the case of the first pattern. As
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shown 1 FIG. 6 (A), the data access unit open program
module 122A-1 includes the download processing part
122A1, the open secret code authenticate part 122A2-1, the
decryption key generation part 122A3-1, and the decryption
processing part 122A4.

FIG. 6 (B) shows the data processing of the application
120, 1n particular, the data access unit open program module
122A-1 1n the first pattern. The open secret code, URL and
ID mformation inputted in Step S1 are sent to the data server
102 via the download processing part 122A1 to prepare
download, and the open secret code temporarily stored in the
open secret code authenticate part 122A2-1 1s passed to the
decryption key generation part 122A3-1. The decryption key
generation part 122A3-1 generates the decryption key from
the open secret code (Step S71-1). That 1s, the decryption
key generation part (122A3-1) 1s provided with a conversion
program module or a calculation program module and has
the ability to generate a decryption key from the open secret
code. The conversion program module may be non-per-
formed, 1n other words, the open secret code itself may be
a decryption key. The generated decryption key 1s passed to
the decryption processing part 122A4. The data access unit
131 in the encrypted state downloaded from the data server
102 is inputted to the decryption processing part 122A4 via
the download processing part 122A1 (FIG. 4 Step S5), and
decoded by using the decryption key in the decryption
processing part 122A4 to enable browsing, output and
editing (FIG. 6 Step S72-1). In FIG. 6 (b), according to
convenient drawing, the input of the data access unit 131 1n
the encrypted state to the decryption processing part 122A4
by the step S35 1s not shown as passing through the download
processing part 122A1.

The data access unit 131 can be browsed, output, or
edited. For example, processing 1s executed by the applica-
tion main program module 121 (FIG. 5 Step S8). That 1s, the
user or the third party allowed to view by the user can
perform processing such as browsing, output, editing, etc. to
the data access unit 131.

Then, the second pattern performs authentication process-
ing from the mputted open secret code, the decryption key
1s stored in the user computer system 101, and 1t the
authentication of the open secret code 1s established, the
stored decryption key 1s used. FIG. 7 1s a figure showing the
configuration and processing flow of the data access unit
open program module 122A-2 of this second pattern.

FIG. 7 (A) shows the sub-configuration of the application
120, 1n particular, the data access unit open program module
122A-2 1n the second pattern. As shown i FIG. 7 (A), data
access unit open program module 122A-2 comprises the
download processing part 122A1, the open secret code
authenticate processing part 122A2-2, the decryption key
storage part 122A3-2 and the decryption processing part
122A4. The decryption key i1s previously stored in the
decryption key storage part (122A3-2).

FIG. 7 (B) shows the data processing of the application
120, 1n particular, the data access unit open program module
122A-2 1n the second pattern. The open secret code, URL,
and ID information mputted 1n Step S1 are sent to the data
server 102 via the download processing part 122A1 to
prepare for downloading. The open secret code 1s authenti-
cated in the open secret code authenticate processing part
122A2-2. When authentication 1s successiul, the decryption
key 1s extracted from the decryption key storage part
122A3-2 (Step S71-2). The decoding processing unit 122A4
1s transierred to the decoding processing unit 122a4. In other
words, the decryption key storage part 122A3-2 stores the
decryption key 1n advance and passes the decryption key to
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the decryption processing part 122A4. If the authentication
of the open secret code 1s established, the data access unit
131 1n an encrypted state downloaded from the data server
102 1s mputted to the decryption processing part 122A4 via
the download processing part 122A1 (FIG. 4 Step S5), and
decoded by using the decryption key in a decryption pro-
cessing part 122A4 to enable browsing, output and editing
(FIG. 6 Step S72-2). In FIG. 7 (b), according to convenient
drawing, the mput of the data access umt 131 in the
encrypted state to the decryption processing part 122A4 by
the Step S5 1s not shown as passing through the download
processing part 122A1.

The data access unit 131 can be browsed, output, or
edited. For example, processing 1s executed by the applica-
tion main program module 121 (FIG. 5 Step S8). That i1s, the
user or the third party allowed to view by the user can
perform processing such as browsing, output, editing, etc. to
the data access unit 131.

Next, the outline of the processing from the closing
process started by receiving the input of the close secret code
to the end of the application 1s described.

FIG. 9 1s a schematic view showing the outline of the
processing from the closing process started upon receiving
the 1input of the close secret code to the end of the applica-
tion. FIG. 12 and FIG. 13 are figures showing the configu-
ration of the data access unit close program module 123A
and the flow of processing. FIG. 14 1s an example of
operations on the operation screen. The following tlow 1s an
example and may be replaced by replacing a part of the
operation flow to alternative operation flow.

As shown 1n FIG. 9, when necessary processing such as
browsing, output and editing are completed, a close button
1s depressed (FI1G. 14 (1)). An input screen of the close secret
code for normally ending and closing the data access unit
131 1s displayed. An mput of the close secret code 1s
requested (FIG. 14 (2)-1). The user humseli/herself mputs
the close secret code (FI1G. 14 (2)-2, FIG. 9 Step S9).

As shown 1n FIG. 10, the data access unit close program
module 123A receiving the close secret code performs
authentication processing for matching the close secret code

with the close secret code set 1n the data access unit 131
(FI1G. 10).

I1 the authentication of the close secret code 1s established
(Step S10: Y), the data access unit close program module
123 A executes processing accompanying the completion of
browsing to the data access unit 131, the end of the output,
the determination of the editing content of the data editing,
and the normal termination such as data storage. First, the
data access unit close program module 123 A re-encrypts the
data access unit 131 after accepting the change of the data
editing content (FIG. 10 Step S11). Here, the encryption
processing 1s executed with the condition that the decryption
key required in the next decryption processing in the next
open processing 1s the open secret code. Here, the decryp-
tion 1s performed with the open secret code inputted during
the open processing. When the open secret code and the
close secret code are the same, 1t 1s preferable to decrypt by
the close secret code inputted at the time of closing pro-
cessing. Here, the decryption key and the open secret code
are the same. That 1s, the data access unit 131 can be
decoded by the open secret code.

A data access unit close program module 123 A normally

terminates the data access unit 131 displayed on the appli-
cation 120 (FIG. 14 (3)), and the application 120 1s normally
ended (FIG. 14 (4)).
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Here, processing in the data access unit close program
module 123A 1s shown in detail. Here, two patterns are
shown.

The first pattern 1s a pattern for generating an encryption
key from the iput close secret code. FIG. 12 1s a figure
showing the configuration and processing tlow of the data
access umt close program module 123A-1 of the first
pattern.

FIG. 12 (A) 1s a figure showing the sub configuration of
the application 120, in particular, the data access unit close
program module 123A-1 in the case of the first pattern. As
shown 1n FIG. 12 (A), the data access unit close program
module 123 A-1 includes the close secret code authentication
processing part 123A1, the encryption key generation part
123A2-1, the encryption processing part 123A3-1, and the
upload processing part 123 A4.

FIG. 12 (B) shows the data processing of the application

120, 1n particular, the data access unit close program module
123A-1 1n the first pattern.

The close secret code, and the URL and the ID informa-
tion mputted in the FIG. 9 Step S9 are passed to the close
secret code authentication processing part 123A-1. The
authentication processing 1s executed in the close secret
code authentication processing part 123A-1 (FIG. 12 Step
S510), when the authentication processing 1s successiul (FIG.
12 Step S10: Y), the close secret code 1s passed to the
encryption key generation part 123A2-1 to generate the
encryption key (FIG. 12 Steps S11-11). The encryption key
generation unit 123A-2-1 1s provided with a conversion
program module or a calculation program module and has
the ability to generate an encryption key from the close
secret code. The conversion program module may be non-
performed, that 1s, the close secret code itself may be the
encryption key. The generated encryption key can encrypt
data as being decryptable by the decryption key generated
by the decryption key generation unit 122A-2-1 from the
open secret code. The generated encryption key 1s passed to
the encryption processing part 123A3-1. The editing pro-
cessing to the data access umt 131 is finished and passed
from the application main program module 121 to the
encryption processing part 123A3-1 and re-encrypted by
using the encryption key in the encryption processing part
123A3-1 (FIG. 12 Steps S11 to S12). The data access unit
131 1n a re-encrypted state 1s uploaded to the data server 102
via the upload processing unit 123A4 (FIG. 11 Step S13).

When the authentication of the close secret code 1s not
established (FIG. 10 and FIG. 12 Steps S10: N), the editing
content of the third party who performs unauthorized access
or editing 1s handled as an editing which 1s not approved by
the user (FIG. 10 and Step S12). The data access unit 131 1s
not passed to the data access unit close program module
1238, and transmits information indicating that the data
access unit close program module 123B does not update, so
that the data access unit close program module 123B does
not change the original data access unit 131 as it 1s in the
storage device 130.

Since the input mistake of the close secret code can be
performed even by the authentic user, the operation of
making the mput of the close secret code multiple times can
be performed.

The second pattern 1s a pattern using the encryption key
stored 1n the encryption key storage unit. FIG. 13 1s a figure
showing the configuration and processing tlow of the data
access unit close program modules 123A-2 of the second
pattern.

FI1G. 13 (A) shows the sub configuration of the application
120, 1n particular, the data access unit close program module
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123 A-2 1n the case of the second pattern. As shown 1n FIG.
13 (A), the data access unit close program module 123A-2

includes the close secret code authentication processing part
123A1, the encryption key storage part 123A2-2, the
encryption processing part 123A3-2, and the upload pro-
cessing part 123A4.

FIG. 13 (B) shows the data processing of the application
120, 1n particular, the data access unit open program module
122A-2 1n the second pattern.

The close secret code, URL, ID information mputted 1n
the FIG. 9 Step S9 1s the open secret code authentication
processing part 123 A1. When the authentication processing
1s successiul 1 the close secret code authentication process-
ing part 123 A1 (FIG. 13 Step S10), the closing secret code
1s passed to the encryption key storage part 123A2-2, and the
encryption key stored in the encryption key storage part
123 A2-2 1s extracted and passed to the encryption process-
ing part 123A4 (FIG. 13 Steps S11 to S21). In other words,
the encryption key storage unit 123A2-2 stores the encryp-
tion key in advance, and when the authentication of the close
secret code 1s established, the encryption key 1s passed to the
encryption processing unit 123A3-2.

The editing processing to the data access unmit 131 1s
fimished and passed from the application main program
module 121 to the encryption processing part 123A3-2 and
re-encrypted by using the encryption key in the encryption
processing part 123A3-2 (FIG. 13 Steps S11 to S12). The
data access unit 131 in a re-encrypted state 1s uploaded to the
data server 102 via the upload processing unit 123A4 (FIG.
13 Step S13).

Referring again to FIG. 11, the explanation 1s continued.
As shown 1n FIG. 11, the data access unit close program
module 123 A transmits re-encrypted data access unit 131 to
the computer system 102 which is the data server from the
user computer system 101 via the network 103. That 1s,
uploading 1s performed (FIG. 11 Step S13). The uploaded
data access unit 131 1s transmitted 1n a re-encrypted state.
The data access unit close program module 123B receiving
the data access unit 131 stores the data access unit 131 1n a
predetermined storage place and predetermined storage for-

mat 1n the storage device 130 (FIG. 11 Step S14).

Embodiment 2

Embodiment 2 1s an example 1n which the data access unit
131 1s decomposed and stored in a plurality of storage
devices distributed on a network.

In the following description, the part which 1s the same as
that of Embodiment 1 will be omitted and a different part
will be described.

In the data management system 100a according to
Embodiment 2, the data access unit 131 1s decomposed to a
plurality of pieces of decomposition pieces, and a plurality
of encrypted decomposition pieces, each of which 1s sub-
jected to encryption processing, are further added to each of
a plurality of storage devices on the network. Even if one
decomposition piece 1s obtained, the contents of the data are
unknown, and the individual decomposition pieces are
encrypted to further improve the securnty.

When browsing, outputting and editing the data access
unit 131 on the user computer system 101, a plurality of
individual encrypted decomposition pieces distributed on
the network are collected and processed under the condition
of establish of the authentication of the open secret code. A
plurality of individual encrypted decomposition pieces of
the data access unit 131 are collected, re-composed and
decrypted to reproduce the original data access unit 131.
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After the original data access unit 131 1s reproduced, and
read, output and edit are executed, the data access unit 131
1s encrypted and decomposed into pieces to be distributed
and held 1 a plurality of storage devices on the network
under the condition of establishing the authentication of the
close secret code.

FI1G. 135 1s a figure showing the flow of data at the time of
browsing, output and editing in the data management system
100a according to Embodiment 2. In particular, the down-
loading of the encrypted decomposition piece, the re-com-
posing of these encrypted decomposition piece, and the
decrypting and reproducing the original data access unit 131
are shown.

In the example shown 1n FIG. 15, only two of the data
server 102-1 and the data server 102-2 are shown as the data
server 102, but 1t 1s needless to say that the data server 102
can be distributed to three or more. An encrypted decom-
position piece (1) of the data access unit 131 1s stored and
held 1n the data server 102-1, and the encrypted decompo-
sition piece (2) of the data access unit 131 1s stored and held
in the data server 102-2 distributed and held on the network.

In the case of browsing, outputting and editing the data
access unit 131 by the user computer system 101, the
encrypted decomposition piece 1 and the encrypted decom-
position piece 2 distributed and held on the network are
respectively downloaded and collected by the data access
unit open program module 122A-3. The collected encrypted
decomposition piece 1 and the encrypted decomposition
piece 2 are composed as an encrypted data access unit 131
in an encryption state by the composing processing. The
decryption processing 1s successively performed to obtain a
browsing, output, and editable data access unit 131 (FIG. 15
Step S7). This 1s a mechanism to reproduce the data access
unit 131 to be browsed, output, and edited by the application
main program module (FIG. 15 Step S8).

FIG. 16 1s a figure showing the configuration of the
application 120 of the data management system 100a and
the basic tlow of data processing using the download of the
encrypted decomposition piece accompanying the input of
the open secret code, the composing and decrypting the
encrypted decomposition piece.

FIG. 16 (A) 1s a figure for easily showing the configura-
tion of data access unit open program module 122A-3 of the
application 120. Compared to the configuration example of
Embodiment 1 shown in FIG. 6 (A), the URL conversion
part 122A6 1n the download processing part 122A1 and the
composition processing part 122A5 are added.

The URL conversion unit 122A6 i1s provided with a
program module for converting each data server 102-1
distributed on the network into URL information of the data
server 102-1 and the data server 102-2 on the basis of the 1D
information and URL information inputted from the user to
access the data access unit 131. That 1s, the user does not
need to know how the data access unit 131 1s decomposed
and distributed 1n any manner. The same as the case of
Embodiment 1, the user only inputs the nominal ID infor-
mation and URL information at the accessing of the data
access unit 131 as 11 the data access unit 131 1s integrated
without recognizing the respective encrypted decomposition
pieces are distributed. The nominal URL information 1s
converted mto each URL information of each data server
102-1 and data server 102-2 by the URL conversion part
122A6.

A composition processing part 122AS performs process-
ing for assembling the decomposed encrypted decomposi-
tion pieces and composing the data access units 131 1n the
encrypted state. In this Embodiment 2, the encrypted decom-
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position pieces are decrypted after composing the data
access units 131 1n the encrypted state, but the different tlow
can be possible that respective encrypted decomposition
pieces are decrypted by the decrypting processing unit
122 A4 first, and then combined by the composition process-
ing unit 122AS.

FIG. 16 (B) shows the flow of processing in the case of
browsing, outputting, and editing the data access unit 131 by
using the user computer system 101.

First, the user mputs the open secret code, nominal URL
information and ID information through the code input
device 110 to the download processing part 122A1 of the
application 120 (FIG. 3, FIG. 16 Step 1), and the URL
conversion part 122A6 converts the nominal URL 1nforma-
tion into the distributed URL information (URL 1, URL 2).

The download processing part 122A1 performs download
processing on the basis of each distributed URL information
and ID information (FIG. 3, FIG. 16 Step S2). Here, the

download processing part 122A1 tries to download the
encrypted decomposition piece 1 from the data server 102-1
of the URL 1, and the encrypted decomposition piece 2 from
the data server 102-2 of the URL 2.

As shown 1n FIG. 16, the encrypted decomposition piece
1 of the data access unit 131 1s downloaded from the data
server 102-1 of a URL 1, and the encrypted decomposition

piece 2 of the data access unit 131 1s downloaded from the
data server 102-2 of a URL 2 through the download pro-

cessing part 122A1 (FIG. 16 Step S5) and passed to the
synthesis processing part 122AS. For the drawing conve-
nience of FIG. 16, the encrypted decomposition piece 1 and
the encrypted decomposition piece 2 are directly input to the
composition processing part 122AS, but these are passed
through the download processing part 122A1.

Each encrypted decomposition piece 1 and encrypted
decomposition piece 2 are combined to the encrypted data
access unit 131 in an integrated encryption state by the
composition processing part 122AS (FIG. 16 Step S71).
Then, the encrypted data access umit 131 1s decrypted to the
decrypted data access unit 131 by the decrypting processing
part 122A4 (FIG. 16 Step S7). The decrypted data access
umt 131 can be executable for processing such as browsing,
output and editing by the application main program module
121 (FIG. 16 Step S8).

Next, processing for decomposing the data access unit
131 under the condition of establishing authentication of the
close secret code and distributing the data to a plurality of
storage devices 1s described.

FIG. 17 1s a figure showing the basic tlow of data to be
distributed and stored 1n a plurality of storage devices by
encrypting and decomposing the data access unit 131 after
the completion of browsing, output and editing. Especially,
the encryption process of the data access unit 131, decom-
position process of the data access unmit 131 to the decom-
position piece, and upload process are shown.

The data access unit 131 1s encrypted, decomposed, and
the distributed and upload can be executed by the data access
umt close program module 123A-3, and each encrypted
decomposition piece 1s uploaded to each designated data
server 102.

FIG. 18 1s a figure showing the configuration of the
application 120 of the data management system 100aq and
the tlow of data processing of the encryption processing of
the data access unit 131 associated with the input of the close
secret code, the decomposition processing of the data access
umt 131 to the encrypted decomposition piece, and the
upload processing of the encrypted decomposition piece.
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FIG. 18 (A) 1s a figure simply showing the configuration
of data access unit close program modules 123A-3 of the
application 120. A URL conversion part 123 A6 in an upload
processing part 123A4 and a decomposition processing part
123AS are added in comparison with the configuration
example of the embodiment 1 shown i FIG. 12 (a).

The URL conversion unit 123A6 i1s provided with a
program module for converting the actual 1D information
and URL miformation inputted from the user who tries to
store the data access unit 131 into each actual data servers
102-1 and the data servers 102-2 corresponding to URL
information distributed on the network. That 1s, the user does
not need to know how the data access unit 131 1s decom-
posed and distributed, only by mputting the nominal 1D
information and URL information obtained the same as
Example 1, and the nominal ID information and URL
information are converted into URL information of each of
the actual data servers 102-1 and 102-2 distributed on the
network by the URL conversion part 122A6.

If the URL information by the URL conversion part
122A6 at the time of downloading described 1n FIG. 16 1s
held, and when the URL information can be re-used, the
URL conversion by the URL conversion part 123A6 1s not
required in this case.

The decomposition processing unit 123 A5 executes pro-
cessing for decomposing the data access unit 131 in the
encrypted state into a plurality of encrypted decomposition
pieces by a predetermined decomposition algorithm. In this
Embodiment 2, the data access unit 131 1s encrypted by the
encryption processing unit 123 A3-1, and the data access unit
131 1n the encrypted state 1s divided by the decomposition
processing umt 123A5, but the data access unit 131 1s
decomposed 1nto a plurality of pieces by the decomposition
processing unit 123AS, and the decomposition pieces are
encrypted by the encryption processing unit 123A3-1.

FIG. 18 (B) 1s a figure showing the basic flow of data
processing with the encryption of the data access umt 131
associated with the mput of the close secret code. The
decomposition of the data access unit 131 to the encrypted
decomposition piece and the upload of the encrypted decom-
position piece are executed.

The close secret code, the URL and the ID information
inputted 1n the Step S9 are processed by the close secret code
authentication processing part 123A1. When the authenti-
cation processing 1s successiul 1 the close secret code
authentication processing part 123A1 (Step S10: Y), the
close secret code 1s passed to the encryption key generation
part 123A2-1, and the encryption key 1s generated (Steps
S11-11). The encryption key generation unit 123A-2-1 1s
provided with a conversion program module or a calculation
program module, and has the ability to generate an encryp-
tion key from the close secret code. The conversion program
module may be non-performed, that 1s, the close secret code
itself may be an encryption key. The generated encryption
key can encrypt data as being decryptable by the decryption
key generated by the decryption key generation unit 122A-
2-1 from the open secret code.

The generated encryption key 1s passed to the encryption
processing unit 123A3-1. On the other hand, the data access
unit 131 whose processing such as editing 1s finished 1s
passed from the application main program module 121 to the
encryption processing part 123A3-1 and re-encrypted by
using the encryption key in the encryption processing part
123A3-1 (Steps S11 to S12).

The data access unit 131 in the re-encrypted state 1s
passed to the decomposition processing part 123AS and
decomposed mnto a plurality of encrypted decomposition
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pieces (Steps S11 to S13). In this example, the encrypted
decomposition piece 1 and the encrypted decomposition

piece 2 are generated.

A plurality of encrypted decomposition pieces are passed
to the upload processing umt 123 A4 and uploaded to URL
of the data server 102 in which each encrypted decomposi-
tion piece converted by the URL conversion unit 123A6 1s
uploaded via the upload processing unit 123 A4. That 1s, the
encryption piece 1 1s uploaded to the data server 102-1 of the
URL 1, and the encrypted decomposition piece 2 1s uploaded
to the data server 102-2 of the URL 2 (Step S13).

When the authentication of the close secret code 1s not
established (FIG. 16 and FIG. 18 Steps S10: N), the editing
content of the third party who performs unauthorized access
or editing 1s handled as the editing which 1s not approved by
the user (FIG. 16 and FIG. 18 Step S12). When the user does
not approve, the data access unit close program module
123 A-3 does not transier the re-encrypted data access unit
131 to the data access unit close program module 123B, and
transmits information indicating that 1t 1s not updated, so that
the data access unit close program module 123B 1s not
changed as it 1s 1n the original data access unit 131 1n the
storage device 130.

Since the input mistake of the close secret code can be
performed even by the authentic user, the operation of
making the mput of the close secret code multiple times can
be permitted.

Referring back to FIG. 17, the explanation 1s continued.
As shown 1n FIG. 17, the data access unit close program
modules 123A-3 stores the encrypted decomposition pieces
in the predetermined storage place and the storage format 1n
cach storage device 130.

Embodiment 3

In the data management system according to Embodiment
3, the data owner of the data access unit can select whether
or not the data owner of the data access unit permits the use
as big data for each data access unit.

The big data 1s a collection of data i a large amount
integrated with respect to collection, selection, management
and processing of data, but 1n recent years, analysis by using
the big data 1s a technique eflective for analysis, prediction,
therapeutic eflect, analysis, prediction, etc. of consumption
direction and purchase behavior. The contribution to society
1s expected. On the other hand, 1n order to collect personal
data, there 1s anxiety for the user who provides personal
information. Therefore, the user of the data management
system of the present invention provides the selection of the
personal data which may be anonymously provided to
contribute to social contribution by the user, and the other
rest part 1s assumed to generate a request to be encrypted and
hidden. In the data management system of this Embodiment
3, 1t 1s possible to provide big data to an operation subject
side desired to perform various analysis and prediction by
responding to the needs of the user and utilizing big data.

The data management system 100-2 of the present inven-
tion 1s provided with the encryption selection unit 124 as an
additional program module of the application 120, in addi-
tion to the application main program module 121, the data
access unit open program module 122A, and the data access
unit close program module 123A. The encryption selection
unit 124 has a program module of selecting and encrypting
a part of the data access unit arbitrary.

FIG. 19 1s a figure showing the configuration of the data
management system 100-2 of the present invention when the
data access unit 1s an application file. As shown i FIG. 19,
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the encryption selection unit 124 has a program module of
selectively encrypting a part of the application file that 1s the
data access unit 131. In FIG. 19, the network hanging part

in the application file 1s encrypted, and the rest unencrypted
part 1s a non-encrypted part.

For the data part in the application file 1n which the
encryption 1s not selected by the encryption selection part
124, the management subject of the data server for managing
the storage device 130 can be browsed or used as the data of
the big data.

FIG. 20 1s a figure showing a configuration of the data
management system 100-2 of the present invention when the
data access unit 1s the record of a database. As shown 1n FIG.
20, the encryption selection umt 124 has a program module
of selectively encrypting a field 1n a record of a database that
1s the data access unit 131. In FIG. 20, hatched field in the
record of the database shows encrypted field, and non-
hatched field in the record of the database shows non-
encrypted field.

For the field part 1n the record of the database where the
encryption 1s not selected by the encryption selection part
124, the management subject of the data server for managing
the storage device 130 can be browsed or used as the data of
the big data.

As an example of the operation, the data part encrypted by
the data access unit 131 rejects the use as the big data, that
1s, the data part where the encryption is not selected 1s the
operation that the data owner or the user agrees with the use
of the big data.

According to the data management system 100 according
to the present invention, an application file, a record 1n a
database, a field of a record 1n a database or the like can be
used as the data access unit, and various system operations
can be performed.

Authentication of the open secret code when the data
access unit 1s opened, browsing, output and editing of the
data access unit are completed, and high security setting 1s
made possible by the authentication of the close secret code
when closing the data access unit, and the user can confirm
that the input content and the operation content are correct.
In addition, the open secret code 1s used for decoding the
decryption key, the encrypted data access unit can be decrypt
and decoded. The encryption processing 1s automatically
executed as the open secret code becoming the decryption
key at the closing processing.

A storage device, When the data server 1s constructed on
the data server as computer resources different from the user
computer system to be accessed by automatically processing
the encryption and decryption, the data access unit can be
held 1n an encrypted state at all times 1n the storage device,
and even 1f there 15 leakage of data by unauthorized access,
the data 1s always encrypted, so that substantial data leakage
damage can be prevented because the user’s personal infor-
mation or the like i1s not easily decrypted.

INDUSTRIAL APPLICABILITY

The present invention can be widely applied to a com-
puter system for handling data, and 1ts use 1s not limited and
can be used for a variety of business systems.

DESCRIPTION OF THE REFERENCE
NUMERALS

100 Data management system
101 User computer system
102 Computer system (data server)
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103 Network

110 Code 1mput device

120 Application

121 Main program module of the application

122A and 122B Data access unit open program module

123A and 123B Data access unit close program module

124 Encryption selection unit

130 Storage device

131 Data access unit

140 Server main program module

I claim:

1. A data management system, comprising:

an application program that can be used 1n a computer
system:

a code mput device;

a data access unit accessed by the application program
and serving as a umt of browsing, output or editing,
including an open secret code for browsing, outputting
or editing the data access unit, and a close secret code
for normally ending the application program for brows-
ing, outputting or editing the data access unit;

a storage device on a network in which a plurality of data
access units are stored 1n a state 1n which all or at least
a selected part 1s encrypted;

a data access unit open program module for downloading
the data access unit in the encrypted state targeted by
the application program, and decrypting the data access
unit to be able to access for browsing, outputting or
editing on the basis of authentication of the open secret
code for each data access umit which 1s inputted through
the code mput device;

a data access unit close program module for closing the
data access unit for ending browsing, outputting or
editing, and encrypting the data access unit, and
uploads the data access unit to the storage device on the
basis of authentication of the close secret code for each
data access unit which i1s iputted through the code
input device.

2. The data management system according to claim 1,
wherein the storage device 1s configured on a data server of
different computer resources via the network from the
computer system and the application program, and in the
storage device, all or at least a selected portion of the data
access unit 1s always held in the encrypted state, and the
download and the upload are performed i1n an encrypted
state through the network.

3. The data management system according to claim 1,
wherein the encrypted state for each data access umit
uploaded to the storage device 1s encrypted in an encrypted
state as the open secret code 1itsell or a key obtained by
converting the open secret code 1s a decryption key.

4. The data management system according to claim 1,
further comprising:

a decryption key storage unit for storing a decryption key
for the data access unit 1n the encrypted state accessed
by the application program,

wherein each data access unit stored in the storage device
1s encrypted 1n an encrypted state with the key obtained
from the decryption key storage unit on the basis of the
authentication of the open secret code 1s the decryption
key.

5. The data management system according to claim 1,
wherein the open secret code and the close secret code are
unique for each data access unit.

6. The data management system according to claim 3,
wherein the open secret code and the close secret code are
the same code.
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7. The data management system according to claim 1,
wherein the open secret code and the close secret code are
biological information, and the code mput device 1s a
reading device for the biological information.

8. The data management system according to claim 1,
wherein the data access unit 1s an application file handled by
the application program.

9. The data management system according to claim 8,
turther comprising:

an encryption selection umt for selecting a portion to be

encrypted among the data in the application file that 1s
the data access unit,

wherein data portion 1n the application file 1n which the

encryption selection unit does not select the encryption,
can be used as data capable of browsing by a manage-
ment entity of the storage device or capable of use 1n a
big data system.

10. The data management system according to claim 1,
wherein the data access unit 1s a record 1n a database handled
by the application program.

11. The data management system according to claim 10,
turther comprising:

an encryption selection umt for selecting a portion to be

encrypted among the data 1n a field unit 1 the record
that 1s the data access unit,

wherein data portion 1n field unit 1n the record 1n which

the encryption selection unit does not select the encryp-
tion, can be used as data capable of browsing by a
management entity of the storage device or capable of
use 1n a big data system.

12. The data management system according to claim 1,
wherein the data access unit 1s a field of a record 1n a
database handled by the application program.

13. The data management system according to claim 1,
wherein

the storage device 1s a plurality of storage devices dis-

tributed and arranged on the network,

when the data access unit close program module receives

the 1nput of the close secret code, the data access unit
close program module decomposes the completed data
access unit into a plurality of pieces, encrypts each
decomposition piece of data 1n the encryption state, and
stores each encrypted decomposition piece 1n the stor-
age device distributed and arranged on the network.

14. The data management system according to claim 13,

wherein the data access unit open program module 1s

provided with a URL conversion program module for
converting a nominal ID information and a URL infor-
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mation given as the data access unit 1s assumed to be
integrated state without being decomposed into actual
set of URL mformation of the storage devices distrib-
uted and arranged on the network storing each
encrypted decomposition piece;

wherein the data access unit open program module down-
loads each of encrypted decomposition pieces based on
the actual set of URL information of the storage devices
which are obtained by the URL conversion program
module on the basis of the nominal ID information and
the URL information in the download processing, com-
poses a set of these encrypted decomposition pieces
and decrypts to a composed data access unit 1n the
capable state for browsing, outputting and editing,

wherein the data access unit close program module
uploads and stores each encrypted decomposition
pieces to the corresponding storage devices distributed
and arranged on the network 1n the upload processing.

15. A data management method for operating each data
access unit accessed by an application program that can be
used 1n a computer system and serving as a unit of browsing,
output or editing processed by the application program
comprising:

setting an open secret code and a close secret code to each
data access unit, wherein the open secret code 1s a code
for browsing, outputting, or editing the data access unit
by the application program, and the close secret code 1s
a code for normally ending the application program for
browsing, outputting or editing the data access unit;

storing a plurality of data access units in a storage device
on a network 1n a state in which all or at least a selected

part 1s encrypted for each data access unit,

executing a data access unit open program module down-
loading the data access unit 1n the encrypted state
targeted by the application program, decrypting the
data access unit to be able to access for browsing,
outputting or editing on the basis of authentication of
the open secret code for each data access unit; and

executing a data access unit close program module that
closes the data access unit for ending browsing, out-
putting or editing, encrypts the data access unit, and
uploads the data access unit to the storage device on the
basis of authentication of the close secret code for each
data access unit.
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