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1
FIRMWARE UPDATE SYSTEM

BACKGROUND

The present disclosure relates generally to information
handling systems, and more particularly to updating firm-
ware 1n an information handling system.

As the value and use of information continues to 1ncrease,
individuals and businesses seek additional ways to process
and store information. One option available to users 1is
information handling systems. An information handling
system generally processes, compiles, stores, and/or com-
municates information or data for business, personal, or
other purposes thereby allowing users to take advantage of
the value of the information. Because technology and infor-
mation handling needs and requirements vary between dii-
ferent users or applications, information handling systems
may also vary regarding what information 1s handled, how
the mformation 1s handled, how much information is pro-
cessed, stored, or communicated, and how quickly and
ciiciently the information may be processed, stored, or
communicated. The varniations in information handling sys-
tems allow for information handling systems to be general or
configured for a specific user or specific use such as financial
transaction processing, airline reservations, enterprise data
storage, or global communications. In addition, information
handling systems may include a variety of hardware and
solftware components that may be configured to process,
store, and communicate information and may include one or
more computer systems, data storage systems, and network-
Ing systems.

Information handling systems such as, for example, server
systems like the DELL EMC® POWEREDGE® XE7100 or
the DELL EMC® POWEREDGE® XE8545 available from
DELL EMC® of Hopkinton, Massachusetts, United States
and Round Rock, Texas, United States, may include a
processing system having one or more processors (e.g.,
Graphics Processing Units (GPUs)) that utilize processor
firmware (e.g., GPU firmware/vBIOS) in their operation. In
such server systems, the processor firmware 1s hosted by
firmware storage devices that are included as part of a
firmware storage system and provided by, for example,
Electronically Eraseable Programmable Read Only Memory
(EEPROM) devices, Serial Peripheral Interface (SPI) flash
memory devices, and/or other firmware storage devices
known 1n the art. Some processor manufacturers provide a
processor firmware update utility whose functionality 1s
enabled via in-band commands to an operating system 1n the
server system that cause that operating system to utilize the
processor firmware update utility to update the processor
firmware 1n the firmware storage device(s) discussed above,
while also providing enhanced server system security via the
ability to enable write-protection 1n the firmware storage
devices 1n the firmware storage system. For example,
NVIDIA® corporation of Santa Clara, California, United
States manufactures GPUs and provides a GPU firmware
utility whose functionality 1s enabled via in-band commands
to an operating system 1n the server system that cause that
operating system to utilize the GPU firmware update utility
to update GPU firmware that 1s hosted 1n SPI flash memory
device(s), while also providing write protection capability 1n
the SPI flash memory device(s).

However, server systems like those discussed above (e.g.,

the DELL EMC® POWEREDGE® XE7100 or the DELL
EMC® POWEREDGE® XE85345) require the provisioning
of out-of-band commands to a remote access controller/

Baseboard Management Controller (BMC) (e.g., the inte-
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grated DELL® Remote Access Controller (1IDRAC) pro-
vided in server systems available from DELL® Inc.) in
order to enable and disable write protection (e.g., via System
Management Bus Post Box Interface (SMBPBI) commands
transmitted by the remote access controller/BMC). As such,
conventional processor firmware updates 1n server systems
like those discussed above require an administrator of the
server system to provide a first out-of-band command via a
remote access controller’/ BMC management interface to the
remote access controller/ BMC to disable write protection for
the firmware storage device(s) (e.g., the SPI flash memory
devices) 1n the firmware storage system, then provide an
in-band command via an operating system management
interface to the operating system to utilize the processor
firmware update utility (e.g., the GPU firmware update
utility) to update the processor firmware (e.g., the GPU
firmware) in the firmware storage device(s) (e.g., the SPI
flash memory) in the firmware storage system, and then
provide a second out-of-band command via the remote
access controllery BMC management interface to the remote
access controller/BMC to enable write protection to the
firmware storage device(s) (e.g., the SPI flash memory) 1n
the firmware storage system. In other words, conventional
processor firmware updates require an administrator to
switch back and forth between out-of-band and in-band
management interfaces and commands to compete the pro-
cessor firmware update process, which can result 1n proces-
sor firmware update process failures due to asynchronous
errors, as well as other 1ssues that would be apparent to one
of skill 1n the art 1n possession of the present disclosure.
Accordingly, 1t would be desirable to provide a firmware
update system that addresses the 1ssues discussed above.

SUMMARY

According to one embodiment, an Information Handling
System (IHS) includes a processing system; and a memory
system that 1s coupled to the processing system and that
includes instructions that, when executed by the processing
system, cause the processing system to provide a remote
access controller engine that 1s configured to: receive a
single out-of-band firmware update command and, 1n
response: perform a firmware storage device unlock opera-
tion to unlock at least one firmware storage device; transmit
a firmware update package including a firmware update
utility and a firmware update 1image to an operating system
engine, wherein the firmware update package 1s configured
to cause the operating system engine to utilize the firmware
update utility to update firmware stored in the at least one
firmware storage device that was unlocked with the firm-
ware update 1image; and perform, subsequent to the operat-
ing system engine updating the firmware stored in the at
least one firmware storage device that was unlocked, a

firmware storage device lock operation to lock the at least
one firmware storage device.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a schematic view illustrating an embodiment of
an Information Handling System (IHS).

FIG. 2 1s a schematic view illustrating an embodiment of
a computing device that includes the firmware update sys-
tem of the present disclosure.

FIG. 3 1s a flow chart illustrating an embodiment of a
method for updating firmware.
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FIG. 4A 1s a schematic view illustrating an embodiment
of the computing device operating during the method of

FIG. 3.

FIG. 4B 1s a schematic view illustrating an embodiment
of the computing device operating during the method of
FIG. 3.

FIG. 4C 1s a schematic view illustrating an embodiment
of the computing device operating during the method of
FIG. 3.

FIG. 4D 1s a schematic view 1llustrating an embodiment
of the computing device operating during the method of
FIG. 3.

FIG. 4E 1s a schematic view 1llustrating an embodiment of
the computing device operating during the method of FIG.
3.

FI1G. 4F 1s a schematic view illustrating an embodiment of
the computing device operating during the method of FIG.
3.

FIG. 4G 1s a schematic view 1illustrating an embodiment

of the computing device operating during the method of
FIG. 3.

DETAILED DESCRIPTION

For purposes of this disclosure, an information handling
system may include any instrumentality or aggregate of
instrumentalities operable to compute, calculate, determine,
classity, process, transmit, receive, retrieve, originate,
switch, store, display, communicate, manifest, detect,
record, reproduce, handle, or utilize any form of informa-
tion, mtelligence, or data for business, scientific, control, or
other purposes. For example, an information handling sys-
tem may be a personal computer (e.g., desktop or laptop),
tablet computer, mobile device (e.g., personal digital assis-
tant (PDA) or smart phone), server (e.g., blade server or rack
server), a network storage device, or any other suitable
device and may vary 1in size, shape, performance, function-
ality, and price. The information handling system may
include random access memory (RAM), one or more pro-
cessing resources such as a central processing unit (CPU) or
hardware or software control logic, ROM, and/or other types
of nonvolatile memory. Additional components of the infor-
mation handling system may include one or more disk
drives, one or more network ports for communicating with
external devices as well as various mput and output (I/0)
devices, such as a keyboard, a mouse, touchscreen and/or a
video display. The information handling system may also
include one or more buses operable to transmit communi-
cations between the various hardware components.

In one embodiment, IHS 100, FIG. 1, includes a processor
102, which 1s connected to a bus 104. Bus 104 serves as a
connection between processor 102 and other components of
IHS 100. An mput device 106 1s coupled to processor 102 to
provide mput to processor 102. Examples of mput devices
may include keyboards, touchscreens, pointing devices such
as mouses, trackballs, and trackpads, and/or a variety of
other input devices known 1n the art. Programs and data are
stored on a mass storage device 108, which 1s coupled to
processor 102. Examples of mass storage devices may
include hard discs, optical disks, magneto-optical discs,
solid-state storage devices, and/or a variety ol other mass
storage devices known 1n the art. IHS 100 further includes
a display 110, which 1s coupled to processor 102 by a video
controller 112. A system memory 114 1s coupled to processor
102 to provide the processor with fast storage to facilitate
execution of computer programs by processor 102.
Examples of system memory may include random access
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4

memory (RAM) devices such as dynamic RAM (DRAM),
synchronous DRAM (SDRAM), solid state memory
devices, and/or a variety of other memory devices known 1n
the art. In an embodiment, a chassis 116 houses some or all
of the components of IHS 100. It should be understood that
other buses and intermediate circuits can be deployed
between the components described above and processor 102
to facilitate interconnection between the components and the
processor 102.

Referring now to FIG. 2, an embodiment of a computing,
device 200 1s illustrated that may utilize the firmware update
system of the present disclosure. In an embodiment, the
computing device 200 may be provided by the IHS 100
discussed above with reference to FIG. 1 and/or may include
some or all of the components of the IHS 100, and 1n specific
examples, may be provided by a server system such as the

DELL EMC® POWEREDGE® XE7100 or the DELL
EMC® POWEREDGE® XE8545 available from DELL
EMC® of Hopkinton, Massachusetts, Umted States and
Round Rock, Texas, United States. However, while illus-
trated and discussed as being provided by particular server
systems, one of skill in the art 1n possession of the present
disclosure will recognize that the functionality of the com-
puting device 200 discussed below may be provided by
other devices and/or systems that are configured to operate
similarly as discussed below. In the 1llustrated embodiment,
the computing device 200 includes a chassis 202 that houses
the components of the computing device 200, only some of
which are illustrated below.

For example, the chassis 202 may house a central pro-
cessing system (not 1llustrated, but which may include the
processor 102 discussed above with reference to FIG. 1
(e.g., a Central Processing Unit (CPU)) and a memory
system (not illustrated, but which may include the memory
114 discussed above with reference to FI1G. 1) that 1s coupled
to the processing system and that includes instructions that,
when executed by the processing system, cause the process-
ing system to provide an operating system engine 204 that
1s configured to perform the functionality of the operating
system engines and/or computing devices discussed below.
In the illustrated embodiment, the operating system engine
204 includes a service module 204a. In a specific example
in which the computing device 200 includes an integrated
DELL® Remote Access Controller 1IDRAC) available 1n
server systems provided by DELL® EMC® as discussed
above, the service module 204a may be provided by an
1IDRAC service module (1ISM). However, while a specific
service module has been described, one of skill in the art 1n
possession of the present disclosure will appreciate that the
operating system engine 204 may be enabled with the
service module functionality discussed below 1n a variety of
manners that will fall within the scope of the present
disclosure as well.

In the 1llustrated embodiment, the chassis 202 also houses
a remote access controller device 206 (e.g., the iDRAC
discussed above) that may include a remote access controller
processing system (not illustrated, but which may include
the processor 102 discussed above with reference to FIG. 1)
and a remote access controller memory system (not 1llus-
trated, but which may include the memory 114 discussed
above with reference to FIG. 1) that 1s coupled to the remote
access controller processing system and that includes
instructions that, when executed by the remote access con-
troller processing system, cause the remote access controller
processing system to provide remote access controller
engine 206q that 1s configured to perform the functionality
of the remote access controller engines and/or remote access
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controller devices discussed below. The remote access con-
troller device 206 may also include a remote access con-
troller storage device (not illustrated, but which may include
the storage 108 discussed above with reference to FIG. 1)
that 1s coupled to the remote access controller engine 2064
(e.g., via a coupling between the remote access controller
storage system and the remote access controller processing
system) and that includes a remote access controller data-
base 2065 that 1s configured to store any of the information
utilized by the remote access controller engine 206a dis-
cussed below. As illustrated, the remote access controller
engine 206a may be coupled to the operating system engine
204 via a link 207. In a specific example, the link 207 may
be provided by a Universal Serial Bus (USB)/Network
Interface Controller (NIC) passthrough interface, although
one of skill in the art 1n possession of the present disclosure
will appreciate how other remote access controller device/
operating system engine links/couplings will fall within the
scope of the present disclosure as well.

The chassis 302 may also house a firmware storage
system 208 that includes a plurality of firmware storage
devices 210, 212, and up to 214 (any or each of which may
be provided by the storage 108 discussed above with refer-
ence to FIG. 1). As illustrated each of the firmware storage
devices 210-214 may include a software write-protection
(SW-WP) element, with the firmware storage device 210
including an SW-WP element 210a, the firmware storage
device 212 including an SW-WP element 212q, and the
firmware storage device 214 including an SW-WP element
214a 1n the 1illustrated embodiment. However, while soft-
ware write protection elements are illustrated and described
below as being utilized to lock and unlock the firmware
storage devices 210-214 to prevent and enable, respectively,
the updating of firmware stored on those firmware storage
devices 210-214, one of skill 1n the art 1n possession of the
present disclosure will appreciate how other locking/unlock-
ing subsystems/techniques will fall within the scope of the
present disclosure as well. As illustrated the operating sys-
tem engine 204 may be coupled to each of the firmware
storage devices 210-214, while the remote access controller
engine 206a may be coupled to each of the firmware storage
devices 210-214 as well via a Field Programmable Gate
Array (FPGA) device 216. However, while specific coupling
configurations for the operating system engine 204 and the
remote access controller device 206 to the firmware storage
system 208 are illustrated and discussed below, one of skill
in the art i possession of the present disclosure will
appreciate how other coupling configurations for the oper-
ating system engine 204 and the remote access controller
device 206 to the firmware storage system 208 will fall
within the scope of the present disclosure as well.

The chassis 202 may also house a communication system
218 that 1s coupled to the operating system engine 204 (e.g.,
via a coupling between the communication system 218 and
the central processing system) and the remote access con-
troller engine 2064a in the remote access controller device
206 (e.g., via a coupling between the communication system
218 and the remote access controller processing system),
and that may be provided by a Network Interface Controller
(NIC), wireless commumnication systems (e.g., BLU-
ETOOTH®, Near Field Communication (NFC) compo-
nents, WiF1 components, cellular components, etc.), and/or
any other communication components that would be appar-
ent to one of skill 1n the art in possession of the present
disclosure. As discussed in further detail below, the com-
munication system 218 may be configured to enable “in-
band” communications to the operating system engine 204
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(e.g., via a “data network™ coupled to the communication
system 218), and may enable “out-of-band” communica-
tions to the remote access controller engine 206a in the
remote access controller device 206 (e.g., via a “manage-
ment network™ coupled to the communication system 218).
However, while a specific computing device 200 has been
illustrated and described, one of skill 1n the art 1n possession
of the present disclosure will recognize that computing
devices (or other devices operating according to the teach-
ings of the present disclosure 1n a manner similar to that
described below for the computing device 300) may include
a variety of components and/or component configurations

for providing conventional computing device (e.g., server
system) functionality, as well as the functionality discussed

below, while remaining within the scope of the present
disclosure as well.

Referring now to FIG. 3, an embodiment of a method 300
for updating firmware 1s 1llustrated. As discussed below, the
systems and methods of the present disclosure provide for
the updating of firmware that 1s stored 1n a lockable firmware
storage system via a single firmware update command from
an administrator or other user of the computing device 200.
For example, the firmware update system of the present
disclosure may include firmware storage device(s), an oper-
ating system engine coupled to the firmware storage
device(s), and a remote access controller device coupled to
the firmware storage device(s) and the operating system
engine. The remote access controller device receives a single
out-of-band firmware update command and, 1n response,
performs a firmware storage device unlock operation to
unlock the firmware storage device(s), transmits a firmware
update package including a firmware update utility and a
firmware update 1image to the operating system engine to
cause the operating system engine to utilize the firmware
update utility to update firmware stored in the firmware
storage device(s) that was unlocked with the firmware
update 1mage and, subsequent to the operating system
engine updating the firmware stored in the at least one
firmware storage device that was unlocked, performs a
firmware storage device lock operation to lock the firmware
storage device(s). As such, the need in conventional firm-
ware update systems to switch between different manage-
ment interfaces multiple times to update firmware 1s elimi-
nated, streamlining the firmware update process for the
administrator of the computing device via synchronized
remote access controller device/operating system engine
functionality.

The method 300 begins at block 302 where a remote
access controller device receives a single out-of-band firm-
ware update command. With reference to FIG. 4A, in an
embodiment of block 302, the remote access controller
engine 206a 1n the remote access controller device 206 may
perform out-of-band firmware update command receiving
operations 400 that include receiving an out-of-band firm-
ware update command via the communication system 218.
As will be appreciated by one of skill 1n the art 1n possession
of the present disclosure, the remote access controller device
206 (e.g., the IDRAC® discussed above) may be connected
via the communication system 218 to an out-of-band man-
agement network through which an administrator of the
computing device 200 may transmit out-of-band firmware
update commands via a management interface on a man-
agement device that 1s coupled to the out-of-band manage-
ment network. As such, at block 302, the administrator of the
computing device 200 may imtiate a firmware update pro-
cess by generating and transmitting the single out-of-band
firmware update command via the out-of-band network to
the remote access controller engine 206a in the remote
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access controller device 206 and, as discussed in further
detail below, the firmware update system of the present
disclosure will then complete the firmware update process
based only on that single firmware update command and
without the need for any subsequent commands from the
administrator of the computing device 200.

In the specific examples provided below, the firmware
updates performed by the firmware update system of the
present disclosure are GPU firmware updates for GPU
firmware (e.g., updates to GPU firmware/vBIOS for one on
or more GPUs 1n a GPU system included 1n the computing
device 200) that 1s hosted by one or more of the firmware
storage devices 210-214 1n the firmware storage system 208.
However, while particular firmware for particular compo-
nents 1s described herein, one of skill 1n the art 1n possession
ol the present disclosure will recognize how other firmware
for other components may benefit from the teachings of the
present disclosure and thus will fall within 1ts scope as well.
In some examples, the remote access controller engine 206a
in the remote access controller device 206 may notify the
administrator of the computing device 200 that a firmware
update 1s available so that the administrator may transmit the
out-of-band firmware update command at block 302, but one
of skill 1n the art 1n possession of the present disclosure will
recognize that the administrator of the computing device 200
may transmit the out-of-band firmware update command at
block 302 without being prompted while remaining within
the scope of the present disclosure as well. Furthermore, in
yet other embodiments, the single out-of-band firmware
update command may be provided to the remote access
controller engine 2064 1n the remote access controller device
206 based on automation processes (e.g., scheduled firm-
ware updates) while remaining within the scope of the

present disclosure as well.
The method 300 then proceeds to block 304 where the

remote access controller device retrieves a firmware update
package. With reference to FIG. 4B, 1 an embodiment of
block 304, the remote access controller engine 2064 1n the
remote access controller device 206 may perform firmware
update package retrieval operations 402 via the communi-
cation system 218 that include retrieving a firmware update
package. For example, the firmware update package
retrieved at block 304 may be included 1n and/or provided by
a computing device vendor update package (e.g., a DELL®
Update Package (DUP) provided for server systems avail-
able from DELL EMC® discussed above), and may include
a firmware update utility that 1s configured for use 1n
updating firmware (discussed in further detail below), a
firmware update 1mage that provides the firmware update
(discussed 1n further detail below), and/or any other com-
puting device vendor update package elements that would be
apparent to one of skill 1n the art 1n possession of the present
disclosure.

Thus, 1n a specific example, the computing device vendor
update package including/providing the firmware update
package may be retrieved via the out-of-band management
network by the remote access controller engine 206a (e.g.,
using conventional computing device vendor update pack-
age/DUP and/or computing device lifecycle controller tech-
niques), the payload 1n that computing device vendor update
package may be verified/validated, a firmware update pack-
age provided by and/or included 1n that computing device
vendor update package may be i1dentified, and that comput-
ing device vendor update package may be stored in the
remote access controller database 2065 (e.g., an 1DRAC
partition on an 1DRAC storage device). However, while
specific retrieval techniques for a particular firmware update
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package are described, one of skill in the art 1n possession
of the present disclosure will appreciate how a variety of
firmware update packages may be retrieved by the remote
access controller device 206 1n a variety of manners while
remaining within the scope of the present disclosure.

While the method 300 illustrates and describes the firm-
ware update package as being retrieved at block 304 fol-
lowing the receiving of the firmware update command at
block 302, one of skill 1n the art 1n possession of the present
disclosure will appreciate how the firmware update package
may be retrieved at block 304 prior to the recerving of the
firmware update command at block 302. For example, rather
than retrieving the firmware update package in response to
receiving the firmware update command, the remote access
controller engine 2064 1n the remote access controller device
206 may retrieve or receive the firmware update package
and store 1t 1n the remote access controller database 2065,
and then may subsequently receive the firmware update
command (as described above with reference to block 302)
to perform a firmware update using that firmware update
package. As such, while the method 300 illustrates and
described a specific ordering of its blocks, one of skill 1n the
art 1n possession ol the present disclosure will appreciate
how those blocks may be performed 1n a different order
while remaining within the scope of the present disclosure as
well.

The method 300 then proceeds to block 306 where the
remote access controller device performs firmware storage
unlock operations to unlock one or more firmware storage
devices. As will be appreciated by one of skill in the art 1n
possession of the present disclosure, the SW-WP elements
210a, 212a, and 214a may have previously been configured
to enable write protection for the firmware storage devices
210, 212, and/or 214, respectively, i order “lock™ those
firmware storage devices 210-214 to prevent unauthorized
changes to data stored thereon, as well as provide other
security benefits known in the art. With reference to FIG.
4C, 1n an embodiment of block 306 and in response to
receiving the single out-oi-band firmware update command
(with the firmware update package having been retrieved
prior to or in response to that firmware update command),
the remote access controller engine 206a in the remote
access controller device 206 and the FPGA device 216 may
perform unlocking command transmission operations 404a
and 4045 that include unlocking one or more of the firmware
storage devices 210-214 1n the firmware storage system 208.

In a specific example, the unlocking command transmis-
sion operations 404a may include the remote access con-
troller engine 2064 1n the remote access controller device
206 generating and transmitting System Management Bus
Post Box Interface (SMBPBI) unlocking command(s) to the
FPGA device 216 for the firmware storage devices 210-214
that host the firmware being updated using the firmware
update package. Furthermore, the unlocking command
transmission operations 4045 may include the FPGA device
216 transmitting write protection disable instruction(s) to the
firmware storage devices 210-214 i1dentified in the SMBPBI
unlocking command(s), and one of skill in the art i pos-
session of the present disclosure will appreciate how such
write protection disable instructions may be executed on the
SW-WP clements 210a, 212a, and/or 214a to disable any
write protection that was previously enabled for those firm-
ware storage devices 210, 212, and/or 214, respectively.

As will be appreciated by one of skill in the art in
possession of the present disclosure, the firmware being
updated using the firmware update package may only be
hosted by a subset of the firmware storage devices 210-214
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in the firmware storage system 208, and thus the remote
access controller engine 2064 in the remote access controller
device 206 may 1dentily that subset of the firmware storage
devices 210-214 to ensure that the unlocking command
transmission operations 404a and 40456 only provide for the
unlocking of those firmware storage devices 210-214. Thus,
tollowing block 306, the firmware storage devices 210-214
in the firmware storage system 208 that host the firmware
being updated using the firmware update package with be
unlocked such that firmware update writes and/or other
firmware update operations may be performed on those
firmware storage devices 210-214. In a specific example 1n
which multiple GPUs are included in the computing device
200, different firmware storage devices 210-214 may host
GPU firmware for each of those GPUs, and one or more of
those firmware storage devices 210-214 may be unlocked to
order to update that GPU firmware.

The method 300 then proceeds to block 308 where the
remote access controller device transmits the firmware
update package to an operating system engine. In the
embodiments described herein, the method 300 includes the
remote access controller device 206 transmitting the firm-
ware update package to the operating system engine 204 in
order to allow the operating system engine 204 to perform
firmware update operations using the firmware update pack-
age, operations which one of skill in the art in possession of
the present disclosure will appreciate may be required due to
limitations with regard to the ability of the remote access
controller device 206 to write to the firmware storage
devices 210-214 1n order to perform the firmware update
operations. However, the inventors of the present disclosure
envision that those 1ssues may be resolved in the future such
that the remote access controller device 206 will be capable
of writing to the firmware storage devices 210-214 1n order
to perform the firmware update operations, and thus some
embodiments of the method 300 may omait the transmission
of the firmware update package from the remote access
controller device 206 to the operating system engine 204.

However, with reference to FIG. 4D and in an embodi-
ment of block 308, the remote access controller engine 2064
in the remote access controller device 206 may perform
firmware update package transmission operations 406 that
include transmitting the firmware update package via the
link 207 to the operating system engine 204. As such,
continuing with the specific example discussed above, the
firmware update package transmission operations 406 may
include the remote access controller engine 206a in the
remote access controller device 206 parsing the computing,
device vendor update package to retrieve the firmware
update package, and transmitting the firmware update pack-
age via a USB/NIC passthrough interface and to the service
module 204a (e.g., an 1SM) included the operating system
engine 204. As discussed above, the firmware update pack-
age transmitted to the operating system engine 204 may
include the firmware update utility and the firmware update
image(s) for the firmware being updated, as well as any
other firmware update package elements that would be
apparent to one of skill 1n the art 1n possession of the present
disclosure.

Furthermore, 1n some embodiments, the unlocking com-
mand transmission operations 404a and 4045 at block 306
and the firmware update package transmission operations
406 may be synchronized such that the updating of firmware
using the firmware update package (discussed below) trans-
mitted via the firmware update package transmission opera-
tions 406 occurs subsequent to the unlocking of the firmware
storage device(s) 210-214 via the unlocking command trans-
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mission operations 404a and 404H. As such, in some
embodiments, the firmware update package transmission
operations 406 may be synchromized with the unlocking
command transmission operations 404a and 4045 such that
they are performed after the unlocking command transmis-
sion operations 404a and 404b. However, 1n other embodi-
ments, the firmware update package transmission operations
406 may be synchronized with the unlocking command
transmission operations 404a and 4045 such that they are
performed before the unlocking command transmission
operations 404a and 4045 as long as the updating of firm-
ware using the firmware update package transmitted via the
firmware update package transmission operations 406
occurs subsequent to the unlocking of the firmware storage
device(s) 210-214 via the unlocking command transmission
operations 404a and 404bH. As such, one of skill 1n the art 1n
possession of the present disclosure will appreciate how the
unlocking command transmission operations 404a and 40456
at block 306 and the firmware update package transmission
operations 406 may be synchronized in a variety of manners
to enable the firmware update functionality discussed below.
The method 300 then proceeds to block 310 the operating,
system engine utilizes a firmware update utility in the
firmware update package to update firmware stored on the
firmware storage device(s) that were unlocked with a firm-
ware update image in the firmware update package. With
reference to FIG. 4F, 1n an embodiment of block 310, the
operating system engine 204 may perform firmware update
operations 408 that include using the firmware update pack-
age recerved from the remote access controller device 206 to
update firmware hosted on the firmware storage device(s)
210-214. Continuing with the specific example provided
above, the service module 204aq (e.g., an 1SM) in the
operating system 204 may run the firmware update utility
that was included 1n the firmware update package to update
firmware (e.g., GPU firmware) hosted on the firmware
storage device(s) 210-214 using the firmware update
image(s) that were included in the firmware update package.
As discussed above, the firmware update 1mage(s) included
in the firmware update package may provide for the updat-
ing of firmware stored on some subset of the firmware
storage devices 210-214 (with that subset of firmware stor-
age devices 210-214 having been unlocked at block 306),
and thus at block 310 that subset of firmware storage devices
210-214 may be updated by the service module 204q (e.g.,
an 1SM) 1n the operating system 204 via the running the
firmware update utility that was included in the firmware
update package and using those firmware update 1image(s).
However, as discussed above, 1n situations in which the
remote access controller device 206 1s configured to write to
the firmware storage devices 210-214, the remote access
controller device 206 may perform the firmware update
operations 1n place of the operating system engine 204.
The method 300 then proceeds to block 312 where the
operating system engine transmits a firmware update
completion message to the remote access controller device.
With reference to FIG. 4E, 1n an embodiment of block 312,
the operating system engine 204 may perform firmware
update completion message transmission operations 410 that
include transmitting a firmware update completion message
via the link 207 to the remote access controller engine 206a
in the remote access controller device 206. As such, con-
tinuing with the specific example discussed above, the
firmware update completion message transmission opera-
tions 410 may include the service module 204a (e.g., an
1SM) 1n the operating system engine 204 generating a
firmware update completion message (e.g., an instruction to
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lock any unlocked firmware storage devices via the enable-
ment of write protection 1n the specific examples discussed
below), and transmitting the firmware update completion
message via a USB/NIC passthrough interface and to the
remote access controller engine 2064 1n the remote access
controller device 206. However, while a specific firmware
update completion message has been described, one of skill
in the art i possession of the present disclosure will
appreciate that the operating system engine 204 may indi-
cate the completion of firmware update operations to the
remote access controller device 206 1n a variety of manners
that will fall within the scope of the present disclosure as
well. Furthermore, as discussed above, 1n situations 1n which
the remote access controller device 206 1s configured to
write to the firmware storage devices 210-214, block 312 of
the method 300 may be omitted.

The method 300 then proceeds to block 314 where the
remote access controller device performs firmware storage
lock operations to lock the firmware storage device(s). As
will be appreciated by one of skill in the art in possession of
the present disclosure, the disablement of write protection
via the SW-WP elements 210a, 212a, and 214a for the
firmware storage devices 210, 212, and/or 214, respectively,
operates to “unlock™ those firmware storage devices 210-
214 and allow the updating of the firmware hosted thereon.
With reference to FIG. 4G, 1n an embodiment of block 314
and 1n response to recerving the firmware update completion
message from the operating system engine 204, the remote
access controller engine 2064 in the remote access controller
device 206 and the FPGA device 216 may perform locking
command transmission operations 412a and 4126 that
include locking one or more of the firmware storage devices
210-214 1n the firmware storage system 208.

In a specific example, the locking command transmission
operations 412a may include the remote access controller
engine 206a 1n the remote access controller device 206
generating and transmitting System Management Bus Post
Box Interface (SMBPBI) locking command(s) to the FPGA
device 216 for the firmware storage devices 210-214 that
were unlocked at block 306. Furthermore, the locking com-
mand transmission operations 41256 may include the FPGA
device 216 transmitting write protection enable
instruction(s) to the firmware storage devices 210-214 that
were unlocked at block 306 (e.g., as identified in the
SMBPBI locking command(s), as 1dentified by the remote
access controller engine 206a, etc.), and one of skill 1n the
art 1n possession ol the present disclosure will appreciate
how such write protection enable instructions may be
executed on the SW-WP elements 210a, 2124, and/or 214a
to enable any write protection that was previously disabled
for those firmware storage devices 210, 212, and/or 214,
respectively, at block 306.

As such, following block 314, any firmware updates
provided 1n the firmware update package have been applied
to the firmware stored on the firmware storage device(s)
210-214, and those firmware storage device(s) 210-214 have
been locked, 1n response to the single out-of-band firmware
update command received at the remote access control 206
from the administrator of the computing device 200. Fur-
thermore, as will be appreciated by one of skill 1n the art in
possession ol the present disclosure, 1n the event that any
portion of the firmware update Tunctionality discussed below
tails, the locking of the firmware storage device(s) 210-214
described above may be performed. For example, 1in the
event the firmware update package 1s not successtully trans-
mitted to the operating system engine 204, the firmware
update operations are not successiully completed, and/or in
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response to any other firmware update process failure that
would be apparent to one of skill in the art 1n possession of
the present disclosure, the operating system engine 204 may
transmit a firmware update process failure message (e.g.,
similar to the transmaission of the firmware update comple-
tion message discussed above with reference to block 312)
to the remote access controller device 206 1n order to cause
the remote access controller device 206 to lock the firmware
storage device(s) 210-214 similarly as described above.

Furthermore, 1n some embodiments, the firmware update
completion message transmission operations 410 at block
312, the locking command transmission operations 412a and
41256 at block 314, and the firmware update operations 408
at block 310 may be synchronized such that the updating of
firmware based on the firmware update operations 408 1is
completed prior to the locking of the firmware storage
device(s) 210-214 via the locking command transmission
operations 412a and 412b6. As such, 1n some embodiments,
the firmware update completion message transmission
operations 410 may be synchronized with the firmware
update operations 408 such that they are performed after the
firmware update operations 408 have been completed, and
the locking command transmission operations 412aq and
4120 may be synchronized with the firmware update
completion message transmission operations 410 such that
the locking commands are not transmitted until the firmware
update completion message 1s received. However, 1n other
embodiments, the firmware update completion message
transmission operations 410 may be performed before the
firmware update operations 408 have been completed, and/
or the locking command transmission operations 412a and
4120 may be transmitted before the firmware update
completion message 1s recerved, as long as the locking of the
firmware storage device(s) 210-214 via the locking com-
mand transmission operations 412aq and 4125 1s performed
subsequent to the updating of firmware via the firmware
update operations 408. As such, one of skill in the art in
possession of the present disclosure will appreciate how the
firmware update completion message transmission opera-
tions 410 at block 312, the locking command transmission
operations 412a and 4125 at block 314, and the firmware
update operations 408 at block 310 may be synchronized in
a variety ol manners to enable the firmware update func-
tionality discussed below.

Thus, systems and methods have been described that
provide for the updating of GPU firmware that 1s stored in
a lockable firmware storage system via a single firmware
update command from an administrator or other user of a
server system. For example, the GPU firmware update
system ol the present disclosure may include firmware
storage device(s), an operating system engine coupled to the
firmware storage device(s), and a remote access controller
device coupled to the firmware storage device(s) and the
operating system engine. The remote access controller
device receives a single out-of-band GPU firmware update
command and, in response, performs a firmware storage
device unlock operation to unlock the firmware storage
device(s), transmits a GPU firmware update package includ-
ing a GPU firmware update utility and a GPU firmware
update 1mage to the operating system engine to cause the
operating system engine to utilize the GPU firmware update
utility to update GPU firmware stored in the firmware
storage device(s) that was unlocked with the GPU firmware
update 1mage and, subsequent to the operating system
engine updating the GPU firmware stored 1n the at least one
firmware storage device that was unlocked, performs a
firmware storage device lock operation to lock the firmware
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storage device(s). As such, the need 1n conventional GPU
firmware update systems to switch between different man-
agement interfaces multiple times to update GPU firmware
1s eliminated, streamlining the GPU firmware update pro-
cess for the administrator of the server system.

Although illustrative embodiments have been shown and
described, a wide range of modification, change and substi-
tution 1s contemplated 1in the foregoing disclosure and in
some 1nstances, some features of the embodiments may be
employed without a corresponding use of other features.
Accordingly, 1t 1s appropriate that the appended claims be
construed broadly and in a manner consistent with the scope
of the embodiments disclosed herein.

What 1s claimed 1s:

1. A firmware update system, comprising:

a computing device including:

at least one firmware storage device;
an operating system engine that 1s coupled to the at
least one firmware storage device and that 1s config-
ured to provide an operating system that operates
following 1nitialization of the computing device; and
a remote access controller device that 1s separate from
the operating system engine and coupled to the
operating system engine via a communication link,
as well as coupled to the at least one firmware
storage device, wherein the remote access controller
device 1s configured to:
recerve a single administrator-initiated out-of-band
firmware update command and, 1n response to that
single admimstrator-initiated out-of-band firm-
ware update command and without receiving any
subsequent adminmistrator-initiated commands fol-
lowing that single administrator-initiated out-oi-
band firmware update command:
perform a firmware storage device unlock opera-
tion to unlock the at least one firmware storage
device;
transmit a firmware update package including a
firmware update utility and a firmware update
image to the operating system via the commu-
nication link, wherein the operating system 1s
configured, without receiving any administra-
tor-initiated commands, to:
utilize the firmware update utility to update
firmware stored 1n the at least one firmware
storage device that was unlocked with the firm-
ware update 1mage; and
perform, subsequent to the operating system
updating the firmware stored 1n the at least one
firmware storage device that was unlocked, a
firmware storage device lock operation to lock
the at least one firmware storage device.

2. The system of claim 1, wherein the at least one
firmware storage device 1s provided by at least one Elec-
tronically Frasable Programmable Read Only Memory (EE-
PROM) firmware storage device, or at least one Serial
Peripheral Interconnect (SPI) firmware storage device.

3. The system of claim 1, wherein the remote access
controller device 1s coupled to the operating system engine
via a Umiversal Serial Bus (USB)/Network Interface Con-
troller (NIC) passthrough interface that provides the com-
munication link, and wherein the remote access controller
device 1s configured to transmit the firmware update package
to the operating system via the USB/NIC passthrough inter-
face.
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4. The system of claim 1, further comprising:

a Graphics Processing Unit (GPU) that 1s coupled to the
at least one firmware storage device and that 1s con-
figured to utilize the firmware stored on the at least one
firmware storage device.

5. The system of claim 1, wherein the remote access

controller device 1s configured to:

recerve, from the operating system via the communication
link subsequent to the operating system updating the
firmware stored in the at least one firmware storage
device that was unlocked, a firmware update comple-
tion message, wherein the remote access controller
device 1s configured to perform the firmware storage
device lock operation 1n response to receiving the
firmware update completion message.

6. The system of claam 1, wherein the remote access

controller device 1s configured to:

retrieve, via a network and 1n response to receiving the
single administrator-initiated out-of-band firmware
update command and without recerving any subsequent
administrator-initiated commands following that single
administrator-initiated out-of-band firmware update
command, the firmware update package.

7. The system of claim 1, further comprising:

a Field Programmable Gate Array (FPGA) device cou-
pling the remote access controller device to the at least
one firmware storage device, wherein the remote access
controller device performs the firmware storage device
unlock operation and the firmware storage device lock
operation via the FPGA device.

8. An Information Handling System (IHS), comprising:

a processing system; and

a memory system that 1s coupled to the processing system
and that includes instructions that, when executed by
the processing system, cause the processing system to
provide a remote access controller engine that 1s con-
figured, following 1nitialization of a computing device
such that an operating system engine 1n the computing,
device that 1s separate from the remote access control-
ler engine and coupled to the remote access controller
engine via a communication link provides an operating,
system, to:
receive a single administrator-initiated out-of-band

firmware update command and, 1n response to that

single administrator-initiated out-of-band firmware

update command and without receiving any subse-

quent admimstrator-initiated commands following

that single administrator-initiated out-of-band firm-

ware update command:

perform a firmware storage device unlock operation
to unlock at least one firmware storage device that
1s mncluded 1n the computing device;

transmit a firmware update package including a
firmware update utility and a firmware update
image to the operating system via the communi-
cation link, wherein the firmware update package
1s configured to cause the operating system to
utilize, without receiving any administrator-initi-
ated commands, the firmware update utility to
update firmware stored 1n the at least one firmware
storage device that was unlocked with the firm-
ware update 1mage; and

perform, subsequent to the operating system updat-
ing the firmware stored 1n the at least one firmware
storage device that was unlocked, a firmware
storage device lock operation to lock the at least
one firmware storage device.



US 11,842,186 B2

15

9. The IHS of claim 8, wherein the at least one firmware
storage device 1s provided by at least one Electronically
Erasable Programmable Read Only Memory (EEPROM)
firmware storage device, or at least one Sernial Peripheral
Interconnect (SPI) firmware storage device.

10. The IHS of claim 8, wherein the remote access
controller engine 1s coupled to the operating system engine
via a Umiversal Serial Bus (USB)/Network Interface Con-
troller (NIC) passthrough interface that provides the com-
munication link, and wherein the remote access controller
engine 1s configured to transmit the firmware update pack-
age to the operating system via the USB/NIC passthrough
interface.

11. The IHS of claim 8, wherein the firmware stored 1in the
at least one firmware storage device 1s Graphics Processing
Unit (GPU) firmware, and wherein the firmware update
image 1s a GPU firmware update 1mage.

12. The IHS of claim 8, wherein the remote access
controller engine 1s configured to:

receive, from the operating system via the communication

link subsequent to the operating system engine updat-
ing the firmware stored in the at least one firmware
storage device that was unlocked, a firmware update
completion message, wherein the remote access con-
troller engine 1s configured to perform the firmware
storage device lock operation 1n response to receiving,
the firmware update completion message.

13. The IHS of claim 8, wherein the remote access
controller engine 1s configured to:

retrieve, via a network and in response to receiving the

single administrator-initiated out-of-band firmware
update command and without recerving any subsequent
administrator-initiated commands following that single
administrator-imitiated out-of-band firmware update
command, the firmware update package.
14. A method for updating firmware, comprising:
receiving, by a remote access controller device following

initialization of a computing device such that an oper-
ating system engine in the computing device that is
separate from the remote access controller device and
coupled to the remote access controller device via a
communication link provides an operating system, a
single adminmistrator-initiated out-of-band firmware
update command and, 1n response to that single admin-
istrator-initiated out-of-band firmware update com-
mand and without receiving any subsequent adminis-
trator-mnitiated commands following that single
administrator-imitiated out-of-band firmware update
command:

performing, by the remote access controller device, a

firmware storage device unlock operation to unlock
at least one firmware storage device that 1s included
in the computing device;

transmitting, by the remote access controller device, a

firmware update package including a firmware
update utility and a firmware update image to the
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operating system via the communication link,
wherein the firmware update package 1s configured
to cause the operating system engine to utilize,
without receiving any administrator-initiated com-
mands, the firmware update utility to update firm-
ware stored in the at least one firmware storage
device that was unlocked with the firmware update
image; and

performing, by the remote access controller device
subsequent to the operating system updating the
firmware stored 1n the at least one firmware storage
device that was unlocked, a firmware storage device
lock operation to lock the at least one firmware
storage device.

15. The method of claim 14, wherein the at least one
firmware storage device 1s provided by at least one Elec-
tronically Erasable Programmable Read Only Memory (EE-
PROM) firmware storage device, or at least one Serial
Peripheral Interconnect (SPI) firmware storage device.

16. The method of claim 14, wherein the remote access
controller device 1s coupled to the operating system engine
via a Unmiversal Serial Bus (USB)/Network Interface Con-
troller (NIC) passthrough interface that provides the com-
munication link, and wherein the remote access controller
device transmits the firmware update package to the oper-
ating system via the USB/NIC passthrough interface.

17. The method of claim 14, wherein the firmware stored
in the at least one firmware storage device 1s Graphics
Processing Unit (GPU) firmware, and wherein the firmware
update 1mage 1s a GPU firmware update image.

18. The method of claim 14, further comprising:

receiving, by the remote access controller device from the

operating system via the communication link subse-
quent to the operating system engine updating the
firmware stored in the at least one firmware storage
device that was unlocked, a firmware update comple-
tion message, wherein the remote access controller
device performs the firmware storage device lock
operation 1n response to recerving the firmware update
completion message.

19. The method of claim 14, further comprising:

retrieving, by the remote access controller device via a

network and in response to receiving the single admin-
istrator-initiated out-of-band firmware update com-
mand and without receiving any subsequent adminis-
trator-initiated commands following that single
administrator-initiated out-of-band firmware update
command, the firmware update package.

20. The method of claim 14, wherein the remote access
controller device performs the firmware storage device
unlock operation and the firmware storage device lock
operation via a Field Programmable Gate Array (FPGA)
device that couples the remote access controller device to
the at least one firmware storage device.
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