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(57) ABSTRACT

Various example embodiments for supporting firewalling of
traflic are presented. The support for firewalling of traflic
may include support for firewalling of layer-2 traflic (e.g.,
applying firewall rules to layer-3 trathc embedded within
layer-2 frames) using a layer-2 firewall. The firewalling of
layer-2 traflic by a layer-2 firewall may include support for
firewalling of layer-2 traflic associated with various types of
layer-2 services. The firewalling of layer-2 traflic by a
layer-2 firewall may include support for firewalling of
layer-2 tratlic for which the layer-2 destination address of
the traflic 1s known and layer-2 traflic for which the layer-2
destination address of the traflic 1s unknown. The firewalling
of layer-2 traflic by a layer-2 firewall may include receiving,
by a router, a packet of a flow of a layer-2 service and
supporting, by the router, layer-2 firewalling of the packet at
the router while honoring layer-2 forwarding of the packet
at the router.

15 Claims, 7 Drawing Sheets
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1
ROUTER FIREWALL

TECHNICAL FIELD

Various example embodiments relate generally to com-
munication systems and, more particularly but not exclu-
sively, to supporting use of firewalls for security 1n com-
munication systems.

BACKGROUND

In various communication networks, various communi-
cations technologies may be used to support various types of
communications.

SUMMARY

In at least some example embodiments, an apparatus
includes at least one processor and at least one memory
including a set of instructions, wherein the set of instructions
1s configured to, when executed by the at least one processor,
cause the apparatus to receive, by a router including a
datapath and a layer-2 firewall, a packet of a flow of a layer-2
service having a set of group members associated therewith,
wherein the packet imncludes a layer-2 destination address
unknown to the router and control, by the router based on a
service type of the layer-2 service, sending of the packet
from the datapath toward the layer-2 firewall. In at least
some example embodiments, the set of 1nstructions 1s con-
figured to, when executed by the at least one processor,
cause the apparatus to send, by the router based on a
determination that firewall session state information for the
flow does not exist in the datapath when the packet is
received, the packet from the datapath toward the layer-2
firewall. In at least some example embodiments, to control
the sending of the packet from the datapath toward the
layer-2 firewall, the set of instructions is configured to, when
executed by the at least one processor, cause the apparatus
to send, by the router based on a determination that the
service type of the layer-2 service 1s indicative that the
layer-2 service 1s a virtual private wire service, the packet
from the datapath toward the layer-2 firewall. In at least
some example embodiments, to control the sending of the
packet from the datapath toward the layer-2 firewall, the set
of instructions 1s configured to, when executed by the at least
one processor, cause the apparatus to send, by the router
based on a determination that the service type of the layer-2
service 1s 1ndicative that the layer-2 service 1s a virtual
private local area network service, the packet from the
datapath toward the layer-2 firewall such that the packet has
associated therewith an indication that the packet 1s associ-
ated with the virtual private local area network service. In at
least some example embodiments, the indication that the
packet 1s associated with the wvirtual private local area
network service includes at least one bit 1n a firewall header
added to the packet for transporting the packet from the
datapath to the layer-2 firewall. In at least some example
embodiments, the set of instructions 1s configured to, when
executed by the at least one processor, cause the apparatus
to receive, by the router at the layer-2 firewall from the
datapath, the packet having associated therewith the indica-
tion that the packet 1s associated with the virtual private local
area network service and determine, by the router at the
layer-2 firewall based on a set of firewall rules of the layer-2
firewall, whether the flow of the layer-2 service 1s restricted
or allowed. In at least some example embodiments, the set
of istructions 1s configured to, when executed by the at least
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one processor, cause the apparatus to retain, by the router for
the packet based on a determination by the layer-2 firewall
that the tlow of the layer-2 service 1s restricted, the indica-
tion that the packet i1s associated with the virtual private local
area network service and provide, by the router from the
layer-2 firewall to the datapath, the packet such that the
packet still has associated therewith the indication that the
packet 1s associated with the wvirtual private local area
network service. In at least some example embodiments, the
set of 1structions 1s configured to, when executed by the at
least one processor, cause the apparatus to forward, by the
router based on a determination that the packet received at
the datapath from the layer-2 firewall still has associated
therewith the indication that the packet is associated with the
virtual private local area network service, the packet toward
a subset of the group members of the layer-2 service that are
independent of a set of firewall rules of the layer-2 firewall
for the flow of the layer-2 service. In at least some example
embodiments, the set of instructions 1s configured to, when
executed by the at least one processor, cause the apparatus
to remove, by the router for the packet based on a determi-
nation by the layer-2 firewall that the flow of the layer-2
service 15 allowed, the indication that the packet 1s associ-
ated with the virtual private local area network service and
provide, by the router from the layer-2 firewall to the
datapath, the packet such that the packet no longer has
associated therewith the indication that the packet 1s asso-
ciated with the virtual private local area network service. In
at least some example embodiments, the set of instructions
1s configured to, when executed by the at least one processor,
cause the apparatus to forward, by the router based on a
determination that the packet received at the datapath from
the layer-2 firewall no longer has associated therewith the
indication that the packet i1s associated with the virtual
private local area network service, the packet toward each of
the group members of the layer-2 service. In at least some
example embodiments, the set of nstructions 1s configured
to, when executed by the at least one processor, cause the
apparatus to support, by the router based on a queue,
transport of trailic between the datapath and the layer-2
firewall. In at least some example embodiments, the set of
instructions 1s configured to, when executed by the at least
one processor, cause the apparatus to send, by the router
based on a status of the queue, the packet toward a subset of
the group members of the layer-2 service that are indepen-
dent of a set of firewall rules of the layer-2 firewall for the
flow of the layer-2 service without sending the packet to the
layer-2 firewall. In at least some example embodiments, the
status of the queue 1s imndicative that the queue 1s unable to
accommodate the packet. In at least some example embodi-
ments, the set of instructions 1s configured to, when executed
by the at least one processor, cause the apparatus to send, by
the router based on the status of the queue, the packet toward
the layer-2 firewall using the queue. In at least some example
embodiments, the status of the queue 1s indicative that the
queue 1s able to accommodate the packet. In at least some
example embodiments, the set of mstructions 1s configured
to, when executed by the at least one processor, cause the
apparatus to receive, by the router, a packet of a layer-3
control protocol and determine, by the router based on a
control list, whether to forward the packet from the datapath
toward the layer-2 firewall. In at least some example
embodiments, the control list includes a customer control
list. In at least some example embodiments, the control list
1s based on at least one of a set of one or more control
protocols or a set of port combinations.
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In at least some example embodiments, a non-transitory
computer-readable storage medium stores a set of instruc-
tions configured to cause an apparatus to receive, by a router
including a datapath and a layer-2 firewall, a packet of a tlow
of a layer-2 service having a set of group members associ-
ated therewith, wherein the packet includes a layer-2 desti-
nation address unknown to the router and control, by the
router based on a service type of the layer-2 service, sending,
of the packet from the datapath toward the layer-2 firewall.
In at least some example embodiments, the set ol mstruc-
tions 1s configured to cause the apparatus to send, by the
router based on a determination that firewall session state
information for the flow does not exist in the datapath when
the packet 1s recerved, the packet from the datapath toward
the layer-2 firewall. In at least some example embodiments,
to control the sending of the packet from the datapath toward
the layer-2 firewall, the set of mstructions 1s configured to
cause the apparatus to send, by the router based on a
determination that the service type of the layer-2 service 1s
indicative that the layer-2 service 1s a virtual private wire
service, the packet from the datapath toward the layer-2
firewall. In at least some example embodiments, to control
the sending of the packet from the datapath toward the
layer-2 ﬁrewal , the set of instructions 1s configured to cause
the apparatus to send, by the router based on a determination
that the service type of the layer-2 service 1s indicative that
the layer-2 service 1s a virtual private local area network
service, the packet from the datapath toward the layer-2
firewall such that the packet has associated therewith an
indication that the packet 1s associated with the wvirtual
private local area network service. In at least some example
embodiments, the indication that the packet 1s associated
with the virtual private local area network service includes
at least one bit 1n a firewall header added to the packet for
transporting the packet from the datapath to the layer-2
firewall. In at least some example embodiments, the set of
istructions 1s configured to cause the apparatus to receive,
by the router at the layer-2 firewall from the datapath, the
packet having associated therewith the indication that the
packet 1s associated with the wvirtual private local area
network service and determine, by the router at the layer-2
firewall based on a set of firewall rules of the layer-2
firewall, whether the flow of the layer-2 service 1s restricted
or allowed. In at least some example embodiments, the set
of 1nstructions 1s configured to cause the apparatus to retain,
by the router for the packet based on a determination by the
layer-2 firewall that the flow of the layer-2 SEIvVICe 18
restricted, the indication that the packet i1s associated with
the virtual private local area network service and provide, by
the router from the layer-2 firewall to the datapath, the
packet such that the packet still has associated therewith the
indication that the packet 1s associated with the wvirtual
private local area network service. In at least some example
embodiments, the set of instructions 1s configured to cause
the apparatus to forward, by the router based on a determi-
nation that the packet received at the datapath from the
layer-2 firewall still has associated therewith the indication
that the packet 1s associated with the virtual private local
area network service, the packet toward a subset of the group
members of the layer-2 service that are independent of a set
of firewall rules of the layer-2 firewall for the flow of the
layer-2 service. In at least some example embodiments, the
set of instructions 1s configured to cause the apparatus to
remove, by the router for the packet based on a determina-
tion by the layer-2 firewall that the flow of the layer-2
service 15 allowed, the indication that the packet i1s associ-
ated with the virtual private local area network service and
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provide, by the router from the layer-2 firewall to the
datapath, the packet such that the packet no longer has
associated therewith the indication that the packet 1s asso-
ciated with the virtual private local area network service. In
at least some example embodiments, the set of instructions
1s configured to cause the apparatus to forward, by the router
based on a determination that the packet received at the
datapath from the layer-2 firewall no longer has associated
therewith the indication that the packet is associated with the
virtual private local area network service, the packet toward
cach of the group members of the layer-2 service. In at least
some example embodiments, the set of mstructions 1s con-
figured to cause the apparatus to support, by the router based
on a queue, transport of tratlic between the datapath and the
layer-2 firewall. In at least some example embodiments, the
set of instructions 1s configured to cause the apparatus to
send, by the router based on a status of the queue, the packet
toward a subset of the group members of the layer-2 service
that are independent of a set of firewall rules of the layer-2
firewall for the flow of the layer-2 service without sending
the packet to the layer-2 firewall. In at least some example
embodiments, the status of the queue 1s indicative that the
queue 1s unable to accommodate the packet. In at least some
example embodiments, the set of nstructions 1s configured
to cause the apparatus to send, by the router based on the
status of the queue, the packet toward the layer-2 firewall
using the queue. In at least some example embodiments, the
status of the queue 1s indicative that the queue 1s able to
accommodate the packet. In at least some example embodi-
ments, the set of instructions 1s configured to cause the
apparatus to receive, by the router, a packet of a layer-3
control protocol and determine, by the router based on a
control list, whether to forward the packet from the datapath
toward the layer-2 firewall. In at least some example
embodiments, the control list includes a customer control
list. In at least some example embodiments, the control list
1s based on at least one of a set of one or more control
protocols or a set of port combinations.

In at least some example embodiments, a method includes
receiving, by a router including a datapath and a layer-2
firewall, a packet of a flow of a layer-2 service having a set
of group members associated therewith, wherein the packet
includes a layer-2 destination address unknown to the router
and controlling, by the router based on a service type of the
layer-2 service, sending of the packet from the datapath
toward the layer-2 firewall. In at least some example
embodiments, the method includes sending, by the router
based on a determination that firewall session state infor-
mation for the flow does not exist in the datapath when the
packet 1s received, the packet from the datapath toward the
layer-2 firewall. In at least some example embodiments,
controlling the sending of the packet from the datapath
toward the layer-2 firewall includes sending, by the router
based on a determination that the service type of the layer-2
service 1s indicative that the layer-2 service i1s a virtual
private wire service, the packet from the datapath toward the
layer-2 firewall. In at least some example embodiments,
controlling the sending of the packet from the datapath
toward the layer-2 firewall includes sending, by the router
based on a determination that the service type of the layer-2
service 1s 1ndicative that the layer-2 service 1s a virtual
private local area network service, the packet from the
datapath toward the layer-2 firewall such that the packet has
associated therewith an indication that the packet 1s associ-
ated with the virtual private local area network service. In at
least some example embodiments, the indication that the
packet 1s associated with the wvirtual private local area
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network service includes at least one bit 1n a firewall header
added to the packet for transporting the packet from the
datapath to the layer-2 firewall. In at least some example
embodiments, the method includes receiving, by the router
at the layer-2 firewall from the datapath, the packet having
associated therewith the indication that the packet 1s asso-
ciated with the virtual private local area network service and
determining, by the router at the layer-2 firewall based on a
set of firewall rules of the layer-2 firewall, whether the tlow
of the layer-2 service 1s restricted or allowed. In at least
some example embodiments, the method includes retaining,
by the router for the packet based on a determination by the
layer-2 firewall that the tlow of the layer-2 service is
restricted, the indication that the packet 1s associated with
the virtual private local area network service and providing,
by the router from the layer-2 firewall to the datapath, the
packet such that the packet still has associated therewith the
indication that the packet 1s associated with the wvirtual
private local area network service. In at least some example
embodiments, the method includes forwarding, by the router
based on a determination that the packet received at the
datapath from the layer-2 firewall still has associated there-
with the indication that the packet 1s associated with the
virtual private local area network service, the packet toward
a subset of the group members of the layer-2 service that are
independent of a set of firewall rules of the layer-2 firewall
for the flow of the layer-2 service. In at least some example
embodiments, the method includes removing, by the router
for the packet based on a determination by the layer-2
firewall that the flow of the layer-2 service 1s allowed, the
indication that the packet 1s associated with the wvirtual
private local area network service and providing, by the
router from the layer-2 firewall to the datapath, the packet
such that the packet no longer has associated therewith the
indication that the packet i1s associated with the wvirtual
private local area network service. In at least some example
embodiments, the method includes forwarding, by the router
based on a determination that the packet received at the
datapath from the layer-2 firewall no longer has associated
therewith the indication that the packet 1s associated with the
virtual private local area network service, the packet toward
cach of the group members of the layer-2 service. In at least
some example embodiments, the method includes support-
ing, by the router based on a queue, transport of traflic
between the datapath and the layer-2 firewall. In at least
some example embodiments, the method includes sending,
by the router based on a status of the queue, the packet
toward a subset of the group members of the layer-2 service
that are independent of a set of firewall rules of the layer-2
firewall for the flow of the layer-2 service without sending
the packet to the layer-2 firewall. In at least some example
embodiments, the status of the queue 1s indicative that the
queue 1s unable to accommodate the packet. In at least some
example embodiments, the method includes sending, by the
router based on the status of the queue, the packet toward the
layer-2 firewall using the queue. In at least some example
embodiments, the status of the queue 1s indicative that the
queue 1s able to accommodate the packet. In at least some
example embodiments, the method includes receiving, by
the router, a packet of a layer-3 control protocol and deter-
mimng, by the router based on a control list, whether to
forward the packet from the datapath toward the layer-2
firewall. In at least some example embodiments, the control
list includes a customer control list. In at least some example
embodiments, the control list 1s based on at least one of a set
ol one or more control protocols or a set of port combina-
tions.
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In at least some example embodiments, an apparatus
includes means for receiving, by a router including a data-
path and a layer-2 firewall, a packet of a flow of a layer-2
service having a set of group members associated therewith,
wherein the packet imncludes a layer-2 destination address
unknown to the router and means for controlling, by the
router based on a service type of the layer-2 service, sending
of the packet from the datapath toward the layer-2 firewall.
In at least some example embodiments, the apparatus
includes means for sending, by the router based on a
determination that firewall session state information for the
flow does not exist in the datapath when the packet 1s
received, the packet from the datapath toward the layer-2
firewall. In at least some example embodiments, the means
for controlling the sending of the packet from the datapath
toward the layer-2 firewall includes means for sending, by
the router based on a determination that the service type of
the layer-2 service 1s indicative that the layer-2 service 1s a
virtual private wire service, the packet from the datapath
toward the layer-2 firewall. In at least some example
embodiments, the means for controlling the sending of the
packet from the datapath toward the layer-2 firewall includes
means for sending, by the router based on a determination
that the service type of the layer-2 service 1s imndicative that
the layer-2 service 1s a virtual private local area network
service, the packet from the datapath toward the layer-2
firewall such that the packet has associated therewith an
indication that the packet i1s associated with the virtual
private local area network service. In at least some example
embodiments, the indication that the packet 1s associated
with the virtual private local area network service includes
at least one bit 1n a firewall header added to the packet for
transporting the packet from the datapath to the layer-2
firewall. In at least some example embodiments, the appa-
ratus includes means for receiving, by the router at the
layer-2 firewall from the datapath, the packet having asso-
ciated therewith the indication that the packet i1s associated
with the virtual private local area network service and means
for determining, by the router at the layer-2 firewall based on
a set of firewall rules of the layer-2 firewall, whether the tlow
of the layer-2 service i1s restricted or allowed. In at least
some example embodiments, the apparatus includes means
for retaining, by the router for the packet based on a
determination by the layer-2 firewall that the flow of the
layer-2 service 1s restricted, the indication that the packet 1s
associated with the virtual private local area network service
and means for providing, by the router from the layer-2
firewall to the datapath, the packet such that the packet still
has associated therewith the indication that the packet 1s
associated with the virtual private local area network ser-
vice. In at least some example embodiments, the apparatus
includes means for forwarding, by the router based on a
determination that the packet received at the datapath from
the layer-2 firewall still has associated therewith the indi-
cation that the packet 1s associated with the virtual private
local area network service, the packet toward a subset of the
group members of the layer-2 service that are independent of
a set of firewall rules of the layer-2 firewall for the flow of
the layer-2 service. In at least some example embodiments,
the apparatus includes means for removing, by the router for
the packet based on a determination by the layer-2 firewall
t.
t

nat the tlow of the layer-2 service 1s allowed, the indication
nat the packet 1s associated with the virtual private local
area network service and means for providing, by the router
from the layer-2 firewall to the datapath, the packet such that
the packet no longer has associated therewith the indication
that the packet 1s associated with the virtual private local
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arca network service. In at least some example embodi-
ments, the apparatus includes means for forwarding, by the
router based on a determination that the packet receirved at
the datapath from the layer-2 firewall no longer has associ-
ated therewith the indication that the packet 1s associated
with the virtual private local area network service, the packet
toward each of the group members of the layer-2 service. In
at least some example embodiments, the apparatus includes
means for supporting, by the router based on a queue,
transport of traflic between the datapath and the layer-2
firewall. In at least some example embodiments, the appa-
ratus 1includes means for sending, by the router based on a
status of the queue, the packet toward a subset of the group
members of the layer-2 service that are independent of a set
of firewall rules of the layer-2 firewall for the tlow of the
layer-2 service without sending the packet to the layer-2
firewall. In at least some example embodiments, the status of
the queue 1s indicative that the queue 1s unable to accom-
modate the packet. In at least some example embodiments,
the apparatus includes means for sending, by the router
based on the status of the queue, the packet toward the
layer-2 firewall using the queue. In at least some example
embodiments, the status of the queue 1s 1indicative that the
queue 1s able to accommodate the packet. In at least some
example embodiments, the apparatus includes means for
receiving, by the router, a packet of a layer-3 control
protocol and means for determiming, by the router based on
a control list, whether to forward the packet from the
datapath toward the layer-2 firewall. In at least some
example embodiments, the control list includes a customer
control list. In at least some example embodiments, the
control list 1s based on at least one of a set of one or more
control protocols or a set of port combinations.

In at least some example embodiments, an apparatus
includes at least one processor and at least one memory
including a set of instructions, wherein the set of instructions
1s configured to, when executed by the at least one processor,
cause the apparatus to receive, by a router including a
datapath and a layer-2 firewall, a packet of a flow of a layer-2
service having a set of group members associated therewith,
provide, based on a packet type of the packet and a service
type of the layer-2 service, the packet from the datapath to
the layer-2 firewall such that the packet has an indicator
associated therewith, receive, at the datapath from the
layer-2 firewall, the packet, and control, by the router,
torwarding of the packet to the set of group members based
on whether the packet, when recerved at the datapath from
the layer-2 firewall, still has the indicator associated there-
with. In at least some example embodiments, a non-transi-
tory computer-readable storage medium stores a set of
instructions configured to cause an apparatus to receive, by
a router including a datapath and a layer-2 firewall, a packet
of a flow of a layer-2 service having a set of group members
associated therewith, provide, based on a packet type of the
packet and a service type of the layer-2 service, the packet
from the datapath to the layer-2 firewall such that the packet
has an indicator associated therewith, receive, at the data-
path from the layer-2 firewall, the packet, and control, by the
router, forwarding of the packet to the set of group members
based on whether the packet, when received at the datapath
from the layer-2 firewall, still has the indicator associated
therewith. In at least some example embodiments, a method
includes receiving, by a router including a datapath and a
layer-2 firewall, a packet of a flow of a layer-2 service
having a set of group members associated therewith, pro-
viding, based on a packet type of the packet and a service
type of the layer-2 service, the packet from the datapath to
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the layer-2 firewall such that the packet has an indicator
associated therewith, receirving, at the datapath from the
layer-2 firewall, the packet, and controlling, by the router,
forwarding of the packet to the set of group members based
on whether the packet, when received at the datapath from
the layer-2 firewall, still has the indicator associated there-
with. In at least some example embodiments, an apparatus
includes means for receiving, by a router imcluding a data-
path and a layer-2 firewall, a packet of a flow of a layer-2
service having a set of group members associated therewith,
means for providing, based on a packet type of the packet
and a service type of the layer-2 service, the packet from the
datapath to the layer-2 firewall such that the packet has an
indicator associated therewith, means for receiving, at the
datapath from the layer-2 firewall, the packet, and control-
ling, by the router, means for forwarding of the packet to the
set of group members based on whether the packet, when
received at the datapath from the layer-2 firewall, still has
the 1ndicator associated therewaith.

In at least some example embodiments, an apparatus
includes at least one processor and at least one memory
including a set of instructions, wherein the set of instructions
1s configured to, when executed by the at least one processor,
cause the apparatus to receive, by a router including a queue
configured to support communications between a datapath
of the router and a layer-2 firewall of the router, a packet of
a flow of a layer-2 service having a set of group members
associated therewith, wherein the packet includes a layer-2
destination address unknown to the router and send, by the
router based on detection of a queue condition associated
with the queue, the packet toward a subset of the group
members of the layer-2 service that are independent of a set
of firewall rules of the layer-2 firewall for the flow of the
layer-2 service. In at least some example embodiments, a
non-transitory computer-readable storage medium stores a
set of instructions configured to cause an apparatus to
receive, by a router including a queue configured to support
communications between a datapath of the router and a
layer-2 firewall of the router, a packet of a flow of a layer-2
service having a set of group members associated therewith,
wherein the packet includes a layer-2 destination address
unknown to the router and send, by the router based on
detection of a queue condition associated with the queue, the
packet toward a subset of the group members of the layer-2
service that are independent of a set of firewall rules of the
layer-2 firewall for the flow of the layer-2 service. In at least
some example embodiments, a method includes receiving,
by a router including a queue configured to support com-
munications between a datapath of the router and a layer-2
firewall of the router, a packet of a tlow of a layer-2 service
having a set of group members associated therewaith,
wherein the packet imncludes a layer-2 destination address
unknown to the router and sending, by the router based on
detection of a queue condition associated with the queue, the
packet toward a subset of the group members of the layer-2
service that are independent of a set of firewall rules of the
layer-2 firewall for the flow of the layer-2 service. In at least
some example embodiments, an apparatus includes means
for receiving, by a router including a queue configured to
support communications between a datapath of the router
and a layer-2 firewall of the router, a packet of a flow of a
layer-2 service having a set of group members associated
therewith, wherein the packet includes a layer-2 destination
address unknown to the router and means for sending, by the
router based on detection of a queue condition associated
with the queue, the packet toward a subset of the group
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members of the layer-2 service that are independent of a set
of firewall rules of the layer-2 firewall for the flow of the
layer-2 service.

In at least some example embodiments, an apparatus
includes at least one processor and at least one memory
including a set of instructions, wherein the set of instructions
1s configured to, when executed by the at least one processor,
cause the apparatus to receive, by a router including a
datapath and a layer-2 firewall, a packet of a layer-3 control
protocol and determine, by the router based on a control list,
whether to forward the packet from the datapath toward the
layer-2 firewall. In at least some example embodiments, a
non-transitory computer-readable storage medium stores a
set of 1nstructions configured to cause an apparatus to
receive, by a router including a datapath and a layer-2
firewall, a packet of a layer-3 control protocol and deter-
mine, by the router based on a control list, whether to
forward the packet from the datapath toward the layer-2
firewall. In at least some example embodiments, a method
includes receiving, by a router including a datapath and a
layer-2 firewall, a packet of a layer-3 control protocol and
determining, by the router based on a control list, whether to
forward the packet from the datapath toward the layer-2
firewall. In at least some example embodiments, an appa-
ratus 1includes means for receiving, by a router including a
datapath and a layer-2 firewall, a packet of a layer-3 control
protocol and means determining, by the router based on a
control list, whether to forward the packet from the datapath
toward the layer-2 firewall.

BRIEF DESCRIPTION OF THE DRAWINGS

The teachings herein can be readily understood by con-
sidering the following detailed description in conjunction
with the accompanying drawings, in which:

FIG. 1 depicts an example embodiment of a router con-
figured to support firewall services for traflic traversing the
router;

FIG. 2 depicts an example embodiment of a method for
supporting layer-2 firewalling of traflic;

FIG. 3 depicts an example embodiment of a method for
supporting layer-2 firewalling of traflic;

FIG. 4 depicts an example embodiment of a method for
supporting layer-2 firewalling of traflic;

FIG. 5 depicts an example embodiment of a method for
supporting layer-2 firewalling of traflic;

FIG. 6 depicts an example embodiment of a method for
supporting layer-2 firewalling of traflic;

FIG. 7 depicts an example embodiment of a method for
controlling layer-2 firewalling of layer-3 control traflic; and

FIG. 8 depicts an example embodiment of a computer
suitable for use i performing various functions presented
herein.

To facilitate understanding, identical reference numerals
have been used herein, wherever possible, 1 order to
designate 1dentical elements that are common among the
various figures.

DETAILED DESCRIPTION

Various example embodiments for supporting firewalling
of traflic are presented herein. The support for firewalling of
traflic may include support for firewalling of layer-2 trathic
(c.g., applying firewall rules to layer-3 trathic embedded
within layer-2 frames) using a layer-2 firewall. It will be
appreciated that, herein, layer-2 and layer-3 may correspond
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Interconnection (OSI) model. The firewalling of layer-2
traflic by a layer-2 firewall may include support for fire-
walling of layer-2 traflic associated with various types of

layer-2 services (e.g., Virtual Private Wireline Services
(VPWSs), Virtual Private Local Area Network (LAN) Ser-

vices (VPLSs), or the like). The firewalling of layer-2 trathic
by a layer-2 firewall may include support for firewalling of
layer-2 trathic for which the layer-2 destination address of
the tratlic 1s known (e.g., known unicast L2 trathc) and
support for firewalling of layer-2 traflic for which the layer-2
destination address of the tratlic 1s unknown (e.g., Broad-
cast, Unknown umicast, and Multicast (BUM) L2 traflic).
The firewalling of layer-2 traflic by a layer-2 firewall may
include receiving, by a router, a packet of a flow of a layer-2
service and supporting, by the router, layer-2 firewalling of
the packet at the router while honoring layer-2 forwarding of
the packet at the router. The firewalling of layer-2 traflic by
a layer-2 firewall may include receirving, by a router, a
packet of a tlow of a layer-2 service, wherein the packet
includes a layer-2 destination address unknown to the router
and supporting, by the router, layer-2 firewalling of the
packet at the router while honoring layer-2 forwarding of the
packet at the router. The firewalling of layer-2 tratlic by a
layer-2 firewall may include receiving, by a router including
a datapath and a layer-2 firewall, a packet of a tlow of a
layer-2 service having a set of group members associated
therewith, wherein the packet includes a layer-2 destination
address unknown to the router and controlling, by the router
based on a service type of the layer-2 service, sending of the
packet from the datapath toward the layer-2 firewall. The
firewalling of layer-2 traflic by a layer-2 firewall ma
include receiving, by a router including a queue configured
to support communications between a datapath of the router
and a layer-2 firewall of the router, a packet of a flow of a
layer-2 service having a set of group members associated
therewith, wherein the packet includes a layer-2 destination
address unknown to the router and sending, by the router
based on detection of a queue condition associated with the
queue, the packet toward a subset of the group members of
the layer-2 service that are independent of a set of firewall
rules of the layer-2 firewall for the flow of the layer-2
service. The support for firewalling of trathic using a layer-2
firewall may include support for preventing firewalling of
layer-3 control trathic by the layer-2 firewall. It will be
appreciated that these as well as various other example
embodiments, and associated advantages or potential advan-
tages, ol supporting firewalling of trathic may be further
understood by considering the router presented in FIG. 1.

FIG. 1 depicts an example embodiment of a router con-
figured to support firewall services for trailic traversing the
router.

The router 100 may be configured to be deployed within
a communication network for supporting various types of
communications. The router 100 may be configured to be
disposed at the edge of a communication network, 1n a core
of a communication network, or the like. For example, the
router 100 may be disposed at the edge of a provider
communication network (e.g., as a provider edge (PE)
router) where the provider communication network inter-
faces with a customer network (e.g. the PE router 1s con-
nected to one or more customer edge (CE) routers of the
customer network). The router 100 may be configured to
support data plane communications, control plane commu-
nications, or the like, as well as various combinations
thereof. It will be appreciated that the router 100 may be
disposed 1n various other network locations for supporting
various communications types ol communications for a
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communication network, may be configured to support
various other types of communications for a communication
network, or the like, as well as various combinations thereof.

The router 100 may be configured to support various
types of communications at various communication protocol
layers. For example, the router 100 may be configured to
support data plane communications and control plane com-
munications at various layers of the OSI model, such as

Layer-2 (L2) of the OSI model, Layer-3 (LL3) of the OSI

model, or the like, as well as various combinations thereof.
For example, the router 100 may be configured to support
communication of customer traflic (e.g., .2 customer traflic,
L3 customer traflic, or the like), control protocol traflic (e.g.,
.2 control protocol traflic, .3 control protocol traflic, or the
like), or the like, as well as various combinations thereof. It
will be appreciated that the router 100 may be configured to
support various communications at various other layers of
the OSI model, may be configured to support communica-
tions associated with layers of other communication proto-
col models, or the like, as well as various combinations
thereof.

The router 100 may be configured to support various
types of L2 services, including Virtual Private Wire Service
(VPWS) services, Virtual Private Local Area Network
(LAN) Service (VPLS) services, or the like, as well as
various combinations thereof. In the case of a VPLS service,
the VPLS service may include a set of L2 group members
configured to exchange various types of communications.
The VPLS service may support various types of traflic flows
between various combinations of the L2 group members
(e.g., unicast flows between pairs of L2 group members,
multicast flows from L2 group members to some or all of the
other L2 group members, broadcast tlows from L2 group
members to each of the other L2 group members, or the like,
as well as various combinations thereot). The VPLS service
may support zero zones or one zone, where a zone may
include one or more of the L2 group members. The router
100 may be configured to support application of L2 fire-
walling to communications within members of the VPLS
service that experience a zone crossing (1.e., traflic traverses
from zone to no zone or from no zone to zone). It will be
appreciated that the router 100 may be configured to support
various other types of L2 services.

The router 100 includes a datapath 110 and a firewall
engine 120. The datapath 110 includes a set of ports 111-1-
111-4 (collectively, ports 111) and a switch fabric 114
configured to interconnect the ports 111 for routing traflic
between the ports 111. It will be appreciated that, although
tour ports 111 are depicted, the router 100 may 1include tewer
or more ports 111. The datapath 110 also includes firewall
session state mformation 115 downloaded to the datapath
110 by the firewall engine 120. The datapath 110 1s config-
ured to determine firewalling of certain tratlic based on the
firewall session state information previously downloaded to
the datapath 110 by the firewall engine 120. The datapath
110 1s configured to send certain trailic to the firewall engine
120 for determining firewalling of the traflic. The firewall
engine 120 1s configured to receive traflic from the datapath
110 and apply firewall rules to the traflic for determining
handling of the trailic by the datapath 110, which may result
in downloading of new firewall session state information
115 from the firewall engine 120 to the datapath 110. It will
be appreciated that the router 100 may support various other
arrangements of the elements, may include various other
elements, or the like, as well as wvarious combinations
thereof.
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The router 100, for purposes of clarity in describing
various aspects of L2 firewalling, 1s primarily described
within the context of supporting a single VPLS service
having an associated .2 group including a set of four L2
group members (denoted as Members 1-4). In this example
VPLS service of FIG. 1, this 1s illustrated using the four
ports 111 (which also are denoted as Ports 1-4) which are
associated with the four L2 group members, respectively,
such that L2 packets received from and intended for Mem-
ber 1 traverse Port 1, L2 packets recerved from and intended
for Member 2 traverse Port 2, L2 packets received from and
intended for Member 3 traverse Port 3, and L2 packets
received from and intended for Member 4 traverse Port 4. In
the example VPLS service of FIG. 1, Member 1 and
Member 3 are associated with a zone (denoted as Zone 1)
and Member 2 and Member 4 are not associated with a zone.
It will be appreciated that the VPLS service may include
fewer or more L2 group members, the L2 group members of
the VPLS service may be supported using fewer or more
ports, or the like, as well as various combinations thereof.

The operation of the router 100 1n handling various types
of communications, including VPWS service communica-
tions, VPLS service communications (e.g., for the example
VPLS service presented in FIG. 1), L3 control protocol
communications, and so forth, 1s discussed further below.

The router 100 receives a L2 packet associated with a
flow. The router 100 determines whether the L2 packet 1s a
known unicast L2 packet (for which the L2 destination
address 1s known—i.e., the router 100 has an entry for the
[.2 destination address 1n 1ts 1.2 forwarding table) or a BUM
.2 packet (for which the L2 destination address 1is
unknown—i.e., the router 100 does not have an entry for the
L2 destination address 1n 1ts L2 forwarding table). The L2
firewalling of the L2 packet depends on whether the packet
1s a known unicast L2 packet or a BUM L2 packet.

In the router 100, the L2 firewalling of the known unicast
[.2 traflic may be performed as follows.

The router 100, based on a determination that the received
packet 1s a known unmicast .2 packet, determines whether the
known unicast L2 packet mvolves a zone crossing. The
router 100 then handles the known umicast L2 traflic based
on whether or not the known unicast .2 packet involves a
Zone crossing.

If the known unicast L2 packet does not involve a zone
crossing, 1.2 firewalling of the known unicast L2 packet 1s
not performed. Here, the router 100 simply forwards the
known unicast L2 packet without sending the known unicast
L.2 packet from the datapath 110 to the firewall engine 120,
thereby bypassing L2 firewalling of the known unicast L2
packet.

If the known unicast L2 packet does mmvolve a zone
crossing, L2 firewalling of the known unicast L2 packet 1s
performed. Here, the router 100 determines whether the
firewall session state information 115 1n the datapath 110
includes state information for the flow of the known unicast
[.2 packet.

If the firewall session state information 115 1n the data-
path 110 includes state information for the flow of the known
unicast L2 packet, the router 100 performs L2 forwarding of
the known unicast .2 packet based on the state information
for the flow of the known unicast L2 packet 1n the firewall
session state information 115 1n the datapath 110 (i.e., the
known unicast L2 packet 1s not sent to the firewall engine
120).

If the firewall session state information 115 in the data-
path 110 does not include state mformation for the flow of
the known unicast L2 packet, the router 100 sends the
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known unicast L2 packet from the datapath 110 to the
firewall engine 120. The router 100 may send the known
unicast L2 packet to the firewall engine 120 by adding a
firewall header to the known unicast L2 packet and sending

it to the firewall engine 120. The firewall engine 120 5
receives the known unicast L2 packet from the datapath 110,
examines the known unicast L2 packet against its firewall
rules, determines, based on the firewall rules, whether the
flow of the known unicast L2 packet should be allowed or
restricted. If the known unicast L2 packet 1s restricted, the 10
known unicast L2 packet i1s blocked at the firewall engine
120 and, thus, not returned to the datapath 110. If the unicast

.2 packet 1s allowed, the firewall engine 120 returns the
known unicast L2 packet to the datapath 110 for further
forwarding from the router 100. The router 100 may return 15
the known unicast L2 packet from the firewall engine 120 to
the datapath 110 using the firewall header. In either case (1.¢.,
whether allowed or restricted), the firewall engine 120
downloads state information for the flow of the known
unicast L.2 packet (e.g., information for identifying the flow 20
and information as to whether packets of the flow are
allowed or restricted) into the firewall session state infor-
mation 115 1n the datapath 110 for use in handling future
known unicast L2 packets of the tlow that are received at the
router 100. 25

In the router 100, the L2 firewalling of the known unicast
L2 traflic may be supported using various other functions.

In the router 100, the L2 firewalling of the BUM L2 tratlic
may be performed as follows.

The router 100, based on a determination that the recetved 30
packet 1s a BUM L2 packet, determines whether the firewall
session state information 115 in the datapath 110 includes
state information for the flow of the BUM L2 packet.

It the firewall session state information 115 1n the data-
path 110 includes state information for the flow of the BUM 35
[.2 packet, the router 100 performs L2 forwarding or block-
ing of the BUM L2 packet 1n the datapath 110, based on the
state information for the flow of the BUM L2 packet 1in the
firewall session state information 115 in the datapath 110,
without sending the BUM L2 packet to the firewall engine 40
120.

If the firewall session state information 1135 in the data-
path 110 does not include state information for the flow of
the BUM L2 packet, the router 100 determines the L2
service type of the BUM L2 packet (e.g., VPWS, VPLS, or 45
the like) and performs L2 firewalling of the BUM L2 packet,
based on the L2 service type of the BUM L2 packet, by
serrdmg the BUM L2 packet to the firewall engine 120.

In the router 100, the L2 firewalling of VPWS BUM L2
traflic may be performed as follows. 50
If the L2 service type of the BUM L2 packet 1s indicative
that the BUM L2 paeket 1s not associated with a VPLS
service (e.g., instead 1t 1s associated with a VPWS service or
some other L2 service), the router 100 sends the BUM L2
packet from the datapath 110 to the firewall engine 120. The 55
router 100 may send the BUM L2 packet from the datapath
110 to the firewall engine 120 by adding a firewall header to
the BUM L2 packet at the datapath 110 and sending 1t to the
firewall engine 120.

The firewall engine 120 receives the non-VPLS BUM L2 60
packet from the datapath 110. The firewall engine 120
examines the non-VPLS BUM L2 packet against 1ts firewall
rules, determines, based on the firewall rules, whether the
non-VPLS BUM L2 packet should be allowed or restricted.

If the non-VPLS BUM L2 packet 1s restricted, the non- 65
VPLS BUM L2 packet 1s blocked at the firewall engine 120
and, thus, not returned to the datapath 110. If the non-VPLS
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BUM L2 packet 1s allowed, the firewall engine 120 returns
the non-VPLS BUM L2 packet to the datapath 110 {for
turther forwarding from the router 100. The router 100 may
return the non-VPLS BUM L2 packet from the firewall
engine 120 to the datapath 110 using the firewall header. In
cither case (1.e., whether allowed or restricted), the firewall
engine 120 downloads state information for the flow of the
non-VPLS BUM L2 packet (e.g., information for identifying
the flow and information as to whether packets of the flow
are allowed or restricted) into the firewall session state
information 115 in the datapath 110 for use by the datapath
110 in handling future non-VPLS BUM L2 packets of the
flow that are received at the router 100.

In the router 100, the L2 firewalling of VPWS BUM L2
traflic may be supported using various other functions.

In the router 100, the L2 firewalling of VPLS BUM L2

traflic may be performed as follows.
If the L2 service type of the BUM L2 packet 1s indicative
that the BUM L2 packet 1s associated with a VPLS service,
the router 100 sends the VPLS BUM L2 packet to the
firewall engine 120 such that the VPLS BUM L2 packet has
associated therewith an indication that the VPLS BUM L2
packet 1s associated with a VPLS service. The router 100
may send the VPLS BUM L2 packet to the firewall engine
120 by adding a firewall header to the VPLS BUM L2
packet and sending the VPLS BUM L2 packet to the firewall
engine 120, and the router 100 may use the firewall header
for providing the indication that the VPLS BUM L2 packet
1s associated with a VPLS service such that the firewall
engine 120 1s informed that the VPLS BUM L2 packet 1s
associated with a VPLS service. For example, the indication
that the VPLS BUM L2 packet 1s associated with a VPLS
service may be provided within the firewall header by
setting a bit in the firewall header.

The firewall engine 120 receives the VPLS BUM L2
packet from the datapath 110. The firewall engine 120
examines the VPLS BUM L2 packet against 1its firewall
rules, determines, based on the firewall rules, whether the
VPLS BUM L2 packet should be allowed or restricted, and
returns the VPLS BUM L2 packet to the datapath 110 for
further forwarding. The router 100 may return the VPLS
BUM L2 packet from the firewall engine 120 to the datapath
110 using the firewall header. The firewall engine 120
downloads state information for the flow of the VPLS BUM
.2 packet (e.g., mnformation for identifying the flow and
information as to whether packets of the flow are allowed or
restricted) 1nto the firewall session state information 115 in
the datapath 110 for use by the datapath 110 1n handling
tuture VPLS BUM L2 packets of the tlow that are received
at the router 100.

The manner in which the VPLS BUM L2 packet 1s
returned from the firewall engine 120 to the datapath 110 for
turther forwarding depends on whether the VPLS BUM L2
packet should be allowed or restricted.

The firewall engine 120, based on a determination based
on the firewall rules that the VPLS BUM L2 packet is
restricted, returns the VPLS BUM L2 packet to the datapath
110 such that the indication that the VPLS BUM L2 packet
1s associated with a VPLS service 1s still associated with the
VPLS BUM L2 packet (e.g., the firewall engine 120 retains
the bit set 1n the firewall header to provide the indication that

the VPLS BUM L2 packet 1s associated with a VPLS
service, such that the bit in the firewall header 1s still set
when the VPLS BUM L2 packet returns to the datapath 110
from the firewall engine 120).

The firewall engine 120, based on a determination based

on the firewall rules that the VPLS BUM L2 packet is
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allowed, returns the VPLS BUM L2 packet to the datapath
110 such that the indication that the VPLS BUM L2 packet
1s associated with a VPLS service 1s no longer associated
with the BUM L2 packet (e.g., the firewall engine 120 unsets
the bit set 1n the firewall header to provide the indication that
the VPLS BUM L2 packet i1s associated with a VPLS
service, such that the bit 1s no longer set when the VPLS
BUM L2 packet returns to the datapath 110 from the firewall
engine 120).

The datapath 110 receives the VPLS BUM L2 packet
including the firewall header from the firewall engine 120,
removes the firewall header from the VPLS BUM L2 packet,
and handles the VPLS BUM L2 packet based on whether or
not the indication that the VPLS BUM L2 packet 1s asso-
ciated with a VPLS service 1s still associated with the VPLS
BUM L2 packet.

If the VPLS BUM L2 packet returns to the datapath 110
from the firewall engine 120 and still has associated there-
with the indication that the VPLS BUM L2 packet 1s
associated with a VPLS service (e.g., the bit set 1n the
firewall header associated with the VPLS BUM L2 packet to
provide the indication that the VPLS BUM L2 packet 1s
associated with a VPLS service 1s still set when the VPLS
BUM L2 packet returns to the datapath 110 from the firewall
engine 120), the router 100 forwards the VPLS BUM L2
packet only to L2 group members of the VPLS service
which are independent of the firewall rules (in other words,
to all members 1n the same zone as where this packet was
received which, 1n the example of FIG. 1, corresponds to
Member 2 and Member 4 which are not 1n a zone or Member

1 and Member 3 which are in Zone 1).

If the VPLS BUM L2 packet returns to the datapath 110
from the firewall engine 120 and no longer has associated
therewith the indication that the VPLS BUM L2 packet 1s
associated with a VPLS service (e.g., the bit set i the
firewall header associated with the VPLS BUM L2 packet to
provide the indication that the VPLS BUM L2 packet 1s
associated with a VPLS service 1s unset when the VPLS
BUM L2 packet returns to the datapath 110 from the firewall
engine 120), the router 100 forwards the VPLS BUM L2
packet to all L2 group members of the VPLS service (e.g.,
Members 1-4 1n the example of FIG. 1).

In the router 100, the L2 firewalling of VPLS BUM L2
trailic may be supported using various other functions.

In the router 100, the L2 firewalling of the BUM L2 traflic
may be supported using various other functions.

The router 100, based on a determination that the received
packet 1s a VPLS BUM L2 packet associated with a VPLS
service, rather than automatically forwarding the VPLS
BUM L2 packet to the firewall engine 120, may determine
whether or not to forward the VPLS BUM L2 packet to
firewall engine 120 based on a status of the firewall queue
130 configured to support communication of L2 packets
from the datapath 110 to the firewall engine 120. It 1s noted
that this may be used to address potential queuing bottle-
necks which may result from increased trailic from the
datapath 110 to the firewall engine 120 resulting from L2
firewalling of L2 BUM traflic, which may result in lost
packets due to queue overtlows.

If the status of the firewall queue 130 between the
datapath 110 and the firewall engine 120 1s indicative that
firewall queue 130 1s not experiencing a queue condition
(e.g., the firewall queue 130 has room to accept the VPLS
BUM L2 packet), the VPLS BUM L2 packet 1s forwarded to
the firewall engine 120, via the firewall queue 130, as
discussed above (e.g., the router 100 associates with the
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packet 1s associated with a VPLS service, such as by setting
a bit 1n a firewall header used to transport the VPLS BUM
[.2 packet from the datapath 110 to the firewall engine 120,
and sends the VPLS BUM L2 packet to the firewall engine
120).

If the status of the firewall queue 130 between the
datapath 110 and the firewall engine 120 1s indicative that
the firewall queue 130 1s experiencing a queue condition
(e.g., the firewall queue 130 1s full, the firewall queue 130 1s
congested, or the like), rather than trying to put the VPLS
BUM L2 packet on the firewall queue 130 (which could
result 1n the packet being lost), the router 100 bypasses the
firewall engine 120 for this first VPLS BUM L2 packet of
the flow and forwards the VPLS BUM L2 packet only to L2
group members of the VPLS service which are independent
of the firewall rules (since the router 100 1s unable, at that
time, to determine whether firewall rules for the VPLS
service are indicative that the VPLS BUM L2 packet should
be allowed or restricted for L2 group members of the VPLS
service which are subject to the firewall rules for the VPLS
service). This enables the router 100 to honor L2 forwarding,

while also providing time for the condition associated with
the firewall queue 130 to clear before a next VPLS BUM L2

packet of the flow 1s received. When the next VPLS BUM
[.2 packet of the tlow 1s received, assuming that the queue
condition of the firewall queue 130 has cleared, the VPLS
BUM L2 packet 1s then forwarded to the firewall engine 120
as discussed above (e.g., the router 100 associates with the
VPLS BUM L2 packet an indication that the VPLS BUM L2
packet 1s associated with a VPLS service, such as by setting
a bit 1n a firewall header used to transport the VPLS BUM
[.2 packet from the datapath 110 to the firewall engine 120,
and sends the VPLS BUM L2 packet to the firewall engine
120).

It will be appreciated that the router 100 may be config-
ured to support various other functions for controlling .2
firewalling of BUM L2 packets 1n a manner for preventing
loss of BUM L2 packets due to resource constraints of the
router 100.

The router 100 may be configured to support handling of
.3 control protocol traflic in a manner enabling control of
which L3 control protocol traflic 1s sent to the firewall
engine 120. This may be used to prevent unnecessary
sending of .3 control protocol tratlic to the firewall engine
120, which could result 1n consumption of scarce session
resources needed for handling of customer traflic and, thus,
which could result limiting of sessions for customer traflic.

In one example, a protocol list (e.g., a static protocol list
or a dynamic protocol list) may be checked on ingress for
determining whether an L3 control protocol packet is to be
sent to the firewall engine 120 or 1s to bypass the firewall
engine 120 (e.g., using blacklisting for preventing sending
of L3 control protocol packet to the firewall engine 120
when the L3 control protocol packet 1s associated with a
protocol on the protocol list, using whitelisting for permit-
ting sending of L3 control protocol packets to the firewall
engine 120 when the L3 control protocol packet 1s associ-
ated with a protocol on the protocol list, or the like).

In one example, a customer-defined list may be used to
control L2 firewalling of L3 control protocol trathic. The
customer-defined list may specily one or more of L3 control
protocols, TCP/UDP port combinations, or the like, as well
as various combinations thereof. The customer-defined list
may use blacklisting or whitelisting. The customer-defined
list may be defined such that L3 control protocol packets
matching an entry on the customer-defined list may bypass
the firewall engine 120 and L3 control protocol packets not
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matching an entry on the customer-defined list may be
torwarded to the firewall engine 120. The customer-defined
list may be defined such that L3 control protocol packets
matching an entry on the customer-defined list may be
torwarded to the firewall engine 120 and 1.3 control protocol
packets not matching an entry on the customer-defined list
may bypass the firewall engine 120. It 1s noted that parallel
processing may be used to provide scalability.

It will be appreciated that the router 100 may be config-
ured to support various other functions to support firewall
services for trailic traversing the router 100.

FIG. 2 depicts an example embodiment of a method for
supporting layer-2 firewalling of traflic. It will be appreci-
ated that, although primarily presented as being performed
serially, at least a portion of the blocks of method 200 may

be performed contemporaneously or 1n a different order than
as presented 1 FIG. 2. At block 201, the method 200 begins.

At block 210, receive, by a router, a packet of a flow of a
layer-2 service. At block 220, support, by the router, layer-2
firewalling of the packet at the router while honoring layer-2
tforwarding of the packet at the router. At block 299, the
method 200 ends. It will be appreciated that various func-
tions presented herein within the context of FIG. 1 may be
applied within the context of the method 200 of FIG. 2. It
will be appreciated that, although primarly presented with
respect to supporting firewalling of traflic at a particular
communication protocol layer, various example embodi-
ments may be configured to support such functions at
various other communication protocol layers. In at least
some such embodiments, a method may include recerving,
by a router, a packet of a flow of a service where the service
and the packet are associated with a communication layer
and supporting, by the router, firewalling of the packet at the
communication layer at the router while honoring forward-
ing of the packet at the communication layer at the router. It
will be appreciated that various other functions may be
supported.

FIG. 3 depicts an example embodiment of a method for
supporting layer-2 firewalling of traffic. It will be appreci-
ated that, although primarily presented as being performed
serially, at least a portion of the blocks of method 300 may
be performed contemporaneously or 1n a different order than
as presented 1n FIG. 3. At block 301, the method 300 begins.
At block 310, receive, by a router, a packet of a flow of a
layer-2 service, wherein the packet includes a layer-2 des-
tination address unknown to the router. At block 320,
support, by the router, layer-2 firewalling of the packet at the
router while honoring layer-2 forwarding of the packet at the
router. At block 399, the method 300 ends. It will be
appreciated that various functions presented herein within
the context of FIG. 1 may be applied within the context of
the method 300 of FIG. 3. It will be appreciated that,
although primarily presented with respect to supporting
firewalling of traflic at a particular communication protocol
layer, various example embodiments may be configured to
support such functions at various other communication
protocol layers. In at least some such embodiments, a
method may include recerving, by a router, a packet of a flow
of a service where the service and the packet are associated
with a communication layer and where the packet includes
a destination address at the communication layer that is
unknown to the router, and supporting, by the router, fire-
walling of the packet at the communication layer at the
router while honoring forwarding of the packet at the
communication layer at the router. It will be appreciated that
various other functions may be supported.
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FIG. 4 depicts an example embodiment of a method for
supporting layer-2 firewalling of traflic. It will be appreci-
ated that, although primarily presented as being performed
serially, at least a portion of the blocks of method 400 may
be performed contemporaneously or 1n a different order than
as presented 1 FIG. 4. At block 401, the method 400 begins.
At block 410, recerve, by a router including a datapath and
a layer-2 firewall, a packet of a flow of a layer-2 service
having a set of group members associated therewith,
wherein the packet includes a layer-2 destination address
unknown to the router. At block 420, control, by the router
based on a service type of the layer-2 service, sending of the
packet from the datapath toward the layer-2 firewall. At
block 499, the method 400 ends. It will be appreciated that
vartous functions presented herein within the context of
FIG. 1 may be applied within the context of the method 400
of FIG. 4. It will be appreciated that, although primarily
presented with respect to supporting firewalling of traflic at
a particular commumnication protocol layer, various example
embodiments may be configured to support such functions at
various other communication protocol layers. In at least
some such embodiments, a method may include receiving,
by a router including a datapath and a firewall associated
with a communication layer, a packet of a flow of a service
of where the service and the packet are associated with the
communication layer and where the packet includes a des-
tination address at the communication layer that 1s unknown
to the router, and supporting, by the router based on a service
type of service associated with the communication layer,
sending of the packet from the datapath toward the firewall
associated with the communication layer. It will be appre-
ciated that various other functions may be supported.

FIG. 5 depicts an example embodiment of a method for
supporting layer-2 firewalling of traffic. It will be appreci-
ated that, although primarily presented as being performed
serially, at least a portion of the blocks of method 500 may
be performed contemporaneously or 1n a different order than
as presented 1 FIG. 5. At block 501, the method 500 begins.
At block 510, recerve, by a router including a datapath and
layer-2 firewall, a packet of a flow of a layer-2 service
having a set of group members associated therewith. At
block 520, provide, based on a packet type of the packet and
a service type of the layer-2 service, the packet from the
datapath to the layer-2 firewall such that the packet has an
indicator associated therewith. The packet type of the packet
may be BUM (e.g., the indicator 1s associated with the
packet based on a determination that the packeti1s a L2 BUM
packet of a VPLS service) and the service type of the layer-2
service may be VPLS. At block 330, receive the packet at the
datapath from the layer-2 firewall. The packet, when
received at the datapath from the layer-2 firewall, may or
may not still include the indicator associated with the packet
when the packet was provided from the datapath to the
layer-2 firewall (e.g., based on whether the packet 1s to be
restricted or allowed as determined based on firewall rules of
the layer-2 firewall). At block 540, control, by the router,
forwarding of the packet to the set of group members based
on whether the packet, when received at the datapath from
the layer-2 firewall, still has the indicator associated there-
with. At block 599, the method 500 ends. It will be appre-
ciated that various functions presented herein within the
context of FIG. 1 may be applied within the context of the
method 500 of FIG. 5. It will be appreciated that, although
primarily presented with respect to supporting firewalling of
traflic at a particular communication protocol layer, various
example embodiments may be configured to support such
functions at various other communication protocol layers. In
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at least some such embodiments, a method may include
receiving, by a router including a datapath and a firewall, a
packet of a flow of a service having a set of group members
associated therewith, providing the packet from the datapath
to the firewall, such that the packet includes an indicator,
based on a service type of the service and a packet type of
the packet, receiving the packet at the datapath from the
firewall, and controlling, by the router, forwarding of the
packet to the set of group members based on whether the
packet, when received at the datapath from the firewall, still
includes the indicator. It will be appreciated that various
other functions may be supported.

FIG. 6 depicts an example embodiment of a method for
supporting layer-2 firewalling of traffic. It will be appreci-
ated that, although primarily presented as being performed
serially, at least a portion of the blocks of method 600 may
be performed contemporaneously or 1n a different order than
as presented 1 FIG. 6. At block 601, the method 600 begins.
At block 610, receive, by a router including a queue con-
figured to support communications between a datapath of
the router and a layer-2 firewall of the router, a packet of a
flow of a layer-2 service having a set of group members
associated therewith, wherein the packet includes a layer-2
destination address unknown to the router. At block 620,
send, by the router based on detection of a queue condition
associated with the queue, the packet toward a subset of the
group members of the layer-2 service that are independent of
a set of firewall rules of the layer-2 firewall for the flow of
the layer-2 service. At block 699, the method 600 ends. It
will be appreciated that various functions presented herein
within the context of FIG. 1 may be applied within the
context of the method 600 of FIG. 6. It will be appreciated
that, although primarily presented with respect to supporting,
firewalling of traflic at a particular communication protocol
layer, various example embodiments may be configured to
support such functions at various other communication
protocol layers. In at least some such embodiments, a
method may include receiving, by a router including a queue
configured to support communications between a datapath
of the router and a firewall of the router that 1s associated
with a communication layer, a packet of a flow of a service
at the communication layer that has a set of group members
associated therewith, wherein the packet includes a destina-
tion address at the communication layer that 1s unknown to
the router and sending, by the router based on detection of
a queue condition associated with the queue, the packet
toward a subset of the group members of the service that are
independent of a set of firewall rules of the firewall for the
flow of the service. It will be appreciated that various other
functions may be supported.

FIG. 7 depicts an example embodiment of a method for
controlling layer-2 firewalling of layer-3 control trathc. It
will be appreciated that, although primarily presented as
being performed serially, at least a portion of the blocks of
method 700 may be performed contemporaneously or 1in a
different order than as presented in FIG. 7. At block 701, the
method 700 begins. At block 710, receive, by a router
including a datapath and a layer-2 firewall, a packet of a
layer-3 control protocol. At block 720, determine, by the
router based on a control list, whether to forward the packet
from the datapath toward the layer-2 firewall. It will be
appreciated that, although prlmarlly presented with respect
to supporting firewalling of traflic at a particular communi-
cation protocol layer, various example embodiments may be
configured to support such functions at various other com-
munication protocol layers. In at least some such embodi-
ments, a method may include recerving, by a router includ-
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ing a datapath and a firewall associated with a (first
communication layer, a packet of a control protocol at a
second communication layer and determining, by the router
based on a control list, whether to forward the packet from
the datapath toward the firewall associated with the second
communication layer. It will be appreciated that various
other functions may be supported.

It will be appreciated that, although primanly presented
with respect to specific example embodiments for support-
ing 1.2 firewalling of trailic, various other example embodi-
ments also may be configured to support L2 firewalling of
tratlic. In at least some example embodiments, for example,
a copy of an mcoming BUM data packet 1s sent to the
firewall engine while forwarding the original BUM data
packet only to L2 group members which are independent of
the firewall rules, and, 11 the firewall engine rejects the copy
of the BUM data packet then the firewall engine notifies the
datapath otherwise the firewall engine returns the copy of
the BUM data packet to the datapath for forwarding to L2
group members which are governed by firewall rules. In at
least some example embodiments, for example, the incom-
ing BUM data packet 1s sent to the firewall engine with an
indicator (e.g., a bit set in the firewall header) independent
of the layer-2 service type of the BUM data packet (e.g.,
independent of whether the BUM data packet 1s associated
with a VPWS or a VPLS) and, 1f the BUM data packet 1s
restricted, the BUM data packet 1s returned to the datapath
with the indicator still associated so as to indicate that the
BUM data packet should be forwarded only to L2 group
members which are independent of firewall rules and, con-
versely, 11 the BUM data packet 1s not restricted, the indi-
cator 1s cleared before the BUM data packet 1s returned to
the datapath such that the BUM data packet 1s forwarded to
all L2 group members. It 1s noted that various other example
embodiments also or alternatively may be supported.

Various example embodiments for supporting firewalling
of trathic may provide various advantages or potential advan-
tages. For example, various example embodiments for sup-
porting ﬁrewalhng of traffic may be configured to support L2
firewalling of traflic of various types of L2 services (e.g.,
VPWS, VPLS, or the like, as well as various combinations
thereof) For example various example embodiments for
supporting firewalling of traflic may be configured to sup-
port L2 firewalling of VPLS BUM tratlic while still honor-
ing the L2 group forwarding commitment. For example,
various example embodiments for supporting firewalling of
traflic may be configured to support L2 firewalling of VPLS
BUM trathic, within a constrained resource environment
(e.g., a constrained resource router, which may be con-
strained 1n terms of communications between the datapath
and the firewall engine, resources for supporting customer
sessions, and so forth), while still honoring the L2 group
forwarding commitment. For example, various example
embodiments for supporting firewalling of traflic may be
configured to support L2 firewalling of VPLS BUM ftratiic,
while still honoring forwarding to L2 group members
(which are independent of firewall rules), within a con-
strained resource environment without wasting fabric
resources or oversubscribing firewall extraction bandwidth.
It will be appreciated that various example embodiments for
supporting firewalling of traflic may provide various other
advantages or potential advantages.

FIG. 8 depicts an example embodiment of a computer
suitable for use 1n performing various functions presented
herein.

The computer 800 includes a processor 802 (e.g., a central
processing unit (CPU), a processor, a processor having a set
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ol processor cores, a processor core of a processor, or the
like) and a memory 804 (e.g., a random access memory, a
read only memory, or the like). The processor 802 and the
memory 804 may be communicatively connected. In at least
some example embodiments, the computer 800 may include
at least one processor and at least one memory 1ncluding a
set of instructions, wherein the set of instructions 1s config-
ured to, when executed by the at least one processor, cause
the computer to perform various functions presented herein.

The computer 800 also may include a cooperating ele-
ment 805. The cooperating element 805 may be a hardware
device. The cooperating element 805 may be a process that
can be loaded into the memory 804 and executed by the
processor 802 to implement various functions presented
herein (in which case, for example, the cooperating element
805 (including associated data structures) can be stored on
a non-transitory computer-readable storage medium, such as
a storage device or other suitable type of storage eclement
(e.g., a magnetic drive, an optical drive, or the like)).

The computer 800 also may include one or more mmput/
output devices 806. The input/output devices 806 may
include one or more of a user mput device (e.g., a keyboard,
a keypad, a mouse, a microphone, a camera, or the like), a
user output device (e.g., a display, a speaker, or the like), one
or more network communication devices or elements (e.g.,
an 1nput port, an output port, a recerver, a transmitter, a
transceiver, or the like), one or more storage devices (e.g., a
tape drive, a floppy drive, a hard disk drnive, a compact disk
drive, or the like), or the like, as well as various combina-
tions thereof.

It will be appreciated that computer 800 may represent a
general architecture and functionality suitable for imple-
menting functional elements described herein, portions of
functional elements described herein, or the like, as well as
various combinations thereof. For example, computer 800
may provide a general architecture and functionality that 1s
suitable for implementing one or more elements presented
herein, such as routers, switches, bridges, or the like, as well
as various combinations thereof.

It will be appreciated that at least some of the functions
presented herein may be implemented in software (e.g., via
implementation of software on one or more processors, for
executing on a general purpose computer (e.g., via execution
by one or more processors) so as to provide a special
purpose computer, and the like) and/or may be implemented
in hardware (e.g., using a general purpose computer, one or
more application specific integrated circuits, and/or any
other hardware equivalents).

It will be appreciated that at least some of the functions
presented herein may be implemented within hardware, for
example, as circuitry that cooperates with the processor to
perform various functions. Portions of the functions/ele-
ments described herein may be implemented as a computer
program product wherein computer instructions, when pro-
cessed by a computer, adapt the operation of the computer
such that the methods and/or techniques described herein are
invoked or otherwise provided. Instructions for invoking the
various methods may be stored 1n fixed or removable media
(e.g., non-transitory computer-readable media), transmitted
via a data stream 1n a broadcast or other signal bearing
medium, and/or stored within a memory within a computing,
device operating according to the mnstructions.

It will be appreciated that the term “‘or” as used herein
refers to a non-exclusive “or” unless otherwise indicated
(e.g., use of “or else” or “or in the alternative™).

It will be appreciated that, although various embodiments
which mcorporate the teachings presented herein have been
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shown and described in detail herein, those skilled in the art
can readily devise many other varied embodiments that still
incorporate these teachings.

What 15 claimed 1s:

1. An apparatus, comprising;:

at least one processor; and

at least one memory storing instructions that, when

executed by the at least one processor, cause the

apparatus 1o:

receive, by a router including a datapath and a layer-2
firewall, a packet of a flow of a layer-2 service
having a set of group members associated therewith,
wherein the packet includes a layer-2 destination
address unknown to the router;

control, by the router based on a determination that the
layer-2 service 1s a virtual private local area network
service and based on a status of a queue configured
to support communication from the datapath to the
layer-2 firewall, sending of the packet from the
datapath toward the layer-2 firewall such that the
packet has associated therewith an indication that the
packet 1s associated with the virtual private local area
network service; and

control, by the router, forwarding of the packet to the
set ol group members based on whether the packet,
when received back at the datapath from the layer-2
firewall, still has associated therewith the indication
that the packet 1s associated with the virtual private
local area network service.

2. The apparatus of claim 1, wherein the instructions,
when executed by the at least one processor, cause the
apparatus to:

send, by the router based on a determination that firewall

session state information for the flow does not exist 1n
the datapath when the packet i1s received, the packet
from the datapath toward the layer-2 firewall.

3. The apparatus of claim 1, wherein the indication that
the packet 1s associated with the virtual private local area
network service includes at least one bit 1n a firewall header
added to the packet for transporting the packet from the
datapath to the layer-2 firewall.

4. The apparatus of claim 1, wherein the instructions,
when executed by the at least one processor, cause the
apparatus to:

receive, by the router at the layer-2 firewall from the

datapath, the packet having associated therewith the
indication that the packet 1s associated with the virtual
private local area network service; and

determine, by the router at the layer-2 firewall based on a

set of firewall rules of the layer-2 firewall, whether the
flow of the layer-2 service is restricted or allowed.

5. The apparatus of claim 4, wherein the instructions,
when executed by the at least one processor, cause the
apparatus to:

retain, by the router for the packet based on a determi-

nation by the layer-2 firewall that the flow of the layer-2
service 1s restricted, the indication that the packet 1s
associated with the virtual private local area network
service; and

provide, by the router from the layer-2 firewall to the

datapath, the packet such that the packet still has
associated therewith the indication that the packet is
associated with the virtual private local area network
service.

6. The apparatus of claim 1, wherein the instructions,
when executed by the at least one processor, cause the
apparatus to:
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forward, by the router based on a determination that the
packet recerved at the datapath from the layer-2 firewall
still has associated therewith the indication that the
packet 1s associated with the virtual private local area
network service, the packet toward a subset of the
group members of the layer-2 service that are indepen-
dent of a set of firewall rules of the layer-2 firewall for
the flow of the layer-2 service.
7. The apparatus of claim 4, wherein the instructions,
when executed by the at least one processor, cause the
apparatus to:
remove, by the router for the packet based on a determi-
nation by the layer-2 firewall that the tlow of the layer-2
service 1s allowed, the indication that the packet 1s
associated with the virtual private local area network
service; and
provide, by the router from the layer-2 firewall to the
datapath, the packet such that the packet no longer has
associated therewith the indication that the packet 1s
associated with the virtual private local area network
service.
8. The apparatus of claim 1, wherein the instructions,
when executed by the at least one processor, cause the
apparatus to:
forward, by the router based on a determination that the
packet recerved at the datapath from the layer-2 firewall
no longer has associated therewith the indication that
the packet 1s associated with the virtual private local
area network service, the packet toward each of the
group members of the layer-2 service.
9. The apparatus of claim 1, wherein the status of the
queue 1s 1indicative that the queue 1s able to accommodate the
packet.
10. The apparatus of claim 1, wherein the yet of instruc-
tions, when executed by the at least one processor, cause the
apparatus to:
receive, by the router, a packet of a layer-3 control
protocol; and

determine, by the router based on a control list, whether
to forward the packet from the datapath toward the
layer-2 firewall.

11. The apparatus of claim 10, wherein the control list
includes a customer control list.

12. The apparatus of claim 11, wherein the control list 1s
based on at least one of a set of one or more control protocols
or a set of port combinations.

13. A method, comprising:

receiving, by a router including a datapath and a layer-2

firewall, a packet of a flow of a layer-2 service having
a set ol group members associated therewith, wherein
the packet includes a layer-2 destination address
unknown to the router:
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controlling, by the router based on a determination that
the layer-2 service 1s a virtual private local area net-
work service and based on a status of a queue config-
ured to support communication from the datapath to the
layer-2 firewall, sending of the packet from the data-
path toward the layer-2 firewall such that the packet has
associated therewith an indication that the packet 1s
associated with the virtual private local area network
service; and
controlling, by the router, forwarding of the packet to the
set of group members based on whether the packet,
when received back at the datapath from the layer-2
firewall, still has associated therewith the indication
that the packet 1s associated with the virtual private
local area network service.
14. An apparatus, comprising:
at least one processor; and
at least one memory storing instructions that, when
executed by the at least one processor, cause the
apparatus to:
receive, by a router including a datapath and a layer-2
firewall, a packet of a flow of a layer-2 service
having a set of group members associated therewith;
provide, by the router based on a determination that the
layer-2 service 1s a virtual private local area network
service, the packet from the datapath to the layer-2
firewall such that the packet has an indicator asso-
clated therewith; and
control, by the router, forwarding of the packet to the
set ol group members based on whether the packet,
when received back at the datapath from the layer-2
firewall, still has the indicator associated therewith.
15. An apparatus, comprising:
at least one processor; and
at least one memory storing instructions that, when
executed by the at least one processor, cause the
apparatus 1o:
support, by a router including a datapath, a layer-2
firewall, and a queue configured to support commu-
nication from the datapath to the layer-2 firewall, a
flow of a layer-2 service having a set of group
members associated therewith;
send, by the router based on detection of a queue
condition associated with the queue, a first packet of
the flow of the layer-2 service toward a subset of the
group members of the layer-2 service that are inde-
pendent of a set of firewall rules of the layer-2
firewall for the tlow of the layer-2 service; and
send, by the router using the queue, a second packet of
the flow of the layer-2 service from the datapath
toward the layer-2 firewall.
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