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COMMUNICATION SYSTEM,
INFORMATION PROCESSING APPARATUS,
AND INFORMATION PROCESSING
METHOD

CROSS-REFERENCE TO RELATED
APPLICATIONS

This patent application 1s based on and claims priority
pursuant to 35 U.S.C. § 119(a) to Japanese Patent Applica-
tion No. 2021-069184, filed on Apr. 15, 2021, 1n the Japan
Patent Oflice, the enftire disclosure of which 1s hereby
incorporated by reference herein.

BACKGROUND

Technical Field

The present disclosure relates to a communication system,
an mformation processing apparatus, and an information
processing method.

Description of the Related Art

With recent trends such as workstyle reforms and the
prevalence of remote work, a remote connection service has
been increasingly recognized that allows an information
terminal to connect to a connection-destination device such
as a personal computer (PC), a server, or an 1image forming
apparatus connected to a company’s private network inside
a firewall from an external network. In the technology of
such a remote connection service, a technique that allows a
user to operate an information terminal connected to an
external network to activate a connection-destination device
connected to a company’s private network and a technique
that allows the user to check the activation state of the
connection-destination device or an assigned IP address are
disclosed.

However, the techniques of the related art do not mnvolve
the transmission of messages to an information terminal
connected to a connection-destination device.

For example, 1n a case where an administrator temporarily
disconnects the network due to the occurrence of an incident
or due to an operation such as maintenance, an information
terminal that 1s under remote connection 1s identified and
notified that the network 1s to be disconnected to prevent a
reduction 1n the user’s usability.

SUMMARY

A communication system according to an aspect of the
present disclosure includes first circuitry that connects an
information terminal connected to a first network to a
connection-destination device connected to a second net-
work different from the first network and transmits a mes-
sage to the information terminal connected to the connec-
tion-destination device, based on information related to a
use state of the connection-destination device.

An imformation processing apparatus according to an
aspect of the present disclosure includes circuitry that con-
nects an information terminal connected to a first network to
a connection-destination device connected to a second net-
work different from the first network and transmits a mes-
sage to the mnformation terminal connected to the connec-
tion-destination device, based on information related to a
use state of the connection-destination device.
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An information processing method according to an aspect
of the present disclosure includes connecting an information
terminal connected to a first network to a connection-
destination device connected to a second network diflerent
from the first network; and transmitting a message to the
information terminal connected to the connection-destina-
tion device, based on information related to a use state of the
connection-destination device.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

A more complete appreciation of the disclosure and many
of the attendant advantages and features thereol can be
readily obtained and understood from the following detailed
description with reference to the accompanying drawings,
wherein:

FIG. 1 1s a diagram 1illustrating an example system con-
figuration of a communication system according to an
embodiment;

FIG. 2 1s a diagram 1illustrating an example hardware
configuration of a computer according to an embodiment;

FIG. 3 1s a diagram illustrating an example software
configuration of an application service system according to
an embodiment;

FIG. 4 1s a diagram illustrating an example software
configuration of a service platform according to an embodi-
ment,

FIG. 5 1s a diagram 1illustrating an example functional
configuration of a management server according to an
embodiment;

FIG. 6 1s a diagram 1illustrating an example functional
confliguration of a secure box according to an embodiment;

FIGS. 7A and 7B illustrate an example of a relay server
and an example of a management terminal and an informa-
tion terminal, respectively, according to an embodiment;

FIG. 8 1s a table (remote desktop service connection
destination list) 1llustrating an example of information man-
aged by the communication system according to an embodi-
ment,

FIG. 9 1s a table (fax service connection destination list)
illustrating an example of information managed by the
communication system according to an embodiment;

FIG. 10 1s a table (user list) 1llustrating an example of
information managed by the communication system accord-
ing to an embodiment;

FIG. 11 1s a table (secure box list) 1llustrating an example
of information managed by the communication system
according to an embodiment;

FIG. 12 1s a table (access policy list) illustrating an
example of information managed by the communication
system according to an embodiment;

FIG. 13 1s a sequence diagram illustrating an example
process for starting a session of a remote desktop service
according to an embodiment;

FIGS. 14A and 14B are views illustrating an example of
a portal screen and a login screen, respectively, according to
an embodiment;

FIG. 15 1s a sequence diagram illustrating an example
message notification process according to an embodiment;

FIG. 16 1s a view 1llustrating an example ol a management
screen for selecting a message transmission destination
according to an embodiment;

FIG. 17 1s a view 1llustrating an example of an mput box
for entering a message to be transmitted according to an
embodiment;
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FIG. 18 1s a view 1llustrating an example of a message
display screen according to an embodiment;

FIG. 19 1s a sequence diagram illustrating an example
service use stop process according to an embodiment;

FIG. 20 1s a view 1illustrating an example of a request box
for stopping the use of a service according to an embodi-
ment,

FIG. 21 15 a view 1llustrating an example of a notification
screen for notifying a user that the use of the service has
been stopped according to an embodiment;

FIG. 22 1s a table illustrating an example of a use
prohibition rule for each connection destination according to
an embodiment;

FIG. 23 1s a sequence diagram illustrating an example
control process under a use prohibition rule according to an
embodiment; and

FI1G. 24 1s a view 1llustrating an example of a rule creation
screen for creating a use prohibition rule according to an
embodiment.

The accompanying drawings are intended to depict
embodiments of the present invention and should not be
interpreted to limit the scope thereof. The accompanying
drawings are not to be considered as drawn to scale unless
explicitly noted. Also, 1dentical or similar reference numer-

als designate 1dentical or similar components throughout the
several views.

DETAILED DESCRIPTION

In describing embodiments illustrated 1n the drawings,
specific terminology 1s employed for the sake of clarty.
However, the disclosure of this specification 1s not intended
to be limited to the specific terminology so selected and 1t 1s
to be understood that each specific element includes all
technical equivalents that have a similar function, operate in
a similar manner, and achieve a similar result. Referring now
to the drawings, embodiments of the present disclosure are
described below. As used herein, the singular forms “a,”
“an,” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise.

A communication system, an information processing
apparatus, an information processing method, and a program
according to embodiments of the present disclosure will be
described 1n detail heremafter with reference to the accom-
panying drawings.

In one or more embodiments of the present disclosure, a
user’s use state of a service such as a remote desktop service
1s managed to notily the user of a message while the user 1s
using the service or to force the user to terminate the use of
the service.

System Configuration

FIG. 1 1s a diagram 1illustrating an example system con-
figuration of a communication system 1 according to an
embodiment. The communication system 1 includes, for
example, an application service system 11, a service plat-
form 12, a relay server 13, and a secure box 14. The
application service system 11, the service platform 12, and
the relay server 13 are connected to a communication
network 2 such as the Internet, and the secure box 14 1s
connected to a local network 100. The communication
system 1 1s a system for allowing a user to use electronic
devices (referred to as “‘connection-destination devices”)
such as an information processing apparatus 101 and an
image forming apparatus 102 connected to the local network
100 from an information terminal 111 connected to an

external network such as a remote network 110.
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The local network 100 1s a network such as an in-house
local area network (LAN) having, for example, a firewall to
restrict access from external networks such as the commu-
nication network 2 and the remote network 110. The local
network 100 1s an example of a second network different
from a first network.

In FIG. 1, 1t 1s assumed that the service platform 12 and
the secure box 14 are set 1 advance to be capable of
communicating with each other. It 1s also assumed that
access from the information terminal 111, the relay server
13, and the like to the secure box 14, the information
processing apparatus 101, the image forming apparatus 102,
and the like m the local network 100 i1s prohibited or
unavailable.

In this embodiment, by way of example, but not limaita-
tion, a remote desktop server and a facsimile (fax) server are
used as connection destinations. Any device server having
data transmittable to or receivable from the information
terminal 111 as an access source through protocol conver-
s10n 1n the secure box 14 according to an embodiment of the
present disclosure may be used as a connection destination.
In the following, it 1s assumed that the remote desktop server
1s used as a connection destination unless otherwise speci-
fied. A service from the remote desktop server as a connec-
tion destination 1s referred to as a “remote desktop service”,
and a service from the fax server as a connection destination
1s referred to as a “fax service”.

The application service system 11 provides the remote
connection service to the information terminal 111 as an
access source via a web user interface (UI) supporting
authentication. Further, the application service system 11
provides information on the relay server 13 in response to a
request to use the remote connection service. The applica-
tion service system 11 has the following main roles:

providing a web Ul (a way of use according to a service
and various management functions);

managing 1nformation (users and services/connection
destinations, the secure box 14, policies, etc.);

providing an 1nstruction to the secure box 14 (to change
settings and connect to a relay server); and

providing an instruction to a user who 1s using a service
(notifying the user of a message and controlling the use of
the service).

In response to an istruction from the application service
system 11, the secure box 14 connects to the relay server 13,
and performs relaying and/or protocol conversion of an
operation performed on the connection destination by using
the information terminal 111 as the access source and a
response from the connection destination to the information
terminal 111 as the access source. That 1s, the information
terminal 111 as the access source 1s remotely connected to an
information processing apparatus, an electronic device, or
the like as a connection destination via the secure box 14.
The information terminal 111 as the access source performs
operations based on instructions from the application service
system 11, such as configuring a secure box, registering a
device as a connection destination, and using the remote
connection service.

The relay server 13 mediates the connection between the
information terminal 111 as the access source and the secure
box 14. The relay server 13 has the following main roles:

managing WebSocket sessions (between the browser of
the mformation terminal 111 and the relay server 13 and
between the secure box 14 and the relay server 13); and

relaying data communication of a remote connection
service between the browser of the information terminal 111
and the secure box 14.
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The service platiorm 12 provides tundamental functions
such as user/device authentication, two-way communication
with the secure box 14, customer contract management, and
data rake.

The remote network 110 1s an example of an external
network (first network) that 1s installed 1n, for example, a
remote oflice and that 1s different from the local network
100. The mformation terminal 111 may not necessarily be
connected to the remote network 110, and may be used at
home or outdoors, for example, and connected to the com-
munication network 2 such as the Internet. Alternatively, the
information terminal 111 may be an application executed on
a cloud system. In the following description, as an example,
the information terminal 111 1s connected to the remote
network 110, which 1s a local network 1nstalled in a remote
oflice or the like.

The information terminal 111 1s an information processing,
apparatus having a web communication function such as a
web browser for a device used by a user, for example, a PC,
a tablet terminal, or a smartphone. The information terminal
111 1s capable of accessing the application service system
11, the relay server 13, and the like via the remote network
110 and the communication network 2.

The information processing apparatus 101 1s an informa-
tion processing apparatus such as a PC connected to the local
network 100, and provides the remote desktop service. The
image forming apparatus 102 1s an electronic device con-
nected to the local network 100 and having an i1mage
forming function, such as a multifunction peripheral (MFP),
and provides the fax service;

The information processing apparatus 101 and the image
forming apparatus 102 are examples of an electronic device
connected to the local network 100 and configured to
provide a predetermined service. Examples of the electronic
device connected to the local network 100 include output
devices such as a projector (PJ), an interactive white board
(IWB) capable of mutual communication, and a digital
signage. Other examples of the electronic device include an
industrial machine, an 1imaging device, a sound collection
device, a medical device, a network home appliance, a
smartphone, a tablet terminal, a game console, a personal
digital assistant (PDA), and a digital camera. Further
examples of the electronic device include virtual electronic
devices such as a virtual server.

The application service system 11 1s, for example, a
system including an information processing apparatus hav-
ing the configuration of a computer or a plurality of infor-
mation processing apparatuses. The application service sys-
tem 11 has, for example, a function of a web server that uses
the communication system 1 to provide, to the imnformation
terminal 111 and the like, a web page for using an electronic
device such as the information processing apparatus 101 or
the 1mage forming apparatus 102 in the local network 100.
For example, the application service system 11 also has a
function of providing a web page for performing setting on
the communication system 1 to a management terminal 5 or
the like. The management terminal 5 1s an information
terminal used by an administrator or the like who manages
the communication system 1.

The service platform 12 1s, for example, a system 1nclud-
ing an information processing apparatus having the configu-
ration of a computer or a plurality of information processing,
apparatuses. The service platform 12 operates 1n cooperation
with the application service system 11 to execute an infor-
mation management process for managing various types of
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setting information related to the communication system 1
and a communication control process for controlling the
secure box 14 and the like.

The application service system 11 and the service plat-
form 12 may be included 1n a management server 10, for
example. The application service system 11 and the service
platform 12 may have various system configurations. In the
following description, the application service system 11 and
the service platform 12 are sometimes referred to simply as
the management server 10 without distinction from each
other.

The relay server 13 1s, for example, a system including an
information processing apparatus having the configuration
of a computer or a plurality of information processing
apparatuses. The relay server 13 relays communication
between the information terminal 111 and the secure box 14
(or the local network 100).

The secure box 14 1s, for example, a communication
control apparatus (or an information processing apparatus)
having the configuration of a computer. The secure box 14
1s connected to the relay server 13 under the control of the
management server 10 and relays remote access from the
information terminal 111 to an electronic device connected
to the local network 100:

The management terminal 5 1s, for example, an informa-
tion terminal having a web communication function such as
a web browser, and 1s used by the administrator or the like
who manages the communication system 1. The manage-
ment terminal 5 may be referred to as a terminal apparatus.

In the system configuration described above, the infor-
mation terminal 111 1s connected to the communication
network 2 via the remote network 110. However, the infor-
mation terminal 111 1s not allowed to access the information
processing apparatus 101 or the image forming apparatus
102 connected to the local network 100.

In this embodiment, the communication system 1 pro-
vides remote access from the information terminal 111
connected to the remote network 110 to the information
processing apparatus 101, the image forming apparatus 102,
or any other apparatus connected to the local network 100.
Overview of Operation

A user who uses the information terminal 111 uses, for
example, a web browser included 1n the information termi-
nal 111 to access a predetermined web resource provided by
the management server 10. The user selects a service to be
used (e.g., the remote desktop service for the mformation
processing apparatus 101) from the web resource. The user
may use, 1stead of the web browser included 1n the infor-
mation terminal 111, an application program (hereimafter
referred to as an application) for the communication system
1. which has a web communication function, to access the
predetermined web resource.

In response to receipt of a connection request from the
management terminal 5 and the information terminal 111,
the management server 10 generates (1ssues) a session 1D,
which 1s 1dentification information 1identifying a session, and
notifies the secure box 14 of the generated session ID to
request the secure box 14 to connect to the relay server 13.
The management server 10 further notifies the requesting
information terminal 111 of the 1ssued session ID. Further,
the management server 10 stores the session ID 1n a remote
desktop service connection destination list 331. Accord-
ingly, the management server 10 can refer to the remote
desktop service connection destination list 331 to 1dentify a
session ID from a connection destination ID. ID 1s an
abbreviation of 1dentification. An ID 1s represented by




US 11,824,942 B2

7

numerals, alphabets, symbols, or the like. An ID may be
referred to as an 1dentifier. The same applies to an ID other
than a session ID.

In response to the request from the management server 10,
the secure box 14 connects to the relay server 13 wia
encrypted first communication 3 by using the notified ses-
sion ID. For example, the secure box 14 connects to the relay
server 13 via the first commumnication 3 using WebSocket
over Hypertext Transier Protocol Secure (HT'TPS) (herein-
alter referred to as wss).

Further, the information terminal 111 connects to the relay
server 13 via encrypted second communication 4 by using
the session ID notified by the management server 10. For
example, the mformation terminal 111 connects to the relay
server 13 via the second communication 4 using wss.

The relay server 13 performs a relay between the first
communication 3 and the second communication 4, which
are connected to the relay server 13 using the same session
ID (connection information). For example; the relay server
13 performs tunneling between the first communication 3
and the second communication 4 to communicably connect
the information terminal 111 and the secure box 14 to each
other.

Through the process described above, the information
terminal 111 1s capable of connecting to the local network
100 via wss.

The secure box 14 has a protocol conversion function that
enables the information terminal 111 to control an electronic
device such as the information processing apparatus 101 or
the 1mage forming apparatus 102 connected to the local
network 100. The protocol conversion according to this
embodiment converts a protocol at the transport layer and
the application level, and 1s different from, for example,
protocol conversion for a lower layer, which 1s executed by
a gateway or the like.

According to this embodiment, 1n the communication
system 1 that allows the information terminal 111 to
remotely access an electronic device connected to the local
network 100, various existing electronic devices can be used
from the mformation terminal 111.

The system configuration of the communication system 1
illustrated 1 FIG. 1 1s an example. For example, the
information terminal 111 may be connected to, instead of the
remote network 110, the communication network 2 or any
network connectable to the communication network 2. The
relay server 13 may be included 1n the management server
10. The communication system 1 may include a plurality of
relay servers 13 or a plurality of secure boxes 14. The
communication network 2 may include, for example, a
connection section for mobile communication or wireless
communication such as a wireless LAN.

Hardware Configuration

The management server 10, the application service sys-
tem 11, the service platiorm 12, the relay server 13, the
secure box 14, the mnformation processing apparatus 101, the
information terminal 111, the management terminal S, and
the like i1llustrated 1 FIG. 1 are implemented by one or more
computers. The hardware configuration of a typical com-
puter will be described.

FIG. 2 1s a diagram illustrating an example hardware
configuration ol a computer 200 according to an embodi-
ment. For example, as i1llustrated in FIG. 2, the computer 200
includes a central processing unit (CPU) 201, a read only

memory (ROM) 202, a random access memory (RAM) 203,
a hard disk (HD) 204, a hard disk drive (HDD) controller
205, a display 206, an external device connection interface

(I'F) 207, one or more network I/Fs 208, a keyboard 209, a
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pointing device 210, a digital versatile disc rewritable
(DVD-RW) drive 212, a medium I/F 214, and a bus line 2135:

The hardware configuration of the computer 200 1llustrated
in FIG. 2 1s an example. Not all of the hardware elements
described above may be included in the computer 200.
The CPU 201 controls the overall operation of the com-
puter 200. The ROM 202 stores, for example, a program
used to activate the computer 200, such as an 1nitial program

loader (IPL). The RAM 203 is used as, for example, a work
area or the like for the CPU 201. The HD 204 stores, for
example, programs such as an operating system (OS), an
application, and a device driver, and various data. The HDD

controller 205 controls reading or writing of various data
from or to the HD 204 under the control of the CPU 201.

The display 206 displays various types of information
such as a cursor, a menu, a window, text, or an 1mage, for
example. The display 206 may be disposed outside the
computer 200. The external device connection I'F 207 1s an

interface such as a Universal Serial Bus (USB) or Recom-
mended Standard (RS)-232C interface that connects various
external devices such as an electronic device, a measurement
device, and an external storage device to the computer 200.
The one or more network I/Fs 208 are an interface or
interfaces for performing data communication using, for
example, the communication network 2, the local network
100, the remote network 110, or the like.

The keyboard 209 1s a type of input device provided with
a plurality of keys for entering text, numerical values, or
various 1nstructions, for example. The pointing device 210 1s
a type of mput device for selecting or executing various
istructions, selecting a target for processing, or moving the
cursor being displayed, for example. The keyboard 209 and
the pointing device 210 may be disposed outside the com-
puter 200.

The DVD-RW drive 212 controls reading or writing of
various data from or to a DVD-RW 211, which 1s an example
of a removable recording medium. The removable recording
medium 1s not limited to the DVD-RW 211 and may be a
digital versatile disc recordable (DVD-R) or the like. The
medium I/'F 214 controls reading or writing (storing) of data
from or to a medium 213 such as a flash memory. The bus
line 215 includes an address bus; a data bus, various control
signals, and the like for electrically connecting the compo-
nents described above.

Software Configuration

An example software configuration of the application
service system 11, the service platform 12, and the relay
server 13 will be described.

Software Configuration of Application Service System

FIG. 3 1s a diagram illustrating an example software
configuration of the application service system 11 according
to an embodiment. The application service system 11
accepts an HTTPS connection from the information terminal
111 as an access source. For example, as illustrated in FIG.
3, the application service system 11 includes an application
load balancer 310, one or more web applications 320, and a
database 330.

For example, the application load balancer 310 has func-
tions such as https termination 311, request analysis 312, and
allocation determination 313. The https termination 311
connects to another apparatus or system via HITTPS to
perform an encryption process and a decryption process and
transmit and receive data. The request analysis 312 decom-
poses the recerved data to obtain an HTTP header. The
allocation determination 313 determines the allocation of the
received data in accordance with the uniform resource
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locator (URL) included 1n the HTTP header obtained by the
decomposition and other information, for example.

Each of the one or more web applications 320 includes,
for example, a web UI 321 and a web application program
interface (API) 322. The web UI 321 provides, to the
information terminal 111 or the like connected to the appli-
cation service system 11, a web page for displaying, for
example, an operation screen or a setting screen. The web
API 322 executes various processes corresponding to opera-
tions accepted by the web UI 321. The processes include, for
example, communication control, 1ssuance of a session 1D,
and update of the database 330. Each of the one or more web
applications 320 may execute an internal process to access
the database 330 via the web API 322 or directly access the
database 330.

Each of the one or more web applications 320 may have
a plurality of instances to obtain a redundant configuration
or may have a single istance. In FIG. 3, the application
service system 11 1s implemented by Infrastructure as a
Service (IaaS), by way of example. Alternatively, the appli-
cation service system 11 may be implemented by Function
as a Service (FaaS).

The database 330 stores information such as the remote
desktop service connection destination list 331, a fax service
connection destination list 332, a user list 333, a secure box
list 334, an access policy list 335, and a use prohibition rule
336, which will be described below.

Software Configuration of Service Platform

FIG. 4 1s a diagram illustrating an example software
configuration of the service platform 12 according to an
embodiment. For example, as illustrated in FIG. 4, the
service platform 12 includes an application load balancer
410, an authentication database 420, and subsystems. The
subsystems 1include an authentication subsystem 401, a
portal subsystem 402, a log subsystem 403, and a control
subsystem 404.

The configuration of the application load balancer 410
may be similar to that of the application load balancer 310
described 1n the application service system 11, and the
description thereof will thus be omitted. The authentication
database 420 stores authentication information to be used 1n
the authentication process, such as a password of each user.

The authentication subsystem 401 authenticates a user, a
device such as the secure box 14, or the like. For example,

the authentication subsystem 401 performs authentication
using a user name and a password, authentication using an
electronic certificate, or multi-factor authentication. The
portal subsystem 402 provides a portal site for using various
services provided by the communication system 1. The log
subsystem 403 manages, for example, predetermined log
information such as an access log and a setting log in the
communication system 1.

For example, the control subsystem 404 1s constantly
connected to the secure box 14 and communicates an
instruction from the management server 10, such as an
instruction for connecting to the relay server 13, setting
information, or the like to the secure box 14. The constant
connection between the control subsystem 404 and the
secure box 14 1s implemented using, for example, MQTT
over WebSocket over HT'TPS or the like such that a con-
nection 1s established from the secure box 14 to the control
subsystem 404. MQTT stands for Message Queue Telemetry
Transport: This method enables the secure box 14 to connect
to the management server 10 without changing the settings
of the firewall of the local network 100.
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Functional Configuration of Management Server

FIG. 5 1s a diagram illustrating an example functional
configuration of the management server 10 according to an
embodiment. In the management server 10, for example, the
computer 200 executes a predetermined program to imple-
ment a second communication unit 701, an acceptance unit
702, an authentication unit 703, a communication control
umt 704, an information management unit 705, a log man-
agement unit 706, and a storage unit 707. At least some of

the functions described above may be implemented by
hardware.

For example, the second communication unit 701 con-
nects the management server 10 to the communication
network 2 using the one or more network I/Fs 208 to
communicate with another apparatus.

The acceptance unit 702 1s implemented by, for example,
the application service system 11, the portal subsystem 402,
and the like, which are executed by the computer 200, and
accepts a connection request from the information terminal
111 or request information from the management terminal 5,
such as a message notification request, a service use stop
request, or a setting request. For example, 1n response to
receipt of a connection request from the information terma-
nal 111 to connect to an electronic device, the acceptance
umt 702 also executes a process for generating a session 1D
or the like (an example of connection information) for
connecting to the relay server 13 and notifying the infor-
mation terminal 111 of the session ID or the like. Further, the
acceptance unit 702 stores the generated session ID in the
remote desktop service connection destination list 331. The
authentication unit 703 1s implemented by, for example, the
authentication subsystem 401 or the like executed by the
computer 200, and authenticates a user who uses the inifor-
mation terminal 111, an administrator or the like who uses
the management terminal 5, the secure box 14, or the like.
The authentication umit 703 may perform authentication
using, for example, an external authentication server or the
like.

The communication control unit 704 1s implemented by,
for example, the control subsystem 404 or the like executed
by the computer 200, and connects the secure box 14 to the
relay server 13 via the encrypted first communication 3 in
response to a connection request from the information
terminal 111. For example, the communication control unit
704 1s constantly connected to the secure box 14, and, 1n
response to the acceptance unit 702 accepting a connection
request from the information terminal 111, notifies the
secure box 14 of a session ID (an example of connection
information) to request the secure box 14 to connect to the
relay server 13.

The information management unit 705 stores and man-
ages various types of information, which are managed by the
communication system 1, in the storage unit 707 or the like.
The information managed by the information management
unit 705 will be described below.

The log management unit 706 1s implemented by, for
example, the log subsystem 403 or the like executed by the
computer 200, and, 1n response to the occurrence of a
predetermined event, records log information 1 a format
corresponding to the event that has occurred.

The storage umt 707 1s implemented by, for example, a
storage device such as the HD 204 included in the computer
200, or a storage server, and stores various types ol infor-
mation such as information managed by the information
management unit 705 and log information managed by the
log management unit 706.
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Functional Configuration of Secure Box

FIG. 6 1s a diagram 1illustrating an example functional
configuration of the secure box 14 according to an embodi-
ment. Belfore the description of the functional configuration
of the secure box 14, an overview of an example of the local
network 100 will be described. In the example 1llustrated in
FIG. 6, the local network 100 includes a first local network
810. The first local network 810 1s connected to the com-
munication network 2 via a router 811 and a firewall 812.
The first local network 810 1s connected to the secure box
14, the mnformation processing apparatus 101 configured to
provide the remote desktop service, and the image forming,
apparatus 102 configured to provide an 1mage forming
service including the fax service, for example. The first local
network 810 may also be connected to various electronic
devices 813 1n addition to the information processing appa-
ratus 101 and the image forming apparatus 102.

Next, the functional configuration of the secure box 14
will be described. The secure box 14 1s an example of a
communication control apparatus including a conversion
unit 802.

In the secure box 14, for example, the computer 200
executes a predetermined program to implement a {first
communication unit 801, one or more conversion units 802,
a second encrypted communication unit 804, a setting infor-
mation management umit 806, and a storage unit 808, for
example. At least some of the functions described above
may be implemented by hardware.

For example, the first communication unit 801 connects
the secure box 14 to the first local network 810 using the one
or more network I/Fs 208 to communicate with another
apparatus.

The one or more conversion units 802 are implemented
by, for example, protocol conversion of the remote desktop
protocol (RDP) and protocol conversion of fax, which are
applications executed by the computer 200. As a result, the
secure box 14 implements, for example, a conversion unit
(RDP) 802 corresponding to the remote desktop service
provided by the mnformation processing apparatus 101, and
a conversion unit (fax) 802 corresponding to the fax service
provided by the image forming apparatus 102.

For example, the conversion unit (RDP) 802 correspond-
ing to the remote desktop service converts a first protocol
used by the information terminal 111 for remote access 1nto
a remote access protocol (second protocol) for using the
remote desktop service. The conversion unit (fax) 802
corresponding to the fax service converts the first protocol
used by the information terminal 111 for remote access 1nto
a web API or the like for using the fax service. As described
above, the one or more conversion units 802 convert the first
protocol used by the information terminal 111 for remote
access 1nto protocols for using predetermined functions
provided by various electronic devices. The one or more
conversion units 802 also convert the second protocol mnto
the first protocol.

For example, the second encrypted communication unit
804 connects the secure box 14 or the one or more conver-
sion units 802 to the relay server 13 via the encrypted first

communication 3 under the control of the communication
control unit 704.

The setting information management unit 806 1s 1mple-
mented by, for example, a program executed by the com-
puter 200, and stores and manages setting information of the
secure box 14 1n the storage unit 808 or the like.

The storage unit 808 1s implemented by, for example, a
program executed by the computer 200 and a storage
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medium such as the HD 204, and stores various types of
information such as setting information of the secure box 14.
Functional Configuration of Relay Server

FIG. 7A1llustrates an example functional configuration of
the relay server 13 according to an embodiment.

In the relay server 13, for example, the CPU 201 of the
computer 200 included in the relay server 13 executes a
predetermined program to implement a third commumnication
umt 711, one or more connection management units 712,
one or more relay units 713, and a load control unit 714, for
example. At least some of the functions described above
may be implemented by hardware. The storage unit 715 may
be implemented by any desired memory such as the HD 204,
ROM 202, or RAM 203.

For example, the third communication unit 711 connects
the relay server 13 to the communication network 2 using
the one or more network I/Fs 208 to communicate with
another apparatus.

The one or more connection management units 712 are
implemented by, for example, a program such as a reverse
proxy executed by the computer 200, and manage connec-
tions between the first communication 3 and the second
communication 4, which are relayed by the one or more
relay units 713.

The one or more relay units 713 are implemented by, for
example, a program such as a WebSocket server executed by
the computer 200, and relay communication between the
information terminal 111 and the local network (second
network) 100. For example, the one or more relay units 713
establish a tunnel between the first communication 3 estab-
lished with the secure box 14 and the second communication
4 established with the information terminal 111, using the
same session ID, to perform a relay between the first
communication 3 and the second communication 4.

The load control umit 714 executes a load control process
for changing the number of relay units 713 or the processing
capability of the one or more relay units 713 in accordance
with the load of the one or more relay units 713.
Functional Configuration of Information Terminal

FIG. 7B 1llustrates an example functional configuration of
the management terminal 5 and the information terminal 111
according to an embodiment. In the management terminal 5
and the information terminal 111, for example, the computer
200 included 1n each of the management terminal 5 and the
information terminal 111 executes a predetermined program
to implement a fourth communication unit 721, a display
control unit 722, an operation acceptance unit 723, a {first
encrypted communication unit 724, and a storage umt 725,
for example. At least some of the functions described above
may be implemented by hardware.

For example, the fourth communication unit 721 connects
the management terminal 5 and the information terminal 111
to the communication network 2 using the one or more
network I/Fs 208 to communicate with another apparatus.

The display control umit 722 1s implemented by, for
example, a web browser or the like executed by the com-
puter 200, and displays a display screen (such as a web Ul
or a Hyper Text Markup Language (HI'ML) screen) trans-
mitted from the management server 10, the secure box 14,
or the like. When the content to be displayed includes audio
data or the like, the display control unit 722 also plays back
audio, for example.

The operation acceptance unit 723 1s implemented by, for
example, a web browser or the like executed by the com-
puter 200, and accepts an operation performed by the user
(or administrator) or the like on a display screen displayed
by the display control unit 722.
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The first encrypted communication unit 724 1s imple-
mented by, for example, a web browser, an OS, or the like
executed by the computer 200, and connects to the relay
server 13 via the encrypted second communication 4 by
using a session ID (connection information) notified by the
management server 10.

The storage unit 7235 1s implemented by, for example, a
program executed by the computer 200 and a storage
medium such as the HD 204, and stores various types of
information, data, or the like.

Information Managed by Communication System

Information managed by the communication system 1,
namely, the database 330 included 1n the application service
system 11, will be described in detail.

FIGS. 8 and 9 1illustrate the remote desktop service
connection destination list 331 and the fax service connec-
tion destination list 332 including information such as
connection destinations for the remote desktop service and
the fax service, respectively, according to an embodiment.
The 1tems 1n the lists 331 and 332 are common. The 1tems
will be described hereinatter.

The “connection destination ID” 1s an ID for uniquely
identifying a connection destination.

The “name” 1s a name for allowing the administrator to
identily the connection destination.

The “IP address/host name” 1s the Internet protocol (IP)
address or the host name of the connection destination.

The “secure box” indicates the name of a secure box as
the connection destination.

The “state” indicates whether the user 1s using the con-
nection destination. The value “available” indicates a state
where the user 1s not using the connection destination, and
the value “in use” indicates a state where the user 1s using
the connection destination.

The “user” 1s a display name of a user who 1s using the
connection destination.

The “session ID” 1s an ID generated (or 1ssued) when the
user uses the connection destination.

The “last use date and time” 1indicates the date and time
when the connection destination was last used.

FIG. 10 1llustrates the user list 333 1including information
related to users.

The *““user ID” 1s an ID uniquely identifying a user.

The “name” 1s a name for allowing the administrator to
identify the user.

The “password” 1s a password used to authenticate a user
who 1s to log 1nto the system. A hashed value 1s stored to
prevent the original password from being 1dentified.

FIG. 11 1illustrates the secure box list 334 including
information of secure boxes.

The “secure box 1D 1s an ID identifying a secure box.

The “name” 1s a name for allowing the administrator to
identily the secure box.

FIG. 12 illustrates the access policy list 335 including
information on policies of networks.

The “policy ID” 1s an ID 1dentifying a policy.

The “policy name” 1s a name for allowing the adminis-
trator to 1dentily the policy.

The “priority” 1s a priority used when a plurality of
policies are applied.

The “user ID” 1s a user ID of a user to which a policy 1s
applied.

The “service” indicates a service to which the policy 1s
applied.

The “action” indicates the content of an action executed
by the policy.
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The use prohibition rule 336 will be described 1n the
description of a control process under a use prohibition rule
described below.

Session Start Process

FIG. 13 1s a sequence diagram illustrating an example
process for starting a session of the remote desktop service
according to an embodiment. The 1llustrated process 1s, for
example, an example process for starting a session for
performing communication between the secure box 14
located 1n the local network 100 and the information termi-
nal 111 via the relay server 13, as illustrated 1n FIG. 1. In all
of the subsequent sequence diagrams, the acceptance unit
702 and the communication control unit 704, which are
functions 1n the management server 10, are illustrated.
However, any other function such as the second communi-
cation unit 701 may execute processes. In one example, the
second communication unit 701, instead of the acceptance
unit 702, may transmit and receive a request or information.

In response to the user performing a portal screen display
operation on the information terminal 111 1n step S1601, the
communication system 1 executes the processing of step
51602 and the subsequent processing.

In step S1602, in response to receipt of the portal screen
display operation performed by the user, the operation
acceptance unit 723 of the information terminal 111 requests
the acceptance unit 702 of the management server 10 to
display a portal screen.

In step S1603, the acceptance unit 702 of the management
server 10 transmits the portal screen to the information
terminal 111 1n response to the request from the information
terminal 111. As a result, in step S1604, the display control
umt 722 of the information terminal 111 displays, for
example, a portal screen 1810 1llustrated 1n FIG. 14A.

FIG. 14A 1llustrates an 1mage of an example of the portal
screen 1810 displayed on the information terminal 111. In
the example illustrated 1n FIG. 14 A, the portal screen 1810
displays a plurality of icons 1811 for selecting a plurality of
services or functions provided by the communication system
1. The user selects a “XXX Dept. shared PC” 1con 1812 on
the portal screen 1810 to select the remote desktop service
provided by the information processing apparatus 101. The
user selects a “XXX Dept. FAX” 1con 1813 on the portal
screen 1810 to select the fax service provided by the 1image
forming apparatus 102.

In response to the user selecting a service and a connec-
tion destination from the portal screen 1810 in step S1605,
the communication system 1 executes the processing of step
51606 and the subsequent processing.

In step S1606, 1n response to receipt of the service
selection operation performed by the user, the operation
acceptance unit 723 of the information terminal 111 sends a
request for the selected service to the acceptance unit 702 of
the management server 10.

In step S1607, the acceptance unit 702 of the management
server 10 transmits a login screen corresponding to the
requested service to the information terminal 111 1n response
to the request from the information terminal 111. As a result,
in step S1608, the display control unit 722 of the information
terminal 111 displays, for example, a login screen 1820
illustrated 1in FIG. 14B.

FIG. 14B 1illustrates an image of an example of the login
screen 1820 provided by the management server 10. In the
example 1llustrated 1n FIG. 14B, the login screen 1820
displays input fields for entering a user name, a password,
and a domain as an example of login information input fields

1821.
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In response to the user entering login information on the
login screen 1820 1n step S1609, the communication system
1 executes the processing of step S1610 and the subsequent
processing.

In step S1610, i1n response to acceptance of the login
information entered by the user, the operation acceptance
unit 723 of the information terminal 111 transmits the
accepted login information (e.g., a user name, a password,
and a domain) to the acceptance unit 702 of the management
server 10. Then, the authentication unit 703 of the manage-
ment server 10 performs an authentication process, which
will not be described herein because the authentication
process 1s not directly related to the content of the present
disclosure. Here, 1t 1s assumed that the login of the user is
successiul.

In step S1611, 1n response to receipt of the login nfor-
mation from the information terminal 111, the acceptance
unit 702 of the management server 10 generates a session 1D
and notifies the communication control umt 704 of a con-
nection request for connecting to the relay server 13. The
connection request includes the generated session ID. Fur-
ther, the acceptance unit 702 stores the session ID 1n the
remote desktop service connection destination list 331.

In step S1612, the communication control unit 704 of the
management server 10 transmits the connection request for
connecting to the relay server 13, which includes the session
ID, to the secure box 14.

In step S1613, the second encrypted communication unit
804 of the secure box 14 transmits the connection request
including the session ID notified by the management server
10 to the relay server 13 via the first communication unit
801.

In step S1614, the second encrypted commumnication unit
804 of the secure box 14 establishes a session (the encrypted
first communication 3) with the relay server 13.

In step S16135, the second encrypted commumnication unit
804 of the secure box 14 notifies the communication control
unit 704 of the management server 10 of a connection
notification indicating the establishment of a connection to
the relay server 13. In step S1616, the commumnication
control unit 704 notifies the acceptance unit 702 of the
connection notification accepted from the secure box 14.

In step S1617, the acceptance unit 702 of the management
server 10 transmits the session 1D, which has been trans-
mitted to the secure box 14, to the information terminal 111.

In step S1618, the first encrypted communication unit 724
of the information terminal 111 transmits a connection
request including the session ID notified by the management
server 10 to the relay server 13 via the fourth communication
unit 721.

In step S1619, the first encrypted communication unit 724
of the mmformation terminal 111 establishes a session (the
encrypted second communication 4) with the relay server
13. As a result, 1n step S1620, the information terminal 111
and the secure box 14 participate 1n the same session
provided by the relay server 13 and are allowed to transmit
and receive data to and from each other via encrypted
communication (€.g., wss).

Message Notification Process
Next, a process for the administrator to notily a user who

1s using the remote desktop service ol any message will be
described. FIG. 15 1s a sequence diagram illustrating an
example message notification process according to an
embodiment.
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In step S1000, the processing of steps S1601 to S1620
illustrated 1n the sequence diagram 1n FIG. 13 1s executed to
start a session of the remote desktop service, and, as a result,
the user uses the service.

In step S1001, the administrator operates the operation
acceptance unit 723 of the management terminal 3 to access
the application service system 11 and execute a management
screen display request.

In step S1002, the fourth communication unit 721 of the
management terminal 5 transmits the management screen
display request to the second communication unit 701 of the
management server 10. The second communication unit 701
of the management server 10 transmits the recerved man-
agement screen display request to the acceptance unit 702.
The acceptance unit 702 creates management screen infor-
mation based on information related to the use state and the
like of the connection destination included in the remote
desktop service connection destination list 331 1llustrated 1n
FIG. 8, and transmits the management screen information to
the second communication unit 701.

In step S1003, the second communication unit 701 of the
management server 10 transmits the management screen
information to the fourth commumnication unit 721 of the
management terminal 5.

In step S1004, the fourth communication unit 721 of the
management terminal S transmits the received management
screen information to the display control umt 722. The
display control unit 722 displays a management screen on
the screen of the management terminal 5, based the received
management screen mformation. The management screen
allows the administrator to check the use state of the service.

In step S1005, the administrator executes a message
notification request to transmit a message to a user who 1s
using the remote desktop service.

FIG. 16 1s a view 1llustrating an example of a management
screen 1020 displayed on the screen of the management
terminal 5 to select a message transmaission destination. The
management screen 1020 displays the items of the remote
desktop service connection destination list 331 1llustrated 1n
FIG. 8. The administrator selects a “checkbox™ 1031 for a
connection destination for which a “use state” 1034 1ndi-
cates “in use” to designate the connection destination to
which the message 1s to be transmitted. To transmit the
message to only the connection destination “secure box B”,
the administrator clicks the item name *“secure box B” 1n a
“secure box” 1033 and sorts secure boxes by type to easily
select the corresponding connection destination. In response
to pressing of a “Send Message” button 1033 displayed after
the selection of the connection destination, a screen for
entering a message to be transmitted 1s displayed. Alterna-
tively, a plurality of connection destinations to which the
message 1s to be forwarded may be selected to enable the
execution of a request to simultaneously notity the plurality
ol connection destinations of the message. A “Forced Ter-
mination” button 1036 1s pressed to forcibly stop the use of
the service.

FIG. 17 illustrates an example of an input box 1021
displayed on the screen of the management terminal § to
enter a message to be transmitted. In the illustrated example,
the administrator enters, 1nto a pop-up mput box, a message
indicating “Maintenance will start 1n 5 minutes”. After
entering the message, the administrator presses an “OK”
button 1037 to execute a message notification request.

Referring back to FIG. 15, the operation will still be
described. In step S1006, the fourth communication unit 721
of the management terminal 5 transmits a message notifi-
cation request to the second communication unit 701 of the
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management server 10. The message notification request to
be transmitted includes a connection destination ID corre-
sponding to the connection destination designated by the
administrator and the message to be transmitted, which 1s
entered by the administrator. If a plurality of connection
destinations are selected, a plurality of connection destina-
tion IDs are included 1n the message notification request.

In step S1007, the second communication unit 701 of the
management server 10 transmits the recerved message noti-
fication request to the acceptance unit 702. The acceptance
unit 702 acquires, from the remote desktop service connec-
tion destination list 331, a session ID corresponding to the
connection destination ID included 1n the recerved message
notification request. If a plurality of connection destination
IDs are included in the message notification request, a
plurality of session IDs each corresponding to a correspond-
ing one of the plurality of connection destination IDs are
acquired from the remote desktop service connection desti-
nation list 331.

In step S1008, the acceptance unit 702 transmits a mes-
sage notification request to the communication control unit
704. The message notification request to be transmitted
includes a secure box ID corresponding to the connection
destination ID, a job type indicating “message communica-
tion”, the acquired session 1D, and a message to be trans-
mitted.

In step S1009, the second communication unit 701 of the
management server 10 transmits to the fourth communica-
tion unit 721 of the management terminal 5 a request
completion notification indicating the completion of the
message notification request.

In step S1010, the fourth commumcation unit 721 of the
management terminal 5 transmits the recerved request
completion notification to the display control unit 722. The
display control umt 722 displays the request completion
notification on the screen of the management terminal 5.

In step S1011, the communication control unit 704 iden-
tifies a destination secure box 14 from the secure box ID
included in the received message notification request, and
transmits a message notification request to the identified
secure box 14. The message noftification request to be
transmitted includes a job type indicating “message com-
munication”, the session ID, and the message to be trans-
mitted.

In step S1012, the first communication unit 801 of the
secure box 14 transmits data including a message to the third
communication unit 711 of the relay server 13. The message
notification request to be transmitted includes a job type
indicating “message communication”, the session ID, and
the message to be transmitted.

In step S1013, the third communication unit 711 of the
relay server 13 transmits data including the message to the
fourth communication unit 721 of the information terminal
111 1dentified by the session ID. If a plurality of connection
destinations are designated, the data 1s transmitted to con-
nection destinations i1dentified by respective session 1Ds.

In step S1014, the fourth communication unit 721 of the
information terminal 111 transmits the received message to
the display control umt 722. The display control unit 722
displays the received message on the screen of the informa-
tion terminal 111.

FI1G. 18 1llustrates an example of a message display screen
1022 displayed on the screen of the mnformation terminal
111. The message “Maintenance will start 1n 5 minutes”,
which 1s entered by the administrator i step S1005, 1s
displayed on the screen to notify the user of the message.
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Retferring back to FIG. 15, the operation will still be
described. In step S1015, the first communication unit 801
of the secure box 14 transmits to the communication control
umt 704 of the management server 10 a success notification
indicating that the message notification 1s successtul. The
success notification includes a notification type indicating
“successiul message notification” and the session ID. If the
message notification has failed for some reason, the notifi-
cation type may be set to “message notification failure”, and
a notification indicating that the message notification has
falled may be transmitted.

In step S1016, the communication control unit 704 trans-
mits the received success notification to the acceptance unit
702. The success notification includes a notification type
indicating “successiul message notification” and the session
ID. Further, the log management unit 706 may record the
received success nofification as a log in the following
procedure. The acceptance unit 702 transmits the recerved
success notification to the log management unit 706. The log
management unit 706 transmits the received success notifi-
cation to the storage umt 707 as a log. The storage unit 707
stores the received success notification.

Through the process described above, the communication
system 1 1s capable of managing a user’s use state of a
service and transmitting information related to the user’s use
state of the service to a management terminal of an admin-
istrator or an mformation terminal of the user. The admin-
istrator 1s able to check the presence or absence of a user for
cach service and information on a user who 1s using the
service, such as the name of the user and a connection
destination. The communication system 1 1s also capable of
notifying any user who 1s using a service of any message. A
message notification may be transmitted not only by the
administrator operating the management terminal 5 but also
by any user operating the information terminal 111 1n a
similar procedure to notily the user of a message. A plurality
ol connection destinations may be designated to efliciently
notily the plurality of connection destinations of a message
simultaneously and collectively.

Service Use Stop Process

Next, a process for the administrator to stop a user from
using the remote desktop service while the user 1s using the
service will be described. FIG. 19 1s a sequence diagram
illustrating an example service use stop process according to
an embodiment.

In step S1100, the processing of steps S1601 to S1620
illustrated in the sequence diagram 1n FIG. 13 1s executed to
start a session of the remote desktop service, and, as a result,
the user uses the service.

In steps S1101 to S1104, a process similar to that in steps
S1001 to S1004 1llustrated 1in FIG. 15 1s executed to display
a management screen on the screen of the management
terminal 5.

In step S1105, the administrator operates the operation
acceptance unit 723 of the management terminal 5 to
execute a service notification request to stop the user from
using the remote desktop service while the user 1s using the
service.

FIG. 20 1illustrates an example of a request box 1120
displayed on the screen of the management terminal 5 to
stop the use of a service. The request box 1120 1s displayed
in response to pressing of the “Forced Termination™ button
1036 aiter a connection destination for which the use of the
service 1s to be stopped 1s selected on the management
screen 1020 illustrated in FIG. 16. Then, 1n response to
pressing of an “OK” button 1038, a service use stop request
1s executed. A plurality of connection destinations for which
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the use of services 1s to be stopped may be selected to enable
the execution of a request to simultaneously stop the use of
the services for the plurality of connection destinations.

Referring back to FIG. 19, the operation will still be
described. In step S1106, the fourth commumcation unit 721
of the management terminal 5 transmits a service use stop
request to the second communication unit 701 of the man-
agement server 10. The service use stop request to be
transmitted includes a connection destination ID corre-
sponding to the connection destination designated by the
administrator. If a plurality of connection destinations are
selected, a plurality of connection destination IDs are
included 1n the service use stop request.

In step S1107, the second communication unit 701 of the
management server 10 transmits the received service use
stop request to the acceptance unit 702. The acceptance unit
702 acquires, from the remote desktop service connection
destination list 331, a session ID corresponding to the
connection destination ID included 1n the received service
use stop request. If a plurality of connection destination I1Ds
are included 1n the service use stop request, a plurality of
session IDs each corresponding to a corresponding one of
the plurality of connection destination IDs are acquired from
the remote desktop service connection destination list 331.

In step S1108, the acceptance unit 702 transmits a service
use stop request to the commumnication control unit 704. The
service use stop request to be transmitted includes a secure
box ID corresponding to the connection destination 1D, a job
type indicating “service use stop”, and the acquired session
ID.

In step S1109, the second communication unit 701 of the
management server 10 transmits to the fourth communica-
tion unit 721 of the management terminal 5 a request
completion notification indicating the completion of the
service use stop request.

In step S1110, the fourth communication unit 721 of the
management terminal 5 transmits the recerved request
completion notification to the display control unit 722. The
display control umt 722 displays the request completion
notification on the screen of the management terminal 5.

In step S1111, the communication control unit 704 1den-
tifies a destination secure box 14 from the secure box ID
included 1n the received service use stop request, and
transmits a service use stop request to the identified secure
box 14. The service use stop request to be transmitted
includes a job type indicating “service use stop” and the
session ID.

In step S1112, the first communication unit 801 of the
secure box 14 disconnects the session indicated by the
session 1D included 1n the recerved service use stop request.
Examples of the method for disconnecting a session include
stopping the first communication unit 801 from performing
data transmission corresponding to a session ID indicating
the session to be disconnected. In response to detecting no
communication from the first communication unit 801 for a
certain period of time using the session ID of the discon-
nected session, the third communication unit 711 of the relay
server 13 detects the termination of the session.

In step S1113, the third communication unit 711 of the
relay server 13 transmits a service use stop notification to the
fourth communication unit 721 of the information terminal
111. IT a plurality of connection destinations are designated,
the service use stop notification 1s transmitted to each of the
designated connection destinations.

In step S1114, the fourth communication unit 721 of the
information terminal 111 transmits a service use stop noti-
fication, to the display control unit 722. The display control
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umt 722 displays the received service use stop notification
on the screen of the imnformation terminal 111.

FIG. 21 illustrates an example of a notification screen
1121 displayed on the screen of the information terminal 111
to notily the user that the use of the service has been stopped.
The notification screen 1121 displayed on the screen of the
information terminal 111 notifies the user that the use of the
service has been stopped.

In step S11135, the first communication unit 801 of the
secure box 14 transmits to the communication control unit
704 of the management server 10 a success noftification
indicating that the stop of the use of the service 1s successiul.
The success notification includes a notification type indicat-
ing “successiul service use stop” and the session ID. If the
stop of the use of the service has failed for some reason, the
notification type may be set to “service use stop failure”, and
a notification indicating that the stop of the use of the service
has failed may be transmitted.

In step S1116, the communication control unit 704 trans-
mits the received success notification to the acceptance unit
702. The success notification includes a noftification type
indicating “successiul service use stop™ and the session ID.
Further, the acceptance unit 702 may record the received
success notification as a log in the following procedure. The
acceptance unit 702 transmits the received success notifica-
tion to the log management unit 706. The log management
unmt 706 transmits the received success notification to the
storage unit 707. The storage unit 707 stores the received
success notification. The stop of the use of a service refers
to a disconnection of communication between a connection-
destination device and an information terminal, and a ser-
vice use stop request may be referred to as a communication
disconnection request.

Through the process described above, the communication
system 1 manages a user’s use state of a service to enable the
administrator to make a request to stop the user from using
the service while the user 1s using the service. For example,
upon an emergency such as the occurrence of an incident, a
third party can be forced to terminate a use. The commu-
nication system 1 is capable of forcibly stopping the service
for which the stop of the use 1s requested. A service use stop
request may be executed not only by the admuinistrator
operating the management terminal 5 but also by any user
operating the iformation terminal 111 1n a similar proce-
dure to request to stop the user from using the service. A
plurality of connection destinations may be designated to
clliciently execute a service use stop request for the plurality
ol connection destinations simultaneously and collectively.
Control Process Under Use Prohibition Rule

Next, a process for controlling the use of a service 1n
accordance with the use prohibition rule 336 illustrated 1n
FIG. 22, which defines a period of prohibition of the use of
a service for each connection destination, will be described.
The use prohibition rule 336 has the following features:

Control 1s performed such that no new use of a target
connection destination 1s allowed during a period of time
defined in the rule. Alternatively, control may be performed
such that no new use 1s allowed from several minutes before
the time.

In a situation involving periodic maintenance, a use
prohibition period may be repeatedly set.

The prohibition 1s repeated, for example, every day, every
Sunday, or on the first day of every month, and a specific day
of the week or a start date and time and an end date and time
may be designated.
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A mechanism 1s provided for notifying a user who uses a
service immediately before the start time of the prohibition
ol the use of the service that the use of the service 1s to be
prohibited.

The noftification time may be set to, for example, “3
minutes before the start time”. In addition, a notification
message may be designated as appropriate.

The 1tems of the use prohibition rule 336 will be described
hereinatter.

The “prohibition rule ID” 1s an ID for uniquely 1dentify-
ing a prohibition rule.

The “connection destination ID” 1s an ID for uniquely
identifving a connection destination.

The “start time” 1s a time indicating the start of the
prohibition of the use of the connection destination.

The “end time” 1s a time indicating the end of the
prohibition of the use of the connection destination.

The “repetition” indicates whether the prohibition of the
use of the connection destination 1s repeated for a certain
period ol time.

The “unit of repetition” 1s a unit 1n which the prohibition
of the use of the connection destination 1s repeated.

The “period start date™ 1s the start date of a period of time
within which the prohibition of the use of the connection
destination 1s repeated.

The “period end date” 1s the end date of the period of time
within which the prohibition of the use of the connection
destination 1s repeated.

The “notification setting” indicates whether to provide a
notification to a user who 1s using the connection destina-
tion.

The “notification time” indicates how many minutes
before the use prohibition period a noftification 1s to be
provided.

The “notification message™ 1s the description of a message
to be notified.

Next, a process for controlling the use of a service by
using the use prohibition rule 336 will be described. FIG. 23
1s a sequence diagram illustrating an example control pro-
cess under a use prohibition rule according to an embodi-
ment.

In step S1201, the administrator operates the operation
acceptance unit 723 of the management terminal 5 to access
the application service system 11 and execute a use prohi-
bition rule registration request.

FIG. 24 1llustrates an example of a rule creation screen
1211 for creating a use prohibition rule. The administrator 1s
able to enter the 1tems of the use prohibition rule 336 on the
rule creation screen 1211. After entering all of the 1tems, the
administrator presses an “OK” button 1220 to execute a use
prohibition rule registration request.

In step S1202, the fourth commumnication unit 721 of the
management terminal 5 transmits a use prohibition rule
registration request to the second communication unit 701 of
the management server 10. The use prohibition rule regis-
tration request to be transmitted includes a connection
destination ID corresponding to a connection destination
designated by the administrator, and the use prohibition rule
336 created by the administrator.

In step S1203, the second communication unit 701 of the
management server 10 transmits the recerved use prohibition
rule 336 to the acceptance umit 702. The acceptance unit 702
stores the received use prohibition rule 336 1n the database
330. The use prohibition rule 336 may be stored as an
additional database of the remote desktop service connection
destination list 331 or as a separate database. Further, the
second communication umt 701 of the management server
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10 transmits to the fourth communication unit 721 of the
management terminal 5 a registration completion notifica-
tion 1ndicating the completion of the prohibition rule regis-
tration.

In step S1204, the fourth communication unit 721 of the
management terminal 5 transmits the received registration
completion notification to the display control unit 722. The
display control unit 722 displays the registration completion
notification on the screen of the management terminal 5. A
process to which the registered use prohibition rule 336 1s
applied will be described hereinaftter.

In step S1205, the processing of steps S1601 to S1620

illustrated in the sequence diagram 1n FIG. 13 1s executed to
start a session of the remote desktop service, and; as a result,
the user uses the service.

In step S1206, the acceptance unit 702 checks, for each
minimum unit of time that can be set 1n the use prohibition
rule 336, all registered rules against the current date and
time. The minimum unit 1s not limited to “minute” and may
be, for example, “second”, “hour”, or “five minutes™.

If the result of the check 1n step S1206 indicates that the
current date and time 1s five minutes before the use prohi-
bition period and that any user 1s using the target connection
destination, then, 1 step S1207, all the target users are
notified of a message. To this end, the acceptance unit 702
acquires, from the remote desktop service connection des-
tination list 331, the session IDs of all the sessions connected
to the target connection destination.

In step S1208, the acceptance unit 702 transmits a mes-
sage notification request to the communication control unit
704. The message notification request to be transmaitted
includes a secure box ID corresponding to the connection
destination 1D, a job type indicating “message communica-
tion”, the acquired session ID, and a message to be trans-
mitted: The subsequent process for notifying a message may
be similar to the processing of steps S1011 to S. 1016 1n the
sequence 1llustrated in FIG. 15, and the description thereof
will thus be omitted. At this time, to prohibit another user
from newly using the target connection destination, the
acceptance unit 702 may fail to accept a connection request
from the other user to connect to the target connection
destination.

If the result of the check 1n step S1206 indicates that the
current date and time 1s included in the use prohibition
pertod and that any user 1s using the target connection
destination; then, 1 step S1209, all of the target users are
stopped from using the service. To this end, the acceptance
unmt 702 acquires the session IDs of all the sessions con-
nected to the target connection destination, for example,
from the remote desktop service connection destination list
331.

In step S1210, the acceptance unit 702 transmits a service
use stop request to the communication control unit 704. The
service use stop request to be transmitted includes a secure
box ID corresponding to the connection destination 1D, a job
type indicating “‘service use stop”, and the acquired session
ID. The subsequent process for stopping the use of the
service may be similar to the processing of steps S1111 to
S1116 1n the sequence illustrated i FIG. 19, and the
description thereof will thus be omatted.

Through the process described above, the communication
system 1 1s capable of notifying each user who 1s using a
service ol a message before the user 1s stopped from using
the service or capable of forcibly stopping a service for each
user who 1s using the service in accordance with the use
prohibition rule.
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The above-described embodiments are 1llustrative and do
not limit the present invention. Thus, numerous additional
modifications and vanations are possible 1 light of the
above teachings: For example, elements and/or features of
different 1illustrative embodiments may be combined with
cach other and/or substituted for each other within the scope
of the present imnvention. Any one of the above-described
operations may be performed 1n various other ways, for
example, 1n an order different from the one described above.

The tunctionality of the elements disclosed herein may be
implemented using circuitry or processing circuitry which
includes general purpose processors, special purpose pro-
cessors, 1ntegrated circuits, application specific integrated
circuits (ASICs), digital signal processors (DSPs), field
programmable gate arrays (FPGAs), conventional circuitry
and/or combinations thereof which are configured or pro-
grammed to perform the disclosed functionality. Processors
are considered processing circuitry or circuitry as they
include transistors and other circuitry therein. In the disclo-
sure, the circuitry, units, or means are hardware that carry
out or are programmed to perform the recited functionality.
The hardware may be any hardware disclosed herein or
otherwise known which 1s programmed or configured to
carry out the recited functionality. When the hardware 1s a
processor which may be considered a type of circuitry, the
circuitry, means, or units are a combination of hardware and
soltware, the software being used to configure the hardware
and/or processor.

A group of apparatuses described 1n one or more embodi-
ments 1s merely one of a plurality of computing environ-
ments for implementing the embodiment disclosed herein.
In some embodiments, the management server 10 includes
a plurality of computing devices, such as a server cluster.
The plurality of computing devices communicate with one
another through any type of communication link including,
for example, a network or a shared memory, and perform the
operations disclosed herein. Likewise, the relay server 13 or
the secure box 14 may include a plurality of computing
devices configured to communicate with each other. The
components of the management server 10 may be integrated

into one server apparatus or divided into a plurality of

apparatuses.

The second communication unit 701, the third commu-
nication unit 711, the fourth communication unit 721, and
the first communication unit 801 may be referred to simply
as “‘communication units”.

The invention claimed 1s:
1. A communication system comprising:
an 1nformation terminal;
a relay server; and
a connection-destination device,
wherein the relay server includes first circuitry configured
to:
establish a first connection between the relay server and
the information terminal via a first network,
establish an encrypted second connection between the
relay server and the connection-destination device
via a second network different from the first network:
and
transmit a message from the connection destination
device to the information terminal by establishing a
relay connection between the second connection and
the first connection, the message being to be dis-
played by the information terminal, based on infor-
mation related to a use state of the connection-
destination device,
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wherein the first connection 1s encrypted by using a
session 1dentification, the session i1dentification being,
used to encrypt the second connection, and

wherein the first circuitry 1s configured to transmit the
encrypted message from the connection destination
device to the mformation terminal without decrypting
the encrypted message.

2. The communication system according to claim 1,

wherein the information related to the use state of the
connection-destination device includes information
indicating whether the connection-destination device 1s
in use, information related to a user who 1s using the
connection-destination device, and information related
to a date and time when the connection-destination
device was last used.

3. The communication system according to claim 1,

further comprising:

a terminal apparatus different from the information ter-
minal; and

a management server connected to the terminal apparatus,
wherein the management server 1s connected to the
relay server and the connection-destination device,

wherein the management server includes second circuitry
configured to transmit, 1n response to a request from the
terminal apparatus, the information related to the use
state of the connection-destination device to the termi-
nal apparatus,

wherein the first circuitry 1s configured to transmit the
message to the information terminal in response to
receiving, by the management server, a message noti-
fication request designating the connection-destination
device from the terminal apparatus.

4. The communication system according to claim 3,

wherein the first circuitry 1s configured to transmit the
message to the information terminal, the message being
transmitted from the terminal apparatus.

5. The communication system according to claim 3,

wherein, 1n a case that the message notification request
designates a plurality of connection-destination
devices,

the first circuitry 1s configured to transmit the message to
cach of a plurality of information terminals that are
respectively connected to the plurality of connection-
destination devices.

6. The communication system according to claim 3,

wherein the first circuitry 1s configured to transmit a
success notification to the information terminal, the
success notification being a notification indicating that
transmission ol the message 1s successiul.

7. The communication system according to claim 3,

wherein the first circuitry 1s configured to transmit, 1n
response to receiving, by the management server, a
communication disconnection request designating the
connection-destination device from the terminal appa-
ratus to disconnect the relay connection between the
second connection and the first connection, a notifica-
tion indicating that a service 1s to be stopped to the
information terminal.

8. The communication system according to claim 7,

wherein, 1n a case that the communication disconnection
request designates a plurality of connection-destination
devices,

the first circuitry 1s configured to transmit a notification
indicating that the relay connection between the second
connection and the first connection 1s to be discon-



US 11,824,942 B2

25

nected to each of a plurality of information terminals
respectively connected to the plurality of connection-
destination devices.
9. The communication system according to claim 1,
wherein the information related to the use state of the
connection-destination device includes a use prohibi-
tion rule that defines a period of prohibition of com-
munication for the connection-destination device, and
wherein the first circuitry 1s configured to transmit a
message indicating that the relay connection 1s to be
prohibited to the information terminal 1 accordance
with the use prohibition rule.
10. The communication system according to claim 9,
wherein the use prohibition rule specifies a start date and
time of a period of prohibition of use of the connection-
destination device, an end date and time of the period,
and a repetition of the period, and
wherein the first circuitry 1s configured to transmit the
message indicating that communication 1s to be pro-
hibited to the information terminal at a time before the
start date and time 1n accordance with the use prohi-
bition rule.
11. The communication system according to claim 1,
wherein the message 1s related to maintenance of the
connection destination device.
12. An information processing apparatus comprising:
circuitry configured to:
establish a first connection between the information
processing apparatus and an information terminal via
a first network,
establish an encrypted second connection between the
information processing apparatus and a connection-
destination device via a second network different
from the first network; and
transmit a message from the connection destination
device to the information terminal by establishing a
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relay connection between the second connection and
the first connection, the message being to be dis-
played by the information terminal, based on infor-
mation related to a use state of the connection-
destination device,
wherein the first connection 1s encrypted by using a
session 1dentification, the session identification being
used to encrypt the second connection, and
wherein the circuitry 1s configured to transmit the
encrypted message from the connection destination
device to the mformation terminal without decrypting
the encrypted message.
13. An mformation processing method executed by an

information processing apparatus, the method comprising:

establishing a {first connection between the information
processing apparatus and an information terminal via a
first network,

establishing an encrypted second connection between the
information processing apparatus and a connection-
destination device via a second network different from
the first network; and

transmitting a message from the connection destination
device to the information terminal by establishing a
relay connection between the second connection and
the first connection, the message being to be displayed
by the information terminal, based on information
related to a use state of the connection-destination
device,

wherein the first connection 1s encrypted by using a
session 1dentification, the session i1dentification being,
used to encrypt the second connection, and

wherein the transmitting transmuits the encrypted message
from the connection destination device to the informa-
tion terminal without decrypting the encrypted mes-
sage.
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