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and authenticate the card device based on the received
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cessor 1s configured to capture, via the at least one 1put
device, a biometric image of the user and provision, via the
wireless communication interface, the captured biometric
image to the card device.
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SYSTEMS AND METHODS FOR
PROVISIONING BIOMETRIC IMAGE
TEMPLATES TO DEVICES FOR USE IN
USER AUTHENTICATION

CROSS-REFERENCE TO RELATED
APPLICATION

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 15/853,648 filed on Dec. 22, 2017. The entire

disclosure of the above application 1s incorporated herein by
reference.

FIELD

The present disclosure generally relates to systems and
methods for authenticating users and, more particularly, to
systems and methods for provisioning user biometric 1mage
templates (e.g., facial image templates, etc.) to devices
associated with the users, which may then be used in
authenticating the users.

BACKGROUND

This section provides background information related to
the present disclosure which 1s not necessarily prior art.

People are known to be associated with a variety of
different types ol accounts, including email accounts, bank
accounts, and payment accounts, to name a few. In connec-
tion with opening the accounts, people to be associated with
the accounts (broadly, users) may nitially need to be 1den-
tified and verified. For example, when a person opens a
banking account with a banking institution, the banking
institution typically requires the person to present identifi-
cation, often in the form of a dniver’s license or other
government 1ssued document, prior to permitting the person
to open the account. Such identification process, or “know
your customer” (KYC) process, 1s provided to inhibit the
person from fraudulently opening the account, based on, for
example, identity thelt, or otherwise. More broadly, the
identification process aids the banking institution in abiding
by applicable rules and/or regulations regarding the accounts
issued thereby (e.g., relating to anti-money laundering,

anti-corruption, etc.).

DRAWINGS

The drawings described herein are for illustrative pur-
poses only of selected embodiments and not all possible
implementations, and are not intended to limit the scope of
the present disclosure.

FIG. 1 illustrates an exemplary system of the present
disclosure suitable for use 1n provisioning a biometric image
template for a user to a card device associated with the user
for subsequent use 1n authenticating the user;

FIG. 2 15 a block diagram of a computing device that may
be used 1n the exemplary system of FIG. 1; and

FI1G. 3 illustrates a tlow diagram of an exemplary method,
which may be implemented 1n connection with the system of
FIG. 1, for provisioning a biometric image template to a card
device for use in authenticating a user associated with the
card device.

Corresponding reference numerals indicate correspond-
ing parts throughout the several views of the drawings.

DETAILED DESCRIPTION

Exemplary embodiments will now be described more
tully with reference to the accompanying drawings. The
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2

description and specific examples included herein are
intended for purposes of illustration only and are not
intended to limit the scope of the present disclosure.
People (broadly, users) are often required to authenticate
themselves 1n connection with a variety of tasks, especially
tasks related to payment accounts and corresponding pay-
ment account transactions. When a debit card 1s provided to
a person, for example, the person 1s often required to enter
a personal identification number or PIN to authenticate
himseli/herself to the debit card (and associated account) to
be able to use the debit card. More recently, fingerprint
biometric readers have been incorporated into payment
cards, whereby on-card comparisons of captured fingerprints
to reference fingerprints may be used to authenticate people.
The provisioning of the reference fingerprints to the pay-
ment cards may be onerous, however, on the people asso-
ciated with the cards and/or on 1ssuers of the payment cards.
Uniquely, the systems and methods herein permit provi-
sioning ol biometric 1mage templates to card devices,
whereby the card devices may be used to authenticate users
associated with the card devices. In particular, a communi-
cation device associated with a user generally includes a
camera mput device, whereby an 1mage biometric of the user
may be captured. The communication device, herein, further
includes a mobile application, which i1s associated with a
certificate. In use, the communication device, via the mobile
application, then provides its certificate to a card device

(e.g., a contactless payment card, etc.), and receives a
certificate therefrom. After each certificate 1s authenticated
(1.e., one by the card device and one by the communication
device), the image biometric, captured at the communication
device, 1s communicated to the card device. In turn, based on
the authentication, the card device 1s able to store the
biometric 1mage, as an 1mage template, 1n memory of the
card device for use in authenticating the user 1n connection
with future transactions using the card device and/or with
other interactions with the card device. In this manner, the
card device may be provisioned with a biometric 1mage
template for the user apart from the 1ssuer of the card device,
and without loss of security in provisioming the template to
the card device.

FIG. 1 1llustrates an exemplary system 100, in which one
or more aspects of the present disclosure may be 1mple-
mented. Although the system 100 i1s presented i1n one
arrangement, other embodiments may include the parts of
the system 100 (or other parts) arranged otherwise depend-
ing on, for example, particular types of devices employed 1n
the authentication and/or 1dentification processes (e.g., par-
ticular types of communication devices, particular types of
contactless card devices, etc.), privacy requirements, etc.

The system 100 generally includes a communication
device 102 with a mobile application 104 installed thereon,
and a card device 106. In particular, the communication
device 102 may include, for example, a smartphone, a tablet,
a laptop computing device, etc., which 1s generally a por-
table communication device. The communication device
102 1s associated with a user (not shown) (e.g., a personal
device of the user, not a publically available and/or shared
device, etc.), who, 1n turn, 1s associated with an identity. In
general, the i1dentity of the user indicates and/or includes
(without limitation) one or more of a name of the user, an
address of the user, a birthdate for the user, an appearance
and/or 1mage of the user (e.g., a facial image, etc.), a
fingerprint of the user, contact mnformation for the user, a
social security number or other government identification
number for the user, etc.
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In the 1llustrated embodiment, the mobile application 104
installed at the communication device 102 1s associated with
an 1ssuer (not shown) of the card device 106 (although this
1s not required in all embodiments), 1n that the 1ssuer has
provided the mobile application 104 with a certificate. In this
manner, the mobile application 104 may be verified by the
communication device 102, and vice-versa, as described in
more detail below. In addition, the mobile application 104
may 1nclude and/or be associated with one or more addi-
tional applications downloaded to, 1nstalled, and/or active in
the communication device 102, as desired and/or appropri-
ate.

The card device 106 1n the exemplary system 100
includes a payment card device, which 1s associated with a
payment account i1ssued by the 1ssuer. The card device 106
1s more specifically a contactless payment card device,
whereby 1t 1s configured to communicate with a point-oi-
sale (POS) terminal or other device (e.g., the user’s com-
munication device 102, etc.) without having to make specific
physical contact therewith (e.g., without the user having to
swipe a magnetic strip of the card device 106, without the
user mserting the card device 106 1nto a reader, etc.). In this
manner, the card device 106 may be used to initiate a
transaction at a merchant (associated with the POS termi-
nal), where the transaction i1s to be funded by the payment
account associated with the card device 106. The particular
contactless communication, 1n this embodiment, includes
near field communication (NFC), which provides wireless
network communication with the communication device
102 and other devices, for example, without physical inter-
action(s) therebetween. That said, it should be understood
that other types of contactless or wireless communication
may be employed for the card device 106 1n other embodi-
ments.

In addition 1n this exemplary embodiment, the card device
106 includes a memory 108 (e.g., as part of and/or associ-
ated with a chip 110 of the card device 106 (e.g., as part of
and/or associated with an EMV chip, etc.), etc.), whereby
data may be stored 1n the card device 106 by the card device
106 1itself, or, potentially, by another device. Further, upon
1ssuance of the card device 106 to the user, or 1ssuance in
general, the 1ssuer may provide a certificate to the card
device 106, which 1s then also stored in the memory 108 of
the card device 106 for use as described in detail below.

FI1G. 2 1llustrates an exemplary computing device 200 that
can be used 1n the system 100 of FIG. 1. The computing
device 200 may include, for example, one or more servers,
workstations, personal computers, laptops, tablets, smart-
phones, card devices, POS terminals, etc. In addition, the
computing device 200 may include a single computing
device, or it may include multiple computing devices
located 1n close proximity or distributed over a geographic
region, so long as the computing devices are specifically
configured to function as described herein. In the exemplary
embodiment of FIG. 1, the communication device 102 and
the card device 106 associated with user can both be
considered computing devices (or as including computing
devices) generally consistent with computing device 200 for
purposes of the description herein. However, the system 100
should not be considered to be limited to the computing
device 200, as described below, as different computing
devices and/or arrangements of computing devices may be
used. In addition, diflerent components and/or arrangements
of components may be used 1n other computing devices.

Referring to FIG. 2, the exemplary computing device 200
includes a processor 202 and a memory 204 coupled to (and
in communication with) the processor 202. The processor
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202 may include one or more processing units (e.g., 1n a
multi-core configuration, etc.). For example, the processor
202 may include, without limitation, a central processing
umt (CPU), a microcontroller, a reduced instruction set
computer (RISC) processor, an application specific inte-
grated circuit (ASIC), a programmable logic device (PLD),
a gate array, and/or any other circuit or processor capable of
the functions described herein. In one example, the proces-
sor 202 may include an EMV chip.

The memory 204, as described herein, 1s one or more
devices that permit data, instructions, etc., to be stored
therein and retrieved therefrom. The memory 204 may
include one or more computer-readable storage media, such
as, without limitation, dynamic random access memory
(DRAM), static random access memory (SRAM), read only
memory (ROM), erasable programmable read only memory
(EPROM), solid state devices, flash drives, CD-ROMs,
thumb drives, floppy disks, tapes, hard disks, and/or any
other type of volatile or nonvolatile physical or tangible
computer-readable media. The memory 204 may be config-
ured to store, without limitation, biometrics (e.g., facial
images (e.g., selfies, etc.), fingerprints, etc.), biometric ret-
erences, 1mages, private and/or public keys, public/private
key pairs, 1dentity records, certificates, ID data, and/or other
types of data (and/or data structures) suitable for use as
described herein. Furthermore, in various embodiments,
computer-executable instructions may be stored in the
memory 204 for execution by the processor 202 to cause the
processor 202 to perform one or more of the functions
described herein, such that the memory 204 1s a physical,
tangible, and non-transitory computer readable storage
media. Such instructions often improve the efliciencies
and/or performance of the processor 202 and/or other com-
puter system components configured to perform one or more
of the various operations herein. It should be appreciated
that the memory 204 may include a variety of different
memories, each implemented 1n one or more of the functions
or processes described herein. The memory 108 of the card
device 106 1s generally consistent with the memory 204 of
the computing device 200.

In the exemplary embodiment, the computing device 200
also includes a presentation unit 206 that 1s coupled to (and
that 1s 1n communication with) the processor 202 (however,
it should be appreciated that the computing device 200 could
include output devices other than the presentation unit 206,
ctc.). The presentation unit 206 outputs information (e.g.,
prompts to provide biometrics, etc.), visually or audibly, for
example, to a user of the computing device 200 (e.g., the
user associated with the communication device 102, etc.),
etc. And, various interfaces (e.g., as defined by the mobile
application 104, or as defined by websites other network-
based applications, etc.) (e.g., including instructions to cap-
ture biometrics, etc.) may be displayed at computing device
200, and 1n particular, at presentation unit 206, to display
certain information. The presentation unit 206 may include,
without limitation, a liquid crystal display (LCD), a light-
emitting diode (LED) display, an organic LED (OLED)
display, an “electronic 1nk” display, speakers, etc. In some
embodiments, the presentation unit 206 may include mul-
tiple devices.

In addition, the computing device 200 includes an 1nput
device 208 that receives inputs from the user of the com-
puting device 200 (1.e., user inputs) such as, for example,
images ol the user and/or biometrics thereof, etc., 1n
response to prompts from the mobile application 104, as
turther described below. The mput device 208 may include
a single mput device or multiple input devices. The mput




US 11,824,642 B2

S

device 208 1s coupled to (and 1s 1n communication with) the
processor 202 and may 1nclude, for example, one or more of
a keyboard, a pointing device, a mouse, a stylus, a camera,
biometric reader (e.g., fingerprint scanner, etc.), a touch
sensitive panel (e.g., a touch pad or a touch screen, etc.),
another computing device, and/or an audio mput device. In
various exemplary embodiments, a touch screen, such as
that included 1n a tablet, a smartphone, or similar device,
may behave as both the presentation unit 206 and the input
device 208.

Further, the illustrated computing device 200 also
includes a network interface 210 coupled to (and 1n com-
munication with) the processor 202 and the memory 204.
The network mterface 210 may include, without limitation,
a wired network adapter, a wireless network adapter (e.g., an
NFC adapter, a radio-frequency (RF) adapter (e.g., a radio-
frequency 1dentification (RFID) adapter, etc.), a Bluetooth™
adapter, etc.) (e.g., suitable for *“‘contactless communica-
tion,” etc.), a mobile network adapter, or other device
capable of commumnicating to one or more different ones of
the networks used herein. Further, in some exemplary
embodiments, the computing device 200 may include at
least one processor (e.g., the processor 202, etc.), at least one
memory (e.g., the memory 204, etc.), and/or one or more
network interfaces (e.g., network interface 210, etc.)
included 1n, or incorporated into or with the at least one
processor (e.g., as an embedded card chip (e.g., having an
antenna, etc.), etc.). An example of such a computing device
includes chip 110 of the card device 106.

Referring again to FIG. 1, when the user desires to
provision an 1mage of the user to the card device, for
example, for use 1n subsequent authentication of the user for
one or more different reasons, the user initially accesses the
mobile application 104, at the communication device 102. In
turn, the communication device 102, as configured by the
mobile application 104, via the wireless network adaptor
(broadly, network interface 210), polls the vicinity of the
communication device 102 for any NFC-enabled devices,
intermittently and/or for one or more intervals. For example,
the communication device 102, as configured by the mobile
application 104, via the wireless network adaptor, may poll
tor NFC devices for ten seconds, fifteen seconds, or more (or
less) after an input from the user to detect the card device
106. When the card device 106 1s proximate to the commu-
nication device 102 (i.e., close enough for an NFC connec-
tion 1n this example), the communication device 102, as
configured by the mobile application 104, detects the card
device 106 and then provides 1ts certificate to the card device
106. Upon the NFC connection, the card device 106, like-
wise, 1s configured to provide its certificate to the commu-
nication device 102 (and to the mobile application 104). The
exchanged certificates may be, for example and without
limitation, X.509 formatted certificates distributed by a
public key infrastructure (PKI) (e.g., 1n association with a
payment network such as Mastercard International Incorpo-
rated, etc. where the payment network may then be the
certificate signing authority), etc. Each of the communica-
tion device 102 and the card device 106 then attempts to
authenticate the certificate recerved from the other, for
example and without limitation, by validating the signature
of recerved X.509 formatted certificates (based on informa-
tion already included in the communication device 102 and
the card device 106 and/or information included in the
received certificate (e.g., certificate(s), key(s), etc.), or infor-
mation received through a network connection, or other-
wise) (e.g., thereby facilitating a mutual “handshake”, etc.).
For example, a public key included 1n the recerved certificate
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may be extracted by the receiving entity (e.g., the commu-
nication device 102, the card device 106, etc.) and used to
verily the signature of the certificate. If the certificate
authentication fails, a corresponding failure message may be
displayed to the user at the communication device 102.

In the meantime (or prior or subsequently) in the system
100, the communication device 102, as configured by the
mobile application 104, prompts the user to capture a
biometric 1mage of a part of the user, such as, for example,
the face of the user, etc. In response, the user directs a
camera of the communication device 102 (e.g., mnput device
208, ctc.) toward the appropriate part of the user and
provides an input to the communication device 102 to
capture the 1mage. In turn, the communication device 102 1s
configured to capture the biometric image of the user. Then,
once the communication device 102 and the card device 106
are mutually authenticated, and the biometric 1mage 1is
captured, the communication device 102, as configured by
the mobile application 104, transmits the biometric image to
the card device 106. In response, the card device 106 stores
the biometric 1image as a biometric 1mage template in the
memory 108 for use 1n authenticating the user to the card
device 106 1n connection with subsequent payment account
transactions and/or other scenarios where user authentica-
tion and/or verification 1s desired (e.g., account access
requests, provisiomng tokens and/or digital identities, etc.),
etc.

Thereafter, 1n connection with a transaction or other
request for authentication and/or verification of the user, the
communication device 102 (or another device) and the card
device 106 mutually authenticate one another through an
exchange of certificates, as described above, via a wireless
connection therebetween (e.g., the NFC connection, efc.).
Then, the card device 106 1s configured to receive a bio-
metric 1image of the user (or another person) as part of the
authentication for the transaction and to compare the
received biometric 1image to the biometric 1mage template
stored 1n the memory 108 therein. When the biometric image
matches the template (e.g., based on comparison via a
suitable algorithm and the comparison being within a con-
ventional threshold, etc.), the card device 106 1s configured
to transmit to the commumnication device 102 and/or mobile
application 104, via the connection with the communication
device 102, an indicator of the result of the comparison (e.g.,
1=match, O=no match, etc.), alone or in combination with
other data. The indicator and other data may additionally be
signed and/or encrypted based on key pairs available to
and/or stored within the card device 106 (e.g., based on one
or more public-private key pairs, etc.).

While the card device 106 1s described above as an NFC
enabled device, whereby the card device 106 may commu-
nicate with the communication device 102 via NFC com-
munication, 1t should be appreciated that the card device 106
may be capable of communicating with the communication
device 102 1n other manners in other embodiments (e.g., via
one or more networks, via Bluetooth™ communication,
etc.).

FIG. 3 illustrates an exemplary method 300 for use 1n
provisioning a biometric 1mage template to a card device,
whereby the biometric 1mage template may subsequently be
used to authenticate a user of the card device for one or more
reasons. The exemplary method 300 1s described as imple-
mented in the communication device 102 and the card
device 106 of the system 100. Reference 1s also made to the
computing device 200. However, the methods herein should
not be understood to be limited to the system 100 or the
computing device 200, as the methods may be implemented
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in other systems and/or computing devices. Likewise, the
systems and the computing devices herein should not be
understood to be limited to the exemplary method 300.

When the user desires to provision a biometric 1image
template to the card device 106, for use in subsequent
authentication of the user for one or more reasons (as
provided herein), the user interacts with the mobile appli-
cation 104 at his/her communication device 102 to imitiate a
wireless connection between the communication device 102
and the card device 106. This may include, for example, an
input from the user to “connect to card” at the mobile
application 104 of the communication device 102, or oth-
erwise. After a connection to the card device 106 1s estab-
lished (e.g., via the network interface 210 of the communi-
cation device 102, etc.), the user may interact with the
mobile application 104 to select an option to provision the
card with his/her biometric 1mage (e.g., via an 1mput to the
mobile application 104 to “create biometric template™, etc.).
It should be appreciated that in other embodiments, the user
may first select the option to provision the card device 106
with his/her biometric image (e.g., via the input to the
mobile application 104 to “create biometric template™, etc.),
whereby a connection between the communication device
102 and the card device 106 1s thereafter established.

It should also be appreciated that the communication
device 102, the mobile application 104, and/or the card
device 106 may require the user to authenticate himsell/
hersell thereto before establishing any connection between
the communication device 102 and the card device 106, for
example, before provisioning the card device 106 with
his/her biometric 1mage, or at any other time, etc., to ensure
that the user 1s authorized to add or manipulate data on the
card device 106 and/or utilize the mobile application 104 at
the communication device 102. For example and without
limitation, when the user selects an option to provision the
card device 106 with his/her biometric 1image, the mobile
application 104 may prompt the user to place his/her finger
on a fingerprint scanner (consistent with mput device 208)
associated with the communication device 102 and compare
a fingerprint scan with a fingerprint 1image stored in the
memory 204 of the communication device 102 (to thereby
authenticate the user, or not). If the fingerprint scan matches
the stored image (based on conventional matching tech-
niques), the mobile application 104 may authorize commu-
nication device 102 to authenticate the user, and thereby
allow the user to provision the card device 106 with his/her
biometric 1mage (which, as discussed below, may be a
different biometric image than that which 1s already stored
in the memory 204, or not), thereby permitting to proceed 1n
method 300.

Then 1n the method 300, in response to the input from the
user to provision the biometric 1mage template to the card
device 106 (and/or authentication of the user), the commu-
nication device 102 polls, at 302, the vicinity of the com-
munication device 102 for one or more wireless devices (via
one or more available communication techniques, etc.).
Once the card device 106 1s i1dentified, the communication
device 102 transmits, at 304, 1ts certificate to the card device
106, and likewise, the card device 106 transmits, at 306, 1ts
certificate to the communication device 102. As above, the
exchanged certificates may be, for example and without
limitation, X.509 formatted certificates distributed by a
public key infrastructure (PKI), or other suitable certificates,
etc. In turn, the card device 106 authenticates the commu-
nication device 102, at 308, based on the received certificate
of the communication device 102, and the communication
device 102 authenticates the card device 106, at 310, based
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on the received certificate of the card device 106. Again,
such authentication may be performed, for example and
without limitation, by each of the communication device
102 and the card device 106 validating the signature of a
received X.509 formatted certificate (as described above).
Again, 1I any one of the validations and/or authentications
fail, an error message may be displayed at the communica-
tion device 102 (e.g., at presentation unit 206, etc.) indicat-
ing the same.

Next, when the recerved certificates are validated (and the
communication device 102 and the card device 106 are
authenticated), the communication device 102 (and/or
mobile application 104) prompts, at 312, the user to capture
a biometric 1mage of himself/herself. The prompt may
include a direction to the user such as, for example, “Take
a Selfie” or ““Take a Photo of Yourself,” etc., displayed at the
presentation unit 206 of the communication device 102.
Thereatter, the user positions a camera mput device (e.g.,
consistent with input device 208, etc.) of the communication
device 102 to take the requested photograph, or asks another
person to do the same. The user (or other person) then
provides an input to the communication device 102, where-
upon the communication device 102 captures, at 314, the
biometric 1image of the user. While the biometric 1mage of
the user may include a facial image or selfie in this example,
it should be appreciated that other images of the user may be
captured and/or used 1n other embodiments, for example and
without limitation, a driver’s license photo, another previ-
ously validated 1mage, eftc.

In turn, the communication device 102 transmits, at 316,
the biometric 1image to the card device 106, 1n connection
with a request to provision the biometric image as a template
to the communication device 102.

In response to recerving the biometric 1mage, and based
on the mutual authentication (e.g., “handshake”, etc.) above,
the card device 106 stores, at 318, the biometric 1mage as a
biometric 1mage template (e.g., according to an ISO/IEC
19794 format, etc.) in memory 108 for use in future authen-
tication of the user. It should be appreciated that, in con-
nection with storing the biometric 1mage as a biometric
image template 1n the memory 108, the card device 106 may
initially determine whether or not a biometric 1image tem-
plate 1s already stored in the memory 108. Then, when no
biometric 1image template 1s stored 1n the memory 108, the
card device 106 proceeds to store the received biometric
image as a template therein. Alternatively, when a biometric
image template 1s already stored 1n the memory 108, the card
device 106 may notily the communication device 102 of
such (and, thus, the user) and, potentially, provide an option
to the communication device 102 to mstruct the card device
106 to replace the existing biometric 1image template with
the recently captured biometric image (e.g., to delete the
existing biometric 1image template and save the recently
captured biometric 1mage as a new biometric 1mage tem-
plate, etc.). It should also be appreciated that the card device
106 may store multiple biometric 1image templates in the
memory 108 (e.g., for a second user of the card device 106,
etc.), sitmilarly provisioned 1n accordance with 302-318, for
example and without limitation, using a second communi-
cation device 102 and/or mobile application 104 of the
second user. In this case, a biometric image template already
stored 1n the memory 108 may not be replaced. In any case,
as described herein, the card device 106 1s thereby provi-
sioned with a biometric 1image template.

Subsequently 1n the method 300, and optionally (as indi-
cated by the dotted designation in FIG. 3), the user may
desire to be authenticated, through use of the biometric
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image template 1n the card device 106 (e.g., 1n connection
with performing a transaction using the card device 106,
ctc.). In one implementation, for example, the communica-
tion device 102 (or some other communication device) and
the card device 106 may interact as described above, with
reference to 302-316. Thereafter, however, rather than stor-
ing the biometric 1mage as a template (as at 318), the card
device 106 instead compares, at 320, the biometric 1mage
received (most recently) from the communication device
102 to the biometric image template that was stored, at 318,
in the memory 108 of the card device 106. In another
implementation, the user may present the card device 106 to
another computing device (e.g., a POS terminal, etc.), which
then captures (or otherwise directs the capture of) a biomet-
ric 1mage of the user for comparison, at 320, to the biometric
image template stored 1n the memory 108 of the card device
106. In both cases, the comparison will rely on convention-
ally known algorithm(s) and one or more corresponding
thresholds, as, again, 1s conventional, to determine if a
match exists, or not (e.g., via minutiae-based algorithms,
etc.). The card device 106 may then generate an indicator,
where the indicator i1s an indicator of the result of the
comparison (e.g., match, non-match, etc.), and transmait the
indicator (alone or with other data), at 322. The card device
106 may transmit the indicator to any device, system, entity,
etc. seeking confirmation that the user 1s authenticated (e.g.,
to a POS terminal of a merchant for inclusion 1n a data
clement of an authorization request for a transaction by the
user at the merchant, etc.), or to the communication device
102 itselt, etc.

As an example, where the card device 106 includes a
credit card, a POS terminal may require the user to authen-
ticate himseli/herself in order to initiate a credit card trans-
action. To do so, the user may utilize the communication
device 102 to mteract with the card device 106 as describe
above to provide the authentication (e.g., to provide the
biometric 1mage where the communication device 102 and
the card device 106 repeat operations 302-316 1n connection
with comparing the biometric image to the biometric tem-
plate stored 1n memory 108, etc.). Or, the POS terminal may
interact with the card device 106 to facilitate the authenti-
cation by directing the user to capture a biometric 1image at
the POS terminal (or via the communication device 102),
where the captured biometric 1mage 1s then transmitted to
the card device 106 for comparison to the biometric template
(but without performing the mutual “handshake™ of opera-
tions 304-310). Still further, in this later scenario, the
biometric template may instead be transmitted to the POS
terminal for performing the comparison.

In another example, the card device 106 may additionally,
or alternatively, indicate on a display of the card device 106
(e.g., via an LED display associated with presentation unit
206 of the card device 106, etc.) that the user 1s authenti-
cated, or the card device 106 may only be active (or
otherwise available for use) following such authentication.

In view of the above, the systems and methods herein
permit a biometric image to be stored 1n a memory of a card
device, and 1n particular, a contactless payment card. The
biometric 1mage template 1s stored through a secure
exchange between the card device and a communication
device, to limit and/or reduce any potential of storing a
biometric 1mage not associated with the user to which the
card device 1s 1ssued and/or associated. In this manner, the
biometric image may be provisioned to the card device apart
from the inconvenient and/or onerous interactions with an
issuer of the card device (e.g., without a visit by the user to
a baking location, or a specific biometric provisioning
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location, etc. 1n order to provision the biometric 1image to the
card device). Rather, the systems and methods herein lever-
age the communication device of the user, in combination
with a certified mobile application (and 1ts wireless com-
munication capability with the card device), to provision the
biometric 1mage template, thereby providing an eflicient
process which 1s diflerent than conventional techmques used
in storing biometrics 1 card devices, and specifically, pay-
ment cards. As such, a new manner of provisioning biomet-
ric templates to card devices 1s provided. And, 1n connection
therewith, generic card devices may be originally provided
to the users without biometrics already provisioned thereto,
providing an increased efliciency in such interactions to
ultimately provision the biometric templates to the card
devices.

Again and as previously described, it should be appreci-
ated that the functions described herein, in some embodi-
ments, may be described 1n computer executable instruc-
tions stored on a computer readable media, and executable
by one or more processors. The computer readable media 1s
a non-transitory computer readable storage medium. By way
of example, and not limitation, such computer-readable
media can include RAM, ROM, EFPROM, CD-ROM or
other optical disk storage, magnetic disk storage or other
magnetic storage devices, or any other medium that can be
used to carry or store desired program code in the form of
instructions or data structures and that can be accessed by a
computer. Combinations of the above should also be
included within the scope of computer-readable media.

It should also be appreciated that one or more aspects of
the present disclosure transform a general-purpose comput-
ing device into a special-purpose computing device when
configured to perform the functions, methods, and/or pro-
cesses described herein.

As will be appreciated based on the foregoing specifica-
tion, the above-described embodiments of the disclosure
may be implemented using computer programming or engi-
neering techniques including computer soitware, firmware,
hardware or any combination or subset thereof, wherein the
technical effect may be achieved by performing at least one
of the following operations: (a) authenticating, by a card
device, a portable communication device, based on a cer-
tificate associated with the portable communication device;
(b) receiving, at the card device, via a wireless connection
between the portable communication device and the card
device, a biometric 1image ol a user from the portable
communication device (e.g., when the communication
device 1s authenticated or prior thereto, etc.); (¢) storing, by
the card device, the biometric image of the user 1n a memory
of the card device as a biometric 1mage template (e.g., when
the communication device 1s authenticated, etc.), whereby
the user may be authenticated, by the card device, based on
a subsequent biometric image matching the biometric image
template; (d) receiving the certificate associated with the
portable communication device, from the communication
device, via the wireless connection between the portable
communication device and the card device; (e) receiving, at
the card device, the subsequent biometric 1mage; (1) com-
paring, by the card device, the subsequent biometric 1image
to the biometric image template; (g) transmitting, from the
card device, an indicator of a result of comparing the
subsequent biometric 1mage to the biometric 1mage tem-
plate, thereby indicating whether the user 1s authenticated;
and (1) transmuitting, to the communication device, a certifi-
cate associated with the card device, whereby the commu-
nication device 1s able to authenticate the card device based
on the transmitted certificate (e.g., whereby the card device




US 11,824,642 B2

11

receives the biometric 1mage of the user only after both the
communication device and the card device are authenti-
cated, whereby the card device stores the biometric image of
the user 1n the memory of the card device as the biometric
image template only after both the communication device
and the card device are authenticated, etc.).

Exemplary embodiments are provided so that this disclo-
sure will be thorough, and will fully convey the scope to
those who are skilled in the art. Numerous specific details
are set forth such as examples of specific components,
devices, and methods, to provide a thorough understanding
of embodiments of the present disclosure. It will be apparent
to those skilled in the art that specific details need not be
employed, that example embodiments may be embodied 1n
many different forms and that neither should be construed to
limit the scope of the disclosure. In some example embodi-
ments, well-known processes, well-known device struc-
tures, and well-known technologies are not described in
detail.

The terminology used herein 1s for the purpose of describ-
ing particular exemplary embodiments only and i1s not
intended to be limiting. As used herein, the singular forms
“a,” “an,” and “the” may be mntended to include the plural
torms as well, unless the context clearly indicates otherwise.
The terms “comprises,” “comprising,” “including,” and
“having,” are inclusive and therefore specity the presence of
stated features, integers, steps, operations, elements, and/or
components, but do not preclude the presence or addition of
one or more other features, integers, steps, operations,
clements, components, and/or groups thereof. The method
steps, processes, and operations described herein are not to
be construed as necessarily requiring their performance in
the particular order discussed or illustrated, unless specifi-
cally identified as an order of performance. It 1s also to be
understood that additional or alternative steps may be
employed.

When a feature 1s referred to as being “on,” “engaged to,”
“connected to,” “coupled to,” “associated with,” “included
with,” or “in communication with” another feature, it may
be directly on, engaged, connected, coupled, associated,
included, or in communication to or with the other feature,
or intervening features may be present. As used herein, the
term “and/or” includes any and all combinations of one or
more of the associated listed items.

Although the terms first, second, third, etc. may be used
herein to describe various features, these features should not
be limited by these terms. These terms may be only used to
distinguish one feature from another. Terms such as “first,”
“second,” and other numerical terms when used herein do
not imply a sequence or order unless clearly indicated by the
context. Thus, a first feature discussed herein could be
termed a second feature without departing from the teach-
ings of the example embodiments.

None of the elements recited 1n the claims are intended to
be a means-plus-function element within the meaning of 35
U.S.C. § 112(1) unless an element 1s expressly recited using
the phrase “means for,” or in the case of a method claim
using the phrases “operation for” or “step for.”

The foregoing description of exemplary embodiments has
been provided for purposes of 1llustration and description. It
1s not intended to be exhaustive or to limit the disclosure.
Individual elements or features of a particular embodiment
are generally not limited to that particular embodiment, but,
where applicable, are interchangeable and can be used 1n a
selected embodiment, even iI not specifically shown or
described. The same may also be varied in many ways. Such
variations are not to be regarded as a departure from the
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disclosure, and all such modifications are intended to be
included within the scope of the disclosure.

What 1s claimed 1s:

1. A portable communication device for use in provision-
ing a biometric image template to a payment card device for
use 1n authenticating a user associated with the payment card
device, the portable communication device comprising:

at least one processor;

a wireless communication interface coupled to the at least

one processor; and

at least one imput device coupled to the at least one

Processor;
wherein the at least one processor comprises executable
instructions that, when executed by the at least one
processor, cause the at least one processor to:
transmit to a payment card device, via the wireless
communication interface, a certificate associated
with the portable communication device, whereby
the portable communication device 1s authenticated
by the payment card device;
receive from the payment card device, via the wireless
communication interface, a certificate associated
with the payment card device;
authenticate the payment card device based on the
receirved certificate; and
in response to the payment card device being authen-
ticated, based on the received certificate:
prompt the user to position the at least one input
device to capture a biometric image of the user, the
biometric 1mage of the user being an 1image of a
face of the user;
capture, via the at least one mput device, the bio-
metric 1image of the user; and
provision, via the wireless communication interface,
the captured biometric image to the payment card
device, whereby the payment card device stores
the captured biometric 1mage, based on the pay-
ment card device authenticating the portable com-
munication device based on the transmitted cer-
tificate  associated ~ with  the  portable
communication device.

2. The portable communication device of claim 1,
wherein the wireless communication interface includes a
radio-frequency 1dentification (RFID) communication inter-
face.

3. The portable communication device of claim 1,
wherein the at least one mput device includes a camera input
device; and

wherein the biometric image of the user includes a facial

image ol the user.

4. The portable communication device of claim 3,
wherein the executable instructions, when executed by the at
least one processor, further cause the at least one processor,
prior to transmitting the certificate to the payment card
device, to: poll a vicinity of the portable communication
device for near-field communication enabled (NFC-enabled)
devices; and detect the payment card device as at least one
of the NFC-enable devices 1n the vicinity.

5. The portable communication device of claim 1,
wherein the certificate associated with the payment card
device 1s a X.509 formatted certificate.

6. The portable communication device of claim 1,
wherein the executable instructions, when executed by the at
least one processor, cause the at least one processor, 1n
connection with provisioning the captured biometric image
to the payment card device, to: transmit the captured bio-
metric 1mage to the payment card device, whereby the
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payment card device stores the biometric 1image as a bio-
metric template 1n a memory of the payment card device.

7. The portable communication device of claim 1,
wherein the executable instructions, when executed by the at
least one processor, further cause the at least one processor
to: prompt the user to present a second biometric; capture,
via the at least one mput device, a second biometric of the
user; and prior to provisioning the captured biometric image
of the user to the payment card device, authenticate the user
to the portable communication device based on the captured
second biometric.

8. The portable communication device of claim 7,
wherein the at least one 1nput device includes a fingerprint
scanner; and

wherein the second biometric includes a fingerprint of the

user.

9. The portable communication device of claim 1,
wherein the executable instructions, when executed by the at
least one processor, cause the at least one processor, 1n order
to authenticate the certificate associated with the payment
card device, to verily a signature of the certificate based on
a public key extracted from the certificate associated with
the payment card device.

10. A computer-implemented method for use 1 provi-
sioning a biometric 1mage template to a payment card
device, the method comprising:

transmitting, by a portable communication device, to a

payment card device, via a wireless communication
interface, a certificate associated with the portable
communication device, whereby the portable commu-
nication device i1s authenticated by the payment card
device based on the certificate associated with the
portable communication device;

receiving, by the portable commumication device, from

the payment card device, via the wireless communica-
tion interface, a certificate associated with the payment
card device;

authenticating, by the portable communication device, the

payment card device based on the received certificate
associated with the payment card device; and

in response to the payment card device being authenti-

cated based on the received certificate:

prompting a user to position at least one mput device of

the portable communication device to capture a
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transmitting, via the wireless communication interface,
the captured biometric image to the payment card
device whereby the payment card device stores the
biometric 1mage as a biometric template, based on
the payment card device authenticating the portable
communication device based on the transmitted cer-
tificate associated with the portable communication
device.

11. The computer-implemented method of claim 10, fur-
ther comprising, prior to transmitting the captured biometric
to the payment card device: prompting the user to present a
second biometric; capturing, via the at least one input
device, a second biometric of the user; and authenticating
the user to the portable communication device based on the
captured second biometric.

12. The computer-implemented method of claim 11,
wherein the biometric 1mage of the user includes a facial
image of the user; and

wherein the second biometric includes a fingerprint of the

user.

13. The computer-implemented method of claim 10, fur-
ther comprising, prior to transmitting the certificate to the
payment card device, to: polling, by the portable commu-
nication device, for near-field communication enabled
(NFC-enabled) devices within a vicinity of the portable
communication device; and detecting, by the portable com-
munication device, the payment card device as at least one
of the NFC-enable devices.

14. The computer-implemented method of claim 13, fur-
ther comprising receiving, via a touch sensitive panel of the
portable communication device, an input from the user to
provision the biometric to the payment card device, prior to
polling the vicinity of the portable communication device
for NFC-enabled devices and prior to transmitting the cer-
tificate associated with the portable communication device.

15. The computer-implemented method of claim 10,
wherein authenticating the certificate associated with the
payment card device includes validating a signature of the
certificate associated with the payment card device.

16. The computer-implemented method of claim 185,
wherein the certificate associated with the payment card
device includes a X.509 formatted certificate.

17. The computer-implemented method of claim 10,
wherein the wireless communication interface includes a

radio-frequency (RF) adapter of the portable communication
device.
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