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METHOD AND SYSTEM FOR ENFORCING
GOVERNANCE ACROSS MULTIPLE
CONTENT REPOSITORIES USING A

CONTENT BROKER

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of, and claims a benefit
of priority under 35 U.S.C. § 120 from, U.S. patent appli-
cation Ser. No. 16/913,899, filed Jun. 26, 2020, i1ssued as
U.S. Pat. No. 11,570,229, entitled “METHOD AND SYS-
TEM FOR ENFORCING GOVERNANCE ACROSS
MULTIPLE CONTENT REPOSITORIES USING A CON-
TENT BROKER,” which 1s a continuation of, and claims a
benefit of priority under 35 U.S.C. § 120 from, U.S. patent
application Ser. No. 16/397,802, filed Apr. 29, 2019, 1ssued
as U.S. Pat. No. 10,742,771, enfitled “METHOD AND
SYSTEM FOR ENFORCING GOVERNANCE ACROSS
MULTIPLE CONTENT REPOSITORIES USING A CON-
TENT BROKER,” which 1s a continuation of, and claims a
benelit of priority under 35 U.S.C. § 120 from, U.S. patent
application Ser. No. 14/870,986, filed Sep. 30, 2015, 1ssued
as U.S. Pat. No. 10,362,146, enfitled “METHOD AND
SYSTEM FOR ENFORCING GOVERNANCE ACROSS
MULTIPLE CONTENT REPOSITORIES USING A CON-
TENT BROKER,” all of which are hereby fully incorpo-

rated herein by reference for all purposes.

BACKGROUND

A significant amount of content i1s stored in content
repositories. The access and manipulation of this content 1s
typically limited to pre-defined constructs and/or methods.
When attempts are made to modily the pre-defined con-
structs and/or methods, such attempts require significant
resources and time to implement.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 shows an exemplary system in accordance with
one or more embodiments of the technology.

FIG. 2 shows an exemplary object 1n accordance with one
or more embodiments of the technology.

FIG. 3 shows an exemplary governance rule in accor-
dance with one or more embodiments of the technology.

FIG. 4 shows exemplary relationships between various
components 1n accordance with one or more embodiments
of the technology.

FIG. 5 shows a method for servicing requests 1n accor-
dance with one or more embodiments of the technology.

FIG. 6 shows a method for servicing search requests in
accordance with one or more embodiments of the technol-
0gy.

FIG. 7 shows a computing system in accordance with one
or more embodiments of the technology.

DETAILED DESCRIPTION

Specific embodiments of the technology will now be
described 1n detail with reference to the accompanying
figures. In the following detailed description of embodi-
ments of the technology, numerous specific details are set
torth in order to provide a more thorough understanding of
the technology. However, 1t will be apparent to one of
ordinary skill 1n the art that the technology may be practiced
without these specific details. In other instances, well-known
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2

features have not been described 1n detail to avoid unnec-
essarily complicating the description.

In the following description of FIGS. 1-7, any component
described with regard to a figure, 1n various embodiments of
the technology, may be equivalent to one or more like-
named components described with regard to any other
figure. For brevity, descriptions of these components will not
be repeated with regard to each figure. Thus, each and every
embodiment of the components of each figure 1s incorpo-
rated by reference and assumed to be optionally present
within every other figure having one or more like-named
components. Additionally, 1 accordance with various
embodiments of the technology, any description of the
components of a figure 1s to be interpreted as an optional
embodiment, which may be implemented 1n addition to, 1n
conjunction with, or in place of the embodiments described
with regard to a corresponding like-named component in
any other figure.

In general, embodiments of the technology relate to a
method and system for using a content broker for managing
access to content stored across diflerent content repositories.
More specifically, embodiments of the technology relate to
implementing a content broker that 1s interposed between
web applications and the content repositories, where the
content broker includes functionality to service various
requests (including search requests) for content 1n any of the
connected content repositories and/or to apply governance 1n
a centralized manner for content stored across the various
content repositories.

FIG. 1 shows an exemplary system in accordance with
one or more embodiments of the technology. The system
includes one or more client systems (100A, 100N), a web
tier (103) that includes one or more web applications (101C,
101D), a content broker (102), and one or more content
repositories (108A, 108M). The aforementioned compo-
nents may communicate with each other using any known or
later discovered communication protocol. Further, the afore-
mentioned components may communicate using any com-
bination of wired and/or wireless connections and wired
and/or wireless networks. Fach of the aforementioned com-
ponents 1s described below.

In one embodiment of the technology, a client system
(also referred to as a client) corresponds to any computing,
system (see e.g., FIG. 7) that includes functionality to 1ssue
requests to one or more web applications (101C, 101D) and
to receive a corresponding response(s) from the web appli-
cation(s) after the request has been serviced.

In one embodiment of the technology, the requests and
responses may use Hypertext Transter Protocol (HTTP). In
such scenarios, the client systems may each include at least
one web browser (not shown) that permits the client system
to display webpages (not shown) (provided with HTTP
responses) to users of the client systems. The technology 1s
not limited to the aforementioned protocol.

Continuing with the discussion of FIG. 1, each web
application (101C, 101D) may be executing on one or more
application servers (not shown), where each application
server 1S a computing system (e.g., a computing system
described 1n FIG. 7) that includes functionality to host a web
application. Hosting the web application may include stor-
ing the necessary files mcluding source code, images, third
party libraries, etc. for and/or associated with the web
application and then executing the web application. Execut-
ing the web application may include receiving HTTP
requests from client systems (100A, 100B), processing the
HTTP requests, generating HI'TP responses based on the
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processing of the HTTP requests, and providing the HT'TP
responses to the client systems.

While FIG. 1 shows web applications, the technology 1s
not limited to client systems interfacing with web applica-
tions; rather, the technology may be implemented using any
type of client-server architecture, where the client system 1s
remote from the server executing the application (e.g., the
application 1s a cloud-based application).

In one embodiment of the technology, the web applica-
tions include functionality to 1ssue requests to the content
broker and/or the specific content repositories (108E, 108F).
The web application may i1ssue requests to the content
broker to perform one or more actions on an object, to
perform one or more actions on metadata associated with
one or more objects and/or to obtain objects or metadata
associated with one or more objects (e.g., via a search
request). The requests 1ssued by the web applications may be
iitiated by a user via a client system or may be mnitiated by
the web application. Additional detail about the servicing of
requests by the content broker 1s described in FIGS. 5-6.

Continuing with the discussion of FIG. 1, web applica-
tions may also include functionality to directly obtain
objects from the appropriate content repositories once the
content broker (via the governance engine (104)) determines
that the web application may obtain the object. Additional
detail with respect to the web application directly obtaining
objects from one or more content repositories 1s provided
below with respect to FIG. 5.

In one embodiment of the technology, the content broker
(102) provides an interface between the web applications
and the content repositories. The content broker (102)
includes functionality to communicate with both the web
applications and the content repositories. With respect to
communicating with the web applications, the content bro-
ker (102) includes functionality to govern the manner in
which the web applications interact with objects. More
specifically, the content broker includes a governance engine
that includes functionality to determine whether a given web
application (or client of a web application) may perform
particular actions on objects in one or more content reposi-
tories. Additional detail about the operation of the gover-
nance engine 1s provided in FIG. 3.

In one embodiment of the technology, the content broker
(102) includes functionality to create and maintain a unified
object index (106). The unified object index includes a
listing of object IDs and corresponding metadata (see e.g.,
FIG. 2) for all objects that are stored in any of the content
repositories that are managed by the content broker. In this
manner, the content broker enables the various web appli-
cations to access content across all of the managed content
repositories. The specific metadata that 1s stored in the
unified object index may vary based on the object type
and/or the implementation of the unified object index. In
embodiment of the technology, the unified object index
includes suthicient metadata to permit the content broker to
service search requests (1.e., queries on the metadata) with-
out requiring the content broker to i1ssue requests to the
content repositories. The content broker may obtain the
object IDs and metadata from agents (109E, 109F) that ar
located 1n the content repositories.

The content broker may be implemented on one or more
computing systems such as the computing system shown 1n
FIG. 7. Further, the unified object index may be imple-
mented using a database management system (or a distrib-
uted database management system) along with a correspond-
ing database (or distributed database). In such cases, the
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database management system (or the distributed database
management system) may include functionality to service
the search requests.

Additional detail about the operation of the content man-
agement server 1s provided i FIGS. 5-6.

In one embodiment of the technology, each content
repository (108A, 108M) includes persistent storage (e.g.,
solid state storage, magnetic storage, optical storage, any
other type of persistent storage or any combination thereof)
in which objects (see e.g., FIG. 2) are stored.

Continuing with the discussion of the content repositories,
cach of the content repositories may store objects using any
known or subsequently discovered mechanism. The follow-
ing describes various examples of the mechanisms that may
be used to store objects. The examples are not intended to
limit the technology. In a first example, the content reposi-
tory (108E, 108F) may be a set of magnetic hard disks. In a
second example, the content repository (108E, 108F) may be
implemented using a computer cluster that 1s executing a
distributed file system. In a third example, the content
repository (108E, 108F) may be implemented using a net-
work file server and one or more block-storage devices (1.¢.,
as a Storage Area Network).

As discussed above, each content repository that 1s man-
aged by the content broker (102) includes an agent (109E,
109F). The agent (e.g., an executing application or process)
includes functionality to obtain, for each object (or subset of
objects) 1n the content repository, an object ID and metadata
for the object. The amount of metadata that 1s obtained for
cach object may vary based on the implementation of the
technology. The agent may be provided updates to the
content broker when: (1) a new object(s) 1s stored in the
content repository; (11) an object(s) 1s deleted from the
content repository, (111) when metadata associated with an
object(s) has changed (which may include the location of the
object 1n the repository). The agent may provide updates to
the content broker at other points 1n time without departing
from the technology.

The technology 1s not limited to the architecture of the
system shown 1n FIG. 1.

FIG. 2 shows an exemplary object in accordance with one
or more embodiments of the technology. The object (200)
corresponds to a combination of content (208) and the
metadata (206) associated with the content. The metadata
(206) may include the object type (204) as well as any other
metadata associated with the object. Examples of metadata
may include, but are not limited to, author, content name,
creation time, creation date, size of object, modification
time, modification date, object format (1.¢., the format of the
content (208), e.g., portable document format (PDF),
MPEG-4, txt, etc.). With respect to the content, the content
may correspond to any type of data that may be stored in the
content repository. Examples of content may include, but are
not lmited to, text files, audio files, image files, and/or
audio-visual files.

In one embodiment of the technology, each object (200)
may be i1dentified using an object ID (202). The object 1D
umquely 1dentifies the object 1n the content repository. The
object ID may be any combination of numbers, letters, and
symbols.

In one embodiment of the technology, the metadata and
content associated with a given object may be stored 1n a
single location. Alternatively, the metadata associated with
an object may be stored in a first location and the content
associated with a given object may be stored 1n a second
location, where the first and second locations may be in the
same or different content repositories.
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In one embodiment of the technology, an object type
(204) 1s a user-defined composite datatype that encapsulates
a data structure along with the functions and procedures
needed to manipulate the data. Accordingly, when an object
1s specified as being of a given object type, the metadata 5
(206) and the content (208), by default, may only be
manipulated 1n accordance with the functions and proce-
dures specified for the object type. In one embodiment of the
technology, each object (200) 1s associated with a single
object type. 10

In one embodiment of the technology, each content
repository may support different object types (1.e., only
objects of the supported object type(s) may be stored in the
particular content repository). In such scenarios, the object
type (204) for an object that 1s stored 1n the content reposi- 15
tory may be referred to as a content repository type. Accord-
ingly, the content broker may be required to manage objects
with a wide range of content object types. In embodiment of
the technology, the content broker includes functionality to
normalize the object types that are governed by the content 20
broker. Additional detail about the normalization of object
types 1s discussed below with respect to FIG. 4.

As discussed above, the content broker includes a gov-
ernance engine that includes functionality to manage the
interaction of the web applications with the objects i the 25
content repository. The governance engine may include or
have access to one or more governance rules that may be
applied to actions requested by the requests that are received
from the web applications. FIG. 3 shows an exemplary
governance rule mn accordance with one or more embodi- 30
ments of the technology.

Each governance rule (300) includes a context definition
(302) and may include one or more of the following:
metadata visibility rules (304), content visibility rules (306),
and permaitted actions (308). Each of the components of the 35
governance rule 1s described below.

In one embodiment of the technology, the context defi-
nition (302) specifies when the governance rule should be
applied to service a request. Said another way, the context
definition (302) specifies the context associated with the 40
request for which the governance rule applies. In one
embodiment of the technology, the context definition may be
defined using one or more regular expressions.

The context definition may be specified at any level of
granularity. For example, the context definition may specily 45
one or more of the following: (1) the object, e.g., using the
object ID or using an expression (e.g., a regular expression)
that may be used to 1dentify the object (e.g., 1f content 1n the
object 1s an audio-visual file); (1) the action (or set of
actions); (111) the client system that 1ssued a requests to the 50
web application that, 1n turn, 1ssued a request to the content
broker; (1v) the web application from which a request was
1ssued; and (v) the user that issued the request (1.e., the user
that 1ssued the request via the client system). The context
definition may specily additional and/or other mmformation 55
without departing from the technology.

Continuing with the discussion of FIG. 3, the governance
rule may include metadata visibility rules (304). In one
embodiment of the technology, the governance rule may
specily which metadata may be visible to the web applica- 60
tion when the request 1s successiully serviced. For example,
the metadata visibility rule may specity that when a given
request 1s serviced based on the governance rule only the
content name and content format type may be visible to the
web application. 65

Continuing with the discussion of FIG. 3, the governance
rule may include content visibility rules (306). In one

6

embodiment of the technology, the governance rule may
specily which content may be visible to the web application
when the request 1s successiully serviced. For example, the
content visibility rule may specily that when a given request
1s serviced based on the governance rule that specific
portions (e.g., certain pages, certain words, certain sentences
that include certain words, etc.) of the content are to be
redacted.

Continuing with the discussion of FIG. 3, the governance
rule may include permitted actions (308). In one embodi-
ment of the technology, the governance rule may specity:
actions that may be performed on an object (regardless of
context) and/or (11) actions that may be performed in the
context (as defined by the context definition).

The governance rule may specily additional or other
information without departing from the technology.

FIG. 4 shows exemplary relationships between various
components 1n accordance with one or more embodiments
of the technology.

As discussed above, each object that 1s stored 1n a content
repository 1s associated with a content repository type (1.e.,
an object type that 1s supported by the content repository 1n
which 1t 1s stored). Accordingly, each content repository type
(1.e., a content repository-specific object type) (400) 1s
associated with a normalized object type (402). Accordingly,
multiple content repository-specific object types may be
mapped to a single normalized object type. For example, one
content repository may include a resume object and a second
content repository may include an interview evaluation
object. Both of these content repository-specific object types
may be mapped to a normalized object, e.g., a single job
application object. The content broker may maintain a
content repository-specific object type to normalized object
type mapping. Alternatively, the metadata associated with
cach object that 1s indexed in the unified object index may
be updated to also include the normalized object type.

The governance engine includes functionality to enforce
the governance rules (see e.g., FIG. 3) on a normalized
object type basis. Accordingly, each normalized object type
may be associated with one or more governance rules (404).

Additional details related to the using the governance
rules 1s described below 1n FIGS. 5-6.

FIGS. 5-6 show flowcharts in accordance with one or
more embodiments of the technology. While the various
steps 1n the flowcharts are presented and described sequen-
tially, one of ordinary skill will appreciate that some or all
of these steps may be executed 1n different orders, may be
combined or omitted, and some or all of the steps may be
executed 1n parallel.

FIG. 5 shows a method for servicing requests 1n accor-
dance with one or more embodiments of the technology.

In step 500, a request 1s received by the content broker
from a web application (i1.e., a requesting entity). In one
embodiment of the technology, the request includes an
object ID and an action(s) to be performed on (or with) the
object (or a portion thereof) associated with the object ID.
The request may 1include additional information (e.g.,
parameters associated with the action) without departing
from the technology. The action may correspond to any
action that may be performed on any portion of the object
(1.e., on the content or metadata, see e.g., FIG. 2). Examples
ol actions may include, but are not limited to, read, write,
modily, delete, and move. In one embodiment of the tech-
nology, the request may include specily a set of objects
using, €.g., object IDs or a regular expression.
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In the event that the request specifies multiple objects
and/or multiple actions, steps 502-510 may be performed for
every <object ID, action> pair.

In one embodiment of the technology, the request 1s sent
via a Representational State Transfer (REST) application
programming interface (API).

In step 502, the normalized object type for the object (1.e.,
the object corresponding to the object ID) 1s obtained. More
specifically, in one embodiment of the technology, the
unified object mndex may be queried in order to obtain the
object type for the object. In this embodiment, the object ID
may be used to 1dentity the content repository type from the
unified object index. The content broker may then determine
the normalized object type corresponding to the content
repository-specific object type. In another embodiment of
the technology, the metadata associated with the object 1n
the unified object index may be modified (at some point
prior to step 502) to include the normalized object type. In
such cases, the object ID may be used to directly obtain the
normalized object type.

In step 504, a determination 1s made about whether there
are zero, one or more governance rules associated with the
normalized object type. If one or more governance rules are
identified, then the process proceeds to step 506; otherwise,
the process proceeds to step 510.

In one embodiment of the technology, the determination
in step 504 includes evaluating context definition of each of
the governance rules to determine all governance rules in
which the content of the request (described above) matches
the context definition 1n the governance rule. In one embodi-
ment of the technology, if there are no governance rules that
include context definitions that match the context of the
request, then a default governance rule may be used to
service the request.

In step 506, the one or more governance rules are obtained
by the governance engine.

In step 508, the request 1s serviced using the one or more
governance rules identified in step 504. The result(s) of
service the request 1s then sent to the requesting entity. In
one embodiment of the technology, servicing the request
may 1include: (1) determining whether the action in the
request 1s permitted to be performed on the object based on
the permitted action portion of the identified governance
rule(s); (11) 1f the action can be performed on the object, then
the action 1s performed on the object in accordance with any
content visibility rules and metadata visibility rules specified
in the governance rule.

In one embodiment of the technology, while the gover-
nance rule may require that the metadata and/or content 1s
modified prior to it being provided to the requesting entity,
the actual metadata and content may not be modified; rather,
a copy of the metadata and/or content to be modified is
created and the copy of the metadata and/or content is
modified (per the governance rule).

In one embodiment of the technology, the servicing of the
request 1 step 508 may result additional objects being
obtained (1.e., an object that 1s not i1dentified 1n the request
obtained 1n step 500). In such cases, any of the additional
objects may be processed 1n accordance with FIG. 5 or may
be processed using the same governance rules as determined
in step 504. Further, any of the additional objects that are not
associated with any governance rules may be serviced 1n
accordance with step 510.

Returming back to Step 504, 1f there are no matching
governance rules, then the process proceeds to step 310. In
step 310, the request has been serviced without the execution
of any governance rules. The result of servicing the request
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(1.e., the action 1s ultimately performed or the action 1s not
performed) 1s provided to the requesting entity.

In one embodiment of the technology, 1f the action
speciflies reading of an object, then servicing the read request
may include: (1) sending, by the content broker, a request for
a unique URL to content repository in which the object 1s
located; (1) receiving, from the content repository, the
unmique URL for the object by the content broker; (11)
providing the unique URL to the web application. The web
application may then use the unique URL to directly connect
to the aforementioned content repository and obtain the
object. In this scenario, the content broker does not obtain a
copy of the object.

Alternatively, servicing the read request may include: (1)
sending, by the content broker, a request for the object; (11)
receiving, by the content broker, the object from the content
repository; (111) providing, by the content broker, the object
to the web application. In this scenario, the content broker
may also include functionality to cache the object and then
provide the cached object 1n response to subsequent read
requests.

FIG. 6 shows a method for servicing search requests in
accordance with one or more embodiments of the technol-
0gy.

In step 600, a search request 1s received. The search
request may specily one or more values that may be used to
identily zero, one or more objects. The search request may
be 1n written 1n a query language or the search request may
be a natural language search request. The search request may
take other forms without departing from the technology. In
one embodiment of the technology, the search request 1s sent
via a Representational State Transfer (REST) application
programming interface (API).

In step 602, content broker executes the search request 1n
order to 1dentily one or more objects (represented by object
IDs) 1n the unified query index. Execution of the search
request may include i1dentifying one or more objects whose
metadata (a copy of which 1s present in the unified object
index) (or a portion thereol) matches one or more values 1n
the search request.

The result of the execution of the search request 1s a zero,
one or more search result items, where each search result
item 1includes an object ID and all or a portion of the
metadata associated with the object (1.e., the object associ-
ated with the object ID). In one embodiment of the tech-
nology, the metadata associated with the search item 1s
obtained from the unified object index. If there are no search
result 1tems, then the process ends. Otherwise, the process
proceeds to step 604.

In step 604, a search result item from the set of search
result 1items obtained 1n step 602 is selected for processing.

In step 606, one or more governance rules associated with
the search result item 1s obtained. The one or more gover-
nances rules may be obtained in same (or in a similar)
manner as described 1n steps 504 and 506.

In step 608, the governance rules 1dentified 1n step 606 are
applied to the search result item. In one embodiment of the
technology, applying the governance rule may include pro-
cessing the search result item in accordance with any
metadata visibility rules specified 1n the governance rule(s).

If there are no governance rules that apply to the search
result item, then the steps 606 and 608 may not be performed
tor that particular search result item.

In step 610, a determination 1s made about whether there
are any other search result items to process. It there are no
other search result items to process, the method proceeds to
step 612; otherwise, the method proceeds to step 604.
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In step 612, the processed search result items are provided
to the requesting entity (e.g., the web application that 1ssued
the request 1n step 600). Step 612 may also include provid-
ing search results items for which no governance rule was
applicable and, thus, no governance rule was applied.

In one embodiment of the technology, the content broker
includes functionality to track all requests received and/or
serviced by the content broker and what (if any) governance
rules were used to service the requests. This tracking func-
tionality provides a central location from which to audit the
manner in which the web applications are interacting with
the objects in the content repositories to ensure that this
interaction 1s i compliance with the relevant laws, rules,
and regulations.

Embodiments of the technology provide a single point
from which web applications can access multiple distinct
content repositories. Further, embodiments of the technol-
ogy provide a unified governance layer that operates
between the web application and the content repositories
thereby alleviating the web applications from implementing
a governance layer. Moreover, the use of normalized object
types allows the content broker to uniformly manage objects
that have different content repository-specific object types.

Embodiments of the technology also provide cross-con-
tent repository search and index functionality through the
use ol agents to obtain object metadata for the content
broker. In this manner, the content broker 1s able to create
and maintain a unified object index across all managed
content repositories, thereby permitting the web applications
to 1ssue a single search request to the content broker and
identify matching objects stored 1n diflerent content reposi-
tories.

Embodiments of the technology may be implemented on
a computing system. Any combination of mobile, desktop,
server, embedded, or other types of hardware may be used.
For example, as shown in FIG. 7, the computing system
(700) may include one or more computer processor(s) (702),
associated memory (704) (e.g., random access memory
(RAM), cache memory, flash memory, etc.), one or more
storage device(s) (706) (e.g., a hard disk, an optical drive
such as a compact disk (CD) drive or digital versatile disk
(DVD) dnive, a tlash memory stick, etc.), and numerous
other e¢lements and functionalities. The computer
processor(s) (702) may be an integrated circuit for process-
ing instructions. For example, the computer processor(s)
may be one or more cores, or micro-cores of a processor. The
computing system (700) may also include one or more 1mput
device(s) (710), such as a touchscreen, keyboard, mouse,
microphone, touchpad, electronic pen, or any other type of
input device. Further, the computing system (700) may
include one or more output device(s) (708), such as a screen
(e.g., a hiquid crystal display (LCD), a plasma display,
touchscreen, cathode ray tube (CRT) monitor, projector, or
other display device), a printer, external storage, or any other
output device. One or more of the output device(s) may be
the same or different from the input device(s). The comput-
ing system (700) may be connected to a network (712) (e.g.,
a local area network (LAN), a wide area network (WAN)
such as the Internet, mobile network, or any other type of
network) via a network interface connection (not shown).
The mput and output device(s) may be locally or remotely
(e.g., via the network (712)) connected to the computer
processor(s) (702), memory (704), and storage device(s)
(706). Many different types of computing systems exist, and
the aforementioned input and output device(s) may take
other forms.

Software instructions 1n the form of computer readable
program code to perform embodiments of the technology
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may be stored, in whole or 1n part, temporarily or perma-
nently, on a non-transitory computer readable medium such
as a CD, DVD, storage device, a diskette, a tape, flash
memory, physical memory, or any other computer readable
storage medium. Specifically, the software instructions may
correspond to computer readable program code, that when
executed by a processor(s), 1s configured to perform
embodiments of the technology.

Further, one or more elements of the aftorementioned
computing system (700) may be located at a remote location
and connected to the other elements over a network (712).
Further, embodiments of the technology may be imple-
mented on a distributed system having a plurality of nodes,
where each portion of the technology may be located on a
different node within the distributed system. In one embodi-
ment of the technology, the node corresponds to a distinct
computing device. Alternatively, the node may correspond
to a computer processor with associated physical memory.
The node may alternatively correspond to a computer pro-
cessor or micro-core ol a computer processor with shared
memory and/or resources.

While the technology has been described with respect to
a limited number of embodiments, those skilled in the art,
having benefit of this disclosure, will appreciate that other
embodiments can be devised which do not depart from the
scope of the technology as disclosed herein. Accordingly,
the scope of the technology should be limited only by the
attached claims.

What 1s claimed 1s:

1. A method, comprising:

creating, by a content broker operating on a computer, a

unified object index, the unified object index including
object 1dentifiers and corresponding metadata, the
object 1identifiers 1dentifying objects stored 1n a plural-
ity of content repositories managed by the content
broker;

recerving, by the content broker, a request from a web

application to perform an action on metadata associated
with an object stored 1n a content repository, obtain the
object or the metadata associated with the object, or a
combination thereof;

servicing, by the content broker, the request from the web

application, wherein the servicing the request com-
prises managing interaction between the web applica-
tion and the object stored in the content repository
based on a governance rule, wherein the governance
rule comprises a context definition and at least one of
a metadata visibility rule, a content visibility rule, or a
permitted action, wherein the metadata visibility rule
specifies metadata visible to a requesting application,
wherein the content visibility rule specifies content or
a portion thereof that i1s to be redacted for servicing a
given request, and wherein the permitted action speci-
fies an action permitted to perform on an object regard-
less of context, an action permitted to perform 1n a
context defined by the context definition, or a combi-
nation thereof;

creating a copy of the metadata associated with the object

stored 1n the content repository;

moditying the copy of the metadata associated with the

object stored in the content repository in accordance
with the governance rule, wherein the result of the
servicing the request comprises the modified copy of
the metadata associated with the object stored 1n the
content repository; and

sending, by the content broker, a result of the servicing the

request to the web application.
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2. The method according to claim 1, further comprising;:

tracking the request and the governance rule used 1n

servicing the request.

3. The method according to claim 1, further comprising;:

querying the unified object index for an object type of to

the object, the object type specific to the content
repository;

determining a normalized object type corresponding to

the object type specific to the content repository; and
determining whether any governance rule i1s associated
with the normalized object type,
wherein the governance rule used 1n servicing the request 1s
associated with the normalized object type.

4. The method according to claim 1, wherein the metadata
associated with the object stored in the content repository
comprises a normalized object type corresponding to a
content repository-specific object type of the object, the
method further comprising;

querying the umfied object index for the normalized

object type indicated in the metadata associated with
the object stored in the content repository; and
determining whether any governance rule is associated
with the normalized object type,
wherein the governance rule used 1n servicing the request 1s
associated with the normalized object type.

5. The method according to claim 1, further comprising:

obtaining or receiving the object identifiers and the cor-

responding metadata from agents located in the plural-
ity of content repositories.

6. The method according to claim 1, wherein the request
from the web application 1s 1mtiated by the web application
or through the web application by a user of a client system
of the web application.

7. A system, comprising;:

a Processor;

a non-transitory computer-readable medium; and

instructions stored on the non-transitory computer-read-

able medium and translatable by the processor to

implement a content broker for:

creating a unified object index, the unified object index
including object identifiers and corresponding meta-
data, the object identifiers 1dentifying objects stored
in a plurality of content repositories managed by the
content broker:

receiving a request from a web application to perform
an action on metadata associated with an object
stored 1n a content repository, obtain the object or the
metadata associated with the object, or a combina-
tion thereof;

servicing the request from the web application, wherein
the servicing the request comprises managing inter-
action between the web application and the object
stored 1n the content repository based on a gover-
nance rule, wherein the governance rule comprises a
context definition and at least one of a metadata
visibility rule, a content visibility rule, or a permitted
action, wherein the metadata visibility rule specifies
metadata visible to a requesting application, wherein
the content wvisibility rule specifies content or a
portion thereof that i1s to be redacted for servicing a
given request, and wherein the permitted action
specifies an action permitted to perform on an object
regardless of context, an action permitted to perform
in a context defined by the context defimition, or a
combination thereof;

creating a copy of the metadata associated with the
object stored 1n the content repository;
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modifying the copy of the metadata associated with the
object stored in the content repository in accordance
with the governance rule, wherein the result of the
servicing the request comprises the modified copy of
the metadata associated with the object stored in the
content repository; and

sending a result of the servicing the request to the web
application.

8. The system of claim 7, wherein the instructions are
turther translatable by the processor for:

tracking the request and the governance rule used 1n

servicing the request.

9. The system of claim 7, wherein the instructions are
turther translatable by the processor for:

querying the unified object index for an object type of to

the object, the object type specific to the content
repository;

determining a normalized object type corresponding to

the object type specific to the content repository; and
determining whether any governance rule i1s associated
with the normalized object type,
wherein the governance rule used 1n servicing the request 1s
associated with the normalized object type.

10. The system of claim 7, wherein the metadata associ-
ated with the object stored 1n the content repository com-
prises a normalized object type corresponding to a content
repository-specific object type of the object and wherein the
instructions are further translatable by the processor for:

querying the unified object index for the normalized

object type indicated in the metadata associated with
the object stored in the content repository; and
determining whether any governance rule i1s associated
with the normalized object type,
wherein the governance rule used 1n servicing the request 1s
associated with the normalized object type.

11. The system of claim 7, wherein the instructions are
turther translatable by the processor for:

obtaining or receiving the object i1dentifiers and the cor-

responding metadata from agents located 1n the plural-
ity of content repositories.

12. The system of claim 7, wherein the request from the
web application 1s imitiated by the web application or
through the web application by a user of a client system of
the web application.

13. A computer program product comprising a non-
transitory computer-readable medium storing instructions
translatable by a processor to implement a content broker
for:

creating a unified object index, the unified object mndex

including object identifiers and corresponding meta-
data, the object identifiers 1dentifying objects stored 1n
a plurality of content repositories managed by the
content broker:;

receiving a request from a web application to perform an

action on metadata associated with an object stored 1n
a content repository, obtain the object or the metadata
associated with the object, or a combination thereof;
servicing the request from the web application, wherein
the servicing the request comprises managing interac-
tion between the web application and the object stored
in the content repository based on a governance rule,
wherein the governance rule comprises a context defi-
nition and at least one of a metadata visibility rule, a
content visibility rule, or a permitted action, wherein
the metadata visibility rule specifies metadata visible to
a requesting application, wherein the content visibility
rule specifies content or a portion thereof that i1s to be
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redacted for servicing a given request, and wherein the
permitted action specifies an action permitted to per-
form on an object regardless of context, an action
permitted to perform 1n a context defined by the context
definition, or a combination thereof;

creating a copy of the metadata associated with the object
stored 1n the content repository;

moditying the copy of the metadata associated with the
object stored in the content repository in accordance
with the governance rule, wherein the result of the
servicing the request comprises the modified copy of
the metadata associated with the object stored in the
content repository; and

sending a result of the servicing the request to the web
application.

14. The computer program product of claim 13, wherein

the 1nstructions are further translatable by the processor for:
tracking the request and the governance rule used 1n

servicing the request.
15. The computer program product of claim 13, wherein
the 1nstructions are further translatable by the processor for:
querying the unified object index for an object type of to
the object, the object type specific to the content
repository;
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determiming a normalized object type corresponding to
the object type specific to the content repository; and
determining whether any governance rule 1s associated
with the normalized object type,
wherein the governance rule used 1n servicing the request 1s
associated with the normalized object type.

16. The computer program product of claim 13, wherein
the metadata associated with the object stored 1n the content
repository comprises a normalized object type correspond-
ing to a content repository-specific object type of the object
and wherein the instructions are further translatable by the
processor for:

querying the unified object index for the normalized

object type indicated in the metadata associated with
the object stored in the content repository; and
determining whether any governance rule i1s associated
with the normalized object type,
wherein the governance rule used 1n servicing the request 1s
associated with the normalized object type.

17. The computer program product of claim 13, wherein
the 1nstructions are further translatable by the processor for:

obtaining or receiving the object 1dentifiers and the cor-

responding metadata from agents located in the plural-
ity of content repositories.
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