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VULNERABILITY ANALYSIS USING
CONTINUOUS APPLICATION ATTESTATION

TECHNICAL FIELD

The present disclosure generally relates to vulnerability
analysis of an application, and more specifically to systems
and methods for vulnerability analysis of an application
using continuous application attestation.

BACKGROUND

A software bill of matennal (SBOM) may be used to
identify a set ol vulnerabilities 1n a soitware package, a
package composition, or a complete application. Vulner-
abilities may allow for intrusions, theit of CPU, Distributed
Demal-of-Service (DDoS) attacks, data snooping, infiltra-
tion or exfiltration of data, or other nefarious uses. Unfor-
tunately, knowing the SBOM of an application alone may
not be suflicient to understand whether an application has
vulnerabilities or has already been breached. This 1s because
an application may download code dynamically from third
parties for integration into 1ts base application, thereby
changing the application from the SBOM. Alternatively, an
application may have been subverted and 1ts code dynami-
cally updated, also falling outside the scope of the SBOM.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 illustrates a system for vulnerability analysis using
continuous application attestation, 1n accordance with cer-
tain embodiments;

FI1G. 2 1llustrates a flow diagram of a method for vulner-
ability analysis using continuous application attestation, 1n
accordance with certain embodiments; and

FIG. 3 illustrates a computer system, 1n accordance with
certain embodiments.

DESCRIPTION OF EXAMPLE EMBODIMENTS

Overview

According to an embodiment, a system may include one
or more processors and one or more computer-readable
non-transitory storage media comprising instructions that,
when executed by the one or more processors, cause one or
more components of the system to perform operations
including, receiving, at an application agent, a load map
associated with an application, the load map indicating
loaded modules of the application; determiming whether at
least one noftification i1s received indicating at least one
update to the loaded modules of the application, wherein, 11
the at least one notification 1s received, the load map 1s
updated based on the indicated at least one update, and
wherein, 11 the at least one notification 1s not received, the
load map 1s retained 1n an existing state; periodically retriev-
ing one or more call traces associated with the application,
the one or more call traces indicating executed modules of
the application; and generating a continuous application
attestation comprising at least a combination of the updated
load map or the retained load map, and the retrieved one or
more call traces associated with the application at a given
time.

Moreover, the application agent may be part of a trusted
computing base (1ICB) having a trusted platform module
(TPM) for each host on which the application runs. Also,
application agent may be logically associated with the
application and may run in the TPM. The application agent
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may be verified by an agent certificate provisioned in the
TPM, the agent certificate based on a hardware certificate of
the TPM.

Additionally, the continuous application attestation may
further comprise a time stamp for recordation and a private
key signature based on the TPM.

Moreover, the at least one update may comprise one or
more of the following: an addition of a new module to the
application; or a removal of an existing module from the
application.

Furthermore, the continuous application attestation may
be operable to assess security of the application while the
application 1s running.

According to another embodiment, a method may include
the steps of receiving, at an application agent, a load map
associated with an application, the load map indicating
loaded modules of the application; determining whether at
least one noftification i1s received indicating at least one
update to the loaded modules of the application, wherein, 1
the at least one notification i1s received, the load map 1s
updated based on the indicated at least one update, and
wherein, 1f the at least one notification 1s not received, the
load map 1s retained 1n an existing state; periodically retriev-
ing one or more call traces associated with the application,
the one or more call traces indicating executed modules of
the application; and generating a continuous application
attestation comprising at least a combination of the updated
load map or the retained load map, and the one or more call
traces associated with the application at a given time.

According to yet another embodiment, one or more com-
puter-readable non-transitory storage media may embody
instructions that, when executed by a processor, cause the
performance of operations, including receiving, at an appli-
cation agent, a load map associated with an application, the
load map indicating loaded modules of the application;
determining whether at least one notification i1s received
indicating at least one update to the loaded modules of the
application, wherein, 1f the at least one noftification 1is
received, the load map 1s updated based on the indicated at
least one update, and wherein, 11 the at least one notification
1s not received, the load map 1s retained 1n an existing state;
periodically retrieving one or more call traces associated
with the application, the one or more call traces indicating,
executed modules of the application; and generating a
continuous application attestation comprising at least a
combination of the updated load map or the retained load
map, and the one or more call traces associated with the
application at a given time.

Technical advantages of certain embodiments of this
disclosure may include one or more of the following. The
systems and methods described herein may allow for con-
tinuation application attestation for determining which mod-
ules (1.e., libraries, packages, components, and/or functions)
have been loaded into and executed by the application. The
continuation application attestation may be conducted at any
time, including when the application 1s running, and may be
run as part of a trusted plattorm module of a trusted
computing base. As such, the continuation application attes-
tation mechanism of the present disclosure may be used and
analyzed by third parties to determine risks associated with

the application.

Other technical advantages will be readily apparent to one
skilled in the art from the following figures, descriptions,
and claims. Moreover, while specific advantages have been
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enumerated above, various embodiments may include all,
some, or none of the enumerated advantages.

Example Embodiments

Most security risks stem from hackers using known
vulnerabilities 1n applications. Conventional security tech-
nology may track the open source libraries of the applica-
tions, allowing security personnel to address vulnerabilities
before users of the applications are exposed to them. For
example, when a SBOM 1s crafted for an application and
combined with one or more security vulnerability databases,
the security risks of the application may be known and
countermeasures may be taken. However, simply tracking
libraries and packages used by an application may not be
suilicient 1n all cases. For example, iI an application has
been subverted or compromised, the application may no
longer be running its mtended software, but may 1nstead be
running hacked software. Thus, 1t 1s important to attest the
soltware components of an application while the application
1s running. This may be diflicult to accomplish when an
application 1s hosted as a cloud service managed through a
cloud service provider, as security personnel may have little
control over the cloud service provider’s infrastructure.
Moreover, using application agents that run in the applica-
tion to attest the application may be ineffective, as these
agents may be subverted themselves.

The present disclosure 1s directed to vulnerability analysis
using continuous application attestation (CAA). More spe-
cifically, the present disclosure 1s directed to provisioning an
application agent responsible for library loading and sofit-
ware attestation to be run as part ol a TPM. The application
agent may be configured to produce a dynamic SBOM
(referred to 1n the present disclosure as a dynamic load map)
comprising a comprehensive and dynamic list of compo-
nents or modules that have been loaded 1nto the application,
produce a set of call traces and/or provide for stochastic
tracing of the application to determine the components or
modules executed by the application, and to generate a CAA
which includes the load map and the tracing information,
signed with a TMP-managed certificate. The CAA may be a
uselul tool for client application security personnel to attest
the server application 1s secure and not compromised. For
example, 1n some implementations, a server application may
share the CAA with trusted parties to enable a calling
application to determine whether to proceed in calling that
server application. The calling application may also cross-
correlate the CAA with vulnerability databases.

FIG. 1 depicts a system 100 for vulnerability analysis of
an application using continuous application attestation, 1n
accordance with the present disclosure. FIG. 1 generally
shows the architecture of the system 100 based on a single
host and represented by a series of layers: a base layer
comprising physical hardware 110; an intermediate layer
comprising an operating system (OS) kernel 120; and an
upper layer comprising a software application 130. Although
FIG. 1 shows the software application 130 running from the
physical hardware 110 and operating system kernel 120
associated with a single host, 1t 1s to be understood that the
software application 130 may simultaneously run on a
plurality of hosts and the mechanisms and operations of the
present disclosure may be accordingly applied across the
plurality of hosts.

The physical hardware 110 of the system 100 may include
the one or more processors, one or more controllers, one or
more memory modules, one or more system buses, and other
components, as known in the art. Critical to the present
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disclosure, the physical hardware 110 may also include a
trusted platform module (TPM) 112. The TPM 112 1s a
microcontroller that may be used to store platform measure-
ments and information to ensure that the platform remains
trustworthy. The TPM may be part of a trusted computing
base (TCB), 1.e., the set of all hardware, firmware, and/or
soltware components that are critical to the security of the
computer system. For example, the TCB may be based on
Arm TrustZone® technology or Intel® Software Guard
Extensions (SGX) functionality. By using a TPM that 1s part
of a TCB, the security level may be enhanced since TCBs by
design are difhicult to subvert. The physical hardware 110
may also include a clock 114 and/or timer (not shown),
which will be further described below.

Sitting atop the physical hardware 110 1s the OS kernel
120. The OS kernel 120 may be responsible for, inter alia,
memory management, process and task management, and
disk management, and may act as a bridge between the
soltware application 130 and the data processing performed
at the physical hardware 110 level. The OS kernel 120 may
also be responsible for gathering the register file for profiling
applications. For purposes of the present disclosure, the OS
kernel 120 may further be responsible to run the application
agent 132 of the software application 130 and program the
clock 114 1n the physical hardware 110, as further described
below.

Finally, at the top layer of the architecture 1s the software
application 130. The software application 130 1s a program
or plurality of programs, typically designed for end users. In
an embodiment, the software application 130 may comprise
a server application to be used by third-party client appli-
cations. In an embodiment, the soiftware application 130
may be hosted as a cloud service managed through a cloud
service provider. The software application 130 may run one
or more libraries, packages, components, and/or functions
(hereafter individually or collectively referred to “modules™)
as part of 1ts program(s). These modules may be externally
sourced, or may rely on external server applications that
incorporate and/or run code 1n the base software application
130. As a result, the software application 130 may be
vulnerable to external threats or other security issues.

The software application 130 may include an application
agent 132 comprising “security monitor” code. The appli-
cation agent 132 may be logically part of the software
application 130 1itself, but may run 1ts security monitor code
in the TPM 112 of the host, e.g., by way of TrustZone®
technology or Intel® SGX functionality. Since the software
application 130 may run in conjunction with a plurality of
hosts, the application agent 132 may run the security moni-
tor code 1 a TPM associated with each of the plurality of
hosts on which the software application runs. Moreover,
since the application agent 132 1s associated with a host
TPM 112, the application agent 132 will be a trusted source
for generating the CAA.

With respect to establishing trust in the application agent
132, the TPM 112 may be provisioned with a certificate
issued by the underlying physical hardware 110 and signed
by the manufacturer of the hardware. Thus, any statement
uttered by the application agent 132 (through the security
monitor code that runs 1n the TPM 112) may be verified
through the hardware manufacturer’s public key. When the
application agent 132 is provisioned to run the security
monitor code i the TPM 112, the TPM 112 may create a
new certificate based on the hardware’s certificate. The new
certificate may include the hash of the application agent’s
132 security monitor code and details associated with 1ts
software load. A private key associated with the application
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agent 132 may be kept securely 1n the TPM 112, and a public
key of the application agent 132 may made available for
verification and authentication purposes.

Therelore, using the TPM 112 as a root of trust, the TPM
112 may sign a certificate stating the secure fingerprint of the
application running on the physical hardware 110. Further-
more, the TPM 112 may verily the public-key pair used by
the application agent 132 and may 1nclude the public key in
the certificate. In an embodiment, the application 130 may
comprise an operating system and with the TPM’s certificate
as a basis, the operating system may sign further certificates
attesting to the applications running on/in the operating
system. In an embodiment, 1f the operating system 1s a
hypervisor, then the hypervisor may attest to the images 1t
runs 1n a virtual machine, and 1t may further verify the
public-key pair used by the virtual machine to allow the
virtual machine another level of attestation.

Once the foregoing trust mechanism 1s established, the
application agent 132 may be responsible for maintaining a
dynamic load map (a comprehensive list of modules that are
dynamically loaded by the software application 130 at any
given time), and producing a set of call traces generated by
the OS kernel 120 and/or application traces mitiated by the
application agent 132 in conjunction with the software
application 130. Together, these may be used to generate a
CAA, as set forth below.

To begin, when the software application 130 1s under
development (e.g., during 1ts development and/or staging
phases), the software application 130 may load and integrate
a plurality of modules (e.g., libraries, packages, components,
and/or functions) for 1ts use. Some of these modules may be
derived from external sources. During development, the
continuous 1ntegration/continuous development (CI/CD)
pipeline may track the set of modules that have been loaded
by the software application 130 and record them 1n an
“mmitial” load map. The 1nitial load map may include various
information regarding the plurality of modules, including
where each module 1s stored, where each module 1s executed
from, where each module runs, how often each module 1s
invoked, the hash associated with module, etc. The 1nitial
load map may also include mformation regarding the ver-
sion of the software application 130 and information about
vulnerabilities associated with the software application 130
(or a reference to a database entry that stores such informa-
tion).

Once the software application 130 1s deployed, the appli-
cation agent 132 may derive the imitial load map from the
CI/CD pipeline and iitialize 1t within the application agent
132. The load map may indicate modules that have been
loaded by the application (referred to as “loaded modules™
of the application). The plurality of modules that 1s loaded
by the software application 130 may continue to be updated
over time, 1.e., the software application 130 may load new
modules and/or remove existing modules, as required for
particular implementations. The software application 130
may notily the application agent 132 each time an update 1s
made to the plurality of loaded applications, 1.e., each time
a new module 1s loaded to the software application 130
and/or each time an existing module 1s removed from the
software application 130. The application agent 132 may
then update the load map accordingly. Specifically, when an
update 1s made to the plurality of loaded modules and relates
to the loading of a new module, the load map may be
updated to 1nclude, e.g., an 1mage associated with the newly
loaded module, information indicating the origination of the
new module (where the new module was loaded from), and
information indicating the destination of the new module
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(the location 1n memory where the new module 1s loaded to).
When an update 1s made to the plurality of loaded modules
and relates to the removal of an existing module, the load
map may be updated to indicate that the associated entry in
the load map and/or related database 1s mmvalid. In an
embodiment, the information relating to the removed mod-
ule may still be maintained by the application agent 132. In
instances where no updates are made to the plurality of
loaded modules (i.e., no notifications are received by the
application agent 132 from the software application 130 that
an update has been made to the plurality of loaded modules),
the load map 1s simply retained 1n 1ts existing state. In other
words, the load map 1s not updated. The “existing state” may
refer to the current state of the load map. In an embodiment,
the existing state may refer to the state or version of the load
map that was received from the CI/CD chain. In another
embodiment, the existing state may refer to the state or
version of the load map after the last update cycle that was
used for the last CAA generation (1f any). In this manner, the
application agent 132 may dynamically track and record the
plurality of modules that are loaded 1n the software appli-
cation 130 at any given time, resulting 1n a dynamic load
map.

Additionally, the application agent 132 may track the
modules that are executed by the software application 130
(1.e., “executed modules” of the application) at any given
time by retrieving call traces. The mechanism for retrieving,
call traces may depend on the programming language 1n
which the software application 130 i1s based. Thus, the
application agent 132 may first determine whether the
soltware application 130 1s based on a compiled program-
ming language or an interpreted/scripted programming lan-
guage. I 1t 1s determined that the software application 130
1s based on a compiled program (e.g., C, C++, etc.), the
application agent 132 may interact with the OS kernel 120
to periodically retrieve call traces. Specifically, the OS
kernel 120 may program the clock 114 in the physical
hardware 110 to be triggered at prescribed intervals. The
clock 114 may also be programmed to trigger at random
intervals, which may make i1t more dithcult for nefarious
actors to subvert the described attestation mechamism. The
OS kernel 120 may be configured to obtain call traces by
recording the program counter of the software application
130 at either the prescribed or the random intervals. In an
embodiment, the OS kernel 120 may further be configured
to record the whole register file. In this manner, the OS
kernel 120 may obtain call traces, 1.e., the record of nstruc-
tions executed, at prescribed or random intervals. The appli-
cation agent 132 may then periodically retrieve these call
traces from the OS kernel 120, the call traces indicating the
modules executed by the application at specified times. The
frequency at which the application agent 132 retrieves the
call traces may be pre-configured. In an embodiment, a
plurality of call traces may be combined to generate a call
graph.

If 1t 1s determined that the software application 130 1s
based on an interpreted/scripted program (e.g., Python,
TCL, JavaScript, etc.), where the “code” 1s kept in the
application’s data segment or block starting symbol (BSS)
segment and not executable per se, the application agent 132
may retrieve call traces using an application tracing func-
tion. The application tracing function i1s capable of parsing
the scripted program that 1s stored in the data or BSS
segment and adding tracing checkpoints. The application
agent’s 132 language-specific handler may then generate a
trace of the scripted application. Specifically, the clock 114
may be programmed to trigger at prescribed or random




US 11,809,571 B2

7

intervals through the OS kernel 120. In an embodiment, to
preclude nefarious actors from anticipating when applica-
tion tracing samples are created, the measurement points
may be distributed stochastically. At each clock interval, the
application agent 132 may then trace the software applica-
tion 130, wherein, for example, the program counter may be
paused for tracing aiter each progression to the next line of
code. For purposes of the present disclosure, the traces
retrieved for compiled programs, as well as those derived
from application tracing for scripted programs, may both
generally be referred to as “call traces.”

Next, the application agent 132 may then generate a CAA
at any point in time, each CAA comprising at least the
updated load map (updated as of the time the given CAA 1s
generated) and the call traces. The application agent 132
may also add to the CAA a time stamp for recordation
purposes and a private key signature of the application agent
132 denived from the TPM 112 and its hardware key for
authentication purposes. Thus, the CAA provides informa-
tion from which to understand what modules (and associated
functions) have been executed by the soiftware application
130, what modules have been loaded that are and/or are not
associated with those functions, the hash of the functions,
and the source of the modules.

The CAA may be a valuable asset for security personnel,
providing essentially an audit trail for assessing and/or
veritying that an application 1s secure and operating cor-
rectly, that the application 1s running the appropriate mod-
ules that correspond to the loaded modules, and that the
modules are not subject to vulnerability attacks. As such, the
CAA may, 1n some 1nstances, be created upon request by a
remote supervising enftity. Also, since the CAA comprises
sensitive information, access may be precluded to unauthor-
1zed entities and/or encryption mechanisms may be utilized
when transmitting the CAA. Further, to ensure that only the
appropriate users may access a CAA, the application agent
132 may be configured with an Access Control List (ACL)
that indicates, by way of the public key, which parties may
access the CAA. There are various mechanisms to accoms-
plish this, including requiring a client of an application agent
to prove its 1dentity with 1ts private key. Other mechanisms
may be utilized, as known 1n the art.

Once generated, a CAA may allow for detailed analysis of
the application and may be used 1n various security appli-
cations. For instance, modules that are used by the applica-
tion may be correlated with the National Vulnerabilities
Database (NVD) and specific vulnerabilities may be ana-
lyzed. Moreover, since the tracing function allows for pre-
cise program counters of compiled programs and/or file-
and-line-numbers of scripted programs to be known, specific
tfunctions of the known vulnerabilities may be 1dentified. For
example, 11 an application executes code that has not been
validated or executes functions without known correspond-
ing code, misuse of buller overtlow 1ssues may be identified.
Likewise, 1 a CAA lists an unknown process in conjunction
with an application, hacking of the application may be
identified.

The CAA may also be used to create a security risk score.
Trusted third-party services may obtain a server applica-
tion’s CAA and then create a security score based on the
CAA. This thuird-party service may be used to assess the
server application and determine 1f the server has been
compromised, and by configuration, generate a security risk
score that may be used by a client application to determine
the risk of exposure when using the server. This may be done
on every remote procedure call to the server, 11 so desired.
When the client 1s at risk, by policy, the client application
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may also decline to make the call to the server altogether,
quarantine the call, raise alerts that notify security personnel,
or apply RASP functions to protect itself. In case vulner-
abilities are detected 1n the server application, the client or
the service’s security personnel may retroactively determine
whether the client was exposed during operation.

Reference 1s now made to FIG. 2, wherein 1s shown a flow
diagram of a method 200 for vulnerability analysis using
continuous application attestation, in accordance with the
present disclosure. The steps of the method 200 may be 1n
accord with the operations outlined in conjunction with the
system 100 of FIG. 1. As such, similar and corresponding,
terms described in conjunction with FIG. 1 may have the
same meaning when used in conjunction with the method
200 of FIG. 2. Additionally, the present disclosure incorpo-
rates by reference the description of FIG. 1 for the purposes
of explaining, expounding upon, or otherwise clarifying the
steps of the method 200.

The method 200 may be performed 1n any environment
suitable for hosting and/or running web or cloud-based
applications. The method 200 may involve a software appli-
cation. In an embodiment, the software application may
comprise a server application to be used by third-party client
applications. In an embodiment, the software application
may be hosted as a cloud service managed through a cloud
service provider. The software application may comprise a
program or plurality of programs. The software application
may run one or more libraries, packages, components,
and/or functions (individually or collectively referred to
“modules”) as part of 1ts program(s). These modules may be
externally sourced, or may rely on external server applica-
tions that incorporate and/or run code in the base software
application. As a result, the software application may be
vulnerable to external threats or other security 1ssues.

The software application may be running on a host
comprising a physical hardware and an operating system
(OS) kemel. Although method 200 may be described 1n
conjunction with a software application running on a single
host, 1t 1s to be understood that the software application may
simultaneously run on a plurality of hosts and the steps of
the method 200 may be applied accordingly across the
plurality of hosts. The physical hardware may comprise one
Or more processors, one or more controllers, one or more
memory modules, one or more system buses, and other
components, as known in the art. The physical hardware
may also include a trusted platform module (TPM), e.g., a
microcontroller that may be used to ensure that the platform
remains trustworthy. The TPM may be part of a trusted
computing base (1TCB), 1.e., the set of all hardware, firm-
ware, and/or software components that are critical to the
security of the computer system. The TCB may be based on
Arm TrustZone® technology or Intel® SGX functionality.
The physical hardware may also include a clock and/or
timer.

The OS kernel may be responsible for memory manage-
ment, process and task management, and disk management,
and may act as a bridge between the software application
and the data processing performed at the physical hardware.
The OS kernel may also be responsible for gathering the
register {ile for profiling the software application. For pur-
poses of the present disclosure, the OS kernel may further be
responsible to program the clock 1n the physical hardware.

The software application may include an application
agent comprising “security momtor” code. The application
agent may be logically part of the soitware application 1tsellf,
but may run its security monitor code in the TPM of the host,
¢.g., by way of TrustZone® or Intel® SGX functionality.
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Since the software application may run in conjunction with
a plurality of hosts, the application agent may run the
security momtor code 1 a TPM associated with each of the
plurality of hosts. Moreover, since the application agent 1s
associated with a host TPM, the application agent will be a
trusted source for generating the CAA. The OS kernel may
be responsible to run the application agent of the software
application in the TPM.

The method 200 presumes that trust has been established
with respect to the application agent. Specifically, the TPM
may be provisioned with a certificate 1ssued by the under-
lying physical hardware and signed by the manufacturer of
the hardware. Thus, any statement uttered by the application
agent (through the security monitor code that runs in the
TPM) may be verified through the hardware manufacturer’s
public key. When the application agent 1s provisioned to run
the security monitor code 1n the TPM, the TPM may create
a new certificate based on the hardware’s certificate. The
new certificate may include the hash of the application
agent’s security monitor code and details associated with 1ts
software load. A private key associated with the application
agent may be kept securely 1n the TPM, and a public key of
the application agent may made available for verification
and authentication purposes. Using the TPM as a root of
trust, the TPM may sign a certificate stating the secure
fingerprint of the application running on the physical hard-
ware. Furthermore, the TPM may verily the public-key pair
used by the application agent and may include the public key
in the certificate. In an embodiment, the application may
comprise an operating system and with the TPM’s certificate
as a basis, the operating system may sign further certificates
attesting to the applications running on/in the operating
system. In an embodiment, 1f the operating system 1s a
hypervisor, then the hypervisor may attest to the images 1t
runs 1 a virtual machine, and 1t may further veniy the
public-key pair used by the virtual machine to allow the
virtual machine another level of attestation.

The steps of method 200 may be performed from the
perspective of the application agent embedded in the soft-
ware application. However, it 1s to be understood that
method 200 may be performed by any component, element,
or module associated with virtualized environment without
departing from the spirit or scope of the present disclosure.

Method 200 may begin at step 210. At step 220, the
application agent may receive, from a CI/CD pipeline, a load
map associated with an application, the load map indicating
modules that have been loaded by the application (referred
to as “loaded modules” of the application). Specifically,
when the software application 1s under development, the
soltware application may load and integrate a plurality of
modules (e.g., libraries, packages, components, and/or func-
tions) for 1ts use. Some of these modules may be derived
from external sources. The CI/CD pipeline may track the
plurality of modules that have been loaded by the software
application and record them 1n an 1nitial load map. When the
soltware application 1s deployed, the application agent may
derive this 1mtial load map from the CI/CD pipeline and
initialize 1t within the application agent.

The plurality of modules that i1s loaded by the software
application may continue to be updated over time, 1.e., the
soltware application may load new modules and/or remove
existing modules, as required for particular implementa-
tions. The software application may notify the application
agent each time an update 1s made to the plurality of loaded
applications, 1.e., each time a new module 1s loaded to the
application and each time an existing module 1s removed
from the application.
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At step 230, the application agent may determine whether
at least one notification has been received indicating at least
one update to the plurality of loaded modules. I, at step 230,
it 1s determined that a notification has been received indi-
cating at least one update to the plurality of loaded modules,
the method may proceed to step 240. At step 240, the
application agent may update the load map based on the
indicated at least one update. Specifically, when an update 1s
made to the plurality of loaded applications and relates to the
loading of a new module, the load map may be updated to
include, e.g., the 1image associated with the newly loaded
module, information indicating where the new module was
loaded from, and information indicating the location 1in
memory the new module 1s loaded to. When an update 1s
made to the plurality of loaded application and relates to the
removal of an existing module, the load map may be updated
to indicate that associated entry in the load map and/or
related database 1s mnvalid. In this manner, the application
agent may dynamically track and record the set of modules
that are loaded to (or unloaded from) the software applica-
tion at any given time.

If, however, at step 230, 1t 1s determined that a notification
has not been received indicating at least one update to the
plurality of loaded modules, the method may proceed to step
250. At step 250, the application agent may retain the load
map 1n 1its existing state. In other words, 1n instances where
no updates are made to the plurality of loaded modules (1.¢.,
no notifications are received from the software application
that an update has been made to the plurality of loaded
modules, including since the last time a CAA was generated,
if any), the load map 1s simply retained 1n 1ts current state,
1.e., not updated. The “existing state” may refer to the
current state of the load map. In an embodiment, the existing
state may refer to the state or version of the load map that
was received from the CI/CD chain. In another embodiment,
the existing state may refer to the state or version of the load
map after the last update cycle that was used for the last
CAA generation (1f any).

From step 240 or step 250, the method may proceed to
step 260. At step 260, the application agent may periodically
retrieve one or more call traces associated with the appli-
cation, the one or more call traces providing information on
modules that have been executed by the application (referred
to as “executed modules” of the application). The mecha-
nism for retrieving call traces may depend on the program-
ming language 1 which the software application 1s based.
Thus, the application agent may first determine whether the
application 1s based on a compiled programming language
or an interpreted/scripted programming language. If 1t 1s
determined that the application i1s based on a compiled
program (e.g., C, C++, etc.), the application agent may
interact with the OS kernel to retrieve call traces. Specifi-
cally, the OS kernel may program the clock 1n the physical
hardware to be triggered at prescribed or randomized inter-
vals. The OS kemel may be configured to obtain call traces
by recording the program counter of the application at either
the prescribed or random intervals. In an embodiment, the
OS kernel may further be configured to record the whole
register {ile. In this manner, the OS kernel may obtain call
traces, 1.e. the record of nstructions executed, at prescribed
or random 1ntervals). The application agent may then peri-
odically retrieve these call traces from the OS kernel, the call
traces 1indicating the modules executed by the application at
the specified times. The frequency at which the application
agent retrieves the call traces may be pre-configured. In an
embodiment, a plurality of call traces may be combined to
generate a call graph.
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For applications that comprise interpreted/scripted pro-
grams (e.g., Python, TCL, JavaScript, etc.), where the
“code” 1s kept 1n the application’s data or BSS segment and
not executable per se, the application agent may retrieve call
traces using an application tracing function. The application
tracing function 1s capable of parsing the scripted program
that 1s stored 1n the data or BSS segment and adding tracing,
checkpoints. The application agent’s language-specific han-
dler may then generate a trace of the scripted application.
Specifically, at each clock interval, the application agent
may trace the application whereby the program counter may
be paused for tracing, for example, after each progression to
the next line of code. To preclude nefarious actors from
anticipating when application tracing samples are created,
the measurement points may be distributed stochastically.
For example, the clock may be programmed to go ofl at
random 1ntervals through the OS kernel.

At step 270, the application agent may generate a con-
tinuous application attestation (CAA) that indicates one or
more modules executed by the application at a given time,
the continuous application attestation comprising at least a
combination of: 1) etther the updated load map (i.e., the load
map updated based on updates to the plurality of loaded
applications) or the retained load map (1.e., the load map
retained 1n 1ts existing state because, e.g., no updates have
been made to the plurality of loaded applications since the
last CAA generation, 1f any); and 2) the one or more call
traces. A CAA may be generated at any point 1 time or
number of times. The application agent may also add to the
CAA a time stamp for recordation purposes and a private
key signature of the application agent, which 1s derived from
the TPM and its hardware key. Thus, the CAA provides
information ifrom which to understand what modules (and
associated functions) have been executed by the application,
what modules have been loaded that are and/or are not
assoclated with those functions, the hash of the functions,
and the source of the modules. As described above, the CAA
may be utilized 1n various use cases and 1s operable to assess
security and operation of the application while the applica-
tion 1s running.

At step 280, the method may end.

Reference 1s now made to FIG. 3, wherein 1s shown an
example computer system 300. In particular embodiments,
one or more computer systems 300 perform one or more
steps ol one or more methods described or illustrated herein.
In particular embodiments, one or more computer systems
300 provide functionality described or 1llustrated herein. In
particular embodiments, software running on one or more
computer systems 300 performs one or more steps of one or
more methods described or illustrated herein or provides
functionality described or illustrated heremn. Particular
embodiments include one or more portions of one or more
computer systems 300. Herein, reference to a computer
system may encompass a computing device, and vice versa,
where appropriate. Moreover, reference to a computer sys-
tem may encompass one or more computer systems, where
appropriate.

This disclosure contemplates any suitable number of
computer systems 300. This disclosure contemplates com-
puter system 300 taking any suitable physical form. As
example and not by way of limitation, computer system 300
may be an embedded computer system, a system-on-chip
(SOC), a single-board computer system (SBC) (such as, for
example, a computer-on-module (COM) or system-on-mod-
ule (SOM)), a desktop computer system, a laptop or note-
book computer system, an interactive kiosk, a mainframe, a
mesh of computer systems, a mobile telephone, a personal
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digital assistant (PDA), a server, a tablet computer system,
an augmented/virtual reality device, or a combination of two
or more of these. Where appropriate, computer system 300
may include one or more computer systems 300; be unitary
or distributed; span multiple locations; span multiple
machines; span multiple data centers; or reside in a cloud,
which may include one or more cloud components 1n one or
more networks. Where appropriate, one or more computer
systems 300 may perform without substantial spatial or
temporal limitation one or more steps of one or more
methods described or illustrated herein. As an example and
not by way of limitation, one or more computer systems 300
may perform in real time or 1in batch mode one or more steps
ol one or more methods described or illustrated herein. One
or more computer systems 300 may perform at different
times or at different locations one or more steps of one or
more methods described or illustrated herein, where appro-
priate.

In particular embodiments, computer system 300 includes
a processor 302, memory 304, storage 306, an mput/output
(I/0) mtertface 308, a communication interface 310, and a
bus 312. Although this disclosure describes and illustrates a
particular computer system having a particular number of
particular components in a particular arrangement, this dis-
closure contemplates any suitable computer system having
any suitable number of any suitable components in any
suitable arrangement.

In particular embodiments, processor 302 includes hard-
ware for executing instructions, such as those making up a
computer program. As an example and not by way of
limitation, to execute instructions, processor 302 may
retrieve (or fetch) the mstructions from an internal register,
an internal cache, memory 304, or storage 306; decode and
execute them; and then write one or more results to an
internal register, an iternal cache, memory 304, or storage
306. In particular embodiments, processor 302 may include
one or more internal caches for data, instructions, or
addresses. This disclosure contemplates processor 302
including any suitable number of any suitable internal
caches, where appropriate. As an example and not by way of
limitation, processor 302 may include one or more instruc-
tion caches, one or more data caches, and one or more
translation lookaside buflers (TLBs). Instructions in the
instruction caches may be copies of instructions 1n memory
304 or storage 306, and the mstruction caches may speed up
retrieval of those instructions by processor 302. Data 1n the
data caches may be copies of data in memory 304 or storage
306 for instructions executing at processor 302 to operate
on; the results of previous instructions executed at processor
302 for access by subsequent instructions executing at
processor 302 or for writing to memory 304 or storage 306;
or other suitable data. The data caches may speed up read or
write operations by processor 302. The TLBs may speed up
virtual-address translation for processor 302. In particular
embodiments, processor 302 may include one or more
internal registers for data, instructions, or addresses. This
disclosure contemplates processor 302 including any suit-
able number of any suitable internal registers, where appro-
priate. Where appropriate, processor 302 may include one or
more arithmetic logic units (ALUs); be a multi-core proces-
sor; or mclude one or more processors 302. Although this
disclosure describes and illustrates a particular processor,
this disclosure contemplates any suitable processor.

In particular embodiments, memory 304 includes main
memory for storing mstructions for processor 302 to execute
or data for processor 302 to operate on. As an example and
not by way of limitation, computer system 300 may load
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instructions from storage 306 or another source (such as, for
example, another computer system 300) to memory 304.
Processor 302 may then load the mstructions from memory
304 to an internal register or internal cache. To execute the
instructions, processor 302 may retrieve the instructions
from the internal register or internal cache and decode them.
During or aiter execution of the instructions, processor 302
may write one or more results (which may be intermediate
or final results) to the internal register or internal cache.
Processor 302 may then write one or more of those results
to memory 304. In particular embodiments, processor 302
executes only instructions 1n one or more internal registers
or internal caches or in memory 304 (as opposed to storage
306 or elsewhere) and operates only on data 1n one or more
internal registers or internal caches or in memory 304 (as
opposed to storage 306 or elsewhere). One or more memory
buses (which may each include an address bus and a data
bus) may couple processor 302 to memory 304. Bus 312
may include one or more memory buses, as described below.
In particular embodiments, one or more memory manage-
ment units (MMUSs) reside between processor 302 and
memory 304 and {facilitate accesses to memory 304
requested by processor 302. In particular embodiments,
memory 304 includes random access memory (RAM). This
RAM may be volatile memory, where appropriate. Where
appropriate, this RAM may be dynamic RAM (DRAM) or
static RAM (SRAM). Moreover, where appropriate, this
RAM may be single-ported or multi-ported RAM. This
disclosure contemplates any suitable RAM. Memory 304
may include one or more memories 304, where appropriate.
Although this disclosure describes and 1illustrates particular
memory, this disclosure contemplates any suitable memory.

In particular embodiments, storage 306 includes mass
storage for data or instructions. As an example and not by
way of limitation, storage 306 may include a hard disk drive
(HDD), a floppy disk drive, flash memory, an optical disc, a
magneto-optical disc, magnetic tape, or a Universal Senal
Bus (USB) drive or a combination of two or more of these.
Storage 306 may include removable or non-removable (or
fixed) media, where appropriate. Storage 306 may be inter-
nal or external to computer system 300, where appropriate.
In particular embodiments, storage 306 1s non-volatile,
solid-state memory. In particular embodiments, storage 306
includes read-only memory (ROM). Where appropriate, this
ROM may be mask-programmed ROM, programmable
ROM (PROM), erasable PROM (EPROM), eclectrically
crasable PROM (EEPROM), clectrically alterable ROM
(EAROM), or flash memory or a combination of two or
more of these. This disclosure contemplates mass storage
306 taking any suitable physical form. Storage 306 may
include one or more storage control units facilitating com-
munication between processor 302 and storage 306, where
appropriate. Where appropriate, storage 306 may include
one or more storages 306. Although this disclosure describes
and 1illustrates particular storage, this disclosure contem-
plates any suitable storage.

In particular embodiments, I/O interface 308 includes
hardware, software, or both, providing one or more inter-
faces for communication between computer system 300 and
one or more I/O devices. Computer system 300 may include
one or more of these 1/0 devices, where appropriate. One or
more ol these I/O devices may enable commumnication
between a person and computer system 300. As an example
and not by way of limitation, an I/O device may include a
keyboard, keypad, microphone, monitor, mouse, printer,
scanner, speaker, still camera, stylus, tablet, touch screen,
trackball, video camera, another suitable I/O device or a
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combination of two or more of these. An I/O device may
include one or more sensors. This disclosure contemplates
any suitable 1/O devices and any suitable I/O interfaces 308
for them. Where appropnate, I/O mterface 308 may include
one or more device or software drivers enabling processor
302 to drive one or more of these I/O devices. I/O interface
308 may include one or more I/O interfaces 308, where
appropriate. Although this disclosure describes and 1llus-
trates a particular I/0 interface, this disclosure contemplates
any suitable I/O interface.

In particular embodiments, communication interface 310
includes hardware, software, or both providing one or more
interfaces for communication (such as, for example, packet-
based communication) between computer system 300 and
one or more other computer systems 300 or one or more
networks. As an example and not by way of limitation,
communication interface 310 may include a network inter-
tace controller (NIC) or network adapter for communicating
with an FEthernet or other wire-based network or a wireless
NIC (WNIC) or wireless adapter for communicating with a
wireless network, such as a WI-FI network. This disclosure
contemplates any suitable network and any suitable com-
munication interface 310 for 1t. As an example and not by
way ol limitation, computer system 300 may communicate
with an ad hoc network, a personal area network (PAN), a
local area network (LAN), a wide area network (WAN), a
metropolitan area network (MAN), or one or more portions
ol the Internet or a combination of two or more of these. One
or more portions of one or more of these networks may be
wired or wireless. As an example, computer system 300 may
communicate with a wireless PAN (WPAN) (such as, for
example, a BLUETOOTH WPAN), a WI-FI network, a
WI-MAX network, a cellular telephone network (such as,
for example, a Global System for Mobile Communications
(GSM) network, a Long-Term Evolution (LTE) network, or
a 5G network), or other suitable wireless network or a
combination of two or more of these. Computer system 300
may include any suitable communication intertace 310 for
any of these networks, where appropriate. Communication
interface 310 may include one or more communication
interfaces 310, where appropriate. Although this disclosure
describes and illustrates a particular communication inter-
face, this disclosure contemplates any suitable communica-
tion interface.

In particular embodiments, bus 312 includes hardware,
soltware, or both coupling components of computer system
300 to each other. As an example and not by way of
limitation, bus 312 may include an Accelerated Graphics
Port (AGP) or other graphics bus, an Enhanced Industry
Standard Architecture (EISA) bus, a front-side bus (FSB), a
HYPERTRANSPORT (HT) interconnect, an Industry Stan-
dard Architecture (ISA) bus, an INFINIBAND interconnect,
a low-pin-count (LPC) bus, a memory bus, a Micro Channel
Architecture (MCA) bus, a Peripheral Component Intercon-
nect (PCI) bus, a PCI-Express (PCle) bus, a serial advanced
technology attachment (SATA) bus, a Video Electronics
Standards Association local (VLB) bus, or another suitable
bus or a combination of two or more of these. Bus 312 may
include one or more buses 312, where appropriate. Although
this disclosure describes and 1llustrates a particular bus, this
disclosure contemplates any suitable bus or interconnect.

Herein, a computer-readable non-transitory storage
medium or media may include one or more semiconductor-
based or other integrated circuits (ICs) (such, as for
example, field-programmable gate arrays (FPGAs) or appli-
cation-specific ICs (ASICs)), hard disk drnives (HDDs),
hybrid hard drives (HHDs), optical discs, optical disc drives
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(ODDs), magneto-optical discs, magneto-optical drives,
floppy diskettes, floppy disk drives (FDDs), magnetic tapes,
solid-state drives (SSDs), RAM-drives, SECURE DIGITAL
cards or drives, any other suitable computer-readable non-
transitory storage media, or any suitable combination of two
or more ol these, where appropriate. A computer-readable
non-transitory storage medium may be volatile, non-vola-
tile, or a combination of volatile and non-volatile, where
appropriate.
Herein, “or”

or’ 1s 1nclusive and not exclusive, unless
expressly indicated otherwise or indicated otherwise by
context. Theretfore, herein, “A or B” means “A, B, or both.”
unless expressly indicated otherwise or indicated otherwise
by context. Moreover, “and” 1s both joint and several, unless
expressly indicated otherwise or indicated otherwise by
context. Therefore, herein, “A and B” means “A and B,
jointly or severally,” unless expressly indicated otherwise or
indicated otherwise by context.

The scope of this disclosure encompasses all changes,
substitutions, variations, alterations, and modifications to the
example embodiments described or 1llustrated herein that a
person having ordinary skill in the art would comprehend.
The scope of this disclosure 1s not limited to the example
embodiments described or 1illustrated herein. Moreover,
although this disclosure describes and 1llustrates respective
embodiments herein as including particular components,
clements, feature, functions, operations, or steps, any of
these embodiments may include any combination or permu-
tation of any of the components, elements, features, func-
tions, operations, or steps described or illustrated anywhere
herein that a person having ordinary skill in the art would
comprehend. Furthermore, reference 1n the appended claims
to an apparatus or system or a component ol an apparatus or
system being adapted to, arranged to, capable of, configured
to, enabled to, operable to, or operative to perform a
particular function encompasses that apparatus, system,
component, whether or not it or that particular function 1s
activated, turned on, or unlocked, as long as that apparatus,
system, or component 1s so adapted, arranged, capable,
configured, enabled, operable, or operative. Additionally,
although this disclosure describes or illustrates particular
embodiments as providing particular advantages, particular
embodiments may provide none, some, or all of these
advantages.

The embodiments disclosed herein are only examples,
and the scope of this disclosure 1s not limited to them.
Particular embodiments may include all, some, or none of
the components, elements, features, functions, operations, or
steps of the embodiments disclosed herein. Embodiments
according to the disclosure are in particular disclosed in the
attached claims directed to a method, a storage medium, a
system and a computer program product, wherein any fea-
ture mentioned in one claim category, e.g. method, can be
claimed 1n another claim category, e.g. system, as well. The
dependencies or references back in the attached claims are
chosen for formal reasons only. However, any subject matter
resulting {from a deliberate reference back to any previous
claims (in particular multiple dependencies) can be claimed
as well, so that any combination of claims and the features
thereol are disclosed and can be claimed regardless of the
dependencies chosen in the attached claims. The subject-
matter which can be claimed comprises not only the com-
binations of features as set out 1n the attached claims but also
any other combination of features in the claims, wherein
cach feature mentioned 1n the claims can be combined with
any other feature or combination of other features in the
claims. Furthermore, any of the embodiments and features
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described or depicted herein can be claimed 1n a separate
claim and/or in any combination with any embodiment or
feature described or depicted herein or with any of the
teatures of the attached claims.

What 1s claimed 1s:

1. A system, comprising;

Oone Or more pProcessors;

one or more computer-readable non-transitory storage

media comprising instructions that, when executed by
the one or more processors, cause one or more com-
ponents of the system to perform operations compris-
ng:
receiving, at an application agent, a load map associ-
ated with an application, the load map indicating
loaded modules of the application, the load map
being a dynamic software bill of material (SBOM);
determining whether at least one nofification 1s
received indicating at least one update to the loaded
modules of the application,
wherein, when the at least one notification 1s
received, the load map 1s updated based on the
indicated at least one update, and
wherein, when the at least one notification 1s not
received, the load map is retained 1n an existing
state;
periodically retrieving one or more call traces associ-
ated with the application, the one or more call traces
indicating executed modules of the application; and
generating a continuous application attestation com-
prising at least a combination of the updated load
map or the retained load map, and the retrieved one
or more call traces associated with the application at
a given time.

2. The system of claim 1, wherein the application agent 1s
part of a trusted computing base (T'CB) having a trusted
platform module (TPM) for each host on which the appli-
cation runs.

3. The system of claim 2, wherein the application agent 1s
logically associated with the application and runs in the
TPM.

4. The system of claim 3, wherein the application agent 1s
verified by an agent certificate provisioned in the TPM, the
agent certificate based on a hardware certificate of the TPM.

5. The system of claim 3, wherein the continuous appli-
cation attestation further comprises:

a time stamp for recordation; and

a private key signature based on the TPM.

6. The system of claim 1, wherein the at least one update
comprises one or more of the following:

an addition of a new module to the application; or

a removal of an existing module from the application.

7. The system of claim 1, wherein the continuous appli-
cation attestation 1s operable to assess security of the appli-
cation while the application 1s running.

8. A method, comprising:

receiving, at an application agent, a load map associated

with an application, the load map indicating loaded

modules of the application, the load map being a

dynamic software bill of material (SBOM);

determining whether at least one notification 1s received

indicating at least one update to the loaded modules of

the application,

wherein, when the at least one notification 1s received,
the load map 1s updated based on the indicated at
least one update, and

wherein, when the at least one notification 1s not
received, the load map 1s retained 1n an existing state;
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periodically retrieving one or more call traces associated
with the application, the one or more call traces 1ndi-
cating executed modules of the application; and

generating a continuous application attestation compris-
ing at least a combination of the updated load map or
the retained load map, and the retrieved one or more
call traces associated with the application at a given
time.

9. The method of claim 8, wherein the application agent
1s part of a trusted computing base (TCB) having a trusted
platform module (TPM) for each host on which the appli-
cation runs.

10. The method of claim 9, wherein the application agent
1s logically associated with the application and runs in the

TPM.
11. The method of claim 10, wherein the application agent
1s verified by an agent certificate provisioned in the TPM, the
agent certificate based on a hardware certificate of the TPM.
12. The method of claim 10, wherein the continuous
application attestation further comprises:
a time stamp for recordation; and
a private key signature based on the TPM.
13. The method of claim 8, wherein the at least one update
comprises one or more of the following:
an addition of a new module to the application; or
a removal of an existing module from the application.
14. The method of claim 8, wherein the continuous
application attestation 1s operable to assess security of the
application while the application 1s runmng.
15. One or more computer-readable non-transitory stor-
age media embodying 1nstructions that, when executed by a
processor, cause performance of operations comprising:
receiving, at an application agent, a load map associated
with an application, the load map indicating loaded
modules of the application, the load map being a
dynamic software bill of material (SBOM);

determining whether at least one notification 1s recerved
indicating at least one update to the loaded modules of
the application,
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wherein, when the at least one notification 1s received,
the load map 1s updated based on the indicated at
least one update, and
wherein, when the at least one notification 1s not
received, the load map 1s retained 1n an existing state;
periodically retrieving one or more call traces associated
with the application, the one or more call traces 1ndi-
cating executed modules of the application; and
generating a continuous application attestation compris-
ing at least a combination of the updated load map or
the retained load map, and the retrieved one or more
call traces associated with the application at a given
time.

16. The one or more computer-readable non-transitory
storage media of claim 15, wherein the application agent 1s
part of a trusted computing base (T'CB) having a trusted
plattorm module (TPM) for each host on which the appli-
cation runs.

17. The one or more computer-readable non-transitory
storage media of claim 16, wherein the application agent 1s
logically associated with the application and runs in the
TPM.

18. The one or more computer-readable non-transitory
storage media of claim 17, wherein the application agent 1s
verified by an agent certificate provisioned in the TPM, the
agent certificate based on a hardware certificate of the TPM.

19. The one or more computer-readable non-transitory
storage media of claim 17, wherein the continuous applica-
tion attestation further comprises:

a time stamp for recordation; and

a private key signature based on the TPM.

20. The one or more computer-readable non-transitory
storage media of claim 15, wherein the at least one update
comprises one or more of the following:

an addition of a new module to the application; or

a removal of an existing module from the application.
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