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“EVENT PRIORITIZATION MODEL GENER&TEN |
AND DEFLGYMENT METHOD
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[GAD A SET OF RULES FOR SPECIFIC ]~ 10
INCIDENTS ANDIOR ALERTS

"RECEIVE ALERTS FROM A PLURALITY OF
SOURCES

GROUP THE ALERTS INTO A SET OF
INCIDENTS

RECEWE, FROM THE SGURCES SOURCE-ASSIGNED | .~ 116
SUSPICIOUSNESS LABELS FOR THE INCIDENTS
ANDIOR THE RECEIVED ALERTS

TDENTIFY A SUBSET OF THE RECEIVED ALERTS 1 - 118
AND/OR INCIDENTS TO WHICH THE LABELING RULES
CAN BE APPLIED.

APPLY THE LABELING RULES TO THE IDENTIFIED e
ALERTS AND/OR INCIDENTS 80 AS TO ASSIGN RULE-
BASED LABELS

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

COMPARE THE RULE.BASED LABELS TO THE ,
SOURCE-ASSIGNED LABELS FOR THE IDENTIFIED 1e
ALERTS AND/OR INCIDENTS SO AS TO COMPUTE A

LAREL QUALITY SCORE FOR THE SOURCES

IDENTIFY ANY OF THE E%GUCES HAVING RESPECTIVE 194
LABEL QUALITY SCORES MEETING A PREDEFINED |7

CRITERION

GENERATE FEATURES FOR THE ALERTS AND 126
INCIDENTS RECEIVED FROM THE IDENTIFIED |
SOURCES

FIT A MODEL FOR COMPUTING PREDICTED LABELS
TO THE INGIDENTS RECEIVED FROM THE IDENTIFIED
SOURCES AND THE RESPECTIVE SOURCE-ASSIGNED

SUSPICIOUSNESS LABELS OF THE INCIDENT

128

DEPLOY THE MODEL TO PRIORITIZE SUBSEQUENT | o~ 130
INCIDENTS
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NETWORK ADAPTIVE ALERT
PRIORITIZATION SYSTEM

FIELD OF THE INVENTION

The present mnvention relates generally to computer secu-
rity and networks, and particularly to improving Security
Operations Center (SOC) efliciency and coverage with a
network adaptive cybersecurity incident prioritization sys-
tem.

BACKGROUND OF THE INVENTION

Security operations centers (SOCs) comprise facilities
where teams of information technology (IT) professionals
monitor, analyze and protect organizations Irom cyber-
attacks. In the SOC, imternet traflic, networks, desktops,
servers, endpoint devices, databases, applications and other
systems are continuously monitored for signs of a security
incident. In operation, SOCs can reduce the impact of
potential data breaches by helping organizations respond to
intrusions quickly.

The description above 1s presented as a general overview
of related art 1n this field and should not be construed as an
admission that any of the information 1t contains constitutes
prior art against the present patent application.

SUMMARY OF THE INVENTION

There 1s provided, 1n accordance with an embodiment of
the present invention, a method including receiving, from a
plurality of sources, respective sets of incidents, and respec-
tive source-assigned suspiciousness labels for the incidents,
applying a set of labeling rules so as to assign rule-based
labels to respective incidents 1n a subset of the incidents 1n
the received sets, comparing, in each of the incidents in the
subset, the respective rule-based label to the respective
source-assigned suspiciousness label so as to compute a
respective label quality score for each of the sources, 1den-
tifying the sources having respective label quality scores
meeting a predefined criterion, fitting, by a processor, a
model for computing predicted labels to the incidents
received from the identified sources and the respective
source-assigned suspiciousness labels of the incidents,
applying the model to an additional incident received from
one of the sources to compute a predicted label for the
additional incident, and prioritizing a noftification of the
additional incident 1n response to the predicted label.

In one embodiment receiving a given set of incidents from
a given source includes receiving a set of alerts from the
given source and grouping the alerts into the given set of
incidents.

In a first alert embodiment, the rule-based labels include
rule-based incident labels, and wherein applying the labeling
rules includes i1dentifying a subset of the alerts from the
given source having matching labeling rules, and applying
the labeling rules to identified subset of alerts so as to
generate respective rule-based alert labels for the alerts 1n
the subset.

In a second alert embodiment, the rule-based alert labels
have respective priorities, and wherein assigning a given
rule-based incident label to a given mcident includes 1den-
tifying a highest of the priorities, and assigning the identified
highest priority to the given rule-based incident label.

In a third alert embodiment, fitting the model includes
computing an alert bitmask indicating the alerts in each of
the 1ncidents.
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In another embodiment, the subset of the incidents
includes the incidents having matching labeling rules.

In an additional embodiment, fitting the model includes
computing one or more profile-based features for the inci-
dents.

In a further embodiment, fitting the model includes com-
puting one or more binned features for the incidents.

In a supplemental embodiment, fitting the model includes
fitting respective models for the sources, and wherein fitting
a given model for a given source includes analyzing the
incidents received the sources other than the given source.

In one embodiment, the method {further computing
respective counts of incidents received from the sources, and
wherein fitting the model includes analyzing the incidents
received from the sources whose respective counts exceed a
specified threshold.

In another embodiment, fitting the model includes fitting
respective models for the sources, and wherein fitting a
grven model for a given source includes assigning a higher
incident weight to the incidents received from the given
source, and assigning a lower incident weight to the 1nci-
dents recerved from the sources other than the given source.

In an additional embodiment, applying the model includes
computing, using the model, a confidence score indicating
maliciousness of the additional incident, computing an
impact score indicating damage that can be caused by the
additional 1incident, and wherein prioritizing the notification
of the additional 1incident in response to the predicted label
includes prioritizing the notification of the additional 1nci-
dent 1n response to the confidence score and the impact
score.

In a first impact score embodiment, the additional incident
includes a sequence ol sub-incidents having respective
stages 1n the sequence, and computing the impact score for
cach of the sub-incidents includes analyzing the respective
stages of the sub-incidents.

In a second impact score embodiment, receirving the
additional incident includes receiving a set of alerts, and
grouping one or more of the alerts into the additional
incident.

In a third impact score embodiment, computing the
impact score includes analyzing the grouped one or more
alerts.

In a fourth impact score embodiment, the grouped one or
more alerts have respective alert types, and computing the
impact score includes analyzing given alert type.

In a fifth impact score embodiment, the one of the sources
includes one or more endpoints, and a given alert includes
a given endpoint accessing a specified Uniform Resource
Locator (URL).

In a sixth impact score embodiment the one of the sources
includes one or more endpoints, and a given alert includes
a given endpoint executing a command-line that matches a
specified string.

In a seventh impact score embodiment, the method turther
includes computing a count of the grouped one or more
alerts, and computing the impact score includes analyzing
the computed count.

In an eighth impact score embodiment, the one of the
sources 1ncludes one or more endpoints, and the method
turther includes computing a volume of data transmitted by
the one or more endpoints during the additional given
incident, wherein computing the impact score includes ana-
lyzing the computing volume of data.

In a minth 1mpact score embodiment, the one of the
sources includes one or more endpoints, and the method
further imncludes determining a number of files accessed or
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modified by the one or more endpoints during the additional
given incident, wherein computing the impact score includes

analyzing the determined number of {iles.

In a tenth mmpact score embodiment, the one of the
sources includes one or more endpoints, and the method
turther includes determining one or more privileges of a user
accessing a given endpoint during the additional given
incident, wherein computing the impact score includes ana-
lyzing the determined one or more privileges.

In an eleventh impact score embodiment, the one of the
sources includes one or more endpoints, and the method
further includes determining a role of a given endpoint
during the additional given incident, wherein computing the
impact score includes analyzing the role.

There 1s also provided, in accordance with an embodi-
ment of the present mnvention, an apparatus, including a
memory configured to store a set of labeling rules, and at
least one processor configured to receive, from a plurality of
sources, respective sets of incidents, and respective source-
assigned suspiciousness labels for the incidents, to apply a
set of labeling rules so as to assign rule-based labels to
respective incidents 1n a subset of the incidents in the
received sets, to compare, 1 each of the incidents in the
subset, the respective rule-based label to the respective
source-assigned suspiciousness label so as to compute a
respective label quality score for each of the sources, to
identify the sources having respective label quality scores
meeting a predefined criterion, to it a model for computing,
predicted labels to the incidents recerved from the 1dentified
sources and the respective source-assigned suspiciousness
labels of the incidents, to apply the model to an additional
incident received from one of the sources to compute a
predicted label for the additional incident, and to prioritize
a notification of the additional 1ncident 1n response to the
predicted label.

There 1s additionally provided, in accordance with an
embodiment of the present invention, a computer software
product, the product includes a non-transitory computer-
readable medium, in which program instructions are stored,
which instructions, when read by a computer, cause the
computer to receive, from a plurality of sources, respective
sets of incidents, and respective source-assigned suspicious-
ness labels for the mcidents, to apply a set of labeling rules
so as to assign rule-based labels to respective incidents 1n a
subset of the incidents 1n the received sets, to compare, 1n
cach of the incidents 1n the subset, the respective rule-based
label to the respective source-assigned suspiciousness label
so as to compute a respective label quality score for each of
the sources, to 1dentity the sources having respective label
quality scores meeting a predefined criterion, to fit a model
for computing predicted labels to the incidents received
from the identified sources and the respective source-as-
signed suspiciousness labels of the incidents; to apply the
model to an additional incident received from one of the
sources to compute a predicted label for the additional
incident, and to prioritize a notification of the additional
incident 1n response to the predicted label.

BRIEF DESCRIPTION OF THE DRAWINGS

The disclosure 1s herein described, by way of example
only, with reference to the accompanying drawings,
wherein:

FIG. 1 1s a block diagram that schematically shows a
security server that 1s configured to generate and deploy an
incident prioritization model, 1n accordance with an embodi-
ment of the present invention;
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FIG. 2 1s a block diagram showing an example of alert
information stored on the security server, in accordance with
an embodiment of the present invention;

FIG. 3 1s a block diagram showing an example of an
incident information stored on the security server, 1 accor-
dance with an embodiment of the present invention;

FIG. 4 15 a flow diagram that schematically illustrates a
method of generating and deploying the incident prioritiza-
tion model, in accordance with an embodiment of the
present invention; and

FIG. 5 15 a flow diagram that schematically illustrates a
method of using the incident prioritization model to priori-
tize handling of incident notifications, 1n accordance with an
embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS

Security operations centers (SOCs) can be flooded with
huge daily volumes of cyber-security alerts that indicate a
set of cyber-security incidents. In some 1nstances, the num-
ber of incidents (e.g., 100) can exceed the SOC’s handling
capacity (e.g., 15). To expand this example, 11 the SOC
employs 10 SOC analysts that can each handle 15 incidents
per day (on average), and the SOC receives a daily average
of 1,200 incidents, this number of daily incidents is too high
for the SOC analysts to manually prioritize, let alone pro-
CEesS.

Typically, SOC systems generate SOC rules based on
previously prioritized use-cases that match a small subset of
the alerts, which the SOC system uses to select which
incidents are to be investigated. However, applying these
SOC rules to real-world alerts can often result with the SOC
system selecting false positives (1.e., incidents that are not
malicious), while not selecting true positives (1.e., incident
that are malicious).

Embodiments of the present invention provide methods
and systems for prioritizing cyber-security incidents. Upon
receiving, from a plurality of sources, respective sets of
incidents, and respective source-assigned suspiciousness
labels for the incidents, a set of labeling rules are applied so
as to assign rule-based labels to respective incidents 1n a
subset of the incidents 1n the recerved sets. In each of the
incidents 1n the subset, the respective rule-based label 1is
compared to the respective source-assigned suspiciousness
label so as to compute a respective label quality score for
cach of the sources. Upon computing the respective label
quality score for each of the sources, the sources having
respective label quality scores meeting a predefined criterion
are 1dentified, and a processor fits a model for computing
predicted labels to the incidents recerved from the identified
sources and the respective source-assigned suspiciousness
labels of the incidents. Finally, the model 1s applied to an
additional incident received from one of the sources to
compute a predicted label for the additional 1incident, and a
notification of the additional incident 1s prioritized in
response to the predicted label.

By using long term behavioral profiles that are observed
(1.e., “learned”) on each of the sources, systems implement-
ing embodiments of the present invention can enrich alerts
in the SOC with relevant information, and thereby efliciently
prioritize the incidents for the SOC analysts so as to improve
recall (i.e., the percentage of true positive cases covered),
precision, response time, while at the same time reducing
alert fatigue. Additional advantages of systems implement-
ing embodiments of the present invention include:
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Zero or mimmal configuration.

Automatically adapting to each source (1.e., customer
network).

An ability to learn each of the sources over time.

An ability to combine knowledge learned across custom-
ers.

Providing high accuracy in the selection of potentially
malicious incidents.

An ability to handle third-party alerts.

System Description

FIG. 1 1s a block diagram that schematically shows an
example of a security server 20 that 1s configured to generate

and deploy an incident prioritization model 22, 1n accor-
dance with an embodiment of the present invention. In the
configuration shown 1n FIG. 1, security server 20 1s config-
ured to communicate, via a public data network 24 such as
the Internet, with a plurality of security operations center
(SOC) servers 26 located at a plurality of sources 28.

In some embodiments, each source 28 comprises an
organization (e.g., a company) that has a respective local
data network 25 coupling a given SOC server 26 to a
plurality of network endpoints 27 such as hosts (e.g., com-
puter workstations, laptops and tablets), routers, firewalls
and other network equipment. In these embodiments, each
SOC server 26 on a given data network 25 can be configured
to collect, from the endpoints on the given network, alerts 30
and incidents 32, and convey, via Internet 24, the collected
alerts and incidents to security server 20.

In some embodiments, SOC server 26 comprises an SOC
processor 31 and an SOC display (e.g., an L.E.D. monitor)
33, and can be configured to collect alerts 30 and 1ncidents
32 from endpoints 27 by collecting raw logs (not shown) on
endpoint agents 29 (e.g., Cortex XDR™ produced by Palo
Alto Networks, Inc., of 3000 Tannery Way, Santa Clara, CA
95054 USA) that execute on the endpoints. In additional
embodiments, the collected alerts and incidents may be
anonymized.

A given alert 30 typically comprises a combination of one
or more activities on a given host that have a potential to
represent malicious or suspicious activity, and a given
incident 32 typically comprises a group of one or more alerts
30 that are related to the same malicious activity 1n one or
more of the hosts.

The following 1s an example of a given incident 32
comprising a set of alerts 30:

Living off the land (LOL) 1s a cybersecurity term used to
explain the use of trusted, pre-installed system tools to

conduct malicious activity. One LOL technique comprises
LOLBins, which use Windows™ (produced by Microsoit

Corporation, Redmond WA, USA) binaries to hide mali-
cious activity. A given incident 32 may comprise a series of
L.OLBin alerts 30 that detected the following activity:

A Microsoft Otlice™ executable spawned a first LOLBin.

A second LOLBiIn established a connection to a rare

external host.

Execution of a third LOLBIN that was renamed.

A fourth LOLBIN dropped a file to a storage device.
As mdicated by these alerts (that were grouped together
since they were all 1n the same process chain), this incident
32 comprises a user loading a malicious office document that
comprised malicious code to rename a LOLBin file (e.g.,
powershell.exe) and then executing the renamed LOLBIin
file with a command to connect to a malicious domain and
download a next stage of malware.
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Each given SOC server 26 can be configured to collect
source-assigned suspiciousness labels 34 for a subset of the
incidents collected by the given SOC server, and to convey,
via Internet 24, the collected labels to security server 20. In
one embodiment, SOC analysts can manually generate
source-assigned suspiciousness labels 34 in response to
examining alerts 30 and incidents 32. In another embodi-
ment, a given endpoint can execute a software application
that generates source-assigned suspiciousness labels 34 in
response to examining alerts 30 and incidents 32.

Examples of source-assigned suspiciousness labels 34
include benign, malicious, or potentially unwanted activity
(PUA). While PUASs are not malicious, they comprise activi-
ties not desired on a corporate network. For example, a
BitTorrent™ client executing on a given endpoint 27 on a
given network 25 can indicate that copyright protected
material may be 1llegally downloaded to the given endpoint.

Security server 20 may comprise a server processor 36
and a memory 38. In embodiments described herein, secu-
rity server 20 1s configured to generate and deploy incident
prioritization model 22 that 1s configured to compute inci-
dent risk scores 40 to prioritize handling of incidents 32,
thereby enabling SOC analysts at sources 28 to efliciently
handle the incidents. In the configuration shown 1n FIG. 1,
memory 38 1s configured to store:

Incident prioritization model 22 comprising a set of
trained models 42, a set of functions 44, an incident
welght 58 and source-defined rules 59, which are both
described hereinbelow.

A set of alert entries 46 that have a one-to-one correspon-
dence with alerts 30. Upon receiving a new alert 32
from a given SOC server 26, processor 36 1s configured
to generate a new alert entry 46, to extract information
from the received alert, and to store the extracted
information to the new alert entry. Alert entries 46 are
described 1n the description referencing FIG. 2 herein-
below.

A set of incident entries 48. In a first embodiment, upon
processor 36 receiving a given incident 32, processor
36 can create a new corresponding incident entry 48,
extract information from the received incident, and
store the extracted information to the new incident
entry.

In a second embodiment, processor 36 can analyze alert
entries 46 so as to group the alerts corresponding to the
alert entries 1nto a set of icidents 32. Upon grouping
one or more alerts 30 1nto a given 1cident 32, proces-
sor 36 can create a new corresponding incident entry
48, extract mformation from the given incident, and
store the extracted information to the new incident
entry.

Incident entries are described 1n the description referenc-
ing FIG. 3 hereinbelow.

In the configuration shown in FIG. 1, SOC servers 26 can
store local instances of alert entries 46 and incident
entries 48 to store information on additional alerts 30
and additional incidents 32, as described in the descrip-
tion referencing FIG. 5 hereinbelow.

A set of labeling rules 50. In embodiments described
hereinbelow, processor 36 may receive, from SOC
servers 26, source-assigned suspiciousness labels 34
for a subset of received alerts 30 and incidents 32, and
apply labeling rules 30 to the received alerts and/or
incidents so as to determine the quality of the source-
assigned suspiciousness labels received from each
source 28.
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A set of source records 52 that have a one-to-one corre-
spondence with sources 28. Each source record 52
comprises a source 1D 54 that corresponds to a given
source 28 and a label quality score 56. As described
hereinbelow, processor 36 can compute a given label
quality score 56 for a given source 28 by applying
labeling rules 50 to the incidents and/or the alerts that
the server processor receives from the given source.
The given label quality score indicates the quality (i.e.,
accuracy) of source-assigned suspiciousness labels 34
received from the given source.

A machine learning (ML) system 33 that processor 36 can
execute so as to train incident prioritization model 22,
as described hereinbelow. For example, ML system 53
may comprise a system that uses a gradient boosted tree
algorithm to train a prediction model such as incident
prioritization model 22.

Processors 31 and 36 comprises a general-purpose central

processing units (CPU) or special-purpose embedded pro-
cessors, which are programmed 1n software or firmware to
carry out the functions described herein. This software may
be downloaded to security server 20 or SOC server(s) 26 in
clectronic form, over a network, for example. Additionally
or alternatively, the software may be stored on tangible,
non-transitory computer-readable media, such as optical,
magnetic, or electronic memory media. Further additionally
or alternatively, at least some of the functions of processors
31 and 36 may be carried out by hard-wired or program-
mable digital logic circuits.

Examples of memory 38 include dynamic random-access
memories, non-volatile random-access memories, hard disk
drives and solid-state disk drives.

In some embodiments, tasks described herein performed
by server 20, SOC server 26 and endpoints 27 may be split
among multiple physical and/or virtual computing devices.
In other embodiments, these tasks may be performed 1n a
data cloud.

FIG. 2 1s a block diagram showing an example of data
components stored 1n alert entries 46, 1n accordance with an
embodiment of the present invention. Processor 36 can store
the following information to each given alert entry 46 for a
corresponding alert 30:

A unmique alert 1D 60.

An alert type 62 that describes the corresponding alert. In
some embodiments, a given alert type can indicate a
source for the corresponding alert. In these embodi-
ments, examples of alert types 62 (i.e., sources) may
include a firewall, an agent using {irst party predefined
logic, a customer 1D (e.g., source ID 64, as described
hereinbelow), and a third-party vendor.

Source ID 64 can reference a given source 28 that
generated the corresponding alert.

An endpoint ID 66 that references, on the data network of
the orgamization referenced by source ID 64, a given
endpoint 27 that caused or generated the corresponding
alert. In some embodiments, the endpoint ID may
comprise the media access control (IMAC) address of
the given endpoint.

A user ID 68 that references, on the data network of the
organization referenced by source ID 64, a given user

(not shown) accessing and operating the given endpoint
that caused or generated the corresponding alert.

One or more activities 70 that describe one or more events
that caused the corresponding alert and any other
endpoints (i.e., on the data network of the organization
referenced by source ID 64) that participated in the
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events. Examples of activities 70 are described 1n the
series o LOLBIins described supra.

A source alert label 72. If processor 36 receives a given
source-assigned suspiciousness label 34 for the corre-
sponding alert, then the server processor can store the
received source-assigned suspiciousness label to source
alert label 72.

A rule-based alert label 74. If processor 36 receives a
given source-assigned suspiciousness label 34 (and
store the received source-assigned suspiciousness label
to source alert label 72) for the corresponding alert,
then the server processor can apply one or more label-
ing rules 50 to the corresponding alert so as to compute
rule-based alert label 74. As described hereinbelow,
processor can compare source alert label 72 to rule-
based alert label 74 to compute quality score 56 for the
organization referenced by source ID 64. Similar to
source-assigned suspiciousness labels 34, the possible
verdicts that processor 36 can store to rule-based alert
labels 74 (also referred to herein simply as rule-based
labels 74 or training labels) can be, benign, malicious
or potentially unwanted activity (PUA).

FIG. 3 1s a block diagram showing an example of data
components stored 1n incident entries 48, in accordance with
an embodiment of the present invention. Processor 36 can
store the following imnformation to each given incident entry
48 for a corresponding incident 32:

A unique incident 1D 80.

An incident type 82 that described the corresponding

incident. Similar to alert types 62, the incident type for
a given 1ncident 32 can indicate a source for the given
incident. For example, a given incident type 82 may
comprise a firewall ID, an ID for an endpoint agent 29
using first party predefined logic, a customer ID (e.g.,
source 1D 64, as described hereinbelow), or a third-
party vendor ID.

One or more source 1D 84s corresponding to the one or
more sources 28 that generated the one or more alerts
in the corresponding incident. For example, one or
more endpoints 27 may (attempt to) contact the same
command-and-control (C&C) server.

One or more endpoint IDs 86 that reference, on the data
network of the organization referenced by source ID
64, one or more respective endpoints 27 that caused or
generated the corresponding incident (or the one or
more alerts 1 the corresponding incident). In some
embodiments, the endpoint ID may comprise the media
access control (MAC) address of the given endpoint.

One or more user IDs 88 that reference, on the data
network of the organization referenced by source ID
64, one or more users (1f applicable) operating the one
or more endpoints that caused or generated the corre-
sponding incident (or the one or more alerts in the
corresponding incident).

An alert bitmask 90. In some embodiments, processor 36
can compute bitmask 90 comprising a set of bits (1.e.,
a bitmap) that correspond to a set (1.e., a universe) of
alerts 30. In these embodiments upon creating the given
entry, processor can initialize all the bits 1n alert bat-
mask 90 to “0”, and the bits corresponding to the alerts
in the corresponding incident to “17.

A set of features 92 that processor 36 can compute (or
extract) features from the alerts 1n the corresponding
incident.

A customer generated incident label 94. If processor 36
receives a given source-assigned suspiciousness label
34 for the corresponding incident, then the server
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processor can store the receirved source-assigned sus-
piciousness label to customer generated incident label

94.

A rule-based incident label 96. If processor 36 receives a
given source-assigned suspiciousness label 34 (and
store the received source-assigned suspiciousness label
to customer generated incident label 94) for the corre-
sponding incident, then the server processor can apply
one or more labeling rules 50 to the corresponding
incident so as to compute rule-based incident label 96.
Similar to source-assigned suspiciousness labels 34, the
possible verdicts that processor 36 can store to rule-
based incident labels (also referred to herein as a
rule-based labels 96) 96 can be, bemign, malicious or
potentially unwanted activity (PUA). Computing rule-
based incident labels 96 1s described 1n the description
referencing step 120 in FIG. 4 hereinbelow.

Additionally, as described hereinbelow, processor 36 can
compare customer generated incident label 94 to rule-
based incident label 96 to compute quality score 56 for
the organization referenced by source 1D 64. In further
embodiments, processor 36 can also use rule-based
incident labels 96 to train event prioritization model 22.

A set of model scores 98 comprising respective scores
generated by trained models 42. In embodiments
herein, upon applying a given model 42 to a given
incident, the given model generates a given model
score (1.e., a predicted label) indicating a suspected
maliciousness of the given incident. Details of models
42 are described hereinbelow.

A confidence score 100 between “0” and “1” that repre-
sents the likelihood of the corresponding incident being
malicious. Details of confidence scores 102 are
described hereinbelow.

An 1mpact score 102 between “0” and “1” that represents
the potential damage the corresponding incident can
pose (1.e., to the organization referenced by source ID
84) 11 1t 1s malicious. In some embodiments, the com-
putation of impact score 102 can vary for different user
IDs 88 (e.g., the user ID for a CEQO, a manager or an
analyst), different 1incident types 82, different resource
types (e.g., databases, domain controllers, production
servers and Jenkins servers), or diflerent branches (1.e.,
company sites). Details of impact scores 102 are
described hereinbelow.

Incident risk score 40 comprising combination of confi-
dence score 100 and impact score 102. Details of risk
scores 40 are described hereinbelow.

An 1ncident weight 104 which, as described hereinbelow,
comprises a parameter for ML system 53.

In embodiments described herein scores 40, 98, 100 and
102 have respective ranges between zero (1.e., less suspi-
cious/malicious) and one (i.e., more suspicious/malicious).

As described 1n the description referencing FIG. 2 here-
inabove, incident prioritization model 22 comprises a set of
functions 44. In embodiments described hereinbelow, pro-
cessor 36 can use functions 44 to compute confidence score,
102, impact score 104 and incident risk score 40 so as to
determine incident risk score 40.

Data Cleanming and Labeling

As described 1n the description referencing FIG. 1 here-
inabove, source-assigned suspiciousness labels 34 typically
originate from a plurality of diflerent sources 28. In some
instances, the quality of labels can vary between the different
sources. For example, a given source 28 may label many
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incidents 32 as malicious when 1n fact they comprise PUAs.
Embodiments described hereinbelow describe computing
label quality scores that enable labels 72 and 94 from less
reliable (1.e., from a labeling perspective) to be filtered out
when training event prioritization model 22. For example,
50 out of 200 sources 28 may have low-quality labeling. In
embodiments herein training event prioritization model 22
comprises training one or more models 42.

In embodiments of the present invention, processor 36
can compute label quality score 56 for a given source 28 by
applying labeling rules 50 to alerts 30 and/or incidents 32
collected from the given source so as to generate rule-based
alert labels 74 for the alerts and/or rule-based incident labels
the incidents. Processor 36 can then compare the generated
rule-based labels 74 and/or 96 to source-assigned suspi-
ciousness labels 34 received from the given source for the
alerts and/or the incidents. Since labeling rules 50 are
typically defined for a subset (e.g., 20 out of 150 possible
alerts) of alerts 30 and/or incidents 32, processor 36 can
1gnore, when computing the label quality score, any alerts 30
and incidents 32 that do not have corresponding labeling
rules 50.

In some embodiments, one or more SOC analysts can
create the set of labeling rules 50 that automatically label
specific incidents 32 and/or alerts 30 with a verdict with high
accuracy (e.g., 85%, 90% or 95%). Similar to source-
assigned suspiciousness labels 34, the possible verdicts (i.e.,
that processor 36 can assign to incidents 32 and/or alerts 30)
for each labeling rule 50 can be, benign, malicious or
potentially unwanted activity (PUA). Note that some of
alerts 30 and/or incidents 32 might not have a deterministic
verdict. In these nstances, some sources 28 may consider a
“PUA” verdict as malicious, while other sources 28 may
consider them as “benign”.

Examples for labeling rules 50 include, but are not limited
to:

If processor 36 detects that a specific process file hash 1s
found 1n a third-party list of malicious hashes, then the
server processor can mark the incident as “malicious”.

I processor 36 detects that a given alert 30 comprises a
unique process command line attributed to known
malicious/malware activity, then the server processor
can (a) mark the given alert considered as “malicious”,
and (b) mark an entire incident 32 (1.e., that comprises
the given alert and that may comprise one or more
additional alerts 30) as “malicious”.

If software known to conduct benign activity creates an
alert, then processor 36 can mark the alert as “benign”.

In some embodiments, processor 36 can compute the
tollowing label attributes that the server processor can use to
compute the label quality score for a given source 28 as:

Number_of samples: A number of alerts 30 and incidents
32 recerved from a given source 28.

Number_of_labeled_samples: A number ol source-as-
signed suspiciousness labels 34 received from the given
source (1.e., for the received alerts and incidents).

Labels_percentage: A percentage of the alerts and the
incidents received from the given source for which
there were corresponding source-assigned suspicious-
ness labels also received from the given source.

Number of incidents labeled as malicious: A count of
the icidents received from the given source whose
corresponding source-assigned suspiciousness labels
were “suspicious’.
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Number_of_incidents_labeled_as_benign: A count of the
incidents received from the given source whose corre-
sponding source-assigned suspiciousness labels were
“benign”.

Precision: A precision metric such as, for a given source
28, a number of malicious (1.e., as determined by

labeling rules 50) source-assigned suspiciousness
labels 34 divided by the total number of the source-
assigned suspiciousness labels.

Number_oi_hosts: A number of hosts at the given source.

Number_oi_days: A number of days in which the given

source-assigned suspiciousness labels 34 (e.g., (the
date of the last labeled alert 30 or incident 32)—(the
date of the last labeled alert 30 or incident 32)).
Distinct_number_of_days: A distinct number of days in
which the given source generated any source-assigned
suspiciousness labels 34.
Days_ratio: Distinct_number_of_days/Number_oi_days.
Agreement/disagreement with labeling rules 50. This can
be expressed as respective numbers of cases for the
given source where:
agree_tp: A number of instances where source-assigned
suspiciousness labels 34 and their corresponding
rule-based labels 74 or 96 (1.e., for alerts 30 and
incidents 32) were both “malicious”.
agree_Ip: Anumber of instances where source-assigned
suspiciousness labels 34 and their corresponding
rule-based labels 74 or 96 (1.e., for alerts 30 and
incidents 32) were both “benign”.
flip_benign_to_malicious: A number of 1nstances
where, for alerts 30 and 1ncidents 32, the respective
source-assigned suspiciousness labels 34 were
“benign” and their corresponding rule-based labels
74 or 96 were “malicious”.
tlip_malicious_to_benign: A number of instances
where, for alerts 30 and i1ncidents 32, the respective
source-assigned suspiciousness labels 34 were
“malicious” and their corresponding rule-based
labels 74 or 96 were “benign”.

In some embodiments, when computing label quality
scores 36, processor 36 can 1gnore any alerts 30 and 1nci-
dents 32 whose corresponding rule-based alert labels 74 or
96 are “PUA”.

Upon computing the label attributes for each source 28,
processor 36 can use the following formula to compute
respective label quality scores 56 for sources 28:

customer_labels_quality_score =

function (
Number_of samples, Number_of labeled_samples,
Labels_percentage,
Number of incidents labeled as malicious,
Number_of incidents labeled_as_benign,
Precision, Number_of hosts, Number_of days,
Distinct_number_of_ days, Days_ratio,
agree_tp, flip_malicious_to_benign,
agree_{p, flip_benign_to_malicious)

An example of the function 1n this formula may comprise:

if (flip_malicious_to_benign>35) AND
(flip_benign_to_malicious>5) AND
((agree_tp+agree_ip) <20)

return O

return 1

then
else
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Incident Prioritization Model Definition

To train event prioritization model 22, processor 36 can
select incidents 32, and extract information from the selected
incidents. As described hereinbelow, processor 36 can group
alerts 30 into the 1incidents that the server processor can use
to train event prioritization model 22.

In some embodiments, processor 36 can select sources 28
having label quality scores 56 that meet a redefined criterion
(e.g., exceed a specified threshold), and extract, from the
incidents from the selected sources, the information to train
event prioritization model 22. For example, 1f the label
quality scores range between zero (not suspicious) and one
(very suspicious), processor 36 can select the sources whose
respective label quality scores 56 exceed 0.3.

In embodiments described herein, processor 36 can fit
event prioritization model 22 by fitting one or more models
42 for computing incident risk scores 104 (also referred to
herein as predicted labels) to the imncidents and/or incidents
received specilic sources 28 and the respective source-
assigned suspiciousness labels 34. Fitting a given model 42
may also be referred to herein as training the given model,
and Information that processor 36 can use to train event
prioritization model 22 (i.e., models 42) 1s described here-
inbelow.

In embodiments described herein, models 42 may com-
prise:

Global models 42. In some embodiments, processor 36
can train a separate respective global model 42 for each
source 28. As described hereinbelow, a given feature 92
may comprise source ID 64. For each given global
model 42 for a given source 28, processor 36 can train

the given model by analyzing information extracted
from incidents 32 and/or alerts 30 that the server
processor recerved from sources 28 other than the given
source.

Global customer model 42. In some embodiments, pro-
cessor 36 can train global customer model 42 by first
analyzing information extracted from all incidents 32
from all sources 28. In these embodiments, processor
36 can compute respective counts ol the source-as-
signed suspiciousness labels received from each of the
sources, select sources 28 whose respective counts
exceed a specified threshold (e.g., 100, 200, 300, 400,
500), and then continue traiming global customer model
42 by analyzing information extracted from the
selected sources (1.e., the sources whose respective
counts exceed the specified threshold) so as to train
global customer model 42.

In additional embodiments, processor 36 can train global
customer model 42 by analyzing all the data (1.e., from
the alerts and the incidents) so as to capture phenomena
that are only relevant to specific sources 28, and not to
the entire population of the sources. To implement this
customization, processor 36 can add source ID 64 as a
given feature 92 when training global customer model

42.

For example, a specific combination of alerts 30 may be
common and legitimate for a specific source 28, but is
suspicious for the remaining sources 28 (maybe they
have a tool that triggers this alert combination). In this
in that case, 1f source_i1d=°1234" then global customer
model 42 can “learn” something like:
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if source id !'= “1234°
then:

alert combination score=0.8%
else:
alert combination score=0.2

On the other hand, if global customer model 42 does not
use source ID 64 as a given feature, then the global
customer model must handle all the cases the same
way. Therelfore, global customer model 42 may “learn”™
the average across the sources. For example:

alert combination score=0.72

where the computed average of 0.72 was lowered (1.e.,
from 0.8) due to customer ‘1234°.

Customer specific models 42. In some embodiments,
processor 36 can train a respective separate global
model 42 for each source 28. To train a given customer
specific model 42 for a given source 28, processor 36
can first analyze information extracted from all inci-
dents 32 (and their corresponding alerts 30) from all
sources 28 except source IDs 64. Processor 36 can then
continue training the given customer specific model by
applying a greater weight to the information extracted
from the incidents from the given source. In some
embodiments, the weight applied to incidents 32 (and
their corresponding alerts 30) from the given source
can be computed using the following formula:

Weight=(Number of incidents 32 received from the
given source)/(Total number of incidents 32
from all sources 28)

The computed Weight typically comprises higher values
when the denominator (i.e., 1 the equation presented
hereimnabove) 1s lower. For example, Weight may com-
prise values such as 50, 100, 500, 1000 and 5000. In
some embodiments, the weight applied to incidents 32
(and their corresponding alerts 30) from other sources
28 (i.e., not the given source) may simply comprise
“17.

Information that processor 36 can extract from (or com-

pute for) each selected incident 32 includes:

Incident 1D 80.

Source 1D 84.

Customer generated incident label 94.

Alert bitmask 90.

Features 92. In embodiments described herein features 92
may comprise either profile-base features 92 and
binned features 92, which are both described herein-
below.

Incident weight 58, which comprises one or more param-
cters for ML system 33. For example, incident weight
58 may comprise:

“1” for global models 42 (1.e., all incidents 32 are
equal).

“1000/(number of 1incidents 32 from each given source
28)” for global customer models 42.

For a given customer specific model 42 for a given
source 28: “100” if (source 28==the given source),
clse “17.

As described supra, features 92 may comprise profile-
based features 92 and binned features 92. In some embodi-
ments, processor 36 can compute a profile across all sources
28 or for a specific customer 28, and use the computed
profiles as a given feature 92. Examples of profile-based
teatures 92 include:
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feature_group_distinct_alert_names: This feature com-
prises a count (1.e., processor 36 or a given processor 31
can compute the count) of the distinct alerts 30 col-
lected by server 20.

feature number of total bioc alerts: This feature com-
prises a count (1.€., processor 36 or a given processor 31
can compute the count) of the distinct behavioral-based
indicators of compromise (BIOC) type alerts (including,
informational and low severity alerts) that were created
by the research teams in Palo Alto Networks or by
customers, which participated as part of the XDR™
alerts group.

feature_number_oi_traps_alerts: This feature comprises a
count (1.e., processor 36 or a given processor 31 can
compute the count) of the distinct agent alerts (i.e.,
alerts from endpoint agents 29 that can include infor-
mational and low severity alerts) which participated as
part of the XDR™ alerts group.

feature_1s_installer commandline_no_guid: This feature
comprises a binary value (i1.e., 0 or 1, computed by
processor 36 or a given processor 31) that indicates
whether or not a normalized command-line that 1s part

of the alerts 1n the group contains indication for an
installer (which usually means 1t 1s a false positive
alert).

feature_1s_attack_simulation: This feature comprises a

binary value (1.e., O or 1, computed by processor 36 or
a given processor 31) that indicates whether or not a
normalized command-line that 1s part of the alerts in
the group contains indication for a penetration testing
tool (which usually means 1t 1s a true positive alert).

feature_group_has_prevention: This feature comprises a

binary value (1.e., 0 or 1, computed by processor 36 or
a given processor 31) that indicates whether or not a
given alert 30 that 1s part of a given incident 32 and
when triggered, caused a preventative action in the
endpoint that generated the given alert.

In machine learning, features having high cardinalities
(1.e., large number of distinct values) can cause trouble
during a training phase, because the machine learning algo-
rithm may learn very specific patterns in the data which may
be mcorrect or noisy. For example, the algorithm can learn
that if a combination of alerts 30 was seen on more end-
points 27 then the combination 1s less suspicious, except for
cases where 1t was seen on 45-47 endpoints 27, in which
case 1t 1s highly suspicious (this 1s obviously a random
phenomenon and not a general rule).

A common method for accommodating these types of
features 1n machine learning 1s discretization, which can be
used to prevent ML system 33 from overfitting models 42.
An example of discretization comprises mapping values to
a “t-shirt size” using a predefined threshold list. For
example, for the feature ‘feature _combination_number_of

group_1ds_seen’, and thresholds [10, 20, 100, 999999] (i.e.,
[bin #1, bin #2, bin #3, bin #4]:
If the feature value 1s 5, then the “shirt size”’/bin will be
0 (1.e., no bin).
If the value 1s 22 then the bin will be 2 (i.e., between 20
and 100 1s bin #2).

To implement discretization, embodiments of the present
invention can use binned features 92 that comprise features
indicating how many endpoints 27 had the same alert 30.
When computing a given binned feature 92, the result can be
binned values 1nstead of getting a specific number (e.g., how
many endpoints 27 had the same alert 30). For example, it
the bins comprise 1-3, 4-9 and 10+, then:




US 11,799,880 B2

15

If two endpoints had the same given alert 30, then
processor 36 can increase the “1-3” binned value by 1.

If four endpoints had the same given alert 30, then
processor 36 can increase the “4-9 binned value by 1.

If 11 endpoints had the same given alert 30, then proces-
sor 36 can increase the “10+” binned value by 1.

Examples of binned features 92 processor 36 can use to
create models 42 1nclude:

feature_combination_number_oif_group_ids_see: For a
given incident 32, this binned feature 92 counts the
distinct number of incidents 32 that comprises the same
alerts 30 as the alerts 1n the given incident.

feature_combination_number_oif_agent_1ds_seen: For a
given mcident 32, this binned feature counts a number
of distinct endpoint agents 29 that detected the same
alerts 30 as the alerts in the given incident.

feature_combination_cmds_number_of_group_ids_seen:
For a given 1ncident 32, this binned feature 92 counts
the distinct number of incidents 32 having identical
combination of alerts 30 and processes command line
combination to those 1n the given incident.

feature_median_alert_group_ids_seen: For a given inci-
dent 32 comprising a given alert 30, this binned feature
92 counts, per source 28, a number of icidents 32
comprising the given alert, and then computes a median
value of that count between all sources 28.

feature_median_alert_agent_i1ds_seen: For a given 1inci-
dent 32 comprising a given alert 30, this binned feature
92 counts, per source 28, a number of agent 1Ds 29 that
generated the given alert, and then computes a median
value of that count between all sources 28.

In addition to profile-based features 92 and binned fea-
tures 92, processor 36 can also compute, for each given
incident 32 comprising a set of alerts 30 received from a
given source 28, additional features 92 such as:

A count of alerts 30 recerved from each source 28 and/or

from each endpoint 27.

A count of each distinct alert type 62 received from each
source 28 and/or from each endpoint 27.

A count of MITRE ATT&CK™ {factics 1 the given
incident. In some embodiments, many alerts have a tag
indicating the MITRE tactic/s associated with 1t

Roles of the endpoints 27 involved in the given incident.
The roles can either be learned or can be specified by
a user. Examples of roles include, but are not limited to
a domain controller, an IT laptop, a printer, an R&D
system, a sales system and a server.

Information from the alert entries corresponding to the set
of alerts. As described supra, this information may
comprise alert IDs 60, alert types 62, source 1Ds 64,

user IDs 68, activities 70, source alert labels 72 and
rule-based alert label 74.

Upon computing features 92, processor 36 can input, to

machine learning system 53, the computed features and
information from alert entries 46 and incident entries 48 so

as to generate global models 42, global customer models 42
and customer specific models 42.

Incident Priornitization Model Generation and
Deployment

FIG. 4 1s a flow diagram that schematically illustrates a
method of generating and deploying incident prioritization
model 22, 1n accordance with an embodiment of the present
invention.
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In step 110, processor 36 loads a set of labeling rules 50.
As described supra, labeling rules 50 can be defined by one
or more SOC analysts.

In step 112, processor 36 receives, from the SOC servers
at the plurality of sources 28, respective sets of alerts 30
and/or incidents 32, wherein each of the sets comprises
alerts 30 and/or incidents 32 from a given source 28. In some
embodiments, endpoints 27 generated the received alerts
within a specific timespan (e.g., 7, 14, 21 or 28 days).

In step 114, processor 36 groups the received alerts nto
a set of mcidents 32 (1.e., that include the received inci-
dents). In one example, processor 36 can group alerts 30
with 1dentical parent process IDs 1nto a single incident 32.
In another example, processor 36 can group all alert 30
having i1dentical destination domains into a single incident
32.

In step 116, processor 36 receives, from sources 28,
respective source-assigned suspiciousness labels 34 for the
received incidents. In some embodiments, processor 36 can
receive the respective source-assigned suspiciousness labels
for a given received incident 32 by receiving source-as-
signed suspiciousness labels 34 for the alerts in the given
incident.

In step 118, processor 36 1dentifies a subset of the
received alerts and/or incidents to which labeling rules 50
can be applied. In other words, processor 36 i1dentifies any
of the received alerts and/or incidents that have matching
labeling rules 50. As described supra, labeling rules 50 can
be defined for a specific set of alerts 30 and/or incidents 32,
and processor 36 may receive, from sources 28, alerts 30
and/or mcidents 32 that are not in the specific set.

As described supra, a given incident 32 may comprise a
series ol LOLBIn alerts 30. Therefore, a given labeling rule
50 for a given alert 30 may comprise assigning, upon
detecting execution of a renamed LOLBiIn (1.e., on a given
endpoint 27), a respective rule-based alert label 74 (e.g.,
PUA or malicious) to the given alert. Likewise, a given
labeling rule 50 for a given incident may comprise assign-
ing, upon detecting a specific sequence of LOLBin alerts
(e.g., the LOL example described supra) in a process chain
(1.e., executing on a given endpoint 27), a respective rule-
based incident label 96 (e.g., PUA or malicious) to the given
incident.

In step 120, processor 36 applies labeling rules 50 to the
alerts and/or 1incidents 1n the 1dentified subset so as to assign
respective rule-base alert labels 74 and rule-based incident
labels 96 to the i1dentified alerts and/or incidents.

As described supra, processor 36 can assign, to alerts 30,
rule-base alert labels 74 (i1.e., verdicts) such as malicious,
PUA and benign to rule-based incident labels 96, and then
determine, for incidents 32, rule-based 1incident labels 96 by
analyzing the respective rule-based alert labels of the alerts
in the respective incidents.

As described supra, processor 36 can assign verdicts such
as benign, PUA and malicious to rule-base alert labels 74. In
some embodiments, processor 36 can assign priorities to
cach of the possible verdicts. For example, processor 36 can
assign “0” (1.e., a low prionty) to benign, assign “1” (i.e., a
medium priority) to PUA, and “3” (1.e., a high prionty) to
malicious.

In these embodiments, processor 36 can identily and
assign, to a given rule-based incident label 96 for a given
incident 32, the highest priority rule-base alert label 74 for

the alerts in the given incident as follows:
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If all the verdicts of the rule-base alert labels of the alerts
in the given incident are benign, then processor 36 can
assign a benign verdict to the rule-based incident label
for the given incident.

If the verdicts of the rule-base alert labels for the alerts in
the given incident are either benign or PUA (i.e., no
malicious verdicts), then processor 36 can assign a
PUA verdict to the rule-based incident label for the
given incident.

If any of the verdicts of the rule-base alert labels of the
alerts in the given incident 1s malicious, then processor
36 can assign a malicious verdict to the rule-based
incident label for the given incident.

In step 122, processor 36 compares, for each of the
incidents 1n the identified subset, the respective generated
rule-based 1ncident label to the respective received source-
assigned suspiciousness label (1.e., stored 1 a given cus-
tomer generated incident label 94) so as to compute a
respective label quality score 56 for each source 28. In some
embodiments (1.e., 1f available), processor 36 may addition-
ally (or alternatively) compute one or more label quality
score 36, by comparing, for each of the alerts i the
identified subset, the respective generated rule-based alert
label to the respective received source-assigned suspicious-
ness label (1.e., stored 1n a given source alert label 72) so as
to compute a respective label quality score 56 for each
source 28.

In step 124, processor 36 identifies (any of) the sources
having respective label quality scores 36 meeting a pre-
defined criterion. In a first embodiment, a given source 28
having higher label quality score 56 may indicate a higher
quality of the source-assigned suspiciousness labels the
processor 36 received from the given source, and the pre-
defined criterion may comprise a minimum threshold for the
label quality score 56. For example, label quality scores 56
can have a range between zero and one, and processor 36 can
select the sources whose respective label quality score 56 are
greater than 0.5. This ensures that information used to train
event prioritization model 22 1s extracted from incidents 32
comprising alerts received from sources 28 that have reliable
labeling.

In a second embodiment, a given source 28 having lower
label quality score 56 may indicate a higher quality of the
source-assigned suspiciousness labels the processor 36
received from a given source, and the predefined criterion
may comprise a maximum threshold for the label quality
score 56. In a third embodiment, the label-quality score may
simply generate quality-labels (e.g., “poor”, “fair”, “good”,
“excellent”) that indicate the quality of the source-assigned
suspiciousness labels the processor 36 received from a given
source, and the predefined criterion may comprise specific
quality-labels (e.g., “good” and “excellent”). In addition to
these three embodiments, any predefined or dynamic crite-
rion that processor 36 can use to identily sources 28 having,
higher qualities of source-assigned suspiciousness labels 1s
considered to be within the spirit and scope of the present
invention.

In step 126, processor 36 generates/extracts features 92
from incidents 32 received from the sources identified 1n
step 124. Features 92 are described hereinabove.

In step 128, processor 36 uses machine learning system 33
executing on the server processor to fit event prioritization
model 22 (1.e., one or more models 42) for computing
predicted labels to the incidents (1.e., the features that the
server processor generated from alerts) and/or incidents
received from the identified sources and the respective
source-assigned suspiciousness labels 34 (1.e., stored 1n
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customer generated incident labels 94). As described supra,
models 42 comprise global models 42, global customer
models 42 and customer specific models 42. As described in
the description referencing FIG. S hereinbelow, processors
31 can be configured to generate respective incident risk
scores 104 for incidents 32. In embodiments herein, incident
risk scores 104 are also referred to as the predicted labels.

In one embodiment, fitting event prioritization model 22
may comprise computing alert bitmask 90 and features 92.
In another embodiment, fitting event prioritization model 22
may comprise tramning global models 42, global customer
models 42 and customer specific models 42, as described
hereinbelow. In an additional embodiment, {fitting event
prioritization model 22 may comprise computing profile-
based features 92 and/or binned features 92.

Finally, in step 130, processor 36 deploys incident priori-
tization model 22 (comprising trained models 42, functions
44, incident weights 38 and source-defined rules 59) to SOC
servers 26 at sources 28, and the method ends. As described
in the description referencing FIG. 4 herembelow SOC
servers 26 can use incident prioritization model 22 to
prioritize additional incidents 32 detected by their respective
endpoint agents 29.

FIG. 5 15 a flow diagram that schematically illustrates a
method of using incident prioritization model 22 to prioritize
additional incidents 32, 1n accordance with an embodiment
of the present invention.

In step 140, a given SOC processor 31 1 a given SOC
server 26 at a given source 428 recerves a set of additional
alerts 30 from endpoint agents 29 deployed on endpoints 27
at the given source.

In step 142, using embodiments described supra, the
grven SOC processor 1n the given SOC server groups one or
more (1.€., a subset) of the additional alerts into an additional
incident 32. In some embodiments, the given SOC processor
in the given SOC server can group the additional alerts into
a set of additional incidents 32, and the additional incident
(1.e., 1n step 142) comprises one of the additional incidents
in the set.

In step 144, the given SOC processor 1 the SOC server
computes/extracts, using embodiments described supra, fea-
tures 92 for the additional incident.

In step 146, the given SOC processor 1n the given SOC
server applies model 22 to the additional incident so as to
compute a predicted label for the additional incident. In
embodiments described herein, the predicted label com-
prises incident risk score 40. In some embodiments, the
grven SOC processor can apply model 22 to the additional
incident by conveying (i.e., inputting) the computed features
into the global model, the global customer model and the
customer specific model so as to compute respective model
scores 98. In other embodiments, the given SOC processor
can apply model 22 to the additional incident by computing,
as described hereinbelow, one or more scores such as

confidence score 100, impact score 102 and incident risk
score 40.

In step 148, the given SOC processor 1 the given SOC
server computes, using a {irst given function 44, the confi-
dence score for the additional incident. The first given
function configured to compute confidence scores 100 may
also be referred to herein simply as confidence score func-
tion 44.
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In some embodiments, confidence score function 44 may
comprise:

Function (Global_model_score,
Global customer model score,
Customer specific_model_score)

In a first embodiment, confidence score function 44 can
identify a highest (i1.e., max( )) of the three model scores. In
a second embodiment, confidence score function 44 can
compute a mean of the three model scores. In a third
embodiment, confidence score function 44 may comprise a
computation such as:

(alpha*global_model_score)+
(beta*global_customer _model_score)+
(gamma®gustomer_specific_model_score)

where alpha, beta and gamma comprise values between zero
and one.

In step 150, the given SOC processor 1n the given SOC
server computes, using a second given function 44, the
impact score for the additional incident. The impact score
tor the additional 1incident indicates “possible damage™ that
the additional incident can cause 11 the additional incident 1s
indeed malicious. As described hereinbelow, the given SOC
processor can compute impact score 102 for the additional
incident by comprises analyzing the grouped alerts (i.e.,
described 1n the description referencing step 142 herein-
above) 1n the additional incident.

The second given function configured to compute impact
scores 102 may also be referred to herein simply as impact
score function 44. In some embodiments, impact score
function 44 can be custom defined by sources 28.

In a first impact score embodiment, the given SOC
processor can execute impact score function 44 so as to
compute 1mpact score 102 by assigning (1.€., on a per-source
28 basis) higher priorities to “featured assets” such as
specific alerts 30 and alerts associated with specific subnets,
endpoints 27 or users. For example, the given SOC proces-
sor can compute 1mpact score 102 so as to have a higher
score (1.e., value) 1f the additional incident involves a given
endpoint 27 comprising a production server, a given end-
point 27 comprising a C-level executive workstation or a
given user ID 88 that has access privileges to financial
information.

In a second impact score embodiment, the given SOC
processor can execute impact score function 44 so as to
compute impact score 102 by applying source-defined (i.e.,
defined by the customer(s)) rules 39 within a given incident
30. Examples of source-defined rules 59 include:

Assigning a higher value to the given impact score 1 a
given alert 30 1n the additional incident comprises a
specified alert type 62.

Assigning a higher value to the given impact score i a
given alert 30 1n the additional incident indicates that a
given endpomnt 27 accessed a specified Uniform
Resource Locator (URL) on Internet 24.

Assigning a higher value to the given impact score if a
given alert 30 1n the additional incident indicates that a
given endpoint 27 executed a command-line that
matches a specified (text) string.

Assigning a lower value to the given impact score 1f the
additional incident comprises a given alert triggered by
a specific endpoint 27 (e.g., a security testing worksta-
tion).

In a third impact score embodiment, an SOC analyst at the

given source 28 can flag one or more alert types 62 as being
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more critical. In this embodiment, the given SOC processor

can execute impact score function 44 so as to compute

impact score 102 by analyzing the alert types. For example,
the given SOC processor can execute impact score function

44 so as to compute impact score 102 by assigning a higher

value to the given impact score 1f any of the alert types in the

alerts 1n the additional entry match any of the flagged alert.

In a fourth impact score embodiment, an SOC analyst can,
based on previously performed research (e.g., by an SOC
analyst), identily score attributes e.g., information stored 1n
the corresponding alert entries 46 and/or incident entry 48)
in 1ncidents 30, determine respective impacts of the score
attributes, and adjust the given impact score accordingly.

In a first example for the fourth impact score embodiment,
a given score attribute comprises a count, 1n the additional
incident, of additional alerts 30 that a given endpoint 28
generated after the endpoint agent on the given endpoint
executed a preventive action (1.e., “after prevention”). This
may indicate that an attacker tried multiple approaches until
the attacker successiully performed an attack. In this
example, the given SOC processor can execute impact score
function 44 so as to adjust the impact score as follows:

If there are 0-1 additional alerts 30 then do not change the

impact score.

If there are 2-9 additional alerts 30 then add 0.2 to the
impact score.

If there are 10 or more additional alerts 30 then add 0.3
to the impact score.

In some embodiments the additional incident 32 may
indicate a cyberattack comprising a sequence of “‘sub-
incidents™ such as:

1. A reconnaissance attack where an adversary 1s trying to
gather imnformation that they can use to plan future
operations. Reconnaissance attacks typically involve
adversaries actively or passively gathering information
that can be used to support targeting. Such information
may include details of the victim organization, inira-
structure, or key directories such as “stafl/personnel”.
This information can be leveraged by the adversary to
aid 1n other phases of the adversary lifecycle, such as
using gathered information to plan and execute initial
access, to scope and prioritize post-compromise objec-
tives, or to drive and lead further reconnaissance

cilorts.

2. A privilege escalation attack where an adversary 1s
trying to gain higher-level permissions. Privilege esca-
lation attacks comprise techniques adversaries use to
gain higher-level permissions on a system or network.
Adversaries can often enter and explore a network with
unprivileged access but require elevated permissions to
follow through on theirr objectives. Common
approaches are to take advantage of system weak-
nesses, misconfigurations, and  vulnerabilities.

Examples of elevated access include SYSTEM/root

level, local administrator, user account with admin-like
access, and user accounts with access to specific sys-
tems or access to perform specific functions.

3. An exfiltration attack where an adversary 1s trying to
steal data. Exfiltration attacks comprise techniques that
adversaries may use to steal data from a network. Upon
collecting the data, adversaries often package it to
avold detection during exfiltration. Examples of pack-
aging techniques include compression and encryption.
Techniques for exfiltrating data from a target network
typically include transferring 1t over their command
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and control (C&C) channel or an alternate channel, and
may also include placing size limits on the exfiltration
transmission.
In a second example for the fourth impact score embodi-
ment, a given score attribute comprises the respective stages
(e.g., the first, second and third sub-incidents 1n the sequence
described hereinabove), and the given SOC processor can
execute 1mpact score function 44 to compute 1mpact score
102 by analyzing the respective stages. For example, impact
score function 44 can assign, to the impact score, lower
values for earlier sub-incidents 1n the sequence and higher
values for later sub-incidents 1n the sequence. For example,
in the sequence described heremnabove, impact score func-
tion 44 can adjust the impact score as follows:
If the sub-incident comprises a reconnaissance attack,
then increase the impact score by 0.05.

If the sub-incident comprises a privilege escalation attack,
then increase the impact score by 0.3.

If the sub-incident comprises an exfiltration attack, then
increase the impact score by 0.35.

In a third example for the fourth impact score embodi-
ment, the given SOC processor can compute a volume (e.g.,
a number of bytes) of data uploaded from (1.e., transmitted
by) one or more given endpoints 27 mvolved in the addi-
tional incident. In this embodiment, the given SOC proces-
sor can execute impact score function 44 so as to compute
impact score 102 by analyzing the computed volume. For
example, impact score function 44 can assign a higher value
to the mmpact score 1 the volume exceeds a specified
threshold. For example, 1 the given endpoint involved 1n the
additional incident uploaded more than one gigabyte of data
during the additional incident, then impact score function 44
can increase the impact score by 0.3,

In a fourth example for the fourth impact score embodi-
ment, the given SOC processor can compute a count of files
accessed or modified by one or more given endpoints 27
involved 1n the additional incident. In this embodiment, the
grven SOC processor can execute impact score function 44
so as to compute impact score 102 by analyzing the com-
puted count of files. For example, the given SOC processor
can assign a higher value to the impact score 1f a exceeds a
specified threshold. For example, 1 the given endpoint
involved 1n the additional incident accessed or modified
more than 20 files during the additional incident, then impact
score function 44 can increase the impact score by 0.2.

In a fifth example for the fourth impact score embodi-
ment, the given SOC processor can determined user privi-
leges (e.g., domain administrator, local administrator and
guest) of users accessing (1.e., logged into) endpoints 27
involved 1n the additional incident. In this embodiment, the
given SOC processor can execute impact score function 44
so as to compute impact score 102 by analyzing the deter-
mined user privileges. For example, 1f a given user 1s
accessing a given endpoint 27 mnvolved i the additional
incident and has domain administrator privileges, then
impact score function 44 can increase the impact score by
0.8. However, 1f a given user 1s accessing a given endpoint
27 mvolved i1n the additional incident and has guest privi-
leges, then there may be no impact to the impact score.

In a sixth example for the fourth impact score embodi-
ment, the given SOC processor can determine (1.€., derive)
roles of endpoints (1.e., hosts) 27 mvolved 1n the additional
incident. In this embodiment, the given SOC processor can
execute 1mpact score function 44 so as to compute 1mpact
score 102 by analyzing the determined roles. For example:
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If the role of a given endpoint 27 mmvolved in the addi-
tional 1ncident 1s a domain controller, then impact score
function 44 can increase the impact score by 0.7.

If the role of a given endpoint 27 mnvolved in the addi-
tional incident 1s a server, then impact score function 44
can increase the impact score by 0.3,

However, if the role of a given endpoint 27 involved 1n the
additional incident 1s a workstation or a terminal server,
then there may be no impact to the impact score.

In step 152, the SOC processor 1n the given SOC server
computes, using a third given function 44, the incident risk
score for the additional incident. In some embodiments, the
grven SOC processor can use the computed confidence and
impact scores to compute the incident risk score. The third
grven function configured to compute incident risk scores 40
may also be referred to herein simply as incident risk score
function 44.

In a first risk score embodiment, incident risk score
function 44 may compute the incident risk score as:

max(confidence_score,umpact_score)

wherein confidence_score comprises the computed confi-
dence score for the additional incident, and wherein
impact_score comprises the incident score for the additional
incident.

In a second risk score embodiment, incident risk score
function 44 may compute the incident risk score as:

confidence_score®*1mpact_score

In a third risk score embodiment, incident risk score
function 44 may compute the incident risk score as:

(alpha*confidence_score)+(beta*impact_score)

where alpha and beta comprise values between zero and one.

Finally, 1n step 154, in response to a predicted label
comprising the computed incident risk score, the given SOC
processor 1n the given SOC server prioritizes the additional
incident for handling by an SOC analyst, and the method
ends. For example, if there are 1,000 daily incidents 32 for
a given source 28 and the SOC analysts at the given source
have capacity to handle 100 incidents 32 per day, the SOC
analysts can prioritize the 100 incidents with the highest
incident risk scores 40.

In one embodiment, the given SOC processor 1n the given
SOC server can prioritize the additional incident by priori-
tizing a notification in response to the predicted label. For
example, presenting, on display 33, a notification (e.g., a
warning message) comprising an ID, description and the
computed incident risk score for the additional incidents. In
another embodiment, the given SOC processor can prioritize
the notification by presenting the notification 1 different
colors responsively to the computed risk score (e.g., green
for lower risks and red for higher risks). In an additional
embodiment where there are multiple additional incidents
with respective notifications, the given SOC processor can
prioritize the additional incidents by presenting their respec-
tive notification sorted by their respective incident risk
scores (1.¢., highest risk first).

It will be appreciated that the embodiments described
above are cited by way of example, and that the present
invention 1s not limited to what has been particularly shown
and described heremnabove. Rather, the scope of the present
invention includes both combinations and subcombinations
of the various features described hereinabove, as well as
variations and modifications thereof which would occur to
persons skilled in the art upon reading the foregoing descrip-
tion and which are not disclosed 1n the prior art.
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The 1nvention claimed 1s:

1. A method, comprising:

receiving, from a plurality of sources, respective sets of

incidents, and respective source-assigned suspicious-
ness labels for the incidents;

applying a set of labeling rules so as to assign rule-based

labels to respective incidents 1n a subset of the incidents
in the received sets:
comparing, in each of the incidents 1in the subset, the
respective rule-based label to the respective source-
assigned suspiciousness label so as to compute a
respective label quality score for each of the sources;

identifying the sources having respective label quality
scores meeting a predefined criterion;

fitting, by a processor, a model for computing predicted

labels to the incidents received from the identified
sources and the respective source-assigned suspicious-
ness labels of the incidents:

applying the model to an additional incident receirved

from one of the sources to compute at least one score
indicating at least one of maliciousness and damage of
the additional incident, and to compute a predicted
label for the additional incident based on the at least
one score; and

prioritizing a notification of the additional incident 1n

response to the predicted label.

2. The method according to claim 1, wherein receiving a
given set of incidents from a given source comprises receiv-
ing a set of alerts from the given source and grouping the
alerts 1nto the given set of incidents.

3. The method according to claim 2, wherein the rule-
based labels comprise rule-based incident labels, and
wherein applying the labeling rules comprises identifying a
subset of the alerts from the given source having matching
labeling rules, and applying the labeling rules to identified
subset of alerts so as to generate respective rule-based alert
labels for the alerts 1n the subset.

4. The method according to claim 3, wherein the rule-
based alert labels have respective priorities, and wherein
assigning a given rule-based incident label to a given
incident comprises 1identifying a highest of the priorities, and
assigning the i1dentified highest priority to the given rule-
based incident label.

5. The method according to claim 2, wherein fitting the
model comprises computing an alert bitmask indicating the
alerts 1n each of the mcidents.

6. The method according to claim 1, wherein the subset of
the incidents comprises the incidents having matching label-
ing rules.

7. The method according to claim 1, wherein fitting the
model comprises computing one or more profile-based fea-
tures for the incidents.

8. The method according to claim 1, wherein fitting the
model comprises computing one or more binned features for
the 1ncidents.

9. The method according to claim 1, wherein fitting the
model comprises fitting respective models for the sources,
and wheremn fitting a given model for a given source
comprises analyzing the incidents recerved the sources other
than the given source.

10. The method according to claim 1, and further com-
prising computing respective counts of incidents recerved
from the sources, and wherein fitting the model comprises
analyzing the incidents received from the sources whose
respective counts exceed a specified threshold.

11. The method according to claim 1, wherein fitting the
model comprises {itting respective models for the sources,

10

15

20

25

30

35

40

45

50

55

60

65

24

and wheremn fitting a given model for a given source
comprises assigning a higher incident weight to the incidents
received from the given source, and assigning a lower
incident weight to the incidents received from the sources
other than the given source.

12. The method according to claim 1, wherein applying
the model comprises computing, using the model, a confi-
dence score indicating maliciousness of the additional inci-
dent, computing an impact score indicating damage that can
be caused by the additional incident, and wherein prioritiz-
ing the notification of the additional incident in response to
the predicted label comprises prioritizing the notification of
the additional incident in response to the confidence score
and the impact score.

13. The method according to claim 12, wherein the
additional incident comprises a sequence ol sub-incidents
having respective stages in the sequence, and wherein com-
puting the impact score for each of the sub-incidents com-
prises analyzing the respective stages of the sub-incidents.

14. The method according to claim 12, wherein receiving
the additional 1incident comprises receiving a set of alerts,
and grouping one or more of the alerts into the additional
incident.

15. The method according to claim 14, wherein comput-
ing the impact score comprises analyzing the grouped one or
more alerts.

16. The method according to claim 15, wherein the
grouped one or more alerts have respective alert types, and
wherein computing the impact score comprises analyzing a
given alert type.

17. The method according to claim 15, wherein the one of
the sources comprises one or more endpoints, and wherein
a given alert comprises a given endpoint accessing a speci-
fied Uniform Resource Locator (URL).

18. The method according to claim 15, wherein the one of
the sources comprises one or more endpoints, and wherein
a given alert comprises a given endpoint executing a com-
mand-line that matches a specified string.

19. The method according to claim 15, and further com-
prising computing a count of the grouped one or more alerts,
and wherein computing the impact score comprises analyz-
ing the computed count.

20. The method according to claim 15, wherein the one of
the sources comprises one or more endpoints, and further
comprising computing a volume of data transmitted by the
one or more endpoints during the additional given incident,
wherein computing the impact score comprises analyzing on
the computing volume of data.

21. The method according to claim 135, wherein the one of
the sources comprises one or more endpoints, and further
comprising determining a number of files accessed or modi-
fied by the one or more endpoints during the additional given
incident, wherein computing the impact score comprises
analyzing the determined number of files.

22. The method according to claim 15, wherein the one of
the sources comprises one or more endpoints, and further
comprising determiming one or more privileges of a user
accessing a given endpoint during the additional given
incident, wherein computing the impact score comprises
analyzing the determined one or more privileges.

23. The method according to claim 135, wherein the one of
the sources comprises one or more endpoints, and further
comprising determining a role of a given endpoint during the
additional given incident, whereimn computing the impact
score comprises analyzing the role.
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24. An apparatus, comprising:
a memory configured to store a set of labeling rules; and
at least one processor configured:

26

gram 1nstructions are stored, which istructions, when read
by a computer, cause the computer:
to receive, from a plurality of sources, respective sets of

to receive, from a plurality of sources, respective sets of

incidents, and respective source-assigned suspicious-
ness labels for the incidents:

incidents, and respective source-assigned suspicious- > ; .
. . to apply a set of labeling rules so as to assign rule-based
ness labels for the incidents, to apply a set of labeling {abels 1 Gve ineidents ; bset of the incident
_ , abels to respective incidents 1n a subset of the incidents
%'ulf?s SO as to assign rule-bz}seq label?, to respecﬁtwe in the received sets:
incidents 1 a subset of the incidents 1n the received to compare, in each of the incidents in the subset, the
sets, to compare, 1n each of the incidents in the subset, respective rule-based label to the respective source-
the respective rule-based label to the respective source- 10 assigned suspiciousness label so as to compute a
assigned suspiciousness label so as to compute a respective label quality score for each of the sources;
respective label quality score for each of the sources, to to identify the sources having respective label quality
identify the sources having respective label quality scores meeting a predefined criterion;
scores meeting a predefined criterion, to fit a model for . to fit a model for computing predicted labels to the
computing predicted labels to the incidents received incidents received from the identified sources and the
from the identified sources and the respective source- respective source-assigned suspiciousness labels of the
assigned suspiciousness labels of the incidents, to apply incidents: . o |
the model to an additional incident received from one to apply the model to an additional incident received from
of the sources to compute at least one score indicating 2 one Of, the sources to compute at least one score
at least one of maliciousness and damage of the addi- 1nd1cat11}g at leE}St OLC of maliciousness and damage of
tional incident, and to compute a predicted label for the the additional e {dent,, ‘an.d to compute a predicted
additional incident based on the at least one score, and label for the additional incident based on the at least
to prioritize a notification of the additional incident in ONE SCOIE, and _ , . o _
response to the predicted label. s to prioritize a notification of the additional incident 1n

25. A computer software product, the product comprising,

a non-transitory computer-readable medium, in which pro-

response to the predicted label.
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