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CROSS-INTERFACE CORRELATION OF
TRAFFIC

RELATED APPLICATION

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 16/035,073, filed Jul. 13, 2018 (now U.S. Pat.
No. 10,965,654), which claims priority under 35 U.S.C. §
119 to U.S. Provisional Patent Application No. 62/591,490,
filed on Nov. 28, 2017, the contents of which are incorpo-
rated by reference 1n their entireties.

BACKGROUND

Within a network, mterfaces may connect various com-
ponents to or within the network. For example, in a long-
term evolution (LTE) network, interfaces may permit a

mobility management entity device (MME), a serving gate-
way (SGW), a packet data network gateway (PGW), and/or

the like to communicate.

SUMMARY

According to some possible implementations, a method
may include monitoring, by a device, tratlic associated with
a user equipment (UE) on multiple interfaces of a network.
The method may include determining, by the device, an
identity associated with the UE or the traflic on the multiple
interfaces by correlating i1dentifiers associated with the UE
or the traflic across the multiple iterfaces. The identity may
umquely identify a subscriber associated with the UE or the
traflic. The method may include determining, by the device,
a set of elements to be used to decipher the traflic after
determining the 1dentity associated with the UE or the traflic.
The method may include deciphering, by the device, the
traflic utilizing the set of elements after determining the set
ol elements.

According to some possible implementations, a device
may 1nclude one or more memories; and one or more
processors, communicatively coupled to the one or more

memories, configured to monitor trafls

ic associated with a
user equipment (UE) on multiple mterfaces of a network.
The one or more processors may be configured to correlate
identifiers associated with the UE or the traflic across the
multiple interfaces after monitoring the traflic. The one or
more processors may be configured to determine an 1dentity
associated with the UE or the traflic on the multiple inter-
faces based on correlating the 1dentifiers. The identity may
umquely identify a subscriber associated with the UE or the
traflic. The one or more processors may be configured to
determine a set of elements to be used to decipher the traflic
after determiming the identity associated with the UE or the
traflic. The one or more processors may be configured to
decipher the tratlic utilizing the set of elements after deter-
mimng the set of elements.

According to some possible implementations, a non-
transitory computer-readable medium may store one or more
instructions that, when executed by one or more processors,
may cause the one or more processors to monitor tratflic
associated with a user equipment (UE) on multiple inter-
faces of a network. The one or more instructions, when
executed by the one or more processors, may cause the one
or more processors to correlate 1dentifiers associated with
the UE or the tratlic across the multiple interfaces after
monitoring the tratlic. The one or more instructions, when
executed by the one or more processors, may cause the one

or more processors to determine an identity associated with
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the UE or the traflic on the multiple interfaces based on
correlating the i1dentifiers. The identity may uniquely 1den-
tify a subscriber associated with the UE or the traflic. The
one or more 1nstructions, when executed by the one or more
processors, may cause the one or more processors to deter-
mine a set of elements to be used to decipher the traflic after
determining the identity associated with the UE or the traflic.

BRIEF DESCRIPTION OF THE

DRAWINGS

FIGS. 1A-1D are diagrams of an example implementation
described herein.

FIG. 2 1s a call tlow diagram of an example call flow for
cross-interface correlation of traffic.

FIG. 3 1s a call flow diagram of an example call flow for
cross-interface correlation of traific.

FIG. 4 1s a diagram of an example environment in which
systems and/or methods, described herein, may be imple-
mented.

FIG. 5 1s a diagram of example components of one or
more devices of FIG. 2.

FIG. 6 1s a flow chart of an example process for cross-
interface correlation of traflic.

FIG. 7 1s a flow chart of an example process for cross-
interface correlation of trafhic.

FIG. 8 1s a flow chart of an example process for cross-

.

intertace correlation of trathc.

DETAILED DESCRIPTION

The following detailed description of example implemen-
tations refers to the accompanying drawings. The same
reference numbers 1 different drawings may identily the
same or similar elements.

Within a network (e.g., a long-term evolution (LTE)
network, a cellular network, and/or the like) traflic on
various 1nterfaces associated with the network may be
ciphered (e.g., ciphered using an encryption algorithm,
encrypted, and/or the like). For example, traflic on a control
plane and/or a user plane of the interfaces may be ciphered.
While c1pher1ng the traiflic can protect a third party from
reading the trailic, identitying a source of the traflic, a
destination of the trailic, and/or the like, the ciphering can
prevent a third party (e.g., a network operator) from per-
forming services on the trafhic (e.g., user-specific and/or
network-related analytics and/or performance evaluation),
performing trouble shooting on the trathic, and/or the like. In
addition, different interfaces within a network may utilize
different sets of identifiers for a source of tratlic, a destina-
tion of trailic, and/or the like. This limits a capability of a
third party to provide services to subscribers of a network,
from 1mproving network functioning via monitoring the
network (e.g., to reduce computing resource and/or network
resource consumption, to improve throughput of the net-
work, and/or the like), and/or the like.

Some 1mplementations described herein provide a tratlic
monitoring device that 1s capable of monitoring traflic on
various 1nterfaces associated with a network, determining a
set of elements that have been used to cipher the trathic, and
deciphering the trathic utilizing the set of elements. In this
way, the traflic monitoring device facilitates real-time moni-
toring of device-specific trathic. This facilitates provisionming,
ol additional services to devices within a network, thereby
improving functioning of the network and/or the devices. In
addition, this facilitates monitoring of analytics and/or a
performance of a network and/or devices within the net-
work, thereby {facilitating faster identification of perfor-
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mance 1ssues related to the network and/or the devices
within the network. Further, this reduces or eliminates
excess consumption of computing resources, network
resources, and/or the like via improved monitoring of tratlic
exchanged among devices within a network.

FIGS. 1A-1D are diagrams of an example implementation
100 described herein. As shown 1n FIG. 1A, implementation
100 includes a traflic monitoring device, a mobility man-
agement entity device (MME), a serving gateway (SGW), a
set of base stations, shown as a master evolved node B
(MeNB) (e.g., a 4G MeNB), a secondary next generation
node B (SgINB) central unit (CU) (e.g., a 5G SgNB (CU)),
and an SgINB distributed unit (DU) (e.g., a 5G SgINB (DU)),
and a user equipment (UE). In addition, FIG. 1A shows
various interfaces between devices of implementation 100.
For example, the interfaces may include a third generation
partnership project (3GPP) LTE-Uu mterface, a 3GPP new
radio (NR) Uu interface (NR-Uu), a 3GPP F1 interface, a
3GPP X2 interface, multiple 3GPP S1 interfaces, and a
3GPP S11 interface.

As shown by reference number 102, the traflic monitoring
device may monitor traflic, associated with a UE, on mul-
tiple interfaces. For example, the tratic monitoring device
may monitor the traflic in real-time, based on receiving a
copy of the traflic from one or more of the other devices
associated with implementation 100, based on receiving a
copy of the traflic from an application 1nstalled on one or
more of the other devices associated with implementation
100, based on requesting the trailic, and/or the like. In some
implementations, the traflic monitoring device may not
receive contents of the traflic (e.g., a body of a communi-
catlon) but rather may receive metadata associated with the
traflic (e.g., information that can be used to identify a source
ol the tratlic, a destination of the traflic, a network services
subscriber associa‘[ed with the traflic, and/or the like). This
maintains a privacy of the traflic that could otherwise be
compromised via receipt of contents of the trathic.

In some implementations, the tratlic may be ciphered
(€. 2., encrypted, protected, and/or the like). For example, the
traflic may be ciphered utilizing an encryption algorithm,
such as a 5G/New Radio (NR) encryption algorithm (NEA)
by a SgNB utilizing a S-KgINB, or an evolved packet system
(EPS) encryption algorithm (EEA) by a MeNB utilizing a
KeNB. In some implementations, the trailic monitoring
device may not monitor tratlic between the UE and a set of
base stations. For example, the traflic monitoring device
may not monitor traflic between the UE and the MeNB (e.g.,
on the LTE-Uu interface) and/or between the UE and the
Sg\TB (DU) (e.g., on the NR-Uu interface). In this way, the
traflic monitoring device does not monitor traflic directly to
and/or from the UE. This reduces or eliminates interruptions
to communications between the UE and a base station that
could occur 11 the trafhic monitoring device monitored traflic
directly to and/or from the UE. In addition, this improves a
privacy of the traflic. In some implementations, traflic on
different interfaces may utilize different 1dentifiers to 1den-
tlfy the UE, an account associated with the UE and/or the
traflic, a subscriber associated with the tratlic and/or the UE,
and/or the like. In some implementations, some of the
identifiers used on the different interfaces may not uniquely
identify the UE, the account, the subscriber, and/or the like.

Turning to FIG. 1B, and as shown by reference number
104, the trathic momtormg device may determine an 1dentity
associated with the traflic on the multiple interfaces by
correlating identifiers associated with the UE and/or the
traflic across the multiple interfaces. For example, the trathic
monitoring device may correlate different identifiers used on
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different interfaces 1n association with the traffic. Continuing
with the previous example, a network may utilize a first
identifier to 1dentify the UE on a first interface, and may
utilize a second identifier to i1dentity the UE on a second
interface, and the traflic monitoring device may correlate the
first identifier and the second 1dentifier so that the traflic can
be associated with a UE, an account, a subscriber, and/or the
like regardless of the identifier utilized. In some implemen-
tations, an identity may uniquely identify the UE, a sub-
scriber associated with the UE and/or the traflic, an account
associated with the UE and/or the traflic, and/or the like. For
example, the identity may be based on an international
mobile subscriber identity (IMSI), an international mobile
equipment identity (IMEI), and/or the like.

As shown by reference number 106, the tratlic monitoring
device may determine an 1dentity based on a general packet
radio service (GPRS) tunneling protocol user plane (GTP-U)
tunnel endpoint identifier (TEID) (GTP-U TEID). For
example, and as shown by reference number 108, the traflic
monitoring device may correlate an IMSI and a GTP-U
TEID on an S11 terface (e.g., both the IMSI and the
GTP-U TEID may be used 1n association with trailic on the
S11 interface). Continuing with the previous example, and
as described in more detail elsewhere herein, signaling on
the S11 interface may utilize both the IMSI and the GTP-U
TEID 1n association with establishing a communications
session for the UE. In this way, the traflic monitoring device
may map traffic that utilizes a GTP-U TEID to an IMSI (e.g.,
to a UE, to an account, to a subscriber, and/or the like
associated with the IMSI). In some implementations, the
traflic monitoring device may store information in a data
structure, 11 memory resources of the traflic momitoring
device, and/or the like, that identifies a mapping of the
GTP-U TEID and the IMSI.

As shown by reference number 110, based on correlating
the GTP-U TEID and the IMSI on the S1 interface, the trathc
monitoring device can identily an i1dentity for traflic on one
or more other interfaces. For example, the traflic monitoring
device can map traflic on the S1 interface, the X2 interface,
and/or the F1 interface to the same IMSI that was correlated
with the GTP-U TFEID on the S11 interface. In this way, the
traflic monitoring device can determine an identity associ-
ated with tratlic across multiple interfaces utilizing a GTP-U
TED (e.g., utilizing information that identifies a mapping of
the GTP-U TEID and an IMSI).

As shown by reference number 112, the traflic monitoring
device may determine an identity based on a master node
key (KeNB) and a secondary node key (S-KgNB). For
example, and as shown by reference number 114, the traflic
monitoring device may correlate an IMSI and a KeNB on an
S1 interface (e.g., both the IMSI and the KeNB may be used
in association with tratlic on the S1 interface). In this way,
the traflic monitoring device may map trathic that utilizes a
KeNB to an IMSI (e.g., to a UE, to an account, to a
subscriber, and/or the like associated with the IMSI). In
some 1mplementations, the traflic monitoring device may
store information in a data structure, 1n memory resources of
the tratlic monitoring device, and/or the like, that identifies
a mapping ol the KeNB and the IMSI.

As shown by reference number 116, the traflic monitoring
device may utilize an S-KgNB to correlate tratlic on one or
more other interfaces with the IMSI. For example, an
S-KgNB may be derived from a KeNB (e.g., via a known
process). In some 1mplementations, the traflic monitoring
device may determine the S-KgNB that 1s expected on the
one or more other iterfaces based on the KeNB 1dentified
on the S1 interface. In some 1mplementations, based on
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determining the S-KgNB, the traflic momitoring device may
identity traflic that utilizes the S-KgNB as being associated
with the IMSI. In this way, the traflic monitoring device may

correlate traflic across multiple interfaces utilizing a KeNB
and an S-KgNB.

Turning to FIG. 1C, and as shown by reference number
118, the traflic monitoring device may determine a set of
clements to be used to decipher the trathic after determining
the 1dentity associated with the UE and/or the traflic. For
example, the set of elements may include an NEA or an EEA
used to encrypt the traflic, a cipher key associated with the
traflic, a bearer associated with the traflic, a count associated
with the traflic, a direction associated with the traflic, and/or

a length associated with the trathic. Continuing with the

previous example, the trailic monitoring device may gener-
ate a security context for the trathc and/or for the UE
associated with the traflic (e.g., a source of the trafhic, a
destination of the traflic, and/or the like) that permits deci-
phering of non-access stratum (NAS)-related information
and/or radio resource control (RRC)-related information

associated with the traflic. In some 1mplementations, the
traflic monitoring device may determine the set of elements
from information included in the tratlic (e.g., metadata
associated with the tratlic), based on the 1dentity determined
for the UE and/or the traflic (e.g., the IMSI), an identifier
associated with the traflic (e.g., a GTP-U TEID, a KeNB, an

S-KgNB, and/or the like).

As shown by reference number 120, the traflic monitoring
device may determine an NEA or an EEA utilized to cipher
the traflic. In some 1mplementations, the traflic monitoring
device may process the traflic to determine the NEA or the
EEA utilized for the traflic. For example, the traflic moni-
toring device may process an RRC Reconfiguration and/or
security mode command message to determine the NEA or
the EEA utilized (e.g., the RRC Reconfiguration and/or
security mode command message may include an identifier
in a particular field associated with the RRC Reconfiguration
and/or security mode command message that identifies a
particular NEA or EEA utilized to cipher the traflic). As
specific examples, a first identifier may 1dentify the NEA or
the EEA utilized as a RRC and user plane encryption
algorithm (N-RRC-enc-alg and N-UP-enc-alg for a gNB,
RRC-enc-alg and UP-enc-alg for an eNB), a second 1den-
tifier may 1dentity the 5G/NR itegrity algorithm (INIA)
utilized as an RRC integrity algorithm (N-RRC-int-alg for a
gNB, RRC-int-alg for an eNB).

In some implementations, aiter determining an NEA or an
EEA associated with the trathic, the trathc momitoring device
may determine a set of cipher keys associated with the trathic
and/or the NEA or the EEA. For example, and as shown by
reference number 122, the trail

™

1Ic monitoring device may
determine an RRC encryption key (Krrc-enc) and/or a user
plane encryption key (Kup-enc) based on the S-KgNB or the
KeNB associated with the traflic. In some implementations,
to determine the Krrc-enc and/or the Kup-enc, the traflic
monitoring device may utilize a hash-based message authen-
tication code (HMAC). For example, the traiflic monitoring
device may utilize an HMAC secure hash algorithm
(HMAC-SHA), such as an HMAC-SHA-1 cryptographic
hash tunction, an HMAC-SHA-2 cryptographic function, an
HMAC-SHA-3 cryptographic function, and/or the like. In
some 1mplementations, the particular HMAC that the traflic
monitoring device needs to utilize may be based on the key
to be determined. For example, to determine the Krrc-enc
and/or the Kup-enc, the tratlic monitoring device may utilize

an HMAC-SHA-256.
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In some 1mplementations, the traflic monitoring device
may utilize a set of variables as mput to the HMAC. For
example, the traflic momtoring device may utilize the
S-KgNB or the KeNB as a first variable and another variable
as a second variable as mput to the HMAC. In some
implementations, the second variable may be a function of
one or more other variables. For example, the second
variable may be a function of a function code (e.g., a 0x15
function code, a 0x11 function code, and/or the like), an
algorithm type distinguisher, a length of the algorithm type
distinguisher, an algorithm identity, a length of the algorithm
identity, and/or the like. In some implementations, output
from the HMAC may include the Krrc-enc and/or the
Kup-enc. In this way, the traflic monitoring device may
determine the Krrc-enc and/or the Kup-enc.

In some implementations, the trail

1Ic monitoring device
may determine one or more other elements to be used to
decipher the traflic. For example, and as shown by reference
number 124, the tratlic momtoring device may determine a
bearer (e.g., a radio bearer), a count (e.g., an order of the
traflic 1n relation to other traflic), a direction (e.g., uplink or
downlink), and/or a length (e.g., a byte length) associated
with the traflic. In some 1implementations, the trathic moni-
toring device may determine these elements from metadata
associated with the tratlic, based on monitoring the traflic,
and/or the like. In this way, the traflic monitoring device may
determine the set of elements related to deciphering the
traflic.

Turning to FIG. 1D, and as shown by reference number
126, the traflic monitoring device may decipher the traflic
utilizing the set of elements after determining the set of

clements. For example, the traih

ic monitoring device may
decipher control plane signaling radio bearers (SRBs). Addi-
tionally, or alternatively, and as another example, the tratflic
monitoring device may decipher user plane data radio bear-
ers (DRBs). In some implementations, and as shown by
reference number 128, the traflic monitoring device may
utilize the set of elements to decipher the trathic. For
example, the trail

ic monitoring device may nput the cipher
key (e.g., the Krrc-enc and/or the Kup-enc), the bearer, the
count, the direction, and/or the length into the NEA or the
EEA. In some implementations, output from inputting the
set of elements into the NEA or the EEA may include a
keystream that can be utilized to decipher the traflic. As
shown by reference number 130, the trathic momitoring
device may decipher the traflic utilizing the keystream. For
example, the traflic momtoring device may decipher the
SRBs and/or the DRBs by processing the SRBs and/or the
DRBs utilizing the keystream.

In some implementations, the traflic monitoring device
may perform one or more other actions. In some implemen-
tations, the tratlic monitoring device may perform analytics
on the traflic (e.g., UE-specific analytics, interface-specific
analytics, and/or the like). Additionally, or alternatively, the
traflic monitoring device may generate a report related to the
traflic and/or the analytics. Additionally, or alternatively, the
traflic monitoring device may provide information related to
the trailic for troubleshooting purposes (e.g., to a client
device, a server device, and/or the like). Additionally, or
alternatively, the trath

1ic monitoring device may output infor-
mation related to the trathic for display (e.g., via a client
device associated with a network operator). For example, the
traflic monitoring device may generate a report related to the
tratlic (e.g., that includes a result of analyzing the traflic),
and may output the report for display via a client device.
In this way, the traflic momitoring device may correlate
tratlic across multiple interfaces and may decipher the trathic
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utilizing a determined cipher key. This facilitates tratlic-
related monitoring of metrics. In addition, this improves
network functioning by facilitating troubleshooting and/or
other services based on a UE, an account, a subscriber,
and/or the like associated with the trafhc. Further, this
facilitates cross-interface provisioning of services, thereby
improving network functioning.

As indicated above, FIGS. 1A-1D are provided merely as
an example. Other examples are possible and may differ
from what was described with regard to FIGS. 1A-1D.

FI1G. 2 1s a call flow diagram of an example call flow 200
for cross-interference correlation of traflic. For example,
FIG. 2 shows an example of correlating traflic across mul-
tiple interfaces utilizing a GTP-U TEID. As shown 1n FIG.
2, and by reference number 202, the UE may send an iitial
message to an eNB (e.g., the MeNB from FIGS. 1A-1D).
The mitial message may be associated with attachment of
the UE to a network, establishment of a connection to the
network, establishment of a communications session with
the network, and/or the like. As shown by reference number
204, the eNB may provide the imitial message to an MME.
As shown by reference number 206, the MME may com-
municate with the UE to perform authentication of the UE.

As shown by reference number 208, the MME may
communicate with an SGW to create a session (e.g., a
communications session) for the UE utilizing an IMSI
associated with the UE. As shown by reference number 210,
the SGW may send a response to the MME that includes an
S1 interface Internet protocol (IP) address for the UE and a
GTP-U TEID for the UE. In some implementations, the
traflic monitoring device may be momtoring this traflic and
may 1dentity the IMSI and the GTP-U TED on the S11
interface between the MME and the SGW, thereby facili-
tating correlation of the GTP-U TEID with the IMSI.

As shown by reference number 212, the MME may send
a message, indicating that the establishment of the session
has been accepted, to the eNB. In some implementations,
this message may include the IP address described above
and the GTP-U TEID. As shown by reference number 214,
the eNB may add a context (e.g., a security context) for the
session by communicating with a gNB (e.g., the SgNB from
FIGS. 1A-1D). As shown by reference number 216, the gNB
may send a message to the eNB 1ndicating that the addition
of the context has been accepted. As shown by reference
number 218, the eNB may send a message to the UE
indicating that the session and/or the context has been
accepted.

In this way, the trathic monitoring device may correlate
multiple 1nterfaces (e.g., an X2 interface, an F1 interface,
and/or the like) using a GTP-U TED and may then utilize the
GTP-U TEID to correlate a session on the multiple inter-
faces with an IMSI. In addition, any temporary i1dentifiers
observed on the multiple interfaces can be mapped to the
IMSI 1n a similar manner.

As 1indicated above, FIG. 2 1s provided merely as an
example. Other examples are possible and may differ from
what was described with regard to FIG. 2.

FIG. 3 1s a call tlow diagram of an example call flow 300
for cross-interface correlation of trathic. For example, FIG. 3
shows an example of correlating traflic across multiple
interfaces utilizing a GTP-U TEID. As shown by reference
number 302, a UE may send an initial message to an eNB
(e.g., the MeNB from FIGS. 1A-1D), 1n a manner similar to
that described elsewhere herein. As shown by reference
number 304, the eNB may send the initial message to an
MME. As shown by reference number 306, the MME and

the UE may communicate to perform authentication of the
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UE (e.g., utilizing an IMSI associated with the UE). As
shown by reference number 308, the MME may send a
message to the eNB indicating that the MME has accepted
the UE’s 1nitial message (e.g., utilizing a KeNB). In some
implementations, the tratlic momtoring device may derive

the S-KgNB from the K-eNB, and utilize the S-KgNB to
correlate communications with the IMSI, in a manner simi-
lar to that described elsewhere herein.

As shown by reference number 310, the eNB may add a
context (e.g., a security context) to a communications ses-
sion between the UE and a network (e.g., utilizing the
S-KgNB) by communicating with a gNB (e.g., the SgNB
from FIGS. 1A-1D). As shown by reference number 312, the
gNB may send a message to the eNB indicating that the
initial message from the UE has been accepted, that the
context has been accepted, that the communications session
has been accepted, and/or the like. As shown by reference
number 314, the eNB may send a message to the UE
indicating that the initial message has been accepted, that the
context has been accepted, that the communications session
has been accepted, and/or the like.

In this way, the trailic monitoring device can correlate an
X2 and an F1 interface utilizing an S-KgNB and can
associate an IMSI with communications on the X2 and the
F1 interface. In addition, any temporary 1dentifiers observed
can be correlated to the IMSI 1n a similar manner.

As 1ndicated above, FIG. 3 1s provided merely as an
example. Other examples are possible and may differ from
what was described with regard to FIG. 3.

FIG. 4 1s a diagram of an example environment 400 1n
which systems and/or methods, described herein, may be
implemented. As shown in FIG. 4, environment 400 may
include a user equipment 405, a base station 410, a mobaility
management entity device (MME) 4135, a serving gateway
(SGW) 420, a packet data network gateway (PGW) 425, a
home subscriber server (HSS) 430, an authentication, autho-
rization, and accounting server (AAA) 435, a network 440,
and a traflic monitoring device (445). Devices of environ-
ment 400 may iterconnect via wired connections, wireless
connections, or a combination of wired and wireless con-
nections.

Some 1mplementations are described herein as being
performed within a long term evolution (LTE) network for
explanatory purposes. Some implementations can be per-
formed within a network that 1s not an LTE network, such as
a third generation (3G) network, a fourth generation (4G)
network, a fifth generation (5G) network, etc.

Environment 400 includes an evolved packet system
(EPS) that includes an LTE network and/or an evolved
packet core (EPC) that operate based on a third generation
partnership project (3GPP) wireless communication stan-
dard. The LTE network may include a radio access network
(RAN) that includes one or more base stations 410 that take
the form of evolved Node Bs (eNBs), next generation Node

Bs (gNBs), and/or the like via which user equipment 405
communicates with the EPC. The EPC includes MMFE 415,

SGW 420, and/or PGW 425 that enable user equipment 405
to communicate with network 440 and/or an Internet pro-
tocol (IP) multimedia subsystem (IMS) core. The IMS core
may include HSS 430 and/or AAA 435, and can manage
device registration and authentication, session initiation,
etc., associated with user equipment 405. HSS 430 and/or
AAA 435 can reside in the EPC and/or the IMS core.
User equipment 405 includes one or more devices capable
of communicating with base station 410 and/or a network
(e.g., network 440). For example, user equipment 4035 may
include a mobile phone (e.g., a smartphone or a radiotele-
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phone), a laptop computer, a tablet computer, a gaming
device, a wearable communication device (e.g., a smart
wristwatch or a pair of smart eyeglasses), or a similar type
of device. Although FIG. 4 shows a single user equipment
405, 1n practice, there can be hundreds, thousands, millions,
ctc. of user equipment 405 communicating with hundreds,
thousands, millions, etc. of base stations 410, as described
clsewhere herein.

Base station 410 includes one or more devices capable of
transierring tratlic, such as audio, video, text, and/or other
traflic, destined for and/or received from user equipment
405. In some implementations, base station 410 may include
an eNB, a gNB, and/or the like associated with the LTE
network that receives trathic from and/or sends traflic to
network 440 via SGW 420 and/or PGW 425. Additionally,
or alternatively, one or more base stations 410 can be
associated with a RAN that 1s not associated with the LTE
network. Base station 410 can send traflic to and/or receive
traflic from user equipment 405 via an air interface. In some
implementations, base station 410 may 1nclude a small cell
base station, such as a base station of a microcell, a picocell,
and/or a femtocell.

MME 415 includes one or more devices, such as one or
more server devices, capable of managing authentication,
activation, deactivation, and/or mobility functions associ-
ated with user equipment 405. In some implementations,
MME 415 can perform operations relating to authentication
of user equipment 4035. Additionally, or alternatively, MME
415 can facilitate the selection of a particular SGW 420
and/or a particular PGW 425 to serve trailic to and/or from
user equipment 405. MME 415 can perform operations
associated with handing off user equipment 405 from a {irst
base station 410 to a second base station 410 when user
equipment 405 1s transitioning from a first cell associated
with the first base station 410 to a second cell associated
with the second base station 410. Additionally, or alterna-
tively, MME 415 can select another MME (not pictured), to
which user equipment 405 should be handed off (e.g., when
user equipment 405 moves out of range of MME 415).

SGW 420 includes one or more devices capable of routing
packets. For example, SGW 420 may include one or more
data processing and/or trathic transter devices, such as a
gateway, a router, a modem, a switch, a firewall, a network
interface card (NIC), a hub, a bridge, a server device, an
optical add/drop multiplexer (OADM), or any other type of
device that processes and/or transfers traflic. In some 1mple-
mentations, SGW 420 can aggregate traflic received from
one or more base stations 410 associated with the LTE
network, and can send the aggregated tratlic to network 440
(e.g., via PGW 4235) and/or other network devices associated
with the EPC and/or the IMS core. SGW 420 can also
receive trathc from network 440 and/or other network
devices, and can send the received traflic to user equipment
405 via base station 410. Additionally, or alternatively, SGW
420 can perform operations associated with handing off user
equipment 405 to and/or from an LTE network.

PGW 425 may include one or more devices capable of
providing connectivity for user equipment 405 to external
packet data networks (e.g., other than the depicted EPC
and/or LTE network). For example, PGW 4235 may 1nclude
one or more data processing and/or traflic transier devices,
such as a gateway, a router, a modem, a switch, a firewall,
a NIC, a hub, a bridge, a server device, an OADM, or any
other type of device that processes and/or transiers traflic. In
some 1mplementations, PGW 4235 can aggregate traflic
received from one or more SGWs 420, and can send the

agoregated traflic to network 440. Additionally, or alterna-
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tively, PGW 425 can receive traflic from network 440, and
can send the traflic to user equipment 403 via SGW 420 and
base station 410. PGW 425 can record data usage informa-

tion (e.g., byte usage), and can provide the data usage
information to AAA 435.

HSS 430 includes one or more devices, such as one or
more server devices, capable of managing (e.g., receiving,
generating, storing, processing, and/or providing) informa-
tion associated with user equipment 405. For example, HSS
430 can manage subscription information associated with
user equipment 405, such as information that identifies a
subscriber profile of a user associated with user equipment
403, information that 1dentifies services and/or applications
that are accessible to user equipment 405, location informa-
tion associated with user equipment 405, a network 1denti-
fier (e.g., a network address) that 1dentifies user equipment
403, information that identifies a treatment of user equip-
ment 405 (e.g., quality of service information, a quantity of
minutes allowed per time period, a quantity of data con-
sumption allowed per time period, etc.), and/or similar
information. HSS 430 can provide this information to one or
more other devices of environment 400 to support the
operations performed by those devices.

AAA 435 includes one or more devices, such as one or
more server devices, that perform authentication, authoriza-
tion, and/or accounting operations for communication ses-
sions associated with user equipment 4035. For example,
AAA 435 can perform authentication operations for user
equipment 405 and/or a user of user equipment 4035 (e.g.,
using one or more credentials), can control access, by user
equipment 405, to a service and/or an application (e.g.,
based on one or more restrictions, such as time-of-day
restrictions, location restrictions, single or multiple access
restrictions, read/write restrictions, etc.), can track resources
consumed by user equipment 405 (e.g., a quantity of voice
minutes consumed, a quantity ol data consumed, etc.),
and/or can perform similar operations.

Network 440 1ncludes one or more wired and/or wireless
networks. For example, network 440 may include a cellular
network (e.g., a long-term evolution (LTE) network, a code
division multiple access (CDMA) network, a 3G network, a
4G network, a 5G network, or another type of cellular
network), a public land mobile network (PLMN), a local
area network (LAN), a wide area network (WAN), a met-
ropolitan area network (MAN), a telephone network (e.g.,
the Public Switched Telephone Network (PSTN)), a private
network, an ad hoc network, an intranet, the Internet, a fiber
optic-based network, a cloud computing network, and/or the
like, and/or a combination of these or other types of net-
works.

Trathic monitoring device 4435 includes one or more
devices capable of monitoring tratlic on various interfaces
associated with a network, determining a set of elements that
have been used to cipher the traflic, and deciphering the
traffic utilizing the set of elements. For example, traflic
monitoring device 445 may include a server (e.g., in a data
center or a cloud computing environment), a data center
(e.g., a multi-server micro datacenter), a workstation com-
puter, a virtual machine (VM) provided 1n a cloud comput-
ing environment, or a similar type of device. In some
implementations, traih

ic monitoring device 445 may be a
physical device implemented within a housing, such as a
chassis. In some 1implementations, traflic monitoring device
445 may be a virtual device implemented by one or more
computer devices of a cloud computing environment or a
data center.
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The number and arrangement of devices and networks
shown 1n FIG. 4 are provided as an example. In practice,
there may be additional devices and/or networks, fewer
devices and/or networks, different devices and/or networks,
or differently arranged devices and/or networks than those
shown 1n FIG. 4. Furthermore, two or more devices shown
in FIG. 4 may be implemented within a single device, or a
single device shown in FIG. 4 may be implemented as
multiple, distributed devices. Additionally, or alternatively, a
set of devices (e.g., one or more devices) of environment
400 may perform one or more functions described as being
performed by another set of devices of environment 400.

FIG. 5 1s a diagram of example components of a device
500. Device 500 may correspond to user equipment 405,
base station 410, MME 415, SGW 420, PGW 425, HSS 430,
AAA 435, and/or traflic monitoring device 445. In some
implementations, user equipment 405, base station 410,
MME 415, SGW 420, PGW 425, HSS 430, AAA 435 and/or
traflic monitoring device 445 may include one or more
devices 500 and/or one or more components ol device 500.
As shown 1 FIG. 5, device 500 may include a bus 510, a
processor 320, a memory 330, a storage component 540, an
input component 550, an output component 560, and a
communication interface 570.

Bus 510 includes a component that permits communica-
tion among the components of device 500. Processor 520 1s
implemented in hardware, firmware, or a combination of
hardware and software. Processor 520 1s a central processing
unit (CPU), a graphics processing unit (GPU), an acceler-
ated processing unit (APU), a microprocessor, a microcon-
troller, a digital signal processor (DSP), a field-program-
mable gate array (FPGA), an application-specific integrated
circuit (ASIC), or another type of processing component. In
some 1mplementations, processor 520 includes one or more
processors capable of being programmed to perform a
function. Memory 530 includes a random access memory
(RAM), a read only memory (ROM), and/or another type of
dynamic or static storage device (e.g., a flash memory, a
magnetic memory, and/or an optical memory) that stores
information and/or 1nstructions for use by processor 520.

Storage component 540 stores information and/or sofit-
ware related to the operation and use of device 500. For
example, storage component 540 may include a hard disk
(e.g., a magnetic disk, an optical disk, a magneto-optic disk,
and/or a solid state disk), a compact disc (CD), a digital
versatile disc (DVD), a tloppy disk, a cartridge, a magnetic
tape, and/or another type of non-transitory computer-read-
able medium, along with a corresponding drive.

Input component 550 includes a component that permits
device 500 to receive mformation, such as via user mput
(e.g., a touch screen display, a keyboard, a keypad, a mouse,
a button, a switch, and/or a microphone). Additionally, or
alternatively, input component 550 may include a sensor for
sensing mnformation (e.g., a global positioning system (GPS)
component, an accelerometer, a gyroscope, and/or an actua-
tor). Output component 560 includes a component that
provides output information from device 300 (e.g., a display,
a speaker, and/or one or more light-emitting diodes (LEDs)).

Communication interface 570 includes a transceiver-like
component (e.g., a transceiver and/or a separate recerver and
transmitter) that enables device 500 to communicate with
other devices, such as via a wired connection, a wireless
connection, or a combination of wired and wireless connec-
tions. Communication interface 570 may permit device 500
to recerve miormation from another device and/or provide
information to another device. For example, communication
interface 570 may include an Fthernet interface, an optical
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interface, a coaxial interface, an infrared interface, a radio
frequency (RF) interface, a universal senial bus (USB)
interface, a Wi-Fi interface, a cellular network interface, or
the like.

Device 500 may perform one or more processes described
herein. Device 500 may perform these processes based on
processor 520 executing software instructions stored by a
non-transitory computer-readable medium, such as memory
530 and/or storage component 540. A computer-readable
medium 1s defined herein as a non-transitory memory
device. A memory device includes memory space within a
single physical storage device or memory space spread
across multiple physical storage devices.

Software instructions may be read mto memory 530
and/or storage component 540 from another computer-
readable medium or from another device via communication
interface 570. When executed, software instructions stored
in memory 530 and/or storage component 540 may cause
processor 520 to perform one or more processes described
herein. Additionally, or alternatively, hardwired circuitry
may be used in place of or in combination with software
instructions to perform one or more processes described
herein. Thus, implementations described herein are not
limited to any specific combination of hardware circuitry
and software.

The number and arrangement of components shown 1n
FIG. § are provided as an example. In practice, device 500
may include additional components, fewer components,
different components, or diflerently arranged components
than those shown 1n FIG. 5. Additionally, or alternatively, a
set of components (e.g., one or more components) of device
500 may perform one or more functions described as being
performed by another set of components of device 500.

FIG. 6 1s a flow chart of an example process 600 for
cross-interface correlation of tratlic. In some 1mplementa-
tions, one or more process blocks of FIG. 6 may be per-
formed by a traflic monitoring device (e.g., traflic monitor-
ing device 445). In some implementations, one or more
process blocks of FIG. 6 may be performed by another
device or a group of devices separate from or including the
traflic monitoring device, such as a user equipment (e.g.,
user equipment 405), a base station (e.g., base station 410),
an MME (e.g., MME 415), an SGW (e.g., SGW 420), a
PGW (e.g., PGW 425), an HSS (e.g., HSS 430), and/or an
AAA (e.g., AAA 435).

As shown 1n FIG. 6, process 600 may include monitoring
traflic associated with a user equipment (UE) on multiple
interfaces of a network (block 610). For example, the traflic
monitoring device (e.g., using processor 520, mput compo-
nent 550, communication mterface 570, and/or the like) may
monitor tratlic associated with a UE on multiple interfaces
of a network, 1n a manner that 1s the same as or similar to
that described with regard to FIGS. 1A-1D.

As further shown in FIG. 6, process 600 may include
determining an 1dentity associated with the UE and/or the
traffic on the multiple interfaces by correlating 1dentifiers
associated with the UE or the traflic across the multiple
interfaces (block 620). For example, the traflic monitoring
device (e.g., using processor 520, memory 530, storage
component 540, and/or the like) may determine an i1dentity
associated with the UE and/or the trathic on the multiple
interfaces by correlating i1dentifiers associated with the UE
and/or the traflic across the multiple interfaces, in a manner
that 1s the same as or similar to that described with regard to
FIGS. 1A-1D. In some implementations, the identity may
unmiquely 1identify a subscriber associated with the UE and/or
the trafhic.
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As further shown i FIG. 6, process 600 may include
determining a set of elements to be used to decipher the
traflic after determining the identity associated with the UE
and/or the traflic (block 630). For example, the traflic
monitoring device (e.g., using processor 520, memory 530,
storage component 540, and/or the like) may determine a set
of elements to be used to decipher the tratlic after determin-
ing the identity associated with the UE and/or the traflic, 1n
a manner that 1s the same as or similar to that described w1th
regard to FIGS. 1A-1D.

As further shown i FIG. 6, process 600 may include
deciphering the traflic utilizing the set of elements after
determining the set of elements (block 640). For example,
the traflic monitoring device (e.g., using processor 520,
memory 330, storage component 540, and/or the like) may
decipher the tratlic utilizing the set of elements after deter-
mimng the set of elements, in a manner that 1s the same as
or similar to that described with regard to FIGS. 1A-1D.

Process 600 may include additional implementations,
such as any single implementation or any combination of
implementations described below and/or 1n connection with
one or more other processes described elsewhere herein.

In some implementations, the multiple interfaces may
include a third generation partnership project (3 GPP) F1
interface, a 3 GPP S1 interface, a 3 GPP S11 interface,
and/or a 3GPP X2 interface. In some implementations, the
set of elements may include an evolved packet system (EPS)
encryption algonithm (EEA) or a 5G/New Radio (NR)
encryption algorithm (NEA) used to encrypt the tratlic, a
cipher key associated with the tratlic, a bearer associated
with the trathic, a count associated with the tratlic, a direction
associated with the traflic, and/or a length associated with
the traflic.

In some 1mplementations, traflic monitoring device may
correlate an international mobile subscriber identity (IMSI)
and a general packet radio service (GPRS) tunneling proto-
col user plane (GTP-U) tunnel endpoint 1dentifier (TEID)
(GTP-U TEID) on an interface of the multiple interfaces
after monitoring the trathic. In some implementations, the
traiflic monitoring device may determine the identity asso-
ciated with the UE and/or the traflic on the multiple inter-
taces based on correlating the IMSI and the GTP-U TEID on
the interface.

In some implementations, the traflic monitoring device
may correlate an international mobile subscriber identity
(IMSI) and a master node key (KeNB) on an interface of the
multiple interfaces, and may determine a secondary node
key (S-KgNB), associated with the KeNB, on one or more
other interfaces of the multiple interfaces after correlating
the IMSI and the KeNB. In some implementations, the tratlic
monitoring device may determine the identity associated
with the UE and/or the traflic on the multiple interfaces
based on correlating the IMSI and the KeNB, and/or based
on determining the S-KgNB.

In some implementations, the traflic monitoring device
may determine a cipher key associated with the identity after
determining the identity, and may store the cipher key 1n a
memory resource of the device after determining the cipher
key. In some implementations, the cipher key may be
included 1n the set of elements. In some 1mplementations,
the tratlic monitoring device may determine an evolved
packet system (EPS) encryption algorithm (EEA) or a
5G/New Radio (NR) encryption algorithm (NEA) used to
encrypt the traflic after determining the i1dentity associated
with the UE or the traflic, may determine a set of keys from
a master node key (KeNB) or a secondary node key
(S-KgNB) associated with the UE or the traflic after deter-

10

15

20

25

30

35

40

45

50

55

60

65

14

mining the NEA or the EEA used to encrypt the tratilic,
and/or may determine a bearer, a count, a direction, and/or
a length associated with the traflic after determining the set
of keys.

Although FIG. 6 shows example blocks of process 600, 1n
some 1mplementations, process 600 may include additional
blocks, fewer blocks, different blocks, or differently
arranged blocks than those depicted 1n FIG. 6. Additionally,
or alternatively, two or more of the blocks of process 600
may be performed in parallel.

FIG. 7 1s a flow chart of an example process 700 for
cross-interface correlation of tratlic. In some 1mplementa-
tions, one or more process blocks of FIG. 7 may be per-
formed by a traflic monitoring device (e.g., trathic monitor-
ing device 445). In some implementations, one or more
process blocks of FIG. 7 may be performed by another
device or a group of devices separate from or including
traflic monitoring device 445, such as a user equipment (e.g.,
user equipment 403), a base station (e.g., base station 410),
an MME (e.g., MME 415), an SGW (e.g., SGW 420), a
PGW (e.g., PGW 425), an HSS (e.g., HSS 430), and/or an
AAA (e.g., AAA 435).

As shown 1n FIG. 7, process 700 may include monitoring
tratlic associated with a user equipment (UE) on multiple
interfaces of a network (block 710). For example, the traflic
monitoring device (e.g., using processor 320, memory 530,
storage component 540, mput component 550, communica-
tion interface 570, and/or the like) may monitor tratlic
associated with a UE on multiple interfaces of a network, 1n
a manner that 1s the same as or similar to that described with
regard to FIGS. 1A-1D.

As further shown in FIG. 7, process 700 may include
correlating identifiers associated with the UE and/or the
traflic across the multiple interfaces after momtonng the
tratlic (block 720) For example, the traflic momitoring
device (e.g., using processor 520, memory 530, storage
component 540, and/or the like) may correlate i1dentifiers
associated with the UE and/or the traflic across the multiple
interfaces after monitoring the traflic, 1n a manner that 1s the
same as or similar to that described with regard to FIGS.
1A-1D.

As further shown in FIG. 7, process 700 may include
determining an 1dentity associated with the UE and/or the
traffic on the multiple interfaces based on correlating the
identifiers (block 730). For example, the trathic monitoring
device (e.g., using processor 520, memory 530, storage
component 5340, and/or the like) may determine an i1dentity
associated with the UE and/or the trathic on the multiple
interfaces based on correlating the identifiers, in a manner
that 1s the same as or similar to that described with regard to
FIGS. 1A-1D. In some implementations, the identity may
unmiquely 1dentily a subscriber associated with the UE or the
traflic.

As further shown in FIG. 7, process 700 may include
determining a set of elements to be used to decipher the
traflic after determining the identity associated with the UE
and/or the trafic (block 740). For example, the traflic
monitoring device (e.g., using processor 320, memory 530,
storage component 540, and/or the like) may determine a set
of elements to be used to decipher the traflic after determin-
ing the identity associated with the UE and/or the traflic, 1n
a manner that 1s the same as or similar to that described with
regard to FIGS. 1A-1D.

As further shown in FIG. 7, process 700 may include
deciphering the traflic utilizing the set of elements after
determining the set of elements (block 750). For example,
the traflic monitoring device (e.g., using processor 520,
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memory 530, storage component 540, and/or the like) may
decipher the traflic utilizing the set of elements after deter-
mimng the set of elements, in a manner that 1s the same as
or similar to that described with regard to FIGS. 1A-1D.

Process 700 may include additional implementations,
such as any single implementation or any combination of
implementations described below and/or 1n connection with
one or more other processes described elsewhere herein.

In some 1mplementations, the traflic monitoring device
may correlate an international mobile subscriber i1dentity
(IMSI) and a general packet radio service (GPRS) tunneling
protocol user plane (GTP-U) tunnel endpoint identifier
(T JID) across the multiple interfaces after monitoring the
traflic. In some 1mplementations, the traflic monitoring
device may correlate an international mobile subscriber
identity (IMSI) and a master node key (KeNB) on an
interface of the multiple interfaces, and may correlate a
secondary node key (S-KgNB) with the KeNB on one or
more other interfaces, of the multiple 1nterfaces, after cor-
relating the IMSI and the KeNB.

In some 1mplementations, the traflic monitoring device
may input at least some of the set of elements mto an
evolved packet system (EPS) encryption algorithm (EEA) or
a 5G/New Radio (NR) encryption algorithm (NEA) used to
encrypt the ftratflic. In some i1mplementations, the traflic
monitoring device may determine the identity based on a
general packet radio service (GPRS) tunneling protocol user
plane (GTP-U) tunnel endpomt identifier (TEID). In some
1mplementat10ns the trathc monitoring device may deter-
mine the identity based a master node key (KeNB) and/or a
secondary node key (S-KgINB).

In some mmplementations, the multiple interfaces may
include a first mterface between a MME and a SGW
associated with the network, a second interface between the
MME and a first base station associated with the network, a
third interface between the SGW and a second base station
assoclated with the network, a fourth interface between the
first base station and the second base station, and/or a fifth
interface between the second base station and a third base
station associated with the network.

Although FIG. 7 shows example blocks of process 700, 1n
some 1mplementations, process 700 may include addltlonal
blocks, fewer blocks, different blocks, or differently
arranged blocks than those depicted 1n FIG 7. Additionally,
or alternatively, two or more of the blocks of process 700
may be performed in parallel.

FIG. 8 1s a flow chart of an example process 800 for
cross-interface correlation of trailic. In some 1mplementa-
tions, one or more process blocks of FIG. 8 may be per-
formed by a traflic monitoring device (e.g., traflic monitor-
ing device 445). In some implementations, one or more
process blocks of FIG. 8 may be performed by another
device or a group of devices separate from or including
trailic monitoring device 445, such as a user equipment (e.g.,
user equipment 403), a base station (e.g., base station 410),
an MME (e.g., MME 415), an SGW (e.g., SGW 420), a
PGW (e.g., PGW 425), an HSS (e.g., HSS 430), and/or an
AAA (e.g., AAA 435).

As shown 1n FIG. 8, process 800 may include monitoring
traflic associated with a user equipment (UE) on multiple
interfaces of a network (block 810). For example, the traflic
monitoring device (e.g., using processor 520, memory 530,
storage component 540, input component 550, communica-
tion interface 570, and/or the like) may monitor traflic
associated with a UE on multiple interfaces of a network, 1n
a manner that 1s the same as or similar to that described with
regard to FIGS. 1A-1D.

As further shown i FIG. 8, process 800 may include
correlating i1dentifiers associated with the UE and/or the
traflic across the multiple interfaces after monitoring the
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traffic (block 820). For example, the ftraflic monitoring

device (e.g., using processor 520, memory 530, storage
component 540, and/or the like) may correlate i1dentifiers
associated with the UE and/or the tratlic across the multiple
interfaces after monitoring the traflic, in a manner that 1s the

same as or similar to that described with regard to FIGS.
1A-1D.

As further shown in FIG. 8, process 800 may include
determining an identity associated with the UE and/or the
traflic on the multiple interfaces based on correlating the
identifiers (block 830). For example, the trathic monitoring
device (e.g., using processor 520, memory 530, storage
component 540, and/or the like) may determine an identity
associated with the UE and/or the traflic on the multiple
interfaces based on correlating the identifiers, 1n a manner
that 1s the same as or similar to that described with regard to
FIGS. 1A-1D. In some implementations, the identity may
umiquely 1dentily a subscriber associated with the UE or the
traffic.

As further shown in FIG. 8, process 800 may include
determining a set of elements to be used to decipher the
traflic after determining the identity associated with the UE
and/or the trathc (block 840). For example, the traflic
monitoring device (e.g., using processor 520, memory 530,
storage component 540, and/or the like) may determine a set
of elements to be used to decipher the traflic after determin-
ing the 1dentity associated with the UE and/or the trailic, 1n
a manner that 1s the same as or similar to that described with
regard to FIGS. 1A-1D.

Process 800 may include additional implementations,
such as any single implementation or any combination of
implementations described below and/or 1n connection with
one or more other processes described elsewhere herein.

In some 1mplementations, the traflic monitoring device
may correlate a first identifier and a second identifier on a
third generation partnership project (3GPP) S11 interface. In
some 1mplementations, the traflic monitoring device may
correlate a first identifier and a second 1dentifier on a third
generation partnership project (3GPP) S1 interface.

In some implementations, the traflic monitoring device
may decipher the traflic utilizing the set of elements after
determining the set of elements. In some 1mplementations,
the tratlic monitoring device may utilize the set of elements
as mput to an evolved packet system (EPS) encryption
algorithm (EEA) or a 5G/New Radio (NR) encryption
algorithm (NEA), and utilize a keystream, output by the
EEA or the NEA, to decipher the traflic after utilizing the set
of elements as the 111put to the EEA or the NEA. In some
implementations, the tratlic monitoring device may perform
analytics on the traflic after deciphering the traffic.

Although FIG. 8 shows example blocks of process 800, 1n
some 1mplementations, process 800 may include additional
blocks, fewer blocks, different blocks, or differently
arranged blocks than those depicted 1n FIG. 8. Additionally,
or alternatively, two or more of the blocks of process 800
may be performed 1n parallel.

In this way, the trathic monitoring device facilitates UE-
specific monitoring of ciphered traflic across multiple inter-
faces that utilize diflerent 1dentifiers for the UE and/or the
tratlic. This facilitates real-time monitoring of metrics and/or
analytics related to the tratlic and/or the UE, thereby facili-
tating faster identification of performance and/or network
issues. In addition, this improves performance of a network
by facilitating UE-specific and/or tratlic-specific services.
Further, this provides a quick and eflicient way to correlate
traflic across multiple interfaces.

The 1foregoing disclosure provides illustration and
description, but 1s not intended to be exhaustive or to limait

the implementations to the precise form disclosed. Modifi-
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cations and variations are possible 1 light of the above
disclosure or may be acquired from practice of the imple-
mentations.

As used herein, the term component 1s intended to be
broadly construed as hardware, firmware, or a combination
of hardware and software.

It will be apparent that systems and/or methods, described
herein, may be implemented in different forms of hardware,
firmware, or a combination of hardware and software. The
actual specialized control hardware or software code used to
implement these systems and/or methods 1s not limiting of
the implementations. Thus, the operation and behavior of the
systems and/or methods were described herein without
reference to specific software code—it being understood that
software and hardware can be designed to implement the
systems and/or methods based on the description herein.

Even though particular combinations of features are
recited in the claims and/or disclosed in the specification,
these combinations are not intended to limit the disclosure of
possible implementations. In fact, many of these features
may be combined 1n ways not specifically recited in the
claims and/or disclosed in the specification. Although each
dependent claim listed below may directly depend on only
one claim, the disclosure of possible 1mplementations
includes each dependent claim in combination with every
other claim 1n the claim set.

No element, act, or instruction used herein should be
construed as critical or essential unless explicitly described
as such. Also, as used herein, the articles “a” and “an” are
intended to 111c1ude one or more items, and may be used
interchangeably with “one or more.” Furthermore, as used
herein, the term “set” 1s intended to include one or more
items (e.g., related items, unrelated 1tems, a combination of
related and unrelated items, etc.), and may be used inter-
changeably with “one or more.” Where only one item 1is
intended, the term “one” or similar language 1s used. Also,
as used herein, the terms “has,” “have,” “having,” or the like
are 1mtended to be open-ended terms. Further, the phrase
“based on” 1s mtended to mean “based, at least in part, on”
unless explicitly stated otherwise.

What 1s claimed 1s:

1. A method, comprising:

correlating, by a device, a first 1dentifier and a second
identifier on a first interface of multiple interfaces of a
network based on identifying that the first identifier and
the second identifier are used 1n association with first
traftic on the first interface,
wherein the first traflic 1s associated with a user equip-

ment (UE) on the multiple interfaces;

determining, by the device, a third identifier, associated
with the second identifier, expected on one or more
other interfaces of the multiple interfaces based on
correlating the first identifier and the second 1dentifier
and based on derniving the third idenfifier from the
second 1dentifier;

determining, by the device and based on determining the
third identifier, an 1dentity associated with the UE or the
first tratlic on the one or more interfaces of the multiple
interfaces based on correlating second traflic that uses
the third 1dentifier on the one or more other interfaces
with the first 1dentifier;

determining, by the device, a set of elements to be used to
decipher traflic based on correlating the second traflic
with the first identifier,
wherein the traflic includes the first traflic or the second

traflic; and
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deciphering, by the device, the trailic utilizing the set of
clements after determining the set of elements.
2. The method of claim 1,

wherein the second identifier includes a master node key
(KeNB), and
wherein the third identifier includes a secondary node key
(S-KgNB).
3. The method of claim 1, wherein the one or more
interfaces ncludes at least one of:
a third generation partnership project (3GPP) F1 inter-

face,
a 3GPP S1 interface,

a 3GPP S11 interface, or
a 3GPP X2 mterface.
4. The method of claim 1, wherein determining the set of
clements to be used to decipher the tratlic comprises:
determining an algorithm associated with the trathic; and
determining a set of cipher keys associated with the
algorithm.
5. The method of claim 1, wherein determining the set of
clements to be used to decipher the trailic comprises:
utilizing a hash-based message authentication code
(HMAC) to determine a set of cipher keys; and
utilizing a first variable and a second variable as input to
the HMAC to determine the set of cipher keys,
wherein the second identifier or the third i1dentifier 1s
utilized as the first variable, and
a different variable 1s utilized as the second variable.
6. The method of claim 1, wherein the set of elements
includes one or more of:
a cipher key,
a bearer,
a count,
a direction, or
a length, and
wherein deciphering the traflic comprises:
inputting the set of elements mto an evolved packet
system (EPS) encryption algorithm (EEA) or a 5G/New
Radio (NR) encryption algorithm (NEA).
7. The method of claim 1, wherein determining the set of
clements comprises:
generating a security context for the traffic that permaits
deciphering of non-access stratum (NAS)-related infor-
mation and/or radio resource control (RRC)-related
information associated with the trathc; and
determining the set of elements from information
included 1n the traflic.
8. A non-transitory computer-readable medium storing a
set of istructions, the set of nstructions comprising:
one or more instructions that, when executed by one or
more processors of a device, cause the device to:
correlate a first 1dentifier and a second 1dentifier on a
first interface of multiple interfaces of a network
based on identitying that the first identifier and the
second 1dentifier are used in association with first
traflic on the first interface,
wherein {irst trailic 1s associated with a user equip-
ment (UE) on the multiple interfaces;
determine a third i1dentifier, associated with the second
identifier, expected on one or more other interfaces
of the multiple interfaces based on correlating the
first identifier and the second 1dentifier and based on
deriving the third identifier from the second 1denti-
fier:
determine, based on determining the third 1dentifier, an
identity associated with the UE or the first tratlic on
the one or more interfaces of the multiple interfaces




8,

US 11,799,838 B2

19

based on correlating second tratlic that uses the third
identifier on the one or more other interfaces with the
first identifier;
determine a set of clements to be used to decipher
traflic after determining the identity associated with
the UE or the trafhc,
wherein the traflic includes the first tratlic or the
second trafhc; and
decipher the traflic utilizing the set of elements after
determining the set of elements.
9. The non-transitory computer-readable medium of claim

wherein the second 1dentifier includes a master node key
(KeNB), and

wherein the third 1dentifier includes a secondary node key
(S-KgNB).

10. The non-transitory computer-readable medium of

claim 8, wherein the 1dentity uniquely 1dentifies one or more
of:

the UE,
a subscriber associated with the UE,

a subscriber associated with the trafhc,

an account associated with the UE, or

an account associated with the trathic.

11. The non-transitory computer-readable medium of

claim 8, wherein the one or more 1nstructions, that cause the
device to determine the set of elements to be used to
decipher the traflic, cause the device to:

i

determine an algorithm associated with the traflic; and
determine a set of cipher keys associated with the algo-
rithm.

12. The non-transitory computer-readable medium of

claim 8, wherein the one or more 1nstructions, that cause the
device to determine the set of elements to be used to
decipher the traflic, cause the device to:

utilize a hash-based message authentication code
(HMAC) to determine a set of cipher keys; and
utilize a first variable and a second variable as input to the
HMAC to determine the set of cipher keys,
wherein the second identifier or the third i1dentifier 1s
utilized as the first variable, and
a different variable 1s utilized as the second variable.
13. The non-transitory computer-readable medium of

claim 8, wherein the set of elements includes one or more of:

a cipher key associated with the traflic,
a bearer associated with the tratlic,

a count associated with the traffic,

a direction associated with the trathc, or
a length associated with the traffic, and

wherein the one or more instructions, that cause the device

1o

decipher the trailic, cause the device to:

input the set of elements mto an evolved packet system
(EPS) encryption algorithm (EEA) or a 5G/New Radio

(NR) encryption algorithm (NEA).
14. The non-transitory computer-readable medium of

claim 8, wherein the one or more 1nstructions, that cause the
device to determine the set of elements, cause the device to:

determine an evolved packet system (EPS) encryption
algorithm (EEA) or a 5G/New Radio (NR) encryption
algorithm (NEA) used to cipher the traflic; and

determine an RRC encryption key (Krrc- enc) and/or a
user plane encryption key (Kup-enc) based on the
second 1dentifier or the third identifier.
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15. A device, comprising;:
one or more memories; and
Oone or more processors to:
correlate a first identifier and a second identifier on a
first interface of multiple interfaces of a network
based on identitying that the first identifier and the
second 1dentifier are used in association with first
traflic on the first interface,
wherein first traflic 1s associated with a user equip-
ment (UE) on the multiple interfaces;
determine a third i1dentifier, associated with the second
identifier, expected on one or more other interfaces
of the multiple interfaces based on correlating the
first 1dentifier and the second 1dentifier and based on
deriving the third identifier from the second identi-
fier;
determine, based on determining the third 1dentifier, an
1dentity associated with the UE or the first traflic on
the one or more interfaces of the multiple interfaces
based on correlating second tratlic that uses the third
identifier on the one or more other interfaces with the
first 1dentifier;
determine a set of eclements to be used to decipher
traflic after determining the identity associated with
the UE or the traflic,
wherein the traflic includes the first traflic or the
second traflic; and
decipher the trathic utilizing the set of elements after
determining the set of elements.
16. The device of claim 15,
wherein the second 1dentifier includes a master node key
(KeNB), and
wherein the third identifier includes a secondary node key
(S-KgNB).
17. The device of claim 15, wherein the one or more

intertaces includes at least one of:

a third generation partnership project (3 GPP) F1 inter-
face,

a 3 GPP 51 interface,
a 3GPP S11 interface, or
a 3GPP X2 interface.

18. The device of claim 15, wherein the one or more

processors, to determine the set of elements to be used to
decipher the traflic, are to:

determine an algorithm associated with the traflic; and
determine a set of cipher keys associated with the algo-
rithm.

19. The device of claim 15, wherein the one or more

processors, to determine the set of elements to be used to
decipher the traflic, are to:

utilize a hash-based message authentication code
(HMAC) to determine a set of cipher keys; and
utilize a first variable and a second variable as input to the
HMAC to determine the set of cipher keys,
wherein the second identifier or the third i1dentifier 1s
utilized as the first variable, and
a different variable 1s utilized as the second variable.
20. The device of claim 15, wherein the set of elements

includes one or more of:

an algorithm used to encrypt the trathic,
a cipher key associated with the tratlhic,
a bearer associated with the trafhc,
a count associated with the traflic,
a direction associated with the tra
a length associated with the traflic.

ik ha

1C, Or

G o e = x



	Front Page
	Drawings
	Specification
	Claims

