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(57) ABSTRACT

Systems and methods for accessing protected activity data of
a vehicle. A system may include a vehicle key and a user key.
The vehicle key may be configured to be managed by a
manufacturer of the vehicle. The user key may be configured
to be managed by a user of the vehicle. The vehicle key and
the user key may decrypt the vehicle activity data when used
together. The system may include a third-party key config-
ured to be managed by a third-party and decrypt the vehicle
activity data. The vehicle key and the user key may modity
the vehicle activity data when used together. Alternatively,
the vehicle key, the user key, and the third-party key may
modily the vehicle activity data when used together.

20 Claims, 6 Drawing Sheets
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SYSTEMS AND METHODS FOR ACCESSING
PROTECTED VEHICLE ACTIVITY DATA

BACKGROUND

1. Field

The present disclosure 1s directed to systems and methods
for accessing protected or encrypted vehicle activity data.

2. Description of the Related Art

Vehicles (e.g., automobiles, motorcycles, trucks, motor-
homes, etc.) may record and store data pertaining to vehicle
activity, such as how the vehicle 1s driven, exterior and/or
interior video footage, vehicle statistics, and accident data.
The vehicle activity data may be stored locally or on a
server. The vehicle activity data may reveal important infor-
mation when determining the cause of an accident, whether
the user of the vehicle committed a crime or a ftraflic
violation, and vehicle insurance pricing and claims by
example. It may be necessary to investigate and/or make
changes to the vehicle activity data. Ensuring the integrity of
the vehicle activity data 1s imperative 1n such circumstances.

As such, there 1s a need for systems and methods for
accessing protected vehicle activity data.

SUMMARY

Systems and methods for accessing protected activity data
of a vehicle are disclosed. A system may include a vehicle
key and a user key. The vehicle key may be managed by a
manufacturer of the vehicle. The user key may be managed
by a user of the vehicle. The vehicle key and the user key
may decrypt the vehicle activity data when used together. In
some embodiments, the vehicle key and the user key may
modily the vehicle activity data when used together. The
system may further include a third-party key that may be
managed by a third-party. The third-party key may decrypt
the vehicle activity data. In some embodiments, the vehicle
key, the user key, and the third-party key may modify the
vehicle activity data when used together.

A system for accessing protected activity data of a vehicle
may have a vehicle key and a user key. The vehicle key may
be configured to be managed by a manufacturer of the
vehicle. The user key may be configured to be managed by
a user of the vehicle and decrypt the vehicle activity data
when used 1n conjunction with the vehicle key. The vehicle
key and the user key may be further configured to modity the
vehicle activity data when used together. The system may
turther have a third-party key configured to be managed by
a third-party and decrypt the vehicle activity data. The
vehicle activity data may include driving footage, vehicle
information, or accident information.

The system may further have an electronic control unit
(ECU) configured to register the vehicle activity data onto a
memory or a server. The ECU may be further configured to
encrypt the vehicle activity data. The ECU may be further
configured to timestamp the vehicle activity data.

The ECU may be further configured to generate a digest
data from the vehicle activity data. The digest data may be
used to detect unauthorized modification of the vehicle
activity data by the manufacturer, the user, or a third-party.
The digest data may be protected by the vehicle key and the
user key.

A system for accessing protected activity data of a vehicle
may have a vehicle key, a user key, and a third-party key.
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The vehicle key may be configured to be managed by a
manufacturer of the vehicle. The user key may be configured
to be managed by a user of the vehicle. The third-party key
may be configured to be managed by a third-party and
modily the vehicle activity data when used i conjunction
with the vehicle key and the user key. The third-party key
may be further configured to decrypt the vehicle activity
data. The vehicle key and the user key may further decrypt
the vehicle activity data when used together. The vehicle
activity data may include driving footage, vehicle informa-
tion, or accident information.

The system may further have an electronic control unit
(ECU) configured to register the vehicle activity data onto a
memory or a server. The ECU may be further configured to
encrypt the vehicle activity data. The ECU may be further
configured to timestamp the vehicle activity data.

A method for accessing protected vehicle activity data
may include providing a vehicle key configured to be
managed by a manufacturer of the vehicle. The method may
turther imclude providing a user key configured to be man-
aged by a user of the vehicle. The method may further
include decrypting, by the vehicle key and the user key, the
vehicle activity data.

The method may further include modifying, by the
vehicle key and the user key, the vehicle activity data. The
method may further include providing a third-party key
configured to be managed by a third-party, and moditying,
by the vehicle key, the user key, and the third-party key, the
vehicle activity data.

The method may further include registering, by an elec-
tronic control unit (ECU), the vehicle activity data onto a
memory or a server. The method may further include
encrypting, by the ECU, the vehicle activity data. The
method may further include timestamping, by the ECU, the
vehicle activity data.

Private data of the vehicle activity data such as video or
voice recordings recorded inside the vehicle may be
decrypted and accessed only by the user using the using key
without disclosure of the private data to the manufacturer or

the third-party.

BRIEF DESCRIPTION OF THE DRAWINGS

Other systems, methods, features, and advantages of the
present mvention will be apparent to one skilled in the art
upon cxamination ol the following figures and detailed
description. Component parts shown 1n the drawings are not
necessarlly to scale and may be exaggerated to better
illustrate the important features of the present invention.

FIG. 1 1llustrates a manufacturer of a vehicle having a
vehicle key, a user of the vehicle having a user key, and a
third-party having a third-party key according to an aspect of
the present disclosure;

FIG. 2 1llustrates a block diagram of the vehicle of FIG.
1 communicating with a server according to an aspect of the
present disclosure;

FIG. 3 illustrates a block diagram of the vehicle key, the
user key, or the third-party key of FIG. 1 according to an
aspect of the present disclosure;

FIG. 4A 1llustrates a block diagram of the vehicle key and
the user key of FIG. 1 being used to provide access to
protected vehicle activity data according to an aspect of the
present disclosure;

FIG. 4B 1llustrates a block diagram of the third-party key
of FIG. 1 being used to provide access to protected vehicle
activity data according to an aspect of the present disclosure;
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FIG. 4C 1llustrates a block diagram of the vehicle key, the
user key, and the third-party key of FIG. 1 being used to

provide access to protected vehicle activity data according to
an aspect ol the present disclosure;

FIG. 5 1llustrates a block diagram of the vehicle key, the
user key, and the third-party key of FIG. 1 being used to
modily protected vehicle activity data according to an aspect
of the present disclosure;

FI1G. 6 1llustrates a tlowchart of protecting vehicle activity
data according to an aspect of the present disclosure;

FIG. 7A illustrates a flowchart of a method for accessing
protected vehicle activity data according to an aspect of the
present disclosure; and

FIG. 7B 1llustrates a flowchart of a method for accessing
protected vehicle activity data according to an aspect of the
present disclosure.

DETAILED DESCRIPTION

The systems and methods described herein access pro-
tected activity data of a vehicle. The systems and methods
may utilize a vehicle key, a user key, and a third-party key.
The vehicle key may be managed by a manufacturer of the
vehicle, the user key may be managed by a user of the
vehicle, and the third-party key may be managed by a
third-party. The term “user” or “driver’” may be interchanged
with “passenger” when referring to autonomous or semi-
autonomous vehicles. In some embodiments, the vehicle key
and the user key may decrypt and/or modily the vehicle
activity data when used together. The third-party key may
decrypt the vehicle activity data by itself. In some embodi-
ments, the vehicle key, the user key, and the third-party key
may modify the vehicle activity data when used together.
“Together” may mean simultancously or sequentially.
Vehicle activity data may include driving footage, vehicle
information, or accident information. Thus, the vehicle, key,
the user key, and the third-party key may advantageously
prevent unauthorized access or viewing and/or modification
of the vehicle activity data.

FIG. 1 illustrates a manufacturer 100 of a vehicle 102
having a vehicle key 104, a user 106 of the vehicle 102
having a user key 108, and a third-party 110 having a
third-party key 112 according to an aspect of the present
disclosure. The manufacturer 100 may produce or order the
production of the vehicle key 104, the user key 108, and the
third-party key 112. The manufacturer 100 may distribute or
authorize the distribution of the user key 108 and the
third-party key 112 to the user 106 and the third-party 110,
respectively. The manufacturer 100 may further distribute or
authorize the distribution of the vehicle key 104 to a
distributor, a seller, or an authorized reseller of the vehicle
102. The user 106 may receirve the user key 108 upon
purchase, lease, or rental of the vehicle 102. The third-party
110 may receive the third-party key 112 upon production,
purchase, lease, or rental of the vehicle 102. For example,
the third-party 110 may be law enforcement (e.g., state
police, federal bureau, military, etc.), a rideshare company,
an 1nsurer of the user 106, the wvehicle 102 and/or its
components. A police oflicer 1s shown in FIG. 1 by example.
In some embodiments, the vehicle key 104, the user key 108,
and the third-party key 110 may be a password or a passcode
including letters, numbers, shapes, patterns, symbols, efc.

FIG. 2 1illustrates a block diagram of the vehicle 102
communicating with a server 114 according to an aspect of
the present disclosure. The vehicle 102 1s a conveyance
capable of transporting a person, an object, or a permanently
or temporarily athxed apparatus. The vehicle 102 may have
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an automatic or manual transmission. The vehicle 102 may
be a seli-propelled wheeled conveyance, such as a car, an
SUYV, a truck, a bus, a van or other motor or battery driven
vehicle. For example, the vehicle 102 may be an electric
vehicle, a hybrid vehicle, a plug-in hybrid vehicle, a fuel cell
vehicle, or any other type of vehicle that includes a motor/
generator. The vehicle 102 may be an autonomous or

semi-autonomous vehicle having seli-driving capabilities.

The vehicle 102 may have one or more ECUs 116. A first
ECU 1164 and a second ECU 1165 are shown in FIG. 2 by
example. The one or more ECUs 116 may be programmed
to control one or more operations of the vehicle 102. The one
or more ECUs 116 may be implemented as a single ECU 116
or in multiple ECUs 116. The ECU 116 may be electrically
coupled to some or all of the components of the vehicle 102.
For example, the ECU 116 may be coupled to a memory 118
as shown i FIG. 2. In some embodiments, the ECU 116 may
be a central ECU configured to control one or more opera-
tions of the entire vehicle 102. In some embodiments, the
ECU 116 may be multiple ECUs located within the vehicle
102 and each configured to control one or more local
operations ol the vehicle 102. Multiple ECUs 116 may
communicate with each other via a controller area network
(CAN bus) system. For example, the first ECU 1164 and the
second ECU 1165 may each have information (e.g., sensor
data, video camera footage, etc.) that needs to be shared with
cach other and can prepare and broadcast the information via
a CAN signal. The CAN signal may be accepted by the
information receiving ECU 116. The mnformation receiving
ECU 116 may check the information to decide whether to
obtain or ignore the imformation.

In some embodiments, the ECU 116 may be one or more
computer processors or controllers configured to execute
istructions stored in a non-transitory memory 118. The
memory 118 may store machine-readable instructions usable
by the ECU 116 and may store other data as requested by the
ECU 116. The memory 118 may be a random-access
memory (RAM), a disk, a flash memory, optical disk drives,
a hybrid memory, or any other storage medium that can store
data. The memory 118 may store data 1n an encrypted or any
other suitable secure form.

In some embodiments, the server 114 may store data for
the ECU 116. There may be a plurality of servers 114. The
communication of the ECU 116 and the server 114 may be
wireless. The data transmission may be provided via the
Internet.

For example, the first ECU 116a may receive a CAN
signal from the second ECU 116a. The CAN signal may
provide information of a pressure of a tire of the vehicle 102.
The first ECU 1164 may encrypt the tire pressure or vehicle
activity data and store the vehicle activity data in the
memory 118 and/or the server 114. The first ECU 1164 or the
second ECU 1165 may timestamp the vehicle activity data
with the time the CAN signal was transmitted or received.

In another example, the CAN signal may provide infor-
mation of an airbag deployment following an accident
involving the vehicle 102. The first ECU may encrypt the
airbag data or vehicle activity data and store the vehicle
activity data in the memory 118 and/or the server 114. The
first ECU 116a may timestamp the vehicle activity data with
the time the CAN signal was transmitted or received. The
timestamped vehicle activity data may serve as a record of
when the accident occurred.

FIG. 3 illustrates a block diagram of an exemplary key
120 that may be the vehicle key 104, the user key 108, or the
third-party key 112 according to an aspect of the present

disclosure. The key 120 may include a controller 122, a
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wireless transceiver 124, a memory 126, and an input device
128. In some embodiments, the key 120 may be a virtual key
such as a password or a passcode including letters, numbers,
shapes, patterns, symbols, etc.

The controller 122 may be one or more mtegrated circuits
configured to control and manage the operations of the key
120. The controller 122 may include one or more processors
configured to execute machine-readable instructions. The
One Or more processors may be microprocessors or micro-
controllers by example. The controller 122 may be coupled
to the wireless transceiver 124, the memory 126, and the
input device 128.

The wireless transceiver 124 may include but 1s not
limited to a Bluetooth, an IR, an RF, or a WiF1 based
communication hardware. In some embodiments, some or
all of the aforementioned communication methods may be
available for selection of a user of the key 120 based on
preference or suitability (e.g., signal travel distance, signal
availability, signal interference, signal travel speed, etc.).
The wireless transceiver 124 may utilize another wireless
communication technology appreciated by one of ordinary
skill 1n the art.

The memory 126 may be a RAM, a disk, a flash memory,
optical disk drives, a hybrid memory, or any other storage
medium that can store data. The memory 126 may store
program code that are executable by the controller 122. The
memory 126 may store data in an encrypted or any other
suitable secure form. In some embodiments, the key 120
may retrieve data from the server 114 (see FIG. 2) instead of
or 1n addition to the memory 126.

The mput device 128 may receive visual, auditory, and/or
touch input. For example, the input device 128 may be a
camera, a microphone, a touchscreen, a button, or a remote.
The user of the key 120 may input commands and 1informa-
tion 1nto the mput device 128 to control the controller 122.
For example, the mput device 128 may receive biometric
information, the user’s voice, and/or the user’s touch put
with one or more fingers.

FI1G. 4A illustrates a block diagram of the vehicle key 104
and the user key 108 being used to provide access to
protected vehicle activity data according to an aspect of the
present disclosure. When used together (1.e., simultaneously
or sequentially), the vehicle key 104 and the user key 108
may view and/or modily vehicle activity data stored in the
memory 118 and/or the server 114. For example, the user
key 108 may send a request via the mput device 128 (see
FIG. 3) to access the vehicle activity data and the vehicle key
104 may approve or reject the request. The request may be
sent to the ECU 116, the server 114, or the vehicle key 104
via the wireless transceiver 124. The ECU 116 or the server
114 may communicate the request to the vehicle key 104. In
another example, the user key 108 may have first part of a
key data required to access the vehicle activity data and the
vehicle key 104 may have a second part of the key data
required to access the vehicle activity data stored in the
memory 126 (see FIG. 3). The key data may include
numbers, text, symbols, code, and/or shapes. The user key
108 and the vehicle key 104 may transmat the first part of the
key data and the second part of the key data simultaneously
or sequentially to the ECU 116 or the server 114, respec-
tively. The ECU 116 may decrypt the vehicle activity data
stored 1n the memory 118 or the server 114 may decrypt the
vehicle activity data 1t 1s storing. Once decrypted, the
vehicle activity data may be viewed and/or modified. The
viewing may be carried out via an output device native or
external to the vehicle 102 (see FIG. 2), the vehicle key 104,

or the user key 108. The output device may be capable of
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visually or auditorily commumnicating the vehicle activity
data. For example, the output device may be a display or
speakers. The modification may be carried out via the input
device 128, an input device of the vehicle 102, or a com-
puting device capable of recerving the vehicle activity data
and transmitting the modified vehicle activity data to the
memory 118 and/or the server 114. The modification may
include changing, adding, subtracting, or deleting the
vehicle activity data.

FIG. 4B 1llustrates a block diagram of the third-party key
112 being used to provide access to protected vehicle
activity data according to an aspect of the present disclosure.
The third-party key 112 may view vehicle activity data
stored 1n the memory 118 and/or the server 114. For
example, the third-party key 112 may send a request via the
input device 128 (see FIG. 3) to access the vehicle activity
data and the vehicle key 104 may approve or reject the
request. The request may be sent to the ECU 116, the server
114, or the vehicle key 104 via the wireless transceiver 124.
The ECU 116 or the server 114 may communicate the
request to the vehicle key 104. The third-party key 112 may
have key data required to access the vehicle activity data
stored 1n the memory 126 (see FIG. 3). The key data may
include numbers, text, symbols, code, and/or shapes. The
third-party key 112 may transmit the key data to the ECU
116 or the server 114. The ECU 116 may decrypt the vehicle
activity data stored 1in the memory 118 or the server 114 may
decrypt the wvehicle activity data it 1s storing. Once
decrypted, the vehicle activity data may be viewed. The
viewing may be carried out via an output device native or
external to the vehicle 102 (see FI1G. 2) or the third-party key
112. The output device may be capable of visually or
auditorily communicating the vehicle activity data. For
example, the output device may be a display or speakers.

FIG. 4C illustrates a block diagram of the vehicle key 104,
the user key 108, and the third-party key 112 being used to
provide access to protected vehicle activity data according to
an aspect of the present disclosure. When used together (i.e.,
simultaneously or sequentially), the vehicle key 104, the
user key 108, and the third-party key 112 may view and/or
modily vehicle activity data stored in the memory 118
and/or the server 114. For example, the user key 108 may
send a request via the input device 128 (see FIG. 3) to access
the vehicle activity data, and the vehicle key 104 and the
third-party key 112 may approve or reject the request. The
request may be sent to the ECU 116, the server 114, or the
vehicle key 104 and the thard-party key 112. The ECU 11
or the server 114 may commumnicate the request to the
vehicle key 104 and the third-party key 112. In another
example, the user key 108 may have first part of a key data
required to access the vehicle activity data, the vehicle key
104 may have a second part of the key data required to
access the vehicle activity data, and the third-party key 112
may have a third part of the key data required to access the
vehicle activity data stored in the memory 126 (see FIG. 3).
The key data may include numbers, text, symbols, code,
and/or shapes. The user key 108, the vehicle key 104, and
the third-party key 112 may transmit the first part of the key
data, the second part of the key data, and the third part of the
key data simultaneously or sequentially to the ECU 116 or
the server 114, respectively. The ECU 116 may decrypt the
vehicle activity data stored 1n the memory 118 or the server
114 may decrypt the vehicle activity data 1t 1s storing. Once
decrypted, the vehicle activity data may be viewed and/or
modified. The viewing may be carried out via an output
device native or external to the vehicle 102 (see FIG. 2), the
vehicle key 104, the user key 108, and the third-party key
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112. The output device may be capable of wvisually or
auditorily communicating the vehicle activity data. For
example, the output device may be a display or speakers.
The modification may be carried out via the mput device
128, an mput device of the vehicle 102, or a computing
device capable of receiving the vehicle activity data and
transmitting the modified vehicle activity data to the
memory 118 and/or the server 114. The modification may
include changing, adding, subtracting, or deleting the
vehicle activity data.

FIG. 5 1llustrates a block diagram of the vehicle key, the
user key, and the third-party key of FIG. 1 being used to
modily protected vehicle activity data according to an aspect
ol the present disclosure. The vehicle activity data 1s shown
as being displayed on a display 130 1in FIG. 5 by example.
For example, the vehicle 102 (see FIG. 2) may have been 1n
an accident and the manufacturer 100 (see FIG. 1) and the
user 106 (see FI1G. 1) or the thurd-party 110 (see FIG. 1) may
use their respective keys to view the vehicle activity data.
The display 130a shows a front leit tire pressure at four (4)
pound-force per square inch (ps1) for a certain time, Apr. 20,
2021 at 1 o’clock, by example. After investigation, the
manufacturer 100, the user 106, and/or the third-party 110
may determine that the tire pressure sensor was not func-
tioming properly at that time, and thus measured a false tire
pressure. If the manufacturer 100, the user 106, and the
third-party 110 come to an agreement that the tire pressure
sensor measured a false tire pressure, they may user their
respective keys to modily the vehicle activity data to the
actual tire pressure that should have been measured and
recorded to correct the record as shown 1n FIG. 5. Thus, the
parties may accurately keep record and determine the cause
of the accident In some embodiments, only the manufacturer
100 and the user 106 may come to an agreement that the tire
pressure sensor measured a false tire pressure and may user
their respective keys to modity the vehicle activity data to
the actual tire pressure that should have been measured and
recorded to correct the accident record and accurately deter-
mine the cause of the accident. The display 1305 shows a
modified front left tire pressure at thirty-five (35) ps1 for the
same time displayed on display 130a.

FIG. 6 illustrates a flowchart of protecting vehicle activity
data according to an aspect of the present disclosure. The
vehicle activity data may be a captured video footage 132.
For example, there may be one or more cameras or optical
sensors 1nside and/or outside the vehicle 102 (see FIG. 2)
connected to the ECU 116 (see FI1G. 2). The ECU 116 may
assign a video identification (ID) to the captured video
footage and include date, time, location, and other metadata.
The ECU 116 may create a video digest 134 from the
captured video footage 132. The video digest 134 may
include a vehicle 102 or component (e.g., camera, sensor,
etc.) ID assigned by the ECU 116 to associate with the video
digest 134. The video digest 134 may be a compressed form
of the captured video footage 132. Hence, the video digest
134 may occupy a smaller storage space compared to the
captured video footage 132. The ECU 116 may then gen-
crate a protected manufacturer digest 136 and a protected
user digest 138 from the video digest 134. Only the manu-
facturer 100 (see FIG. 1) may access the protected manu-
tacturer digest 136 with the vehicle key 104 (see FIG. 1).
Similarly, only the user 106 (see FIG. 1) may access the
protected user digest 138 with the user key 108 (see FIG. 1).
In some embodiments, a protected third-party digest may be
generated and may be accessed by the third-party 110 (see
FIG. 1) only with the third-party key 112 (see FIG. 1). The

protected manufacturer digest 136 and the protected user
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digest 138 may each bear a watermark 1dentifying that the
digest 1s for the manufacturer only and the user only,
respectively.

The captured video footage 132, the protected manufac-
turer digest 136, and the protected user digest 138 may be
combined and stored in the memory 118 (see FIG. 2) or the
server 114 (see FIG. 2). Any modification to the captured
video footage 132 and/or the attached metadata may be
unraveled by comparing the modified video footage to the
protected manufacturer digest 136 and the protected user
digest 138 by using the vehicle key 104 and the user key
108, respectively. The term “modified” may refer to cutting,
changing, or appending any scene or data. Video digests may
be generated from a modified captured video footage and/or
the attached metadata; however, the protected manufacturer
digest 136 or the protected user digest 138 may not be
generated again without the vehicle key 104 or the user key
108, respectively. If the user 106 (see FIG. 1) modifies the
captured video footage 132 and/or the attached metadata and
generates a new modified protected user digest, the user 106
may try to use the modified captured video footage or the
modified attached metadata as if original; however, the user
106 may not be able to recreate the protected manufacturer
digest 136. Then, the manufacturer 100 (see FIG. 1) may
claim the modified captured video footage and/or the modi-
fied attached metadata does not match the captured video
footage 132 and/or the attached metadata.

FIG. 7A 1llustrates a flowchart of a method for accessing
protected vehicle activity data according to an aspect of the
present disclosure. The method may begin with block 200.
In block 200, the method may include providing a vehicle
key 104 (see FI1G. 1). In block 202, the method may include
providing a user key 108 (see FIG. 1).

In block 204, the method may include decrypting the
vehicle activity data with the vehicle key 104 and the user
key 108. When used together (i.e., simultaneously or
sequentially), the vehicle key 104 and the user key 108 may
decrypt the vehicle activity data stored in the memory 118
(see FIG. 2) and/or the server 114 (see FI1G. 2). The ECU 116
(see FIG. 2) may decrypt the vehicle activity data stored 1n
the memory 118 or the server 114 may decrypt the vehicle
activity data 1t 1s storing based on the vehicle key 104 and
the user key 108 instructions. Once decrypted, the vehicle
activity data may be viewed.

In block 206, the method may conclude with modilying
the vehicle activity data with the vehicle key 104 and the
user key 108. The modification may be carried out via the
iput device 128 (see FIG. 3), an input device of the vehicle
102, or a computing device capable of receiving the vehicle
activity data and transmitting the modified vehicle activity
data to the memory 118 and/or the server 114. The modifi-
cation may include changing, adding, subtracting, or delet-
ing the vehicle activity data.

FIG. 7B 1illustrates a flowchart of a method for accessing
protected vehicle activity data according to an aspect of the
present disclosure. The method may begin with block 300.
In block 300, the method may include providing a vehicle
key 104 (see FIG. 1). In block 302, the method may include
providing a user key 108 (see FIG. 1). In block 304, the
method may include providing a third-party key 112 (see
FIG. 1).

In block 306, the method may include decrypting the
vehicle activity data with the vehicle key 104 and the user
key 108. When used together (i.e., simultaneously or
sequentially), the vehicle key 104 and the user key 108 may
decrypt the vehicle activity data stored in the memory 118
(see FIG. 2) and/or the server 114 (see FI1G. 2). The ECU 116
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(see FI1G. 2) may decrypt the vehicle activity data stored 1n
the memory 118 or the server 114 may decrypt the vehicle
activity data 1t 1s storing based on the vehicle key 104 and
the user key 108 instructions. Once decrypted, the vehicle
activity data may be viewed. In some embodiments, the
method may include decrypting the vehicle activity data
with only the third-party key 112.

In block 308, the method may conclude with modifying
the vehicle activity data with the vehicle key 104, the user
key 108, and the third-party key 112. The modification may
be carried out via the mput device 128 (see FIG. 3), an input
device of the vehicle 102, or a computing device capable of
receiving the vehicle activity data and transmitting the
modified vehicle activity data to the memory 118 and/or the
server 114. The modification may include changing, adding,
subtracting, or deleting the vehicle activity data.

Exemplary embodiments of the methods/systems have
been disclosed 1 an illustrative style. Accordingly, the
terminology employed throughout should be read 1n a non-
limiting manner. Although minor modifications to the teach-
ings herein will occur to those well versed in the art, 1t shall
be understood that what 1s intended to be circumscribed
within the scope of the patent warranted hereon are all such
embodiments that reasonably fall within the scope of the
advancement to the art hereby contributed, and that that
scope shall not be restricted, except 1n light of the appended
claims and their equivalents.

What 1s claimed 1s:

1. A system for accessing protected activity data of a
vehicle comprising:

a vehicle key configured to be managed by a manufacturer

of the vehicle;

a user key configured to be managed by a user of the
vehicle and decrypt the vehicle activity data when used
in conjunction with the vehicle key; and

an electronic control umt (ECU) configured to generate a
digest data from the vehicle activity data, the digest
data used 1n detecting unauthorized modification of the
vehicle activity data by the manufacturer, the user, or a
third-party, and the digest data including a protected
user digest accessible by the user and a protected
manufacturer digest accessible by the manufacturer.

2. The system of claim 1, wherein the ECU 1s further
configured to register the vehicle activity data onto a
memory oOr a server.

3. The system of claim 2, wherein the ECU 1s further
configured to encrypt the vehicle activity data.

4. The system of claim 3, wherein the ECU 1s further
configured to timestamp the vehicle activity data.

5. The system of claim 1, wherein the vehicle key and the
user key are further configured to modily the vehicle activity
data when used together.

6. The system of claim 1, further comprising a third-party
key configured to be managed by the third-party and decrypt
the vehicle activity data.

7. The system of claim 1, wherein the vehicle activity data
includes driving footage, vehicle information, or accident
information.

8. The system of claim 1, wherein the digest data 1s
protected by the vehicle key and the user key, the protected
user digest 1s protected from the vehicle manufacturer and
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accessible using the user key, and the protected manuiac-
turer digest 1s protected from the user and accessible using
the vehicle key.
9. A system for accessing protected activity data of a
vehicle comprising:
a vehicle key configured to be managed by a manufacturer
of the vehicle and protected from a user of the vehicle;
and

a user key configured to be managed by the user of the
vehicle and protected from the manufacturer of the
vehicle.

10. The system of claim 9, further comprising an elec-
tronic control unit (ECU) configured to register the vehicle
activity data onto a memory or a server.

11. The system of claim 9, further comprising a third-
party key configured to be managed by a third-party and
modily the vehicle activity data when used 1n conjunction
with the vehicle key and the user key, and the third-party key
1s Turther configured to decrypt the vehicle activity data.

12. The system of claim 9, wherein the vehicle key and the
user key are further configured to decrypt the vehicle
activity data when used together.

13. The system of claim 9, wherein the vehicle activity
data includes driving footage, vehicle information, or acci-
dent information.

14. A method for accessing protected vehicle activity data
comprising;

providing a vehicle key configured to be managed by a

manufacturer of the vehicle;

providing a user key configured to be managed by a user

of the vehicle:
generating, by an electronic control unit (ECU), a digest
data from the vehicle activity data, the digest data used
in detecting unauthorized modification of the vehicle
activity data by the manufacturer, the user, or a third-
party, the digest data includes a protected user digest
accessible by the user and a protected manufacturer
digest accessible by the manufacturer; and

decrypting, by the vehicle key and the user key, the
vehicle activity data.

15. The method of claim 14, further comprising, modi-
tying, by the vehicle key and the user key, the vehicle
activity data.

16. The method of claim 14, further comprising, provid-
ing a third-party key configured to be managed by the
third-party, and modifying, by the vehicle key, the user key,
and the third-party key, the vehicle activity data.

17. The method of claim 14, further comprising, regis-
tering, by the ECU, the vehicle activity data onto a memory
Or a server.

18. The method of claim 17, further comprising, encrypt-
ing, by the ECU, the vehicle activity data.

19. The method of claim 18, further comprising, time-
stamping, by the ECU, the vehicle activity data.

20. The system of claim 9, further comprising an elec-
tronic control unit (ECU) configured to generate a digest
data from the vehicle activity data, the digest data used 1n
detecting unauthorized modification of the vehicle activity
data by the manufacturer, the user, or a third-party, and the
digest data comprises a protected user digest accessible by
t
t

ne user and a protected manufacturer digest accessible by
ne manufacturer.
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