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DATA CENTER

CROSS-REFERENCE TO RELATED
APPLICATION

Korean Patent Application No. 10-2020-0105266, filed on
Aug. 21, 2020 and No. 10-2020-0150259, filed on Nov. 11,
2020 m the Korean Intellectual Property Ofilice, and both
entitled: “Data Center,” are incorporated by reference herein
in their entirety.

BACKGROUND

1. Field

Embodiments relate to a data center.

2. Description of the Related Art

A data center, which 1s a facility that collects various data
and provides services, may be a system for operating search
engines and databases or may be a computing system for use
in companies and organizations.

SUMMARY

Embodiments are directed to a data center, including: a
server including a control plane; a data plane that 1s con-
figured to receive network connection information from the
control plane; and a storage group including a plurality of
first storage devices. The data plane may be configured to set
connections between the server and the plurality of first
storage devices based on the network connection 1informa-
tion corresponding to each first storage device of the plu-
rality of first storage devices.

Embodiments are also directed to a data center, including;:
a first storage device including a control plane that is
configured to set network connection information; a plural-
ity of storage groups, each including a plurality of second
storage devices; and a first data plane that 1s configured to
adaptively set a network connection for each of the second
storage devices by receiving the network connection infor-
mation.

Embodiments are also directed to a data center, including;:
a first device including a control plane that 1s configured to
set network connection information; a second device includ-
ing a data plane that 1s configured to selectively forward data
in accordance with the network connection information; and
a storage group including a plurality of storage devices
configured to transmit or recerve data in accordance with the
forwarding of data by the second device.

BRIEF DESCRIPTION OF THE DRAWINGS

Features will become apparent to those of skill in the art
by describing 1n detail example embodiments with reference
to the attached drawings 1n which:

FIG. 1 1s a block diagram of a data center according to

some example embodiments.
FIGS. 2A through 2C are block diagrams of storage

devices according to some example embodiments.

FIGS. 3A and 3B are block diagrams of storage devices
according to some example embodiments.

FIGS. 4 through 9 are block diagrams of data centers
according to some example embodiments.

DETAILED DESCRIPTION

Software-defined networking (SDN) 1s technology that
controls the operation of networks via software in network
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providing physical connections. OpenDaylight or OpenFlow
1s one of the interface standard technmiques of SDN.

An SDN-based network 1s divided into a data plane
(which consists of hardware) and a control plane (which
consists of software). An OpenFlow or OpenDaylight switch
ecnables centralized control of the data plane, allowing a
network administrator to manage the network eflectively
and flexibly via the data plane.

The data plane determines how and via which path data
packets are processed and transmitted in the network, and
delivers the data packets under the control of the control
plane.

A data center that 1s connected 1n an SDN manner in an
Ethernet-based network will hereinafter be described.

FIG. 1 1s a block diagram of a data center according to
some example embodiments.

Referring to FIG. 1, a data center 1A may include a server
100 and at least one storage group 2. The data center 1A 1s
illustrated as including one server 100 and one storage group
2, but may actually include a plurality of servers 100 and a
plurality of storage groups 2.

The server 100 and the storage group 2 may be connected
via a network. The network may be based on, for example,
the Ethernet protocol.

The storage group 2 may include a plurality of storage
devices 200 and 300-1 through 300-3. The storage group 2
may be implemented as a group of, for example, solid state
drives (SSDs).

The server 100, which 1s a host device, may perform
various operations for the data center 1. The server 100 may
store data (e.g., at the request of a user or a client) 1n the
storage group 2 via the network. For example, the server 100
may store the data 1n one of the storage devices 200 and
300-1 through 300-3 of the storage group 2. Also, the server
100 may read data (e.g., at the request of the user or the
client) from the storage devices 200 and 300-1 through
300-3 via the network.

The server 100 may include a control plane 10. In the
present example embodiment, the control plane 10 manages
the flow of data 1n the storage group 2, which 1s connected
to the control plane 10, and determines a path from a point
of departure to a point of destination of the data. For
example, when the server 100 transmits data, the control
plane 10 may transmit network connection information to
the storage group 2 together with the data. The control plane
10 may set the path of the flow of data, and may perform
routing and signaling based on the network connection
information so that data transmitted via the network can be
properly output to any designated physical port.

The network connection information may include, for
example, path information, general control information
regarding network topology (such as network bandwidth
management, restoration, security and policy settings), and
device orchestration information.

-

T'he storage group 2 may include the storage devices 200
and 300-1 through 300-3, and the storage device 200 may
include a data plane 20. In the present example embodiment,
the data plane 20 manages the transmission of data to the
storage devices 300-1 through 300-3, which are connected
to the data plane 20. In response to data being mput to an
input port, the data plane 20 determines to which output port
the data 1s to be forwarded.

The data plane 20 may include a network flow table. For
example, the network tlow table may store mapping infor-
mation between data paths and output ports. The data plane
20 may forward data to an output port corresponding to the
path of the data based on the network connection informa-
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tion received from the control plane 10. The data plane 20
may also perform various functions, such as packet modi-
fication, Quality of Service (QoS), and filtering, during the

transmission of data.
Each of the storage devices 200 and 300-1 through 300-3

may include a storage controller 201 or 301. Although not
specifically 1llustrated, each of the storage devices 200 and
300-1 through 300-3 may further include a nonvolatile
memory device connected to the storage controller 201 or
301, e.g., an SSD controller. The storage controller 201 or
301 may control the general operation of the nonvolatile
memory device. For example, the storage controller 201 or
301 may control an access operation such as write, read, or
delete operations or a background operation associated with
the nonvolatile memory device.

Data requested to be stored in, or read from, the server
100 may be stored 1n, or read from, at least one of the storage
devices 300-1 through 300-3 that 1s connected to an output
port designated by the data plane 20, 1n accordance with a
path set by the network connection information from the
control plane 10. Thus, the data center 1A may forward data
to the storage devices 200 and 300-1 through 300-3 via the
data plane 20 1n accordance with the network connection
information from the control plane 10, which 1s set in an
SDN manner, thereby preventing a network bottleneck and
ciliciently managing the network.

FIGS. 2A through 2C are block diagrams of storage
devices according to some example embodiments. For con-
venience, the embodiments of FIGS. 2A through 2C will
heremnafter be described by focusing mainly on the differ-
ences with the embodiment of FIG. 1.

Referring to FIG. 2A, a storage device 210 may include
a data plane 20 and a storage controller 201. The storage
device 210 may control the transmission of data 1n accor-
dance with the settings of the data plane 20. A nonvolatile
memory device (not 1llustrated) may be further provided in
the storage device 210, and thus, the storage device 210 may
also operate as a common data storage device.

The data plane 20 may be implemented as a separate
clement from the storage controller 201 or may be incorpo-
rated into the storage controller 201. The storage device 210
may be included 1n the storage group or may be connected
between the server 100 and the storage group 2. The storage
device 210 may be connected to, and forward data to,
common storage devices not including the data plane 20,
1.€., the storage devices 300-1 through 300-3 of FIG. 1, 1n
accordance with network connection information.

Referring to FI1G. 2B, a storage device 220 may include a
control plane 10 and a storage controller 201. The storage
device 220 may orchestrate, manage, and control a device
that a data plane belongs to, 1n accordance with the settings
of the control plane 10. A nonvolatile memory device (not
illustrated) may be further provided in the storage device
220, and thus, the storage device 220 may also operate as a
common data storage device.

The control plane 10 may generate network connection
information for processing data 1n accordance with a request
from a user. The storage device 220 may be a host device
such as a server or may be a medium disposed and connected
between the server 100 and the storage group 2. The control
plane 10 may selectively distribute, to a data plane con-
nected thereto, network connection mnformation correspond-
ing to the data plane.

Referring to FI1G. 2C, a storage device 230 may include a
control plane 10, a data plane 20, and a storage controller
201. A nonvolatile memory device (not illustrated) may be
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4

further provided 1n the storage device 230, and thus, the
storage device 230 may also operate as a common data
storage device.

The storage device 230 may be a host device such as a
server or may be a medium disposed and connected between
the server 100 and the storage group 2.

FIGS. 3A and 3B are block diagrams of storage devices
according to some example embodiments.

Referring to FIG. 3A, a storage device 240 may include
a plurality of data planes 20-1 through 20-» (where n 1s a
natural number) and a storage controller 201. The data
planes 20-1 through 20-» may receive network connection
information from a control plane (not illustrated) that does
not belong to the storage device 240.

Reterring to FIG. 3B, a storage device 250 may include a
control plane 10, a plurality of data planes 20-1 through 20-7
(where n 1s a natural number) and a storage controller 201.
The data planes 20-1 through 20-» may receive network
connection information from the control plane 10.

Referring to FIGS. 3A and 3B, the control plane 10 of
cach of the storage devices 240 and 2350 may transmit
different network connection information for different data
planes, 1.¢., the data planes 20-1 through 20-7.

In another example embodiment, the control plane 10 of
cach of the storage devices 240 and 250 may transmit the
same network connection information for all the data planes
20-1 through 20-%. In this case, when one of the data planes
20-1 through 20-n, for example, the data plane 20-1, is
unable to operate, at least one of the other data planes may
replace the data plane 20-1 and forward data based on the
network connection information.

It will heremafter be described how to implement the
storage devices of FIGS. 2A through 2C, 3A and 3B on a
network.

FIGS. 4 through 9 are block diagrams of data centers
according to some example embodiments.

Referring to FIG. 4, a data center 1B may include a server
100 and at least one storage group 2. The server 100 may
include a control plane 10. The server 100 may be an
application server or may be the storage device 220 of FIG.
2B.

The storage group 2 may include one or more storage
devices 200 and 300-1 and one or more electronic devices
400-1 and 400-2. The storage device 200 may be the same
as the storage device 200 of FIG. 2A.

The server 100 and the storage device 200 may be
connected by a network. The storage devices 200 and 300-1
and the electronic devices 400-1 and 400-2 may be con-
nected by Ethernet. Thus, the storage devices 200 and 300-1
and the electronic devices 400-1 and 400-2 may be con-
nected to one another via an Ethernet interface.

In the storage device 200, a data plane 20 may store data
(e.g., at the request of a user) 1n the storage device 200 or
300-1 or read the data (e.g., at the request of the user) from
the storage device 200 or 300-1 based on network connec-
tion information, and may forward control commands for
the connection control and orchestration of the electronic
devices 400-1 and 400-2 based on the network connection
information. The electronic devices 400-1 and 400-2 may be
Internet-of-Things (IoT) electronic devices that can be con-
trolled via wired or wireless communication.

Referring to FIG. 35, a data center 1C may include a server
100, an Ethernet switch (“E-Switch™) 500, and a plurality of
storage groups 2-1 and 2-2.

The Ethernet switch 300 may be a TOR (Top of Rack)
switch capable of managing a large network. The Ethernet
switch 300 may connect the server 100 and the storage
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groups 2-1 and 2-2. The Ethernet switch 500 may selectively
distribute network connection information corresponding to
a data plane 20 to the data plane 20. In this case, the network
connection information may include switching control infor-
mation for the FEthernet switch 500.

Each of the storage groups 2-1 and 2-2 may include a
plurality of storage devices 210 and 300-1 through 300-3.
The storage device 210, like its counterpart of FIG. 2A, may
include a data plane 20 and may thus forward data to the
other storage devices 300-1 through 300-3 1n accordance
with network connection information.

Referring to FIG. 6, a data center 1D may include a server
100, a storage device 210, and a plurality of storage groups
2-1 and 2-2.

The storage device 210 may be disposed between the
server 100 and the storage groups 2-1 and 2-2 to connect the
server 100 and the storage groups 2-1 and 2-2. The storage
device 210, like 1ts counterpart of FIG. 2A, may selectively
forward data to at least one of the storage groups 2-1 and 2-2
in accordance with the settings of a data plane 20.

Each of the storage groups 2-1 and 2-2 may include an
Ethernet switch 510 or 520 and a plurality of storage devices
300-1 through 300-3. The Ethernet switch 510 or 520 may
perform switching in accordance with the settings of the data
plane 20 and may thus forward data to the storage devices
300-1 through 300-3.

Referring to FIG. 7A, a data center 1E may include a
storage device 220 and at least one storage group 2-1. The
storage device 220, like 1ts counterpart of FIG. 2B, may
include a control plane 10 and may thus generate customized
network connection information.

The storage group 2-1 may include a storage device 210
including a data plane 20 and common storage devices
300-1 and 300-2 not including a data plane 20.

The storage device 210 may forward data to the storage
devices 300-1 and 300-2 based on received network con-
nection mformation.

Referring to FIG. 7B, a data center 1E may include a
storage device 220 and at least one storage group 2-2. In the
example embodiment of FIG. 7B, unlike 1n the embodiment
of FIG. 7A, a data plane 20 may be implemented 1n an SDN
module 600, rather than 1n a storage device, and may be
included 1n the storage group 2-2.

Referring to FIG. 8A, a data center IF may include a
storage device 230 and at least one storage group 2-1.

The storage device 230, like 1ts counterpart of FIG. 2C,
may include a control plane 10 and a data plane 20. The data
plane 20 may transmit adaptive network connection infor-
mation to the storage group 2-1. The network connection
information in the data plane 20 of the storage device 230
may 1nclude data output port information of the storage
group 2-1.

The storage group 2-1 may include a storage device 210
(like the storage device 210 of FIG. 2A) and common
storage devices 300-1 and 300-2. Network connection infor-
mation in a data plane 20 of the storage device 210 may
include data output port information of the storage devices
300-1 and 300-2.

Referring to FIG. 8B, a data center IF may include a
storage device 230 and at least one storage group 2-2. In the
embodiment of FIG. 8B, unlike 1in the embodiment of FIG.
8A, a data plane 20 1in the storage group 2-2 may be
implemented as an SDN module 600 separate from storage
devices 300-1 and 300-2.

Referring to FIG. 9, a data center 1G may include a
storage device 230, a storage device 210 and a plurality of
storage groups 2-1 and 2-2.
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An uppermost storage device 230, like the storage device
230 of FIG. 2C, may include a control plane 10.

A data plane 20 included 1n a storage device 210 may be
an mtermediate data plane 20. The intermediate data plane
20 may be a data plane 20 included 1n an SDN module.

A data plane 20 included 1n the storage device 230 may set
data output port information for at least one intermediate
storage device 210. The data plane 20 included 1n the storage
device 210 may set data output port mmformation for the
storage groups 2-1 and 2-2.

The storage group 2-1 may include a storage device 210
(like the storage device 210 of FIG. 2A) and common
storage devices 300-1 and 300-2. The storage group 202
may include an SDN module 600 and common storage
devices 300-1 and 300-2. Although not specifically 1llus-
trated, the storage group 2-1 or 2-2 may further include one
or more Ethernet-based electronic devices.

The data plane 20 included 1n each of the storage groups
2-1 and 2-2 may set data output port information for the
common storage devices 300-1 and 300-2 that belong, and
are connected, to the storage group 2-1 or 2-2.

The storage devices or the SDN modules of FIGS. 4
through 9, including a data plane, may be implemented as
multiple data planes, as illustrated 1n FIG. 3A or 3B.

By way of summation and review, a data center may
include a network device between a host device and a
storage device or between systems. For example, routers or
switches may be disposed between a host device and a
storage device to connect the host device and the storage
device. However, the management of a large network may
be complicated and costly. Also, changes of physical loca-
tions or hardware may call for manual configuration, and the
change of routers and/or switches may incur costs.

Software-defined networking (SDN) 1s a networking
paradigm that disassociates the tlow of data from the trans-
mission of data and can thus form a tlexible network through
dynamic management and control.

As described above, embodiments relate to a data center
that 1s connected in a software-defined networking (SDN)
manner. When an SDN-based network 1s used in a data
center, a user or administrator of the data center may set
customized network connections and may thus support
various services.

Embodiments may provide a data center operating as a
customized network wvia software-defined networking
(SDN). Embodiments may also provide a storage device
operating as a customized network via SDN.

Example embodiments have been disclosed herein, and
although specific terms are employed, they are used and are
to be mterpreted 1n a generic and descriptive sense only and
not for purpose of limitation. In some instances, as would be
apparent to one of ordinary skill in the art as of the filing of
the present application, features, characteristics, and/or ele-
ments described 1n connection with a particular embodiment
may be used singly or in combination with features, char-
acteristics, and/or elements described in connection with
other embodiments unless otherwise specifically indicated.
Accordingly, 1t will be understood by those of skill 1n the art
that various changes 1n form and details may be made
without departing from the spirit and scope of the present
invention as set forth i the following claims.

What 1s claimed 1s:

1. A data center, comprising;:

a server mcluding a control plane to send a network
connection information, the network connection infor-
mation 1ncluding path information, network topology
information, and device orchestration information;
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an Ethernet storage device including a data plane that 1s
configured to receive the network connection informa-
tion from the control plane; and

a storage group including a plurality of first storage
devices to receive the network connection mformation
from the data plane,

wherein the data plane 1s configured to set network
connections between the server and the plurality of first
storage devices based on the network connection infor-
mation corresponding to each first storage device of the
plurality of first storage devices,

wherein the data plane includes a network flow table,
storing mapping information between data paths and
output ports, and the data plane forwards data to an
output port corresponding to a data path based on the
network connection information,

wherein each of the plurality of first storage devices
transmits or receives data according to the set network
connection.

2. The data center as claimed 1n claim 1, wherein the data
plane 1s included 1n one among the plurality of first storage
devices, which 1s configured to transmit data to, or receive
data from, another first storage device, among the plurality
of first storage devices, that corresponds to the network
connection information.

3. The data center as claimed in claim 2, further com-
prising;:

an Ethernet switch connecting the storage group to the
server by performing switching on the storage group,
wherein:

the data plane of the Ethernet storage device 1s included
in the storage group, and

the Ethernet switch connects the data plane to the control
plane.

4. The data center as claimed in claim 1, wherein the
Ethernet storage device 1s disposed between the server and
the storage group to connect the server and the storage
group.

5. The data center as claimed in claim 4, wherein the
storage group includes an Ethernet switch, which 1s con-
nected to the data plane of the Ethernet storage device and
1s configured to perform switching on connections to the
plurality of first storage devices.

6. The data center as claimed 1n claim 1, wherein the data
plane 1s one of a plurality of data planes, which are config-
ured to set independent connection environments based on
the network connection information.

7. The data center as claimed 1n claim 6, wherein, when
one among the plurality of data planes 1s unable to operate,
the server and the storage group are connected 1n accordance
with another among the plurality of data planes.

8. The data center as claimed in claim 1, wherein the
plurality of first storage devices are connected by Ethernet.

9. The data center as claimed 1n claim 1, wherein:

the storage group further includes an electronic device,
which includes an Ethernet interface and 1s connected
to the data plane by the Ethernet interface, and

the data plane 1s configured to transmit data to, or receive
data from, the electronic device 1n accordance with the
network connection mnformation.

10. A data center, comprising;:

a lirst Ethernet storage device including a control plane
that 1s configured to set a network connection informa-
tion and send the network connection information, the
network connection mformation ncluding path infor-
mation, network topology information, and device
orchestration information;
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a plurality of storage groups, each including a plurality of
second FEthernet storage devices; and
a third Ethernet storage device including a first data plane
that 1s configured to receive the network connection
information from the control plane,
wherein the first data plane adaptively sets a network
connection between the control plane and each of the
second Ethernet storage devices based on the network
connection information,
wherein the first data plane includes a network flow
table, storing mapping information between data
paths and output ports, and

the first data plane forwards data to an output port
corresponding to a data path based on the network
connection information,

wherein each of the plurality of second Ethernet storage
devices transmits or receives data according to the set
network connection.

11. The data center as claimed in claim 10, further

comprising a second data plane, wherein:

the second data plane i1s included in the first Ethernet
storage device, and

the first Ethernet storage device 1s configured to set a
network connection for the plurality of storage groups.

12. The data center as claimed i1n claim 11, further
comprising a third Ethernet storage device including a third
data plane that connects the first and second data planes.

13. The data center as claimed 1n claim 10, wherein the
data center includes a plurality of the first data planes, each
of the plurality of the first data planes being configured to set
independent network connection environments based on the
network connection information.

14. The data center as claimed 1n claim 13, wherein, when
one among the plurality of first data planes i1s unable to
operate, the first Ethernet storage device and the plurality of
storage groups are connected in accordance with another
among the plurality of first data planes.

15. The data center as claimed i1n claim 10, wherein:

the first data plane of the third Ethernet storage device 1s
included in one among the plurality of second storage
devices, and

the first data plane of the third Ethernet storage device 1s
configured to set network connections for others among,
the plurality of second Ethernet storage devices.

16. The data center as claimed 1n claim 10, wherein at
least one among the plurality of storage groups further
includes an electronic device that includes an Ethernet
interface and 1s connected via the Ethernet interface based
on the network connection information.

17. A data center, comprising:

a first device including a control plane that 1s configured
to set and send network connection information, the
network connection information including path infor-
mation, network topology information, and device
orchestration information;

a second device including a data plane that 1s configured
to selectively forward data in accordance with the
network connection information recerved from the con-
trol plane; and

a storage group including a plurality of storage devices
configured to transmit or receive data in accordance
with the forwarding of data by the second device,

wherein the first device and the second device are con-
nected by Ethernet,

wherein the data plane 1s configured to
set connections between the first device and the plu-

rality of storage devices based on the network con-
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nection iformation corresponding to each storage
device of the plurality of storage devices,
wherein the data plane includes a network flow table
storing mapping information between data paths and
output ports, and
the data plane forwards data to an output port corre-
sponding to a data path based on the network con-
nection mformation,
wherein each of the plurality of storage devices transmits
or recerves data according to the set network connec-
tion.
18. The data center as claimed 1n claim 17, wherein the
first device 1s a server or a storage device.
19. The data center as claimed 1n claim 17, wherein:
the second device 1s a first storage device among the
plurality of storage devices, and
the second device 1s configured to control the forwarding
of data to a second storage device among the plurality
ol storage devices.
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