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SECURE DATA PROVISIONING

RELATED APPLICATION

This application 1s a continuation application of U.S.

patent application Ser. No. 15/322,707, filed on Dec. 28,
2016, which 1s a § 371 International Application No. PCT/
US2015/039804, filed Jul. 9, 2015, which claims the benefit
of Provisional Application No. 62/023,813, filed Jul. 11,
2014, the entire contents of which are hereby incorporated
by reference herein.

BRIEF DESCRIPTION OF THE DRAWINGS

The present disclosure will be understood more fully from
the detailed description given below and from the accom-
panying drawings of various implementations of the disclo-
sure.

FIG. 1 illustrates an example environment with a device
that includes a secure data provisioning component 1n accor-
dance with some embodiments.

FIG. 2 1s a block diagram of an example device with a
secure data provisioning component in accordance with
some embodiments of the present disclosure.

FIG. 3A 1s a tflow diagram of an example method to
provision data mn a memory 1n accordance with some
embodiments of the present disclosure.

FIG. 3B 1s a flow diagram of an example method to
provision data mm a memory 1 accordance with some
embodiments of the present disclosure.

FIGS. 4A-4D are block diagrams of an example provi-
sioning of data into a memory of a device 1n accordance with
some embodiments.

FIG. 5 illustrates a block diagram of an embodiment of a
computer system 1n which some embodiments of the dis-
closure may operate.

DETAILED DESCRIPTION

Aspects of the present disclosure are directed to secure
data provisioning. For example, data may be stored or
provisioned 1nto a memory of a device. The memory may be
volatile or non-volatile (e.g., One Time Programmable
(OTP), eFuse, Multi-time programmable (MTP), etc.). The
data may include a cryptographic key that 1s to be used
during the operation or authentication of the device.

The device may be manufactured i a supply chain
environment that includes an Original Equipment Manufac-
turer (OEM) that designs and provides specifications for the
device and an Original Design Manufacturer (ODM) that
manufactures or assembles the device based on 1nstructions
from the OEM. For example, the device may be an elec-
tronics device (e.g., a cellular phone or other such mobile
communications device) that 1s designed by the OEM. The
ODM may assemble a system on a chip (SoC) or other
clectronic component with a memory mnto the device. A
manufacturing facility operated by the ODM may provision
or store data into the memory of the device. For example, a
cryptographic key may be provisioned or stored into the
memory 1n the device for use i1n the later operation of the
device.

Since the OEM may be 1n possession of the device after
the ODM manufacturers the device, the OEM may seek to
provision or store a particular cryptographic key into the
memory of the device while the ODM assembles or manu-
tactures the device. The manufacturing facility of the ODM
may recerve mstructions from the OEM over a network. The
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instructions may be a sequence of instructions for the ODM
to store data into the memory of the device as specified by
the OEM. However, the manufacturing facility of the ODM
may not be secure or trusted by the OEM. For example, the
ODM may not provide a secure facility. Since the data may
include cryptographic keys that are transmitted from the
OEM to the ODM for the ODM to provision into the
memory of the device, the security or integrity of the
cryptographic keys for the OEM may be compromised.
Thus, the later operation of the device that uses the crypto-
graphic key may also be less secure as the ODM that
provisions the cryptographic key into the device may not be
secure or trusted by the OEM. Accordingly, the OEM may
utilize a secure data provisionming component in the device
that controls the provisioning or storing of data into the
memory of the device.

The secure provisioning of data into the device may
ensure that the cryptographic key transmitted by the OEM to
the ODM 1s securely provisioned or stored into the memory
of the device being manufactured or assembled by the ODM.
The secure data provisioming component may receive
instructions from the manufacturing facility of the ODM that
are specified by the OEM. For example, a sequence of
istructions may be received via a network from the OEM.
The first mstruction of the sequence of instructions may
specily an OEM identification (ID) that 1s to be provisioned
or stored into the memory of the device. Subsequently, a
second 1instruction of the sequence of instructions may be
received where the second instruction specifies a hash value
of a public key to store 1n the memory of the device. The
secure data provisioning component may verily that the data
stored by the previous {first instruction corresponds to the
data of the second instruction before storing the hash value
of the public key 1n the memory of the device. For example,
the secure data provisioning component may provision or
store the hash value of the public key 1n the memory of the
device when the public key corresponding to the hash value
1s 1dentified as corresponding to or matching (e.g., assigned
to) the OEM ID that was previously provisioned or stored
into the memory of the device. However, 1f the hash value
of the public key 1s determined to not correspond to the
OEM 1D that was previously provisioned or stored into the
memory of the device, then the hash value of the public key
may not be provisioned or stored into the memory of the
device.

Furthermore, a third istruction of the sequence of
instructions may be received by the secure data provisioning
component for provisioning or storing additional data into
the memory of the device. The third 1nstruction may specily
a cryptographic key (e.g., an OEM key) that 1s to be
provisioned or stored 1nto the memory of the device. In some
embodiments, the OEM key may be used to authenticate the
device during a later operation of the device. The secure data
provisioning component may verity that the data stored in
the prior second 1instruction corresponds to the data of the
third instruction before provisioming or storing the data of
the third instruction into the memory of the device. For
example, the OEM key may be provisioned or stored mto the
memory ol the device when the public key hash value
corresponds to the OEM key (e.g., the public key hash value
1s the expected value when the OEM key 1s to be provisioned
into the memory of the device). Accordingly, at each mstruc-
tion of the sequence of instructions, the data of the prior
instruction that was provisioned into the memory may be
verified to match the data of the current 1nstruction.

As previously mentioned, the secure data provisioning
may allow for secure provisioning of the cryptographic key
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specified by the OEM. For example, since the prior data 1s
verified before the provisioning of additional data, the
provisioning or storing of the OEM key may be performed
when the OEM ID and the public key hash value correspond
to the OEM key. Thus, the OEM key may not be provisioned
or stored into the memory of the device without the prior
OEM ID and public key hash value being from the OEM
corresponding to the OEM key. Thus, the OEM key may
only be provisioned or stored into the memory of the device
if the prior data corresponds to the OEM key. As further
described, the secure data provisioming will ensure that the
OEM key of a first OEM 1s not provisioned or stored into the
memory of the device that includes an OEM ID and a public
key hash value that 1s associated with a different OEM.

FIG. 1 illustrates an example environment 100 with a
device that includes a secure data provisioning component.
In general, the environment 100 includes an integrated
circuit (IC) manufacturer 120, an Original Design Manu-
tacturer (ODM) 130, and an Original Equipment Manufac-
turer (OEM) 140 that are associated with the lifecycle of an
integrated circuit that includes a secure data provisioning
component 110 that 1s part of a device.

As shown 1n FIG. 1, the environment 100 includes an IC
manufacturer 120 that may fabricate or manufacture an
integrated circuit that includes a secure data provisioning
component 120. The integrated circuit may include a one-
time programmable (OTP) memory. The integrated circuit
may be a system on a chip (SoC) that includes an OTP
memory, processing logic, the secure data provisioming
component 120, and additional memory as described with
regard to FIG. 2.

The IC manufacturer 120 may provide the integrated
circuit that includes the secure data provisioning component
120 to the ODM 130 that may manufacture a product or a
portion of the product that i1s specified and subsequently
used by the OEM 140. For example, the ODM 130 may be
another manufacturing entity that controls a manufacturing
tacility to assemble a device. The OEM 140 may be another
entity that uses the product or portion of the product that 1s
manufactured by the ODM 130. For example, the OEM 140
may be 1n control or possession of the device that includes
the secure data provisioning component 110 after the ODM
130 has provided some manufacturing services involving the
integrated circuit that includes the secure data provisioning
component 110.

The manufacturing facility operated by the ODM 130
may be configured to receive mstructions or commands from
the OEM 140. For example, the OEM 140 may transmit a
sequence of 1nstructions to the manufacturing facility of the
ODM 130 via a network. In response to receiving the
sequence of instructions from the OEM 140, manufacturing
equipment of the ODM 130 may transmit the sequence of
instructions to the secure data provisioning component 110
ol the device or the portion of a device that 1s manufactured
at the ODM 130. The sequence of instructions may include
instructions for storing or provisioning data into a memory
of the device or portion of the device that 1s controlled by the
secure data provisioming component 110.

Accordingly, the ODM 130 may be 1n possession or
control of a device or a portion of a device that includes an
integrated circuit with a secure data provisioning component
110. The ODM 130 may be configured to transmit instruc-
tions to store data into a memory of the integrated circuit
based on instructions received from the OEM 140. The
secure data provisioning component 110 may ensure that the
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4

data stored into the memory of the integrated circuit is
authorized or valid as described 1n further detail with regard
to FIGS. 2-5.

FIG. 2 1s a block diagram of an example device 200 with
a secure data provisioning component. In general, the device
200 may include a secure data provisioning component 210
that corresponds to the secure data provisioning component
110 of FIG. 1. In some embodiments, the secure data
provisioning component 210 may include processing logic
that may comprise hardware (e.g., processing device, cir-
cuitry, dedicated logic, programmable logic, microcode,
hardware of a device, etc.), software (e.g., instructions run or
executed on a processing device), or a combination thereof.
The device 200 may be any electronics device.

As shown 1n FIG. 2, the device 200 may include a secure
data provisioning component 210, an OTP memory 220, a
secure boot logic 230, and additional memory 240. The
secure data provisioning component 210 may receive one or
more 1structions (e.g., a sequence of mstructions) 250 from
a manufacturing equipment of an ODM based on a com-
munication from an OEM. The one or more instructions 2350
may be instructions to store data into the OTP memory 220.
In some embodiments, the OTP memory may refer to a type
of digital memory implemented in circuitry or silicon of the
device 200 that may be programmed and cannot be changed
alter being programmed. For example, data (e.g., 1dentifi-
cation information and/or cryptographic keys) may be pro-
grammed 1nto the OTP memory 220 of the device 200 based
on the mstructions 250 and the data may not be changed 1n
the OTP memory 220 after the programming of the data into
the OTP memory 220. Furthermore, the OTP memory 220
may be a type of digital memory where the setting of each
bit of the OTP memory 220 1s locked by a fuse (e.g., an
clectrical fuse associated with an 1nitial low resistance and
designed to permanently break an electrically conductive
path after the programming or setting of a corresponding bit)
or an antifuse (e.g., an electrical component associated with
an 1n1tial high resistance and designed to permanently create
an electrically conductive path after the programming or
setting of a corresponding bit). As an example, each bit of
the OTP memory 220 may start with an initial value of ‘0’
and may be programmed or set to a later value of ‘1’ (or vice
versa). Thus, 1n order to program or provision a crypto-
graphic key with a value of ‘10001 into the OTP memory
220, two bits of the OTP memory 220 may be programmed
from the 1nitial value of ‘0’ to the later value of °1.” Once the
two bits of the OTP memory 220 have been programmed to
the later value of ‘1°, then the two bits may not be pro-
grammed to the value of ‘0.” As such, the bits of the OTP
memory 220 may be programmed once and may not be
changed once programmed.

Referring to FIG. 2, the OTP memory 220 may store an
OEM ID 221, akey hash 222, and an OEM key 223. In some
embodiments, the secure data provisioning component 210
may control or authorize the storing or provisioning of the
OEM 1D 221, key hash 222, and OEM key 223 into the OTP

emory 220.

The device 200 may further include secure boot logic 230
that may execute an operating system (OS) 242 from an
additional memory 240 (e.g., a flash memory) based on the
key hash 222 in the OTP memory 220. The additional
memory 240 may further include an OS signature 241 that
1s used by the secure boot logic 230 to determine whether or
not to execute the OS 242. For example, the secure boot
logic 230 may be executed 1n response to an initiation or
power up of the device 200. The secure boot logic 230 may
retrieve the key hash 222 from the OTP memory 220,
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determine a public key associated with the key hash 222 and
verily the OS signature 241 by comparing the public key
with the OS signature 241 which may correspond to a
private key. In some embodiments, the OS 242 or the OS
signature 241 may store a copy of the public key and the
secure boot logic 230 may calculate a hash value of the copy
of the public key and may compare the calculated hash value
with the value of the key hash 222. If the calculated hash
value matches the value of the key hash 222, then the public
key may be considered to be associated with the key hash
222 and may be accessible. Upon veritying the OS signature
241, the OS 242 may be executed and may access the OEM
key 223. However, 1f the key hash 222 1s associated with a
second OEM while the OEM key 223 1s associated with a
first OEM, the execution of the OS 242 may result 1n the
accessing of the OEM key 223 of the first OEM based on the
key hash 222 of the second OEM. Accordingly, the secure
data provisioning described herein may be used to prevent
the provisioning or storing of one OEM key into the OTP
memory while another OEM’s public key hash value 1s
stored mto the OTP memory so that the OS 242 that 1s
associated with the other OEM may not be able to access the
OEM key.

FIG. 3A 15 a flow diagram of an example method 301 to
provision data in a memory. In general, the method 301 may
be performed by processing logic that may comprise hard-
ware (e.g., processing device, circuitry, dedicated logic,
programmable logic, microcode, hardware of a device, etc.),
soltware (e.g., instructions run or executed on a processing
device), or a combination thereof. In some embodiments, the
method 301 may be performed by the secure data provi-
sioning component 110 or 210 of FIG. 1 or 2.

As shown 1n FIG. 3A, the method 301 may begin with the
processing logic receiving a first instruction of a sequence of
instructions for storing first data into a memory of a device
(block 302). In some embodiments, the sequence of instruc-
tions may be signed or encrypted by a private key and the
processing logic may access the sequence of instructions by
verilying or decrypting the sequence of 1mnstructions by using,
a corresponding public key that 1s stored 1n the circuitry of
the device. The processing logic may subsequently store the
first data of the first instruction ito the memory of the
device (block 303). As further described with regard to FIG.
3B, the first data of the first instruction may correspond to
an entity ID of an OEM (i.e., the OEM ID). The processing
logic may subsequently receive a second instruction of the
sequence ol instructions for storing second data into the
memory of the device (block 304). In response to receiving,
the second instruction, the processing logic may store the
second data mto the memory of the device based on the first
data of the first instruction that was previously stored into
the memory of the device (block 305). As further described
with regard to FIG. 3B, the second data of the second
instruction may correspond to a hash value of a public key
which may be stored into the memory of the device based on
the entity ID of the OEM of the first instruction matching or
corresponding to the hash value of the public key. Subse-
quently, the processing logic may recerve a third 1nstruction
of the sequence of instructions for storing a third data into
the memory of the device (block 306). In response to
receiving the third instruction, the processing logic may
store the third data into the memory of the device based on
the second data of the second instruction that was previously
provisioned or stored into the memory of the device (block
307). As further described with regard to FIG. 3B, the third
data of the third nstruction may correspond to a symmetric
key (1.e., the OEM key) which may be provisioned or stored
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into the memory of the device based on the hash value of the
public key of the second instruction corresponding to the
symmetric key. In some embodiments, the symmetric key of
the third instruction may be received 1n an encrypted state
from the OEM. For example, the symmetric key itself may
be encrypted by a wrapping symmetric key where the
wrapping symmetric key 1s stored in the device (e.g., the
secure data provisioning component).

As such, data may be provisioned or stored into a memory
of a device based on the prior data that has been provisioned
or stored into the memory of the device. The data that 1s to
be provisioned or stored into the memory of the device may
be received as part of a sequence of 1nstructions received
from an OEM by an ODM for the ODM to provision or store
into the memory of the device.

FIG. 3B 1s a flow diagram of an example method 300 to
provision data in a memory. In general, the method 300 may
be performed by processing logic that may comprise hard-
ware (e.g., processing device, circuitry, dedicated logic,
programmable logic, microcode, hardware of a device, etc.),
soltware (e.g., instructions run or executed on a processing,
device), or a combination thereof. In some embodiments, the
method 300 may be performed by the secure data provi-
sioning component 110 or 210 of FIG. 1 or 2.

As shown 1n FIG. 3B, the method 300 may begin with the
processing logic recerving a {irst instruction to provision or
store an entity identification (ID) of an OEM into a memory
(block 310). The entity ID may correspond to an OEM
identification. For example, a first instruction of a sequence
of mstructions from an OEM may be received via an ODM
to store an entity ID of the OEM nto an OTP memory of a
device. In some embodiments, the entity ID may be unique
to a particular OEM. The processing logic may store the
entity ID of the OEM into the memory (block 320). Subse-
quently, a second instruction to provision or store a hash
value corresponding to a public key 1nto a second memory
address space may be received (block 330). For example, a
second instruction of the sequence of instructions from the
OEM may be received for the ODM to provision or store a
hash value of a public key of the OEM into the OTP
memory. In some embodiments, the hash value may be
calculated from a hash function that maps digital data (e.g.,
the public key of the OEM) to digital data of a fixed size
(e.g., the hash value).

Referring to FIG. 3B, the processing logic may determine
if the entity ID previously provisioned into the memory
corresponds to the hash value of the public key of the second
instruction (block 340). For example, a determination may
be made as to whether the hash value of the public key of the
second instruction of the sequence of instructions that 1s
received by the ODM from the OEM to provision into the
memory ol the device 1s 1dentified as belonging to or being
associated with the entity ID of the first instruction of the
sequence of mstructions that was previously received by the
ODM ftrom the OEM and that was previously provisioned
into the memory of the device. In some embodiments, the
hash value of the public key of the OEM may be received
from the instruction with an OEM ID check value (1.e., a
checksum value that may be data that 1s smaller 1n size than
the hash value of the public key and may be used to detect
an error with the OEM ID). The processing device may
determine 11 the OEM ID check value corresponds to an
OEM ID value that 1s stored in the memory of the device. In
the same or alternative embodiments, the hash value of the
public key, or a portion of the hash value, may be used as the
OEM ID. If the hash value of the public key does not

correspond to the entity ID that was previously provisioned
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or stored 1nto the memory, then the processing logic may not
provision or store the hash value of the public key nto the
memory (block 350). For example, if the hash value of the
public key from the second instruction does not belong to the
entity ID of the OEM that was previously stored into the
memory, then the hash value of the public key may not be
stored 1nto the memory. If the processing logic determines
that the entity ID that was previously provisioned into the
memory corresponds to the hash value of the public key,
then the hash value of the public key may be stored 1nto the
memory (block 360). For example, if the hash value of the
public key does belong to the entity ID of the OEM that wa
previously stored into the memory, then the hash value of the
public key may be stored into the memory.

The processing logic may further receive a third instruc-
tion to provision a key mto the memory (block 370). For
example, a third instruction of the sequence of instructions
from the OEM may be received for the ODM to provision
or store a cryptographic key of the OEM (1.¢., the OEM key)
into the OTP memory. The third mstruction may be received
alter the second instruction. In some embodiments, the key
that 1s to be provisioned by the third instruction may be a
symmetric key. The processing logic may determine if the
hash value of the public key that was previously provisioned
into the memory corresponds to the key of the third mstruc-
tion (block 380). For example, a determination may be made
as to whether the key of the third mstruction of the sequence
ol instructions that 1s received by the ODM from the OEM
1s 1dentified as being paired with the hash value of the public
key that was previously provisioned into the memory (e.g.,
the key should be provisioned into a memory with a par-
ticular hash value of a public key). If the key of the third
istruction does not correspond to the hash value of the
public key that was previously stored into the memory, then
the processing logic may not provision or store the key into
the memory (block 385). For example, 1f the key from the
third mstruction should not be paired with the hash value of
the public key that was previously stored into the memory,
then the key may not be stored into the memory. If the
processing logic determines that the hash value of the public
key that was previously provisioned into the memory cor-
responds to the key, then the key may be stored into the
memory (block 390). For example, 11 the key of the third
instruction should be paired with the hash value of the public
key that was previously stored into the memory, then the key
may be stored into the memory.

In some embodiments, the processing logic may further
verily whether the enftity ID of the OEM that was previously
provisioned or stored into the memory corresponds to the
key before executing the third instruction to store the
symmetric key mnto the memory. Thus, 1n some embodi-
ments, the provisioning of the symmetric key from the third
instruction mto the memory may be based on the entity 1D
of the OEM from the first mstruction and the hash value of
the public key from the second 1nstruction.

FIGS. 4A-4D are block diagrams of an example provi-
sioning of data into a memory of a device. In general, the
example provisioning of data may be performed by process-
ing logic that may comprise hardware (e.g., processing
device, circuitry, dedicated logic, programmable logic,
microcode, hardware of a device, etc.), software (e.g.,
istructions run or executed on a processing device), or a
combination thereof. In some embodiments, the example
provisioning may be performed by the secure data provi-
sioning component 110 or 210 of FIG. 1 or 2.

As shown in FIG. 4A, a first instruction 410 of a sequence
of instructions may be received to provision or store an
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entity ID of an OEM into the memory. For example, an
entity ID of ‘OEM ID 1° may be provisioned into the
memory. Subsequently, as shown 1 FIG. 4B, a second
instruction 420 of the sequence of instructions may be
received to provision or store a hash value of a public key
into the memory. For example, a first public key hash value
may be provisioned or stored mto the memory based on the
first public key hash value corresponding to a first OEM with
an entity ID of ‘OEM ID 1.” Furthermore, as shown in FIG.
4C, a third mstruction 430 of the sequence of instructions
may be received to provision or store a symmetric key into
the memory. For example, a symmetric key ‘OEM Key 1’
may be provisioned or stored into the memory based on the
symmetric key corresponding to the first public key hash
value for the first OEM. However, as shown 1n FIG. 4D,
another mstruction 440 may be received to provision or store
a symmetric key ‘OEM Key 2’ for a second OEM that 1s
different than the first OEM with the entity ID of ‘OEM ID
1.” Since the ‘OEM Key 2’ does not correspond to the public
key hash value of the first OEM that 1s already stored into
the memory, the symmetric key ‘OEM Key 2° may not be
provisioned or stored into the memory.

FIG. 5 illustrates an example machine of a computer
system 500 within which a set of instructions, for causing
the machine to perform any one or more of the methodolo-
gies discussed herein, may be executed. In alternative imple-
mentations, the machine may be connected (e.g., networked)
to other machines 1n a LAN, an intranet, an extranet, and/or
the Internet. The machine may operate 1n the capacity of a
server or a client machine 1n client-server network environ-
ment, as a peer machine 1 a peer-to-peer (or distributed)
network environment, or as a server or a client machine in
a cloud computing infrastructure or environment.

The machine may be a personal computer (PC), a tablet
PC, a set-top box (STB), a Personal Digital Assistant (PDA),
a cellular telephone, a web appliance, a server, a network
router, a switch or bridge, or any machine capable of
executing a set of 1nstructions (sequential or otherwise) that
specily actions to be taken by that machine. Further, while
a single machine 1s illustrated, the term “machine” shall also
be taken to include any collection of machines that indi-
vidually or jointly execute a set (or multiple sets) of 1nstruc-
tions to perform any one or more of the methodologies
discussed herein.

The example computer system 300 includes a processing
device 502, a main memory 504 (e.g., read-only memory
(ROM), flash memory, dynamic random access memory
(DRAM) such as synchronous DRAM (SDRAM) or Ram-
bus DRAM (RDRAM), etc.), a static memory 506 (e.g.,
flash memory, static random access memory (SRAM), etc.),
and a data storage device 518, which communicate with
cach other via a bus 330.

Processing device 502 represents one or more general-
purpose processing devices such as a microprocessor, a
central processing unit, or the like. More particularly, the
processing device may be complex instruction set comput-
ing (CISC) microprocessor, reduced instruction set comput-
ing (RISC) microprocessor, very long instruction word
(VLIW) microprocessor, or processor implementing other
istruction sets, or processors implementing a combination
ol instruction sets. Processing device 502 may also be one
or more special-purpose processing devices such as an
application specific mtegrated circuit (ASIC), a field pro-
grammable gate array (FPGA), a digital signal processor
(DSP), network processor, or the like. The processing device
502 1s configured to execute instructions 526 for performing
the operations and steps discussed herein.
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The computer system 500 may further include a network
interface device 508 to communicate over the network 520.
The computer system 1100 also may include a video display
unit 310 (e.g., a liquid crystal display (LCD) or a cathode ray
tube (CRT)), an alphanumeric mput device 512 (e.g., a
keyboard), a cursor control device 514 (e.g., a mouse), a
graphics processing unit 522, a signal generation device 516
(e.g., a speaker), graphics processing unit 322, video pro-
cessing unit 328, and audio processing unit 532.

The data storage device 518 may include a machine-
readable storage medium 3524 (also known as a computer-
readable medium) on which 1s stored one or more sets of
instructions or software 526 embodying any one or more of
the methodologies or functions described herein. The
instructions 526 may also reside, completely or at least
partially, within the main memory 504 and/or within the
processing device 502 during execution thereof by the
computer system 500, the main memory 504 and the pro-
cessing device 502 also constituting machine-readable stor-
age media.

In one implementation, the instructions 326 include
instructions to implement functionality corresponding to an
encrypted key derniver (e.g., secure data provisioning com-
ponent 110 or 210 of FIG. 1 or 2). While the machine-
readable storage medium 524 1s shown 1 an example
implementation to be a single medium, the term “machine-
readable storage medium™ should be taken to include a
single medium or multiple media (e.g., a centralized or
distributed database, and/or associated caches and servers)
that store the one or more sets of instructions. The term
“machine-readable storage medium™ shall also be taken to
include any medium that 1s capable of storing or encoding a
set of instructions for execution by the machine and that
cause the machine to perform any one or more of the
methodologies of the present disclosure. The term
“machine-readable storage medium” shall accordingly be
taken to include, but not be limited to, solid-state memories,
optical media and magnetic media.

Some portions of the preceding detailed descriptions have
been presented 1n terms of algorithms and symbolic repre-
sentations of operations on data bits within a computer
memory. These algorithmic descriptions and representations
are the ways used by those skilled in the data processing arts
to most eflectively convey the substance of their work to
others skilled in the art. An algorithm 1s here, and generally,
conceived to be a self-consistent sequence of operations
leading to a desired result. The operations are those requir-
ing physical manipulations of physical quantities. Usually,
though not necessarily, these quantities take the form of
clectrical or magnetic signals capable of being stored, com-
bined, compared, and otherwise manipulated. It has proven
convenient at times, principally for reasons of common
usage, to refer to these signals as bits, values, elements,
symbols, characters, terms, numbers, or the like.

It should be borne 1n mind, however, that all of these and
similar terms are to be associated with the appropnate
physical quantities and are merely convenient labels applied
to these quantities. Unless specifically stated otherwise as
apparent from the above discussion, 1t 1s appreciated that
throughout the description, discussions utilizing terms such
as “1dentifying” or “determiming” or “executing” or “per-
forming” or “collecting” or “creating” or “sending” or the
like, refer to the action and processes of a computer system,
or similar electronic computing device, that manipulates and
transforms data represented as physical (electronic) quanti-
ties within the computer system’s registers and memories
into other data similarly represented as physical quantities
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within the computer system memories or registers or other
such information storage devices.

The present disclosure also relates to an apparatus for
performing the operations herein. This apparatus may be
specially constructed for the intended purposes, or 1t may
comprise a general purpose computer selectively activated
or reconfigured by a computer program stored in the com-
puter. Such a computer program may be stored 1n a computer
readable storage medium, such as, but not limited to, any
type of disk including floppy disks, optical disks, CD-
ROMs, and magnetic-optical disks, read-only memories
(ROMs), random access memories (RAMs), EPROMs,
EEPROMSs, magnetic or optical cards, or any type of media
suitable for storing electronic instructions, each coupled to
a computer system bus.

The algorithms and displays presented herein are not
inherently related to any particular computer or other appa-
ratus. Various general purpose systems may be used with
programs 1n accordance with the teachings herein, or it may
prove convenient to construct a more specialized apparatus
to perform the method. The structure for a variety of these
systems will appear as set forth 1n the description below. In
addition, the present disclosure 1s not described with refer-
ence to any particular programming language. It will be
appreciated that a variety of programming languages may be
used to implement the teachings of the disclosure as
described herein.

The present disclosure may be provided as a computer
program product, or software, that may include a machine-
readable medium having stored thereon instructions, which
may be used to program a computer system (or other
clectronic devices) to perform a process according to the
present disclosure. A machine-readable medium includes
any mechanism for storing information 1n a form readable
by a machine (e.g., a computer). For example, a machine-
readable (e.g., computer-readable) medium includes a
machine (e.g., a computer) readable storage medium such as
a read only memory (“ROM”), random access memory
(“RAM”), magnetic disk storage media, optical storage
media, flash memory devices, etc.

In the foregoing disclosure, implementations of the dis-
closure have been described with reference to specific
example 1implementations thereof. It will be evident that
various modifications may be made thereto without depart-
ing from the broader spirit and scope of implementations of
the disclosure as set forth in the following claims. The
disclosure and drawings are, accordingly, to be regarded 1n
an 1llustrative sense rather than a restrictive sense.

What 1s claimed 1s:

1. A device comprising:

a first memory to store software;

a second memory; and

secure data provisioning component operatively coupled

to the second memory, wherein the secure data provi-

sioning component to:

receive a first instruction to store an entity identification
(ID) 1n the second memory, wherein the entity ID 1s
unique to a particular manufacturer;

store the entity ID 1n the second memory in response to
receiving the first mstruction;

receive a second 1nstruction to store a hash value of a
public key in the second memory, wherein the sec-
ond 1nstruction comprises the hash value and an 1D
check value, wherein the ID check value 1s used by
the secure data provisioning component to detect an
error with the entity ID prior to storing the hash value
in the second memory, wherein the public key cor-
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responds to a private key used by the particular
manufacturer to sign the software that 1s stored 1n the
first memory;

prior to storing the hash value in the second memory,
determine whether the hash value corresponds to the
entity ID using the ID check value, wherein the hash
value corresponds to the entity ID when the ID check
value corresponds to the entity ID; and

store the hash value 1n the second memory when the

hash value 1s determined to correspond to the entity
ID.

2. The device of claim 1, wherein the second memory 1s
non-volatile memory.

3. The device of claim 2, wherein the non-volatile
memory 1s at least one of a One Time Programmable (OTP)
memory, eFuse, or Multi-time Programmable (MTP)
memory.

4. The device of claim 1, wherein the second memory 1s
volatile memory.

5. The device of claim 1, wherein the secure data provi-
sioning component 1s further to:

receive a third mstruction to store a symmetric key in the

second memory, wherein the third instruction com-
prises the symmetric key and an expected value,
wherein the expected value 1s used by the secure data
provisioning component to detect an error with the hash
value prior to storing the symmetric key in the second
memory, wherein the symmetric key 1s specified by the
particular manufacturer to authenticate the device dur-
ing a later operation of the device;

prior to storing the symmetric key in the second memory,

determine whether the symmetric key to be stored 1n
the second memory corresponds to the hash value that
1s stored 1n the second memory using the expected
value, wherein the symmetric key corresponds to the
hash value when the expected value matches the hash
value stored in the second memory; and

store the symmetric key 1n the second memory when the

symmetric key 1s determined to correspond to the hash
value.

6. The device of claim 5, wherein the first instruction, the
second 1nstruction, and the third instruction are associated
with a sequence of istructions received by an original
device manufacturer (ODM) from an original equipment
manufacturer (OEM) via a network.

7. The device of claim 6, wherein the sequence of
istructions 1s associated with a signature corresponding to
the private key, the secure data provisioning component 1s
turther to:

retrieve, from circuitry of the device, the public key

corresponding to the private key; and

authenticate the signature of the sequence of mnstructions

based on the public key.

8. The device of claim 5, wherein the symmetric key 1s
encrypted based on a wrapping key.

9. The device of claim 8, wherein the wrapping key 1s
stored 1n the secure data provisioning component.

10. The device of claim 5, wherein the entity ID 1s an
original equipment manufacturer (OEM) ID, wherein the
symmetric key 1s an OEM key associated with the OEM 1D.

11. The device of claim 1, further comprising secure boot
logic coupled to the first memory and the second memory,
wherein the software, stored in the first memory, 1s an
operating system (OS), wherein the secure boot logic 1s to
execute the OS from the first memory based on the hash
value stored in the second memory.
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12. The device of claim 11, wherein the first memory 1s
further to store an OS signature, wherein the secure boot
logic 1s to determine whether to execute the OS based on the
OS signature.

13. The device of claim 11, wherein the first memory 1s
further to store an OS signature signed by a private key,
wherein the secure boot logic 1s to:

retrieve the hash value from the second memory;

determine a public key associated with the hash value;

verily the OS signature using the public key; and
determine whether to execute the OS responsive to the OS
signature being verified.

14. The device of claim 11, wherein the first memory 1s
turther to store an OS signature and a copy of the public key
associated with the OS signature, wherein the secure boot
logic 1s to:

retrieve the public key stored 1n the first memory;

calculate a second hash value of the copy of the public

key:

retrieve the hash value from the second memory;

verily the OS signature by comparing the second hash

value with the hash value; and

determine whether to execute the OS responsive to the OS

signature being verified.

15. An apparatus comprising;:

a first memory to store software;

a second memory;

means for receiving a first instruction to store an entity

identification (ID) in the second memory and a second
istruction to store a hash value of a public key 1n the
second memory, wherein the entity ID 1s unique to a
particular manufacturer, wherein the second 1nstruction
comprises the hash value and an ID check value,
wherein the public key corresponds to a private key
used by the particular manufacturer to sign the software
that 1s stored 1n the first memory;

means for storing the entity ID 1n the second memory 1n

response to the first mstruction;

means for determiming whether the hash value corre-

sponds to the entity ID using the ID check value prior
to storing the hash value in the second memory,
wherein the hash value corresponds to the entity ID
when the ID check value matches the entity 1D; and
means for storing the hash value 1n the second memory 1n
response to the second instruction and the hash value
being determined to correspond to the entity ID.

16. The apparatus of claim 15, further comprising:

means for receiving a third mstruction to store a symmet-

ric key 1n the second memory, wherein the third instruc-
tion comprises the symmetric key and an expected
value, wherein the symmetric key 1s specified by the
particular manufacturer to authenticate the apparatus
during a later operation of the apparatus;

means for determining whether the symmetric key to be

stored 1n the second memory corresponds to the hash
value that 1s stored in the second memory using the
expected value prior to storing the symmetric key in the
second memory, wherein the symmetric key corre-
sponds to the hash value when the expected value
matches the hash value stored 1n the second memory;
and

means for storing the symmetric key in the second

memory when the symmetric key 1s determined to
correspond to the hash value.

17. The apparatus of claim 15, wherein the second
memory 1s non-volatile memory.
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18. The apparatus of claim 17, wherein the non-volatile
memory 1s at least one of a One Time Programmable (OTP)
memory, eFuse, or Multi-time Programmable (MTP)
memory.

19. An mtegrated circuit comprising;

a first memory to store software;

a second memory; and

secure data provisioning component operatively coupled

to the second memory, wherein the secure data provi-

sioning component to:

receive a {irst instruction to store an entity identification
(ID) 1n the second memory, wherein the entity 1D 1s
unique to a particular manufacturer;

store the entity ID 1n the second memory 1n response to
recetving the first instruction;

receive a second 1nstruction to store a hash value of a
public key in the second memory, wherein the sec-
ond 1nstruction comprises the hash value and an 1D
check value, wherein the ID check value 1s used by
the secure data provisioning component to detect an
error with the entity ID prior to storing the hash value
in the second memory, wherein the public key cor-
responds to a private key used by the particular
manufacturer to sign the software that 1s stored 1n the
first memory;

prior to storing the hash value in the second memory,
determine whether the hash value corresponds to the

entity ID using the 1D check value, wherein the hash
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value corresponds to the entity ID when the ID check
value corresponds to the entity I1D; and
store the hash value 1n the second memory when the
hash value 1s determined to correspond to the entity
ID.
20. The integrated circuit of claim 19, wherein the secure
data provisioning component 1s further to:
recetve a third mstruction to store a symmetric key 1n the
second memory, wherein the third instruction com-

prises the symmetric key and an expected value,
wherein the expected value 1s used by the secure data
provisioning component to detect an error with the hash
value prior to storing the symmetric key 1n the second
memory, wherein the symmetric key 1s specified by the
particular manufacturer to authenticate the integrated
circuit during a later operation of the integrated circuit;

prior to storing the symmetric key 1n the second memory,
determine whether the symmetric key to be stored 1n
the second memory corresponds to the hash value that
1s stored in the second memory using the expected
value, wherein the symmetric key corresponds to the
hash value when the expected value matches the hash
value stored in the second memory; and

store the symmetric key 1n the second memory when the
symmetric key 1s determined to correspond to the hash
value.



	Front Page
	Drawings
	Specification
	Claims

