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- TRAIN A BIDIRECTIONAL LONG SHORT-TERM MEMORY RECURRENT NEURAL

- NETWORK (BSLTM) BY DETERMINING PROBABILITIES P (IN AFORWARD
EAECUTION DIRECTION), Fs (IN A BACKWARD EAECUTION DIRECTION) AND

- Prvan (BIDIREGTIONAL), OF ENCOUNTERING EACH COMPUTER-EAECUTED

QPERATEGN WITHIN A TRAINING SET OF COMPUTER-EXAECUTED OPERATIONS,
CALCULAT?NG ERROR FOR BEAGH OF Fr, Pa, AND Frnac, AND APPLYING BAGK

PROPAGATION TECHNIQUE TO UPDATE HTS NETWORK WEIGHTS
ACCORDINGLY TO MINIMIZE ThHE THREER ERROURS, REPEATING ThHE ABOVE
UNTIL NO ERROR IMPROVEMENT
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 IDENTIFY A CANDIDATE SEQUENCE OF COMPUTER-EXECUTED OPERATIONS
WWVITHIN AN EVALUATION SET OF COMPUTER-EXECUTED OPERATIONS WHERE
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- AND Ps > Ty AND FOR THE LAST COMPUTER-EXECUTED OPERATION IN THE
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OB e

- IDENTIFY A CANDIDATE SEQUENCE AS ANOMALOUS I+ THE CANDIDATE
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DETECTING NON-ANOMALOUS AND
ANOMALOUS SEQUENCES OF
COMPUTER-EXECUTED OPERATIONS

BACKGROUND

Computer-executed operations typically occur as a part of
domain-dependent sequences of computer operations, such
as related to business processes or worktlows or operating
system functions. For example, in a database domain, a
series of SQL queries may be related to a “Money Transier”
business process. Such sequences ol operations are often
repeated during normal computer operations and may be
understood to represent the legitimate flow of computer
operations. When a computer system 1s compromised, such
as by an attacker, the legitimate tlow of computer operations
1s oiten tainted with anomalous, and often illegitimate,
operations or sequences ol operations.

SUMMARY

In one aspect of the mvention a method 1s provided for
detecting sequences of computer-executed operations, the
method including training a bidirectional long short-term
memory recurrent neural network to determine probabilities
of encountering each of a plurality of consecutive computer-
executed operations within a training set of consecutive
computer-executed operations, where for each of the com-
puter-executed operations the probabilities include a for-
ward probability of encountering the computer-executed
operation 1n a forward execution direction of the consecutive
computer-executed operations, and a backward probabaility
ol encountering the computer-executed operation in a back-
ward execution direction of the consecutive computer-ex-
ecuted operations, and 1dentitying, using any of the forward
probabilities and any of the backward probabilities, a plu-
rality of reference sequences of consecutive computer-ex-
ecuted operations within the training set of consecutive
computer-executed operations, where for each given one of
the sequences the forward probability of encountering a first
computer-executed operation in the given sequence 1s below
a predefined lower threshold, the forward probability of
encountering a last computer-executed operation in the
given sequence 1s above a predefined upper threshold, the
backward probability of encountering the last computer-
executed operation in the given sequence 1s below the
predefined lower threshold, and the backward probability of
encountering the first computer-executed operation in the
given sequence 1s above the predefined upper threshold, and
where the predefined lower threshold 1s below the pre-
defined upper threshold.

In other aspects of the invention systems and computer
program products embodying the invention are provided.

BRIEF DESCRIPTION OF THE DRAWINGS

Aspects of the imnvention will be understood and appreci-
ated more fully from the following detailed description
taken 1n conjunction with the appended drawings 1n which:

FIGS. 1A and 1B, taken together, 1s a simplified concep-
tual 1illustration of a system Zfor detecting anomalous
sequences of computer-executed operations, constructed and
operative 1n accordance with an embodiment of the inven-
tion;

FIG. 1C 1s a simplified graphical illustration of a sequence
of computer-executed operations 1dentified using the system

of FIGS. 1A and 1B;
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FIG. 2 1s a simplified flowchart illustration of an exem-
plary method of operation of the system of FIGS. 1A and 1B,

operative 1n accordance with an embodiment of the mven-
tion; and
FIG. 3 1s a simplified block diagram illustration of an

exemplary hardware implementation of a computing system,
constructed and operative in accordance with an embodi-
ment of the mvention.

DETAILED DESCRIPTION

Reference 1s now made to FIGS. 1A and 1B, which, taken
together, 1s a simplified conceptual illustration of a system
for detecting anomalous sequences of computer-executed
operations, constructed and operative 1n accordance with an
embodiment of the invention. In the system of FIG. 1A a
neural network manager 100 1s configured to train a bidi-
rectional long short-term memory recurrent neural network,
now referred to as BLSTM 102, using a training set of
consecutive computer-executed operations. Each training set
of consecutive computer-executed operations includes a
time-ordered stream of consecutive computer-executed
operations preferably performed with respect to a given
computing perspective, non-limiting examples of which
include where a given training set 1s of consecutive com-
puter-executed operations performed by a given computer
soltware application on a given computer, or of consecutive
computer-executed operations performed on a given data
store on a file server, such as a text file or database, or of
consecutive computer-executed operations performed by a
computer 1n support of i1ts interactions with one or more
other computers. The computer-executed operations them-
selves may be defined at any level of granularity using any
conventional technique and may include any known type of
computer-executed operation, non-limiting examples of
which include database queries, file reads, file writes, and
HTTP GET operations.

BLSTM 102 processes the consecutive computer-ex-
ecuted operations in the training set in both a forward
execution direction, where the training set’s computer-ex-
ecuted operations are processed 1n the order of their execu-
tion, as well as 1n a backward execution direction, where the
training set’s computer-executed operations are processed 1n
the reverse order of their execution. BLSTM 102 processes
cach computer-executed operation in the training set by
determining one probability P, of encountering the com-
puter-executed operation in the forward execution direction
in view of the computer-executed operations executed prior
to execution of the computer-executed operation being pro-
cessed, one probability P, of encountering the computer-
executed operation 1n the backward execution direction 1n
view 1f the computer-executed operations executed subse-
quent to execution of the computer-executed operation being
processed, and one probability P....,, of encountering the
computer-executed operation 1n both forward and backward
execution directions in view of the computer-executed
operations executed both prior to and subsequent to the
given computer-executed operation. P, P, and P.,.,,, are
preferably calculated 1 accordance with conventional
BLSTM techniques. In accordance with the invention,
BLSTM 102, calculates three errors, one for P,., one for P,
and one for Pr,,,, and then applies any conventional
backpropagation technique to update its network weights
accordingly to minimize the three errors. BLSTM 102 is
preferably trained by processing the training set one or more
times 1n the manner described above until there i1s no
improvement 1n the errors. Also 1n accordance with the
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invention, BLSTM 102 outputs, or otherwise makes avail-
able, P, P,, and P.,.,,, for further processing as described
hereinbelow.

(Given the various probabilities determined 1n the course
of tramning BLSTM 102, a sequence detector 104 1s config-
ured to identily sequences of two or more consecufive
computer-executed operations within the tramning set of
consecutive computer-executed operations. Each identified
sequence ol consecutive computer-executed operations rep-
resents computer-executed operations that are performed as
a unit, typically multiple times in the course of normal
computer operations with respect to a given computing
perspective, much like a sequence of letters forms a unit that
represents a word 1n a language, where the word 1s used
multiple times during spoken or written communications.
Thus, for example, such a sequence may be represented by
the consecutive computer-executed operations of a web
browser accessing a web page, followed by text being
entered nto a field within the web page labeled “Login,”
followed by text being entered into a field withun the web
page labeled “Password,” and then followed by a button
within the web page labeled “Sign 1n” being pressed. The
sequences of consecutive computer-executed operations that
are 1dentified by sequence detector 104 are referred to herein
as reference sequences 106.
Sequence detector 104 i1dentifies each sequence of com-
puter-executed operations within the training set where
sequence detector 104 determines that the following criteria
are met:
the probability P, of encountering the first computer-
executed operation 1 the sequence in the forward
execution direction of the set 1s below a predefined
lower threshold T,

the probability P, of encountering the last computer-
executed operation in the sequence in the forward
execution direction of the set 1s above a predefined
upper threshold T,

the probability P, of encountering the last computer-
executed operation 1n the sequence in the backward
execution direction of the set 1s below the lower
threshold T,, and

the probability P, of encountering the first computer-

executed operation in the sequence in the backward
execution direction of the set 1s above the upper thresh-
old T,,

where T,<T,, for any desired T, and T,

The method used by sequence detector 104 to identify
sequences ol consecutive computer-executed operations
within a set of consecutive computer-executed operations
may be illustrated by way of the following example 1n which

a portion of a set of consecutive computer-executed opera-
tions 1s represented as

. . . KDUNYGLINUYVSOIUYHTCOMP-
SIEHGVSHRGINDCSTHMGLIT . . .
where each of the letters in the portion shown represents a
computer-executed operation, and where execution of the
first computer-executed operation 1n the set portion shown,
K, 1s followed by execution of the next computer-executed
operation 1n the set portion shown, D, and so on until the last
computer-executed operation in the set portion shown, I, 1s
executed. In this example, sequence detector 104 1dentifies
the following sequences within the set portion shown:

. . . KDUNY GLI NUYVSOIU YHTC OMP SIEHG
VSHRGIN DCSTHM GLIJ . . .

Thus, for example, given a lower threshold value of
T,=0.1 that 1s below an upper threshold value of T, =0.9, the
sequence YHTC 1s 1dentified as where:

the probability P, of encountering the first computer-

executed operation in the sequence, Y, i the forward
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execution direction of the set 1s below T, given the
computer-executed operations executed prior to execu-
tion of Y,

the probability P, of encountering the last computer-
executed operation 1n the sequence, C, 1n the forward
execution direction of the set 1s above T,, given the
computer-executed operations executed prior to execu-
tion of C,

the probability P, of encountering the last computer-
executed operation 1n the sequence, C, in the backward
execution direction of the set 1s below T, given the
computer-executed operations executed subsequent to
execution of C, and

the probability P, of encountering the first computer-

executed operation 1n the sequence, Y, 1 the backward
execution direction of the set 1s above T, the computer-
executed operations executed subsequent to execution
of Y.

This may be illustrated graphically as shown 1n FIG. 1C
where P, probabilities are represented by a solid graph line
with direction arrows, P, probabilities are represented by a
dashed graph line with direction arrows, and the T, and T,
thresholds are represented by dotted-and-dashed lines. As
shown 1n FIG. 1C, the YHTC sequence 1s identified given
that the P, probability of encountering Y 1s below T, the P
probability of encountering C 1s above T, the P probability
of encountering C 1s below T,, and the P; probability of
encountering Y 1s above T,,. Sequence boundaries may be
seen at reference numerals 112 and 114 where the P
probability changes from above T, to below T,, and where
the P, probability changes from below T, to above T,,
where the P, and P, graph lines form an x-like crossing.

Referring now to FIG. 1B, a computer operations monitor
108 1s configured to employ sequence detector 104 to
identify, using BLSTM 102, candidate sequences ol con-
secutive computer-executed operations within an evaluation
set of consecutive computer-executed operations and 1n the
same manner described hereinabove that was used to 1den-
tify reference sequences 106. The evaluation set of consecu-
tive computer-executed operations preferably includes com-
puter operations that are executed subsequent to execution
of the computer operations 1n the training set of computer-
executed operations used by neural network manager 100 1n
FIG. 1A to train BLSTM 102, although the evaluation set of
consecutive computer-executed operations may also be used
by neural network manager 100 to train BLSTM 102 con-
tinuously. The evaluation set of consecutive computer-ex-
ecuted operations 1s preferably from the same computing
perspective as the training set.

In one embodiment, computer operations monitor 108 1s
configured to designate an identified candidate sequence as
anomalous 1f the candidate sequence 1s absent from refer-
ence sequences 106. In an alternative embodiment, com-
puter operations monitor 108 1s configured to designate a
candidate sequence as anomalous 1if, 1n addition to the
candidate sequence being absent from reference sequences
106, the probability P, ,, of encountering any given com-
puter-executed operation within the candidate sequence 1s
below a predetermined threshold T.,..,,, such as where
Ty, =0.2.

In one embodiment, computer operations monitor 108
operates as described herein substantially concurrently with
the execution of any of the computer-executed operations in
the reference set, thereby enabling computer operations
monitor 108 to designate a candidate sequence as anomalous
substantially concurrently with the execution of the candi-
date sequence. In various embodiments computer operations
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monitor 108 1s configured to perform one or more predefined
computer security actions subsequent to designating a can-
didate sequence as anomalous, such as actions designed to
protect a computer from malware or other malicious attack.
Such computer security actions may include shutting down
a computer that executes the anomalous sequence, alerting
a computer user or system administrator to the presence of
the anomalous sequence, and/or performing any other
known computer security action.

Any of the elements shown in FIGS. 1A and 1B are
preferably implemented by one or more computers 1n com-
puter hardware and/or in computer software embodied 1n a
non-transitory, computer-readable medium in accordance
with conventional techniques, such as where any of the
clements shown 1 FIGS. 1A and 1B are implemented by a
computer 110.

Reference 1s now made to FIG. 2 which 1s a simplified
flowchart illustration of an exemplary method of operation
of the system of FIGS. 1A and 1B, operative in accordance
with an embodiment of the invention. In the method of FIG.
2, a bidirectional long short-term memory recurrent neural
network (BSLTM) 1s trained with a training set of consecu-
tive computer-executed operations (step 200), where for
cach given one of the computer-executed operations the
BLSTM

determines a forward probability P, of encountering the

given computer-executed operation 1n a forward execu-
tion direction of the consecutive computer-executed
operations 1n view ol computer-executed operations
executed prior to the given computer-executed opera-
tion,

determines a backward probability P, of encountering the

given computer-executed operation in a backward
execution direction of the consecutive computer-ex-
ecuted operations 1n view of computer-executed opera-
tions executed subsequent to the given computer-ex-
ecuted operation,

determines a probability P;.,,, of encountering the given

computer-executed operation 1n both forward and back-
ward execution directions in view ol computer-ex-
ecuted operations executed both prior to and subse-
quent to the given computer-executed operation
calculates three errors, one for P., one for P, and one for
P.r.r, and
applies backpropagation to update its network weights
accordingly to minimize the three errors,
which steps are preferably repeated one or more times until
there 1s no 1mprovement in the errors.
Reference sequences ol consecutive computer-executed
operations within the training set are identified using the
BLSTM probabilities, where
the probability P, of encountering the first computer-
executed operation in the sequence in the forward
execution direction of the set 1s below a predefined
lower threshold T,

the probability P, of encountering the last computer-
executed operation 1n the sequence in the forward
execution direction of the set 1s above a predefined
upper threshold T,

the probability P, of encountering the last computer-
executed operation 1n the sequence in the backward
execution direction of the set 1s below the lower
threshold T,, and

the probability P, of encountering the first computer-

executed operation 1n the sequence in the backward
execution direction of the set 1s above the upper thresh-

old T,,
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where T,<T1,, for any desired T, and T,, (step 202). A
candidate sequence ol consecutive computer-executed
operations 1s 1dentified within an evaluation set of consecu-
tive computer-executed operations where for the first com-
puter-executed operation 1n the sequence P.<T; and P;>T,,
and for the last computer-executed operation 1n the sequence
P.>T,, and PL<T, (step 204). A candidate sequence is
identified as anomalous 11 the candidate sequence 1s absent
from the reference sequences and optionally if a probabaility
P, associated with any computer-executed operation 1n
the candidate sequence 1s below a predetermined threshold
(step 206). One or more predefined computer security
actions are performed responsive to designating a candidate
sequence as anomalous (step 208). Steps 204-208 may be
repeated to 1dentify additional candidate sequences in the
evaluation set and determine whether they are anomalous
(step 210).

Referring now to FIG. 3, block diagram 300 1llustrates an
exemplary hardware implementation of a computing system
in accordance with which one or more components/meth-
odologies of the invention (e.g., components/methodologies
described 1n the context of FIGS. 1A-2) may be imple-
mented, according to an embodiment of the mvention. As
shown, the mvention may be implemented in accordance
with a processor 310, a memory 312, I/O devices 314, and
a network interface 316, coupled via a computer bus 318 or
alternate connection arrangement.

It 1s to be appreciated that the term “‘processor” or
“device” as used herein 1s intended to include any process-
ing device, such as, for example, one that includes a CPU
(central processing unit) and/or other processing circuitry. It
1s also to be understood that the term “processor” or
“device” may refer to more than one processing device and
that various elements associated with a processing device
may be shared by other processing devices.

The term “memory” as used herein 1s intended to include
memory associated with a processor or CPU, such as, for
example, RAM, ROM, a fixed memory device (e.g., hard
drive), a removable memory device (e.g., diskette), flash
memory, etc. Such memory may be considered a computer
readable storage medium.

In addition, the phrase “mnput/output devices” or “I/O
devices” as used herein 1s intended to include, for example,
one or more mput devices (e.g., keyboard, mouse, scanner,
etc.) for entering data to the processing unit, and/or one or
more output devices (e.g., speaker, display, printer, etc.) for
presenting results associated with the processing unit.

Embodiments of the mvention may include a system, a
method, and/or a computer program product. The computer
program product may include a computer readable storage
medium (or media) having computer readable program
instructions thereon for causing a processor to carry out
aspects of the invention.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but 1s not limited to, an
clectronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium 1ncludes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
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ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
1s not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program instructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface 1 each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage i a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations of the mvention may be assembler 1nstructions,
instruction-set-architecture (ISA) 1nstructions, machine
instructions, machine dependent instructions, microcode,
firmware 1nstructions, state-setting data, or either source
code or object code written 1n any combination of one or
more programming languages, mncluding an object oriented
programming language such as Java, Smalltalk, C++ or the
like, and conventional procedural programming languages,
such as the “C” programming language or similar program-
ming languages. The computer readable program instruc-
tions may execute entirely on the user’s computer, partly on
the user’s computer, as a stand-alone software package,
partly on the user’s computer and partly on a remote
computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or
the connection may be made to an external computer (for
example, through the Internet using an Internet Service
Provider). In some embodiments, electronic circuitry includ-
ing, for example, programmable logic circuitry, field-pro-
grammable gate arrays (FPGA), or programmable logic
arrays (PLA) may execute the computer readable program
instructions by utilizing state information of the computer
readable program instructions to personalize the electronic
circuitry, 1 order to perform aspects of the mvention.

Aspects of the invention are described herein with refer-
ence to flowchart illustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the mvention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks 1n the
flowchart 1llustrations and/or block diagrams, can be 1mple-
mented by computer readable program instructions.

These computer readable program instructions may be
provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
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in the tlowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function 1n a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified 1n the flowchart and/or block diagram block or
blocks.

The computer readable program instructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer 1mple-
mented process, such that the instructions which execute on
the computer, other programmable apparatus, or other
device implement the functions/acts specified 1n the flow-
chart and/or block diagram block or blocks.

The flowchart and block diagrams 1n the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
invention. In this regard, each block 1n the tlowchart or block
diagrams may represent a module, segment, or portion of
instructions, which comprises one or more executable
instructions for implementing the specified logical function
(s). In some alternative implementations, the functions noted
in the block may occur out of the order noted 1n the figures.
For example, two blocks shown 1n succession may, 1n fact,
be executed substantially concurrently, or the blocks may
sometimes be executed 1n the reverse order, depending upon
the functionality involved. It will also be noted that each
block of the block diagrams and/or flowchart illustration,
and combinations of blocks 1n the block diagrams and/or
flowchart illustration, can be implemented by special pur-
pose hardware-based systems that perform the specified
functions or acts or carry out combinations of special
purpose hardware and computer instructions.

The descriptions of the various embodiments of the
invention have been presented for purposes of illustration,
but are not mntended to be exhaustive or limited to the
embodiments disclosed. Many modifications and variations
will be apparent to those of ordinary skill in the art without
departing from the scope and spirit of the described embodi-
ments. The terminology used herein was chosen to best
explain the principles of the embodiments, the practical
application or technical improvement over technologies
found 1n the marketplace, or to enable others of ordinary
skill 1n the art to understand the embodiments disclosed
herein.

What 1s claimed 1s:

1. A method comprising:

training a bidirectional long short-term memory recurrent
neural network to determine probabilities of encoun-
tering each of a plurality of consecutive computer-
executed operations within a training set of consecutive
computer-executed operations, wherein for each of the
computer-executed operations the probabilities
include:

a forward probability of encountering the computer-
executed operation 1n a forward execution direction
of the consecutive computer-executed operations,
and
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a backward probability of encountering the computer-
executed operation 1 a backward execution direc-
tion of the consecutive computer-executed opera-
tions;

identifying, using any of the forward probabilities and any
of the backward probabilities, a plurality of reference
sequences of consecutive computer-executed opera-
tions within the training set of consecutive computer-
executed operations, wherein for each given one of the
reference sequences:

the forward probability of encountering a {irst one of
the computer-executed operations 1n the given ret-
erence sequence 1s below a predefined lower thresh-
old,

the forward probability of encountering a last one of the
computer-executed operations 1n the given reference
sequence 1s above a predefined upper threshold,

the backward probability of encountering the last com-
puter-executed operation in the given relference
sequence 1s below the predefined lower threshold,

the backward probability of encountering the first com-
puter-executed operation in the given relerence
sequence 1s above the predefined upper threshold,
and

the predefined lower threshold 1s below the predefined
upper threshold; and

wherein the training comprises:

for each of the computer-executed operations, deter-
mining a probability P....,; of encountering the
respective computer-executed operation i view of
other ones of the computer-executed operations that
come before and after the respective computer-ex-
ecuted operation,

calculating an error for each of the forward probability,
the backward probability, and the probability P,
for any of the computer-executed operations, and

applying a backpropagation algorithm to update network
weights of the bidirectional long short-term memory
recurrent neural network to minimize all the errors.

2. The method according to claim 1, further comprising:

identifying a candidate sequence ol consecutive com-
puter-executed operations within an evaluation set of
consecutive computer-executed operations; and

designating the candidate sequence as anomalous 11 the
candidate sequence 1s absent from the reference
sequences,

wherein a probability of encountering a first computer-

executed operation 1n the candidate sequence in a

forward execution direction of the evaluation set is

below the predefined lower threshold,

wherein a probability of encountering a last computer-
executed operation 1n the candidate sequence 1n the
forward execution direction of the evaluation set is
above the predefined upper threshold,

wherein a probability of encountering the last computer-

executed operation in the candidate sequence 1n a

backward execution direction of the evaluation set 1s

below the predefined lower threshold, and

wherein a probability of encountering the first computer-
executed operation 1n the candidate sequence 1n the
backward execution direction of the evaluation set 1s
above the predefined upper threshold.

3. The method according to claim 2, wherein:

the designating comprises designating the candidate
sequence as anomalous 1f, 1n addition to the candidate
sequence being absent from the reference sequences,
the probability P, ,, of encountering any given one of

10

15

20

25

30

35

40

45

50

55

60

65

10

the computer-executed operations within the candidate
sequence 1s below a predetermined threshold.
4. The method according to claim 2, wherein the desig-

nating 1s performed concurrently with execution of any of
the computer-executed operations of the evaluation set.

5. The method according to claim 2, wherein the training

set and the evaluation set are of computer-executed opera-
tions performed by a computer software application.

6. The method according to claim 2, wherein the training

set and the evaluation set are of computer-executed opera-
tions performed by a first computer 1n support of interactions
with a second computer.

7. A system comprising:
(a) at least one processor; and
(b) a non-transitory computer-readable storage medium
having program code embodied therewith, the program
code executable by the at least one processor to:
train a bidirectional long short-term memory recurrent
neural network to determine probabilities of encoun-
tering each of a plurality of consecutive computer-
executed operations within a training set ol consecu-
tive computer-executed operations, wherein for each
of the computer-executed operations the probabili-
ties include:

a forward probability of encountering the computer-
executed operation 1n a forward execution direc-
tion of the consecutive computer-executed opera-
tions, and

a backward probability of encountering the com-
puter-executed operation 1n a backward execution
direction of the consecutive computer-executed
operations, and

identily, using any of the forward probabilities and any
of the backward probabilities, a plurality of reference
sequences ol consecutive computer-executed opera-
tions within the training set of consecutive computer-
executed operations, wherein for each given one of
the reference sequences:
the forward probability of encountering a first one of
the computer-executed operations in the given
reference sequence 1s below a predefined lower
threshold,
the forward probability of encountering a last one of
the computer-executed operations in the given
reference sequence 1s above a predefined upper
threshold,
the backward probability of encountering the last
computer-executed operation in the given refer-
ence sequence 1s below the predefined lower
threshold,
the backward probability of encountering the first
computer-executed operation in the given refer-
ence sequence 1s above the predefined upper
threshold, and
the predefined lower threshold i1s below the pre-
defined upper threshold; and
wherein the training comprises:
for each of the computer-executed operations, deter-
mining a probability P, ,, of encountering the
respective computer-executed operation in view
of other ones of the computer-executed operations
that come before and after the respective com-
puter-executed operation,
calculating an error for each of the forward prob-
ability, the backward probability, and the prob-
ability P~,..,,, for any of the computer-executed
operations, and
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applyving a backpropagation algorithm to update net-
work weights of the bidirectional long short-term
memory recurrent neural network to minimize all
the errors.
8. The system according to claim 7, wherein the program
code 1s further executable to:
employ a sequence detector to 1dentity a candidate
sequence of consecutive computer-executed operations
within an evaluation set of consecutive computer-
executed operations; and
designate the candidate sequence as anomalous 1f the
candidate sequence 1s absent from the reference

sequences,
wherein a probability of encountering a first computer-

executed operation in the candidate sequence 1n a

forward execution direction of the evaluation set is
below the predefined lower threshold,

wherein a probability of encountering a last computer-

executed operation in the candidate sequence in the
forward execution direction of the evaluation set is
above the predefined upper threshold,

wherein a probability of encountering the last computer-

executed operation 1n the candidate sequence in a
backward execution direction of the evaluation set 1s
below the predefined lower threshold, and

wherein a probability of encountering the first computer-

executed operation in the candidate sequence in the
backward execution direction of the evaluation set 1s
above the predefined upper threshold.

9. The system according to claim 8, wherein:

the designating comprises designating the candidate

sequence as anomalous if, 1n addition to the candidate
sequence being absent from the reference sequences,
the probability P.,.,,, of encountering any given one of
the computer-executed operations within the candidate
sequence 1s below a predetermined threshold.

10. The system according to claim 8, wherein the desig-
nating 1s performed concurrently with execution of any of
the computer-executed operations of the evaluation set.

11. The system according to claim 8, wherein the training
set and the evaluation set are of computer-executed opera-
tions performed by a computer software application.

12. The system according to claim 9, wherein the training
set and the evaluation set are of computer-executed opera-
tions performed by a first computer 1n support of interactions
with a second computer.

13. A computer program product comprising;

a non-transitory, computer-readable storage medium; and

computer-readable program code embodied in the storage

medium, wherein the computer-readable program code

1s executable by at least one processor to:

train a bidirectional long short-term memory recurrent
neural network to determine probabilities of encoun-
tering each of a plurality of consecutive computer-
executed operations within a training set of consecu-
tive computer-executed operations, wherein for each
of the computer-executed operations the probabili-
ties include:

a forward probability of encountering the computer-
executed operation 1n a forward execution direc-
tion of the consecutive computer-executed opera-
tions, and

a backward probability of encountering the com-
puter-executed operation 1n a backward execution
direction of the consecutive computer-executed
operations, and
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identily, using any of the forward probabilities and any
of the backward probabilities, a plurality of reference
sequences ol consecutive computer-executed opera-
tions within the training set of consecutive computer-
executed operations, wherein for each given one of

the reference sequences:

the forward probability of encountering a first one of
the computer-executed operations in the given
reference sequence 1s below a predefined lower

threshold,
the forward probability of encountering a last one of
the computer-executed operations in the given

reference sequence 1s above a predefined upper
threshold,

the backward probability of encountering the last
computer-executed operation in the given refer-
ence sequence 1s below the predefined lower

threshold,

the backward probability of encountering the first
computer-executed operation in the given refer-
ence sequence 1s above the predefined upper

threshold, and

wherein the predefined lower threshold 1s below the
predefined upper threshold, and

wherein the computer-readable program code com-

prises a neural network manager configured to train

the bidirectional long short-term memory recurrent

neural network by:

for each of the computer-executed operations, deter-
mining a probability P, ,, of encountering the
respective computer-executed operation in view
of other ones of the computer-executed operations
that come before and after the respective com-
puter-executed operation,

calculating an error for each of the forward prob-
ability, the backward probability, and the prob-
ability P~,..,,, for any of the computer-executed
operations, and applying a backpropagation algo-
rithm to update network weights of the bidirec-
tional long short-term memory recurrent neural
network to minimize all the errors.

14. The computer program product according to claim 13,
wherein the computer-readable program code i1s further
executable to:

identily a candidate sequence of consecutive computer-

executed operations within an evaluation set of con-
secutive computer-executed operations; and

designate the candidate sequence as anomalous if the

candidate sequence 1s absent from the reference
sequences,

wherein a probability of encountering a first computer-

executed operation i1n the candidate sequence in a
forward execution direction of the evaluation set 1s
below the predefined lower threshold,

wherein a probability of encountering a last computer-

executed operation in the candidate sequence in the
forward execution direction of the evaluation set 1s
above the predefined upper threshold,

wherein a probability of encountering the last computer-

executed operation i1n the candidate sequence in a
backward execution direction of the evaluation set 1s
below the predefined lower threshold, and

wherein a probability of encountering the first computer-

executed operation 1n the candidate sequence in the
backward execution direction of the evaluation set 1s
above the predefined upper threshold.
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15. The computer program product according to claim 14,
wherein:

the designating comprises designating the candidate

sequence as anomalous 1f, 1n addition to the candidate
sequence being absent from the reference sequences, 3
the probability P, ,, of encountering any given one of
the computer-executed operations within the candidate
sequence 1s below a predetermined threshold.

16. The computer program product according to claim 14,
wherein the designating 1s performed concurrently with 10
execution of any of the computer-executed operations of the
evaluation set.

17. The computer program product according to claim 14,
wherein the training set and the evaluation set are of

computer-executed operations performed by a computer 15
soltware application.

14
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