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COMPARATIVE REAL-TIME END-TO-END
SECURITY VULNERABILITIES

DETERMINATION AND VISUALIZATION

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This application 1s a continuation-in-part of U.S. patent
application Ser. No. 18/098,895 entitled “DETERMINING
PLATFORM-SPECIFIC END-TO-END SECURITY VUL-
NERABILITIES FOR A SOFTWARE APPLICATION VIA
GRAPHICAL USER INTERFACE (GUI) SYSTEMS AND
METHODS” filed Jan. 19, 2023. The content of the fore-
going application 1s 1nc0rporated herein by reference 1n 1ts
entirety.

When determining whether a computing platiorm (e.g., a
cloud-based computing platform, a mobile computing plat-
form, a remote computing platform) 1s secure (e.g., safe to
use), network engineers often rely on publicly available
information regarding the computing platforms and systems.
However, this publicly available information can be filled
with 1naccuracies and may be outdated. For example, net-
work engineers may be responsible for choosing the safest,
fastest, and most scalable computing platiorm to provide
services to another system. Of these factors, security of the
computing platforms 1s of upmost importance as user data
can be processed on such computing platforms and may be
susceptible to a data breach 11 user data i1s not handled
properly. As new security vulnerabilities are discovered by
attackers 1n real-time, such vulnerabilities may be exploited
and network engineers relying on publicly available infor-
mation regarding the security of a computing platform may
be unaware of the newly discovered security vulnerabilities
as they are not published in the public domain. Moreover,
network engineers employing manual techniques to deter-
mine whether the given computing platform or system 1s
impacted by one or more security vulnerabilities often leads
to errors and 1s based on subjective opinion of the engineer.
Additionally, changes to the publicly available information
take time to be propagated with existing systems because
they olten require manual updates and integration. As such,
existing systems could be utilizing stale data and providing
out-of-date trust indications as to whether a given computing
platform 1s secure. Without a way to determine whether a
given computing platform 1s secure at a given moment 1n
time, user data may be stolen, system data may be held for
ransom, and computing networks may be injected with
malicious soitware unbeknownst to the network engineers
until 1t 1s too late. These and other drawbacks exist.

BRIEF DESCRIPTION OF THE

DRAWINGS

FI1G. 1 1s an illustrative diagram showing an 1llustration of
a logical component used to determine platform-specific
end-to-end security vulnerabilities for a software application
and a graphical layout for displaying the platform-specific
end-to-end security vulnerabilities for the software applica-
tion via a Graphical User Interface (GUI), in accordance
with some 1mplementations of the present technology.

FIG. 2 1s a block diagram showing some of the compo-
nents typically incorporated in at least some of the computer
systems and other devices on which the disclosed system
operates 1n accordance with some implementations of the
present technology.

FIG. 3 1s a system diagram illustrating an example of a
computing environment in which the disclosed system oper-
ates 1n some 1mplementations of the present technology.
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FIG. 4 1s an 1illustrative diagram illustrating a machine
learning model, in accordance with some implementations

of the present technology.

FIG. 5 shows an exemplary system for determining secu-
rity vulnerabilities based on a network route for a network
operation, 1 accordance with some implementations of the
present technology.

FIG. 6 1s a flow diagram illustrating a process of deter-
mining platform-specific end-to-end security vulnerabilities
for a software application via a Graphical User Interface
(GUI), 1n accordance with some implementations of the
present technology.

FIG. 7 shows an 1illustrative representation of a graphical
layout for displaying platform-specific end-to-end security
vulnerabilities for a software application via a GUI, 1
accordance with some implementations of the present tech-
nology.

FIG. 8 1s a flow diagram illustrating a process of deter-
mining comparative real-time end-to-end security vulner-
abilities, 1n accordance with some implementations of the
present technology.

FIG. 9 shows an illustrative representation of a graphical
layout for displaying comparative real-time end-to-end
security vulnerabilities, in accordance with some 1mplemen-
tations of the present technology.

In the drawings, some components and/or operations can
be separated mto different blocks or combined into a single
block for discussion of some of the implementations of the
present technology. Moreover, while the technology 1s ame-
nable to various modifications and alternative forms, spe-
cific implementations have been shown by way of example
in the drawings and are described in detail below. The
intention, however, 1s not to limit the technology to the
specific implementations described. On the contrary, the
technology 1s itended to cover all modifications, equiva-
lents, and alternatives falling within the scope of the tech-
nology as defined by the appended claims.

DETAILED DESCRIPTION

Given the complexity of differing security vulnerability
threat vectors included 1n security vulnerability descriptions,
end-users of software applications are often unable to deter-
mine whether a particular software application 1s secure or
otherwise safe to use. For example, end-users often take for
granted that an application made available from a trusted
entity (e.g., service provider, software developer, corpora-
tion, company, etc.) does not mnclude security vulnerabilities
that may make the user’s sensitive data prone to a data leak,
man-in-the-middle attack, or other security vulnerabilities/
attacks. However, as malicious entities continue to test these
software applications and the computing platforms or sys-
tems that interact with such applications by penetration
testing or other security exploit discovery techniques, often-
times such malicious entities discover new security vulner-
abilities and may exploit them leaving user data prone to
being stolen. As such, end-users of software applications
may not have accurate or up-to-date information as to
whether a software application they intend to use 1s
impacted by a security vulnerability as attackers are con-
tinually implementing newly discovered exploits in real-
time or near real-time.

Additionally, although software development teams
developing software applications for end-users typically test
their applications for such security vulnerabilities, these
testing methods are generally limited due to time and cost.
This combined with platform updates (e.g., cloud-based
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service provider updates, operating system updates, or other
platiorm-related updates) often create/uncover new security
vulnerabilities. Although third-party security entities may
provide imnformation related to newly discovered cybersecu-
rity threats (e.g., security vulnerabilities, threat vectors,
method of possible attack, etc.), such mnformation 1s often
generic and not specific to a given software application
being executed on a given platform. In addition to the
complex information of these cyber security threats, end-
users, as well as software development teams are often
unaware of how these threat vectors may impact specific
aspects (e.g., data storage, cryptographic communications,
networking, etc.) of the software they are developing with
respect to the specific platiorm.

Another common i1ssue faced by network engineers 1s
with respect to the security of one or more computing system
platforms, such as cloud-based computing system platforms
(e.g., cloud-based service providers, cloud computing sys-
tems), mobile application platforms (e.g., 10S, Android,
Windows), or other computing environments and their inter-
actions with each other. For example, due to the complexity
of current computing architecture involving multiple com-
puting system platforms being interconnected, selecting a
computing system platforms to build a robust architecture
for processing user data is a difhicult task given the plethora
of security vulnerabilities may be associated with each
computing system platform. For instance, when selecting
such computing system platforms that may process user data
that 1s transferred from a mobile application of a mobile
computing system platform to a cloud-based computing
system platform, the network engineer must be aware of
security vulnerabilities of each computing system platiform.
A large level of trust i1s often involved when selecting
computing system platforms and network engineers must
currently manually select which computing system platform
to choose based on their opinion and what security-related
information 1s available. However, such security informa-
tion can be unreliable or outdated as new security vulner-
abilities are discovered 1n real-time, leading to a potential
data leak of user data.

There 1s a need for determining, with respect to a given
platform and the software being executed on the platform,
how specific computing aspects (e.g., assessment domains)
are impacted by a particular security vulnerability (or threat
vector). There 1s a further need to convey this information in
a user-friendly environment such that end-users are able to
quickly and accurately determine whether a software appli-
cation 1s sale to use. Moreover, there 1s a need to predict
which computing aspects are impacted by security vulner-
abilities 1n real-time (or near real-time) to enable end-users
to make mformed decisions as to whether a software appli-
cation the user intends to use 1s sale when new security
vulnerabilities are discovered. Existing systems may provide
generic security vulnerability-related information to sofit-
ware development teams, however, without determining
how the generic security vulnerabilities impact different
aspects ol a specific platform with respect to the software
application, the generic nature of the security vulnerability
information 1s of mimimal, if any, value and 1mpact.

To overcome these and other deficiencies of existing
systems, the mventors have developed a system for deter-
mimng (1) what computing aspects ol a software application
executed on a given plattorm are mmpacted based on
obtained security vulnerabilities (e.g., from a third-party
security entity) and (11) a visual indication of a level of
impact for each computing aspect with respect to security
vulnerabilities. For istance, the inventors have developed a
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specialized model that can determine, from a third-party
security entity, security vulnerabilities that are specific to
computing aspects of a software application being executed
on a given platform. Using the obtained security vulner-
abilities, the mventors have developed a method for deter-
mining a computing aspect impact level for each computing
aspect of the software application with respect to the plat-
form to enable users to make a clear and accurate determi-
nation to whether the software application 1s safe to use.
Furthermore, the inventors have developed an improved
user 1interface such that a user can easily 1dentily whether the
software application 1s safe to use based on a graphical
representation of each computing aspect impact level with
respect to the software application and the platform the
soltware application 1s being executed on.

The inventors have further developed an improved
method for determining comparative real-time end-to-end
security vulnerabilities with respect to diflerent infrastruc-
ture components, such as diflerent cloud-based computing
platforms, mobile computing system platforms, or other
computing system environment components. The method
determines a set of computing aspects associated with each
respective component being compared (e.g., each cloud-
based computing system platform) which can process a
network operation in real-time (or near real-time). Using
security-specification data and security vulnerability infor-
mation associated with each component being compared, the
system can determine computing-aspect impact levels com-
pared to a comparative standard component being compared
(e.g., a standard cloud-based computing system, a model
cloud-based computing system, a guideline cloud-based
computing system) to generate visual indications of each
computing-aspect impact levels for each respective compo-
nent to enable an easy 1dentification of which component
(e.g., cloud-based computing system) to choose. As such, by
generating such visual indications, network engineers may
select the “best” computing system platiorm based on up-to-
date security vulnerability information to address user-
specific requirements, such as to reduce the chance of a data
breach of user data.

Due to the sheer number of vanations ol computing
system platform-related security vulnerability information,
there 1s a large amount of time spent attempting to identify
how respective computing aspects are impacted by these
complex combinations. For example, the hardware and
soltware components that are associated with a given com-
puting system platform may each be associated with their
own respective security vulnerabilities which must be con-
sidered individually as well as how they impact one another
when 1ntegrated with other computing system platiforms.
Furthermore, computer processing and memory resources
are often wasted trying to identity how these computing
aspects are impacted as existing systems and methods often
rely on the software developer to perform hours-worth of
research on the Internet, which leads to an increase 1in
network traflic, an increase 1n computing memory required
to process such requests, and wastes computer processing
resources that could otherwise be available for other tasks,
such as software development.

Additionally, as security vulnerabilities may be discov-
cred 1n real-time by attackers, penetration testers, or hackers,
security vulnerability information can be outdated, leading
to the umidentified security wvulnerabilities propagating
throughout a given platiorm (e.g., a cloud-based computing
system platform, cloud-based service provider, software
application, mobile computing system platform, or other
computing environment) for a long period of time, causing
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user data to be prone to a data breach or malicious software
being installed to aflect secure systems. Moreover, even
when information 1s obtained with respect to each software
application, platforms the software applications are executed
on, the hardware and soiftware components that control (or
otherwise associated with the functions related to the soft-
ware application), and the security vulnerabilities (e.g., of
the hardware components, software components, and the
platform), such information is often not 1 an easily under-
stood format that may provide an overall “picture” of the
end-to-end software application “health.” This may lead to
the software developer and/or end-user to misinterpret or
simply miss any i1dentified security vulnerabilities with
respect to the software application due to the plethora of
information. Thus, by optimizing the process in which
specific computing aspects are i1dentified in relation to a
soltware application being executed on a given platiform,
determining a level of impact for each computing aspect,
and providing a visual indication of such impact levels, the
amount ol computer processing and memory resources are
decreased, as well as improving an end-user’s understanding
of the security of a software application they intend to use.

In various implementations, the methods and systems
described herein can generate an improved graphical layout
indicating computing-aspect-specific impact levels (e.g., as
related to a software application and the platform the soft-
ware application 1s being executed on) to indicate to an
end-user a security profile associated with a software appli-
cation 1n real-time. For example, a computing-aspect-map-
ping structure can be used to i1dentify a set of computing
aspects associated with a software application and the plat-
form that the software application 1s being executed on. A set
ol security-vulnerability descriptions related to the platform
(c.g., obtained by a security enfity) i1s then obtained to
determine a threat value for each security-vulnerability
descriptions by using a platform-specific policy that indi-
cates security impact information related to the security-
vulnerability descriptions. Computing aspect impact levels
for each computing aspect associated with the platform can
be determined using the determined threat value for each
security-vulnerability description. A graphical layout can
then be displayed at a user interface, where the graphical
layout comprises a graphical representation of each com-
puting aspect impact level of each respective computing
aspect of the set of computing aspects associated with the
platform.

In various implementations, the methods and systems
described herein can generate an improved graphical layout
indicating overall-computing aspect impact levels for asso-
ciated computing aspects of one computing system platiform
with respect to a comparative computing system platform to
indicate to a user (e.g., end-user, network engineer, or
system admuinistrator) that a given computing system plat-
form 1s secure. For example, the system can detect a user
interaction at a webpage for a network operation, where the
network operation 1ndicates a processing of data from one
computing system platform to a set of other computing
system platforms. The system can determine a first set of
computing aspects associated with each computing system
platform of the set of computing system platforms (e.g., the
other computing system platforms) based on the processing
of the network operation to obtain security-related informa-
tion 1n real-time (or near real-time). The system then 1den-
tifies a set of comparative computing system platform com-
puting aspects (e.g., to compare each computing system
platform to) to determine how one computing system plat-
form “measures up” to a standard computing system plat-
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form. The system can then determine overall-computing
aspect 1mpact level for associated (e.g., corresponding,
matching, or otherwise similar) computing aspects of the
comparative computing system platiorm computing aspects.
The system can then generate at a GUI, a graphical layout
indicating a graphical representation of each computing
aspect 1mpact level for each respective computing system
platforms’ computing aspect of the set of computing aspects
to enable users to easily identify that a given computing
system platform 1s secure and safe to use.

It should be noted, that although the following description
may describe comparison of a set of cloud-based computing
system platforms to a comparative cloud-based computing,
system platform, that other types of computing system
platiorms may be compared to a comparative system plat-
form. For example, a set of mobile computing system
platforms may be compared to a comparative mobile com-
puting system platform, a set of remote computing system
platforms may be compared to a comparative remote com-
puting system platform, a set of hardware platforms may be
compared to a comparative hardware platform, a set of
operating systems may be compared to a comparative oper-
ating system, or the like. A person skilled in the art will
appreciate that the invention, as described herein, may apply
to other computing system platforms, components, and
architectures.

In the following description, for the purposes of expla-
nation, numerous specific details are set forth 1n order to
provide a thorough understanding of implantations of the
present technology. It will be apparent, however, to one
skilled 1n the art that implementation of the present tech-
nology can practiced without some of these specific details.

The phrases “in some implementations,” “in several
implementations,” “according to some implementations,”
“in the implementations shown,” “in other implementa-
tions,” and the like generally mean the specific feature,
structure, or characteristic following the phrase 1s included
in at least one implementation of the present technology and
can be included 1n more than one implementation. In addi-
tion, such phrases do not necessarily refer to the same
implementations or diflerent implementations.

System Overview

FIG. 1 1s a block diagram showing an illustration of
components used to determine platform-specific end-to-end
security vulnerabilities and a graphical layout for displaying
the platform-specific end-to-end security vulnerabilities via
a Graphical User Interface (GUI). In various implementa-
tions, system 100 can provide a soltware security label 106.
The software security label 106 can display information 1n
a graphical layout that i1s related to end-to-end software
security of a platform-specific software application. For
instance, end-to-end software security of a platform-specific
soltware application may refer to the security measures (e.g.,
networking security mitigation techniques, networking
security protection systems, etc.), security vulnerabilities
(e.g., secunity threats, threat vectors, etc.) or other security
information of a software application being executed on or
with respect to a particular platform. As a software appli-
cation may be executed on a variety of platforms, where
cach platform uses a combination of hardware components
(and software components installed on the hardware) to
host/run the soltware application, it 1s advantageous to
understand the security of a given software application and
whether the software application i1s safe to use. Logical
component 102 can aggregate and analyze data from data
sources/sub-models (e.g., agents 104) to generate for display

a software security label 106 at a graphical user interface
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(GUI). Logical component 102 can be one or more of: a data
model, a machine learning model, a computer program, or
other logical components configured for recerving, transmit-
ting, analyzing, or aggregating application- and/or process-
ing-related data. Logical component 102 can analyze data
received from agents 104 and generate a software security
label for an end-user (e.g., a user, customer, unskilled user)
to convey 1n an easily understood format whether a software
application 1s safe to use. In some 1mplementations, agents
104 can be a variety of data sources. For example, agents
104 can represent data obtained from one or more third
parties (e.g., third-party security entities). Such third-party
data sources may represent industry trusted globally acces-
sible knowledge databases of adversary tactics and tech-
niques that are based on real-world observations of security
threats of various platforms and computer software. In some
implementations, agents 104 can also be one or more
machine learming models, deep-learning models, computing
algorithms, or other data models configured to output secu-
rity-related information of a platform and/or computer soft-
ware. Logical component 102 can analyze data recerved by
agents 104 to generate a graphical representation of end-to-
end software security health such that an end-user (or
alternatively, a software developer) can easily understand
the safety of a solftware application being executed on a
given platform.
Suitable Computing Environments

FIG. 2 1s a block diagram showing some of the compo-
nents typically incorporated in at least some of the computer
systems and other devices on which the disclosed system
operates. In various implementations, these computer sys-
tems and other device(s) 200 can include server computer
systems, desktop computer systems, laptop computer sys-
tems, netbooks, mobile phones, personal digital assistants,
televisions, cameras, automobile computers, electronic
media players, web services, mobile devices, watches, wear-
ables, glasses, smartphones, tablets, smart displays, virtual
reality devices, augmented reality devices, etc. In various
implementations, the computer systems and devices include
zero or more of each of the following: input components
204, including keyboards, microphones, 1mage sensors,
touch screens, buttons, touch screens, track pads, mice, CD
drives, DVD drives, 3.5 mm imput jack, HDMI input con-
nections, VGA 1nput connections, USB input connections,
or other computing mput components; output components
206, mcluding display screens (e.g., LCD, OLED, CRIT,
etc.), speakers, 3.5 mm output jack, lights, LED’s, haptic
motors, or other output-related components; processor(s)
208, including a central processing unit (CPU) for executing
computer programs, a graphical processing unit (GPU) for
executing computer graphic programs and handling com-
puting graphical elements; storage(s) 210, including at least
one computer memory for storing programs (e.g., applica-
tion(s) 212, model(s) 214, and other programs) and data
while they are being used, including the facility and asso-
clated data, an operating system including a kernel, and
device drivers; a network connection component(s) 216 for
the computer system to communicate with other computer
systems and to send and/or receirve data, such as via the
Internet or another network and its networking hardware,
such as switches, routers, repeaters, electrical cables and
optical fibers, light emitters and receivers, radio transmuitters
and receivers, and the like; a persistent storage(s) device
218, such as a hard drive or flash drive for persistently
storing programs and data; and computer-readable media
drives 220 (e.g., at least one non-transitory computer-read-
able medium) that are tangible storage means that do not

10

15

20

25

30

35

40

45

50

55

60

65

8

include a transitory, propagating signal, such as a floppy,
CD-ROM, or DVD dnive, for reading programs and data
stored on a computer-readable medium. While computer
systems configured as described above are typically used to
support the operation of the facility, those skilled 1n the art
will appreciate that the facility may be implemented using
devices of various types and configurations, and having
various components.

FIG. 3 1s a system diagram 1llustrating an example of a
computing environment in which the disclosed system oper-
ates 1 some i1mplementation. In some implementations,
environment 300 includes one or more client computing
devices 302a-d, examples of which can host the system 100.
For example, the computing devices 302a-d can comprise
distributed entities a-d, respectively. Client computing
devices 302 operate 1n a networked environment using
logical connections through network 304 to one or more
remote computers, such as a server computing device. In
some 1mplementations, client computing devices 302 may
correspond to device 200 (FIG. 2).

In some 1implementations, server computing device 306 1s
an edge server which receives client requests and coordi-
nates fulfillment of those requests through other servers,
such as servers 310a-c. In some implementations, server
computing devices 306 and 310 comprise computing sys-
tems, such as the system 100. Though each server computing
device 306 and 310 1s displayed logically as a single server,
server computing devices can each be a distributed comput-
ing environment encompassing multiple computing devices
located at the same or at geographically disparate physical
locations. In some implementations, each server computing
device 310 corresponds to a group of servers.

Client computing devices 302 and server computing
devices 306 and 310 can each act as a server or client to
other server or client devices. In some i1mplementations,
server computing devices (306, 310a-¢) connect to a corre-
sponding database (308, 312a-c¢). As discussed above, each
server 310 can correspond to a group of servers, and each of
these servers can share a database or can have i1ts own
database. Databases 308 and 312 warchouse (e.g., store)
information such model data, traimning data, test data, vali-
dation data, one or more machine learning models, pre-
defined ranges, predefined thresholds, error thresholds,
graphical representations, computing-aspect-mapping struc-
tures (e.g., assessment-domain-mapping data structure), data
structures, platform 1dentifiers, software application 1denti-
fiers, security-vulnerability descriptions (e.g., security-vul-
nerability responses, security threats, security attack vectors,
tactics, techniques, and procedures), computing-aspect 1den-
tifiers (e.g., assessment-domain identifiers), platform-spe-
cific policies, mathematical formulas (e.g., weighted aver-
age, weighted sum, or other mathematical formulas),
graphical elements (e.g., colors, shapes, text, images, mul-
timedia), system protection mechanisms, networking routes,
network processing routes, mitigated threat values, miti-
gated-computing-aspect-impact levels, computing-aspect-
specific-impact levels, industry standard scoring standards,
predetermined security threat values, received agent 104
information (FIG. 1), or other information.

The one or more machine learning models can include
supervised learning models, unsupervised learning models,
semi-supervised learming models, and/or reimnforcement
learning models. Examples of machine learning models
suitable for use with the present technology include, but are
not limited to: regression algorithms (e.g., ordinary least
squares regression, linear regression, logistic regression,
stepwise regression, multivariate adaptive regression
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splines, locally estimated scatterplot smoothing), instance-
based algorithms (e.g., k-nearest neighbor, learning vector
quantization, self-organizing map, locally weighted leamn-
ing, support vector machines), regularization algorithms
(e.g., nndge regression, least absolute shrinkage and selection
operator, elastic net, least-angle regression), decision tree
algorithms (e.g., classification and regression trees, Iterative
Dichotomiser 3 (ID3), C4.5, C5.0, chi-squared automatic
interaction detection, decision stump, M5, conditional deci-
sion trees), Bayesian algorithms (e.g., naive Bayes, Gauss-
1an naive Bayes, multinomial naive Bayes, averaged one-
dependence estimators, Bayesian belief networks, Bayesian
networks), clustering algorithms (e.g., k-means, k-medians,
expectation maximization, hierarchical clustering), associa-
tion rule learning algorithms (e.g., aprior1 algorithm, ECLAT
algorithm), artificial neural networks (e.g., perceptron, mul-
tilayer perceptrons, back-propagation, stochastic gradient
descent, Hopfield networks, radial basis function networks),
deep learning algorithms (e.g., convolutional neural net-
works, recurrent neural networks, long short-term memory
networks, stacked auto-encoders, deep Boltzmann
machines, deep beliel networks), dimensionality reduction
algorithms (e.g., principle component analysis, principle
component regression, partial least squares regression, Sam-
mon mapping, multidimensional scaling, projection pursuit,
discriminant analysis), time series forecasting algorithms
(e.g., exponential smoothing, autoregressive models, autore-
gressive with exogenous input (ARX) models, autoregres-
sive moving average (ARMA) models, autoregressive mov-
ing average with exogenous inputs (ARMAX) models,
autoregressive integrated moving average (ARIMA) mod-
cls, autoregressive conditional heteroskedasticity (ARCH)
models), blackboard machine Ilearning models, and
ensemble algorithms (e.g., boosting, bootstrapped aggrega-
tion, AdaBoost, blending, stacking, gradient boosting
machines, gradient boosted trees, random forest).

In various implementations, the one or more machine
learning models can be trained on training data or a training
set (discussed 1n more detail below 1n relation to FIG. 4).
The training data or training set can be created by generating
pairs of features (e.g., feature vectors) and/or ground-truth
labels/values based on any of the data stored in databases
308 and 312. During training, the machine learning models
can be adjusted or modified to fit the models to the training
data by, for example, adjusting or modifying model param-
eters, such as weights and/or biases, so as to minimize some
error measure (e.g., a diflerence between a predicted value
and an actual/ground-truth value) over the training data. The
error measure can be evaluated using one or more loss
functions. Examples of loss functions that can be used
include, but are not limited to, cross-entropy loss, log loss,
hinge loss, mean square error, quadratic loss, L2 loss, mean
absolute loss, .1 loss, Huber loss, smooth mean absolute
error, log-cosh loss, or quantile loss. The trained machine
learning models can then be applied to test data or validation
data (e.g., holdout dataset) to generate predictions (e.g.,
predicted values or labels). The test data or validation data
can also come from data that 1s stored 1n databases 308 and
312 (e.g., unlabeled data to generate predictions for). In
some 1mplementations, the machine learning models can be
retrained to further modity/adjust model parameters and
improve model performance. The machine learming models
can be retrained on existing and/or new training data,
training data, or validation data so as to fine-tune the model
parameters to better fit the data and yield a different error
measure over the data (e.g., further minimization of the
error, or to increase the error to prevent overditting). More
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specifically, the model can be further adjusted or modified
(e.g., fine-tuned model parameters such as weights and/or
biases) so as to alter the yielded error measure. Such
retraining can be performed iteratively whenever 1t 1s deter-
mined that adjustments or modifications to the machine
learning models are desirable.

Though databases 308 and 312 are displayed logically as
single units, databases 308 and 312 can each be a distributed
computing environment encompassing multiple computing
devices, can be located within their corresponding server, or
can be located at the same or at geographically disparate
physical locations.

Network 304 can be a local area network (LAN) or a wide
area network (WAN), but can also be other wired or wireless
networks. In some implementations, network 304 1s the
Internet or some other public or private network. Client
computing devices 302 are connected to network 304
through a network interface, such as by wired or wireless
communication. While the connections between server com-
puting device 306 and server computing device 310 are
shown as separate connections, these connections can be any
kind of local, wide area, wired, or wireless network, includ-
ing network 304 or a separate public or private network.
Machine Learning Model(s)

FIG. 4 1s an illustrative diagram illustrating a machine
learning model, 1n accordance with some implementations
of the present technology. In some implementations,
machine learning model 402 can be part of, or work in
conjunction with logical component 102 (FIG. 1). For
example, logical component 102 can be a computer program
that can use information obtained from machine learming
model 402. In other implementations, machine learming
model 402 may represent logical component 102, 1n accor-
dance with some implementations of the present technology.

In some implementations, the machine learning model
402 can include one or more neural networks or other
machine learming models. As an example, neural networks
may be based on a large collection of neural umts (or
artificial neurons). Neural networks may loosely mimic the
manner in which a biological brain works (e.g., via large
clusters of biological neurons connected by axons). Each
neural unit of a neural network may be connected with many
other neural units of the neural network. Such connections
can be enforcing or inhibitory 1n their effect on the activation
state of connected neural units. In some embodiments, each
individual neural unit may have a summation function which
combines the values of all its inputs together. In some
embodiments, each connection (or the neural unit itsell) may
have a threshold function such that the signal must surpass
the threshold before it propagates to other neural units.
These neural network systems may be seli-learning and
trained, rather than explicitly programmed, and can perform
significantly better 1n certain areas of problem solving, as
compared to ftraditional computer programs. In some
embodiments, neural networks may include multiple layers
(e.g., where a signal path traverses from front layers to back
layers). In some embodiments, back propagation techniques
may be utilized by the neural networks, where forward
stimulation 1s used to reset weights on the “front” neural
units. In some embodiments, stimulation and inhibition for
neural networks may be more free tlowing, with connections
interacting 1n a more chaotic and complex fashion.

As an example, with respect to FIG. 4, machine learning
model 402 can take inputs 404 and provide outputs 406. In
one use case, outputs 406 may be fed back to machine
learning model 402 as input to train machine learning model
402 (e.g., alone or 1n conjunction with user indications of the
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accuracy ol outputs 406, labels associated with the inputs, or
with other reference feedback information). In another use
case, machine learning model 402 may update its configu-
rations (e.g., weights, biases, or other parameters) based on
its assessment ol its prediction (e.g., outputs 406) and
reference feedback information (e.g., user indication of
accuracy, reference labels, or other information). In another
use case, where machine learning model 402 1s a neural
network, connection weights may be adjusted to reconcile
differences between the neural network’s prediction and the
reference feedback. In a further use case, one or more
neurons (or nodes) of the neural network may require that
their respective errors are sent backward through the neural
network to them to {facilitate the update process (e.g.,
backpropagation of error). Updates to the connection
welghts may, for example, be reflective of the magmitude of
error propagated backward after a forward pass has been
completed. In this way, for example, the machine learning
model 402 may be trained to generate better predictions.

As an example, where the prediction models include a
neural network, the neural network may include one or more
input layers, hidden layers, and output layers. The input and
output layers may respectively include one or more nodes,
and the hidden layers may each include a plurality of nodes.
When an overall neural network includes multiple portions
trained for different objectives, there may or may not be
input layers or output layers between the different portions.
The neural network may also include different input layers
to receive various input data. Also, 1n differing examples,
data may mput to the input layer in various forms, and 1n
various dimensional forms, input to respective nodes of the
iput layer of the neural network. In the neural network,
nodes of layers other than the output layer are connected to
nodes of a subsequent layer through links for transmitting,
output signals or information from the current layer to the
subsequent layer, for example. The number of the links may
correspond to the number of the nodes included in the
subsequent layer. For example, 1n adjacent fully connected
layers, each node of a current layer may have a respective
link to each node of the subsequent layer, noting that 1n some
examples such full connections may later be pruned or
mimmized during training or optimization. In a recurrent
structure, a node of a layer may be again iput to the same
node or layer at a subsequent time, while 1n a bi-directional
structure, forward and backward connections may be pro-
vided. The links are also referred to as connections or
connection weights, referring to the hardware implemented
connections or the corresponding “connection weights”™ pro-
vided by those connections of the neural network. During
training and implementation, such connections and connec-
tion weights may be selectively implemented, removed, and
varied to generate or obtain a resultant neural network that
1s thereby trained and that may be correspondingly imple-
mented for the trained objective, such as for any of the above
example recognition objectives.

In some implementations, machine learning model 402
can be trained based on information stored 1n database 308
or database 312 to generate predictions related to mapping
platform 1dentifiers to one or more computing aspects. For
example, database 308 may include information related to
one or more platform 1dentifiers, software application 1den-
tifiers, security vulnerability information (e.g., security
threats, tactics, techniques, and procedures (1TPs), or other
security vulnerability information), security protection
mechanisms (e.g., firewalls, encryption standards, hardware
security module 1dentifiers, communication protocols, sys-
tem security policy information, or other security protection
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measure-related information), computing aspect identifiers
(e.g., assessment-domain information, etc.) or other infor-
mation. As an example, machine learning model 402 may be
trained on one or more predetermined computing-aspect-
mapping structures such that, when new information 1s
provided to the machine learning model as inputs, machine
learning model 402 may generate an updated or “new”
computing-aspect-mapping structure that indicates a map-
ping of platforms to computing aspects mvolved with a
processing of network operations. For instance, the comput-
ing-aspect-mapping structure can represent a data structure
that maps platform 1dentifiers (e.g., a cloud-based platform,
a mobile application platiorm, third-party hosted platiorm,
or other ecosystem of computing resources) to one or more
computing-aspects (€.g., assessment domains). For example,
the computing-aspect mapping structure may can be a table,
graph, directed graph, array, or other data structure config-
ured to include information related to platforms, security
vulnerability descriptions, computing aspects, or other infor-
mation. For instance, the computing-aspect-mapping struc-
ture may map platform i1dentifiers to one or more computing
aspects involved with a processing ol network operations.
Computing-aspects may refer to any aspect of a comput-
ing system that 1s mvolved 1 a processing of data. For
istance, a computing-aspect may be data storage, cryptog-
raphy, platform usage, network, remote attestation, or other
computing-aspect that 1s involved during the use of a
soltware application being executed on a platform. Such
computing-aspect-mapping structure can be generated to
determine which computing aspects are mvolved with a
given platform/software combination. As every soltware
application 1s executed on a given platform, such as a
cloud-based platiorm, each platform may be associated with
a set of hardware and software that forms the “base layer”
for a software application (e.g., as developed by one or more
soltware developers) to be executed “on-top” of. Therefore,
to accurately determine whether a software application 1s
“sate” to use, 1t 1s important to determine which computing
aspects are related to a particular platform and how the
hardware/soitware combinations of that particular platform
may 1mpact the overall security of the software application
being executed on the platform. As such, 1n some 1mple-
mentations, machine learning model 402 may be configured
to generate a computing-aspect-mapping structure that may
map one or more platform identifiers to one or more com-
puting-aspects involved with a processing of data (e.g.,
execution of a software application) to determine a comput-
ing-aspect impact level (or assessment-domain 1mpact level)
for each computing-aspect associated with the platiorm.
For example, machine learning model 402 can take a first
set of information as input 404. The first set of information
can 1nclude platform identifiers, security vulnerability
descriptions, one or more computing aspects, or other infor-
mation. For example, the platform i1dentifiers may indicate a
respective platform that a software application 1s associated
with (e.g., cloud-based application, mobile application,
operating system), an identifier identifying an ecosystem of
computing resources associated with the software applica-
tion, or other platform identifier. The security vulnerability
descriptions may indicate security vulnerability information,
security threats, security attack vectors, T1TPs, or other
security vulnerability-related information. In some 1mple-
mentations, the security vulnerability descriptions may be
obtained from one or more third-party security entities (e.g.,
a computing security related entity that provides computing
threat related information, such as Mitre® or NIST®).
Additionally, the one or more computing aspects may indi-
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cate predetermined categories that are related to one or more
computing related aspects that are involved with a process-
ing of network operations. As an example, the computing
aspects may indicate assessment-domains, indicating a cat-
cgory of a process, procedure, or usage ol computing
function when data 1s processed by a computer. For instance,
an assessment domain may indicate a “platform usage,”
“data storage,” “network,” “cryptography,” “remote attesta-
tion,” or other assessment domain. Such assessment
domains may be a predetermined label to an aspect of
computer Iunctionalities related to processing network
operations.

Machine learning model 402 can take the first set of
information as input 404 and generate a computing-aspect-
mapping structure as output 406. the computing-aspect-
mapping structure may indicate a mapping of computing
aspects mapped to one or more platform identifiers. For
instance, prior to generating a computing-aspect impact
level for each computing aspect associated with a given
platform and the software application being executed on the
platform, 1t 1s advantageous to determine which computing,
aspects are involved with the given platform. In this way, the
system can later use the security vulnerability descriptions to
determine how “big” or “how 1mportant™ a given threat 1s to
a specific computing aspect. Machine learning model 402
can use the security vulnerability descriptions and the plat-
form i1dentifiers to learn associations between the security
vulnerability descriptions and the platform identifiers with
respect to the predetermined computing aspects to correctly
map a security vulnerability to a platform i1dentifier. In some
embodiments, output 406 may be fed back into machine
learning model 402 to update one or more configurations
(c.g., weights, biases, or other parameters) based on its
assessment of 1ts prediction (e.g., outputs 406) and reference
teedback information (e.g., user indication ol accuracy,
reference labels, ground truth information, a predetermined
computing-aspect mapping, or other information).

In some implementations, machine learning model 402
can be trained based on information stored in database 308
or database 312 to generate predictions related determining
threat values. As an example, a threat value may be any
value indicating a level of a threat. For instance, a threat
value may indicate a level of risk associated with a given
security vulnerability, security vulnerability description, or
other security vulnerability information. Machine learning
model 402 can take a second set of information as input 404.
The second set of information can include platform identi-
fiers, security vulnerability descriptions, one or more com-
puting aspects, a plattorm-specific policy, or other informa-
tion. As an example, the platform-specific policy can
indicate security impact information related to security-
vulnerability descriptions. For instance, the platform-spe-
cific policy can indicate threat-aspects (e.g., threat informa-
tion 1included 1n the security vulnerability descriptions) that
are deemed significant to a given entity. The entity may be
a service provider, company, corporation, merchant, or other
entity. The entity may have a set of rules, procedures, or
other guidelines/policies for handling security threats and/or
security vulnerabilities that are important to the operation of
one or more computing systems related to the entity as well
as one or more computing aspects that are important to the
one or more computing systems. As such, the platform-
specific policy may act as a governing document for a
particular computing platiorm of the entity that 1s associated
with the handling of one or more threats, threat values, or
threat mitigation values. In some 1implementations, the plat-
form-specific policy may include one or more values that are
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assigned to security vulnerabilities and the respective com-
puting aspects that are associated with the one or more
values. As such, machine learning model 402 may use the
platiorm-specific policy to determine or otherwise generate
a threat value indicating a “threat level” (e.g., an impact of
a security-vulnerability) that 1s specific to the entity, the
associated computing platform of the enftity, and the com-
puting aspects associated with the computing platform of the
entity. As an example, the entity may include various com-
puting platforms to provide one or more services to an
end-user. The entity may “care” more about a particular
security vulnerability related to cryptography 1n a cloud-
based platform/environment as opposed to the same vulner-
ability 1n a mobile application-based platform/environment.
As such, the policy may indicate to give a “higher weight”
to the threat value of the secunity vulnerability related to
cryptography 1n the cloud-based platform/environment and
give a lower weight to the same vulnerability 1n the mobile
application-based platform/environment. In some imple-
mentations, the threat value may be a quantitative value,
such as an integer, percentage, ratio, decimal value, or other
quantitative value. In some implementations, the threat
value may be a qualitative value, such as “high,” “medium,”
“low,” “ves,” “no,” or other qualitative value.

Machine learning model 402 can take the second set of
information as mput 404 and generate a threat value of each
security vulnerability description as output 406. For
instance, the machine learning model 402 can use the
platiorm-specific policy to determine a threat value for each
security vulnerability description with respect to each com-
puting aspect ol the entity’s computing system by learning
associations between a platform identifier, the information
included 1n security vulnerability descriptions, the informa-
tion included 1n the platform-specific policy, and the one or
more computing aspects. In this way, the system may later
use the threat values of each security vulnerability descrip-
tions to determine how “big” or “how important” a given
threat 1s to a specific computing aspect that 1s specific to the
computing platform/environment of the entity. In some
embodiments, outputs 406 may be fed back into machine
learning model 402 to update one or more configurations
(e.g., weights, biases, or other parameters) based on 1its
assessment of 1ts prediction (e.g., outputs 406) and reference
feedback information (e.g., user indication of accuracy,
reference labels, ground truth information, predetermined
threat values, or other information).

In some implementations, machine learning model 402
can be trained based on information stored 1n database 308
or database 312 to generate predictions related determining
computing aspect impact levels (e.g., assessment-domain
impact levels). For example, machine learning model 402
can take a third set of information as input 404. The third set
of information can include platform identifiers, security
vulnerability descriptions, one or more computing aspects, a
platiorm-specific policy, one or more impact level measures,
or other information. As an example, the one or more impact
level measures may indicate how to “measure’” or otherwise
“generate” a computing aspect impact level. For instance,
the 1impact level measures may indicate one or more algo-
rithms, weights, ratios, values, or mathematical formulas to
serve as a basis for generating a normalized impact level. In
some 1mplementations, a computing aspect level may be a
quantitative value, such as an integer, percentage, ratio,
decimal value, or other quantitative value. In some 1mple-
mentations, the computing aspect level may be a qualitative
value, such as “high,” “medium,” “low,” *“yes,” “no,” or
other qualitative value. As such, machine learning model
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402 may use the mmpact level measure to determine a
normalized quantitative or qualitative value for indicating a
level of impact with respect to one or more computing
aspects.

Machine learning model 402 can take the third set of
information as mput 404 and generate a computing aspect
impact level for each computing aspect of a set of computing
aspect as output 406. For instance, the machine learning
model 402 can use the impact level measures by learning
associations between a platform identifier, the information
included 1n security vulnerability descriptions, the informa-
tion 1included in the platform-specific policy, the one or more
computing aspects, and the impact level measures. In this
way, the system may later use the impact level for each
computing aspect of the set of computing aspect that is
specific to the computing platform/environment of the entity
to generate an easily understood graphical representation of
such. By doing so, end-users, as well as software developers,
may easily view a soltware security label to understand
whether a soiftware application 1s sale to use. In some
embodiments, outputs 406 may be fed back into machine
learning model 402 to update one or more configurations
(c.g., weights, biases, or other parameters) based on 1its
assessment of 1ts prediction (e.g., outputs 406) and reference
teedback information (e.g., user indication ol accuracy,
reference labels, ground truth information, predetermined
computing aspect impact levels, or other information).

In some implementations, machine learning model 402
can be trained based on information stored 1n database 308
or database 312 to generate predictions related determining
mitigated-computing-aspect impact levels (e.g., mitigated-
assessment-domain 1mpact levels). For example, machine
learning model 402 can take a fourth set of information as
input 404. The third set of information can include platform
identifiers, security vulnerability descriptions, one or more
computing aspects, a platform-specific policy, one or more
impact level measures, system protection measure informa-
tion, mitigated threat values, or other information. As an
example, the one or more system protection measure nfor-
mation can indicate information related to a protection
system associated with a given platform and software being
executed on the platform with respect to an entity. For
instance, an entity may employ one or more computing
system protection measures to mitigate one or more com-
puting-related threats, attacks, or other computing/network
related threats. Such protection measures can include, but
are not limited to firewalls, cryptographic communication
standards, hardware security modules, honeypots, intrusion
detection systems, scareware, proxy servers, soltware
updates, hardware updates, or other cybersecurity related
soltware/hardware protection measures. In some implemen-
tations, the system protection measures can be specific to a
given platform (e.g., via a platform identifier). For instance,
in a cloud-based platiorm/environment, the entity may
employ one or more proxy servers whereas 1 a mobile-
application based platiorm/environment, a hardware secu-
rity module may be employed. It should be noted that any
combination may exist, and such examples are merely
exemplary. In some 1implementations, each system protec-
tion measure may be assigned a predetermined mitigated-
threat-value. For example, each system protection measure
may be assigned an “oflset” value configured to “offset” a
threat level of a security vulnerability. For instance, where a
known security vulnerability of a cryptographic communi-
cation attack vector 1s known 1n a cloud-based environment,
where an entity 1s employing a firewall, the threat value
associated with the cryptographic communication attack
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vector may be mitigated. As such, the system may assign the
threat value to the maitigated threat value to “lower” the
impact level/threat level as the security vulnerability has
been mitigated by the firewall. That 1s, the mitigated threat
value level may be lower than that of the threat level
currently assigned to the security vulnerability (e.g., as the
entity 1s employing a firewall that has an effect on the attack
vector). In some embodiments, the mitigated threat value
and the mitigated-computing-aspect-impact level may be
quantitative values, such as an integer, percentage, ratio,
decimal value, or other quantitative value. In some 1mple-
mentations, the mitigated threat value and the mitigated-
computing-aspect-impact level may be a qualitative values,
such as “high,” “medium,” “low,” “ves,” “no,” or other
qualitative value. As such, machine learming model 402 may
use the 1mpact level measure to determine a normalized
quantitative or qualitative value for indicating a level of
impact with respect to one or more computing aspects.

Machine learning model 402 can take the fourth set of
information as input 404 and generate a mitigated threat
value and/or mitigated-computing-aspect impact level for
cach computing aspect ol a set of computing aspect, with
respect to a security vulnerability as output 406. For
instance, the machine learning model 402 may use the
system protection measures by learning associations
between a platform identifier, the information included in
security vulnerability descriptions, the information included
in the platform-specific policy, the one or more computing
aspects, and the impact level measures, the system protec-
tion measures, or other information. In this way, the system
may later use the mitigated threat values and the mitigated-
computing-aspect impact levels to generate an easily under-
stood graphical representation of mitigated-computing-as-
pect-impact levels. By doing so, end-users, as well as
soltware developers, may easily view a soltware security
label to understand whether an entity 1s mitigating any
known security vulnerabilities, thereby improving the user
experience and increasing user trust. In some embodiments,
outputs 406 may be fed back into machine learning model
402 to update one or more configurations (e.g., weights,
biases, or other parameters) based on its assessment of its
prediction (e.g., outputs 406) and reference feedback infor-
mation (e.g., user indication of accuracy, reference labels,
ground truth mformation, predetermined mitigated-comput-
ing-aspect-impact levels, predetermined mitigated threat
values, or other information).

In some implementations, machine learning model 402
can be a blackboard machine learning model. A blackboard
machine learning model can represent a blackboard archi-
tectural model where a common knowledge base (e.g., the
“blackboard™) 1s updated by differing data sources (e.g.,
agents 104 (FIG. 1)). For instance, the blackboard machine
learning model may be configured with a first problem (e.g.,
generate computing aspect impact levels for a set of com-
puting aspects associated with a platform for a software
application). The blackboard machine learning model may
use information supplied by the data sources (e.g., one or
more agents, interactive agents, interactive models, etc.) to
update the blackboard machine learning model with one or
more partial solutions. In some 1mplementations, the data
sources may “publish” information to the blackboard
machine learning model. When publishing information to
the blackboard machine learning model, an agent or other
data source may obtain information associated with the
blackboard machine learning model (e.g., historical infor-
mation uploaded to the blackboard machine learning model,
relevant information associated with the agent, prior partial




US 11,763,006 Bl

17

solutions, etc.) and may update the blackboard machine
learning model with new information. As such, the data
sources and the blackboard machine learming model work
together to solve the first problem. In some implementations,
where machine learning model 402 1s a blackboard machine
learning model, machine learning model 402 may take a fifth
set of mnformation as input 404 and generate a computing
aspect impact level for each computing aspect of a set of
computing aspect as output 406.

As an example, the fifth set of information may include
platform i1dentifiers, security vulnerability descriptions, one
or more computing aspects, a platform-specific policy, one
or more 1mpact level measures, or other information
obtained from agents 104 (FIG. 1). For instance, the
machine learning model 402 may use the mput information
(e.g., mput 404) to learn associations between the input
information (e.g., thereby generating partial solutions), and
may also 1teratively update the blackboard model based on
new 1input imnformation to generate outputs 406 indicating
computing aspect impact levels for each computing aspect
ol a set of computing aspects associated with the platform.
In this way, the system may later use the impact level for
cach computing aspect of the set of computing aspect that 1s
specific to the computing platiorm/environment of the entity
to generate an easily understood graphical representation of
such. By doing so, end-users, as well as software developers,
may easily view a software security label to understand
whether a software application 1s safe to use. In some
embodiments, outputs 406 may be fed back into machine
learning model 402 to update one or more configurations
(c.g., weights, biases, or other parameters) based on its
assessment of 1ts prediction (e.g., outputs 406) and reference
teedback information (e.g., user indication ol accuracy,
reference labels, ground truth information, predetermined
computing aspect impact levels, or other information).
Determining Security Vulnerabilities Via Network Opera-
tion Routes

FIG. 5 shows an exemplary system 500 for determining,
security vulnerabilities based on a network route for a
network operation, 1n accordance with some implementa-
tions of the present technology.

To determine whether a software application 1s safe to use
or 1s a secure application, in some 1mplementations, it 1s
advantageous to determine each platform that the software
application 1s associated with. For instance, to determine
platform-specific end-to-end security vulnerabilities based
on a network route for a network operation, a mobile
application (e.g., mobile application-based platform) may
interact with a cloud-based platform as well as a thard-party
platform to process data related to a specific request, such as
executing a computer program instruction. As referred to
herein, a network operation can indicate a transmission of
data over one or more computing networks, computing
components, or computing systems. In some 1mplementa-
tions, a network operation can indicate a processing of data
between one computing system to another computing sys-
tem, such as from a mobile application to a cloud-based
computing system platform. For instance, a network opera-
tion can be a request for information, a transmission of
information, or other computing-related operations. As an
example, with respect to FIG. 5, a user can interact with user
device 502. To execute a request, such as logging nto an
entity’s computing system to gain access to one or more
resources (e.g., account details, account balance, user profile
settings, etc.), the user device 502 may transmit a request
over network 503 which may then be relayed amongst
cloud-based platform 504a to gain access to the entity’s
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computing system. For instance, cloud-based platform 504q
may include a cloud-based firewall 506a, a cloud-based
software load balancer 510a, a cloud-based hardware load
balancer 508a executing the cloud-based software load
balancer 510a, one or more cloud-based servers 512« and
one or more cloud-based databases 514a. Each of cloud-
based firewall 506a, cloud-based software load balancer
510a, cloud-based hardware load balancer 508a executing
the cloud-based software load balancer 510a, cloud-based
servers 312a and cloud-based databases 514a may be
impacted (or otherwise associated) with one or more plat-
form-specific security vulnerabilities. For example cloud-
based platform 504a can be associated with security vul-
nerabilities that can 1impact one or more computing aspects
associated with the cloud-based platform with respect to the
software application (or with respect to another cloud-based
plattorm, such as a comparative cloud-based computing
system platform) and third-party based platiorm 5045 can be
associated with a different set of security vulnerabilities that
may impact one or more computing aspects associated with
the third-party based platform with respect to the software
application. Furthermore, as the login request 1s relayed
through each one of those components, which can indicate
a network route for the network operation of logging 1n, each
security vulnerability can be examined to determine whether
a computing-aspect 1s or 1s not impacted by the security
vulnerabilities related to the platform, the software, and the
hardware combinations along the network route. In this way,
by determining each “component” that a network operation
may interact with during a processing of a network opera-
tion, the system can accurately determine the secureness (or
alternatively) the safety of the mobile application and 1t
associated platform interactions to prevent data breaches.
In some 1implementations, a network processing route can
include one or more network processing sub-routes. A
network processing sub-route can be an interaction with one
Oor more computing systems, computing software, or coms-
puting hardware components that enable the execution (or
processing) ol a network operation. A set ol network pro-
cessing sub-routes can comprise an overall network process-

ing route. For example, where a network operation 1s a
request to store an 1mage from a third-party based platform
5045 to the cloud-based platform 504qa, the user device 502
may transmit a request over network 503 to (1) obtain an
image from third-party database 35145 and (11) store the
image 1n cloud-based database 514a. However, to execute
such a request, the network processing route may then
include a data flow from the user device 502 to network 503,
then from network 503 to third-party firewall 5065, to
third-party software load balancer 5105, to third-party hard-
ware load balancer 508b, to third-party server 3125, to
third-party database 5145 to obtain the 1mage. The obtained
image can then be transferred back through each of third-
party server 512b, to third-party hardware load balancer
5085, to third-party soitware load balancer 5105, third-party
firewall 5065, and network 503. Lastly, to store the 1image on
cloud-based database 514qa, the obtained image may then be
transmitted through each of cloud-based firewall 506a,
cloud-based software load balancer 5104, cloud-based hard-
ware load balancer 508a executing the cloud-based software
load balancer 510q, cloud-based servers 512a, and cloud-
based databases 514a to store the image. As such, although
the mobile-application being executed on the user device 1s
separate from cloud-based system and the third-party sys-
tem, the mobile-application may interact with each, and
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therefore, security vulnerabilities for each component must
be analyzed to generate an accurate end-to-end software
security label.

In some 1mplementations, upon determining a network
processing route for a network operation, the system can
determine each hardware component, software component,
and platform that 1s associated with a given network opera-
tion. Using such information, the system may provide the
hardware component, software component, and platform
information to one or more machine learming models to
determine computing-aspect impact levels and generate an
end-to-end software security label for a software applica-
tion.

Determining Platform-Specific End-to-End Security Vulner-
abilities for a Software Application

FIG. 6 1s a flow diagram 1illustrating a process of deter-
mimng software platform-specific end-to-end security vul-
nerabilities, 1n accordance with some implementations of the
present technology.

At act 602, process 600 can identily a set of computing
aspects. For example, process 600 can identily a set of
computing aspects associated with a software platform. To
identify such computing aspects, process 600 can use a
computing-aspect-mapping structure. The computing-as-
pect-mapping structure can indicate a mapping of platforms
to computing aspects mnvolved with a processing of network
operations. A platform can be an ecosystem of computing
resources within which a software application executes. For
instance, a platform may be a cloud-based platform (e.g.,
Amazon Web Services®, Microsoft Azure®, Google
Cloud®, or other cloud-based platiorms), a mobile operating
system platform (e.g., 1Phone Operating System®,
Android®, 1Pad Operating System®, Watch Operating Sys-
tem®, Windows Mobile Operating System®, Blackberry
Operating System®, or other mobile operating system plat-
torms), or other third-party hosted cloud or non-cloud-based
platforms. Each platform can be associated with an 1dentifier
(e.g., an alphanumeric string, a numeric 1dentifier, such as an
integer, one or more values, or other 1dentifier that uniquely
identifies the respective platform). Additionally, the com-
puting-aspect-mapping structure can map each platform
(e.g., platform 1dentifier) to one or more computing aspects
involved with a processing of network operations. For
instance, the computing aspects can represent assessment-
domains which may indicate one or more categories of
computing processes mvolved with processing of a network
operation. As an example, an assessment domain can rep-
resent a computing aspect of “Platform Usage” (e.g., indi-
cating the overall security of the platform), a computing
aspect of “Data Storage” (e.g., indicating the overall security
of data storage related computing components), a computing
aspect of “Network™ (e.g., indicating the overall security of
network communications), or a computing aspect of “Cryp-
tography™ (e.g., mdicating the overall security of crypto-
graphic processes or cryptographic communications).
Therefore, such assessment-domains may indicate overall
categories to be assessed with respect to a platform, such
that the assessment-domains are (1) specific to the platform
(e.g., as differing platforms may be associated with different
assessment-domains and/or computing aspects) and (11) rep-
resent an overall assessment of each computing hardware
component and software component involved with the plat-
form(s) to which the software application 1s associated with.

As each platform can be associated with one or more
hardware components and software components (e.g., soit-
ware applications) being executed on each hardware com-
ponent, the assessment-domains may indicate categories to
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be assessed when determinming the overall security of a
soltware application being executed on a given platform. As
another example, where the platform 1s a comparative cloud-
based platform, the comparative cloud-based platform may
represent a cloud-based computing system platform that 1s
standard to an entity or other system. For instance, the
comparative cloud-based platform may be a cloud-based
computing system platform that 1s associated with comput-
ing-aspects (e.g., assessment domains) that provide a base-
line, standard, or other metric to compare other cloud-based
computing system platforms to. For instance, such compara-
tive cloud-based platiorms may represent 1deal cloud-based
computing system platforms to which an entity (e.g., com-
pany, corporation, network engineer, user) deems acceptable
in regard to computing-aspects associated with the compara-
tive cloud-based computing system platform. As such, the
comparative cloud-based computing system platform may
be a model, secure, cloud-based computing system platform
in which other cloud-based computing system platforms are
compared to ensure that the other cloud-based computing
system platforms are safe to use and are secure. It should be
noted, that 1n some 1implementations, “assessment-domains”™
can be used interchangeably with “computing aspects,”
unless the context clearly indicates otherwise.

For example, when a user 1s interacting with a mobile
application on a user device, the mobile application can be
connected (e.g., via a network, such as the Internet) to one
or more back-end servers to execute a request (e.g., a
network operation). However, to execute a request, there
may exist a multitude of computing components that the
request must “pass through” to accomplish execution of the
request. Such computing components may include, but are
not limited to, firewalls, load balancers, servers, databases,
or other computer-networking architecture components.
Each of the computing components may be associated with
their own respective security vulnerabilities. For instance, a
server may be prone to a data breach 1f there 1s a known
“back door” security vulnerability associated with the
server, whereas a firewall may be prone to a man-in-the-
middle attack. As such, each computing component may be
evaluated independently, or in combination with one another
to determine how secure the mobile application is.

Existing systems currently evaluate each computing com-
ponent based on hardware 1dentifying information, such as
serial numbers, and evaluate any soitware being executed on
the hardware via software versioning identifiers, while pro-
viding such information to a third-party to obtain relevant
security threats. However, these threats are often complex
and may or may not impact the overall operation of a given
soltware application being executed on a platform (or the
type of data that the solftware application handles). More-
over, such threats may not be specific to a platform as such
threat information 1s often extremely generic. For example,
the threats may be based on (1) the software application, (11)
information that the software application handles, and (i11)
the platform to which the software application 1s hosted on
(or otherwise associated with). For instance, a given soit-
ware application may handle both sensitive and non-sensi-
tive data. However, due to the generic nature of the infor-
mation obtained from the third-party regarding the security
threats related to the software application, the third-party
may only provide threat information that 1s related to the
non-sensitive data handling aspect of the software applica-
tion which may lead to a data breach of sensitive user
information. Additionally, the third-party may only provide
threat information irrespective of the platform, where there
may exist one or more security vulnerabilities that are
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directly related to the platform. To overcome this, the
computing-aspect-mapping structure can include predefined
computing aspects (e.g., assessment domains, such as cryp-
tography, data storage, platiorm usage, networking, or other
computing aspects) that are specific to a given platiorm,
thereby enabling an end-user to easily identily whether a
software application 1s secure or otherwise safe to use
without the complex jargon of cybersecurity threat informa-
tion.

In some 1mplementations, process 600 can determine a
plattorm associated with a soltware application. For
example, process 600 can retrieve information related to the
soltware application, such as a version identifier of the
soltware application, operating system requirements of the
soltware application, component 1dentifier (e.g., hosting the
soltware application), component serial number (e.g., host-
ing the software application), or other mformation associ-
ated with the software application. For instance, by using a
component identifier, process 600 may determine from a
database a platform associated with the soitware application.
Using such information, process 600 can determine the
platform that 1s associated with the software application.

In one use case, where the user i1s interacting with a
software application on a user device, process 600 can
retrieve a soltware version i1dentifier and an operating sys-
tem 1dentifier of the user device. Process 600 may then
compare the software version identifier and the operating
system 1dentifier of the user device to table indicating one or
more platforms that are associated with the software appli-
cation. For instance, as a given software application may be
specific to a given platform (e.g., can only be executed on a
particular platform, can be executed on a multitude of
platforms, etc.), process 600 can retrieve a platform 1denti-
fier from the table to determine the platform that 1s associ-
ated with the software application. In other implementations,
process 600 can perform a search engine-query to determine
a platform associated with the software application (e.g.,
using the software version identifier and the operating
system 1dentifier of the user device). In some 1mplementa-
tions, process 600 can determine the platform associated
with the software application by using a predetermined list
ol platform identifiers that are associated with an enfity. For
example, the entity may be a service provider, company,
corporation, merchant, or other entity that 1s associated with
the software application (e.g., an entity that controls the
soltware application, that developed the software applica-
tion, or otherwise provides the software application). The
entity that 1s associated with the software application may
have the most accurate knowledge on which platform the
soltware application 1s executed on or which platforms the
soltware application interacts with, in which process 600
can determine the platform associated with the software
application more accurately than other methods.

In some implementations, the computing-aspect-mapping,
structure can be generated by a machine learning model. For
example, as discussed in relation to FIG. 4, a machine
learning model can generate the computing-aspect-mapping
structure by using (1) information related to the software
platform (e.g., the platform in which the software applica-
tion 1s being executed on, or i1s associated with), and (11)
third-party entity security vulnerability information. In this
way, the system dynamically generates the most up to date
computing-aspect-mapping structures where security vul-
nerability information changes. By doing so, the user expe-
rience 1s improved by ensuring that the user 1s made aware
of the most prevalent security vulnerabilities associated with
the software application the user 1s iteracting with.
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At act 604, process 600 can obtain security vulnerability
information. For example, process 600 can obtain a set of
security-vulnerability  descriptions 1indicating security
threats associated with the platform. For example, process
600 can obtain the set of security-vulnerability descriptions
from a security entity. The security entity, as discussed
above, can be a security enfity providing information per-
taining to observed security vulnerabilities associated with
computing components, such as hardware and software. In
some 1mplementations, the security entity can be an in-
house security entity. For example, an in-house security
entity may be the same or similar entity to which 1s asso-
ciated with the software application. For example, the 1n-
house security entity may be the same entity that controls the
soltware application, that developed the software applica-
tion, or otherwise provides the software application. Such
in-house security entity may host a database of security
vulnerabilities associated with software applications and/or
platiorms they control, develop, or provide. In some 1mple-
mentations, the security entity can be a third-party security
entity. For example, a third-party security entity can be an
entity that may not control, develop, or provide the software
application, but observe security vulnerabilities within a
multitude of software applications, platforms, or other com-
puting components. As an example, third-party security
entities may be Mitre®, NIST®, or other industry standard
or trusted security entities. Such security entities can provide
security-vulnerability descriptions that each indicate one or
more security threats, attack vectors, TTPs, security-vulner-
ability responses, or other security-vulnerability-related
information pertaining to one or more computing compo-
nents and/or computing aspects associated with the one or
more computing components.

In some 1implementations, the set of security-vulnerability
descriptions can each be associated with one or more
computing aspects involved with a processing of network
operations. For example, as each security-vulnerability
description 1s associated with a platform, process 600 can
use the computing-aspect-mapping structure to further asso-
ciate (or otherwise generate associations between) each
security-vulnerability description with a respective comput-
ing aspect based on the platform. For instance, using a
platiorm 1dentifier, process 600 can parse through the com-
puting-aspect-mapping structure to determine a match
between a platform i1dentifier of a security vulnerability
description and a platform identifier of the computing-
aspect-mapping structure. In response to a match between
the platform 1dentifier of the security vulnerability descrip-
tion and the platform identifier of the computing-aspect-
mapping structure, process 600 can determine a match
between a computing aspect 1dentifier of the security vul-
nerability description and the computing aspect identifier of
the computing-aspect-mapping structure. In response to a
match between the computing aspect 1dentifier of the secu-
rity vulnerability description and the computing aspect 1den-
tifier of the computing-aspect-mapping structure, process
600 can associate (e.g., populate, add to, concatenate, link,
generate, etc.) the security vulnerability description to the
computing-aspect-mapping structure with respect to the
platform 1dentifier and the computing aspect defined 1n the
computing-aspect-mapping structure. In this way, process
600 can provide an enhanced computing-aspect-mapping
structure that encompasses not only which computing
aspects are mvolved with a platform, but also the relevant
security vulnerabilities associated with the computing
aspects of the platform.
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In some implementations, the computing-aspect-mapping
structure can be a predetermined computing-aspect-mapping
structure including information related to (1) the platform,
(1) security vulnerabilities associated with the platform, and
(111) computing aspects associated with the respective plat-
form and security vulnerabilities. For example, the prede-
termined computing-aspect-mapping structure can be a pre-
determined data structure created by one or more soltware
developers. In this way, the system reduces the amount of
computing processing resources and computer memory
required to generate a dynamic computing-aspect-mapping,
structure. In other implementations, as discussed 1n relation
to FIG. 4, the computing-aspect-mapping structure can be a
machine learning model generated computing-aspect-map-
ping structure. In this way, the system provides an enhanced
computing-aspect-mapping structure that 1s up to date with
the most current security vulnerabilities, thereby improving
the user experience.

At act 606, process 600 can determine threat values. For
example, process 600 can determine a threat value of each
security-vulnerability description of the set of security-
vulnerability descriptions. In some implementations, pro-
cess 600 can determine a threat value of each security-
vulnerability description of the set of security vulnerability
descriptions by using a platform-specific policy. For
example, the platiorm-specific policy can indicate informa-
tion related to the platform and the handling of threats
associated with the given platiorm. The platform-specific
policy can be a governing document created, managed, or
controlled by the entity providing the software application
(e.g., to which determining the security of the software
application 1s based on). For example, the platform-specific
policy may act as a governing document for a particular
computing platform of the entity that 1s associated with the
handling of one or more threats, threat values, residual risk
values, or threat mitigation values. The platform-specific
policy can include mformation such as predetermined threat
values for a given security vulnerability description with
respect to a platform, a given security vulnerabaility response
with respect to a platform, a given TTP with respect to a
platform, one or more computing aspects associated with the
platform, or other values associated with security vulner-
ability-related information. For example, the platform-spe-
cific policy can include a mapping of security-vulnerability
responses mapped to a respective threat level. Such threat
levels (e.g., of the platform-specific policy) may indicate a
quantitative or qualitative value indicating how “big” of a
threat a given security vulnerability 1s. For instance, with
respect to a cloud-based platiform, a security vulnerability
associated with a man-in-the-middle attack between a com-
puting network and a server of the cloud-based platform
may be mapped to a threat value of 10 (e.g., on a scale of
0-10, with O being the lowest threat level, and 10 being the
highest threat level).

In some i1mplementations, process 600 can determine
threat values for each security-vulnerability description of
the set of security-vulnerability descriptions by using a
machine learning model. For example, as described in
relation to FIG. 4, in some implementations, process 600 can
provide platform identifiers (e.g., the platform that a soft-
ware application 1s being executed on, or associated with),
the set of security vulnerability descriptions, the one or more
computing aspects associated with each of the security
vulnerability descriptions, the platform-specific policy, or
other mformation as mput to the machine learning model.
The machine learning model can output a set of threat
values, where each threat value of the set of threat values are
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associated with a respective security-vulnerability descrip-
tion. As the machine learning model can generate predic-
tions of the threat values with respect to the security vul-
nerabilities, process 600 provides an enhanced method for
determining such threat values in scenarios where the plat-
form-specific policy may not provide direct guidance of
what a threat value 1s for a security-vulnerability description.
In this way, process 600 can generate threat values for
security-vulnerability descriptions that may not be defined 1n
the platform-specific policy, thereby improving the user
experience as unknown security-vulnerabilities that may be
present (e.g., due to an update of security-vulnerability
descriptions) may be associated with a threat value.

At act 608, process 600 can determine computing aspect
impact levels. For example, process 600 can determine a
computing aspect impact level for each computing aspect of
the set of computing aspects associated with the platform
using the determined threat value for each security-vulner-
ability description. For instance, as discussed in act 606,
upon determinming a threat value for each security-vulner-
ability description, process 600 can use the threat values to
determine a computing aspect impact level for each com-
puting aspect of the set of computing aspects associated with
the platform. The computing aspect impact level can repre-
sent an “overall,” “combined.” “normalized,” or other threat
level with respect to a given computing aspect that is
associated with the software application hosted on a respec-
tive platform. For example, as discussed above, to determine
how secure or sale a given soiftware application 1s, the
platform that hosts the software application and other plat-
forms that interact with the software application can be
analyzed to determine what security vulnerabilities exist.
For an end-user, determining whether the software applica-
tion 1s secure (or safe to use) may be diflicult to the complex
cybersecurity jargon associated with security vulnerability
descriptions. Thus, to generate an easily understood sofit-
ware security label for a software application, process 600
can determine, for each computing aspect associated with
the platform that the soiftware application i1s hosted on or
interacts with, a computing aspect impact level. As opposed
to existing systems merely providing users with the security
vulnerability descriptions themselves 1n an unorganized
format, process 600 can generate computing aspect impact
levels for each computing aspect of the set of computing
aspects associated with the platforms and subsequently
generate a graphical user interface displaying such informa-
tion to enable users to quickly and easily 1identity how secure
a soltware application 1s.

To accomplish this, process 600 can aggregate each threat
level corresponding to a respective computing aspect of the
set of computing aspects associated with the platform and
generate a computing aspect impact level for each comput-
ing aspect of the set of computing aspects associated with
the platform. In some implementations, process 600 can use
an industry standard risk assessment and/or scoring standard
to generate the computing aspect impact level. For example,
process 600 can use a Common Vulnerability Scoring Sys-
tem (CVSS) to generate a qualitative measure of severity of
the security vulnerability descriptions with respect to a given
computing aspect. As another example, process 600 can use
the CVSS to generate a quantitative measure of severity of
the security vulnerability descriptions with respect to a given
computing aspect. In some implementations, process 600
can, for each computing aspect of the set of computing
aspects, compute an average of each threat value corre-
sponding to a security vulnerability description to generate
the respective computing aspect impact levels. In other
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implementations, process 600 can, for each computing
aspect ol the set of computing aspects, compute a weighted
average or a weighted sum of each threat value correspond-
ing to a security vulnerability description to generate the
respective computing aspect impact levels. In some 1mple-
mentations, the weights (e.g., of the weighted sum or the
welghted average) can be predetermined weights that are
respective to a given computing aspect and/or security
vulnerability description. Additionally, 1n some 1mplemen-
tations, process 600 can generate the computing aspect
impact levels by identifying, for a given computing aspect,
the highest generated threat level corresponding to a secu-
rity-vulnerability description and use the highest generated
threat level as the computing aspect impact level. It should
be noted that the computing aspect impact levels can rep-
resent a quantitative value or a qualitative value that can be
normalized on a respective scale. In this way, by generating
a computing aspect impact level for each computing aspect
of the set of computing aspects associated with the platform,
process 600 provides an easily understood metric to enable
end-users to quickly identity whether a software application
they are interacting with 1s secure or otherwise saie to use,
thereby improving the user experience.

At act 610, process 600 can generate for display a
graphical layout. For example, as discussed above, to pro-
vide a user, whether 1t be an end-user such as a customer or
a soltware developer, an easily understood software security
label for a given software application, process 600 can
generate for display at a graphical user intertace (GUI), a
graphical layout indicating computing-aspect-specific
impact levels. For example, the graphical layout may
include information pertaining to the soitware application,
including, but not limited to a graphical representation of
cach computing aspect impact level of each respective
computing aspect of the set of computing aspects associated
with the platform, a platform identifier, computing aspect
identifiers, graphical representations of mitigated computing
aspect impact levels of each respective computing aspect of
the set of computing aspects, a key or legend, or other
information.

Referring to FIG. 7, FIG. 7 shows an illustrative repre-
sentation of a graphical layout for displaying platform-
specific end-to-end security vulnerabilities for a software
application via a GUI, i accordance with some 1implemen-
tations of the present technology. For example, software
security label 700 can include a software security label
identifier 702, computing aspect identifiers 704a-d, platiform
identifiers 706a-b, and computing aspect impact level rep-
resentations 708a-b. The software security label 1dentifier
702 can convey information to a user that the user 1s viewing
a software security label. Computing aspect identifiers
704a-d may indicate the respective computing aspects that
are associated with the platform that hosts the software
application. For example, the computing aspect identifiers
704a-d may be the same or similar to the computing aspects
as determined 1n act 602. Additionally, platform identifiers
706a-b may be the same or similar to the platforms as
determined m act 602. Computing aspect impact level
representations 708a-b6 may indicate a graphical represen-
tation of the determined computing aspect impact levels as
determined 1n act 608. As shown, computing aspect impact
level representations 708a-6 may 1indicate a qualitative
graphical representation of a respective computing aspect
impact level as determined in act 608. For example,
although FIG. 7 shows the computing aspect impact level
representations 708a-b as color coded shapes, other graphi-
cal representations may be used 1n accordance with some
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implementations of the present technology, such as, but not
limited to, numerical values (e.g., integers, decimals, per-
centages, ratios, etc.), alphanumeric strings (e.g., “high,”
“medium,” “low,” etc.), hexadecimal values, binary values,
or other graphical representations of the computing aspect
impact levels.

In some implementations, the graphical representations of
the computing aspect impact levels can be predetermined.
For example, with respect to a given computing aspect
impact level, a graphical representation of the computing
aspect impact level can correspond to a respective comput-
ing aspect impact level as determined n act 608. For
instance, where the computing aspect impact levels are
normalized on a scale of 0-100, 0-33 may correspond to a
green shape indicating a “low™ impact, 34-66 may corre-
spond to a yellow shape indicating a “medium” impact, and
67-100 may correspond to a red shape indicating a “high”
impact. In this way, by providing a graphical representation
of each computing aspect impact level of the set of com-
puting aspect impact levels, a user i1s enabled to quickly
identify which “area” or computing aspect ol a solftware
application the user 1s, or may, interact with 1s aflected (e.g.,
by a security vulnerability). As such, by being able to
quickly 1dentity which computing aspects of a software
application may secure or unsecure (e.g., due to one or more
security vulnerabilities), process 600 improves the user
experience by aiding the user to make better decisions on
whether or not to use a given software application, thereby
decreasing the chance of any potential user data leak.

In some 1implementations, the software security label 700
can be interactive. For example, although a user-iriendly,
formatted, graphical user interface 1s provided to enable
users to determine the security of a software application,
some users may want to learn more about how a given
computing aspect impact level 1s determined. For instance,
a user may want to determine reasons why “platiform usage”
1s a high-risk computing aspect. As such, 1n some 1mple-
mentations, the software security label 700 can be interac-
tive enabling a user to select one or more graphical elements
(c.g., software security label identifier 702, computing
aspect 1dentifiers 704a-d, platform identifiers 706a-b, and
computing aspect impact level representations 708a-b, or
other graphical elements) of the software security label 700.
For example, computing aspect impact level representations
708a-b can be user-selectable. Upon a user selection of a
computing aspect impact level representation 708a-b, an
updated user mterface may be presented to the user that may
include additional information not shown 1n FIG. 7, such as,
but not limited to, the computing aspect impact level (e.g.,
as a quantitative or qualitative value), one or more security
vulnerabilities associated with the selected computing
aspect impact level representation, one or more computing
components or software components associated with the
platiorm that 1s further associated with the computing aspect
impact level (e.g., an indication of the software/hardware
components causing the computing aspect impact level to be
determined as 1s), security vulnerability details (e.g., type of
vulnerability, attack vector of the vulnerability, date of
discovery, system-provided comments related to the security
vulnerability, assessment stage, etc.), mherent risks associ-
ated with the computing aspect impact level representation,
residual risks associated with the computing aspect impact
level representation, mitigation measures associated with the
computing aspect, or other information that may be associ-
ated with the selected graphical element.

In some implementations, process 600 can update the
graphical layout to include high-impact computing-aspect-
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specific 1mpact levels. For example, to improve the user
experience, process 600 can update the graphical layout to
include a graphical representation of high-impact computing
aspects of the set of computing aspect impact levels. That 1s,
as opposed to generating a graphical representation of each
computing aspect impact level, process 600 can update the
graphical layout to include only the “highest” impacted
computing aspects associated with the platform to aid the
user 1n making a quick determination regarding the security
of the software application. As such, process 600 can
determine a set of high-impact computing aspects respon-
s1ve to a respective computing aspect impact level exceeding
a predetermined threshold value for the respective comput-
ing aspect. For example, each computing aspect can be
associated with a predetermined threshold value to be 1ndi-
cated as a high-impact computing aspect. For instance, the
computing aspect of “cryptography” may be associated with
a predetermined threshold value of 7 (e.g., on a scale 0-10,
with O indicating the lowest level of impact and 10 indicat-
ing the highest level of impact). Process 600 can compare
cach computing aspect impact level to the respective pre-
determined threshold value for the computing aspect. In
response to the comparison mndicating the computing aspect
impact level meets or exceeds the predetermined threshold
value for the respective computing aspect, process 600 can
determine that the respective computing aspect 1s a high-
impact computing aspect. Upon determining which comput-
ing aspects are high-impact computing aspects, process 600
can then update the graphical layout to only include a
graphical representation ol each high-impact computing
aspects of the set of high-impact computing aspects and a
graphical representation of the respective high-impact com-
puting aspect impact level. The high-impact computing
aspect 1mpact level may be the same or similar to the
computing aspect impact levels as determined 1n act 608,
however, the updated graphical representation may only
include the high-impact computing aspects to enable a user
to quickly identify which computing aspects of a given
software application are most impacted by one or more
security vulnerabilities.

In some implementations, process 600 can determine a
mitigated-computing-aspect impact level for each comput-
ing aspect of the set of computing aspects related to the
platform. For 1nstance, as an entity may employ one or more
system protection measures (€.g., such as firewalls, software
updates, hardware updates, cybersecurity hardware/soft-
ware, etc.) to protect the entity’s system or soltware appli-
cation from cybersecurity threats, one or more security
vulnerabilities as identified by a security entity may not
impact the entity’s system (e.g., due to the system protection
measures). As such, to enable the user to see how a given
entity 1s proactive in ensuring that their software application
1s 1ndeed safe to use via their own system security measures
or protocols, process 600 may determine mitigated-comput-
ing-aspect impact levels for each computing aspect of the set
of computing aspects related to the platform.

Referring to FIG. 7, FIG. 7 shows a graphical represen-
tation of mitigated-computing-aspect impact levels 710a-b
for a respective software application. For example, with
respect to the computing aspect of platform usage 7044, for
the platform 706a indicating iPhone Operating System®,
FIG. 7 shows a graphical representation of computing aspect
impact level 708a and a graphical representation of miti-
gated-computing-aspect-impact level 710qa. In this example,
the graphical representation of computing aspect impact
level 708a 1s shown as a red shape indicating that there 1s a
high 1mpact of security vulnerabilities 1n relation to the
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plattorm usage. However, the graphical representation of
mitigated-computing-aspect-impact level 710qa 1s shown as a
green shape indicating that there 1s a low impact of security
vulnerabilities 1n relation to the platform usage. Due to the
system protection measures in place by the entity with
respect to the platform usage, the computing aspect impact
level has changed or otherwise 1s “mitigated.” In this way,
the user 1s enabled to easily 1dentily and be notified that the
entity 1s employing techniques to ensure that their software
application 1s secure and safe to use.

To determine the mitigated-computing-aspect impact lev-
¢ls for each computing aspect, process 600 can determine,
for each security-vulnerability description, a system protec-
tion measure corresponding to a respective security-vulner-
ability description. For example, in some implementations,
the enfity providing the software application may store a
data structure that 1s accessible to determine which system
protection measures are in place to overcome one or more
security vulnerabilities as 1dentified by the security entity 1n
act 604. For example, the data structure can be a table,
graph, directed graph, array, or other data structure config-
ured to include mnformation related to platforms, the system
protection measures associated with the platforms, maiti-
gated-threat-oflset-values, mitigated-threat values, security
vulnerability descriptions, computing aspects, or other infor-
mation. In some 1implementations, multiple data structures
can exist where each data structure corresponds to a given
platiorm. For instance, a first data structure can be related to
a cloud-based platform, and may include mappings of a
security vulnerability descriptions related to the platform to
(1) one or more system protection measures of the platform
and (11) a mitigated threat value corresponding to the system
protection measure. In this way, each mitigated threat value
(e.g., predetermined mitigated threat values) 1s directly
associated with a system protection measure aflecting a
respective security vulnerability of a specific platform. Each
mitigated threat value may indicate a level of system pro-
tection with respect to a security-vulnerability. For instance,
in some implementations, mitigated-threat oflset value may
act as an “‘oflset” value, a weight, a percentage, or other
value that may have an eflect on a threat value of a
security-vulnerability description. For instance, the data
structure can indicate, that for a respective system protection
measure corresponding to a security-vulnerability descrip-
tion of a given platform, a mitigated-threat-oflset-value. In
such an example, the mitigated-treat-ofset-value may be
0.5,04,0.3,0.2,0.1. In this way, the mitigated-threat-oflset-
value may be multiplied to a threat value of the security
vulnerability description (e.g., as obtained in act 606) to
determine a mitigated threat value. In some implementa-
tions, upon determining a mitigated threat value for each
computing aspect of the set of computing aspects related to
the platform, the system can determine a mitigated-comput-
ing-aspect impact level for a given computing aspect by
computing a weighted average of mitigated threat values
with respect to the given computing aspect. In other imple-
mentations, process 600 can determine a mitigated-comput-
ing-aspect impact level for a given computing aspect by
computing a weighted sum of mitigated threat value with
respect to the given computing aspect.

In some implementations, process 600 can determine
mitigated-computing-aspect impact levels for each comput-
ing aspect of the set of computing aspects related to the
platform based on a machine learning model. For example,
referring to FIG. 4, process 600 can provide platform
identifiers, security vulnerability descriptions, one or more
computing aspects, a plattorm-specific policy, one or more
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impact level measures, system protection measure informa-
tion, mitigated threat values, or other information to a
machine learning model to generate predictions related to
mitigated-computing-aspect impact levels for each comput-
ing aspect of the set of computing aspects associated with
the platform. In this way, process 600 can generate accurate
mitigated-computing-aspect 1mpact levels where one or
more mitigated threat values or system protection measures
are unknown, thereby improving the user experience.

In some implementations, process 600 can generate a
graphical representation of the mitigated-computing-aspect
impact levels to be displayed 1n a graphical user interface.
For example, referring back to FIG. 7, as discussed above,
process 600 can generate a graphical representation for each
mitigated-computing-aspect impact level for each comput-
ing aspect of the set of computing aspects related to the
platform. For example, process 600 can generate a graphical
representation for each mitigated-computing-aspect impact
level in a manner similar to that of act 610, whereas opposed
to using the computing aspect impact levels as determined in
act 608, process 600 can may the mitigated-computing-
aspect impact levels as determined above.

Determining Comparative Real-Time End-To-End Security
Vulnerabilities

FIG. 8 1s a flow diagram 1llustrating a process of deter-
miming comparative real-time end-to-end security vulner-
abilities, 1n accordance with some implementations of the
present technology.

At act 802, process 800 can detect a user interaction at a
webpage for a network operation. To provide users (e.g.,
network engineers, end-users, or other system users) with
updated security-related information with respect to a cloud-
based computing system platform (or other computing sys-
tem platform), process 800 can detect a user interaction at a
webpage for a network operation to determine computing-
aspects (e.g., assessment domains) that a given cloud-based
computing system platform possesses. For example, the
network operation can be a processing of data from one
computing system platform (e.g., a remote computing sys-
tem, a mobile computing system, a fixed-terminal comput-
ing system, etc.) to a set of cloud-based computing system
platforms. For instance, a user may use a mobile device
executing a mobile application on a mobile application
computing system platiorm to log into a user account
associated with an entity (e.g., a company, service provider,
ctc.). To log the user into the entities system, one or more
log-1n processes may be processed on a cloud-based com-
puting system platform. As another example, the network
operation may be a test operation (e.g., a ping or other
test-related operation). The test operation may include test
information such as the time, date, a request for additional
information related to the security of a given cloud-based
computing system platform, a status request of current
operations of the cloud-based computing system platiorm,
or other information to determine a given operating status of
the cloud-based computing system platform.

However, to determine in real-time (or near real-time)
whether a given cloud-based computing system platiorm 1s
secure and safe to use, process 800 can transmit (or process)
the network operation (e.g., the log 1n request, test opera-
tion) to a set of cloud-based computing system platiforms.
For example, each cloud-based computing system platiorm,
can be associated with a cloud-based platform service pro-
vider such as Microsolt Azure, Google Cloud, Amazon
AWS, or other cloud-based platform service providers. The
set of cloud-based computing system platforms may be a
predetermined set of cloud-based computing system plat-
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forms (e.g., set by a system administrator, the entity, or other
user) or may be a dynamic set of cloud-based computing
system platforms. For example, where the set of cloud-based
computing system platforms are a dynamic set of cloud-
based computing system platforms, process 800 can web
scrape lor currently operating (e.g., currently available,
currently functioning) cloud-based computing system plat-
forms to determine the set of cloud-based computing system
platforms to provide a robust comparison between cloud-
based computing system platforms when one or more may
be currently down, mmoperable, or newly added. Thus, by
detecting a user interaction at a webpage for a network
operation, the system can determine a set of cloud-based
computing system platforms to process, transier, or transmit
the network operation to.

In some 1mplementations, the where the network opera-
tion 1s a test operation, the test information can include
information that targets a variety of computing aspects (e.g.,
assessment-domain) or a single computing aspect. For
example, computing aspects associated with computing sys-
tem platforms (e.g., cloud-based computing system plat-
forms, cloud-based service providers, etc.) may be Bound-
ary Enforcement, Logical Segmentation, Configuration
Hardening, Key Management, Encryption, Asset & Data
Classification, Data Discovery, Logging & Reporting, User
Behavior Analytics, Secondary Approval, Access Control,
Authentication, or other computing aspects associated with
cloud-based computing system platiorms. To determine how
secure a cloud-based computing system platform 1s (e.g., 1n
real-time or near real-time), the test operation may include
test information that queries, requests, pings, executes a
script, or otherwise interacts with a cloud-based computing
system platform to obtain security-related information from
the cloud-based computing system platiorm.

For example, 1n the case where the test operation includes
test information for the computing aspect (e.g., assessment-
domain) of Access Control, the test information may include
a request for “Security Rules™ configuration information. As
cloud-based computing system platforms can respond to the
test operation, the cloud-based computing system platform
may provide a configuration profile or other security-related
information related to the test operation to enable the system
to obtain valuable securnity-related information. Continuing,
with the example above, where the test information includes
a request for the “Security Rules” configuration profile of
the computing aspect of Access Control, the process 800 can
receive the response (e.g., the security rules configuration
information) to determine whether any Internet or Unau-
thorized access 1s allowed for restricted resources by default
(e.g., as set by the cloud-based computing system platiform).
In other implementations, the network operation may
include a set of test operations to test other computing
aspects that may or may not be associated with a given
cloud-based computing system platform (or other comput-
ing system platform), 1n accordance with some implemen-
tations of the present technology. In this way, the system
obtains real-time security-related information of cloud-
based computing system platiforms, thereby detecting newly
discovered security-vulnerabilities that otherwise may not
be detected for an extended period of time.

At act 804, process 800 can determine a first set of
computing aspects based on a processing of the network
operation. For example, process 800 can determine a first set
of computing aspects (e.g., assessment-domains) associated
with each cloud-based computing system platform of the set
of cloud-based computing system platforms using response
data received from each respective cloud-based computing
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system platform. The response data can be received, over
one or more computing networks (e.g., network 304 (FIG.
3)) from each of the cloud-based computing system plat-
forms of the set of cloud-based computing system platiorms
based on the processing of the network operation. The
response data may be information transmitted by respective
cloud-based computing system platforms when the network
operation 1s processed (e.g., transmitted, transierred, etc.)
via the cloud-based computing system platform. As an
example, where the network operation 1s a test operation, the
respective cloud-based computing system platforms may
transmit a response and process 800 may receive the
response. In some implementations, the response data may
include a set of logging information indicating one or more
computing aspects associated with the respective cloud-
based computing system platform. For instance, process 800
may receive the response data from a first cloud-based
computing system platform that includes information per-
taining to an encryption method the first cloud-based com-
puting system platform 1s using, a given network the first
cloud-based computing system platform 1s using, soitware
identifiers associated with software applications the first
cloud-based computing system platform 1s using, a time-
stamp at which the network operation 1s processed at the first
cloud-based computing system platform, a speed (e.g.,
throughput) of how fast the network operation 1s processed
on the first cloud-based computing system platform, con-
figuration profiles, configuration settings, or other response
data.

In some implementations, the response data may repre-
sent security-specification data. For example, security-speci-
fication data may be information retrieved by each of the
respective cloud-based computing system platforms via the
respective cloud-based computing system platform service
providers. For instance, Microsoit Azure, Google Cloud,
Amazon AWS, or other cloud service providers may store
security-specification data related to encryption methods,
hashing methods, digital signature methods, public key
inirastructure, 1dentity and access management architecture,
single sign-on methods, cloud-based security groups, hard-
ened virtual server imaging techniques, computing-aspects
associated with the respective cloud-based service provid-
ers, security vulnerability information, or other security-
specification iformation that the respective cloud service
providers currently employ. In some implementations, the
response data may be obtained by process 800 performing,
web scraping for such security-specification data. However,
to ensure the most up-to-date response data 1s obtained,
based on the processing of the network operation, the
response data may be returned 1n real-time or near real-time
indicating security-vulnerability or other security-vulner-
ability related information.

For example, to determine a set of computing aspects
associated with each of the respective cloud-based comput-
ing system platforms, process 800 can transmit the network
operation to each of the cloud-based computing system
platiorms to obtain (e.g., recerve) a response from each of
the cloud-based computing system platforms indicating
computing-aspect-related information (e.g., as described
above). As another example, where no response 1s received
(c.g., for a test operation), the lack of a response may
indicate that, where the test operation 1s testing for a given
computing aspect, that the cloud-based computing system
platform the network operation was transmitted to does not
include/employ/implement the given computing aspect. As
such, process 800 may determine that the given computing
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aspect (e.g., assessment domain) 1s not associated with the
computing system platform to which the network operation
was sent to.

As reterred to herein, real-time may indicate the actual
time during which something takes place. Additionally, as
referred to herein, near real-time may indicate the actual
time during something takes place with a minor delay. For
example, the minor delay may be 1 ms, 2 ms, 3 ms, etc. For
instance, as computer processors can process data excep-
tionally fast, there still can be a small delay of time from
input of an operation to the output of the operation (e.g., 1
ms, 2 ms, 3 ms, or other delay). As such small-time delays
are unnoticeable to humans, the time between a computer
processor recerving input data and providing output data
may appear as though such processing of mformation hap-
pened immediately, or otherwise, 1n real-time. It 1s advan-
tageous to transmit the network operation to each of the
respective cloud-based computing system platforms to 1den-
tify computing aspects that the cloud-based computing sys-
tem platforms are currently employing 1n order to determine
whether a given cloud-based computing system platform 1s
secure or safe to use, thereby improving the user experience
and reducing the chance of a data breach of user data.

At act 806, process 800 can identity a second set of
computing aspects associated with a comparative cloud-
based computing system platiorm. For example, process 800
can idenfily a second set of computing aspects associated
with a comparative cloud-based computing system platiorm.
The comparative cloud-based computing system platform
may represent a standard, baseline, model, metric, or other
cloud-based computing system platform that each cloud-
based computing system platform (e.g., of the first set of
cloud-based computing system platforms) may be compared
against. For instance, network engineers may seek certain
attributes, computing aspects, assessment-domains, or secu-
rity protection measures with respect to cloud-based com-
puting system platforms. As such, the comparative cloud-
based computing system platform may be associated with a
set of computing aspects (or assessment-domains) that are
sought after by the network engineers. In some 1mplemen-
tations, the second set of computing aspects associated with
the comparative cloud-based computing system platform
may be identified using the computing-aspect-mapping
structure (e.g., as described 1n act 602 (FIG. 6)).

Using the computing-aspect-mapping structure, process
800 can quickly identily which assessment-domains are
involved, or otherwise associated with the processing of the
network operation or the comparative cloud-based comput-
ing system platform, thereby reducing the amount of com-
puter processing and memory resources required to obtain
the set of computing aspects associated with the comparative
cloud-based computing system platform. For example, com-
puting-aspect-mapping structure can identify, for a given
platiorm (e.g., cloud-based, mobile, fixed terminal, etc.)
computing-aspects that are associated with the given plat-
form. In some implementations, the computing-aspect-map-
ping structure may indicate the baseline or standard set of
computing aspects associated with the comparative cloud-
based computing system platform based on an identifier
identifying that the platform 1s a cloud-based computing
system platform. In this way, the system may determine a set
ol comparative computing aspects associated with the com-
parative cloud-based computing system platiform to deter-
mine how the first set of cloud-based computing system
platforms perform with respect to sought after attributes of
the comparative cloud-based computing system platform.
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At act 808, process 800 can determine an overall-com-
puting aspect impact level for associated computing aspects
of the second set of computing aspects. For example,
process 800 can determine an overall-computing aspect
impact level for associated computing aspects of the second
set of computing aspects using (1) the first set of computing
aspects associated with each cloud-based computing system
platform and (11) the second set of computing aspects. In
some 1implementations, the overall-computing aspect impact
level for associated computing aspects may be a normalized
computing aspect impact level for a respective cloud-based
computing system platform. For instance, to compare each
cloud-based computing system platform to which the net-
work operation 1s processed, process 800 can compare the
cloud-based computing aspects associated with each cloud-
based computing system to the comparative set of comput-
ing aspects that are sought after by the network engineers.
That 1s, the comparative set of computing aspects may act as
guidelines for other cloud-based computing system plat-
forms to be compared to.

However, not all cloud-based computing system plat-
forms may employ the same set of computing aspects as the
set of comparative set ol computing aspects. For example,
network engineers may want an ideal cloud-based comput-
ing system platform to use cryptographic communications,
access control, and threat detection monitoring. Moreover,
such computing aspects may each be associated with a given
type, method, or functionality which may be associated with
a given threat value (e.g., as described 1n act 606). For
example, although a cloud-based computing system plat-
form may use cryptographic communications with an
Rivest-Shamir-Adleman (RSA) algorithm, the correspond-
ing comparative computing-aspect of the comparative
cloud-based computing system platform may use crypto-
graphic communications with an Elliptic Curve Digital

Signature Algorithm (ECDSA). The RSA algorithm may be
associated with a higher threat value than the ECDSA
algorithm as ECDSA 1s considered more complex and more
secure. Additionally, the cloud-based computing system to
be compared to the comparative cloud-based computing
system may not include an access control computing aspect.
As such, 1n some implementations, process 800 may deter-
mine a set of associated computing aspects to approprately
compare one cloud computing system platiorm to the com-
parative, or 1deal, cloud computing system platform based
on the aspects associated with each.

In some implementations, the associated computing
aspects of the second set of computing aspects can be a
matching set of computing aspects, a mismatched set of
computing aspects, or both the matching set of computing
aspects and the mismatched set of computing aspects. For
example, the matching set of computing aspects may be a
matching set of computing aspects (e.g., assessment-do-
mains) between (1) the comparative cloud-based computing,
system platform and (1) a respective cloud-based computing
system platform of the set of cloud-based computing system
platiorms (e.g., to which the network operation 1s pro-
cessed). For instance, a first cloud-based computing system
platform may be associated with the computing aspects of (1)
data encryption, (11) access controls, and (111) threat detection
and monitoring. The comparative cloud-based computing
system platform may be associated with the computing
aspects of (1) data encryption, (11) network security, and (111)
threat detection and monitoring. As such, process 800 may
compare the computing aspects of the first cloud-based
computing system platform to the comparative cloud-based
computing system platform and determine the associated set
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of computing aspects to be (1) data encryption and (11) threat
detection and monitoring. In this way, the system may
ensure a direct comparison of the computing aspects
between the respective cloud-based computing system plat-
forms’ computing aspects and the comparative cloud-based
computing system platforms’ computing aspects, thereby
enabling a network engineer to be provided with an “apples
to apples” comparison of one cloud-based computing system
platform to another cloud-based computing system platform.

As another example the associated computing aspects of
the second set of computing aspects can be a mismatched set
of computing aspects. For example, the mismatched set of
computing aspects may be a mismatched set of computing
aspects (e.g., assessment-domains) between (1) the compara-
tive cloud-based computing system platform and (1) a
respective cloud-based computing system platform of the set
of cloud-based computing system platforms (e.g., to which
the network operation 1s processed). For instance, a first
cloud-based computing system platform may be associated
with the computing aspects of (1) data encryption, (1) access
controls, and (111) threat detection and momitoring. The
comparative cloud-based computing system platform may
be associated with the computing aspects of (1) data encryp-
tion, (11) access controls, (111) threat detection and monitor-
ing, and (1v) network security. As such, process 800 may
compare the computing aspects of the first cloud-based
computing system platform to the comparative cloud-based
computing system platform and determine the associated set
of computing aspects to be network security as the first
cloud-based computing system platform may not employ a
network security mechanism. In this way, the system may
compare respective cloud computing platforms’ aspects to
the comparative cloud-based computing system platforms’
computing aspects to easily 1dentily security vulnerabilities
amongst cloud-based computing system platforms.

As yet another example, the associated computing aspects
ol the second set of computing aspects can comprise both the
matching set of computing aspects and the mismatched set
of computing aspects. For example, to enable users (e.g.,
network engineers) to be provided with an overview display
of how each cloud-based computing system platform com-
pares to an 1deal cloud-based computing system platiorm,
process 800 may select both the matching set and the
mismatched set of computing aspects as the associated
computing aspects of the second set of computing aspects.

Upon determining the associated computing aspects (e.g.,
associated assessment-domains), process 800 can determine
an overall-computing aspect impact level for each of the
computing aspects of the respective cloud-based computing
system platforms with respect to the comparative cloud-
based computing system platform’s computing aspects. As
an example, the overall-computing aspect impact level may
be determined 1n a manner the same or similar to that of the
computing aspect impact levels of act 606 of FIG. 6.
Additionally, or alternatively, the overall-computing aspect
impact levels may be determined using security-vulnerabil-
ity descriptions, security-vulnerability responses, place-
holder computing aspect impact levels, placeholder assess-
ment-domain 1mpact levels, or a machine learning model
(e.g., blackboard machine learning model, neural network,
etc.).

In some i1mplementations, where the associated set of
computing aspects are the matching set of computing
aspects, process 800 can obtain from a third-party security
entity, a set of security-vulnerability descriptions. Each
security-vulnerability description of the set of security-
vulnerability descriptions may indicate at least one security
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threat associated with a respective computing aspect of the
matching set of computing aspects. For instance, similar to
obtaining security-vulnerability information 1 act 604 of
process 600 (FIG. 6), for each computing aspect of the
matching set of computing aspects, process 800 may obtain
security-vulnerability  descriptions 1indicating security
threats associated with the respective cloud-based comput-
ing platforms (e.g., to which the network operation is
processed). Process 800 can then assign a threat value to
cach security-vulnerability description of the set of security-
vulnerability descriptions by comparing respective security-
vulnerability descriptions to a platform-specific policy,
where the platform-specific policy includes security-vulner-
ability descriptions mapped to a respective threat level.

For example, similar to assigning or determining threat
values 1n act 606 of process 600 (FIG. 6), process 800 can
determine threat values for each security-vulnerability
description of the set of security-vulnerability descriptions
by using predetermined threat values for a given security
vulnerability description with respect to a platform (e.g.,
respective cloud-based computing system platform to which
the network operation 1s processed), a given security vul-
nerability response with respect to a platform, a given TTP
with respect to a platform, one or more computing aspects
associated with the platform, or other values associated with
security vulnerability-related information. Process 800 can
then determine the overall-computing aspect impact level
for each matching computing aspect of the set ol matching
computing aspects respective to the cloud-based computing
system platform by computing a weighted average of
assigned threat values of the respective matching computing
aspects. For example, similar to determining computing
aspect 1mpact levels 1 act 608, of process 600 (FIG. 6),
process 800 may determine overall-computing aspect
impact levels for each matching computing aspect. For
instance, to determine the overall-computing aspect impact
level for each matching computing aspect of the set of
matching computing aspects respective to a given cloud-
based computing system platform (e.g., to which the net-
work operation 1s processed), process 800 may compute a
weighted average of the assigned (e.g., determined) threat
values of the respective matching computing aspects. In
some 1mplementations, as each security-vulnerability
description may be associated with multiple securnity-vul-
nerability responses each assigned a threat value, the secu-
rity-vulnerability responses may be assigned a predeter-
mined weight to compute a weighted average, or a weighted
sum of the threat values associated with the security-vul-
nerability responses to determine an overall-computing-
aspect impact level for a given computing aspect.

For mstance, where a given cloud-based computing sys-
tem platform to which the network operation 1s processed 1s
associated with the matching computing aspects (e.g., of the
comparative cloud-based computing system platiorm) of
compliance certifications, encryption, and access controls,
the encryption computing aspect may be associated with two
security-vulnerability responses mapped to respective threat
values. The two-security vulnerability-responses may be
weighted by a predetermined weight (e.g., the first threat
value 1s assigned a weight of 2, and the second treat value
1s assigned a weight of 1). Similarly, compliance certifica-
tions and access controls computing aspects may each be
associated with one or more security-vulnerability responses
mapped to respective threat values, where each threat value
1s weighted with respect to the corresponding computing
aspect. In some implementations, the predetermined weights
for each security vulnerability-responses may be determined
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based on the platform specific policy indicating which
security-vulnerability responses should be weighted higher
than another. It should be noted that other predetermined
weight values may be assigned to computing aspects, in
accordance with one or more implementations of the present
technology. In some implementations, process 800 can com-
pute a weighted sum of the assigned threat values of the
respective matching computing aspects. In this way, by
determining overall-computing aspect impact levels for the
set of matching computing aspects, users may be provided
with a direct comparison of the security of respective
computing aspects of cloud-based computing system plat-
forms perform, thereby improving the user experience as
users are provided with an easily understood metric when
determining which cloud-based computing system platiorm
1s safest to use. Moreover, 1n this way, network tratlic 1s
reduced as users forgo conducing tedious research by sub-
mitting multiple queries over one or more computing net-
works to determine whether a given cloud-based computing
system platform 1s safe to use.

In some i1mplementations, where the associated set of
computing aspects are the mismatched set of computing
aspects, process 800 can obtain from the third-party security
entity, a set of security-vulnerability descriptions. Each
security-vulnerability description of the set of security-
vulnerability descriptions may indicate at least one security
threat associated with a respective computing aspect of the
mismatched set of computing aspects. For instance, similar
to obtaining security-vulnerability information in act 604 of
process 600 (FIG. 6), for each computing aspect of the
mismatched set of computing aspects, process 800 may
obtain security-vulnerability descriptions indicating security
threats associated with the respective cloud-based comput-
ing platforms (e.g., to which the network operation 1is
processed). Process 800 can then assign a threat value to
cach security-vulnerability description of the set of security-
vulnerability descriptions by comparing respective security-
vulnerability descriptions to a platform-specific policy,
where the platform-specific policy includes security-vulner-
ability descriptions mapped to a respective threat level.

For example, similar to assigning or determining threat
values 1n act 606 of process 600 (FIG. 6), process 800 can
determine threat values for each securnity-vulnerability
description of the set of security-vulnerability descriptions
by using predetermined threat values for a given security
vulnerability description with respect to a platform (e.g.,
respective cloud-based computing system platform to which
the network operation 1s processed), a given security vul-
nerability response with respect to a platform, a given T'TP
with respect to a platform, one or more computing aspects
associated with the platform, or other values associated with
security vulnerability-related information. Process 800 can
then determine the overall-computing aspect impact level
for each mismatched computing aspect of the set of mis-
matched computing aspects respective to the cloud-based
computing system platform by computing a weighted aver-
age ol assigned threat values of the respective matching
computing aspects. For example, similar to determining
computing aspect impact levels i act 608, of process 600
(FIG. 6), process 800 may determine overall-computing
aspect impact levels for each mismatched computing aspect.
For instance, to determine the overall-computing aspect
impact level for each mismatched computing aspect of the
set of mismatched computing aspects respective to a given
cloud-based computing system platform (e.g., to which the
network operation 1s processed), process 800 may compute
a weighted average of the assigned (e.g., determined) threat
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values of the respective mismatched computing aspects. In
some 1mplementations, as each security-vulnerability
description may be associated with multiple security-vul-
nerability responses each assigned a threat value, the secu-
rity-vulnerability responses may be assigned a predeter-
mined weight to compute a weighted average or a weighted
sum of the threat values associated with the security-vul-
nerability responses to determine an overall-computing-
aspect impact level for a given computing aspect.

For istance, where a given cloud-based computing sys-
tem platform to which the network operation 1s processed 1s
associated with the mismatched computing aspects (e.g., of
the comparative cloud-based computing system platform) of
threat detection, the threat detection computing aspect may
be associated with three security-vulnerability responses
mapped to respective threat values. The three security-
vulnerability responses may be weighted by a predetermined
weight (e.g., the first threat value 1s assigned a weight of 2,
the second treat value 1s assigned a weight of 1, and the third
threat value 1s assigned a weight of 3). In some 1mplemen-
tations, the predetermined weights for each security vulner-
ability-responses may be determined based on the platform
specific policy indicating which security-vulnerability
responses should be weighted higher than another. It should
be noted that other predetermined weight values may be
assigned to computing aspects, in accordance with one or
more 1mplementations of the present technology. In some
implementations, process 800 can compute a weighted sum
of the assigned threat values of the respective matching
computing aspects. In this way, by determining overall-
computing aspect impact levels for the set of mismatched
computing aspects, users may be provided with a security-
related 1nformation of respective mismatched computing
aspects of cloud-based computing system platforms per-
form, thereby improving the user experience as users are
provided with an easily understood metric when determining,
which cloud-based computing system platform 1s safest to
use. Moreover, 1n this way, network traflic 1s reduced as
users forgo conducing tedious research by submitting mul-
tiple queries over one or more computing networks to
determine whether a given cloud-based computing system
platiorm 1s safe to use.

In some implementations, where the associated set of
computing aspects are the matching set and the mismatched
set of computing aspects, upon determining the computing
aspect impact level for each of the matching set of comput-
ing aspects, process 800 can assign placeholder computing
aspect impact levels for each mismatched computing aspect
of the set of mismatched computing aspects that are respec-
tive to a given cloud-based computing system platform. The
placeholder computing aspect impact levels may be prede-
termined placeholder values (e.g., normalized quantitative
values on a scale (e.g., 1-10, 1-100, 1-1000), placeholder
computing aspect impact levels, or other quantitative value).
For example, as one cloud-based computing system plat-
form may not use or employ a given computing aspect as
compared to the comparative set of computing aspects of the
comparative cloud-based computing system, 1t may be
advantageous to assign a placeholder value (e.g., a comput-
ing aspect impact level) to the mismatched (or missing)
computing aspects. That 1s, to provide users with robust
information as to whether a given cloud-based computing
system platform 1s safe to use, even 11 the given cloud-based
computing system platform 1s missing a computing aspect of
the comparative (e.g., baseline, standard, or ideal) cloud-
based computing system platform, placeholder computing,
aspect 1mpact level values may be used to determine a
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normalized or standardized score or other standardized value
for computing aspect impact levels.

As such, process 800 can determine the overall-comput-
ing aspect impact levels for the associated computing
aspects using the computing aspect impact levels of (1) the
matching computing aspects and (1) the placeholder com-
puting aspect impact levels for each respective cloud-based
computing system platform of the set of cloud-based com-
puting system platforms (e.g., to which the network opera-
tion 1s processed). For example, the overall-computing
aspect 1mpact levels for the matching computing aspects
may be determined as described above. The overall-com-
puting aspect impact levels for the computing aspects
assigned with a placeholder computing aspect impact level
may be assigned or determined to be the respective place-
holder computing aspect impact levels. In this way, users are
provided with a plethora of security-related information with
respect to cloud-based computing system platforms, even
when a respective cloud-based computing system platform
includes additional computing aspects not included 1n the set
of computing aspects of the comparative cloud-based com-
puting system platiorm, thereby improving the user experi-
ence.

In some i1mplementations, process 800 can determine
overall-computing aspect impact levels for associated com-
puting aspects via a machine learning model. For example,
similar to determining computing aspect impact levels as
described 1n act 608 of process 600 (F1G. 6), process 800 can
apply a blackboard machine learning model to generate the
overall-computing aspect impact levels for the associated
computing aspects of the second set of computing aspects by
using (1) the first set of computing aspects associated with
cach cloud-based computing system platform (11) the second
set of computing aspects, and (111) security-vulnerability
descriptions obtained from a third-party security entity. For
example, the blackboard machine learning model may be
advantageous as the blackboard machine learning model
may determine how secure a given cloud-based computing
system platform 1s by being consistently updated with
security-vulnerability descriptions from third-party security
entities, partial solutions to the given problem (e.g., which
cloud-based computing system platiorm 1s most secure), and
the availability of additional information uploaded to the
blackboard machine learning model via the plethora of data
sources. As such, the blackboard machine learning model
may use not only security-vulnerability descriptions, but
additional web scraped information pertaimng to different
cloud-based computing system platforms as well as response
data obtained via the processing of the network operation.
Using such a robust combination of information, the black-
board machine learning model may parse through the
ingested mformation and determine the overall-computing
aspect impact levels for the associated computing aspects. In
this way, by using a blackboard machine learning model to
generate the overall-computing aspect impact levels for the
associated computing aspects, the system may increase the
accuracy at which the overall-computing aspect impact
levels are determined as missing data i1s supplemented by
additional information resources available by the blackboard
machine learming model. Additionally, the blackboard
machine learning model 1s also advantageous to use when
determining overall-computing aspect impact levels as new
data sources (e.g., agents 104) may be added to the model at
any time with no impact to the other data sources or other
agents currently implemented. Furthermore, each data
source (e.g., agent 104) may also be replaced or removed
without compromising the architecture of the blackboard
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machine learning model or aflecting currently implemented
data sources or agents. Using the blackboard machine leamn-
ing model further provides dynamic scalability as the new
data sources may be added, removed, changed, or otherwise
altered without impacting the functioning of the blackboard
machine learning model as data processing loads increases,
thereby reducing the amount of computer processing
resources required to generate predictions as opposed to
traditional machine learning models.

In some 1mplementations, a network component associ-
ated with an entity can be configured to process the second
network operation via a cloud-based computing system
plattorm associated with a satisfied overall-computing
aspect 1mpact level. For example, to facilitate adaptive
configuration in real-time (or near real-time) of cloud-based
computing system platiorms, when it 1s detected that a given
cloud-based computing system platform 1s either (1) at risk
for an attack or (1) 1s deemed secure, a network component
associated with an entity may be automatically configured to
process subsequent (or other) network operations with a
cloud-based computing system platform that 1s deemed
“most secure” or “safe to use” based on the overall-com-
puting aspect impact levels. As such, 1n response to detect-
ing that a given overall-computing aspect impact level for a
given assoclated computing aspect of the set of associated
computing aspects satisfied a threshold overall-computing
aspect 1mpact level, process 800 can configure a network
component associated with the entity to process a second
network operation via the cloud-based computing system
platform associated with the satisfied overall-computing
aspect impact level.

The network component may be a server or part of a
server (e.g., sever 306 (F1G. 3)) or other network component
associated with the entity. For instance, the entity may be a
company, service provider, or other entity that hosts one or
more soiftware applications that interact with a cloud-based
computing system platform. For example, the entity may be
a company, and, as part of the computing architecture the
company uses, a controller may be associated with the entity
that controls information (e.g., user data, company data, etc.)
and which platforms the information 1s able to access or
interact with. In some implementations, when a given cloud-
based computing system platform of the set of cloud-based
computing system platiorms (e.g., used to process the net-
work operation) 1s associated with a computing aspect that
satisiies a threshold overall-computing aspect impact level
for a given computing aspect, process 800 may configure the
network component to process a second network operation
via the cloud-based computing system platiorm that satisfied
the overall-computing aspect impact level for the given
computing aspect.

For example, a first cloud-based computing system plat-
form that was used to process the network operation may be
associated with a computing aspect of encryption with an
overall-computing aspect level of 6. A second cloud-based
computing system platform that was used to process the
network operation may be associated with a computing
aspect of encryption with an overall-computing aspect level
of 3. The threshold overall-computing aspect impact level
for the computing aspect of encryption may be predeter-
mined at 3. Process 800 may then determine whether the
overall-computing aspect impact level for the computing
aspect ol encryption 1s satisfied with respect to each of the
cloud-based computing system platforms. In some i1mple-
mentations, the overall-computing aspect impact level may
satisty the threshold overall-computing aspect impact level
when the overall-computing aspect impact level meets or
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exceeds the threshold overall-computing aspect impact
level. In other implementations, the overall-computing
aspect impact level may satisty the threshold overall-com-
puting aspect impact level when the overall-computing
aspect 1mpact level fails to meet or exceed the threshold
overall-computing aspect impact level. In this example,
where the overall-computing aspect impact level 1s satisfied
when the overall-computing aspect impact level meets or
exceeds the threshold computing aspect impact level, the
first cloud-based computing system platform may be
detected to satisiy the threshold overall-computing aspect
impact level, and process 800 may configure the network
component to route (or process) a second network operation
(or subsequent network operations) using the first cloud-
based computing system platform. In this way, the system
cnables automatic configuration of selecting cloud-based
computing system platforms to process network operations
when a given computing aspect of the cloud-based comput-
ing system platform 1s deemed safe or otherwise secure,
thereby 1mproving the user experience and increasing com-
puter network security.

In some 1mplementations, where multiple given comput-
ing aspects satisty the threshold overall-computing aspect
level (e.g., for corresponding computing aspects of a given
cloud-based computing system platform), process 800 can
configure the network component to process the second
network operation based on (1) the amount of satisfied
threshold overall-computing aspect impact levels or (11)
weighted satisfied overall-computing aspect levels. For
example, process 800 can configure the network component
by select the cloud-based computing system platform to
process subsequent network operations that has the most
amount of satisfied threshold overall-computing aspect
impact levels with respect to the other cloud-based comput-
ing system platforms used to process the network operation.
As another example, as some computing aspects may be
deemed more important than others, process 800 may use
predetermined weights associated with the computing
aspects to determine a weighted average or a weighted sum
of the computing aspect impact levels of a given cloud-
based computing system platform used to process the net-
work operation. Upon determining the weighted average (or
the weighted sum) of the computing aspect impact levels for
cach cloud-based computing system platform, process 800
can configure the network component by selecting the
cloud-based computing system platform with the highest
weighted average (or weighted sum) with respect to the
other cloud-based computing system platforms used to pro-
cess the network operation. The system enables automatic
configuration of selecting cloud-based computing system
platforms to process network operations when a multiple
computing aspects of cloud-based computing system plat-
forms are deemed safe or otherwise secure, thereby improv-
ing the user experience and increasing computer network
security.

In some 1mplementations, process 800 can determine
overall mitigated computing aspect impact levels for each
associated computing aspect of the set of associated com-
puting aspects. For example, similar to the mitigated com-
puting aspect impact levels determined 1n act 608 of process
600 (FIG. 6), process 800 can determine overall mitigated
computing aspect impact levels for each associated comput-
ing aspect of the set of computing aspects with respect to
cach cloud-based computing system platform. In this way,
the system can enable a user to view how specific system
protection measures of the entity impact the security vul-
nerabilities associated with each respective cloud-based
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computing system platform used to process the network
operation, thereby improving the user experience.

At act 810, process 800 can generate for display a
graphical layout. For example, process 800 may generate,
for display at a Graphical User Interface (GUI), a graphical
layout 1indicating a graphical representation of each overall-
computing aspect impact level of the set of associated
computing aspects for each respective cloud-based comput-
ing system platform of the set of cloud-based computing
system platforms. For example, similar to generating the
graphical layout 1n act 610 of process 600 (FIG. 6), process
800 can generate a graphical layout indicating the overall-
computing aspect impact levels of the set of associated
computing aspects to enable a user to easily compare each
cloud-based computing system platiorm used to process the
network operation to one another. For example, the graphi-
cal layout may include information pertaining to the cloud-
based computing system platforms, imncluding, but not lim-
ited to a graphical representation of each overall-computing
aspect impact level of each respective computing aspect of
the set of computing aspects associated with the respective
cloud-based computing system platiorm, a platform identi-
fier, computing aspect identifiers, graphical representations
of mitigated computing aspect impact levels of each respec-
tive computing aspect of the set of computing aspects, a key
or legend, or other information.

Referring to FIG. 9, FIG. 9 shows an 1llustrative repre-
sentation of a graphical layout for displaying comparative
real-time end-to-end security vulnerabailities, 1n accordance
with some 1mplementations of the present technology. For
example, cloud-based computing platform security label 900
can include a cloud-based computing platform security label
identifier 802, computing aspect identifiers 804a-d, cloud-
based computing system platform identifiers 806a-b, and
overall-computing aspect impact level representations 808a-
b. The cloud-based computing platform security label 1den-
tifier 802 can convey information to a user that the user 1s
viewing a cloud-based platform specific security label. over-
all-computing aspect identifiers 804a-d may indicate the
respective computing aspects that are associated with the
respective cloud-based computing platforms to which the
network operation 1s processed on. For example, the overall-
computing aspect i1dentifiers 804a-d may be the same or
similar to the associated computing aspects as determined 1n
act 808 of process 800 (FIG. 8). Additionally, cloud-based
computing system platform identifiers 606a-b6 may be the
same or similar to the cloud-based computing system plat-
forms used to process the network operation as determined
in act 802 of process 800 (FIG. 8). overall-computing aspect
impact level representations 908a-b and 910a-b6 may indi-
cate a graphical representation of the determined overall-
computing aspect impact levels/mitigated computing aspect
impact levels as determined 1n act 808 of process 800 (FIG.
8). As shown, overall-computing aspect impact level repre-
sentations 908a-b, overall mitigated computing aspect
impact level representations 910a-b6 may indicate a qualita-
tive graphical representation of a respective computing
aspect impact level as determined 1n act 808. For example,
although FIG. 9 shows the overall/mitigated computing
aspect impact level representations 908a-b, 910a-b, as color
coded shapes, other graphical representations may be used
in accordance with some implementations ol the present
technology, such as, but not limited to, numerical values
(e.g., integers, decimals, percentages, ratios, etc.), alphanu-
meric strings (e.g., “high,” “medium,” “low,” etc.), hexa-
decimal values, binary values, or other graphical represen-
tations of the computing aspect impact levels.
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As shown in FIG. 9, cloud-based computing system
platform 1dentifiers 806a-b can correspond to the set of

cloud-based computing system platforms used to process the
network operation. To provide a network engineer or other
user an 1mproved user interface to enable easy understand-
ing of which cloud-based computing system platform 1s the
most secure, the cloud-based computing platform security
label 900 enables a side-by-side comparison of associated
computing aspects. For example, first cloud-based comput-
ing system platform 9064 and second cloud-based comput-
ing system platform 9065 are displayed side-by-side
cnabling the user to quickly view the “strengths” and
“weaknesses” of each cloud-based computing system plat-
form, and also enabling the user to efliciently select a given
cloud-provider to process subsequent network operations
based on the real-time or near real-time collection of infor-
mation pertaining to current security vulnerabilities aflect-
ing each cloud-based computing system platform. It should
be noted that the functionalities and display views, although
not shown in FIG. 9, may be similar to that as described with
respect to act 610 of process 600 (FIG. 6) and that of FIG.
7, albeit, with respect to associated computing aspects (e.g.,
associated assessment-domains) of the second set of com-
puting aspects.

CONCLUSION

Unless the context clearly requires otherwise, throughout
the description and the claims, the words “comprise,” “com-
prising,” and the like are to be construed 1n an inclusive
sense, as opposed to an exclusive or exhaustive sense; that
1s to say, in the sense of “including, but not limited to.” As
used herein, the terms “connected,” “coupled,” or any vari-
ant thereol means any connection or coupling, either direct
or indirect, between two or more elements; the coupling or
connection between the elements can be physical, logical, or
a combination thereof. Additionally, the words “herein,”
“above,” “below,” and words of similar import, when used
in this application, refer to this application as a whole and
not to any particular portions of this application. Where the
context permits, words in the above Detailed Description
using the singular or plural number may also include the
plural or singular number respectively. The word “or,” 1n
reference to a list of two or more 1tems, covers all of the
following interpretations of the word: any of the 1items 1n the
list, all of the 1tems 1n the list, and any combination of the
items 1n the list.

The above Detailed Description of examples of the tech-
nology 1s not imtended to be exhaustive or to limit the
technology to the precise form disclosed above. While
specific examples for the technology are described above for
illustrative purposes, various equivalent modifications are
possible within the scope of the technology, as those skilled
in the relevant art will recognize. For example, while
processes or blocks are presented i a given order, alterna-
tive implementations can perform routines having steps, or
employ systems having blocks, in a different order, and
some processes or blocks can be deleted, moved, added,
subdivided, combined, and/or modified to provide alterna-
tive or sub-combinations. Each of these processes or blocks
can be implemented 1n a variety of different ways. Also,
while processes or blocks are at times shown as being
performed in series, these processes or blocks can 1nstead be
performed or implemented in parallel, or can be performed
at different times. Further, any specific numbers noted herein
are only examples: alternative implementations can employ

differing values or ranges.
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The teachings of the technology provided herein can be
applied to other systems, not necessarily the system
described above. The elements and acts of the various
examples described above can be combined to provide
turther implementations of the technology. Some alternative
implementations of the technology may include not only
additional elements to those implementations noted above,
but also may include fewer elements.

These and other changes can be made to the technology
in light of the above Detailed Description. While the above
description describes certain examples of the technology,
and describes the best mode contemplated, no matter how
detailed the above appears in text, the technology can be
practiced 1n many ways. Details of the system may vary
considerably 1n 1ts specific implementation, while still being
encompassed by the technology disclosed herein. As noted
above, specific terminology used when describing certain
features or aspects of the technology should not be taken to
imply that the terminology is being redefined herein to be
restricted to any specific characteristics, features, or aspects
of the technology with which that terminology 1s associated.
In general, the terms used in the following claims should not
be construed to limit the technology to the specific examples
disclosed 1n the specification, unless the above Detailed
Description section explicitly defines such terms. Accord-
ingly, the actual scope of the technology encompasses not
only the disclosed examples, but also all equivalent ways of
practicing or implementing the technology under the claims.

To reduce the number of claims, certain aspects of the
technology are presented below 1n certain claim forms, but
the applicant contemplates the various aspects of the tech-
nology 1n any number of claim forms. For example, while
only one aspect of the technology 1s recited as a computer-
readable medium claim, other aspects may likewise be
embodied as a computer-readable medium claim, or in other
forms, such as being embodied 1n a means-plus-function
claim. Any claims intended to be treated under 35 U.S.C. §
112(1) will begin with the words “means for,” but use of the
term “for” in any other context is not intended to mvoke
treatment under 35 U.S.C. § 112(1). Accordingly, the appli-
cant reserves the right to pursue additional claims after filing
this application to pursue such additional claim forms, in
either this application or 1n a continuing application.

We claim:

1. A system for determining comparative real-time end-
to-end security vulnerabilities, the system comprising:

at least one processor; and

at least one memory coupled to the at least one processor

and storing instructions that, when executed by the at

least one processor, perform operations comprising:

detecting a user 1nteraction at a webpage for a network
operation, wherein the network operation indicates a
transier of data from a mobile computing system
platform to a set of cloud-based computing system
platforms, wherein each cloud-based computing sys-
tem platform of the set of cloud-based computing
system platforms 1s associated with a cloud-based
platform service provider;

determining a first set of assessment-domains associ-
ated with each cloud-based computing system plat-
form of the set of cloud-based computing system
platforms using security-specification data received
from each respective cloud-based computing system
platform based on the transfer of the data;

identifying a second set ol assessment-domains asso-
ciated with a standard cloud-based computing sys-
tem platform using an assessment-domain-mapping
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data structure, wherein the assessment-domain-map-
ping data structure indicates a mapping of one or
more platform i1dentifiers to one or more assessment-

domains;
determining an overall assessment-domain impact level
for a set of associated assessment-domains of the
second set of assessment-domains using (1) the first
set of assessment-domains associated with each
cloud-based computing system platform and (11) the
second set of assessment-domains, wherein the over-
all assessment-domain 1mpact level indicates a nor-
malized assessment-domain 1mpact level for a
respective cloud-based computing system platform;
and
generating for display at a Graphical User Interface
(GUI), a graphical layout indicating a graphical
representation of each normalized assessment-do-
main 1mpact level of the set of associated assess-
ment-domains for each respective cloud-based com-
puting system platform of the set of cloud-based
computing system platiorms.
2. The system of claim 1, wherein determining the overall
assessment-domain 1mpact level for the set of associated
assessment-domains of the second set of assessment-do-
mains CoOmprises:
comparing, for each cloud-based computing system plat-
form, the first set of assessment-domains of the respec-
tive cloud-based computing system platform to the
second set assessment-domains to determine a match-
ing set of assessment-domains, the matching set of
assessment-domains representing the set of associated
assessment-domains of the second set ol assessment-
domains;
obtaining, from a third-party security entity, a set of
security-vulnerability  responses, wherein  each
response of the set of security-vulnerability responses
indicates at least one security threat associated with a
respective assessment domain of the matching set of
assessment-domains;
assigning a threat value to each security-vulnerability
response ol the set of security-vulnerability responses
by comparing a respective security-vulnerability
response to a platform-specific policy, wherein the
platform-specific policy includes security-vulnerability
responses mapped to a respective threat level; and

determining the overall assessment-domain impact level
for each matching assessment-domain of the set of
matching assessment-domains respective to the cloud-
based computing system platform by computing a
weighted average of assigned threat values of the
respective matching assessment-domains.

3. The system of claim 1, wherein determining the overall
assessment-domain 1mpact level for the set of associated
assessment-domains of the second set of assessment-do-
mains CoOmprises:

comparing, for each cloud-based computing system plat-

form, the first set of assessment-domains of the respec-
tive cloud-based computing system platform to the
second set ol assessment-domains to determine a mis-
matched set of assessment-domains, the mismatched
set of assessment-domains representing the set of asso-
ciated assessment-domains of the second set of assess-
ment-domains;

obtaining, from a third-party security entity, a set of

security-vulnerability  responses, wherein  each
response of the set of security-vulnerability responses
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indicate at least one security threat associated with a
respective assessment domain of the mismatched set of
assessment-domains:

assigning a threat value to each security-vulnerability

46

processing of data from one computing system plat-
form to a set of cloud-based computing system plat-

forms:

determiming a first set of computing aspects associated

response of the set of security-vulnerability responses 5 with each cloud-based computing system platform of
by comparing a respective security-vulnerability the set of cloud-based computing system platforms
response to a platform-specific policy, wherein the using response data received from each respective
platform-specific policy includes security-vulnerability cloud-based computing system platform based on the
responses mapped to a respective threat level; and processing of the network operation;

determining the overall assessment-domain 1mpact level 10 1dentifying a second set of computing aspects associated
for each mismatched assessment-domain of the set of with a comparative cloud-based computing system
mismatched assessment-domains respective to the platform;
cloud-based computing system platform by computing determiming an overall-computing aspect impact level for
a weighted average of assigned threat values of the a set of associated computing aspects of the second set
respective mismatched assessment-domains. 15 of computing aspects using (1) the first set of computing,

aspects associated with each cloud-based computing
system platform and (11) the second set of computing
aspects; and

generating for display at a Graphical User Interface
(GUI), a graphical layout indicating a graphical repre-

4. The system of claim 1, wherein determining the overall
assessment-domain 1mpact level for the set of associated
assessment-domains of the second set of assessment-do-
mains Comprises:

comparing, for each cloud-based computing system plat- 20

form, the first set of assessment-domains of the respec-
tive cloud-based computing system platform to the
second set of assessment-domains to determine a (1)

sentation of each overall-computing aspect i1mpact
level of the set of associated computing aspects for
cach respective cloud-based computing system plat-

matching set ol assessment-domains and (1) a mis- form of the set of cloud-based computing system

matched set of assessment-domains, the matching set 25 platforms.
of assessment-domains and the mismatched set of 6. The method of claim 5, wheremn determining the
assessment-domains representing the set of associated overall-computing aspect impact level for the set of associ-

assessment-domains of the second set of assessment-
domains;
obtaining, from a third-party security entity, a set ol 30

ated computing aspect of the second set of computing
aspects comprises:
comparing, for each cloud-based computing system plat-

security-vulnerability  responses, wherein  each
response of the set of security-vulnerability responses
indicates at least one security threat associated with a
respective assessment domain of the matching set of

form, the first set of computing aspects of a respective
cloud-based computing system platform to the second
set of computing aspects to determine a matching set of
computing aspects, the matching set of computing

assessment-domains respective to the cloud-based 35 aspects representing the set of associated computing
computing system platform; aspects of the second set of computing aspects;

assigning a threat value to each security-vulnerability obtaining, from a third-party security entity, a set of
response of the set of security-vulnerability responses security-vulnerability  descriptions, wherein each
by comparing a respective security-vulnerability description of the set of security-vulnerability descrip-
response to a platform-specific policy, wherein the 40 tions indicates at least one security threat associated
platform-specific policy includes security-vulnerability with a respective computing aspect of the matching set
responses mapped to a respective threat level; of computing aspects;

determining an assessment-domain 1mpact level for each assigning a threat value to each security-vulnerability
matching assessment-domain of the set of matching description of the set of security-vulnerability descrip-
assessment-domains respective to the cloud-based 45 tions by comparing a respective security-vulnerability

computing system platform by computing a weighted
average ol assigned threat values of the respective
matching assessment-domains;

description to a platform-specific policy, wherein the
platform-specific policy includes security-vulnerability
descriptions mapped to a respective threat level; and

determining the overall-computing aspect impact level for
cach matching computing aspect of the set of matching
computing aspects respective to the cloud-based com-
puting system platform by computing a weighted aver-
age of assigned threat values of the respective matching
computing aspects.

7. The method of claim 35, wherein determining the
overall-computing aspect impact level for the set of associ-
ated computing aspects of the second set of computing
aspects comprises:

comparing, for each cloud-based computing system plat-

form, the first set of computing aspects of the respective
cloud-based computing system platform to the second
set of computing aspects to determine a mismatched set
of computing aspects, the mismatched set of computing
aspects representing the set of associated computing
aspects of the second set of computing aspects;
obtaining, from a third-party security entity, a set of
security-vulnerability  descriptions, wherein each

assigning a placeholder assessment-domain 1mpact level
for each mismatched assessment-domain of the set of 50
mismatched assessment-domains respective to the
cloud-based computing system platform; and

determining the overall assessment-domain 1mpact levels
for the set of associated assessment-domains of the
second set of assessment domains using the assess- 55
ment-domain impact level of the (1) matching assess-
ment-domains of the set of matching assessment-do-
mains and (1) the placeholder assessment-domain
impact level for each mismatched assessment domain
of the set of mismatched assessment domains, wherein 60
the overall assessment-domain 1mpact levels are
respective cloud-based computing system platforms of
the set of cloud-based computing system platiforms.

5. A method for determining comparative real-time end-

to-end security vulnerabilities, the method comprising: 65

detecting a user interaction at a webpage for a network

operation, wherein the network operation indicates a
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description of the set of security-vulnerability descrip-
tions indicates at least one security threat associated
with a respective computing aspect ol the mismatched
set of computing aspects;

48

a threshold overall-computing aspect impact level, con-
figuring a network component associated with an entity
to process a second network operation via the cloud-
based computing system platform associated with the

assigning a threat value to each security-vulnerability 5 satisfied overall-computing aspect impact level.
description of the set of security-vulnerability descrip- 10. The method of claim 5, further comprising:
tions by comparing a respective security-vulnerability in response to detecting that the overall-computing aspect
description to a platform-specific policy, wherein the impact level for the set of associated computing aspects
platform-specific policy includes security-vulnerability of the second set of computing aspects satisfies a
descriptions mapped to a respective threat level; and 10 threshold overall-computing aspect impact level, con-

determining the overall-computing aspect impact level for figuring a network component associated with an entity
cach mismatched computing aspect of the set of mis- to process a second network operation via the cloud-
matched computing aspects respective to the cloud- based computing system platform associated with the
based computing system platform by computing a satisfied overall-computing aspect impact level.
weighted average of assigned threat values of the 15  11. The method of claim S5, wherein determining the

overall-computing aspect impact level for the set of associ-
ated computing aspects of the second set of computing

aspects further comprises:
applying a blackboard machine learning model to gener-
ate the overall-computing aspect impact levels for the

respective mismatched computing aspects.

8. The method of claim 5, wherein determining the
overall-computing aspect impact level for the set of associ-
ated computing aspects ol the second set of computing
aspects comprises: 20

comparing, for each cloud-based computing system plat-
form, the first set of computing aspects of a respective
cloud-based computing system platform to the second
set of computing aspects to determine a (1) matching set
of computing aspects and (1) a mismatched set of
computing aspects, the matching set of computing

25

set of associated computing aspects of the second set of
computing aspects by using (1) the first set of comput-
ing aspects associated with each cloud-based comput-
ing system platform (i1) the second set of computing
aspects, and (111) security-vulnerability descriptions
obtained from a third-party security entity.

12. The method of claim 5, wherein the response data 1s
a set of logging information returned by each respective
cloud-based computing system platform 1n response to the
network operation being processed.

13. One or more non-transitory computer-readable
medium comprising mstructions that, when executed by one
Or mMore processors, cause operations comprising:

aspects and the mismatched set of computing aspects
representing the set of associated computing aspects of
the second set of computing aspects;

obtaining, from a third-party security entity, a set ol 30
security-vulnerability  descriptions, wherein each
description of the set of security-vulnerability descrip-
tions 1ndicates at least one security threat associated

with a respective computing aspect of the matching set

detecting a user interaction at a webpage for a network

of computing aspects respective to the cloud-based 35 operation, wherein the network operation indicates a
computing system platform; processing of data from one computing system plat-
assigning a threat value to each security-vulnerability form to a set of cloud-based computing system plat-
description of the set of security-vulnerability descrip- forms;
tions by comparing a respective security-vulnerability determining a first set of computing aspects associated
description to a platform-specific policy, wherein the 40 with each cloud-based computing system platform of
platform-specific policy includes security-vulnerability the set of cloud-based computing system platiorms
descriptions mapped to a respective threat level; using response data received from each respective
determining a computing aspect impact level for each cloud-based computing system platform based on the
matching computing aspect of the set of matching processing of the network operation;
computing aspects respective to the cloud-based com- 45  1dentifying a second set of computing aspects associated
puting system platform by computing a weighted aver- with a comparative cloud-based computing system
age of assigned threat values of the respective matching platform;
computing aspects; determining an overall-computing aspect impact level for
assigning a placeholder computing aspect impact level for a set of associated computing aspects of the second set
cach mismatched computing aspect of the set of mis- 50 of computing aspects using (1) the first set of computing
matched computing aspects respective to the cloud- aspects associated with each cloud-based computing
based computing system platiorm; and system platform and (11) the second set of computing,
determining the overall-computing aspect impact levels aspects; and
for the set of associated computing aspects of the generating for display at a Graphical User Interface
second set of computing aspects using the computing 55 (GUI), a graphical layout indicating a graphical repre-
aspect 1impact level of the (1) matching computing sentation of each overall-computing aspect impact
aspects of the set of matching computing aspects and level of the set of associated computing aspects for
(1) the placeholder computing aspect impact level for cach respective cloud-based computing system plat-
cach mismatched computing aspect of the set of mis- form of the set of cloud-based computing system
matched computing aspects, wherein the overall-com- 60 platforms.

puting aspect impact levels are respective cloud-based

14. The medium of claim 13, wherein determining the

overall-computing aspect impact level for the set of associ-
ated computing aspect of the second set of computing
aspects comprises:
comparing, for each cloud-based computing system plat-
form, the first set of computing aspects of the respective
cloud-based computing system platform to the second

computing system platforms of the set of cloud-based
computing system platiorms.

9. The method of claim 5, further comprising;:

in response to detecting that a given overall-computing 65
aspect 1mpact level for a given associated computing
aspect of the second set of computing aspects satisfies
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set of computing aspects to determine a matching set of
computing aspects, the matching set of computing
aspects representing the set of associated computing
aspects of the second set of computing aspects;

obtaining, from a third-party security enfity, a set of
security-vulnerability  descriptions, wherein each
description of the set of security-vulnerability descrip-
tions 1ndicates at least one security threat associated
with a respective computing aspect of the matching set
of computing aspects;
assigning a threat value to each security-vulnerability
description of the set of security-vulnerability descrip-
tions by comparing a respective security-vulnerability
description to a platform-specific policy, wherein the
platform-specific policy includes security-vulnerability
descriptions mapped to a respective threat level; and

determining the overall-computing aspect impact level for
cach matching computing aspect of the set of matching
computing aspects respective to the cloud-based com-
puting system platform by computing a weighted aver-
age of assigned threat values of the respective matching
computing aspects.

15. The medium of claim 13, wherein determining the
overall-computing aspect impact level for the set of associ-
ated computing aspects of the second set of computing
aspects comprises:

comparing, for each cloud-based computing system plat-

form, the first set of computing aspects of the respective
cloud-based computing system platform to the second
set of computing aspects to determine a mismatched set
of computing aspects, the mismatched set of computing
aspects representing the set of associated computing
aspects of the second set of computing aspects;

obtaining, from a third-party security entity, a set of
security-vulnerability  descriptions, wherein each
description of the set of security-vulnerability descrip-
tions 1ndicates at least one security threat associated
with a respective computing aspect of the mismatched
set of computing aspects;
assigning a threat value to each security-vulnerability
description of the set of security-vulnerability descrip-
tions by comparing a respective security-vulnerability
description to a platform-specific policy, wherein the
platform-specific policy includes security-vulnerability
descriptions mapped to a respective threat level; and

determining the overall-computing aspect impact level for
cach mismatched computing aspect of the set of mis-
matched computing aspects respective to the cloud-
based computing system platform by computing a
weighted average of assigned threat values of the
respective mismatched computing aspects.

16. The medium of claim 13, wherein determining the
overall-computing aspect impact level for the set of associ-
ated computing aspects of the second set of computing
aspects comprises:

comparing, for each cloud-based computing system plat-

form, the first set of computing aspects of the respective
cloud-based computing system platform to the second
set of computing aspects to determine a (1) matching set
of computing aspects and (1) a mismatched set of
computing aspects, the matching set of computing
aspects and the mismatched set of computing aspects
representing the set of associated computing aspects of
the second set ol computing aspects;

obtaining, from a third-party security entity, a set of

security-vulnerability  descriptions, wherein each
description of the set of security-vulnerability descrip-
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tions indicates at least one security threat associated
with a respective computing aspect of the matching set
of computing aspects respective to the cloud-based
computing system platform;
assigning a threat value to each security-vulnerability
description of the set of security-vulnerability descrip-
tions by comparing a respective security-vulnerability
description to a platform-specific policy, wherein the
platform-specific policy includes security-vulnerability
descriptions mapped to a respective threat level;

determining a computing aspect impact level for each
matching computing aspect of the set of matching
computing aspects respective to the cloud-based com-
puting system platiform by computing a weighted aver-
age of assigned threat values of the respective matching
computing aspects;

assigning a placeholder computing aspect impact level for

cach mismatched computing aspect of the set of mis-
matched computing aspects respective to the cloud-
based computing system platform; and

determining the overall-computing aspect impact levels

for the set of associated computing aspects of the
second set of computing aspects using the computing
aspect 1mpact level of the (1) matching computing
aspects of the set of matching computing aspects and
(1) the placeholder computing aspect impact level for
cach mismatched computing aspect of the set of mis-
matched computing aspects, wherein the overall-com-
puting aspect impact levels are respective cloud-based
computing system platforms of the set of cloud-based
computing system platforms.

17. The medium of claim 13, wherein the operations
further comprise:

in response to detecting that a given overall-computing

aspect 1impact level for a given associated computing
aspect of the second set of computing aspects satisiies
a threshold overall-computing aspect impact level, con-
figuring a network component associated with an entity
to process a second network operation via the cloud-
based computing system platform associated with the
satisfied overall-computing aspect impact level.

18. The medium of claim 13, wherein the operations
further comprise:

in response to detecting that the overall-computing aspect

impact level for the set of associated computing aspects
of the second set of computing aspects satisfies a
threshold overall-computing aspect impact level, con-
figuring a network component associated with an entity
to process a second network operation via the cloud-
based computing system platform associated with the
satisfied overall-computing aspect impact level.

19. The medium of claim 13, wherein determining the
overall-computing aspect impact level for the set of associ-
ated computing aspects of the second set of computing
aspects further comprises:

applying a blackboard machine learning model to gener-

ate the overall-computing aspect impact levels for the
set of associated computing aspects of the second set of
computing aspects by using (1) the first set of comput-
ing aspects associated with each cloud-based comput-
ing system platform (i1) the second set of computing
aspects, and (111) security-vulnerability descriptions
obtained from a third-party security entity.

20. The medium of claim 13, wherein the response data 1s
a set of logging information returned by each respective
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cloud-based computing system platform 1n response to the
network operation being processed.
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