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LINE MONITOR DEVICE AND NETWORK
SWITCH

CROSS REFERENCE TO RELATED
APPLICATIONS

The present application 1s a continuation application of
International Patent Application No. PCT/JP2019/046132

filed on Nov. 26, 2019, which designated the U.S. and claims
the benefit of priority from Japanese Patent Application No.
2018-228497 filed on Dec. 5, 2018. The entire disclosures of
all of the above applications are incorporated herein by
reference.

TECHNICAL FIELD

The present disclosure relates to a line monitor device and
a network switch for monitoring a line connected to a port
of the network switch.

BACKGROUND

In a device that has multiple ports to which a network or
terminal 1s connected and includes a network switch that
routes between the ports, a line monitor processing that
monitors whether the line connected to each port 1s operat-
ing normally 1s executed. The line monitor processing 1s
performed by a control device that controls the network
switch reading an internal register of a PHY, which 1s a
device that controls a physical layer of an OSI reference
model.

SUMMARY

The present disclosure provides a network switch. The
network switch includes a plurality of ports each connected
to a network or a terminal. The network switch performs
routing between the plurality of ports. A control device 1s
apart from the network switch. The control device controls
the network switch. The network switch includes a com-
mand storage unit. "

The command storage unit stores a
plurality of commands acquired from the control device for
physical devices.

BRIEF DESCRIPTION OF DRAWINGS

The features and advantages of the present disclosure will
become more apparent from the following detailed descrip-
tion made with reference to the accompanying drawings. In
the drawings:

FIG. 1 1s a block diagram showing a configuration of an
in-vehicle network system:;

FIG. 2 1s a block diagram showing a configuration of a
control monitor device;

FIG. 3 1s an explanatory diagram showing a structure of
a PHY command;

FIG. 4 1s an explanatory diagram showing a structure of
a higher-level command;

FIG. 5 1s a flowchart of a PHY control processing;

FIG. 6 1s a flowchart of a communication monitor pro-
cessing according to a first embodiment;

FI1G. 7 1s a flowchart of a line monitor processing accord-
ing to the first embodiment;

FI1G. 8 1s a flowchart of an abnormality storage processing,
according to the first embodiment; and
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FIG. 9 1s a flowchart of a line monitor processing accord-
ing to a second embodiment.

DETAILED DESCRIPTION

For example, in an in-vehicle network configured by a
network switch, the number of ports accommodated 1n the
network switch increases as the number of ECUs constitut-
ing the network increases. Further, 1n particular, in a vehicle
that automatically drives, 1t i1s necessary to periodically
perform a line monitor processing in order to ensure safety,
and 1t 1s necessary to increase the frequency.

As a result, the load of the line monitor processing
performed by the control device increases, and the amount
ol communication between the control device and the net-
work switch increases. Thus, routing, which 1s the original
function of the network switch, may be aflected.

For example, a technique that reduces an amount of
communication between a control device and a network
switch 1s disclosed. The technique collectively confirms
states of a plurality of PHY's 1n response to an instruction
from the control device and incorporates hardware that
responds to the confirmation result to the control device mnto
the network switch.

However, as a result of detailed examination by the
inventor, it has been found that the technmique lacks versa-
tility because a function of confirming the PHY state 1s
realized by hardware. That 1s, 1n the technique, 1t 1s neces-
sary for the network switch to be re-established each time a
control method 1s changed due to a change in a PHY
specification or a new function other than confirming a link
state 1s added.

The present disclosure provides a technique for dealing
with a change 1n a physical device without redesigning a
network switch.

An exemplary embodiment of the present disclosure
provides a line monitor device. The line monitor device
includes a network switch and a control device. The network
switch has a plurality of ports each connected to a network
or a terminal and 1s configured to perform routing between
the plurality of ports. The control device 1s apart from the
network switch and 1s configured to control the network
switch. The network switch includes a command storage
umt and an access control unit. The command storage unit
stores a plurality of commands acquired from the control
device for physical devices such that the plurality of com-
mands correspond to command designation information
predetermined. The physical devices are correspondingly
provided for the plurality of ports and each of the physical
devices realizes a physical layer. When acquiring device
designation information that designates one of the physical
devices and simple command that has the command desig-
nation information from the control device, the access
control unit reads a command from the command storage
unit based on the command designation mformation indi-
cated by the simple command and execute the command to
the physical device designated by the device designation
information indicated by the simple command. The control
device nstructs the command storage unit to write the
plurality of commands using an 1nitialization command for
writing the plurality of commands to the command storage
unit. The control device performs a line monitoring process-
ing that monitors a line connected to each of the physical
devices using the simple command.

Another exemplary embodiment of the present disclosure
provides a network switch. The network switch has a
plurality of ports each connected to a network or a terminal
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and 1s configured to perform routing between the plurality of
ports. The network switch includes a command storage unit
and an access control unit. The command storage unit stores
a plurality of commands for physical devices acquired from
a control device that controls the network switch such that
the plurality of commands correspond to command desig-
nation information predetermined. The physical devices are
correspondingly provided for the plurality of ports and each
of the physical devices realizes a physical layer. When
acquiring device designation information that designates
one of the physical devices and simple command that has the
command designation information from the control device,
an access control unit reads a command from the command
storage unit based on the command designation information
indicated by the simple command and execute the command
to the physical device designated by the device designation
information indicated by the simple command.

In the exemplary embodiment of the present disclosure,
the command to be executed for the physical device 1s stored
in the network switch. Therefore, when the command for the
physical device 1s executed, the control device can give an
istruction using a simple command to the network switch.
The simple command 1s provided by the command desig-
nation information that designates the command to be
executed and the device designation information that des-
ignates the physical device to which the command 1is
executed. That 1s, since 1t 1s not necessary to designate the
content of the specific command, the amount of communi-
cation between the control device and the network switch
can be reduced.

The network switch executes the command and does not
need to process the information obtained from the physical
device. Therefore, even when the specification of the physi-
cal device 1s changed, the command used by the physical
device after the specification change needs to be rewritten
but there 1s no need to change the hardware. In other words,
it 1s possible to easily deal with the change in the physical
device simply by modifying the software of the control
device.

Embodiments of the present disclosure will be described
below with reference to the drawings.

1. First Embodiment

(1-1. Configuration)

An 1n-vehicle network system 1 shown 1n FIG. 1 includes
a plurality of ECUs 2 and a line momtor device 3. The line
monitor device 3 includes a plurality of external ports P.
Each external port P 1s connected to one of the ECUs 2 via
a transmission line 4. A network having the plurality of
ECUs 2 may be connected to each external port P.

The ECU 2 includes a physical device (herematter, PHY)
21 that realizes the physical layer in the OSI reference
model, and a terminal processing unit 22.

In the PHY 21, a transceiver 1n accordance with commu-
nication protocol used with the line monitor device 3 1s used,
and specifically, an Ethernet transceiver, a CAN transceiver,
or the like 1s used. Both Ethernet and CAN are registered
trademarks. CAN 1s an abbreviation for Controller Area
Network.

The terminal processing unit 22 includes a microcomputer
having a CPU and a semiconductor memory such as a RAM
or a ROM, and executes various processes assigned to the
ECU 2.

The line monitor device 3 includes a plurality of PHY's 31,
a network switch 32, and a control device 33.
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The network switch 32 has data lower-level ports Pld, one
data upper-level port Pud, one control lower-level port Plc,
and one control upper-level port Puc. The number of the data
lower-level ports Pld 1s same as the number of the external
ports P.

Each of the plurality of data lower-level ports Pld 1s
connected, via the data lower-level bus Bld, to the data port
Pd of one of the plurality of PHY's 31 on a one-to-one basis.
The control lower-level port Plc 1s connected, via the control
lower-level bus Blc, to the control ports Pc of all PHY's 31
on a one-to-many basis.

The data upper-level port Pud 1s connected to a data port
PCd of the control device 33 via the data upper-level bus
Bud. The control upper-level port Puc 1s connected to a
control port PCc of the control device 33 via the control
upper-level bus Buc.

The data ports Pd, Pld, Pud, and PCd of the PHY 31, the
network switch 32, and the control device 33 realize the MII.
MII 1s an abbrewatlon for Media-Independent Interface,
which 1s a standard interface for connecting a MAC of
high-speed Ethernet and a PHY chip. That is, each of the
data lower-level bus Bld and the data upper-level bus Bud
function as a MII bus.

Each of the control ports Pc and Plc between the PHY 31
and the network switch 32 realizes an MDIO interface.
MDIO 1s an abbreviation for Management Data Input/
Output, and the MDIO mterface 1s adopted 1n IEEE802.3a¢
and 1s an 1nterface for enabling access to the internal register
of the PHY 31. That 1s, the control lower-level bus Blc
functions as an MDIO bus.

Each of the control external ports Puc and PCc between
the network switch 32 and the control device 33 realizes an
SPI or 12C interface. SPI 1s an abbreviation for Serial
Peripheral Interface, and 12C 1s an abbreviation for Inter-
Integrated Circuit. The SPI and 12C interfaces are both
standards for synchronous serial communication. That is, the
control upper-level bus Buc functions as an SPI bus or an
12C bus.

The interface realized by each port of the network switch
32 1s not limited to the above-mentioned interface.

The PHY 31 1s a physical device similar to the PHY 21.
PHY's 31 that realize the same communication protocol may
be adopted for all external ports P, or a PHY 31 that realizes
a different communication protocol for each external port P
may be adopted.

The PHY 31 includes a plurality of internal registers, and
realizes various controls by accessing these internal regis-
ters. Specifically, the configuration 1s capable of setting the
operation of the PHY 31, resetting the PHY 31, acquiring
information on the state of the PHY 31 (hereinaiter, state
information), and acquiring information unique to the PHY
31 (heremafter, unique mformation). The state information
includes at least a link state P_LLINK indicating connection
or disconnection of the link and a device information P INF
indicating the state of the PHY 31. Further, the unique
information includes at least identification information P_1D
unmique to each PHY 31.

(1-2. Network Switch)

As shown 1n FIG. 2, the network switch 32 includes a
routing unit 321, a command storage unit 322, and an access
control unit 323. Each function of the network switch 32 i1s
realized by hardware using FPGA or the like. FPGA 1s an
abbreviation for Field Programmable Gate Array.

The routing unit 321 sets a route for connecting a data
upper-level port Pud, as an 1mnput source, and a data lower-
level port Pld, as an output destination, according to the
MAC address indicated 1n the communication frame mnput
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via the data lower-level port Pld, and relays the communi-
cation frame. The communication frame addressed to the
line momitor device 3 1s supplied to the control device 33 via
the data upper-level port Pud.

The command storage unit 322 has a plurality of com-
mand registers each of which stores a PHY command used
for accessing the internal register of the PHY 31.

The PHY command stored in the command storage umit
322 includes “attribute information”, “address”, and “write
data” as shown 1n a basic format in FIG. 3. The “attribute
information” indicates the access type of the command, that
1s, read or write. The “address” indicates which of the
plurality of internal registers of the PHY 31 1s designated.
The “write data™ 1s validated when the access type indicated
by the “attribute information™ 1s write (that 1s, the write
command), and indicates data to be written to the internal
register designated by the address. Note that the “write data™
1s 1gnored when the access type i1s read (that is, the read
command).

Here, the read command includes at least a PHY ID
command, a PHY LINK command, and a PHY INF com-
mand. The PHY_ID command reads the identification infor-
mation P_ID of the PHY 31 from the internal register. The
PHY_LINK command reads the link state P_LINK of the
PHY 31 from the internal register. The PHY_INF command
reads the device information P_INF of the PHY 31 from the
internal register. Further, the write command includes at
least a PHY REST command and a PHY REG SET com-
mand. The PHY REST command resets the PHY 31. The
PHY_REG_SET command sets data to a designated internal
register.

Returming to FIG. 2, the command storage unit 322 1s
configured by using an ECC memory. ECC 1s an abbrevia-
tion for Error correcting code. In the ECC memory, an error
correcting code (heremafiter referred to as ECC) 1s generated
when the data 1s written, and the generated ECC 1s stored
together with the data. When the data 1s read, the ECC
generated from the read data 1s compared with the stored
ECC. When the generated ECC mismatches with the stored
ECC, an error bit 1s corrected using the stored

ECC and the
data stored 1n the memory 1s corrected. The configuration 1s
capable of correcting a 1-bit error. When an error of equal to
or more than 2 bits 1s detected, an error notification E 1s
generated for the control device 33. The error notification E
may be realized by generating an interrupt to the CPU
included in the control device 33, or may be realized by
communicating with the control device 33 via the control
upper-level bus Buc. The address where the error 1s detected
and the mformation indicating the content of the error are
temporarily stored so that the address and the information
can be provided by communication with the control device
33 via the control upper-level bus Buc.

The access control unit 323 at least executes the PHY
control processing according to a higher-level command,
which 1s a command transmitted to and received from the
control device 33 via the upper-level control bus Buc.

As shown 1n FIG. 4, a higher-level command includes at
least an 1nitialization command and an execution command.

The mitialization command 1s a command for writing the
PHY command to the command storage unit 322. The
initialization command includes a “command type”, a “tar-
get register”, and “write data”. The “command type” 1
information indicating that the command 1s an 1111‘[1::11123‘[1011
command, and a predetermined value 1s used. The *“target
register” 1s information for identifying a command register
to be 1nitialized, and for example, an address of the com-
mand storage unit 322, a number associated with the

10

15

20

25

30

35

40

45

50

55

60

65

6

address, or the like 1s used. The “write data” 1s the PHY
command itself stored 1n the command register identified by
the “target register”.

The execution command 1s a command for causing the
network switch 32 to execute access to the PHY 31. The
execution command includes a “command type”, a “target
register”’, and a “target PHY”. The “command type” 1s
information indicating that the command 1s an execution
command, and a predetermined value 1s used. The “target
register” 1s information for identifying a command register
in which a PHY command to be executed is stored, and 1s
similar to the “target register” of the mitialization command.
The “target PHY” 1s information indicating which PHY 31
of the plurality of PHYs 31 the PHY command 1s to be
executed for.

The “target register” corresponds to command designa-
tion information, the “target PHY” corresponds to device
designation mformation, and the execution command cor-
responds to a simple command.

(1-2-1. PHY Control Processing)

The PHY control processing executed by the access
control unit 323 will be described with reference to the
flowchart shown 1n FIG. 5. The PHY control processing is
activated when the higher-level command 1s received from
the control device 33.

When the PHY control processing 1s activated, in S110,
the access control unit 323 determines whether the recerved
higher-level command 1s an 1nmitialization command. When
determining that the received higher-level command 1s an
initialization command, the processing proceeds to S130.
When not determining that the received higher-level com-
mand 1s an 1mitialization command, the processing proceeds
to S120.

In S130, the access control unit 323 generates the ECC
from the “write data” (that 1s, the PHY command) indicated
in the mitialization command.

In the following S140, the access control unit 323 causes
the command register of the command storage unit 322
corresponding to the “target register” indicated 1n the ini-
tialization command to register the “write data” indicated in
the mitialization command and the ECC generated 1n S130.

In the following S1350, a response indicating that the
initialization command has been executed 1s transmitted to
the control device 33, and the processing 1s terminated.

In S120, the access control unit 323 determines whether
the received higher-level command 1s an execution com-
mand. When determining that the received higher-level
command 1s an execution command, the processing pro-
ceeds to S160. When not determining that the received
higher-level command 1s an execution command, the pro-
cessing proceeds to S230.

In S160, the access control unit 323 reads the PHY
command and the ECC from the command register of the
command storage umt 322 corresponding to the “target
register” 1indicated in the execution command.

In the following S170, the access control unit 323 gen-
erates an ECC from the PHY command read in S170, and
compares the generated ECC with the ECC read 1n $160 to
perform an error check. Specifically, the access control umit

323 determines whether the generated ECC matches with

the stored ECC. However, even when the access control unit
323 determines that the generated ECC mismatches with the
stored ECC, 1in a case where the error 1s a 1-bit error, the
access control unit 323 determines that the read PHY

command has no error by correcting the error using the
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ECC, and, 1n a case where the error 1s equal to or more than
two bits, the access control unit 323 determines that the read
PHY command has an error.

In the following S180, the access control unit 323 deter-
mines whether an error has been detected as a result of the
error check in S170. When the access control unit 323 does
not determine that an error has been detected, the processing,
proceeds to S190. When the access control unit 323 deter-
mines that an error has been detected, the processing pro-
ceeds to S210.

In S190, the access control unit 323 executes the PHY
command read in S160 for the PHY 31 identified from the

“target PHY ™ 1ndicated 1n the execution command.

In the following S200, the access control unit 323 trans-
mits a response to the higher-level command recerved from
the control device 33, and the processing 1s terminated. The
response to the higher-level command 1s a notification
indicating the end of execution when the executed PHY
command 1s a write command, and a notification indicating
the content of the read data when the executed PHY com-
mand 1s a read command.

In S210, the access control unit 323 stores information for
identifying the command register in which an error 1is
detected so as to provide the information in response to a
request from the control device 33. At this time, the PHY
command and the ECC read from the command storage unit
322 may also be stored as the information necessary for error
analysis.

In the following S220, the access control unit 323 trans-
mits an error notification E for requesting the control device
33 to rewrnite the PHY command to the command register in
which the error 1s detected, and the processing 1s terminated.

In S230, the access control unit 323 executes the process
corresponding to the received higher-level command and the
processing 1s terminated. When there 1s no higher-level
command other than the mmitialization command and the
execution command, this process may be omitted. In the
PHY control processing, S110 and S130 to S150 correspond
to a command writing unit.

(1-3. Control Device)

Returning to FIG. 2, the control device 33 includes a
microcomputer having a CPU 331 and, for example, a
semiconductor memory such as a RAM or ROM (hereinai-

ter, memory 332).

The control device 33 executes at least an 1mitialization
processing, a communication monitor processing, a line
monitor processing, and an abnormality storage processing.

(1-3-1. Imitialization Processing)

When the power 1s turned on to the line monitor device 3
and the control device 33 i1s activated, the control device 33
executes the mnitialization processing.

When the mitialization processing 1s started, the control
device 33 causes the command storage unit 322 of the
network switch 32 to store the PHY command using the
initialization command.

The control device 33 has a table showing a correspon-
dence between the PHY command and the “target register”
that 1dentifies the command register that stores the PHY
command.

Further, the control device 33 1mitializes, 1n the 1nitializa-
tion processing, a PHY state used in the line monitor
processing. Here, it 1s defined, as the PHY state, that a state
where a link of line 1s connected 1s a link-up, and a state
where a link of line 1s disconnected 1s a link-down. The PHY
state 1s mitialized to the link-down.
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(1-3-2. Communication Monitor Processing)

The communication monitor processing executed by the
control device 33 will be described with reference to the
flowchart of FIG. 6. The control device 33 repeatedly
executes the communication monitor processing after the
initialization processing 1s completed. The communication
monitor processing 1s executed for each external port P, that
1s, for each data lower-level port Pld. In the following, the
external port P to be processed is referred to as a target port.

When the communication monitor processing 1s started,
in S310, the control device 33 detects the communication
status of the target port by executing the monitor logic using,
the communication. For example, when a communication
frame 1s transmitted to a line connected to a target port, the
control device 33 monitors whether a response 1dentified by
a communication protocol 1s returned from the line. This
information 1s collected from the routing unit 321 via the
data upper-level bus Bud.

In the following S320, the control device 33 determines
whether a state where communication 1s interrupted 1s
detected by the monitor 1n S310. When the control device 33
does not determine that the communication 1s interrupted,
the processing 1s temporarily terminated. When the control
C
t

evice 33 determines that the communication 1s interrupted,
ne processing proceeds to S330.

In S330, the control device 33 determines whether an
interruption time, which 1s the elapsed time from the first
detection of the communication interruption, 1s equal to or
greater than a predetermined threshold value Tth. When the
control device 33 determines that the interruption time 1s
less than the threshold value Tth, the processing proceeds to
S340. When the conftrol device 33 determines that the
interruption time 1s equal to or more than the threshold value
Tth, the processing proceeds to S350.

In S340, the control device 33 counts the interruption time
and temporarily terminates the processing.

In S350, the control device 33 generates a PHY reset
request, which 1s a reset request for the PHY 13 connected
to the target port. The PHY reset request 1s used 1n the line
monitor processing described later.

In the following S360, the control device 33 clears the
interruption time and temporarily terminates the processing.

(1-3-3. Line Monitor Processing)

The line monitor processing executed by the control
device 33 will be described with reference to the flowchart
of FIG. 7. The control device 33 repeatedly executes the line
monitor processing after the imitialization processing 1s
completed.

When the line monitor processing 1s started, in S410, the
control device 33 sets any of the plurality of external ports
P as a selected port. As the selected port, a different port 1s
selected 1n order each time the line monitor processing 1s
executed.

In the following S420, the control device 33 determines
whether a PHY reset request for the selected port has been
generated by the communication monitor processing
described above. When the control device 33 does not
determine that a PHY reset request has been generated, the
processing proceeds to S470. When the control device 33
determines that a PHY reset request has been generated, the
processing proceeds to S430.

In S430, the control device 33 updates the PHY state of
the selected port to the PHY reset.

In the following S440, the control device 33 executes a
reset for the PHY 13 connected to the selected port (here-
mafter referred to as a selected PHY). Specifically, an
execution command 1n which the selected PHY 1s set as the
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“target PHY” and the command register storing the PHY _
RESET command 1s set as the “target register” 1s transmitted
to the network switch 32 via the control upper-level bus Buc.

In the following S450, the control device 33 resets the
internal register of the selected PHY. Specifically, an execu-
tion command 1n which the selected PHY 1s set as the “target
PHY” and the command register storing the PHY_REG_
SE'T command 1s set as the “target register” 1s transmitted to
the network switch 32. The reset of the internal register may
be performed for multiple internal registers.

In the following S460, the control device 33 determines
whether the reset of the selected PHY 1s completed. Spe-
cifically, the determination 1s made by checking the response
returned from the network switch 32 when the PHY com-
mand 1s executed. When the control device 33 does not
determine that the reset of the selected PHY 1s completed,
the control device 33 repeats the same process. When the
control device 33 determines that the reset of the selected
PHY 1s completed, the processing proceeds to S470.

In S470, the control device 33 acquires the identification
information P_ID of the selected PHY. Specifically, an
execution command in which the selected PHY 1is set as the
“target PHY”” and the command register storing the PHY _ID
command 1s set as the “target register’” 1s transmitted to the
network switch 32. The access control unit 323 of the
network switch 32, which receives the execution command,
returns the identification information P ID read from the
internal register to the control device 33 by executing the
PHY ID command for the selected PHY.

In S480, the control device 33 determines whether the

identification 1nformation P ID of the selected PHY
acquired 1 S470 has an abnormality. When the control
device 33 determines that there 1s no abnormality in the
identification information P_ID, 1t assumes that there 1s no
abnormality 1n the selected PHY and the processing pro-
ceeds to S490. When the control device 33 determines that
there 1s an abnormality in the identification information
P_ID, 1t assumes that there 1s an abnormality in the selected
PHY and the processing proceeds to S520.
In S490, the control device 33 acquires the link state
P_LINK of the selected PHY. Specifically, an execution
command 1n which the selected PHY 1s set as the “target
PHY” and the command register storing the PHY_LINK
command 1s set as the “target register” 1s transmitted to the
network switch 32. The access control unit 323 of the
network switch 32, which receives the execution command,
returns the link state P_LINK read from the internal register
to the control device 33 by executing the PHY_LINK
command for the selected PHY.

In the following S500, the control device 33 determines
whether the link state P_LINK of the selected PHY acquired
in S490 1s in the link-down. When the control device 33
determines that the link state P LLINK 1s not in the link-
down, that 1s, the link state P_LINK 1s 1n the link-up, the
processing proceeds to S510. When the control device 33
determines that the link state P_LINK 1s 1in the link-down,
the processing proceeds to S520.

In S510, the control device 33 updates the PHY state of
the selected PHY to the link-up, and temporarily terminates
the processing.

In 8520, the control device 33 updates the PHY state of
the selected PHY to the link-down, and temporarily termi-
nates the processing.

(1-3-4. Abnormality Storage Processing)

The abnormality storage processing executed by the con-
trol device 33 will be described with reference to the
flowchart of FIG. 8. The control device 33 repeatedly
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executes the abnormality storage processing after the ini-
tialization processing 1s completed.

When the abnormality storage processing is started, in
S610, the control device 33 sets any of the plurality of
external ports P as a selected port. As the selected port, a
different port 1s selected 1n order each time the line monitor
processing 1s executed.

In the following S620, the control device 33 determines
whether the PHY state set and updated in the line monitor
processing 1s changed to the link-down for the selected port.
When the control device 33 determines that the PHY state 1s
changed to the link-down, the processing proceeds to S630.
When the control device 33 determines that the PHY state 1s
not changed to the link-down, the processing proceeds to
S640.

In S630, the control device 33 stores the start time of the
link-down 1n a predetermined area of the memory 332, and
temporarily terminates the processing.

In S640, the control device 33 determines whether the
PHY state of the selected port 1s changed to the link-up.
When the control device 33 determines that the PHY state 1s
changed to the link-up, the processing proceeds to S650.
When the control device 33 determines that the PHY state 1s
not changed to the link-up, the control device 33 temporarily
terminates the processing.

In S650, the control device 33 stores the end time of the
link-down 1n a predetermined area of the memory 332, and
temporarily terminates the processing.

(1-4. Effects)

According to the first embodiment detailed above, the
following eflects may be obtained.

(1a) In the line monitor device 3, the control device 33
transmits the execution command (that 1s, a simple com-
mand) for designating the “target register” and the “target
PHY” to the network switch 32. The network switch 32
executes the PHY command read from the command register
corresponding to the “target register” to the PHY 31 1den-
tified by the “target PHY .

Therefore, the control device 33 performs transmission
and reception of the PHY command with the network switch
32 when the command storage unit 322 stores the PHY
command. When the control device 33 executes the line
monitor, the control device 33 transmits the “target register”
instead of the PHY command. Therefore, the amount of
communication between the control device 33 and the
network switch 32 can be reduced. As a result, a more
remarkable eflect can be obtained in an application that
requires high-frequency monitor of the PHY 31, such as an
in-vehicle network system 1 related to an automatic driving
function or the like.

(1b) The network switch 32 includes the command stor-
age unit 322 that stores the PHY command. The change of
the specification of the PHY 31 or the like can be performed
by simply changing the PHY command stored in the com-
mand storage unit 322. Thus, the change of the specification
of the PHY 31 or the like can be performed without change
of design for the hardware.

(1c) The control device 33 not only checks the link state
P _LINK of the line, but also checks the identification
information P_ID of the PHY 31. Therefore, the configura-
tion can determine whether the cause of the link-down 1s on

the own device side or the communication partner side.
(1d) The control device 33 resets the PHY 31 and restores

communication when the cause of the link-down 1s on the
own device side. Therefore, when the cause 1s on the
communication partner side, the configuration can inhibit
the PHY 31 on the own device side from being unnecessarily
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reset. In addition, the configuration can inhibit delay 1n the
recovery of communication due to an unnecessary reset and

interruption of the execution of the line monitor processing.
That 1s, the control lower-level bus Blc 1s commonly con-
nected to all PHYs 31. When any of the PHYs 31 1s reset,
the control lower-level bus Blc will be occupied due to the
reset of the internal register or the like. The configuration
can avoid such a situation as much as possible.

(1¢) The command storage umit 322 1s configured by using
the ECC memory. Therefore, when the stored value 1s
garbled, 1n a case where the error 1s a 1-bit error, the 1-bit
error 1s automatically corrected, and 1t 1s not necessary to
reset the stored value. Therefore, the reliability and opera-
tion rate of the operation of the network switch 32 can be
improved. Further, in a case where the error 1s equal to or
more than two bits, the configuration notifies the control
device 33 and the stored contents of the command storage
unit 322 are reset. Thus, the configuration can further
improve the reliability.

(11) Since the command storage unit 322 stores the
command 1n combination with the write data, the configu-
ration can realize not only reading the internal register of the

PHY 31 but also writing various settings to the internal
register of the PHY 31.

2. Second Embodiment

(2-1. Diflerence from the First Embodiment)

Since the basic configuration of a second embodiment 1s
similar to the first embodiment, the difterence will be
described below. Note that the same reference numerals as
those 1n the first embodiment indicate the same configura-
tion, and refer to the preceding descriptions.

In the first embodiment described above, the control
device 33 executes a communication monitor processing for
determining whether to reset the PHY 31 and an abnormality
storage processing for storing the line abnormality sepa-
rately from the line monitor processing. On the other hand,
the second embodiment 1s different from the first embodi-
ment in that one line monitor processing, instead of three
processings, 1n which functions corresponding to the com-
munication monitor processing and the abnormality storage
processing are integrated 1s executed.

(2-2. Line Monitor Processing)

The line monitor processing executed by the control
device 33 will be described with reference to the flowchart
of FIG. 9. The control device 33 repeatedly executes the line
monitor processing after the initialization processing 1s
completed.

When the line monitor processing 1s started, in 8710, the
control device 33 sets any of the plurality of external ports
P as a selected port. As the selected port, a different port 1s
selected 1n order each time the line monitor processing 1s
executed.

In the following S720, the control device 33 acquires the
identification information P_ID of the selected PHY. The
details are similar to those described 1n S470 above.

In the following S730, the control device 33 determines
whether the 1dentification information P_ID of the selected
PHY acquired in S720 has an abnormality. When the control
device 33 determines that there 1s no abnormality in the
identification information P_ID, 1t assumes that there 1s no
abnormality 1n the selected PHY and the processing pro-
ceeds to S790. When the control device 33 determines that
there 1s an abnormality in the identification information
P_ID, 1t assumes that there 1s an abnormality in the selected
PHY and the processing proceeds to S740.
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In S740, the control device 33 counts the ID abnormality
continuous number Cid.

In the following S750, the control device 33 determines
whether the ID abnormality continuous number Cid 1s equal
to or greater than a predetermined threshold value C1. When
the control device 33 determines that Cid=C1 1s satisfied, the
processing proceeds to S760. When the control device 33
determines that Cid<C1 1s satisfied, the control device 33
terminates the processing.

In S760, the control device 33 executes a reset for the
selected PHY that 1s the PHY 13 connected to the selected
port. The details are similar to those described i S440
above.

In the following S770, the control device 33 resets the
internal register of the selected PHY. The details are similar
to those described 1n S450 above.

In the following S780, the control device 33 stores, as
diagnostic information related to the selected PHY, the fact
that an abnormality in the identification information P_ID
has occurred in a predetermined area of the memory 332,
and temporarily terminates the processing.

In 8790, the control device 33 clears the 1D abnormality
continuous number Cid.

In S800, the control device 33 acquires the link state
P LINK of the selected PHY. The details are similar to those
described 1 S490 above.

In the following S810, the control device 33 determines
whether the link state P_LINK of the selected PHY acquired
in S800 1s in the link-down. When the control device 33
determines that the link state P_LLINK 1s 1n the link-down,
the processing proceeds to S820. When the control device 33
determines that the link state P [LINK 1s not in the link-
down, the processing proceeds to S870.

In S870, the control device 33 clears the link abnormality
continuous number Clk and temporarly terminates the pro-
cessing.

In 8820, the control device 33 counts the link abnormality
continuous number CIk.

In S830, the control device 33 determines whether the link
abnormality continuous number CIk 1s equal to or greater
than a predetermined threshold value C2. When the control
device 33 determines that Clk C2 1s satisfied, the processing
proceeds to S840. When the control device 33 determines
that Clk<C2 1s satisfied, the control device 33 terminates the
processing.

In S840, the control device 33 stores, as the diagnostic
information related to the selected PHY, the fact that an
abnormality 1n the link (that 1s, the line-down) has occurred
in a predetermined area of the memory 332.

In the following S860, the control device 33 acquires the
device information P_INF of the selected PHY. Specifically,
an execution command 1n which the selected PHY 1s set as
the “target PHY” and the command register storing the
PHY INF command 1s set as the “target register” 1s trans-
mitted to the network switch 32. The access control unit 323
of the network switch 32 which receives the execution
command returns the device information PHY INF read
from the internal register to the control device 33 by
executing the PHY _INF command for the selected PHY.

In the following S870, the control device 33 stores, as the
diagnostic information related to the selected PHY, the PHY
information acquired in S860 in a predetermined area of the
memory 332, and temporarily terminates the processing.

(2-3. Effects)

The second embodiment described in detail above pro-
vides the eflects (la) through (11) described in the first

embodiment and the following eflect 1n addition.
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(2a) Since the necessity of reset of the PHY 31 1s realized
not by the upper-level layer logic using communication but
by the lower-level layer logic that confirms the state of the

PHY 31, the processing load on the control device 33 can be
turther reduced.

3. Other Embodiments

Although the embodiments of the present disclosure have
been described above, the present disclosure 1s not limited to
the embodiments described above, and various modifica-
tions can be made to implement the present disclosure.

(3a) In the above embodiment, the storage content of the
command storage unit 322 1s set in response to an 1mstruction
from the control device 33 at the time of initialization, but
the present disclosure 1s not limited thereto. For example,
the content to be stored in the command storage unit 322 1s
stored 1n a separately prepared non-volatile memory such as
a flash memory, and 1s automatically transferred from the
non-volatile memory to the command storage unit 322 when
the network switch 32 1s activated.

(3b) In the above embodiment, the command storage unit
322 1s provided by the ECC memory, but the present
disclosure 1s not limited to thereto. For example, the com-
mand storage unit 322 1s provided by a memory having no
error correction function. In this case, the command storage
unit 322 stores the same two PHY commands. When the two
values does not match with each other in a case where the
PHY command 1s read, the control device 33 is notified and
the stored contents of the command storage unit 322 are
reset.

(3¢) In the above embodiment, the network switch 32
individually responds to an execution command from the
control device 33, but the present disclosure 1s not limited
thereto. For example, a function for queuing the execution
command 1s added to the network switch 32, and the
network switch 32 responds to a plurality of execution
commands at once.

(3d) In the above embodiment, the case where the PHY 31
1s not restored even when the reset 1s executed 1s not
particularly mentioned. However, for example, when the
PHY 31 reset 1s executed for a plurality of times but the
recovery 1s not achieved, the control device 33 and the
network switch 32 may be reset. In this case, 1t 1s possible
to deal with the case where the control lower-level bus Blc
or the control upper-level bus Buc 1s stuck.

(3a) The control device 33 and the technique according to
the present disclosure may be achieved by a dedicated
computer provided by constituting a processor and a
memory programmed to execute one or more functions
embodied by a computer program. Alternatively, the control
device 33 and the technique according to the present dis-
closure may be achieved by a dedicated computer provided
by constituting a processor with one or more dedicated
hardware logic circuits. Alternatively, the control device 33
and the technique according to the present disclosure may be
achieved using one or more dedicated computers constituted
by a combination of the processor and the memory pro-
grammed to execute one or more functions and the processor
with one or more hardware logic circuits. Further, the
computer program may be stored in a computer-readable
non-transitory tangible storage medium as instructions to be
executed by a computer. The technique for realizing the
functions of the respective umts included in the control
device 33 does not necessarily need to include software, and
all of the functions may be realized with the use of one or
multiple hardware.

(31) A plurality of functions of one element in the above
embodiment may be implemented by a plurality of elements,

or one function of one element may be implemented by a
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plurality of elements. In addition, multiple functions of
multiple components may be realized by one component, or
a single function realized by multiple components may be
realized by one component. A part of the configuration of the
above embodiment may be omitted. At least a part of the
configuration of the above embodiments may be added to or
replaced with the configuration of another one of the above
embodiments.

(3g) In addition to the above-mentioned line monitor
device and network switch, various embodiments such as a
system having the line monitor device and network switch as
a component, a program for operating a computer as a
control device in the line monitor device, the non-transitory
tangible storage medium such as the semiconductor memory
in which the program 1s stored or a line monitor method may
implement the present disclosure.

What 1s claimed 1s:

1. A line monitor device comprising:

a network switch that includes a plurality of ports each
connected to a network or a terminal, and 1s configured
to perform routing between the plurality of ports; and

a control device that 1s apart from the network switch, and
1s configured to control the network switch, wherein

the network switch includes:

a command storage unmit configured to store a plurality of
commands acquired from the control device for physi-
cal devices such that the plurality of commands corre-
spond to command designation information predeter-
mined, the physical devices being correspondingly
provided for the plurality of ports and each realizing a
physical layer,

an access control unit, when acquiring device designation
information that designates one of the physical devices
and a simple command that includes the command
designation information from the control device, con-
figured to read a command from the command storage
unit based on the command designation information
indicated by the simple command and execute the
command to the physical device designated by the
device designation information indicated by the simple
command.,

the control device instructs the command storage unit to
write the plurality of commands using an initialization
command for writing the plurality of commands to the
command storage unit, and

the control device performs a line monitoring processing
that monitors a line connected to each of the physical
devices using the simple command.

2. The line monitor device according to claim 1, wherein

the plurality of commands stored in the command storage
unit mnclude at least a command for reading identifica-
tion information for mndividually identifying the physi-
cal device.

3. The line monitor device according to claim 1, wherein

the plurality of commands stored in the command storage
unit include at least a command for reading a link state
of the physical device.

4. The line monitor device according to claim 1, wherein

the plurality of commands stored in the command storage
unit include at least a command for writing a setting of
the physical device.

5. The line monitor device according to claim 1, wherein

the command storage unit 1s provided by a memory
having a function of performing an error detection or an
error correction of stored contents.

6. The line momtor device according to claim 1, further

comprising
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a command writing unit configured to write the command
to the command storage unit 1n response to an instruc-
tion of the control device.

7. The line monitor device according to claim 1, wherein:
the plurality of commands stored 1n the command storage 5
umt include at least a Physical Layer Identification
Information (PHYID) command for reading identifica-
tion information of the physical device and a Physical
Layer Reset (PHY RESET) command for resetting the

physical device, 10
the control device acquires, as a line monitor processing,
the identification information of the physical device
from each physical device by executing the PHYID
command to the network switch using the simple
command, and 15
when the identification information acquired has an
abnormality, the control device resets the physical
device that having the abnormality by causing the
network switch to execute the PHY RESET command

16

11. The network switch according to claim 10, wherein

the plurality of commands stored in the command storage
unit mnclude at least a command for reading i1dentifica-
tion information for individually identifying the physi-
cal device.

12. The network switch according to claim 10, wherein

the plurality of commands stored in the command storage
unit include at least a command for reading a link state
of the physical device.

13. The network switch according to claim 10, wherein

the plurality of commands stored in the command storage
unit include at least a command for writing a setting of
the physical device.

14. The network switch according to claim 10, wherein

the command storage unit 1s provided by a memory
having a function of performing an error detection or an
error correction of stored contents.

15. The network switch according to claim 10, further

using the simple command. 20 comprising

8. The line monitor device according to claim 1, wherein:

the plurahty of commands stored in the command storage
unit include attribute information indicating whether an
access type of the command 1s read or write, an address
indicating an internal register of the physical device, 25
and data activated when the attribute information 1is
write and to be written to the internal register indicated
by the address, and

the simple command 1ncludes an access type indicating
the simple command, the command designation infor- 30
mation, and the device designation information.

9. The line momitor device according to claim 1, wherein

the control device transmits the mitialization command to
the network switch when power of the line monitor
device 1s turned on and the control device 1s activated. 35

10. A network switch realized by hardware including a

Field Programmable Gate Array (FPGA) comprising:

a plurality of ports each connected to a network or a
terminal, wherein the network switch 1s configured to
perform routing between the plurality of ports, 40

a command storage unit configured to store a plurality of
commands for physical devices acquired from a control
device that controls the network switch such that the
plurality of commands correspond to command desig-
nation information predetermined, the physical devices 45
being correspondingly provided for the plurality of
ports and each realizing a physical layer, and

an access control unit, when acquiring device designation
information that designates one of the physical devices
and simple command that includes the command des- 50
ignation information from the control device, config-
ured to read a command from the command storage
umt based on the command designation information
indicated by the simple command and execute the
command to the physical device designated by the 55
device designation information indicated by the simple
command.

a command writing unit configured to write the command
to the command storage unit 1n response to an nstruc-
tion of the control device.

16. The network switch according to claim 10, wherein

the plurality of commands stored in the command storage
unit icludes at least:

a command for reading identification information for
individually 1dentifying the physical device, and

a command for resetting the physical device at least when
an abnormality 1s detected in the i1denftification infor-
mation acquired by the control device, when the control
device detects a communication interruption at any of
the plurality of ports, and when the control device
generates a reset request.

17. A network switch comprising;:

a plurality of ports each connected to a network or a
terminal, wherein the network switch 1s configured to
perform routing between the plurality of ports,

a memory configured to store a plurality of commands for
physical devices acquired from a control device that
controls the network switch such that the plurality of
commands correspond to command designation infor-
mation predetermined, the physical device being pro-
vided for each of the plurality of ports and realizing a
physical layer, and

a processor, when acquiring device designation informa-
tion that designates one of the physical devices and
simple command that has the command designation
information from the control device, configured to read
a command from the memory based on the command
designation iformation indicated by the simple com-
mand and execute the command to the physical device
designated by the device designation information i1ndi-

cated by the simple command.
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