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backup order of the backup cluster 1s received. The peer
video camera sends 1ts source video data for to a backup
storage device located at a target peer video camera of the
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REDUNDANT VIDEO STORAGE AMONG
NETWORKED VIDEO CAMERAS

TECHNICAL FIELD

The present disclosure generally relates to video surveil-
lance systems and, more particularly, to fault-tolerant redun-
dant storage of video data in camera non-volatile memory.

BACKGROUND

Network-based video surveillance systems are a growing
computing application i both business and personal mar-
kets. Some video surveillance systems may include one or
more video cameras communicatively connected to a server,
such as a network video recorder, through a wired interface,
wired or wireless local area network, or wired or wireless
wide area network, such as the internet. As video 1s recorded
by the cameras, 1t 1s forwarded to the server system where
it 1s stored and/or analyzed for subsequent retrieval. Client
Or user systems are communicatively connected to the server
system to request, receive, and display streams of recorded
video data and/or related alerts and analytics.

An 1ncreasing number of video surveillance systems are
using smart video cameras or otherwise moving compute
and storage resources to edge devices 1n the system, rather
than relying solely on a network video recorder appliance or
cloud-based processing. For example, some video cameras
may be configured with processors, memory, and storage
resources far exceeding those needed to convert signals from
video 1image and/or audio sensors 1nto a desired video format
for transmission to the network video recorder. However,
even these increased compute resources may be limited by
space, cost, and other considerations and are unlikely to
match the compute resources available 1n a network video
recorder, let alone cloud-based video processing servers.

Similarly, 1n camera storage, such as secure digital (SD)
cards, may increase the potential for data loss due to data
storage device failure, camera failure, and/or cameras being
damaged or stolen. It may be advantageous to provide
redundant in-camera storage of video data 1n a network-
based surveillance system. However, simply increasing in-
camera storage for daisy chain data replication, besides
doubling the storage requirements of each video camera,
introduces a single point of failure.

Systems and methods for selectively using fault tolerant
redundant video storage among a group of networked video
cameras may be advantageous. A reliable and eflicient way
of calculating and storing data backups to allow recovery of
in-camera video data, particularly in edge video surveillance
devices, may be needed.

SUMMARY

Various aspects for redundant video storage among a
group ol networked video cameras are described.

One general aspect includes a system imcluding a first
video camera that includes: at least one i1mage sensor
configured to capture video images; a network interface
configured for commumcation with a first plurality of peer
video cameras over a network, wherein at least one backup
cluster of the first plurality of peer video cameras 1s based on
a network topology of the network; a non-volatile memory
configured to store source video data captured by the at least
one 1mage sensor; and a controller. The controller 1s con-
figured to: receive peer video data from the first plurality of
peer video cameras; receive a backup order of the first
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2

plurality of peer video cameras based on an associated
backup cluster of the at least one backup cluster; and send
the source video data to a backup storage device located at
a target peer video camera of the first plurality of peer video
cameras according to the backup order.

Implementations may include one or more of the follow-
ing features. The system may include the first plurality of
peer video cameras and a second plurality of video cameras,
where: the first plurality of peer video cameras and the first
video camera may comprise the associated backup cluster;
the second plurality of video cameras may include a second
backup cluster configured for communication over the net-
work; and, responsive to a failure of the first video camera,
the associated backup cluster 1s configured to send, to a
target video camera among the second plurality of video
cameras, backup data from the associated backup cluster
may 1nclude at least one of the source video data for the first
video camera or the received peer video data for the first
plurality of peer video cameras. Responsive to the failure of
the first video camera, the target video camera replaces the
first video camera in the backup order and the associated
backup cluster may be further configured to: modify the
backup order of the first plurality of peer video cameras in
the associated backup cluster to include the target video
camera; establish secure network communication with a
video storage server; and send a request to the video storage
server to remove the target video camera from the second
backup cluster. The controller of the first video camera may
be further configured to: establish secure network commu-
nication with a video storage server; and send, to the video
storage server, log data of the received peer video data and
backup state data about the source video data for the first
video camera sent to the backup storage device located at the
target peer video camera of the first plurality of peer video
cameras according to the backup order. The system may
include the first plurality of peer video cameras, where the
peer video data includes a video stream from each peer video
camera of the first plurality of peer video cameras; each peer
video camera of the first plurality of peer video cameras 1s
configured to send, responsive to a synchronization event,
the video stream data generated during a data collection time
window; the controller of the first video camera 1s further
configured to determine a maximum capacity for the peer
video data generated during the data collection time win-
dow; and the maximum capacity 1s determined based on a
storage capacity of the backup storage device. The controller
may be further configured to determine the data collection
time window based on a predetermined data retention policy.
The controller of the first video camera may be further
configured to: receive a listing of camera 1dentifiers of the
first plurality of peer video cameras 1n a backup cluster from
a server; and determine, based on the listing, the backup
storage device on the target peer video camera based on the
order of the listing of camera identifiers 1n the backup
cluster. The controller of the first video camera 1s further
configured to: determine a failed data retrieval event at the
first video camera; and 1nitiate data recovery associated with
the failed data retrieval event based on a backup state log.
The first plurality of peer video cameras and the first video
camera may include a camera group; each video camera 1n
the camera group may be configured to determine a backup
target camera from the camera group based on the backup
order and send, to the backup target camera, captured video
data by that video camera; and the backup order may include
a sequential order of a plurality of unique identifiers, each
unmique 1dentifier of the plurality of unique identifiers asso-
ciated with each wvideo camera in the camera group. A
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notification of failure to store the captured video data may be
received from the backup target camera; and each video
camera 1n the camera group may be further configured to
send, to a next camera atter the backup target camera, the
captured video data by that video camera, the next camera
defined by the backup order.

Another general aspect includes a computer-implemented
method. The computer-implemented method also includes
generating, by a first video camera, source video data;
storing, by the first video camera, the source video data 1n a
non-volatile memory of the first video camera; receiving, by
the first video camera over a network, peer video data from
a first plurality of peer video cameras 1n a first backup
cluster, where at least one backup cluster of the first plurality
of peer video cameras 1s based on a network topology of the
network; storing, by the first video camera, the peer video
data at a local storage device at the first video camera;
determining, based on a backup order of the first plurality of
peer video cameras and the first video camera, a backup
storage device located at a target peer video camera of the
first plurality of peer video cameras; and sending, by the first
video camera, the source video data in the non-volatile
memory of the first video camera to the backup storage
device located at the target peer video camera of the first
plurality of peer video cameras according to the backup
order.

Implementations may include one or more of the follow-
ing features. The computer-implemented method may
include: based on the first video camera failing, sending, to
a target video camera among a second plurality of video
cameras, backup data from the first backup cluster including
at least one of source video data for the first video camera
or the received peer video data for the first plurality of peer
video cameras; where the first plurality of peer video cam-
eras and the first video camera may comprise the first backup
cluster and the second plurality of video cameras may
include a second backup cluster configured for communi-
cation over the network. The computer-implemented
method may include: moditying the backup order of the first
plurality of peer video cameras 1n the first backup cluster to
include the target video camera, where the target video
camera replaces the first video camera in the backup order;
establishing secure network communication with a video
storage server; and sending a request to the video storage
server to remove the target video camera from the second
backup cluster. The computer-implemented method may
include: establishing secure network communication with a
video storage server; and sending, to the video storage
server, log data of the received peer video data and backup
state data about the source video data for the first video
camera sent to the backup storage device located at the target
peer video camera of the plurality of peer video cameras
according to the backup order. A maximum capacity for the
peer video generated during a data collection time window
1s determined based on a predetermined data retention policy
and a storage capacity of the backup storage device. The
computer-implemented method may 1include: receiving a
listing of camera 1dentifiers of the first plurality of peer video
cameras 1n a backup cluster from a server; and determining,
based on the listing, the backup storage device on the target
peer video camera based on the order of the listing of camera
identifiers in the backup cluster. The computer-implemented
method may include storing, by the first video camera,
metadata about the received peer video data 1n a backup state
log, where the metadata describes at least a size of the
received peer video data and a camera identifier of a source
peer video camera of the first plurality of peer video cam-
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eras. The computer-implemented method may include:
determining a failed data retrieval event at the first video
camera; and initiating data recovery associated with the
failed data retrieval event based on the backup state log. The
computer-implemented method, where first plurality of peer
video cameras and the first video camera may comprise a
camera group, may further include, for each video camera 1n
the camera group: determining a backup target camera from
the camera group based on the backup order; sending, to the
backup target camera, captured video data by that video
camera; and the backup order may include a sequential order
of a plurality of umique 1dentifiers, each umique identifier of
the plurality of unique identifiers associated with each video
camera in the camera group.

Still another general aspect includes a video camera
including: at least one 1mage sensor configured to capture
video 1mages; a network iterface configured for commu-
nication with a plurality of peer video cameras over a
network, where at least one backup cluster of the plurality of
peer video cameras 1s determined from a network topology
based on the network; a non-volatile memory configured to
store source video data captured by the at least one 1image
sensor; means for receiving, over the network, peer video
data from the plurality of peer video cameras; means for
storing the peer video data; means for determining, based on
a backup order of the plurality of peer video cameras and the
video camera, a backup storage device located at a target
peer video camera of the plurality of peer video cameras;
and means for sending the source video data to the backup
storage device located at the target peer video camera of the

plurality of peer video cameras according to the backup
order.

The various embodiments advantageously apply the
teachings of computer-based video surveillance systems to
improve the functionality of such computer systems. The
various embodiments include operations to overcome or at
least reduce the 1ssues previously encountered in surveil-
lance systems and, accordingly, are more reliable and/or
cost-eflicient than other surveillance systems. That 1s, the
various embodiments disclosed herein include hardware
and/or software with functionality to improve redundant
on-camera storage of video data for a group of video
cameras supporting remote access, such as through a video
survelllance as a service (VSaaS) server and/or end user
video surveillance application without requiring mass video
data transfer and storage ofl camera. Accordingly, the
embodiments disclosed herein provide various improve-
ments to network-based video surveillance systems.

It should be understood that language used 1n the present
disclosure has been principally selected for readability and
instructional purposes, and not to limit the scope of the
subject matter disclosed herein.

BRIEF DESCRIPTION OF TH.

L1l

DRAWINGS

FIG. 1 schematically illustrates a computer-based surveil-
lance system.

FIG. 2 schematically illustrates an example camera group
topology that may be used for redundant video data storage,
such as by the computer-based surveillance system of FIG.
1.

FIG. 3 schematically illustrates some elements of the
computer-based surveillance system of FIG. 1.

FIG. 4a schematically illustrates example fault-tolerant
redundant storage scheme for a video data unit stored by the
computer-based surveillance system of FIG. 1.
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FIG. 46 schematically illustrates an example fault-tolerant
redundant storage scheme for a video data unit stored by the

computer-based surveillance system of FIG. 1.

FI1G. 4¢ schematically illustrates an example fault-tolerant
redundant storage scheme for a video data unit stored by the
computer-based surveillance system of FIG. 1.

FI1G. 4d schematically illustrates an example fault-tolerant
redundant storage scheme for a video data unit stored by the
computer-based surveillance system of FIG. 1.

FIG. 4e schematically illustrates an example fault-tolerant
redundant storage scheme for a video data unit stored by the
computer-based surveillance system of FIG. 1.

FIG. 4f schematically illustrates an example representa-
tion of data in a fault-tolerant redundant storage scheme for
a video data unit stored by the computer-based surveillance
system of FIG. 1.

FI1G. 4g schematically 1llustrates an example fault-tolerant
redundant storage scheme for a video data unit stored by the
computer-based surveillance system of FIG. 1.

FI1G. 4/ schematically 1llustrates an example fault-tolerant
redundant storage scheme for a video data unit stored by the
computer-based surveillance system of FIG. 1.

FIG. 4i schematically illustrates an example fault-tolerant
redundant storage scheme for a video data unit stored by the
computer-based surveillance system of FIG. 1.

FI1G. 47 schematically illustrates an example fault-tolerant
redundant storage scheme for a video data unit stored by the
computer-based surveillance system of FIG. 1.

FI1G. 4k schematically illustrates an example fault-tolerant
redundant storage scheme for a video data unit stored by the
computer-based surveillance system of FIG. 1.

FI1G. 4/ schematically illustrates an example representa-
tion of data in a fault-tolerant redundant storage scheme for
a video data unit stored by the computer-based surveillance
system of FIG. 1.

FIG. 5 1s a flowchart of an example method of fault-
tolerant redundant storage of video data in on-camera non-
volatile memory of a peer video camera.

FIG. 6 1s a flowchart of an example method of fault-
tolerant redundant storage of video data 1n on-camera non-
volatile memory for camera groups.

FIG. 7 1s a flowchart of an example method of fault-
tolerant redundant storage of video data 1n on-camera non-
volatile memory for a video camera in a backup cluster.

FIG. 8 1s a flowchart of an example method of fault-
tolerant redundant storage of video data 1n on-camera non-
volatile memory for a video camera in a backup cluster.

DETAILED DESCRIPTION

FIG. 1 shows an embodiment of an example video sur-
veillance system 100 with multiple video cameras 110
interconnected to a video surveillance as a service (VSaaS)
server 130 for display of surveillance video on user device
170. While some example features are illustrated, various
other features have not been illustrated for the sake of
brevity and so as not to obscure pertinent aspects of the
example embodiments disclosed herein. In some embodi-
ments, cameras 110, VSaas server 130, and user device 170
are computer-based components that may be iterconnected
by a network 102.

In some embodiments, one or more networks 102 may be
used to communicatively interconnect various components
of surveillance system 100. For example, each component,
such as cameras 110, VSaas server 130, network storage
device 140.n, and/or user device 170 may include one or
more network interfaces and corresponding network proto-
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6

cols for communication over network 102. Network 102
may include a wired and/or wireless network (e.g., public
and/or private computer networks i any number and/or
configuration) which may be coupled 1n a suitable way for
transferring data. For example, network 102 may include
any means ol a conventional data communication network
such as a local area network (LAN), a wide area network
(WAN), a telephone network, such as the public switched
telephone network (PSTN), an intranet, the internet, or any
other suitable communication network or combination of
communication networks. In some embodiments, network
102 may comprise a plurality of distinct networks, subnet-
works, and/or virtual private networks (VPN) may be used
to limit communications among specific components. For
example, cameras 110 may be on a limited access network
such that video and control data may only be transmitted
between cameras 110 and VSaas server 130, enabling VSaas
server 130 to control access to cameras 110 and their video
data.

Cameras 110 may include analog or digital cameras
connected to an encoder that generates an encoded video
stream ol time-dependent video frames with a defined
resolution, aspect ratio, and video encoding format. In some
embodiments, cameras 110 may include internet protocol
(IP) cameras configured to encode their respective video
streams and stream them over network 102 to VSaaS server
130. In some embodiments, cameras 110 may be configured
to rece1ve audio data through integrated or connected micro-
phones (not shown) and include embedded and/or synchro-
nized audio streams with their respective video streams. In
some embodiments, video cameras 110 may include an
image sensor 112, a processor (central processing unit
(CPU), a neural processing unit, a vision processing unit,
ctc.) 114, a memory 116, an encoder 118, an audio channel
120, a control circuit 122, and/or a network interface 126. In
some embodiments, video cameras 110 may include
onboard analytics, such as a video analysis subsystem 124.

In some embodiments, the components of camera 110
may be configured 1 one or more processing systems or
subsystems and/or printed circuit boards, chips, busses, efc.
that are disposed or enclosed 1n a video camera housing. For
example, 1mage sensor 112, processor 114, memory 116,
encoder 118, audio channel 120, control circuit 122, analysis
subsystem 124, a network interface 126, and/or a backup
state module 128 may comprise one or more application-
specific integrated circuits (ASICs) mounted within a sealed
plastic, metal, or similar housing with an aperture (often
integrating a lens) for receiving light and one or more
physical interconnects, such as a network port, for receiving
power and communicatively coupling with other system
components.

In some embodiments, 1mage sensor 112 may include a
solid state device configured to capture light waves and/or
other electromagnetic waves and convert the light into video
images, generally composed of colored pixels. Image sensor
112 may determine a base 1mage size, resolution, bandwidth,
depth of field, dynamic range, and other parameters of the
video 1image frames captured. Image sensor 112 may include
charged couple device (CCD), complementary metal oxide
semiconductor (CMOS), and/or other image sensor devices
of various sensor sizes and aspect ratios. In some embodi-
ments, 1mage sensor 112 may be paired with one or more
filters, such as infrared (IR) blocking filters, for moditying
the light recetved by image sensor 112 and/or processed by
camera 110. For example, an IR blocking filter may be
selectively enabled or disabled for different image capture
use cases. In some embodiments, one or more video cameras
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110 may include more than one 1mage sensor and related
video data paths. For example, video camera 110 may
include two 1mage sensors, associated lenses, and data paths
to the encoding and processing components 1n video camera
110. In some embodiments, multiple 1mage sensors are
supported by the same circuit board and/or processing
subsystem containing processor 114, memory 116, encoder
118, audio channel 120, control circuit 122, analysis sub-
system 124, network interface 126, and/or a backup state
module 128.

Digital video data from 1mage sensor 112 may be recerved
by processor 114 for storage and processing in memory 116
and/or encoding by encoder 118. Processor 114 may include
any type of conventional processor or microprocessor that
interprets and executes instructions. In some embodiments,
processor 114 may include a neural network processor, such
as a neural network processor used by analysis subsystem
124 for supporting object recognition or other onboard
analysis. Memory 116 may include a random access
memory (RAM) or another type of dynamic storage device
that stores information and instructions for execution by
processor 114 and/or a read only memory (ROM) or another
type of static storage device that stores static information
and 1nstructions for use by processor 114 and/or any suitable
storage element such as a solid state storage element.
Memory 116 may store basic mput/output system (BIOS),
firmware, and/or operating system instructions for initializ-
ing and executing the nstructions and processes of cameras
110.

In some embodiments, memory 116 may include one or
more on-board and/or in-camera data storage devices, such
as disk drives (solid-state drives, hard disk drnives, hybnd
drives, tape drives, etc.), universal serial bus (USB) flash
drives, secure digital (SD) cards or SD extended capacity
(SDXC) cards, and/or other form factors. For example,
video cameras 110 may each include a storage interface and
data storage device, such as an SD card, configured to store
video data captured by image sensor 112 and encoded by
encoder 118 without relying on VSaaS server 130, network
storage devices 140.n, a network wvideo recorder (not
shown), and/or other components of surveillance system 100
for primary video storage. In some embodiments, video data
may be stored in memory 116 of video cameras 110.1-110.7
and selectively provided to VSaaS server 130 and/or user
device 170 to support off-camera analytics, selective storage
of high-value video data (detected events and/or selected for
archiving), serving video data for user display on user device
1702, etc. For example, memory 116 may be used to record
video data according to a video capture loop, where the data
storage device has a capacity for storing hours, days, or
weeks of video data before overwriting previously recorded
video data in the data storage device, and VSaaS server 130
and/or a surveillance application on user device 170 may
selectively access and/or replicate video data from the video
cameras during the moving window of the loop cycle belore
it 1s erased (and replaced by more recent video data).

Encoder 118 may use various possible digital encoding
and/or compression formats for encoding the video data
generated by image sensor 112 1nto a time-dependent video
stream composed of video frames at a determined frame rate
(number of frames per second). In some embodiments,
encoder 118 may use a compressed video format to reduce
the storage size and network bandwidth necessary for stor-
ing and transierring the original video stream. For example,
encoder 118 may be configured to encode the video data as
joint photographic expert group (JPEG), motion picture
expert group (MPEG)-2, MPEG-4, advanced video coding
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(AVC)/H.264, and/or other video encoding standards or
proprietary formats. In some embodiments, the compressed
video format may generate a compressed video data stream
that uses variable compression to remove redundancies
between video data frames. For example, use of variable
compression may cause video captured during a fixed time
window to occupy different sizes in memory (e.g., 2 mega-
bytes (MB) of compressed video data versus 4 MB of
compressed video data for a minute of recording using the
same variable compression codec, depending on the com-
pressibility of the video content captured during the one
minute time window).

Camera 110 may include audio channel 120 configured to
capture audio data to be processed and encoded with image
data 1n the resulting video stream. In some embodiments,
one or more microphones may be selectively enabled to
capture audio data in parallel with the image data captured
by 1mage sensor 112. For example, microphone may be
configured with an audio sensor that captures sound waves
and converts them 1nto a time-based audio data stream. In
some embodiments, encoder 118 may include an audio
encoder that operates 1n conjunction with the video encoder
to encode a synchronized audio data stream in the video
stream. For example, the video format used to by encoder
118 may 1include one or more audio tracks for encoding
audio data to accompany the image data during video stream
playback.

Control circuit 122 may include a control circuit for
managing the physical position of a camera 110. In some
embodiments, camera 110 may be a pan-tilt-zoom (PTZ)
camera that 1s capable of remote directional and zoom
control. Control circuit 122 may be configured to receive
motion commands through network interface 126 and/or
through another interface, such as a dedicated remote-
control interface, such short distance infrared signals, Blu-
ctooth, etc. For example, VSaaS server 130 and/or user
device 170 may be configured to send PTZ commands to
control circuit 122, which translates those commands into
motor position control signals for a plurality of actuators that
control the position of camera 110. In some embodiments,
control circuit 122 may include logic for automatically
responding to movement or other triggers detected through
image sensor 112 to redirect camera 110 toward the source
of movement or other trigger. For example, an auto tracking
feature may be embodied in firmware that enables the
camera to estimate the size and position of an object based
on changes 1n the pixels 1n the raw video stream from image
sensor 112 and adjust the position of the camera to follow
the moving object, returning to a default position when
movement 1s no longer detected. Similarly, an auto capture
feature may be embodied in firmware that enables the
camera to determine and bound an object based on an object
detection algorithm and center and zoom on that object to
improve i1mage size and quality. In some embodiments,
control circuit 122 may include logic for virtual PTZ or
cPTZ, which enables a high-resolution camera to digitally
zoom and pan to portions of the image collected by 1image
sensor 112, with no physical movement of the camera. In
some embodiments, control circuit 122 may include soft-
ware and one or more application protocol interfaces (APIs)
for enabling remote devices to control additional features
and capabilities of camera 110. For example, control circuit
122 may enable VSaaS server 130, another video camera
110, and/or user device 170 to configure video formats,
enable and disable filters, set motion detection, auto track-
ing, and similar features, and/or initiate video data stream-
ing. In some embodiments, one or more systems may
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provide PTZ position control signals (and/or PTZ position-
ing commands converted to PTZ position control signals by
control circuit 122) through the API.

In some embodiments, video camera 110 may include
video analysis subsystem 124 configured for onboard video
analytics. For example, video analysis subsystem 124 may
be configured to use processor 114 and memory 116 to
execute at least a portion of video analytics for video data
captured by video camera 110. In some embodiments, video
analysis subsystem 124 may be configured to operate simi-
larly to video analysis subsystem 156 in VSaaS server 130,
as further described below, and embody one or more ana-
lytics engines and/or analytical model libraries. In some
embodiments, video analysis subsystem 124 may be con-
figured to support real-time 1mage classification and object
detection within camera 110 without processing support
from VSaaS server 130. For example, video analysis sub-
system 124 may receive a video stream (from sensor 112
and/or encoder 118), classily the video frame to determine
whether an object type of interest 1s present and, if so,
initiate an object detector to determine the object’s position
within the video frame (and/or subsequent video frames).

Network interface 126 may include one or more wired or
wireless connections to network 102 and/or a dedicated
camera interface of VSaaS server 130. For example, net-
work interface 126 may include an ethernet jack and corre-
sponding protocols for IP communication with VSaaS server
130 and/or a network video recorder (not shown). In some
embodiments, network interface 126 may include a power
over ethernet (PoE) connection with a camera access point
or gateway. PoE may enable both power for camera 110 and
network data to travel on the same wire. In some embodi-
ments, network iterface 126 may enable an IP camera to be
configured as a network resource with an IP address that 1s
accessible on a LAN, WAN, or the internet. For example,
VSaaS server 130 and/or user device 170 may be configured
to selectively receive video from cameras 110 from any
internet-connected location using internet addressing and
security protocols.

In some embodiments, video camera 110 may include a
backup state module 128 configured for maintaining backup
state of clusters of cameras. For example, video cameras 110
may be clustered based on the immediate networks they are
connected to. Upon 1nstallation or network change, the serial
number, or camera i1dentifier (ID) and trace route are sent to
the VSaaS server 130. In this way, the backup state of the
cluster 1s stored by camera identifier such that the backup
state can be used as a lookup table when the data 1s to be
retrieved. Certain rules for backup may be defined. For
example, a data retention policy for a cluster with 4 cameras
may be 30 days, where a camera produces 1 gigabyte (GB)
of data per day (for simplicity). At the end of each day, a
backup of the captured video data 1s stored according to a
backup order and the backup state of the cluster 1s stored by
the backup state module 128 in each video camera 110 of the
cluster.

VSaaS server 130 may include a computer system con-
figured as a video storage device or interface to a network
video storage device to selectively receive the video streams
from cameras 110. For example, VSaaS server 130 may be
configured to receive video streams from each of cameras
110 for selective storage, analysis, and/or display through
user device 170. In some embodiments, some or all of the
functions of VSaaS server 130 may be embodied 1n a
network video recorder collocated with some or all of
cameras 110 and/or a proprietary network video server
specifically configured to support cameras 110. In some
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embodiments, cameras 110 may send encoded video streams
based on the raw 1mage data collected from their respective
image sensors 112, with or without video data compression.
A single video stream may be received from each camera
110 and VSaaS server 130 may be configured to receive
video streams from all connected cameras in parallel, as
network bandwidth and processing resources allow.

VSaaS server 130 may include one or more server devices
and/or associated network storage devices 140.., where each
server device includes at least one processor 132, at least one
memory 134, at least one storage device 140, and at least one
interface, such as camera interface 136, network interface
138, and/or storage intertace 142. A plurality of VSaaS
servers 130 may be configured for mounting within rack
systems and maintained 1n a data center that 1s remote from
cameras 110 and/or geographically distributed among a
number of data centers in geographic locations for distrib-
uted, cloud-based surveillance services. Processor 132 may
include any type of processor or microprocessor that inter-
prets and executes instructions or operations. Memory 134
may 1nclude a random access memory (RAM) or another
type of dynamic storage device that stores information and
istructions for execution by processor 132 and/or a read
only memory (ROM) or another type of static storage device
that stores static information and instructions for use by
processor 132 and/or any suitable storage element.

In some embodiments, VSaaS server 130 may interface
with a local gateway or network video recorder that includes
camera 1nterface 136 configured for connection with one or
more cameras 110. For example, camera interface 136 may
include a plurality of ethernet ports and supporting protocols
compatible with PoE standards for connecting to cameras
110.5-110.~. In some embodiments, camera interface 136
may include a PoE network switch for providing power to
connected cameras and routing data packets to and from
cameras 110.5-110.n, such as control and video data. In
some embodiments, VSaaS server 130 may not include a
camera interface 136 and may use network interface 138 for
communication with cameras 110 over network 102.

Network 1nterface 138 may include one or more wired or
wireless network connections to network 102. Network
interface 138 may include a physical interface, such as an
cthernet port, and related hardware and software protocols
for communication over network 102, such as a network
interface card.

Storage devices 140 may include one or more non-volatile
memory devices configured to store video data, such as a
hard disk drive (HDD), solid state drive (SSD), flash
memory-based removable storage (e.g., secure data (SD)
card), embedded memory chips, etc. In some embodiments,
storage device 140 1s, or includes, a plurality of solid-state
drives. In some embodiments, VSaaS server 130 may
include internal storage device 140.1 and expandable stor-
age or access to network storage that enables additional
storage devices 140.n to be connected via storage interface
142. Each storage device 140 may include a non-volatile
memory (NVM) or device controller 144 based on compute
resources (processor and memory) and a plurality of NVM
or media devices 146 for data storage (e.g., one or more
NVM device(s), such as one or more flash memory devices).
In some embodiments, a respective data storage device 140
ol the one or more data storage devices includes one or more
NVM controllers, such as flash controllers or channel con-
trollers (e.g., for storage devices having NVM devices in
multiple memory channels). In some embodiments, storage
devices 140 may each be packaged in a housing, such as a
multi-part sealed housing with a defined form factor and




US 11,741,804 Bl

11

ports and/or connectors for interconnecting with storage
interface 142. Storage device 140.1 and each expanded
storage devices 140.» may be of the same storage device
type or a different storage device type. In some embodi-
ments, data storage devices used for video data storage in
cameras 110 may be configured similarly to storage devices
140.7.

In some embodiments, a respective data storage device
140 may include a single medium device, while 1n other
embodiments the respective data storage device 140
includes a plurality of media devices. In some embodiments,
media devices include NAND-type flash memory or NOR-
type flash memory. In some embodiments, storage device
140 may include one or more hard disk drives. In some
embodiments, storage devices 140 may include a flash
memory device, which m turn includes one or more tlash
memory die, one or more flash memory packages, one or
more flash memory channels or the like. However, in some
embodiments, one or more of the data storage devices 140
may have other types of non-volatile data storage media
(c.g., phase-change random access memory (PCRAM),
resistive random access memory (ReRAM), spin-transier
torque random access memory (STT-RAM), magneto-resis-
tive random access memory (MRAM), etc.).

In some embodiments, each storage device 140 includes
a device controller 144, which includes one or more pro-
cessing units (also sometimes called CPUs or processors or
microprocessors or microcontrollers) configured to execute
instructions in one or more programs. In some embodiments,
the one or more processors are shared by one or more
components within, and 1n some cases, beyond the function
of the device controllers. Media devices 146 are coupled to
device controllers 144 through connections that typically

convey commands 1n addition to data, and optionally convey
metadata, error correction information and/or other infor-
mation 1n addition to data values to be stored in media
devices and data values read from media devices 146. Media
devices 146 may include any number (1.e., one or more) of
memory devices including, without limitation, non-volatile
semiconductor memory devices, such as flash memory
device(s). In some embodiments, media devices 146 may
include NAND or NOR flash memory devices comprised of
single level cells (SLC), multiple level cell (MLC), triple-
level cells, or more.

In some embodiments, media devices 146 1n storage
devices 140 are divided mto a number of addressable and
individually selectable blocks, sometimes called erase
blocks. In some embodiments, individually selectable
blocks are the minimum size erasable units 1 a flash
memory device. In other words, each block contains the
mimmum number of memory cells that can be erased
simultaneously (1.e., 1n a single erase operation). Each block
1s usually further divided into a plurality of pages and/or
word lines, where each page or word line 1s typically an
instance of the smallest individually accessible (readable)
portion 1n a block. In some embodiments (e.g., using some
types of flash memory), the smallest individually accessible
unit of a data set, however, 1s a sector or codeword, which
1s a subunit of a page. That 1s, a block 1ncludes a plurality
of pages, each page contains a plurality of sectors or
codewords, and each sector or codeword 1s the minimum
unit of data for reading data from the flash memory device.

A data unit may describe any size allocation of data, such
as host block, data object, sector, page, multi-plane page,
erase/programming block, media device/package, etc. Stor-
age locations may include physical and/or logical locations
on storage devices 140 and may be described and/or allo-
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cated at different levels of granularity depending on the
storage medium, storage device/system configuration, and/
or context. For example, storage locations may be allocated
at a host logical block address (LBA) data unit size and
addressability for host read/write purposes but managed as
pages with storage device addressing managed 1n the media
flash translation layer (FTL) in other contexts. Media seg-
ments may include physical storage locations on storage
devices 140, which may also correspond to one or more
logical storage locations. In some embodiments, media
segments may include a continuous series of physical stor-
age location, such as adjacent data units on a storage
medium, and, for flash memory devices, may correspond to
one or more media erase or programming blocks. A logical
data group may include a plurality of logical data units that
may be grouped on a logical basis, regardless of storage
location, such as data objects, video media files, or other
logical data constructs composed of multiple host blocks. In
some embodiments, storage device 140 may be configured
specifically for managing the storage and overwriting of
video data in a continual monitoring application for video
survelllance.

Storage 1nterface 142 may include a physical interface for
connecting to one or more external storage devices using an
interface protocol that supports storage device access. For
example, storage interface 142 may include a peripheral
component interconnect express (PCle), serial advanced
technology attachment (SATA), small computer system
interface (SCSI), serial attached SCSI (SAS), umversal
serial bus (USB), Firewire, or similar storage interface
connector supporting storage protocol access to storage
devices 140... In some embodiments, storage interface 142
may include a wireless data connection with suflicient
bandwidth for video data transfer. Depending on the con-
figuration and protocols used by storage interface 142,
storage device 140.» may include a corresponding interface
adapter, firmware, and/or protocols for receiving, managing,
and responding to storage commands from VSaaS server
130.

VSaaS server 130 may include a plurality of modules or
subsystems that are stored and/or instantiated in memory
134 for execution by processor 132 as instructions or
operations. For example, memory 134 may include a camera
control subsystem 150 configured to control cameras 110.
Memory 134 may include a video capture subsystem 152
configured to receive video streams from cameras 110.
Memory 134 may include a video storage subsystem 154
configured to store recerved video data 1n storage device(s)
140 and/or network video storage 162. Memory 134 may
include a video analysis subsystem configured to analyze
video streams and/or video data for defined events, such as
motion, recognized objects, recognized faces, and combina-
tions thereol. Memory 134 may include a video display
subsystem configured to selectively display video streams
on user device 170, which may be attached to VSaaS server
130 or remotely connected via network 102. Memory 134
may include a backup log subsystem configured to generate
a log of backup replication events between peer video
cameras 110 from within backup clusters.

In some embodiments, camera control subsystem 150
may include interface protocols and a set of functions and
parameters for using, configuring, communicating with, and
providing command messages to cameras 110. For example,
camera control subsystem 150 may include an API and
command set for interacting with control circuit 122 to
access one or more camera functions. In some embodiments,
camera control subsystem 150 may be configured to set
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video configuration parameters for image sensor 112 and/or
video encoder 118, access pan-tilt-zoom features of control
circuit 122, set or modily camera-based motion detection,
tripwire, and/or low light detection parameters in memory
116, and/or otherwise manage operation of cameras 110. For
example, camera control subsystem 150 may maintain a
video camera configuration table, pages, or similar data
structures that includes entries for each video camera being
managed and their respective camera-specific configuration
parameters, active control features (such as PTZ control),
and other configuration and control information for manag-
ing cameras 110. In some embodiments, each camera 110
may be assigned a unique camera 1dentifier that may be used
by camera control subsystem 150, video capture subsystem
152, and/or other subsystems to associate video data with the
camera from which 1t was received.

In some embodiments, video capture subsystem 152 may
include interface protocols and a set of functions and param-
eters for recerving video streams from cameras 110. For
example, video capture subsystem 152 may include video
data channels and related data buflers for managing a
plurality of camera video data streams. In some embodi-
ments, each video camera 110 may be allocated a dedicated
video channel for continuously and/or selectively sending its
video stream to VSaasS server 130. Video capture subsystem
152 may be configured to pass each received video stream
and/or selected video portions thereol to video storage
subsystem 154, video analysis subsystem 156, and/or video
display subsystem 138. For example, received video streams
may be bullered by video capture subsystem 152 before
being streamed to video storage subsystem 154 and split into
dual video streams with different video parameters for video
analysis subsystem 156 and video display subsystem 158.

In some embodiments, video storage subsystem 154 may
include interface protocols and a set of functions and param-
cters for managing storage of video data 1n storage devices
140 and/or other network video storage for later retrieval
and use by video analysis subsystem 156 and/or video
display subsystem 158. For example, video storage subsys-
tem 154 may write camera video stream data from video
data bullers to non-volatile storage in storage devices 140
and video analysis subsystem 156 and/or video display
subsystem 158 may be configured to selectively read video
data from storage devices 140. In some embodiments, video
storage subsystem 154 may include management of video
storage space 1n storage devices 140 1n accordance with one
or more data retention and/or data archiving schemes. For
example, surveillance system 100 may support continuous
and/or triggered recording of video data from cameras 110
and video storage subsystem 154 may include logic for
enforcing a data retention and overwriting policy whereby
the fixed storage space of storage devices 140 1s recycled for
storing a recent period of captured video, video data meeting
specific retention criteria, and/or deleting or archiving video
data after one or more periods of time defined 1n the data
retention policy. In some embodiments, video storage sub-
system 154 may include or access video decoders and/or
encoders for storing video data 1n a storage video format that
1s different than the camera video format, such as using a
different codec, compression factor, frame rate, resolution,
image size, efc.

In some embodiments, video storage subsystem 154 may
be configured to rely on in-camera storage (e.g., memory
116 and/or data storage devices therein) for primary storage
of the captured video streams and selectively archive video
data of particular interest, such as wvideo data portions
flagged by mn-camera analysis subsystem 124 and/or analysis
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subsystem 156 as containing particular objects, events, or
other parameters. In some embodiments, cameras 110 may
be configured to send parity data, backup video data, and/or
parity management logs to VSaaS server 130 for storage
through video storage subsystem 154. This selectively ofl-
loaded data from cameras 110 may support parity-based
redundant storage among a group of video cameras. In some
embodiments, video storage subsystem 154 may also
include logic for recovering video data in the event of a
storage failure by one or more of cameras 110. For example,
video storage subsystem 154 may access parity management
logs to determine the location of source video data blocks
and corresponding parity blocks needed to recover the
source video data of the lost camera, as well as 1nitiate and
oversee the data recovery process to storage device 140..
and/or to a replacement camera 110 or storage device therein
(such as a replacement SD card).

In some embodiments, video analysis subsystem 156 may
include interface protocols and a set of functions and param-
cters for analyzing video data from cameras 110. For
example, video analysis subsystem 156 may be configured
to run one or more event detection algorithms for determin-
ing, tagging, and/or initiating alerts or other actions 1n
response to detected video events. In some embodiments,
video analysis subsystem 156 may be configured to tag or
build metadata structures that map detected events to time
and 1mage location markers for the video stream from which
they are detected. For example, video analysis subsystem
156 may use motion, tripwire, object recogmition, facial
recognition, audio detection, speech recognition, and/or
other algorithms to determine events occurring in a video
stream and tag them 1n a corresponding metadata track
and/or separate metadata table associated with the video data
object. In some embodiments, video analysis subsystem 156
may include event handling logic for determining response
to detection of one or more detected events, such as raising
an alert to user device 170 or triggering selective display of
a video stream including the detected event through video
display subsystem 158. In some embodiments, video analy-
s1s subsystem 156 may operate in real-time or near real-time
on video data received by video capture subsystem 152,
delayed processing of video data stored by video storage
subsystem 154, and/or a combination thereof based on the
nature (and processing requirements) of the video events,
volume of video to be processed, and other factors. In some
embodiments, video analysis subsystem 156 may comprise
one or more analytics engines configured for a particular
type of event and corresponding event detection algorithm
or model.

In some embodiments, video display subsystem 158 may
include interface protocols and a set of functions and param-
cters for displaying video from video capture subsystem 152
and/or video storage subsystem 154 on user device 170. For
example, video display subsystem 158 may include a moni-
toring or display configuration for displaying one or more
video streams 1n real-time or near real-time on a graphical
user display of user device 170 and/or receive video navi-
gation commands from user device 170 to selectively dis-
play stored video data from video storage subsystem 154. In
some embodiments, video display subsystem 158 may main-
tain an 1ndex of real-time/near real-time video streams
and/or stored or archived video streams that are available for
access by user device 170. In some embodiments, the video
index may include a corresponding metadata index that
includes video data parameters (e.g., time, location, camera
identifier, format, low light/normal light, etc.), detected
video event metadata (event time, location, type, parameters,
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etc.), and/or video management parameters (expiration,
active/archive, access control, etc.) for use 1n displaying and
managing video data. Video display subsystem 158 may be
configured to support user device 170 when directly attached
to a network video recorder and/or via network 102 within
a LAN, WAN, VPN, or the internet.

In some embodiments, a backup log subsystem 160 may
be configured to generate a recorded log of backup replica-
tion events between peer video cameras 110 from within
backup clusters. For example, the backup log subsystem 160
may 1nclude a data store or database configuration for
storing a log of the backup replication events between peer
video cameras 110 in each backup cluster. The peer video
cameras 110 may be identified based on the camera 1dentifier
(e.g., serial number of the camera). A specified backup order
may be used to determine which peer video camera 1s the
target location of the backup replications for the other peer
video cameras 1n the backup cluster, daily. The target
location of the backup replications are rotated among the
peer video cameras in the backup cluster according to the
specified backup order.

User device 170 may be any suitable computer device,
such as a computer, a computer server, a laptop computer, a
tablet device, a netbook, an internet kiosk, a personal digital
assistant, a mobile phone, a smart phone, a gaming device,
or any other computing device. User device 170 1s some-
times called a host, client, or client system. In some embodi-
ments, user device 170 may host or instantiate one or more
applications for interfacing with surveillance system 100.
For example, user device 170 may be a personal computer
or mobile device running a surveillance monitoring and
management application configured to provide a user inter-
face for VSaaS server 130. In some embodiments, user
device 170 may be configured to access cameras 110 and/or
their respective video streams through VSaaS server 130
and/or directly through network 102. In some embodiments,
one or more functions of VSaaS server 130 may be 1nstan-
tiated 1n user device 170 and/or one or more functions of
user device 170 may be instantiated 1n VSaaS server 130
and/or a network video recorder (not shown).

User device 170 may include one or more processors 172
for executing compute operations or instructions stored in
memory 174 for accessing video data and other functions of
VSaaS server 130 through network 102. In some embodi-
ments, processor 172 may be associated with memory 174
and input/output device 176 for executing both video display
operations and surveillance system management operations.
Processor 172 may include any type of processor or micro-
processor that interprets and executes instructions or opera-
tions. Memory 174 may include a random access memory
(RAM) or another type of dynamic storage device that stores
information and instructions for execution by processor 172
and/or a read only memory (ROM) or another type of static
storage device that stores static information and instructions
for use by processor 172 and/or any suitable storage ele-
ment. In some embodiments, user device 170 may allocate
a portion of memory 174 and/or another local storage device
(in or attached to user device 170) for storing selected video
data for user device 170. In some embodiments, user device
170 may include one or more mput/output (I/O) devices 176.
For example, a graphical display, such as a monitor and/or
touch screen display, and/or other user interface components
such as a keyboard, a mouse, function buttons, speakers,
vibration motor, a track-pad, a pen, voice recognition, bio-
metric mechanisms, and/or any number of supplemental
devices to add functionality to user device 170. Network
interface 178 may include one or more wired or wireless
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network connections to network 102. Network interface 178
may include a physical interface, such as an ethernet port,
and/or related hardware and software protocols for commu-
nication over network 102, such as a network interface card,
wireless network adapter, and/or cellular data interface.

User device 170 may include a plurality of modules or
subsystems that are stored and/or instantiated 1n memory
174 for execution by processor 172 as instructions or
operations. For example, memory 174 may include a video
manager 180 configured to provide a user interface for
selectively navigating and displaying real-time, near real-
time, and/or stored video streams. Memory 174 may include
alert manager 182 configured to provide a user interface for
setting, monitoring, and displaying alerts based on video
events. Memory 174 may include a camera manager 184
configured to provide a user interface for 1dentifying, con-
figuring, and managing cameras 110. Memory 174 may
include a configuration manager 186 to provide a user
interface for setting and managing system settings, user
access controls, storage options, and other configuration
settings for surveillance system 100. Memory 174 may
include an account manager 188 configured to provide a user
interface for identitying, configuring, and managing a secure
user account for VSaaS server 130. Memory 174 may
include an analytics manager configured to provide a user
interface for selecting, training, and managing event detec-
tion algorithms for surveillance system 100.

In some embodiments, video manager 180 may include
interface protocols and a set of functions and parameters for
navigating and displaying video streams from cameras 110.
For example, video manager 180 may include a graphical
user interface and interactive controls for displaying lists,
tables, thumbnails, or similar interface elements for select-
ing and displaying video streams for particular cameras,
times, locations, and/or events. In some embodiments, video
manager 180 may enable split screen display of multiple
camera video streams. For example, the near real-time video
streams (with a predetermined lag based on network lag,
storage, and processing times) from all active cameras may
be displayed on a monitoring interface or a set of video
streams corresponding to a detected event may be displayed
1n an event review 1nterface. In some embodiments, video
manager 180 may include a data structure summarizing all
video data stored in surveillance system 100 to enable the
user to locate and view older surveillance wvideo. For
example, a video management log or database may include
entries for stored video data indexed by related metadata,
such as video data parameters (e.g., time, location, camera
identifier, format, low light/normal light, etc.), detected
video event metadata (event time, location, type, parameters,
etc.), and/or video management parameters (expiration,
active/archive, access control, etc.). In some embodiments,
video manager 180 may be configured to interface with
video display subsystem 158 and/or storage subsystem 154
for determining and retrieving selected video data.

In some embodiments, alert manager 182 may include
interface protocols and a set of functions and parameters for
setting, monitoring, and displaying alerts based on video
events. For example, the user may define a set of trigger
cvents that generate visual, audible, tactile, and/or notifica-
tion-based (electronic mail, text message, automated call,
etc.) alert to user device 170. In some embodiments, alert
manager 182 may include a plurality of preset alert condi-
tions with associated event parameters and allow a user to
enable and disable alert types and/or change associated
event parameters. In some embodiments, alert manager 182
may be configured to overlay graphical elements represent-
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ing detected events or event indicators on video streams
displayed through wvideo manager 180. For example,
detected motion, objects, or faces may be boxed or high-
lighted, tagged with relevant identifiers, or otherwise indi-
cated 1n the video playback on user device 170. In some
embodiments, alert manager 182 may be configured to
interface with video analysis subsystem 156, video capture
subsystem 152, and/or directly with cameras 110 for recerv-
ing event notifications or parameters.

In some embodiments, camera manager 184 may include
interface protocols and a set of functions and parameters for
identifying, configuring, and managing cameras 110. Con-
figuration manager 186 may include interface protocols and
a set of functions and parameters for setting and managing
system settings, user access controls, storage options, and
other configuration settings. Account manager 188 may
include interface protocols and a set of functions and param-
cters for identifying, configuring, and managing access to
VSaaS server 130. For example, each of camera manager
184, configuration manager 186, and/or account manager
188 may include a series of graphical user interfaces for
displaying their respective component identifiers and related
configuration parameters and enabling the user to view
and/or change those parameters for managing surveillance
system 100 and its component systems. In some embodi-
ments, camera manager 184, configuration manager 186,
and/or account manager 188 may provide changes param-
cters to the effected components, such as camera manager
184 sending camera configuration parameter changes to
selected cameras 110, account manager 188 sending VSaaS
account configuration parameter changes to VSaaS server
130, and/or configuration manager 186 sending system
confliguration parameter changes to all eflected components.

In some embodiments, analytics manager 190 may
include interface protocols and a set of functions and param-
cters for selecting, training, and managing event detection
algorithms. For example, analytics manager 190 may
include a library of event detection algorithms for different
event types. In some embodiments, the event detection
algorithms may include a set of parameters and/or model
weilghts that are preconfigured based on training data sets
processed independent of surveillance system 100. For
example, analytics manager 190 may include object detec-
tion algorithms for common objects, situations, and camera
configurations. In some embodiments, analytics manager
190 may include preconfigured training data sets and/or
allow the user to define traiming data sets for determining or
reflining event detection algorithm parameters and/or model
welghts based on predefined base algorithms or models. In
some embodiments, analytics manager 190 may interface
with analysis subsystem 156 for using the event detection
algorithms configured through analytics manager 190 to
process video data captured by cameras 110 and/or select-
ing, training, and managing those algorithms.

FIG. 2 shows a schematic representation of an example
camera group topology that may be used for redundant video
data storage in a computer-based surveillance system 200,
such as surveillance system 100 1n FIG. 1. Each example
topology 1s shown based on camera groups including four
cameras, but any number of peer video cameras may be used
for each topology. In some embodiments, the topology may
be based on a plurality of video cameras 210 configured
similarly to cameras 110 in FIG. 1. In some embodiments,
a majority of the video cameras 210 in the topology may
have a standard configuration with a first set of compute
resources, including processor, memory, and/or data storage
device configurations. In some embodiments, the target peer
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video camera where the other peer video cameras send their
backup data may rotate among video cameras 210 in the
backup cluster after each synchronization event, (e.g.,
daily), to distribute the workload and/or storage demands on
the designated target video camera.

In FIG. 2, a first video camera group 202.1 and a second
camera group 202.2 may be configured to be clustered 1n
backup clusters based on a network topology 1n a registra-
tion phase. A registration manager 222 of the VSaaS server
220 may assign peer video cameras 210 to a camera group
202 based on network topology information. For example,
peer video cameras 210.1, 210.2, 210.3, 210.4 may be
configured to move their backup data within their backup
cluster, or camera group 202.1 based on their network
topology 212.1. Similarly, peer video cameras 210.5, 210.6,
210.7, 210.8 may also be configured to move their backup
data within their backup cluster, or camera group 202.2
based on their network topology 212.2 1n order to assure that
failure of one of the peer video cameras does not result 1n
data loss for 1ts group. During the registration phase, the
registration manager 222 recerves the serial number of the
camera 210 and a route trace through the network, including
the lowest level of the network topology 212 and other
layers of the network topology 214. The registration man-
ager 222 may be configured to set up backup clusters based
on the network topology of the camera group 202. On
installation or addition to a camera group 202, the camera
identifier, such as a serial number of the camera, and the
route trace 1s sent from the camera 210 to the registration
manager 222 to determine the backup cluster, as stored in the
address registry 228. A data retention policy manager 230
may be included 1n the VSaaS server 220 to receive a data
retention policy of the surveillance system 200. For
example, a thirty (30) day retention cycle with 4 cameras 1n
the cluster may be the configuration as selected by a user or
administrator of the surveillance system 200. Different data
retention policies may be implemented based on the storage
capacity of storage devices within each camera 210. In some
embodiments, 1t may be assumed that each camera 210
produces one (1) GB of data per data.

A backup order, such as backup chain information 218,
may be determined by the VSaaS server 220 by a backup
rules manager 224 and sent to each camera 210 through the
network topology 212, 214. For example, peer video camera
210.1 may be configured to receirve video data from each
peer video camera 210.2, 210.3, and 210.4 and send its
backup source video data (the video data that peer video
camera 210.1 captured 1itsell) to the next peer video camera
in the backup order, such as 210.2. Because the backup chain
information 218 1s stored within each camera 210 of a
camera group 202, the target of the backup replication event
1s predetermined. However, 1if peer video camera 210.2
falled or otherwise was unable to receirve the backup data
from peer video 210.1, the backup source video data would
be sent to the next peer video camera 210.3 1n the backup
order to avoid the loss of 1ts data. In this way, each peer
video camera 1s configured to backup data in camera group
202.1 according the specified backup order, as stored in the
backup chain information 218.

The backup rules manager 224 of the VSaaS server 220
may define additional backup rules to avoid data loss. For
example, as an additional backup, 11 the number of opera-
tional cameras 1s below a certain threshold, such as two
cameras, then an additional camera from another camera
group, such as camera group 202.2, may be brought into
camera group 202.1. For example, backup state data 216 1s
stored within each peer video camera 210 as well as at the
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VSaaS server 220 by a camera status manager 226 to assure
that failure of multiple peer video cameras does not result in
data loss. While two groups are shown, similar configura-
tions could be implemented for any number of groups
(greater than 1), where each peer video camera 1n each group
sends i1ts backup state data to the camera status manager 226,
where the address registry 228 tracks the backup clusters
and the peer video cameras 210 included 1n each group. In
some embodiments, the camera status manager 226 may be
configured to track the backup state of each camera and
identify which cameras have failed.

The backup rules manager 224 may also define when the
backups are scheduled to occur. For example, each camera
210 may be configured to send backup data continuously, on
a scheduled periodic basis, and/or an event basis, such as a
notification from VSaaS server 220. In some embodiments,
cameras 210 may be configured with data collection time
windows based on the data backup and retention policy. For
example, the data backup and retention policy may specily
that the cameras are backed up daily and data 1s retained on
a 30-day cycle. Under this policy, the data collection time
window may be one day and cameras 210 may be scheduled
to provide backups at a specific time each data (generally
during a period of low camera use and/or network tratlic). In
some embodiments, a synchronization event may be sched-
uled at a particular time daily for cameras 210 to backup
their video data and update VSaaS server 220 on the backup
states and locations for each camera 210.

FIG. 3 schematically shows selected modules of a sur-
veillance system 300 configured for using in camera data
storage for maintaining the video data mn a redundancy
scheme that prevents data loss from video camera loss or
tailure. Surveillance system 300 may incorporate elements
and configurations similar to those shown 1n FIGS. 1-2. For
example, surveillance system 300 may be configured 1n a
plurality of video cameras similar to video cameras 110, and
210. In some embodiments, one or more of the selected
modules may access or be instantiated in the processors,
memories, and other resources of video cameras configured
for video capture, similar to video cameras 110. For
example, a video camera and its embedded or attached data
storage device may be configured with some or all functions

of video capture controller 330, camera redundant array of

independent disks (RAID) controller 340, and/or network
server mterface 350 to provide redundant video data storage
in a distributed fashion at the edge of surveillance system
300 before selectively providing the video stream and gen-
crated metadata to other system components, such as a
VSaaS server or user device, for additional analytics, stor-
age, and/or use 1n a surveillance application. In some
embodiments, each video camera 1n a group may be con-
figured with video capture controller 330 and peer modules
of camera RAID controller 340, such as peer backup engine
336, camera group configuration 342 and data recovery
engine 344.

Surveillance system 300 may include a bus 310 intercon-
necting at least one processor 312, at least one memory 314,
and at least one interface, such as storage interface 316 and
network interface 318. Bus 310 may include one or more
conductors that permit communication among the compo-
nents of surveillance system 300. Processor 312 may include
any type of processor or microprocessor that interprets and
executes 1nstructions or operations. Memory 314 may

include a random access memory (RAM) or another type of

dynamic storage device that stores information and instruc-
tions for execution by processor 312 and/or a read only
memory (ROM) or another type of static storage device that
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stores static information and instructions for use by proces-
sor 312 and/or any suitable storage element such as a hard
disk or a solid state storage element. In some embodiments,
processor 312 and memory 314 may be compute resources
available for execution of logic or software instructions
stored 1n memory 314 and computation intensive tasks may
be configured to momitor and share these resources.

Storage 1nterface 316 may be configured to provide a data
storage device for storing video data 1n each video camera.
Storage interface 316 may include a physical interface for
connecting to one or more internal and/or removable storage
devices using an interface protocol that supports storage
device access. For example, storage interface 316 may
include a PCle, SATA, SCSI, SAS, USB, Firewire, SD,
extended secure digital (XSD), or similar storage interface
connector supporting storage protocol access to some or all
of non-volatile memory 320. Depending on the configura-
tion and protocols used by storage interface 316, non-
volatile memory 320 may include a corresponding interface
adapter, firmware, and/or protocols for receiving, managing,
and responding to storage commands from the video cam-
era. In some embodiments, non-volatile memory 320 may
include a removable data storage device, such as an SD card,
and storage interface 316 may include hardware (slot and
conductor configuration) and software for storing to and
reading from the removable data storage device.

Network 1nterface 318 may include one or more wired or
wireless network connections to network, similar to network
102. Network interface 318 may include a physical inter-
face, such as an ethernet port, and related hardware and
soltware protocols for communication over the network,
such as a network interface card or wireless adapter.

Surveillance system 300 may include one or more non-
volatile memory devices 320 configured to store video data.
For example, non-volatile memory devices 320 may include
a plurality of flash memory packages organized as an
addressable memory array and/or one or more solid state
drives or hard disk drives. In some embodiments, non-
volatile memory devices 320 may include a plurality of
storage devices within or attached to the video cameras for
storing and accessing video data.

Surveillance system 300 may include a plurality of mod-
ules or subsystems that are stored and/or instantiated in
memory 314 for execution by processor 312 as instructions
or operations. For example, memory 314 may include a
video capture controller 330 configured to enable each video
camera to capture and store video streams for that camera.
Memory 314 may include a camera RAID controller 340
configured to manage redundant storage of video data across
a video camera group and/or recovery of video data in the
event of loss or failure of camera video storage. Memory
314 may include a network server interface configured to
provide a network interface for accessing and managing
video data on the video cameras from a VSaaS server, video
surveillance application, or other access point for a group of
smart video cameras.

Video capture controller 330 may include interface pro-
tocols, functions, parameters, and data structures for cap-
turing and storing video data within each video camera. For
example, video capture controller 330 may be an embedded
firmware application and corresponding hardware 1n a video
camera configured to store video data for selective access
through a VSaaS server and/or video surveillance applica-
tion. Video capture controller 330 may be configured as an
interface between video data captured through the camera’s
video 1mage sensor and 1n camera storage, such as non-
volatile memory 320, for the encoded video stream.
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Video capture controller 330 may include 1mage sensor
interface protocols and a set of functions, parameters, and
data structures for recerving video streams from the video
image sensors. For example, video capture controller 330
may include video data channels and related data buflers for
managing at least one video data stream. In some embodi-
ments, video capture controller 330 may include a plurality
of hardware and/or software modules configured to use
processor 312 and memory 314 to handle or manage defined
operations of video capture controller 330. For example,
video capture controller 330 may include a video encoder
332 and a storage manager 334.

In some embodiments, video capture controller 330 may
include one or more video encoders 332 configured to
encode video data, such as raw video data from the image
sensor, 1 a desired video format. For example, video
encoder 332 may receive raw video frames 1n accordance
with a defined frame rate and resolution to generate a
time-dependent video stream that may be further processed
according to a selected video codec and corresponding
compression scheme. In some embodiments, video encoder
332 may be configured to generate video data for a defined
resolution, 1mage size, frame rate, codec, compression fac-
tor, color/gray-scale, or other video format parameters. In
some embodiments, video encoder 332 may support one or
more codecs for video encoding that support variable com-
pression. As a result, each camera 1n a group of cameras may
generate video data at different data sizes for the same
recording window.

Storage manager 334 may include storage interface pro-
tocols and a set of functions, parameters, and data structures
for managing storage of video data 1n non-volatile memory
320, for later retrieval and use by the camera’s onboard
analytics and/or access, display, and/or transfer to other
systems through network server interface 350. For example,
storage manager 334 may write camera video stream data
from video data buflers and/or storage path video data from
video encoder 332 to non-volatile memory 320 as source
video data 320.1. In some embodiments, storage manager
334 may support peer backup engine 336 to allow video data
from non-volatile memory 320 to be sent to a peer video
camera. For example, storage manager 334 may read video
data from non-volatile memory 320 and/or video data bui-
fers 1 video capture controller 330 to be sent to other
cameras as peer video data. In some embodiments, storage
manager 334 may also support peer backup engine 336 for
storing distributed parity data and/or backup data from other
cameras 1n non-volatile memory 320. For example, peer
cameras may use storage manager 334 to store source video
data 320.1, peer video data 320.2 from other cameras,
backup data 320.3 (peer video data sent as backup from
another camera that may have failed), and a backup state log
320.4 that includes a log of where the backup data of peer
video cameras have been stored during the data retention
policy, where the backup state log 320.4 may include a data
record 320.5. In some embodiments, storage manager 334
may be configured to support data recovery engine 344 and
store recovered data 320.6 1n non-volatile memory 320.

In some embodiments, storage manager 334 may be
configured to manage video storage space in non-volatile
memory 320 1n accordance with one or more data retention
and/or data archiving schemes. For example, surveillance
system 300 may support continuous and/or triggered record-
ing of video data from associated cameras and storage
manager 334 may include logic for enforcing a data reten-
tion and overwriting policy whereby the fixed storage space
of non-volatile memory 320 1s recycled for storing a recent
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period of captured video, video data meeting specific reten-
tion criteria, and/or deleting or archiving video data after one
or more periods of time defined 1n the data retention policy.
In some embodiments, storage manager 334 may also
include a metadata manager to receive and store video
metadata as tags or metadata tracks 1n the video data or in
an associated metadata table, file, or similar data structure
associated with the corresponding video data objects.

Camera RAID controller 340 may include APIs and a set
of functions, parameters, and data structures for managing
redundant storage of video data using in-camera data storage
across the non-volatile memory devices of a group of
cameras. For example, camera RAID controller 340 may be
replicated or distributed among the controllers of each video
camera in the camera group and designate each camera’s
role and contents for the redundant storage of the group’s
video data. For example, the camera group may generate
synchronized RAID stripes based on common timestamps,
where each data collection window 1s defined by a starting
and ending timestamp used across the video cameras to
access and recovery of RAID data. In some embodiments,
cach video camera may be responsible for generating and
storing 1ts own timestamps, rather than receiving a synchro-
nized timestamp. In an embodiment, a data retention policy
may be defined such that the data collection window 1s one
day.

In some embodiments, camera RAID controller 340 may
include a plurality of hardware and/or software modules
configured to use processor 312 and memory 314 to handle
or manage defined operations of camera RAID controller
340. For example, camera RAID controller 340 may include
a camera group configuration 342, a peer backup engine
336, and a data recovery engine 344. In some embodiments,
cach video camera in a camera group may include peer
backup engine 336 and elements of camera group configu-
ration 342 for communication with other video cameras. In
some embodiments, data recovery may be managed by
another component of surveillance system 300, such as a
VSaaS server remotely accessing source video data 320.1,
peer video data 320.1, backup data 320.3, and/or backup
state log data 320.4 to generate recovered data 320.6 for the
replacement video camera.

Camera group configuration 342 may include APIs and a
set of functions, parameters, and data structures for deter-
mining how camera groups are configured and the topology
for the RAID configuration. For example, camera group
configuration 342 may include any number of video cam-
eras, mncluding cameras with different physical configura-
tions (such as increased storage capacity), and correspond to
any selected topology, such as the topologies described
above with regard to FIG. 2. In some embodiments, each
video camera may be configured with 1ts own unique
identifier and group identifiers, which may be designated a
source camera identifier 342.1 and source group identifier
342.2. For example, source camera identifier 342.1 may be
the unique camera identifier, such as a name, 1dentification
number, network address, etc., for the camera that generated
the video data and the source group identifier 342.2 may be
the unique 1dentifier, such as a group name, group number,
location 1dentifier, etc., for the camera group to which that
camera 1s assigned. In some embodiments, peer camera
identifier 342.3 may be tags, types, and/or a reference list for
the source camera identifiers 342.1 of the other video
cameras in the camera group (having the same source group
identifier 342.2). In some embodiments, peer group 1denti-
fiers 342.4 may be used 1n topologies, such as FIG. 2, where
a relationship 1s established with another camera group 1n
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the same surveillance system 300. For example, the network
topologies 212.1 and 212.2 1n FIG. 2 may be configured with
peer group 1dentifiers 342.4 for the video cameras 1n the
other camera group. In some embodiments, the unique
identifiers 1n camera group configuration 342 may directly
or indirectly allow each video camera to communicate with
other relevant video cameras through network interface 318
and secure peer-to-peer network communication for video
data transfer and messaging.

Peer backup engine 336 may include APIs and a set of
functions, parameters, and data structures for supporting the
redundant storage of video data from each of the video
cameras in the group. For example, each video camera,
including the parity camera, may instantiate some or all of
peer backup engine 336 to enable sending source video data
320.1 as peer video data 320.2 to other cameras, as well as
receiving and storing backup data 320.3 1n some configu-
rations. In some embodiments, peer backup engine 336 may
be configured to use a predetermined backup rules data
336.1 to coordinate sending peer video data to other cameras
according to a backup order defining a sequential order for
rotating backups. For example, backup rules data 336.1 may
be configured for the camera group to define a specific
backup order of rotating backup events for the peer video
data moving among the cameras, where the backup order 1s
stored as peer backup order data 336.2.

Peer backup engine 336 may include backup modification
data 336.3 in the event where the backup cluster requires
modification due to the number of failed cameras exceeding
a predetermined threshold. For example, 11 a camera group
includes four cameras, up to two cameras may fail, leaving
two other cameras to exist 1n the camera group. However, i
a third camera fails, the backup cluster may require modi-
fication to include another camera from another backup
cluster group. The backup modification data 336.3 may
include the camera identifier information of the other camera
pulled 1nto the group to ensure no data loss.

Data recovery engine 344 may include APIs and a set of
functions, parameters, and data structures for recovering
redundant copies ol video data for a failed video camera,
video camera storage device, or a portion thereof. For
example, 1f a video camera 1n the group fails or 1s otherwise
lost, a failed data retrieval event may be determined and the
corresponding video data from the other cameras may be
used to reconstruct recovered data 320.6 and stored to a new
location, such as reconstructing the video data in a replace-
ment camera or offloading the recovered data to a network
video resource for analysis, archiving, or other use. In some
embodiments, data recovery engine 344 may be instantiated
on one or more video cameras in the camera group. In some
embodiments, data recovery engine 344 may be selectively
installed or activated after a camera failure event. In some
embodiments, some or all of data recovery engine 344 may
be implemented 1n a network resource, such as a VSaaS
server and coordinate recovery over the network. For
example, 1n the event of a failure of a peer video camera, the
VSaaS server may recover the backup data for the peer video
camera and initiate rebuild of the peer video data 1n a
replacement camera by reprocessing the backup data and the
peer video data from the other video cameras 1n the group.

Network server interface 350 may include APIs and a set
of functions, parameters, and data structures for interacting
with a network video server, such as a VSaaS server or other
video storage server, and/or a user display application, such
as a surveillance application. For example, network server
interface 350 may include a monitoring or display configu-
ration for displaying one or more video streams 1n real-time
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or near real-time on a graphical user display of a user device
and/or receirve video navigation commands from the user
device to selectively display stored video data from non-
volatile memory 320. In some embodiments, network server
interface 350 may maintain an index of real-time/near
real-time video streams and/or stored video streams that are
available for access by the surveillance application from the
camera group. In some embodiments, the video mndex may
include a corresponding metadata index that includes video
data parameters (e.g., time, location, camera identifier, for-
mat, low light/normal light, etc.), detected video event
metadata (event time, location, type, parameters, etc.), and/
or video management parameters (expiration, active/ar-
chive, access control, etc.) for use n displaying and man-
aging video data. Network server interface 350 may be
configured to support the surveillance application when
instantiated 1n a VSaaS server, end user device, network
video recorder, or another system accessible via a network
within a LAN, WAN, VPN, or the internet.

Network server interface 350 may include a server
authentication function 352 for validating remote access to
and from the video cameras. For example, secure connection
to a VSaaS server and/or surveillance applications runming,
on another device (such as an end user device) may require
cach video camera to be configured with a set of mutually
authenticated credentials for each remote connection. In
some embodiments, a set of camera credentials and/or
account credentials for the camera group may be provided to
cach camera, along with encryption keys or similar security
elements, as well as network server identifier, such as a
server name, internet protocol (IP) address, or other network
routing information. For example, the set of credentials may
enable an initial connection or configuration session and
generate a secure authentication token stored to each video
camera and/or a gateway for accessing the camera group to
enable automatic mitiation of a secure data transier connec-
tion between the video cameras and the surveillance appli-
cation (and its hosting device or devices).

In some embodiments, the surveillance application may
include a plurality of hardware and/or software modules
configured to use a processor and a memory to handle or
manage defined operations of the surveillance application.
For example, the surveillance application may include a
video manager, an alert manager, and an analytics manager.

The video manager may include APIs and a set of
functions, parameters, and data structures for navigating and
displaying video streams from the video cameras and stored
through video capture controller 330. For example, the video
manager may include a graphical user interface and inter-
active controls for displaying lists, tables, thumbnails, or
similar mterface elements for selecting and displaying video
streams for particular cameras, times, locations, and/or
events. In some embodiments, the video manager may
enable split screen display of multiple camera video streams.
For example, the near real-time wvideo streams (with a
predetermined lag based on network lag, storage, and pro-
cessing times) from all active cameras may be displayed on
a monitoring 1nterface or a set of video streams correspond-
ing to a detected event may be displayed in an event review
interface. In some embodiments, the video manager may
include a data structure summarizing all video data stored 1n
survelllance system 300 to enable the user to locate and view
older surveillance video. For example, a video management
log or database may include entries for stored video data
indexed by related metadata, such as video data parameters
(e.g., time, location, camera identifier, format, low light/
normal light, etc.), detected video event metadata (event
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time, location, type, parameters, etc.), and/or video manage-
ment parameters (expiration, active/archive, access control,
etc.).

The alert manager may include APIs and a set of func-
tions, parameters, and data structures for setting, monitoring,
and displaying alerts based on detected video events. For
example, the user may define a set of trigger events that
generate visual, audible, tactile, and/or notification-based
(electronic mail, text message, automated call, etc.) alerts to
a user device. In some embodiments, the alert manager may
include a plurality of preset alert conditions with associated
event parameters and allow a user to enable and disable alert
types and/or change associated event parameters. In some
embodiments, the alert manager may be configured to oper-
ate 1n conjunction with event overlay function to overlay
graphical elements representing detected events or event
indicators on video streams displayed through the video
manager. For example, detected motion, objects, or faces
may be boxed or highlighted, tagged with relevant i1denti-
fiers, or otherwise indicated in the video playback on the
user device.

The analytics manager may include APIs and a set of
functions, parameters, and data structures for selecting,
training, and managing event detection algorithms. For
example, the analytics manager may include a user interface
to an analytical model library for one or more analytics
engines, either in-camera analysis subsystems or ofl-camera
analytics engines, such as those supported by the VSaaS
server. In some embodiments, the event detection algorithms
may include a set of parameters and/or model weights that
are preconfigured based on training data sets processed
independent of surveillance system 300. For example, the
analytics manager may include object detection algorithms
for common objects, situations, and camera configurations.
In some embodiments, the analytics manager may 1nclude
access to training services and/or preconfigured training data
sets. For example, the analytics manager may enable the
user to define training data sets for determining or refining,
event detection algorithm parameters and/or model weights
based on predefined base algorithms or models. In some
embodiments, the analytics manager may interface directly
with an analytics engine for selecting, training, managing,
and using the event detection algorithms configured through
the analytics manager.

FIGS. 4a, 4b, 4c, 4d, 4e, 42, 41, 4i, 4;, and 4k, and shows
example fault-tolerant redundant storage scheme 400 for a
video data unit stored by the computer-based surveillance
systems ol FIGS. 1-3. FIGS. 4f and 4/ schematically 1llus-
trate example representations of data i a fault-tolerant
redundant storage scheme 400 for a video data unit stored by
the computer-based surveillance systems of FIGS. 1-3.
While scheme 400 1s shown for four cameras 410.1-410 .4,
it may be applied to any number of video cameras 1n a
camera group. FIGS. 4a, 4b, 4c, 4d, and 4e represent a
scenario where the four cameras are operational, the prede-
termined data retention policy 1s for 30 days and where each
camera 1s estimated to produce 1 GB of video data, as an
example. In some embodiments, the data retention policy
and backup policy may be configured based on the maxi-
mum capacity ol the non-volatile storage capacity (indi-
vidual and/or cumulative across the peer group) of cameras
410 to ensure that cameras 410 will be able to store the video
data and backup data according to the data retention policy
without running out of space or overwriting data still within
its retention period.

FIG. 4a illustrates a fault-tolerant redundant storage
scheme 400 for redundant storage across a video camera
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group including video cameras 410.1-410.4. Each camera
410 may each start collecting video data from their respec-
tive 1mage sensors and processed through their respective
encoders (and variable compression codecs). Backup video
data 420 from each camera may be stored 1n a target storage
location on a peer video camera based on the backup order
stored on each camera. In FIG. 4a, cameras 410.1, 410.2,
and 410.3 store their respective backup video data 420.1.1,
420.2.1, and 420.3.1 to camera 410.4. The backup video data
420.4.1 of camera 410.4 1s stored at camera 410.1. FIG. 4a
represents the end of day 1, where each camera backups its
source video data to a specified target camera based on the
backup order.

FIG. 45 1llustrates the end of day 2 where cameras 410.2,
410.3, and 410.4 store their respective backup video data
420.2.2, 420.3.2, and 420.4.2 to camera 410.1. The backup
video data 420.1.2 of camera 410.1 1s stored at camera
410.2.

FIG. 4¢ 1llustrates the end of day 3 where cameras 410.3,
410.4, and 410.1 store their respective backup video data
420.3.3, 420.4.3, and 420.1.3 to camera 410.2. The backup
video data 420.2.3 of camera 410.2 1s stored at camera
410.3.

FIG. 44 illustrates the end of day 4 where cameras 410 .4,
410.1, and 410.2 store their respective backup video data
420.4.4, 420.1.4, and 420.2.4 to camera 410.3. The backup
video data 420.3.4 of camera 410.3 1s stored at camera
410.4.

FIG. 4e illustrates the end of day 5 where cameras 410.1,
410.2, and 410.3 store their respective backup video data
420.1.5, 420.2.5, and 420.3.5 to camera 410.4. The backup
video data 420.4.5 of camera 410.4 i1s stored at camera
410.1.

FIG. 4f schematically 1llustrates an example representa-
tion of data 1n a fault-tolerant redundant storage scheme 400
in a table that illustrates data in a day column 430, a source
column 432, a destination column 434, and a storage used
column 436 by camera. As shown 1n the table 1n FIG. 4f, on
day 1, source data from cameras 1, 2, and 3 are stored at
camera 4 while source data from camera 4 1s stored at
camera 1. On day 2, source data from cameras 2, 3, and 4 are
stored at camera 1 while source data from camera 1 1s stored
at camera 2. On day 3, source data from cameras 3, 4, and
1 are stored at camera 2 while source data from camera 2 1s
stored at camera 3. On day 4, source data from cameras 4,
1, and 2 are stored at camera 3 while source data from
camera 3 1s stored at camera 4. FIG. 4f also shows the
cumulative storage at each camera in column 436. For
example, on day 1, 1 GB 1s used at camera 1 (from camera
4), and 3 GBs are used at camera 4 (from cameras 1, 2, and
3). By day 2, 4 GBs are used at camera 1 ({from day 1 and
cameras 2, 3, and 4), 1 GB 1s used at camera 2 (from camera
1), and 3 GBs remain used at camera 4 (from day 1). By day
3, 4 GBs remain used at camera 1, while 4 GBs are used at
camera 2 (from day 2 and cameras 3, 4, and 1), 1 GB 1s used
at camera 3 (from camera 2), and 3 GBs remain used at
camera 4. By day 4, 4 GBs are used at all cameras. Thus, the
storage used 1s normalized every four days where all four
cameras remain operational.

FIGS. 4g, 42, 4i, 4;, and 4k represent a scenario where
three of the four cameras are operational, the data retention
policy 1s for 30 days and where each camera 1s estimated to
produce 1 GB of video data, as an example. FIG. 4g
illustrates a fault-tolerant redundant storage scheme 400 for
redundant storage across a video camera group including
video cameras 410.1-410.4. Each camera 410 may each start
collecting video data from their respective image sensors
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and processed through their respective encoders (and vari-
able compression codecs). Backup video data 420 from each
camera may be stored 1n a target storage location on a peer
video camera based on the backup order stored on each
camera. In this scenario, camera 4, or camera 410.4, mal-
functions or otherwise fails such that data cannot be stored
at the backup storage device on camera 4. The backup order
remains the same from the scenario in FIGS. 4aq-4f. In FIG.
dg, cameras 410.1, 410.2, and 410.3 store their respective

backup video data 440.1.1, 440.2.1, and 440.3.1 to camera
410.4. The backup video data 440.4.1 of camera 410.4 1s
stored at camera 410.1. However, because the backup stor-
age device fails at camera 4, the video data of cameras 410.1,
410.2, and 410.3 are sent as forwarded video data 450.5.1 to
camera 410.1, the next camera 1n the backup chain. FIG. 4¢
represents the end of day 1, where each camera backups its
source video data to a specified target camera based on the
backup order.

FI1G. 4/ illustrates the end of day 2 where cameras 410.2,
410.3, and 410.4 store their respective backup video data
440.2.2, 440.3.2, and 440.4.2 to camera 410.1. The backup
video data 440.1.2 of camera 410.1 i1s stored at camera
410.2.

FI1G. 4i 1llustrates the end of day 3 where cameras 410.3,
410.4, and 410.1 store their respective backup video data
440.3.3, 440.4.3, and 440.1.3 to camera 410.2. The backup
video data 440.2.3 of camera 410.2 i1s stored at camera
410.3.

FIG. 4/ illustrates the end of day 4 where cameras 410.4,
410.1, and 410.2 store their respective backup video data
440.4.4, 440.1.4, and 440.2.4 to camera 410.3. The backup
video data 440.3.4 of camera 410.3 1s stored at camera
410.4. However, because the backup storage device at
camera 4 1s non-operational, the backup video data 440.3.4
1s sent as forwarded data 450.5.2 to camera 1, or camera
410.1.

FI1G. 4% 1llustrates the end of day 5 where cameras 410.1,
410.2, and 410.3 store their respective backup video data
440.1.5, 440.2.5, and 440.3.5 to camera 410.4. However,
because the backup storage device at camera 4 1s non-
operational, the backup video data 440.1.5, 440.2.5, and
440.3.5 1s sent as forwarded data 450.5.3 to camera 2, the
next camera i the backup order. The backup video data
440.4.5 of camera 410.4 1s stored at camera 410.1.

FI1G. 4/ schematically illustrates an example representa-
tion of data 1n a fault-tolerant redundant storage scheme 400
in a table that illustrates data 1n a day column 460, a source
column 462, a destination column 464, and a storage used
column 466 by camera. As shown 1n the table 1n FIG. 4/, on
day 1, source data from cameras 1, 2, and 3 are sent first to
camera 4 and then forwarded and stored at camera 1 while
source data from camera 4 1s stored at camera 1. On day 2,
source data from cameras 2, 3, and 4 are stored at camera 1
while source data from camera 1 1s stored at camera 2. On
day 3, source data from cameras 3, 4, and 1 are stored at
camera 2 while source data from camera 2 1s stored at
camera 3. On day 4, source data from cameras 4, 1, and 2 are
stored at camera 3 while source data from camera 3 1s first
sent to camera 4 and then forwarded to camera 1. On day 3,
source data from cameras 1, 2, and 3 are sent first to camera
4 and then forwarded and stored at camera 2 while source
data from camera 4 1s stored at camera 1. On day 6, source
data from cameras 2, 3, and 4 are stored at camera 1 while
source data from camera 1 1s stored at camera 2, the next
camera in the backup order. On day 7, source data from
cameras 3, 4, and 1 are stored at camera 2 while source data
from camera 2 1s stored at camera 3. On day 8, source data
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from cameras 4, 1, and 2 are stored at camera 3 while source
data from camera 3 1s first sent to camera 4 and then
forwarded to camera 2, the next camera 1n the backup order.
The process repeats, and for simplicity of 1llustration, on day
12, source data from cameras 4, 1, and 2 are stored at camera
3 while source data from camera 3 1s first sent to camera 4
and then forwarded to camera 3, the next camera 1n the
backup order.

FIG. 4/ also shows the cumulative storage at each camera
in column 466. For example, on day 1, 4 GB 1s used at
camera 1 (from camera 4 and from cameras 1, 2, and 3 after
being forwarded), and 3 GBs are used at camera 4 (Ifrom

cameras 1, 2, and 3). By day 2, 7 GBs are used at camera 1
(from day 1 and cameras 2, 3, and 4) and 1 GB 1s used at

camera 2 (from camera 1). By day 3, 7 GBs remain used at
camera 1, while 4 GBs are used at camera 2 ({from day 2 and
cameras 3, 4, and 1), and 1 GB 1s used at camera 3 ({from
camera 2). By day 4, 8 GBs are used at camera 1 (7 GBs plus
1 GB from camera 3 because camera 4 failed), while 4 GBs
remain used at camera 2, and 4 GBs are used at camera 3
(from day 3 and cameras 4, 1, and 2). By day 5, 9 GBs are
used at camera 1 (8 GBs plus 1 GB from camera 4), 7 GBs
are used at camera 2 (4 GBs plus 3 GBs from cameras 1, 2,
and 3 because camera 4 failed), and 4 GBs remain used at
camera 3. By day 6, 12 GBs are used at camera 1 (9 GBs
plus 3 GBs from cameras 2, 3, and 4), 8 GBs are used at
camera 2 (7 GBs plus 1 GB from camera 1 because camera
4 failed), and 4 GBs remain used at camera 3. By day 7, 12
(GBs remain used at camera 1, 11 GBs are used at camera 2
(8 GBs plus 3 GB from cameras 3, 4, and 1), and 5 GBs are
used at camera 3 (4 GBs plus 1 GB from camera 2). By day
8, 12 GBs remain used at camera 1, 12 GBs are used at
camera 2 (11 GBs plus 1 GB from camera 3 because camera
4 failed), and 8 GBs are used at camera 3 (5 GBs plus 3 GB
from cameras 4, 1, and 2). Again, for simplicity of illustra-
tion, the table then shows on day 12, 16 GBs are used at
cameras 1, 2, and 3. Thus, the storage used 1s normalized
every 12 days where all three of the four storage devices at
the four cameras remain operational, even though 4 cameras
are capturing video data.

FIG. § 15 a flowchart of an example method of fault-
tolerant redundant storage of video data in on-camera non-
volatile memory of a peer video camera, 1.€., according to
method 500 1llustrated by blocks 510-522 in FIG. 5.

At block 510, source video data may be generated by a
video camera. For example, a parity camera may generate
and encode video data from 1ts 1mage sensor.

At block 512, the source video data may be stored by the
video camera. For example, the peer video camera may
write the source video data to its non-volatile memory.

At block 514, a peer group backup order may be deter-
mined. For example, the backup cluster may comprise a
camera group that includes a plurality of peer video cameras,
where the peer group backup order lists a specific order of
cameras 1n which backup replication events happen.

At block 516, a backup storage location 1s determined
based on the peer group backup order. For example, the peer
video camera may determine a target backup storage loca-

tion on a target peer video camera based on the backup order
determined from block 514.

At block 518, backup data 1s replicated at the backup
storage location. For example, the peer video camera may be
configured to store a backup of 1ts source video data from 1ts
own non-volatile memory to the non-volatile memory of
another video camera, the target backup storage location

determined at block 516.
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At block 520, a secure network communication may be
established. For example, the peer video camera may estab-
lish a network communication to a VSaaS server over a

network topology. This step 1s optional, as indicated by the
dashed lines of block 520.

At block 522, a notification of the replicated backup data
may be sent to the VSaasS server. For example, the peer video
camera may send a notification of the replication event to the
VSaaS server to be stored i a backup state log, in an
embodiment. In another embodiment, the backup state log
may reside 1n each of the connected peer video cameras in
the backup cluster and the notification may be sent to all

cameras in the backup cluster. This step i1s optional, as
indicated by the dashed lines of block 522.

As shown 1n FIG. 6, surveillance system 300 may be
operated according to an example method for fault-tolerant
redundant storage of video data in on-camera non-volatile

memory for camera groups, 1.€., according to method 600
illustrated by blocks 610-628 in FIG. 6.

At block 610, a first camera group 1s determined through
a VSaaS server. For example, a first camera group may be
determined based on a network topology through the VSaaS
Server.

At block 612, a second camera group 1s determined
through the VSaaS server. For example, a second camera
group may be determined based on a network topology
different from the first camera group through the VSaaS
SErver.

At block 614, a network communication 1s established
between the VSaaS server and the first camera group and the
second camera group. For example, the network communi-
cation established between the VSaaS server, the first cam-
era group and the second camera group may include network
connectivity communications. The camera groups may be
configured with camera 1dentifiers and network addresses to
enable network communication between the first and second
camera group and the VSaaS server.

At block 616, a first backup chain i1s sent to the first
camera group. For example, the VSaaS server may send the
first backup chain, which may include a specified backup
order of the cameras 1n the first camera group, each camera
in the first camera group.

At block 618, a second backup chain 1s sent to the second
camera group. For example, the VSaaS server may send the
second backup chain, which may include a specified backup
order of the cameras in the second group, to each camera 1n
the second group.

At block 620, a first backup state data 1s received from the
first camera group. For example, first backup state data is
received at the VSaaS server from each camera in the first
camera group.

At block 622, a second backup state data 1s recerved from
the second camera group. For example, second backup state
data 1s received at the VSaaS server from each camera 1n the
second camera group.

At block 624, a first modification to the first backup chain
1s determined based on the first backup state data. For
example, the first backup state data may indicate that the
number of non-operational storage devices at cameras 1s
below a predetermined threshold. Therefore, according to
backup state rules at the VSaaS server, a modification 1s
needed to the backup chain for the first camera group, such
as moving a target camera from the second camera group to
the first camera group and changing the backup order to
include the target camera. Thus, the first modification 1is
determined.
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At block 626, a second modification to the second backup
chain 1s determined based on the first modification. For
example, the second modification may comprise removing
the target camera that 1s moved to the first camera group by
the first modification.

At block 628, the first modification may be sent to the first
camera group and the second modification may be sent to the
second camera group through the network connection. For
example, the VSaaS server may send the first modification
to the first camera group and the second modification to the
second camera group over the secure network connection.

As shown 1n FIG. 7, surveillance system 300 may be
operated according to an example method for fault-tolerant
redundant storage of video data in on-camera non-volatile

memory for a video camera 1n a backup cluster, 1.¢., accord-
ing to method 700 illustrated by blocks 710-724 1n FIG. 7.

At block 710, peer video data may be recerved by camera
identifier. For example, a backup storage device at a camera
in a backup cluster may receive peer video data from the
other peer video cameras 1n the backup cluster.

At block 712, a log of received peer video data may be
stored by camera identifier. For example, the received peer
video data may be logged by camera identifier in a table or
data store at non-volatile memory of the camera.

At block 714, captured video data at the camera may be
prepared to be sent to a target peer camera based on a backup
chain order. For example, the captured source video data at
the camera may be prepared to be sent to a target peer
camera based on the backup chain order.

At block 716, the captured video data 1s sent to the target
peer camera. For example, the camera may be configured to
select the target camera as the backup storage location for

backup video data from the camera.

At block 718, backup chain log data may be sent to the
VSaaS server. For example, the backup video data from the
camera successiully sent to the target camera may be
recorded in the backup chain log data and sent to the VSaaS
Server.

At block 720, backup state data may be stored 1n a backup
state log. For example, the camera may be configured to
store backup state data 1n a backup state log to non-volatile
memory for storage at the camera. The backup state data
may describe the current backup state of where backup
video data has been sent (e.g., the target camera). The
backup state log may include camera identifiers and size of
backup data sent. After block 720, the method 700 may
repeat at block 710 or may proceed to block 722.

At block 722, a camera storage failure event 1s deter-
mined. For example, the target camera send a notification
that the backup data replication attempt failed from block
716.

At block 724, the prepared captured video data is sent to
a selected peer camera based on the backup chain order and
the backup state log. For example, the selected peer camera
may be the next camera in the backup chain order. Addi-
tionally, the selected peer camera may be the next camera in
the backup chain order that has not yet been sent data yet,
according to the backup state log. Returning to the example
above 1llustrated i FIG. 4/, on day 12, camera 3 f{irst
attempts to send 1ts backup video data to camera 4, but that
camera’s storage device malfunctioned, and so the next
camera 1s camera 1, but that had already been sent data, so
the next camera 1s camera 2, but that also had already been
sent data, so the next camera 1s camera 3. Thus, it stores its
own backup data to non-volatile memory. After block 724,

method 700 repeats at block 710.
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As shown 1n FIG. 8, surveillance system 300 may be
operated according to an example method for fault-tolerant
redundant storage of video data in on-camera non-volatile
memory for a video camera 1n a backup cluster, 1.¢., accord-
ing to method 800 illustrated by blocks 810-820 1n FIG. 8.

At block 810, peer video data may be received by camera
identifier. For example, a backup storage device at a camera
in a backup cluster may receive peer video data from the
other peer video cameras 1n the backup cluster.

At block 812, captured video data at the camera may be
sent to a backup storage device on a target peer video camera
based on a backup order. For example, the captured video
data 1n non-volatile memory at the camera may be replicated
at the backup storage device on a target peer video camera
based on a backup order stored at the camera.

At block 814, a notification of failure at local storage
device may be received. For example, the camera may
receive a notification of failure at 1ts local storage device.

At block 816, received peer video data 1s sent to a selected
peer video camera based on the backup order. For example,
the camera may have received peer video data that now must
be forwarded along to the next peer video camera in the
backup order because of the failure at the local storage
device.

At block 818, backup chain log data may be sent to VSaaS
server. For example, the received peer video data stored at
the selected peer video camera based on the backup order
may be stored as backup chain log data that 1s sent to the
VSaaS server. This ensures that the data may be located and
retrieved, if needed.

At block 820, backup state data may be stored 1n a backup
state log at the camera. For example, the backup state data
generated by forwarding the received video data to the
selected peer video camera at block 816 1s stored as backup
state data 1n the backup state log in non-volatile memory at
the camera.

While at least one exemplary embodiment has been
presented 1n the foregoing detailed description of the tech-
nology, it should be appreciated that a vast number of
variations may exist. It should also be appreciated that an
exemplary embodiment or exemplary embodiments are
examples, and are not intended to limit the scope, applica-
bility, or configuration of the technology 1n any way. Rather,
the foregoing detailed description will provide those skilled
in the art with a convenient road map for implementing an
exemplary embodiment of the technology, 1t being under-
stood that various modifications may be made 1n a function
and/or arrangement ol elements described in an exemplary
embodiment without departing from the scope of the tech-
nology, as set forth in the appended claims and their legal
equivalents.

As will be appreciated by one of ordinary skill in the art,
various aspects of the present technology may be embodied
as a system, method, or computer program product. Accord-
ingly, some aspects of the present technology may take the
form of an entirely hardware embodiment, an entirely soit-
ware embodiment (including firmware, resident software,
micro-code, etc.), or a combination of hardware and soft-
ware aspects that may all generally be referred to herein as
a circuit, module, system, and/or network. Furthermore,
various aspects ol the present technology may take the form
of a computer program product embodied 1n one or more
computer-readable mediums including computer-readable
program code embodied thereon.

Any combination of one or more computer-readable
mediums may be utilized. A computer-readable medium
may be a computer-readable signal medium or a physical
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computer-readable storage medium. A physical computer
readable storage medium may be, for example, but not
limited to, an electronic, magnetic, optical, crystal, polymer,
clectromagnetic, infrared, or semiconductor system, appa-
ratus, or device, etc., or any suitable combination of the
foregoing. Non-limiting examples of a physical computer-
readable storage medium may include, but are not limited to,
an clectrical connection including one or more wires, a
portable computer diskette, a hard disk, random access
memory (RAM), read-only memory (ROM), an erasable
programmable read-only memory (EPROM), an electrically
crasable programmable read-only memory (EEPROM), a
Flash memory, an optical fiber, a compact disk read-only
memory (CD-ROM), an optical processor, a magnetic pro-
cessor, etc., or any suitable combination of the foregoing. In
the context of this document, a computer-readable storage
medium may be any tangible medium that can contain or
store a program or data for use by or 1n connection with an
istruction execution system, apparatus, and/or device.

Computer code embodied on a computer-readable
medium may be transmitted using any appropriate medium,
including but not limited to, wireless, wired, optical fiber
cable, radio frequency (RF), etc., or any suitable combina-
tion of the foregoing. Computer code for carrying out
operations for aspects of the present technology may be
written 1n any static language, such as the C programming
language or other similar programming language. The com-
puter code may execute entirely on a user’s computing
device, partly on a user’s computing device, as a stand-alone
soltware package, partly on a user’s computing device and
partly on a remote computing device, or entirely on the
remote computing device or a server. In the latter scenario,
a remote computing device may be connected to a user’s
computing device through any type of network, or commu-
nication system, including, but not limited to, a local area
network (LAN) or a wide area network (WAN), Converged
Network, or the connection may be made to an external
computer (e.g., through the Internet using an Internet Ser-
vice Provider).

Various aspects of the present technology may be
described above with reference to flowchart illustrations
and/or block diagrams of methods, apparatus, systems, and
computer program products. It will be understood that each
block of a flowchart illustration and/or a block diagram, and
combinations of blocks 1n a flowchart illustration and/or
block diagram, can be implemented by computer program
istructions. These computer program instructions may be
provided to a processing device (processor) of a general
purpose computer, special purpose computer, or other pro-
grammable data processing apparatus to produce a machine,
such that the instructions, which can execute via the pro-
cessing device or other programmable data processing appa-
ratus, create means for implementing the operations/acts
specified 1 a flowchart and/or block(s) of a block diagram.

Some computer program instructions may also be stored
in a computer-readable medium that can direct a computer,
other programmable data processing apparatus, or other
device(s) to operate 1n a particular manner, such that the
instructions stored 1n a computer-readable medium to pro-
duce an article of manufacture including instructions that
implement the operation/act specified 1n a flowchart and/or
block(s) of a block diagram. Some computer program
instructions may also be loaded onto a computing device,
other programmable data processing apparatus, or other
device(s) to cause a series of operational steps to be per-
formed on the computing device, other programmable appa-
ratus or other device(s) to produce a computer-implemented
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process such that the istructions executed by the computer
or other programmable apparatus provide one or more
processes for implementing the operation(s)/act(s) specified
in a flowchart and/or block(s) of a block diagram.
A flowchart and/or block diagram in the above figures
may 1llustrate an architecture, functionality, and/or operation
of possible implementations of apparatus, systems, methods,
and/or computer program products according to various
aspects of the present technology. In this regard, a block 1n
a tlowchart or block diagram may represent a module,
segment, or portion of code, which may comprise one or
more executable mstructions for implementing one or more
specified logical functions. It should also be noted that, 1n
some alternative aspects, some functions noted 1n a block
may occur out of an order noted 1n the figures. For example,
two blocks shown 1n succession may, 1n fact, be executed
substantially concurrently, or blocks may at times be
executed 1n a reverse order, depending upon the operations
involved. It will also be noted that a block of a block
diagram and/or flowchart illustration or a combination of
blocks 1n a block diagram and/or flowchart illustration, can
be implemented by special purpose hardware-based systems
that may perform one or more specified operations or acts,
or combinations of special purpose hardware and computer
instructions.
While one or more aspects of the present technology have
been illustrated and discussed 1n detail, one of ordinary skall
in the art will appreciate that modifications and/or adapta-
tions to the various aspects may be made without departing
from the scope of the present technology, as set forth in the
following claims.
The invention claimed 1s:
1. A system, comprising:
a first video camera comprising;:
at least one 1mage sensor configured to capture video
1mages;
a network interface configured for communication with
a first plurality of peer video cameras over a network,
wherein at least one backup cluster of the first
plurality of peer video cameras 1s based on a network
topology of the network;
a non-volatile memory configured to store source video
data captured by the at least one 1image sensor; and
a controller configured to:
recerve peer video data from the first plurality of peer
video cameras;

recerve a backup order of the first plurality of peer
video cameras based on an associated backup
cluster of the at least one backup cluster; and

send the source video data to a backup storage device
located at a target peer video camera of the first
plurality of peer video cameras according to the
backup order.

2. The system of claim 1, further comprising:

the first plurality of peer video cameras; and

a second plurality of video cameras, wherein:

the first plurality of peer video cameras and the first
video camera comprise the associated backup clus-
ter;

the second plurality of video cameras comprises a
second backup cluster configured for communication
over the network; and

responsive to a failure of the first video camera, the
associated backup cluster 1s configured to send, to a
target video camera among the second plurality of
video cameras, backup data from the associated
backup cluster comprising at least one of:
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the source video data for the first video camera; or
the received peer video data for the first plurality of
peer video cameras.

3. The system of claim 2, wherein:

responsive to the failure of the first video camera, the

target video camera 1s configured to replace the first
video camera 1n the backup order; and

the associated backup cluster 1s further configured to:

modity the backup order of the first plurality of peer
video cameras in the associated backup cluster to
include the target video camera;

establish secure network communication with a video
storage server; and

send a request to the video storage server to remove the
target video camera from the second backup cluster.

4. The system of claim 1, wherein the controller of the first
video camera 1s further configured to:

establish secure network communication with a video

storage server; and

send, to the video storage server, log data of the recerved

peer video data and backup state data about the source
video data for the first video camera sent to the backup
storage device located at the target peer video camera
of the first plurality of peer video cameras according to
the backup order.

5. The system of claam 1, further comprising the first
plurality of peer video cameras, wherein:

the peer video data includes a video stream from each peer

video camera of the first plurality of peer video cam-
eras;

cach peer video camera of the first plurality of peer video

cameras 1s configured to send, responsive to a synchro-
nization event, video stream data generated during a
data collection time window;

the controller of the first video camera 1s further config-

ured to determine a maximum capacity for the peer
video data generated during the data collection time
window:; and

the maximum capacity 1s determined based on a storage

capacity of the backup storage device.

6. The system of claim 5, wherein the controller 1s further
configured to determine the data collection time window
based on a predetermined data retention policy.

7. The system of claim 1, wherein the controller of the first
video camera 1s further configured to:

recerve a listing of camera 1dentifiers of the first plurality

of peer video cameras 1n a backup cluster from a server;
and

determine, based on the listing, the backup storage device

on the target peer video camera based on an order of the
listing of camera identifiers in the backup cluster.

8. The system of claim 1, wherein the controller of the first
video camera 1s further configured to:

determine a failed data retrieval event at the first video

camera; and

imtiate data recovery associated with the failed data

retrieval event based on a backup state log.

9. The system of claim 1, wherein:

the first plurality of peer video cameras and the first video

camera comprise a camera group;

cach video camera 1n the camera group 1s configured to:

determine a backup target camera from the camera
group based on the backup order; and

send, to the backup target camera, captured video data
by that video camera; and

the backup order comprises a sequential order of a plu-

rality of unique 1dentifiers, each umique i1dentifier of the
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plurality of unmique identifiers associated with each
video camera 1n the camera group.
10. The system of claim 9, wherein:
a notification of failure to store the captured video data 1s
received from the backup target camera; and
cach video camera 1n the camera group 1s further config-
ured to send, to a next camera aiter the backup target
camera, the captured video data by that video camera,
the next camera defined by the backup order.
11. A computer-implemented method, comprising:
generating, by a first video camera, source video data;
storing, by the first video camera, the source video data 1in
a non-volatile memory of the first video camera;
receiving, by the first video camera over a network, peer
video data from a first plurality of peer video cameras
in a first backup cluster, wherein at least one backup
cluster of the first plurality of peer video cameras is
based on a network topology of the network;
storing, by the first video camera, the peer video data at
a local storage device at the first video camera;
determining, based on a backup order of the first plurality
of peer video cameras and the first video camera, a
backup storage device located at a target peer video
camera of the first plurality of peer video cameras; and
sending, by the first video camera, the source video data
in the non-volatile memory of the first video camera to
the backup storage device located at the target peer
video camera of the first plurality of peer video cameras
according to the backup order.
12. The computer-implemented method of claim 11, fur-
ther comprising:
based on the first video camera failing, sending, to a target
video camera among a second plurality of video cam-
eras, backup data from the first backup cluster com-
prising at least one of:
source video data for the first video camera; or
the recerved peer video data for the first plurality of
peer video cameras;
wherein:
the first plurality of peer video cameras and the first
video camera comprise the first backup cluster; and
the second plurality of video cameras comprises a
second backup cluster configured for communication
over the network.
13. The computer-implemented method of claim 12, fur-
ther comprising:
modilying the backup order of the first plurality of peer
video cameras 1n the first backup cluster to include the
target video camera, wherein the target video camera
replaces the first video camera 1n the backup order;
establishing secure network communication with a video
storage server; and
sending a request to the video storage server to remove the
target video camera from the second backup cluster.
14. The computer-implemented method of claim 11, fur-
ther comprising;:
establishing secure network communication with a video
storage server; and
sending, to the video storage server, log data of the
received peer video data and backup state data about
the source video data for the first video camera sent to
the backup storage device located at the target peer
video camera of the first plurality of peer video cameras
according to the backup order.
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15. The computer-implemented method of claim 11,
wherein a maximum capacity for the peer video data gen-
erated during a data collection time window 1s determined
based on a predetermined data retention policy and a storage
capacity of the backup storage device.

16. The computer-implemented method of claim 11, fur-
ther comprising:

receiving a listing of camera 1dentifiers of the first plu-
rality of peer video cameras 1n a backup cluster from a
server; and

determining, based on the listing, the backup storage
device on the target peer video camera based on an
order of the listing of camera identifiers in the backup
cluster.

17. The computer-implemented method of claim 11, fur-

ther comprising:

storing, by the first video camera, metadata about the
received peer video data i a backup state log, wherein
the metadata describes at least a size of the received
peer video data and a camera 1dentifier of a source peer
video camera of the first plurality of peer video cam-
eras.

18. The computer-implemented method of claim 17, fur-

ther comprising:

determining a failed data retrieval event at the first video
camera; and

imitiating data recovery associated with the failed data
retrieval event based on the backup state log.

19. The computer-implemented method of claim 11, fur-

ther comprising, for each video camera 1n a camera group:
determiming a backup target camera from the camera
group based on the backup order; and
sending, to the backup target camera, captured video data
by that video camera, wherein:
the camera group comprises the first plurality of peer
video cameras and the first video camera;

the backup order comprises a sequential order of a
plurality of umique 1dentifiers; and

cach unique 1dentifier of the plurality of unique 1den-
tifiers 1s associated with a corresponding video cam-
era 1n the camera group.

20. A video camera, comprising:

at least one 1mage sensor configured to capture video
1mages;

a network interface configured for communication with a
plurality of peer video cameras over a network, wherein
at least one backup cluster of the plurality of peer video
cameras 1s determined from a network topology based
on the network;

a non-volatile memory configured to store source video
data captured by the at least one 1mage sensor;

means for receiving, over the network, peer video data
from the plurality of peer video cameras;

means for storing the peer video data;

means for determining, based on a backup order of the
plurality of peer video cameras and the video camera,
a backup storage device located at a target peer video
camera of the plurality of peer video cameras; and

means for sending the source video data to the backup
storage device located at the target peer video camera
of the plurality of peer video cameras according to the
backup order.
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