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FIG. 1B
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METHOD AND APPARATUS FOR
AUTHENTICATION OF INTEGRATED
ACCESS AND BACKHAUL (IAB) NODE IN
WIRELESS NETWORK

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s based on and claims the benefit of
Indian Provisional Application No. 201941034390 filed on

Aug. 26, 2019 and Complete Indian Patent Application No.
201941034390 filed on Aug. 14, 2020, the disclosures of

which are herein incorporated by reference in their entirety.

BACKGROUND

1. Field

The present invention relates to a wireless communication
system, and more specifically related to a method for authen-
tication of an Integrated Access and Backhaul (IAB) node in
a wireless network.

2. Description of Related Art

To meet the demand for wireless data traflic having
increased since deployment of 4th generation (4G) commu-
nication systems, efforts have been made to develop an
improved 5th generation (5G) or pre-5G communication
system.

The 5G or pre-3G communication system 1s also
called a ‘beyond 4G network’ or a ‘post long term evolution
(LTE) system’. The 3G communication system 1s considered
to be implemented 1n higher frequency (mmWave) bands,
e.g., 60 giga-Hertz (GHz) bands, so as to accomplish higher
data rates. To decrease propagation loss of the radio waves
and increase the transmission distance, beamforming, mas-
stve multiple-input multiple-output (MIMO), full dimen-
sional MIMO (FD-MIMO), array antenna, analog beam-
forming, and large scale antenna techniques are discussed
with respect to 5G communication systems. In addition, in
5G communication systems, development for system net-
work improvement 1s under way based on advanced small
cells, cloud radio access networks (RANSs), ultra-dense
networks, device-to-device (D2D) communication, wireless
backhaul, moving network, cooperative communication,
coordinated multi-points (CoMP), reception-end interfer-
ence cancellation and the like. In the 3G system, hybnd
frequency shift keying (FSK) and Feher’s quadrature ampli-
tude modulation (FQAM) and sliding window superposition
coding (SWSC) as an advanced coding modulation (ACM),
and filter bank mult1 carnier (FBMC), non-orthogonal mul-
tiple access (NOMA), and sparse code multiple access
(SCMA) as an advanced access technology have been
developed.

The Internet, which 1s a human centered connectivity
network where humans generate and consume information,
1s now evolving to the Internet of things (IoT) where
distributed entities, such as things, exchange and process
information without human intervention. The Internet of
everything (IoE), which 1s a combination of the IoT tech-
nology and the big data processing technology through
connection with a cloud server, has emerged. As technology
clements, such as technologies connectivity network where
humans generate and consume 1nformation, 1s now evolving,
to the Internet of things (IoT) where the cloud server has IoT
implementation, a sensor network, a machine-to-machine
(M2M) communication, machine type communication

10

15

20

25

30

35

40

45

50

55

60

65

2

(MTC), and so forth have been recently researched. Such an
IoT environment may provide intelligent Internet technol-
ogy services that create a new value to human life by
collecting and analyzing data generated among connected
things. IoT may be applied to a variety of fields including
smart home, smart building, smart city, smart car or con-
nected cars, smart grid, health care, smart appliances and
advanced medical services through convergence and com-
bination between existing information technology (IT) and
various industrial applications.

In line with this, various attempts have been made to
apply 5G communication systems to IoT networks. For
example, technologies such as a sensor network, MTC, and
M2M communication may be implemented by beamiorm-
ing, MIMO, and array antennas. Application of a cloud RAN
as the above-described big data processing technology may
also be considered to be as an example of convergence
between the 5G technology and the IoT technology.

SUMMARY

Accordingly, the embodiments herein provide a method
for authentication of an Integrated Access and Backhaul
(IAB) node 1 a wireless network. The method comprises
obtaining, by an IAB-donor node, an IAB authorization
information of the IAB node from one of an Access and
Mobility Management Function (AMF) and a Mobility
Management Entity (MME) of the wireless network, deter-
mining, by the IAB-donor node, that the IAB authorization
information of the IAB node indicates the IAB node 1is
authorized, allocating, by the IAB-donor node, at least one
Internet Protocol (IP) address to a Distributed Uit (DU) of
the IAB node 1n response to a receive request from the IAB
node, storing, by the IAB-donor node, the allocated at least
one IP address of the DU of the IAB node 1mn a context
information of the IAB node, receiving, by the IAB-donor
node, an F1 setup message along with the allocated at least
one IP address from the IAB node to mitiate an F1 connec-
tion between the IAB node and the IAB-donor node, and
identifying, by the IAB-donor node, the context information
of the IAB node using the allocated at least one IP address.

In an embodiment, the method further comprises: gener-
ating, by the IAB-donor node, security parameters using the
identified context information to perform authentication of
the IAB node, and establishing, by the IAB-donor node, an
Internet Protocol Security (IPsec) connection with the IAB
node after successtul authentication based on the generated
security parameters from the 1dentified context information.

In an embodiment, the method comprises: performing, by
the TAB node, an authentication with a core network and
establishing an AS security context with the IAB-donor
node, wherein the IAB node act as a user equipment (UE),
wherein the core network comprises one of the AMF and the
MME of the wireless network, authorizing, by the core
network, the IAB node through a subscription profile of the
IAB node during a registration procedure of IAB node, and
sending, by the core network, the IAB authorization infor-
mation to the IAB-donor node.

In an embodiment, the establishing the AS security con-
text with the IAB-donor node includes using the context
information provided by one of a normal gNodeB (gNB) or
cNodeB (eNB), as part of one of an handover procedure, an
initial attachment procedure, a secondary gNB (SgNB)
addition procedure.
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In an embodiment, the IAB-donor node obtains the IAB
authorization information of the IAB node from one of the
AMF and the MME during a part of an 1nitial context setup
procedure.

In an embodiment, the F1 connection 1s mnitiated by a DU
functionality of the IAB node.

In an embodiment, the at least one IP address 1s allocated
to the DU of the IAB node by at least one of an Operations,
administration and management (OAM) server, a Central
Unit (CU) of the IAB-donor node, and a DU of the IAB-
donor node.

Accordingly, the embodiments herein provide an IAB
donor node for authentication of an Integrated Access and
Backhaul (IAB) node 1n a wireless network. The IAB donor
node comprises: a memory, a processor coupled with the
memory, and an authentication controller, coupled with the
processor, configured to: obtain an IAB authorization infor-
mation of the IAB node from one of an Access and Mobility
Management Function (AMF) and a Mobility Management
Entity (MIME) of the wireless network, determine that the
IAB authorization information of the IAB node indicates the
IAB node 1s authorized, allocate at least one Internet Pro-
tocol (IP) address to a Distributed Unit (DU) of the IAB
node 1n response to determining that the IAB node 1s

authorized, store the allocated at least one IP address of the
DU of the IAB node 1n a context information of the IAB
node, send the at least one IP address of the DU of the IAB
node to the IAB node, receive an F1 setup message along
with the allocated at least one IP address from the IAB node
to mitiate an F1 connection between the IAB node and the
IAB-donor node, and identily the context information of the
IAB node using the allocated at least one IP address.

In an embodiment, the IAB-donor node further com-
prises: generating, by the IAB-donor node, security param-
cters using the identified context information to perform
authentication of the IAB node, and establishing, by the
IAB-donor node, an Internet Protocol Security (IPsec) con-
nection with the IAB node after successiul authentication
based on the generated security parameters from the iden-
tified context information.

In an embodiment, the IAB-donor node obtains the IAB
authorization information of the IAB node from the AMF or
MME during a part of an 1nitial context setup procedure.

In an embodiment, the F1 connection 1s mitiated by a DU
functionality of the IAB node.

In an embodiment, the at least one IP address 1s allocated
to the DU of the IAB node by at least one of an Operations,
administration and management (OAM) server, a Central

Unit (CU) of the IAB-donor node, and a DU of the IAB-

donor node.

Accordingly, the embodiments herein provide a method
for authentication of an Integrated Access and Backhaul
(IAB) node 1n a wireless network. The method comprises:
obtaining, by an IAB-donor node, an IAB authorization
information of the IAB node from one of an Access and
Mobility Management Function (AMF) and a Mobility
Management Entity (MME) of the wireless network, deter-
miming, by the IAB-donor node, that the IAB authorization
information of the IAB node indicates the IAB node is
authorized, receiving, by the IAB-donor node, at least one
Internet Protocol (IP) address from the IAB node, wherein
the received at least one IP address from the IAB node 1s
assigned by an Operations, administration and management
(OAM) server, storing, by the IAB-donor node, the at least
one IP address of the DU of the IAB node 1n a context
information of the IAB node, receiving, by the IAB-donor
node, an F1 setup message along with the allocated at least
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one IP address from the IAB node to mitiate an F1 connec-
tion between the IAB node and the IAB-donor node, 1den-
tifying, by the IAB-donor node, the context information of
the IAB node using the allocated at least one IP address,
generating, by the IAB-donor node, security parameters
using the identified context information to perform authen-
tication of the IAB node, and establishing, by the IAB-donor
node, an Internet Protocol Security (IPsec) connection with
the IAB node after successtul authentication based on the
generated security parameters from the identified context
information.

Accordingly, the embodiments herein provide a method
for authentication of an Integrated Access and Backhaul
(IAB) node 1n a wireless network. The method comprises:
receiving, by a IAB-donor node, an F1 setup message along
with at least one Internet Protocol (IP) address from the IAB
node to 1mitiate an F1 connection between the IAB node and
the IAB-donor node, 1dentitying, by the IAB-donor node, a
context information of the IAB node using the at least one
IP address, generating, by the IAB-donor node, security
parameters using the identified context information to per-
form authentication of the IAB node, and establishing, by
the IAB-donor node, an Internet Protocol Security (IPsec)
connection with the IAB node after successiul authentica-
tion based on the generated security parameters from the
identified context information.

In an embodiment, the identifying, by the IAB-donor
node, the context information of the IAB node using the at
least one IP address, comprises: obtaining, by the IAB-donor
node, an IAB authorization information of the IAB node
from one of an Access and Mobility Management Function
(AMF) and a Mobility Management Entity (MME) of the
wireless network, determining, by the IAB-donor node, that
the IAB authonization information of the IAB node indicates
the IAB node 1s authorized, allocating, by the IAB-donor
node, the at least one IP address to a Distributed Unit (DU)
of the IAB node 1n response to a receive request from the
IAB node, and storing, by the IAB-donor node, the allocated
at least one IP address of the DU of the IAB node 1n a
context information of the IAB node.

These and other aspects of the embodiments herein will
be better appreciated and understood when considered in
conjunction with the following description and the accom-
panying drawings. It should be understood, however, that
the following descriptions, while indicating preferred
embodiments and numerous specific details thereof, are
given by way of illustration and not of limitation. Many
changes and modifications may be made within the scope of
the embodiments hereimn without departing from the spirt
thereof, and the embodiments herein include all such modi-
fications.

Before undertaking the DETAILED DESCRIPTION
below, 1t may be advantageous to set forth definitions of
certain words and phrases used throughout this patent docu-
ment: the terms “include™ and “comprise,” as well as deriva-
tives thereol, mean inclusion without limitation; the term
“or,” 1s 1nclusive, meaning and/or; the phrases “associated
with” and “associated therewith,” as well as derivatives
thereof, may mean to include, be included within, intercon-
nect with, contain, be contained within, connect to or with,
couple to or with, be communicable with, cooperate with,
interleave, juxtapose, be proximate to, be bound to or with,
have, have a property of, or the like; and the term *“control-
ler” means any device, system or part thereof that controls
at least one operation, such a device may be implemented 1n
hardware, firmware or software, or some combination of at
least two of the same. It should be noted that the function-
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ality associated with any particular controller may be cen-
tralized or distributed, whether locally or remotely.

Moreover, various functions described below can be
implemented or supported by one or more computer pro-
grams, each of which 1s formed from computer readable
program code and embodied 1 a computer readable
medium. The terms “application” and “program™ refer to
one or more computer programs, soiftware components, sets
of 1nstructions, procedures, functions, objects, classes,
instances, related data, or a portion thereof adapted for
implementation 1 a suitable computer readable program
code. The phrase “computer readable program code”
includes any type of computer code, including source code,
object code, and executable code. The phrase “computer
readable medium” includes any type of medium capable of
being accessed by a computer, such as read only memory
(ROM), random access memory (RAM), a hard disk drive,
a compact disc (CD), a digital video disc (DVD), or any
other type of memory. A “non-transitory”” computer readable
medium excludes wired, wireless, optical, or other commu-
nication links that transport transitory electrical or other
signals. A non-transitory computer readable medium
includes media where data can be permanently stored and
media where data can be stored and later overwritten, such
as a rewritable optical disc or an erasable memory device.

Definitions for certain words and phrases are provided
throughout this patent document, those of ordinary skill in
the art should understand that 1n many, 1f not most instances,
such definitions apply to prior, as well as future uses of such
defined words and phrases.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present disclo-
sure¢ and 1ts advantages, reference 1s now made to the
tollowing description taken in conjunction with the accom-
panying drawings, in which like reference numerals repre-
sent like parts:

FIGS. 1A-1C 1illustrate an integrated access backhaul
(IAB) architecture, according to some embodiments;

FIG. 2 illustrates a high-level tlow of standalone (SA)-
based IAB integration, according to some embodiments;

FIG. 3A 1llustrates a block diagram of an IAB-donor node
for authentication of an IAB node 1n a wireless network,
according to the embodiments as disclosed herein;

FIG. 3B illustrates a block diagram of the IAB node to
establish/set-up an F1* interface with the IAB-donor node 1n
the wireless network, according to the embodiments as
disclosed herein;

FIG. 4 1llustrates a sequence diagram for determining a
context of the IAB-node using an IAB-node DU IP address
to establish/set-up the F1* interface with the IAB-donor
node, according to the embodiments as disclosed herein;

FIG. 5 illustrates a sequence diagram for determining the
context of the JAB-node using a C-RNTI of the IAB-node
MT functionality to establish/set-up the F1* interface with
the IAB-donor node, according to the embodiments as
disclosed herein;

FI1G. 6 illustrates a sequence diagram for determining the
context of the IAB-node using a GUTTI of the IAB node MT
functionality to establish/set-up the F1* interface with the
IAB-donor node, according to the embodiments as disclosed
herein;

FI1G. 7 illustrates a sequence diagram for determining the
context of the IAB-node using an IAB node-DU ID to
establish/set-up the F1* interface with the IAB-donor node,
according to the embodiments as disclosed herein; and
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FIG. 8 1llustrates a sequence diagram for determining the
context of the IAB-node using an IAB node context ID to

establish/set-up the F1* interface with the IAB-donor node,
according to the embodiments as disclosed herein.

DETAILED DESCRIPTION

FIGS. 1A through 8, discussed below, and the various
embodiments used to describe the principles of the present
disclosure 1n this patent document are by way of illustration
only and should not be construed 1n any way to limit the
scope of the disclosure. Those skilled 1n the art will under-
stand that the principles of the present disclosure may be
implemented 1n any suitably arranged system or device.

The embodiments herein and the various features and
advantageous details thereof are explained more fully with
reference to the non-limiting embodiments that are illus-
trated 1n the accompanying drawings and detailed in the
following description. Descriptions of well-known compo-
nents and processing techniques are omitted so as to not
unnecessarily obscure the embodiments herein. Also, the
vartous embodiments described herein are not necessarily
mutually exclusive, as some embodiments can be combined
with one or more other embodiments to form new embodi-
ments. The term “or” as used herein, refers to a non-
exclusive or, unless otherwise indicated. The examples used
herein are mtended merely to facilitate an understanding of
ways 1n which the embodiments herein can be practiced and
to further enable those skilled 1n the art to practice the
embodiments herein. Accordingly, the examples should not
be construed as limiting the scope of the embodiments
herein.

As 1s traditional in the field, embodiments may be
described and 1llustrated in terms of blocks which carry out
a described function or functions. These blocks, which may
be referred to herein as managers, units, modules, hardware
components or the like, are physically implemented by
analog and/or digital circuits such as logic gates, integrated
circuits, microprocessors, microcontrollers, memory cir-
cuits, passive electronic components, active electronic com-
ponents, optical components, hardwired circuits and the like,
and may optionally be driven by firmware and software. The
circuits may, for example, be embodied in one or more
semiconductor chips, or on substrate supports such as
printed circuit boards and the like. The circuits constituting
a block may be implemented by dedicated hardware, or by
a processor (e.g., one or more programmed miCroprocessors
and associated circuitry), or by a combination of dedicated
hardware to perform some functions of the block and a
processor to perform other functions of the block. Each
block of the embodiments may be physically separated into
two or more 1nteracting and discrete blocks without depart-
ing from the scope of the disclosure. Likewise, the blocks of
the embodiments may be physically combined into more
complex blocks without departing from the scope of the
disclosure.

Throughout the disclosure, the terms “F1*” and “F1” are
used interchangeably and mean the NR backhaul link (NR
link used for backhauling (maybe wireless) between an IAB
node to an IAB-donor, and between IAB nodes 1n case of a
multi-hop network). Further F1* means F1*-C and/or F1*-
U. The IAB authorized information indicates at least one of
authorized, not authorized. The term “K_,;” also means
“S-K n5~ or “Kg/’, when considering a dual connectivity
architecture and used interchangeably throughout this docu-
ment. Further, the term “Base Station (300)” may also be an
“IAB donor node”, when the IAB-node connects to a 5GC
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or a gNB or an eNB. The term “IAB donor device” or
“IAB-donor node” or “IAB-donor gNB” means the same

and are used interchangeably throughout the document.
Further the term “MT function”, “IAB-node MT”, “I1AB-
node UE”, “IAB-MT”, “IAB-UE” and “IAB-UE function”™

in an IAB node are the same and are used interchangeably

throughout the document. The term “IP address” can be an
“IP version 4 (IPv4)” or “IP version 6 (IPv6)” address. In

addition, a network entity comprises AMF (Access and
Mobility Management Function) and MME (Mobility Man-
agement Entity).

3rd Generation Partnership Project (3GPP) decided to
support wireless backhaul/relays in New Radio (NR). To
ecnable faster fifth generation (5G) network deployment
scenarios, support for wireless backhaul and relay links 1s
required, as wireless links enable flexible and dense deploy-
ment of NR cells without the need for densification of a

transport network proportionately. The 3GPP preferred to
follow a Central Unit (CU )/Distributed Umit (DU) architec-

ture, 1n which an integrated access backhaul (IAB) node
hosts DU functionalities and Mobile termination (MT) func-
tionalities and would eflectively look like the DU connected
through a wireless interface to the controlling CU. As a
consequence, the wireless interface between the IAB-node
and an IAB donor node i1s F1* interface/F1 connection,
similar to an F1 imterface connecting the CU and the DU.

Further, the F1* interface will have to exchange packets
over the wireless interface, as opposed to the conventional
F1 iterface, in which F1 packets are exchanged over the
wired network (so often F1* 1s mentioned as F1 throughout
this document, leaving out the medium of access (air/wire)).
Exchanging packets over the wireless interface creates new
potential security risks for IAB deployments.

Phase-1 and/or Phase-2 of IAB-node Integration proce-
dure: an IAB node acting as a user equipment (UE) with MT
functionalities, performs the authentication, authorization,
and establish an access stratum (AS) security context with
an IAB-donor node. During the above procedure (1.e. IAB-
MT setup), the IAB-donor node obtains the IAB authoriza-
tion information of the IAB node from an AME/MME (for
example, as part of Imtial Context Setup procedure (i.e.
INITIAL CONTEXT SETUP REQUEST message)) and
stores the authorization information of the IAB node along
with the IAB node’s context (1.e. UE context). Then during
the IAB-DU part setup, the IAB-donor node checks whether
the IAB-MT part 1s authorized. If authorized, then the
IAB-donor node proceeds further with the IAB-DU part
setup (1.e. Phase-3).

Further, at least one of the following 1s used as a unique
parameter to 1dentily the established UE context (thereby
identify the authorization information and authentication
parameters) of the IAB node during the IAB-DU part setup:
Cell Radio Network Temporary Identifier (C-RNTI) (as-
signed to the IAB-node acting as a UE with MT function-
alities), an Internet Protocol (IP) address allocated to the
IAB node (during the Backhaul Radio Link Control (RLC)
channel establishment and/or Routing update phase), Glob-
ally Unique Temporary ID (GUTI) (assigned by the core
network), AS 1dentity (IAB node-DU ID (gNB-DU 1ID)),
Resume ID, Inactive Radio Network Temporary Identifier
(I-RN'TT), like so. The unique identity/parameter allocated to
the IAB Node during the IAB-MT setup and/or Backhaul
RLC channel establishment and/or Routing update phase 1s
stored 1n the UE context, which 1s used to identily the
context for authorization check and/or authentication during

IAB-DU part setup.

10

15

20

25

30

35

40

45

50

55

60

65

8
There 1s need of a unique parameter stored during Phase-1
and/or Phase-2 procedure, so that during the Phase-3 (IAB-
DU part setup), the IAB Node context (UE context) is
identified to perform authentication and/or to determine
whether the IAB node 1s “authorized” or “not authorized”.
Thus, a system and method are required to identily the
established UE context and to check whether the IAB node
1s authorized (for example, “IAB Authorized”) and/or to
generate the security credentials/parameters required to per-
form authentication procedure to establish the F1* interface.
Further, an authentication mechanism (using dynamic Pre-
shared Key (PSK)) over an Internet Key Exchange (IKEv2)
to establish Internet Protocol Security (IPsec) tunnels
requires 1dentification of the AS security context established
by the TAB-UE, to generate a dynamic PSK and use it to
perform authentication to establish the IPsec Security Asso-
ciations (SA) for the F1 interface. To 1dentily the established
IAB-node’s context (UE context) by the IAB-donor, to
perform authorization and/or authentication of the IAB-
node, during the IAB-DU part setup, the IP address assigned
during the phase-2 1s used to 1dentity the UE context and to
establishment the security association for the F1 interface.

The unique 1dentity/parameter allocated to the IAB-node
during the IAB-MT setup and/or Backhaul RLC channel
establishment and/or Routing update phase (IP address of
the IAB-node DU) 1s used to identily the context for
authorization check and/or authentication during IAB-DU
part setup. In some designs, the 3GPP AS security context 1s
identified using the MT specific identifier (for example,
C-RNTTI). The AS security context 1s never 1dentified using
other 1dentifiers like GUTI or using DU specific 1dentifiers
(like, DU IP address). The AS security context 1s identified
by the gNB/(M)eNB/IAB-donor for establishment of Packet
Data Convergence Protocol (PDCP) instances for protecting
the signaling radio bearers (SRBs) and data radio bearers
(DRBs).

Further, 11 IPsec Security Gateways (SEG) (the F1 inter-
face IPsec may be terminated at the SEG, before the
IAB-donor CU) 1s used, then the DU specific parameters
(like Backhaul Adaptation Protocol (BAP) address) are not
understandable by the SEG to handle the IAB/DU specific
parameters and to request the IAB-donor CU for security
context retrieval to establish the IPsec. So comparatively,
using the IAB-node DU IP address to identify the 3GPP AS
security context for DU setup security procedures (authen-
tication and/or authorization) will be eflicient. Further, an
authentication mechanism over the IKEv2 to establish IPsec
tunnels 1s performed for protection of F1 traflic at IP layer,
using the IP address of the DU a IP layer parameter to
identify the security context 1s more justified rather using
other parameters like BAP address. As BAP address 1s not
authenticated identifier (verification of the BAP address
authenticity 1s not performed), which means a malicious
IAB-node with valid BAP address can establish IPsec SAs
for fake IP addresses leads to re-direction of victims packets
to malicious IAB-node.

FIGS. 1A-1C 1llustrate an IAB architecture, according to
some embodiments. Thus, the 3GPP decided to study the
security aspects of the IAB architecture and protection of
associated wireless backhaul links.

An TAB-donor node (100) 1s a gNodeB (gNB) that
provides functionality to support an NR backhaul for IAB-
nodes (200a-200¢). In other words, IAB-donor node (100) 1s
a gNB that provides network access to UEs via a network of
backhaul and access links. The IAB-node (e.g. 100, 200a-
200¢) 1s a Radio Access Network (RAN) node that provides

functionality to support connectivity to the network (300-
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400) for a user equipment (UE) (200/-200/2) via the NR
backhaul. In other words, RAN node that supports NR
access links to UEs and NR backhaul links to parent nodes
and child nodes. The NR backhaul link 1s an NR link used
for backhauling between the IAB node (200a-200¢) to the
IAB-donor node (100), and between the IAB nodes (200a-
200¢) 1n case of a multi-hop network.

The IAB-node (2004-2005) terminates a gNB-DU part of
a F1-C and F1-U interfaces. The IAB-node’s gNB-DU
function, together with the gNB-CU on the IAB-donor node
(100), provide NR access to UEs (200/-200/%) and child
IAB-nodes (200a-200¢) 1 a southbound direction. The
IAB-node also terminates a subset of an NR-Uu radio
interface (1.e. mobile terminology (MT) part) to access the
network 1n a northbound direction. The IAB-node (200a-
200¢) can access the network using either an NR standalone
(SA)-mode or an NR non-standalone (NSA)-mode (i.e.
EN-DC). In the NSA-mode, the IAB-node also connects via
Long-Term Evolution (LTE) to a MeNB (1.e. MeNB to
indicate that the MeNB i1s the ‘Master” (M) base station
controlling the ‘Secondary’ (S) 3G NR base station), and the
IAB-donor node (100) terminates X2-C as SgINB, as shown
in FIGS. 1B-1C.

The IAB-node (200a-200¢) terminates an IP transport and
1s reachable from an operator’s transport network via the DU
part of the IAB-donor node (100). The IAB node (200a-
200¢) and the CU (1.e. CU-CP and CU-UP) of the donor
gNB communicate with each other using IP as for CU/DU
transport connections on wire line networks. In the down-
link, the IAB-donor-DU performs mapping of IP packets

destined for the IAB node (200a-200¢) to southbound NR
backhaul RLC-channels, while in the uplink the IAB node
(2004-200¢) performs mapping of IP packets destined for

the operator transport network to northbound RLC-channels.
The TAB Adaptation Layer (IAL) protocol, which resides

above a Radio link control (RLC) layer, 1s used at the IAB
nodes (200a-200¢) and the DU part of the IAB donor node
(100) to support forwarding across the IAB network. In the
case ol multi-hop deployments, the forwarding of packets 1n
the intermediate TAB nodes (200a-200¢) 1s done based on
information carried in the IAL protocol and configuration
received from the gNB-CU functionality of the donor gNB
that sets up the mapping/forwarding rules/tables. On the
wireless backhaul interface, the CU-CP of the IAB-donor
node (100) will establish one or more backhaul (BH) RLC
channels.

Referring to FIG. 1C, the part of the IAB node (200a-
200¢) that supports a Uu interface towards the IAB-donor
node (100) or another parent IAB node 1s referred to as an
IAB-UE (or IAB-MT). The backhaul connectivity of the
IAB node (2006 and 2004d) or the IAB-donor node (100) or
another parent IAB node (e.g. 2005 1s parent IAB node for
2004 TIAB node) with a Public Land Mobile Network
(PLMN) 1s managed through the Uu interface. The DU (or
gNB-DU) functionality 1n the IAB node (e.g. 100, 20056 and
2004d) 1s responsible for providing a NR Uu access to UEs
(200/-2001) and child IAB-nodes (e.g. 200d). The corre-
sponding gNB-CU functionality resides on the IAB-donor
oNB, which controls IAB-node gNB-DU wvia the F1 inter-
face. The IAB node (100, 2006 and 200d) appears as a
normal gNB to the UEs (200/-2001) and the other IAB-nodes
and allows them to connect to the 5GC. A DU functionality
of the IAB node (100, 2006 and 200d) allows the UEs
(2007-2001) to connect to the IAB node. The DU function-
ality of the IAB node (2006) together with the CU func-
tionality on the IAB-donor node (100) provides an access to
the core network to a child IAB node (200d) and the UEs
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(200c-200¢) 1n a southbound direction. The IAB node
(2004-200¢) connects to the IAB-donor node (100) or parent
IAB nodes using the MT functionality through a NR Uu
interface. The IAB node recerves data from the core network
using the DU functionality of the IAB nodes (200a-20056)
through the NR backhaul link. The Uu backhaul links can
exist between the IAB node (2004-2005) and a gNB referred
to as IAB-donor node (100) or another IAB node (200a-
200b).

FIG. 2 illustrates a high-level flow of an SA-based IAB
integration, according to some embodiments. The SA-based
IAB integration includes an IAB-donor node (100), an
IAB-node-1 (20054), an IAB-node-2 (2004d), and a 5G core
(5GC) (300-400) (e.g. network, core network) 1n a wireless
network (1000).

At 202, Phase-1: an IAB-MT setup procedure where an
MT functionality of the new IAB-node (e.g. the IAB-node-
2) (200d) connects to the network as a normal UE, by
performing a Radio Resource Control (RRC) connection
setup procedure with an IAB-donor-CU, authentication with
the core network (300-400), the IAB-node-2 (2004d) related
context management, IAB-node-2 (200d4) access traflic-
related radio bearer configuration at a Radio Access Net-
work (RAN) side and optionally, Operations, administration
and management (OAM) connectivity establishment. As
part of the IAB-MT setup procedure, the IAB-MT node
obtains the following parameters:

a) C-RNTI, assigned as part of RRC connection establish-
ment procedure, provided over the RRC signaling message
by the IAB-donor-CU/eNB and the C-RNTI 1s actually
assigned by the IAB-donor DU/eNB ifor the IAB-node.
C-RNTT 1s a unique identification used for identifying RRC
Connection between the UE and the gNB/eNB and also used
for scheduling, which 1s dedicated to a particular UE.

b) GUTI, 1s a core network temporary 1dentifier, assigned as
part of Registration procedure by the MME/AMF and pro-
vided over the NAS signaling message to the IAB-node by
the MME/AMF (via, IAB-donor/eNB). GUTI 1s used
between the UE and the MME/AMF {for identification of the
UE at the NAS layer.

¢) Protocol Data Unit (PDU) session IP address/Packet Data
Network (PDN) connection IP address, if the UE establish a
user plane connection, for example with OAM server. SMF
1s responsible for session management and allocates IP
addresses to UEs during PDU session establishment proce-
dure and MME for PDN connection. IP address of UE’s
PDU/PDN session are maintained regardless of the location
of the UE, such that the session continuity 1s maintained.
PDU Session IP address are used between the UE and the
external network via the User Plane functions/gateways for
IP layer routing. gNB/eNB use the PDU session IP address
as a QoS filter parameter to enforce the QoS of the PDU
session. PDU session IP address i1s never used as the UE
identification parameter 1n the Radio Access Network

(RAN) and there 1s no dependency between the PDU session
IP address of the IAB-UE (specific to Data Network (DN))

and the IP address of the IAB-DU (specific to RAN), they
are complete independent and assigned by diflerent entities
based on the network configuration.

At 204, Phase-2.1: a Backhaul RLC channel establish-
ment where at least the backhaul RLC channels for CP traflic
¢.g. carrying F1-C messages to and from the IAB-node (e.g.
IAB-node-1 (20056), IAB-node-2 (200d)), 1s established.

At 206, Phase-2.2: a routing update procedure where a
Backhaul Adaptation Protocol (BAP) layer 1s updated to
support routing between the new IAB-node-2 (2004) and the
IAB-donor-DU. This includes configuration of a BAP rout-
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ing 1dentifier for routing in a downstream direction on the
IAB-donor-DU and the BAP route 1dentifier in an upstream
direction on MT functionality of the IAB-node-2 (200d).
The routing tables are updated for all ancestor IAB-nodes
(c.g. IAB-node 1 (2004)) and the IAB-donor-DU with
routing entries for a new BAP routing identifier. The DU
tunctionality of the new IAB-node-2 (2004) configures an 1P
address to establish IP connectivity to the operator’s net-
work. As part of the Backhaul RLC channel establishment
procedure and routing update procedure, the IAB-node via
RRC signaling obtains the following IAB-DU specific
parameters (UE 1s not aware of such parameter in normal
operation):

a) BAP address and BAP routing ID for the IAB-DU.

b) At least one IP address allocation for the IAB-DU F1
interface, by the IAB-donor or by the OAM server.

At 208, Phase-3: an IAB-DU setup procedure where the
DU functionality of the IAB-node-2 1s configured. The DU
tunctionality of the IAB-node-2 (2004) imtiates the set up an
F1-C connection with the IAB-donor-CU. After the F1 1s set
up, the IAB node can now start serving to the UEs.

The TAB-UE needs to be authenticated by the 3GPP
network and the IAB-node needs to authenticate the 3GPP
network, as like a normal UE accessing the 3GPP core
network as specified 1n the 3GPP technical specifications.
Further, the network needs to authorize the IAB node to
provide service. The unauthorized IAB node with valid
subscription credentials may get access to obtain/provide
IAB service. Therefore, authorization for connectivity of the
IAB Node to the 5GC or an Evolved Packet System (EPS)
shall be evaluated by the network. The authorization for
connectivity of the IAB Node to the 5GC/EPS shall be
evaluated by the network once the IAB Node 1s successiully
identified and authenticated. However, there 1s a need for the
network to authorize and/or authenticate the IAB node
twice, as the below two procedure are independent proce-
dures,

a. During the establishment of the secure RRC connection
with the network (IAB-MT setup), the MT functionality in
the IAB node performs authentication with the network,
obtain authorization from the network and establish the AS
security context for the secure exchange of the RRC mes-
sages and user plane traflic. The UE context 1s 1dentified
using C-RNTT 1n the RRC layer; and

b. During establishment of secure F1* interface (IAB-DU
setup), 1t 1s required to perform an authentication mecha-
nism over an IKEv2 to establish Internet Protocol Security
(IPsec) tunnels. In some designs, based on the authentication
method, policy and authentication data 1s identified, for
example, Identifier i the ID payload in IKEv2 protocol.
Further, the network should ensure only authorized IAB
Node establish the F1 security context to secure F1* inter-
face.

When establishing the secure RRC connection (the IAB-
node acting as a UE with MT functionalities), authorization
1s executed during an IAB Node Registration procedure and
the core network (e.g. Unified data management (UDM) via
Access and Mobility Management Function (AMF) or
Home Subscriber Server (HSS) via Mobility Management
Entity (MME)) shall authorize the IAB Node through a
subscription profile. But when establishing a secure F1%*
interface, 1t 1s required to perform an independent authen-
tication mechanism over the IKEv2 to establish IPsec tun-
nels and there 1s no mechanism defined how the Donor gNB
(Donor-CU) authorize and/or authenticate the IAB Node to
establish the F1* setup procedure dynamically (without
pre-configuration of credentials). Particularly, there 1s no
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mechanism defined on how to idenftily the established UE
context (established during Phase-1), when performing
Phase-3 procedure (particularly to generate security param-
cters dynamically to perform authorization and/or authenti-
cation to establish secure F1* interface).

In some designs, to support a flexible plug and play of
IAB-node and IAB-donor without a pre-configuration of the
PSK(s), dynamic PSK computation for IKEv2 PSK authen-
tication 1s supported. When dynamic PSK 1s used, the
IAB-node and the IAB-donor shall calculate the PSK (K, , 2)
using K. The IAB-donor need to identify the AS security
context (K_»z) of the IAB-node (established by the MT
function) to derive the K, , » (for establishment of secure F1
interface). Therefore, a mechanism to i1dentity the AS secu-
rity context of the IAB-node (established 1n Phase-1 via NR
Uu interface) in the IAB-Donor 1s required, when perform-
ing F1 interface set-up (Phase-3).

Accordingly, the embodiments herein provide a method
for authentication of an IAB node by an IAB-donor node 1n
a wireless network. The method includes obtaining an IAB
authorization iformation of the IAB node from an Access
and Mobility Management Function (AMF) or a Mobility
Management Entity (MME) of the wireless network, deter-
mining whether the IAB authorization information of the
IAB node (200) indicates the IAB node as authorized, and
allocating a unique idenftity/parameter to the IAB node
during an IAB-MT setup and/or Backhaul RLC channel
establishment and/or Routing update phase. Further, the
method includes storing the umique identity/parameter in a
UE context, which 1s used to identily the UE context during
an IAB-DU part setup for authorization check and/or
authentication (by generating the security parameters
dynamically using the security parameters established dur-
ing IAB-MT setup and/or Backhaul RLC channel establish-
ment and/or Routing update phase).

Referring now to the drawings, and more particularly to
FIGS. 3A through 8, where similar reference characters
denote corresponding features consistently throughout the
figures, there are shown preferred embodiments.

FIG. 3A illustrates a block diagram of an IAB-donor node
(100) for authentication of an IAB node (200) (not shown 1n
the FIG. 3A) 1n a wireless network (1000), according to the
embodiments as disclosed herein. In an embodiment, the
IAB-donor node (100) includes a memory (110), a processor
(120), a communicator (130), an authentication controller
(140), a Central Unit (CU) functionality (150) and a Distri-
bution Unit (DU) functionality (160). Throughout this dis-
closure, the terms “CU functionality (150)”, “IAB-donor-
CU (150)” and “CU (150)” means the same and are used
interchangeably. Throughout this disclosure, the terms “DU
functionality (160)” and “DU (160)” are used interchange-
ably and means the same.

The memory (110) also stores instructions to be executed
by the processor (120). The memory (110) may include
non-volatile storage elements. Examples of such non-vola-
tile storage elements may include magnetic hard discs,
optical discs, floppy discs, flash memories, or forms of
clectrically programmable memories (EPROM) or electri-
cally erasable and programmable (EEPROM) memories. In
addition, the memory (110) may, 1n some examples, be
considered a non-transitory storage medium. The term “non-
transitory” may indicate that the storage medium 1s not
embodied 1n a carrier wave or a propagated signal. However,
the term “non-transitory” should not be interpreted that the
memory (110) 1s non-movable. In some examples, the
memory (110) can be configured to store larger amounts of
information than the memory. In certain examples, a non-




US 11,716,618 B2

13

transitory storage medium may store data that can, over
time, change (e.g., in Random Access Memory (RAM) or
cache). In an embodiment, the memory (110) can be an
internal storage unit or the memory can be an external
storage unit of the IAB-donor node (100), a cloud storage,
or any other type of external storage.

The processor (120) communicates with the memory
(110), the communicator (130), the authentication controller
(140), the CU (150) and the DU (160). The processor (120)
1s configured to execute instructions stored in the memory
(110) and to perform various processes. The communicator
(130) 1s configured for communicating internally between
internal hardware components and with external devices via
one or more networks.

In an embodiment, the authentication controller (140)
obtains an IAB authorization information of the IAB node
(200) from an Access and Mobility Management Function
(AMF) (300) or a Mobility Management Entity (MME) of
the wireless network (1000). Further, the authentication
controller (140) determines whether the IAB authorization
information of the IAB node (200) indicates the IAB node
(200) as authorized. Further, the authentication controller
(140) allocates an Internet Protocol (IP) address to a Dis-
tributed Unit (DU) of the IAB node (200) 1n response to
determining that the IAB authorization information of the
IAB node (200) indicates the IAB node (200) as authorized,
i requested by the IAB-node (200). Alternatively, the
authentication controller (140) 1s informed by the IAB node
(200), an Internet Protocol (IP) address of the Distributed
Unit (DU) of the IAB node (200), 11 IP address 1s obtained
by other means. Further, the authentication controller (140)
1s configured to store the allocated/informed IP address of
the DU (250) of the IAB node (200) 1n a context of the IAB
node (200) along with the IAB authorization information of
the IAB node (200) in the memory (110).

Further, the authentication controller (140) sends the IP
address of the DU (250) of the IAB node (200) to the IAB
node (200), 1f requested by the IAB-node (200). Further, the
authentication controller (140) receives an F1 setup message
along with the allocated/informed IP address from the IAB
node (200) to mitiate an F1* connection between the IAB
node (200) and the IAB-donor node (100). Further, the
authentication controller (140) identifies the context of the
IAB node using the allocated/informed IP address. Further,
the authentication controller (140) may determines whether
the stored IAB authorization information in the context of
the IAB node (200) 1s authorized. Further, the authentication
controller (140) establishes an Internet Protocol Security
(IPsec) connection with the IAB node (200) in response to
determining that the stored IAB authorization information 1n
the context of the IAB node (200) i1s authorized and by
generating security parameters from the identified context.

Although the FIG. 3A shows various hardware compo-
nents of the IJAB-donor node (100) 1t 1s to be understood that
other embodiments are not limited thereon. In other embodi-
ments, the IAB-donor node (100) may include less or more
number of components. Further, the labels or names of the
components are used only for illustrative purpose and does
not limit the scope of the invention. One or more compo-
nents can be combined together to perform same or sub-
stantially similar function to authenticate the IAB node
(200) 1n the wireless network (1000).

FI1G. 3B illustrates a block diagram of the IAB node (200)
to establish/set-up the F1* interface with the IAB-donor
node (100) 1n the wireless network (1000), according to the
embodiments as disclosed herein. In an embodiment, the

IAB node (200) includes a memory (210), a processor (220),
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a communicator (230), a Mobile Terminal (MT) function-
ality (240), and a DU functionality (250). Throughout this

disclosure, the terms “MT functionality (240)”, “IAB-MT
(240)”, “UE functionality (240)”, “UE (240)” and “MT
(240)” are used interchangeably and means the same.
Throughout this disclosure, the terms “DU functionality
(250)”, “IAB-DU (250)” and “DU (250)” are used inter-
changeably.

The memory (210) also stores 1nstructions to be executed
by the processor (220). The memory (210) may include
non-volatile storage elements. Examples of such non-vola-
tile storage elements may include magnetic hard discs,
optical discs, floppy discs, flash memories, or forms of
clectrically programmable memories (EPROM) or electri-
cally erasable and programmable (EEPROM) memories. In
addition, the memory (210) may, in some examples, be
considered a non-transitory storage medium. The term “non-
transitory” may 1indicate that the storage medium 1s not
embodied 1n a carrier wave or a propagated signal. However,
the term “non-transitory” should not be interpreted that the
memory (210) 1s non-movable. In some examples, the
memory (210) can be configured to store larger amounts of
information than the memory. In certain examples, a non-
transitory storage medium may store data that can, over
time, change (e.g., in Random Access Memory (RAM) or
cache). In an embodiment, the memory (210) can be an
internal storage unit or the memory can be an external
storage unit of the IAB-donor node (100), a cloud storage,
or any other type of external storage.

The processor (220) commumicates with the memory
(210), the communicator (230), the UE (240) and the DU
(250). The processor (220) 1s configured to execute instruc-
tions stored in the memory (210) and to perform various
processes. The communicator (230) 1s configured for com-
municating internally between internal hardware compo-
nents and with external devices via one or more networks.

In an embodiment, the UE (240) performs an authentica-
tion with a core network and establishing an AS security
context with the IAB-donor node (100), the AS security
context with the IAB-donor node (100) using a context
provided by one of a normal gNodeB (gNB) or eNodeB
(eNB), as part of a handover procedure, an 1nitial attachment
procedure, a secondary gNB (SgNB) addition procedure.
Further, the DU (250) initiates the F1* connection with the
IAB-donor node (100) by sending the F1 setup message.

Although the FIG. 3B shows various hardware compo-
nents of the IAB node (200) but it 1s to be understood that
other embodiments are not limited thereon. In other embodi-
ments, the IAB node (200) may include less or more number
of components. Further, the labels or names of the compo-
nents are used only for illustrative purpose and does not limit
the scope of the invention. One or more components can be
combined together to perform same or substantially similar
function to establish/set-up the F1* interface with the IAB-
donor node (100) 1n the wireless network (1000).

FIG. 4 1llustrates a sequence diagram for determining the
context of the IAB node (200) using the IAB-node DU IP
address to establish/set-up the F1* interface with the TAB-
donor node (100), according to the embodiments as dis-

closed herein.
At 402, as part of the IAB-MT (240) setup procedure

(Phase-1), the IAB node (200) (1.e. acting as the UE (240)
with MT functionalities) performs the authentication and
establish the AS security context with the normal gNB/eNB
or with the IAB-donor (100). If registered with the normal
ogNB/eNB, then the IAB node (200) (1.e. acting as the UE
(240) with MT functionalities) establishes the AS security
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context with the IAB-donor (100), either using the context
provided by the normal gNB/eNB, as part of the handover
procedure or by performing Attach/Registration (initial

attach) procedure or by SgNB addition procedure (in this
case normal gNB/eNB 1s MgNB/MeNB).

At 404-406, further as part of the IAB-MT (240) setup
procedure (Phase-1), the authorization for connectivity of
the IAB node (200) to the SGC/EPS shall be evaluated by

the network (e.g. AMF (300), UDM (400)) once the IAB
node (200) 1s successiully identified and authenticated. The
authorization 1s executed during the IAB node registration

procedure. The core network shall authorize the IAB node
(200) through the subscription profile. The IAB-donor (100)
obtains the IAB authonization information of the IAB node

(200) from the AMF (300)/MME (not shown 1n the FIG. 4)

(for example, as part of mitial context setup procedure (i.e.
INITIAL CONTEXT SETUP REQUEST message)).

At 408, further as part of the IAB-MT (240) setup
procedure (Phase-1), the IAB-donor (100) stores the autho-
rization information of the IAB node (200) (1.e. received at
406) along with the IAB node’s context (1.e. (NG-RAN
node) UE context), if the authorization mnformation 1s mndi-
cated as “authorized”.

At 410, as part of the Phase-2 procedure, the at least one
IP address of the DU (250) of the IAB node (200) can be
assigned by the OAM server, or by the CU (150) of the
IAB-donor node (100), or by the DU (160) of the IAB-donor
node (100) during Phase-1 or during Phase-2. In other
words, the IP address allocation procedure may occur at any
time after RRC connection has been established. In case of
[AB-donor-based IP address allocation, the at least one IP
address 1s (are) allocated by the IAB-donor-CU (150) or
IAB-donor-DU (160). In both cases, the IAB-node (200)
requests the at least one IP address via RRC from the
IAB-donor-CU (150). IAB-node (200) includes a separate
IP address request for each usage, where the usages defined
are all trathc, F1-U, F1-C and non-F1. The IAB-donor-CU
(150) may itiate the IAB Transport Network Layer (TINL)
Address Allocation procedure to obtain IP addresses from
the IAB-donor-DU (160). The IAB-donor-CU (150) sends
the IP addresses allocated for each usage to the IAB-node
(200) via RRC.

In case of OAM-based IP address allocation, the IAB-
node (200) informs the IAB-donor-CU (150) via an UL RRC
message about the at least one IP address the IAB-node
(200) received for each purpose and the IAB-donor-CU
(150) stores the at least one IP address.

At 412, the IAB-donor (100) stores the assigned/informed
at least one IP address of the DU (250) of the IAB node (200)
in the context of the IAB node (200) (1.e. UE context).
Further, the Backhaul RLC channel establishment and rout-
ing update procedures are performed.

At 414, as part of the Phase-3 procedure, IAB-DU (250)
setup, the IAB node (200) (DU functionality of the IAB
node) mitiates the F1* connection (for example, F1*-C)
with the CU (150) of the IAB-donor node (100), by sending
the F1 setup message to the IAB-donor node (100). The IAB
node (200) includes the assigned/informed IP address (for
example, as part of (outer) IP header (source IP address of
the JAB-DU (for F1-C usage)) of the request message) with
the F1 setup message to the IAB-donor node (100) (1.c.
IAB-donor-CU (150)).

At 416, further as part of the Phase-3 procedure, IAB-DU
(250) setup, the IAB node context 1s identified using the
assigned/informed IP Address (for F1-C usage) at the IAB-
donor node (100) and the IAB-donor node (100) may check
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whether the stored IAB authorized intformation 1s “autho-

rized” in the IAB node context (1.e. UE context).

At 418, further as part of the Phase-3 procedure, IAB-DU
(250) setup, the IAB-donor node (100) proceed with the
setup procedure. To support a flexible plug and play of
IAB-node (200) and IAB-donor node (100) without a pre-
configuration of the PSK(s), dynamic PSK computation for

IKEv2 PSK authentication may also be supported, as speci-
fied 1n TS 33.501 v16.3.0 onwards. When dynamic PSK 1is

used, the IAB-node (200) and the IAB-donor node (100)
shall calculate the PSK (K, ) as specified 1n the TS 33.501
v16.3.0 onwards. The IAB-donor node (100) uniquely 1den-
tify the IAB-node’s security context (K, ,z) using the IAB-
node DU IP address (assigned for F1-C usage). The IAB-
donor node (100) shall use K,, as PSK for IKEv2
procedure between IAB-node (200) and the IAB-donor node
(100).

FIG. 5 illustrates a sequence diagram for determining the
context of the IAB node (200) using the C-RNTT of the IAB
node MT functionality to establish/set-up the F1* interface
with the IAB-donor node (100), according to the embodi-
ments as disclosed herein.

At 502, as part of the IAB-MT (240) setup procedure
(Phase 1), the IAB node (200) (1.e. acting as the UE (240)
with MT functionalities) performs the authentication and
establish the AS security context with the normal gNB or
with the IAB-donor node (100). If registered with the normal
gNB/eNB, then the IAB node (200) (1.e. acting as the UE
(240) with MT functionalities) establishes the AS security
context with the IAB-donor node (100), either using the
context provided by the normal gNNB/eNB, as part of the
handover procedure or by performing Attach/Registration
(1n1t1al attach) procedure or by SgNB addition procedure (in
this case Normal gNB/eNB 1s MgINB/MeNB).

At 504-506, as part of the IAB-MT (240) setup procedure
(Phase-1), the authorization for connectivity of the IAB
node (200) to the 5GC/EPS shall be evaluated by the
network once the IAB node (200) 1s successtully 1dentified
and authenticated. The authorization 1s executed during the
IAB node registration procedure. The core network shall
authorize the IAB node (200) through the subscription
profile. The IAB-donor node (100) obtains the IAB autho-
rization information of the IAB node (200) from the AMF
(300))MME (not shown 1n the FIG. 5) (for example, as part
of Imtial Context Setup procedure (1.e. INITIAL CONTEXT
SETUP REQUEST message)).

At 508, as part of the IAB-MT (240) setup procedure
(Phase-1), the IAB-donor node (100) stores the authoriza-
tion information of the IAB node (200) (1.e. received at 506)
along with the context of the IAB node (200) (1.e. UE
context), 1f the authorization information 1s indicated as
“authorized”. Further, the IAB-donor node (100) may allo-
cate or reserve IP address for IAB node (200)’s DU.

At 510, as part of the Phase-2 procedure, the Backhaul
RLC channel establishment and routing update procedures
are performed.

At 512, as part of the Phase-3 procedure, JAB-DU (250)
setup, the IAB node (200) (1.e. DU functionality of the IAB
node (200)) mitiates the F1* connection (for example,
F1*-C) with the CU (150) of the IAB-donor node (100), by
sending the F1 setup message to the IAB-donor node (100).
The IAB node (200) includes the C-RNTI (1.e. assigned to
the UE (240) functionalities 1n the IAB-node (200), during
Phase-1 (IAB-MT (240) setup procedure)) 1n the F1 setup
message to the CU (150) of the IAB-donor node (100).

At 514, as part of the Phase-3 procedure, IAB-DU (250)
setup, the context of the IAB node (200) 1s identified using
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the C-RN'TT at the IAB-donor node (100) and the IAB-donor
node (100) may checks whether the stored IAB Authornized
information 1s “authorized” in the IAB node context (1.e. UE
context) (1.e. the context of the IAB node (200)).

At 516, as part of the Phase-3 procedure, IAB-DU (250)
setup, the IAB-donor node (100) proceed with the setup
procedure. To support a flexible plug and play of IAB-node
(200) and IAB-donor node (100) without a pre-configuration
of the PSK(s), dynamic PSK computation for IKEv2 PSK
authentication may also be supported, as specified mn TS
33.501 v16.3.0. When dynamic PSK i1s used, the IAB-node
(200) and the IAB-donor node (100) shall calculate the PSK
(K, ,z) as specified 1n the TS 33.501 v16.3.0. The IAB-donor
node (100) uniquely 1dentify the IAB-node’s security con-
text (K, nz) using the C-RNTI. The IAB-donor node (100)
shall use K, ,. as PSK for IKEv2 procedure between the
IAB-node (200) and the IAB-donor node (100).

FIG. 6 illustrates a sequence diagram for determining the
context of the IAB node (200) using the GUTI of the IAB
node (1.e. IAB node (200)) MT functionality to establish/
set-up the F1* interface with the IAB-donor node (100),
according to the embodiments as disclosed herein.

At 602, as part of the IAB-MT (240) setup procedure
(Phase-1), the IAB node (200) (1.e. acting as the UE (240)
with MT functionalities) performs the authentication and
establish the AS security context with the Normal gNB/eNB
or with the IAB-donor node (100). If registered with the
Normal gNNB/eNB, then the IAB node (200) (1.e. acting as
the UE (240) with MT functionalities) establishes the AS
security context with the IAB-donor node (100), either using
the context provided by the Normal gNB/eNB, as part of the
handover procedure or by performing Attach/Registration
(initial attach) procedure or by SgNB addition procedure (in
this case Normal gNB/eNB 1s MgINB/MeNB).

At 604-606, as part of the IAB-MT (240) setup procedure
(Phase-1), the authorization for comnectivity of the IAB
node (200) to the 5GC/EPS shall be evaluated by the
network once the IAB node (200) 1s successtully 1dentified
and authenticated. The authorization 1s executed during the
IAB node registration procedure. The core network shall
authorize the IAB node (200) through the subscription
profile. The IAB-donor node (100) obtains the IAB autho-
rization information of the IAB node (200) from the AMF
(200)/MME (not shown 1n the FIG. 6) (for example, as part
of Imitial Context Setup procedure (INITIAL CONTEXT
SETUP REQUEST message)). In case of a successiul reg-
istration procedure, the AMF (300)/MME assigns the GUTI
to the JAB-node (200) (i.e. MT functionality).

At 608-610, as part of the IAB-MT (240) setup procedure
(Phase-1), the IAB-donor node (100) stores the authoriza-
tion information of the IAB node (200) (1.e. received at 606)
along with the context of the IAB node (200) (1.e. UE
context), 1f the authorization information 1s indicated as
“authorized”. Further, i case of the successiul registration
procedure, the AMF (300)/MME (not shown 1n the FIG. 6)
assigns the GUTI to the IAB-node (200) (1.e. MT function-
ality) and the IAB-donor node (100) forwards the GUTI to
the IAB node (200) The IAB-donor node (100), stores the
assigned GUTT 1n the context of the IAB node (200) (1.e. UE
context), when the GUTT 1s about to send or after sent to the
IAB node (200).

At 612, as part of the Phase-2 procedure, assigning the IP
addresses to the DU (250) of the IAB node (200) may be sent

to the IAB node (200), if requested by the IAB node (200).
At 614, as part of the Phase-3 procedure, IAB-DU (250)
setup, the IAB node (200) (1.e. DU functionality of the IAB

node (200)) mitiates the F1* connection (for example,
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F1*-C) with the CU (150) of the IAB-donor node (100), by
sending the F1 setup message to the IAB-donor node (100).
The IAB node (200) includes the GUTI (1.e. assigned to the
UE (240) with MT functionalities 1n the IAB node (200)
during Phase-1 (1.e. IAB-MT (240) setup procedure)) in the
F1 setup message to the CU (150) of the IAB-donor node
(100).

At 616, as part of the Phase-3 procedure, IAB-DU (250)
setup, the context of the IAB node (200) 1s identified using
the GUTI at the IAB-donor node (100) and the IAB-donor
node (100) may checks whether the stored IAB authorized
information 1s “authorized” i1n the context of the IAB node
(200) (1.¢. context).

At 618, as part of the Phase-3 procedure, JAB-DU (250)
part setup, the IAB-donor node (100) proceed with the setup
procedure. To support a flexible plug and play of IAB-node
(200) and IAB-donor node (100) without a pre-configuration
of the PSK(s), dynamic PSK computation for IKEv2 PSK
authentication may also be supported, as specified i TS
33.501 v16.3.0. When dynamic PSK 1s used, the IAB-node
(200) and the IAB-donor node (100) shall calculate the PSK
(K, ,z) as specified i the TS 33.501 v16.3.0. The IAB-donor
node (100) uniquely identity the IAB-node’s security con-
text (K nz) using the GUTI. The IAB-donor node (100)
shall use K, ,, as PSK for IKEv2 procedure between the
IAB-node (200) and the TAB-donor node (100).

FIG. 7 1llustrates a sequence diagram for determining the
context of the IAB node (200) using the IAB node-DU 1D
to establish/set-up the F1* interface with the IAB-donor
node (100), according to the embodiments as disclosed
herein.

At 702-704, as part of the IAB-MT (240) setup procedure
(Phase-1), the IAB node (200) (1.e. acting as the UE (240)
with MT functionalities) performs RRC Connection estab-
lishment procedure. During the RRC connection establish-
ment procedure, the IAB node (200) provides the IAB
node-DU ID (1.e. gNB-DU ID of the IAB node) to the
IAB-donor node (100) (i.e. IAB-donor-CU (1350)). In an
embodiment, the IAB node (200) provides the IAB node-
DU ID 1n at least one of RRC messages (e.g. an RRC Setup
Complete, an RRC Setup Request, and a new RRC mes-
sage). The gNB-DU ID/IAB Node-DU ID 1s configured at
the IAB node-DU ID and used to uniquely identily the IAB
node-DU ID at least within the CU (150) of the IAB-donor
node (100). On reception of the IAB node-DU ID from the
IAB node (200), the IAB-donor node (100) stores the IAB
node-DU ID of the IAB node (200) along with the context
(1.e. UE context) of the IAB node (200).

At 706, as part of the IAB-MT (240) setup procedure
(Phase-1), the IAB node (200) (1.e. acting as the UE (240)
with MT functionalities) performs the authentication and
establish the AS security context with the normal gNB or
with the IAB-donor node (100). IT registered with the normal
gNB/eNB, then the IAB node (200) (1.e. acting as the UE
(240) with MT functionalities) establishes the AS security
context with the IAB-donor node (100), either using the
context provided by the normal gNB/eNB, as part of the
handover procedure or by performing attach/registration
(1.e. mitial attach) procedure or by SgINB addition procedure
(Normal gNB/eNB 1s MgNB/MeNB).

At 708-710, as part of the IAB-MT (240) setup procedure
(Phase-1), the authorization for connectivity of the IAB
node (200) to the 5GC/EPS shall be evaluated by the
network once the IAB node (200) 1s successtully 1dentified
and authenticated. The authorization 1s executed during the
IAB node registration procedure. The core network shall
authorize the IAB node (200) through the subscription
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profile. The IAB-donor node (100) obtains the IAB autho-
rization information of the IAB node (200) from the AMF
(300)/MM (not shown 1n the FIG. 7) (for example, as part
of imitial context setup procedure (INITIAL CONTEXT
SETUP REQUEST message)).

At 712, as part of the IAB-MT (240) setup procedure
(Phase-1), the IAB-donor node (100) stores the authoriza-
tion information of the IAB node (200) (i.e. received 1n at
710) along with the context of the IAB node (200) (i.e. UE
context), 1I the authorization information 1s indicated as
“authorized”. Then as part of the Phase-2 procedure, the
Backhaul RLC channel establishment and Routing update
procedures are performed.

At 714, as part of the Phase-3 procedure, IAB-DU (250)
setup, the IAB node (200) (1.e. DU functionality of the IAB
node (200)) mitiates the F1* connection (for example,
F1*-C) with the CU (150) of the IAB-donor node (100), by
sending the F1 setup message to the CU (150) of the
IAB-donor node (100). The IAB node (200) includes the
IAB node-DU ID 1n the F1 setup message to the CU (150)
of the IAB-donor node (100).

At 716, as part of the Phase-3 procedure, IAB-DU (250)
setup, the context of the IAB node (200) 1s 1dentified using
the IAB node-DU ID at the IAB-donor node (100) and the
IAB-donor node (100) may checks whether the stored IAB
Authorized information 1s “authorized” in the context of the
IAB node (200) (1.e. UE context).

At 718, as part of the Phase-3 procedure, IAB-DU (250)
setup, the IAB-donor node (100) proceed with the setup
procedure. To support a flexible plug and play of IAB-node
(200) and IAB-donor node (100) without a pre-configuration
of the PSK(s), dynamic PSK computation for IKEv2 PSK
authentication may also be supported, as specified m TS
33.501 v16.3.0. When dynamic PSK i1s used, the IAB-node
(200) and the IAB-donor node (100) shall calculate the PSK
(K, ,z) as specified in the TS 33.501 v16.3.0. The IAB-donor
node (100) uniquely identily the IAB-node’s security con-
text (K, nz) using the IAB node-DU ID. The IAB-donor
node (100) shall use K, ,, as PSK for IKEv2 procedure
between the IAB-node (200) and the IAB-donor node (100).

FIG. 8 illustrates a sequence diagram for determining the
context of the IAB node (200) using the IAB node context
ID to establish/set-up the F1* interface with the IAB-donor
node (100), according to the embodiments as disclosed
herein.

At 802-804, as part of the IAB-MT (240) setup procedure
(Phase 1), the IAB node (200) (1.e. acting as the UE (240)
with MT functionalities) performs RRC Connection estab-
lishment procedure. During the RRC connection establish-
ment procedure, the IAB node (200) 1s provided with the
IAB node context ID by the IAB-donor node (100) (i.e.
IAB-donor-CU (150)). In an embodiment, the IAB-donor
node (100) provides the IAB node context ID 1n at least one
of the RRC messages (e.g. an RRC Setup and a new RRC
message). The IAB-donor node (100) stores the IAB node-
DU ID of the IAB node (200) along with the context of the
IAB node (200) (1.e. UE context).

At 806, as part of the IAB-MT (240) setup procedure
(Phase-1), the IAB node (200) (1.e. acting as the UE (240)
with MT functionalities) performs the authentication and
establish the AS security context with the normal gNB or
with the IAB-donor node (100). I registered with the normal
ogNB/eNB, then the IAB node (200) (1.e. acting as the UE
(240) with MT functionalities) establishes the AS Securlty
context with the IAB-donor node (100), either using the
context provided by the Normal gNB/eNB, as part of the
handover procedure or by performing attach/registration
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(initial attach) procedure or by SgNB addition procedure
(Normal gNB/eNB 1s MgNB/MeNB).

At 808-810, as part of the IAB-MT (240) setup procedure
(Phase-1), the authorization for connectivity of the IAB
node (200) to the 5GC/EPS shall be evaluated by the
network once the IAB node (200) 1s successtully 1dentified
and authenticated. The authorization 1s executed during the

IAB node registration procedure. The core network shall
authorize the IAB node (200) through the subscription
profile. The IAB-donor node (100) obtains the IAB autho-
rization information of the IAB node (200) from the AMF
(200)/MME (not shown 1n the FIG. 8) ({or example, as part
of mitial context setup procedure (1.e. INITIAL CONTEXT
SETUP REQUEST message)).

At 812, as part of the JAB-MT (240) setup procedure
(Phase-1), the IAB-donor node (100) stores the authoriza-
tion information of the IAB node (200) (1.e. received at 810)
along with the context of the IAB node (200) (1.e. UE
context), 1f the authorization information 1s indicated as
“authorized”. Then as part of the Phase-2 procedure, the
Backhaul RLC channel establishment and Routing update
procedures are performed.

At 814, as part of the Phase-3 procedure, IAB-DU (250)
setup, the IAB node (200) (1.e. DU functionality of the IAB
node (200)) mitiates the F1* connection (for example,
F1*-C) with the CU (150) of the IAB-donor node (100), by
sending F1 setup message to the CU (150) of the IAB-donor
node (100). The IAB node (200) includes the IAB node
context ID 1n the F1 setup message to the CU (150) of the
IAB-donor node (100).

In an embodiment, the I-RNTT assigned by the IAB-donor
node (100) (when the IAB node (200) transit to RRC_I-
NACTIVE, the gNB shall assign a fresh I-RNTI) in the
RRCRelease with suspendConfig message. As part of the
Phase-3 procedure (1.e. IAB-DU (250) part setup), the IAB
node (200) (1.e. DU functionality of the IAB node (200))
initiates the F1* connection (for example, F1*-C) with the
CU (150) of the IAB-donor node (100), by sending the F1
setup message to the CU (150) of the IAB-donor node (100).
The TAB node (200) includes the I-RNTI 1n the F1 setup
message to the CU (150) of the IAB-donor node (100).

At 816, as part of the Phase-3 procedure, JAB-DU (250)
setup, the IAB node context 1s 1dentified using the IAB node
context ID or the I-RNTT at the IAB-donor node (100) and
the IAB-donor node (100) checks whether the stored 1AB
authorized information 1s “authorized” in the IAB node
context (1.e. UE context).

At 818, as part of the Phase-3 procedure, IAB-DU (250)
setup, the IAB-donor node (100) proceed with the setup
procedure. To support a flexible plug and play of IAB-node
(200) and IAB-donor node (100) without a pre-configuration
of the PSK(s), dynamic PSK computation for IKEv2 PSK
authentication may also be supported, as specified i TS
33.501 v16.3.0. When dynamic PSK 1s used, the IAB-node
(200) and the IAB-donor node (100) shall calculate the PSK
(K, ,5) as specified in the TS 33.501 v16.3.0. The IAB-donor
node (100) uniquely 1dentify the IAB-node’s security con-
text (K, nz) using the IAB-node context ID or the I-RNTI.
The IAB-donor node (100) shall use K, , ; as PSK for IKEv2
procedure between the IAB-node (200) and the IAB-donor
node (100).

In an embodiment, RRC (MT functionality) and F1 (DU
functionality) may have an internal/proprietary interiace
depending on deployment scenarios. The MT and DU 1n

IAB node (200) are logically separated and can be physi-
cally either. Also 1n the IAB-donor-CU (150) (i.e. the CU of

the IAB-donor node (100)), RRC covering MT and F1
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covering DU may be logically separated and can be physi-
cally etther. In this case, the MT functionality (RRC) pro-
vides the necessary parameters (for example, PSK, autho-
rization information, like so) to the DU functionality by
using internal/proprietary interface or through a standard-
1ized interface. Alternatively, DU/F1 sends a request to
MT/RRC including the necessary information (e.g. C-RNTI
or IP address of the IAB-node DU (F1-C)) to the MT

tfunctionality (RRC) to obtain the necessary parameters (for
example, PSK, authorization information, like so), 1 it 1s not
available with the DU/F1 functionality i the IAB node
(200).

In an embodiment, the IP addresses and/or Fully Qualified
Domain Names (FQDN) 1s used for identification of the DU

functionality and the mapping between the i1dentity of the

MT functionality (for example, C-RNTI/IAB Node ID) and
the 1dentity of DU functionality (for example, IAB Node
ID/IP Address) 1s maintained in the IAB-donor node (100)
for the IAB nodes (e.g. IAB node (200)), so that the
IAB-donor node (100) can retrieve the corresponding UE
context (1.e. authorization information in the UE context).

In an embodiment, for the DU functionality (F1) to get
authorized during the IAB-DU (250) setup, the MT provides
the necessary information (e.g. PSK, authorization informa-
tion, like so), 1f 1t 1s not available with the DU, for the DU
functionality in the IAB node (200). The necessary infor-
mation 1s provided by using internal/proprietary interface or
through a standardized intertace.

In an embodiment, the unique i1dentity/parameter allo-
cated to the IAB node (200) during the IAB-MT (240) setup
and/or Backhaul RLC channel establishment and/or Routing
update phase 1s stored 1n the UE context, which 1s used to
identily the context for authorization check during IAB-DU
(250) part setup, 1s selected, based on the RRC State of the
IAB Node’s MT functionality. For illustrative purpose, if the
RRC State of the IAB Node’s (200) MT functionality is
RRC_INACTIVE, then the I-RNTI and/or IAB Node’s
(200) DU IP address 1s used, 1if the RRC State of the IAB
Node’s (200) MT functionality 1s RRC_Connected, then
GUTI and/or IAB Node’s (200) DU IP address 1s used.

In an embodiment, during the Phase-3 (IAB DU part
setup ) procedure, 1f the IAB node (200) (1.e. acting as the UE
(240) with MT functionalities) 1s in RRC Idle state, then the
IAB node (200) transit to RRC_Connected (by itsell or
triggered by the IAB-donor node) and then the Phase-3 (1AB
DU part setup) procedure 1s performed, so that authorization
check for the IAB node (200) 1s performed by the IAB-donor
node (100).

In an embodiment, during the Phase-3 (IAB DU part
setup) procedure, the authorization check i1s performed by
the IAB-donor node (100) by retrieving the UE context
using the identity provided as part of the F1 setup request
messages before performing the authentication procedure to
establish the F1 interface. In an embodiment, some deploy-
ments use the BAP address of the IAB-node (F1-C) for
identification of the AS security context instead of IAB-DU
IP address.

In an embodiment, during the Phase-3 (IAB DU part
setup) procedure, the IAB-node (200) includes the IP
address of the 1ts DU F1-C usage IP address as the IKEv2
Identification-Initiator (ID1) payload value and the I1AB-
donor node (100) uniquely 1dentily the IAB-node’s security
context (K ) using the IKEv2 Identification-Initiator (ID1)
payload value. The IAB-donor node (100) shall use K, as
PSK for IKEv2 procedure between the IAB-node (200) and
the IAB-donor node (100).
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The embodiments disclosed herein can be implemented
using at least one software program running on at least one
hardware device and performing network management func-
tions to control the elements.

Although the present disclosure has been described with
various embodiments, various changes and modifications
may be suggested to one skilled 1n the art. It 1s intended that
the present disclosure encompass such changes and modi-
fications as fall within the scope of the appended claims.

What 1s claimed 1s:

1. A method for authentication of an Integrated Access
and Backhaul (IAB) node 1n a wireless network performed
by an IAB-donor node, the method comprising:

obtaining an IAB authorization information of the IAB

node from a network entity during an imitial context
setup procedure;

sending, to the IAB node, an Internet Protocol (IP)

address of a distributed unit (DU) of the IAB node to
identily a security context information of the IAB node
in response to a request for the IP address from the IAB
node;

identifying the security context immformation of the IAB

node based on the IP address of the DU of the IAB
node;
generating a security parameter, based on the security
context information of the IAB node; and

establishing an Internet Protocol Security (IPsec) connec-
tion with the IAB node, based on the generated security
parameter.

2. The method as claimed 1n claim 1,

wherein the IAB authorization information of IAB node 1s

obtained based on a subscription profile of the IAB
node from a core network.

3. The method as claimed 1n claim 1, wherein the iden-
tifying the security context information of the IAB node
COmprises:

identitying the security context information of IAB node

by using at least one of:
a Cell Radio Network Temporary Identifier (C-RNTTI);

a Globally Unique Temporary ID (GUTI) of the IAB
node;

an IAB node DU ID, and

an IAB node context 1D.

4. The method as claimed 1n claim 1, wherein the security
context information of the IAB node comprises an Access
Stratum (AS) context with the IAB-donor node.

5. The method as claimed in claim 1, wherein the IP
address of the DU of the IAB node 1s allocated by at least
one ol an operations, administration and management
(OAM) server, a central unit (CU) of the IAB-donor node,
and a DU of the IAB-donor node.

6. An Integrated Access and Backhaul (IAB) donor node
for authentication of an IAB node 1n a wireless network, the
IAB donor node comprising;:

a memory;

a processor coupled with the memory; and

an authentication controller, coupled with the processor,

configured to:

obtain an IAB authorization information of the IAB node

from one of a network entity during an 1nitial context

setup procedure;
send, to the IAB node, an Internet Protocol (IP) address of

a distributed unit (DU) of the IAB node to identily a
security context information of the IAB node 1
response to determining that the IAB node 1s autho-
rized:
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identify the security context information of the IAB node
based on the IP address the DU of the IAB node;

generate a security parameter, based on the security

context information of the IAB node; and

establish an Internet Protocol Security (IPsec) connection

with the IAB node, based on the generated security
parameter.

7. The IAB-donor node as claimed 1n claim 6,

wherein the IAB authorization information of IAB node 1s

obtained based on a subscription profile of the IAB
node from a core network.

8. The IAB-donor node as claimed 1n claim 6, wherein the
security context information of the IAB node 1s identified by
using at least one of:

a Cell Radio Network Temporary Identifier (C-RNTI);

a Globally Unique Temporary ID (GUTI) of the IAB

node;

an IAB node DU ID; and

an IAB node context ID.

9. The IAB-donor node as claimed 1n claim 6, wherein the
security context information of the IAB node comprises an
Access Stratum (AS) context with the IAB-donor node.

10. The IAB-donor node as claimed 1in claim 6, wherein
the IP address of the DU of the IAB node 1s allocated by at
least one of an operations, administration and management
(OAM) server, a central unit (CU) of the IAB-donor node,
and a DU of the IAB-donor node.

11. A method for authentication of an Integrated Access
Backhaul (IAB) node performed by the IAB node, the

method comprising:
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performing an IAB-Mobile Termination (MT) setup pro-
cedure;

requesting an Internet Protocol (IP) address of a Distrib-
uted Unit (DU) of the IAB node used to identily a
security context information of the IAB node to an
IAB-donor node, after proceeding the IAB-MT setup
procedure;

recerving the IP address of the DU of the IAB node from
the TAB-donor node;

transmitting a F1 setup message to the IAB-donor node;
and

establishing an Internet Protocol Security (IPsec) connec-
tion with the IAB-donor node, based on a security
parameter generated by the IAB-donor node.

12. The method as claimed 1n claim 11, wherein the

IAB-MT setup procedure comprises at least one of:

performing Radio Resource Control (RRC) connection
establishment with the IAB-donor node;

performing authentication with a core network; and

performing establishment an Access Stratum (AS) context

with the IAB-donor node.
13. The method as claimed 1n claim 11, wherein the F1
setup message comprises an IAB node DU ID.
14. The method as claimed in claim 11, wherein the
security parameter 1s generated based on the security context

information which 1s identified by using the IP address of the
DU of the IAB node.
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