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OPTIMIZING BORDER GATEWAY
PROTOCOL (BGP) TRAFFKIC USING
REINFORCEMENT LEARNING

FIELD OF THE DISCLOSURE

The present disclosure generally relates to networking
systems and methods. More particularly, the present disclo-
sure relates to systems and methods for optimizing Border
Gateway Protocol (BGP) traflic between Autonomous Sys-
tems (ASs) within a telecommunications network, such as
by using Reinforcement Learning (RL).

BACKGROUND OF THE DISCLOSURE

Presently, the Internet includes tens of thousands of
Autonomous Systems (ASs) or service providers. These ASs
may be used, for example, for delivering data from a
plurality of content providers to a plurality of end users.
Border Gateway Protocol (BGP) 1s a routing protocol that
allows ASs to exchange routing information and data. Con-
ventional rules-based engines may be used within a network
to determine routing decisions. These routing decisions may
be based on a variety of different factors, such as the various
data paths that are available throughout the network, various
service lactors (e.g., Service Level Agreements (SLAs),
Quality of Experience (QoE), etc.) that service providers
may ofler to customers, and other policies and rules set by
network administrators and service providers.

Two neighboring nodes, also known as peers, can estab-
lish a link between them to allow the transfer of data packets.
In the field of BGP, two peers within the same AS may be
referred to as internal BGP (1BGP) peers. When data 1s
transierred from a node of one AS to a node of a diflerent
AS, the data 1s transmitted along an external BGP (eBGP)
link between eBGP peers. Routers on the edge of one AS
may be referred to as border routers and are configured to
directly exchange data with the border routers of a neigh-
boring AS.

As telecommunications networks continue to grow, traflic
throughout the networks may experience various types of
problems, such as congestion, latency, dropped data packets,
ctc. Currently, there are a number of rules-based solutions
that are available for solving traflic 1ssues on a network.
Most of these rules-based solutions, however, deal only with
ways to balance the outbound (egress) traflic from an AS, but
are unable to control inbound (ingress) traflic to an AS.
Another problem with rules-based engines 1s that they may
be difficult to maintain due to the dynamic nature of net-
works. Also, rules-based engines can be impractical due to
the large amount of data that 1s typically handled on a
network.

Nevertheless, even though rules-based engines may be
useful 1n many respects, they can be extremely complex.
Also, they may still be incapable of eflectively optimizing
traflic within a network, particularly in BGP traflic among
ASs. Therefore, there 1s a need for optimizing BGP traflic
between ASs 1n a tlexible manner, such as by using machine
learning (ML) processes, such as Reinforcement Learning
(RL) or other Artificial Intelligence (Al) processes.

BRIEF SUMMARY OF THE DISCLOSURE

The present disclosure 1s directed various embodiments of
system and methods for optimizing Border Gateway Proto-
col (BGP) traflic in a telecommunications network. In an
embodiment, a system configured to optimize Border Gate-

10

15

20

25

30

35

40

45

50

55

60

65

2

way Protocol (BGP) traflic 1n a telecommunications network
includes a network interface configured for communication
with the telecommunication network; a processing device
interconnected with the network interface; and a memory
device configured to store instructions that, when executed,
cause the processing device to with a current state of one or
more inter-Autonomous Systems (AS) links, cause perfor-
mance of an action 1in the telecommunication network,
determine a metric based on the action to determine an
updated current state of the one or more 1nter-AS links, and
utilize the metric to perform a further action to achieve one
or more rewards associated with the one or more 1nter-AS
links. The one or more rewards can relate to optimization of
one or more of inbound tratlic and outbound traflic on the
one or more iter-AS links. The current state and the updated
current state are characterized by the metric which 1s a
measurement based on any of ingress traflic, egress traflic,
latency, dropped packets, and business metrics. The action
can be a direct action for outbound trathic on the one or more
inter-AS links. The action can be an indirect action to
influence ibound traflic on the one or more inter-AS links.
The 1nstructions that, when executed, can further cause the
processing device to receive training related to what actions
are eflective for the one or more rewards based on the
current state. The training can include ofiline training using
one of 1) historical data based on actions taken 1n a produc-
tion network, and 11) a sitmulation. The rewards can include
balancing traflic across a plurality of iter-AS links, maxi-
mizing Quality of Experience, minimizing Service Layer
Agreement penalties, minimizing a cost per bit, minimizing
latency, minimizing a penalty to change routing data, and a
combination thereof.

BRIEF DESCRIPTION OF THE DRAWINGS

The present disclosure 1s illustrated and described herein
with reference to the various drawings, in which like refer-
ence numbers are used to denote like system components/
method steps, as appropriate, and in which:

FIG. 1 1s a diagram illustrating a telecommunications
network where a plurality of autonomous systems (ASs) are
interconnected and can communicate with each other under
the Border Gateway Protocol (BGP), according to various
embodiments.

FIG. 2 1s a diagram 1llustrating an inter-AS link between
two neighboring ASs of the telecommunications network of
FIG. 1, according to various embodiments.

FIG. 3 1s a block diagram illustrating a Reinforcement
Learning (RL) agent for optimizing BGP trailic through a
node of the telecommunications network of FIG. 1, accord-
ing to various embodiments.

FIG. 4 1s a block diagram illustrating an optimization
system for optimizing BGP traflic with assistance from the
RL agent of FIG. 3, according to various embodiments.

FIG. § 1s a diagram 1llustrating an optimization system for
use with the telecommunications network of FIG. 1,
whereby RL agents, such as the RL agents of FIG. 3, are
connected to the ASs of the telecommunications network for
optimizing the BGP traflic throughout the network, accord-
ing to various embodiments.

FIG. 6 1s a block diagram of an RL system communica-
tively coupled to the telecommunications network of FIG. 1
for influencing the BGP tratlic, according to various embodi-
ments.

FIG. 7 1s a block diagram illustrating a generalized RL
process according to various embodiments.
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FIG. 8 1s a flow diagram illustrating a method for training
the RL agent of FIG. 3, according to various embodiments.

FIG. 9 15 a flow diagram illustrating a first method for
performing a pre-training process to be conducted prior to
the method of FIG. 8 for pre-training the RL agent of FIG.
3, according to various embodiments.

FIG. 10 1s a flow diagram illustrating a second method for
performing a pre-training process to be conducted prior to
the method of FIG. 8 for pre-training the RL agent of FIG.
3, according to various embodiments.

FIG. 11 1s a flow diagram illustrating a method for
training multiple RL agents to be incorporated into the
telecommunications network of FIG. 1, according to various
embodiments.

FIG. 12 1s a flow diagram illustrating a method for
optimizing BGP ftraflic in the telecommunications network
of FIG. 1 when the network environment 1s modified,
according to various embodiments.

FIG. 13 1s a graph illustrating a first example of anomaly
detection for monitoring BGP peering traflic, according to
various embodiments.

FIG. 14 1s a graph illustrating a second example of
anomaly detection for monitoring Distributed Denial of
Service (DDoD), according to various embodiments.

FIG. 15 1s a graph 1llustrating a third example of anomaly
detection for monitoring Network Time Protocol (NTP)
amplification attacks, according to various embodiments.

FIG. 16 1s a flow diagram illustrating a method for
optimizing Border Gateway Protocol (BGP) traflic 1n a
telecommunications network.

DETAILED DESCRIPTION OF TH.
DISCLOSURE

L1

Although Reinforcement Learning (RL) has been inspired
by behaviorist psychology for intluencing human behavior,
RL can also be applied in the field of Machine Learning
(ML) for influencing how machines operate. In the context
of autonomous telecommunications networks, for instance,
RL may be related to how agents ought to behave m a
network environment to maximize some notion of cumula-
tive reward. For example, an agent may include a network
clement or node in the network as well as a processing
device configured to monitor and control some point 1n the
network. In general, RL seeks to learn what to do given a
problem 1n a network, such as by monitoring a current state
to provide some action in order to maximize a positive
reward (e.g., balanced data traflic) over the long-run. Often,
an agent does not have any a priori knowledge of 1its
operating environment and must discover which actions
yield the most reward by trying them out. This leads to a
trade-ofl between “exploration” (1.e., trying new things) and
“exploitation” (1.e., using what 1s known). The agent must
exploit what 1t already knows to obtain rewards, but also
needs to explore new avenues to make better actions 1n the
future.

Concurrently, networks are evolving to include more and
more intelligence and automation, such as through control
planes and/or Software Defined Networking (SDN) frame-
works. It would be advantageous to apply the techniques of
RL to enable autonomous, seli-learning networks.

In various embodiments, the present disclosure relates to
RL for autonomous telecommunications networks. In a
closed-loop SDN network, RL can be applied using various
soltware applications to learn how and when to perform
network actions to adapt to changing network/policy con-
ditions and to maintain the network 1n a near-optimal state.
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The optimal state can be defined as one minimizing some
defined cost function. For example, RL can be used 1n
packet-optical telecommunications networks. In some
embodiments, systems and methods can use network simu-
lations to train RL packet-optical applications in simulated
environments, before going live. In other embodiments, the
systems and methods can use 1imitation learning to train the
RL packet-optical applications with historical data, before
going live. Once trained, the RL packet-optical applications
can be deployed for operation in large and complex net-
works.

The approaches described herein provide a new paradigm
in configuring network applications. An operator only needs
to specily the cost (or reward) associated with particular
network metrics or events, the list of actions allowed to be
performed on the network, and the list of metrics to char-
acterize the network state. For example, 1n a packet network,
the costs and rewards may include a cost of “-10” for
dropping packets at strategic ports, a cost of “-20” for a
service to be on a secondary path, and a reward of “+10” for
keeping a service latency below some Service Layer Agree-
ment (SLA) value. The allowed actions may include: doing
nothing, adjusting the bandwidth allocated to a service,
re-routing a service to a secondary path, among others. The
metrics describing the network state may include the trans-
mitted and received bytes at various ports, the latency of
cach service and the date and time of day.

Of note, the network operator does not need to determine
the optimal settings of the network parameters and does not
need to implement if { . .. } else { . .. } rules to control the
network actions. These are learned automatically by the RL
packet-optical application, which simplifies network opera-
tions significantly. To influence the network settings manu-
ally, the operator can modify the RL cost function at any
point at any time, which will result 1n the network converg-
ing to a new optimal state. For instance, the operator may
decide to raise or lower the cost of dropping packets from
high-priority services or raise or lower the cost of being on
a secondary path during certain times of the day.

In another embodiment, the RL, packet-optical applica-
tion can be capable of learning when/how to adjust band-
width profiles and when/how to re-route services of high and
low priority 1n a packet network, 1n the presence of varying
traflic patterns, using RL. For example, the costs can be
“~10” for dropping packets on low-prionty service, “-20”
for dropping packets on high-prionty service, and “-10" for
any service to be on the secondary path. The actions can be,
for each service, to do nothing, to set bandwidth to 1G, 4G,
10G, or some other value, or to re-route to (pre-defined)
primary or secondary paths. The state can be the recerved
(RX) bytes of each service at strategic ports and the current
path of each service.

In some embodiments, the optimal policies defining what
actions to take for each state can be learned oflline (e.g.,
through simulated data, through historical data, or a com-
bination thereof). This can include developing a state-
transition probability matrix (s, s'), and then applied online
on a live network. This paradigm of “reward, state, and
action” allows machine learning to drive network operation.
Again, static configurations of “if . . .then .. .else .. .”
require expert knowledge 1n advance which 1s often lacking
and which does not necessarily drive the network in an
optimal manner.

There has thus been outlined, rather broadly, the features
of the present disclosure in order that the detailed descrip-
tion may be better understood, and 1n order that the present
contribution to the art may be better appreciated. There are
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additional features of the various embodiments that will be
described herein. It 1s to be understood that the present
disclosure 1s not limited to the details of construction and to
the arrangements ol the components set forth 1n the follow-
ing description or illustrated in the drawings. Rather, the
embodiments of the present disclosure may be capable of
other implementations and configurations and may be prac-
ticed or carried out 1n various ways. Also, 1t 1s to be
understood that the phraseology and terminology employed
are for the purpose of description and should not be regarded
as limiting.

As such, those skilled 1n the art will appreciate that the
inventive conception, upon which this disclosure 1s based,
may readily be utilized as a basis for the designing of other
structures, methods, and systems for carrying out the several
purposes described 1n the present disclosure. Those skilled
in the art will understand that the embodiments may 1nclude
various equivalent constructions insofar as they do not
depart from the spirit and scope of the present immvention.
Additional aspects and advantages of the present disclosure
will be apparent from the following detailed description of
exemplary embodiments which are illustrated 1n the accom-
panying drawings.

Optimization System

FIG. 1 1s a diagram illustrating an embodiment of a
telecommunications network 10 having a plurality of
autonomous systems ( ASs) that are interconnected with each
other. It should be noted that some telecommunications
networks, such as the Internet, may include tens of thou-
sands of ASs. However, 1n the simplified embodiment of
FIG. 1, the telecommunications network 10 (e.g., a portion
of the Internet) includes two Content Providers (CPs) 12, 14,
a Regional Service Provider (RSP) 16, and a plurality of
intermediate ASs 18, 20, 22, 24, 26, 28, 30, which may be
configured as service providers. The two CPs 12, 14 (la-
belled AS-CP1 and AS-CP2) may be ASs that may be
defined as sources of data packets that traverse the telecom-
munications network 10. Also, the RSP 16 (labelled AS-
RSP) may also be an AS that may be defined as a destination
for the data packets. From the AS-RSP 16, the data packets
may be provided to a plurality of end users 32. The inter-
mediate ASs 18, 20, 24, 26, 28, 30 are labelled AS1, AS2,
AS3, AS4, ASS, AS6, and AS7. The autonomous systems
(ASs) are configured to communicate with each other under
the Border Gateway Protocol (BGP) or another Internet
Protocol (IP).

According to one example, the two CP sources 12, 14
(1.e., AS-CP1 and AS-CP2) may include two news sources.
The destination AS may have end users 32 that access the
content provided by the CPs 12, 14.

The present disclosure relates to systems and methods for
optimizing Border Gateway Protocol (BGP) traflic between
one Autonomous System (AS) and another. For example,
rules for controlling how data i1s exchanged between ASs can
be established by Artificial Intelligence (AI) or Machine
Learning (ML) techniques, such as Reinforcement Learning
(RL). In many tests, 1t has been found that models created by
RL typically outperform rules-based algorithms in BGP
networks. Thus, it 1s believed that RI.-based solutions will
lead to true intent-based autonomous adaptive network and
are an 1mprovement over conventional rules-based systems.

RL agents can be added to the telecommunications net-
work 10 to balance the BGP peering traflic using various RL
techniques as described in the present disclosure. For opti-
mal performance at the sources, the content providers AS-
CP1 12 and AS-CP2 14 are capable of balancing the

outgoing traflic. This balancing 1s already under the control
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of the content providers 12, 14, which provide the content at
its output. Other upstream ASs within the telecommunica-
tions network 10 are also able to control the outbound
(egress) trathic to their downstream neighbor. However, the
ASs that are further downstream do not have control over
how ftraflic 1s routed.

In the present disclosure, the RL agents added to or
connected with each CP are able to change certain aspects of
the received packets to potentially influence how the
upstream ASs may route the packets. Thus, not only can the
telecommunications network 10 be balanced from the per-
spective of the upstream ASs, but also, by using RL tech-
niques, the downstream ASs can also be balanced as well. As
a result, the telecommunications network 10 1s able to
operate more efliciently to maximize the end user experience
and to minimize network anomalies such as latency and
dropped packets.

For example, the AS that 1s the farthest downstream 1n the
telecommunications network 10 1s the Regional Service
Provider (RSP) 16. Eflicient operation may include balanc-
ing the 1 mcommg traflic from both the AS1 18 and the AS7
30, which, i this example, are the two ASs connected
directly to the RSP 16. Since the RSP 16 does not have any
direct control over how packets are routed, Reinforcement
Learning (RL) agents may be distributed throughout the
telecommunications network 10 for balancing the BGP
(Border Gateway Protocol) tratlic by routing some BGP
traflic through AS1 18 and routing the remaining BGP tratlic
through AS7 30. Although it may seem apparent that the
routing strategy from the first CP 12 (1.e., AS-CP1) to the
RSP 16 may involve routing through AS3 22, AS2 20, and
AS1 18, there may be circumstances when the routing
strategy may be adjusted to route data packets from the
AS-CP1 12 to the AS-RSP 16 via AS3 22, AS4 24, ASS 26,
AS6 28, and AS7 30. The apparent routing strategy from the
point of view of the content providers 12, 14 may be the
shortest path. However, from the point of view of the
AS-RSP 16, the routing strategies may provide better, more
ellicient results by modifications to these apparent best
paths. Again, by incorporating the RL agents throughout the
telecommunications network 10 for controlling outbound
(egress) traflic, the RL agents can also performing certain
functions to “influence” upstream neighbors to route BGP
traflic based on a “bigger picture” strategy that can provide
overall benefits to the entire network 10.

FIG. 2 1s a diagram 1illustrating a portion of the telecom-
munications network 10 to emphasize the connections
within each autonomous system (AS) and connections from
one AS to another. Only two neighboring ASs are shown 1n
FIG. 2 for stmplicity. Each of the ASs (e.g., AS-x and AS-y),
includes a plurality of nodes 36, 42 (depicted as small
circles). The nodes 36, 42 may be routers, switches, etc.
Within each AS are a plurality of internal links 38 for
connecting one node 36, 42 within an AS to another node 36,
42 within that same AS. In addition to the internal links 38,
the telecommunication network 10 includes at least one
inter-AS link 40 between each pair of neighboring ASs (e.g.,
AS-x and AS-y). Data packets from the content providers are
routed through the internal links 38 and inter-AS links 40 via
vartous ASs to the RSP 16. The inter-AP links 40 may be
point-to-point 1nterfaces, such as tunnels.

As mentioned above, the RL agents are provided through-
out the telecommunications network 10 for controlling and
influencing BGP trafhic. For example, the RL agents may be
connected to or incorporated in the nodes 42 that are
configured to communicate to a neighboring AS through one
of the inter-AS links 40. In the case of a corresponding node
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42 configured to receive ingress data packets from an
upstream neighbor via the inter-AS link 40, the RL agent
may configure various parameters of this receiving node 42
to influence how the neighboring AS routes traflic. In some
situations, this specific influence may result 1n an upstream
AS modifying 1ts routing strategy to give a higher preference
to route BGP traflic through that downstream intfluencing AS
or alternatively to dissuade the upstream AS from routing
the BGP traflic through that downstream influencing AS and
choosing a different path instead.

The present disclosure provides systems and methods of
routing BGP tratlic 1n order to optimize the traflic. Optimi-
zation of the BGP trailic may include the process of bal-
ancing the traflic on the inter-AS links 40. Referring again
to FIG. 1, there are two 1nter-AS links 40 between the first
CP 12 (d.e., AS-CP1) and AS3 22. Also, there are three
inter-AS hnks 40 between the AS-RSP 16 and AS1 18 and
AS7 30. By properly balancmg the BGP traflic 1n an
optimized manner, the experience of the end user 32 (e.g.,
Quality of Experience (QoE)) can be maximized and the
service provider’s costs to deliver the trailic can be mini-
mized.

In the source-to-destination direction, an AS can directly
choose which inter-AS link 40 to place tratlic (when there 1s
a choice) by using various controls (“knobs™) in the nodes
(e.g., routers) that are running BGP. Thus, direct control can
be made 1n the outbound direction. However, this may not
be the optimal choice from the destination AS’s perspective
(1.e., from the inbound direction). Although an AS may wish
to have the ability to control how inbound traflic 1s received,
the AS cannot directly control mmbound traflic. However,
according to the embodiments of the present disclosure, the
systems and methods for optimizing BGP traflic may be able
to indirectly “influence” how ftrathic 1s received in the
inbound direction.

The indirect influence may include performing various
functions to potentially influence the behavior of the neigh-
boring upstream ASs for potentially steering traffic in the
outbound direction from that neighboring AS. One solution
to influencing inbound trathic 1s by utilizing Reinforcement
Learning (RL) methodology to balance BGP traflic through-
out the telecommunications network 10. RL algorithms
running on RL agents through the network 10 are configured
to automate the traflic balancing strategies to optimize the
network 10. The RL agents described 1n the present disclo-
sure have direct effects in the outbound direction and may
include training and machine learning to influence how
much trathc 1s shifted from one inter-AS link 40 to another,
which 1s typically a diflicult problem, 1 not impossible, in
conventional systems.

The optimization system of the present disclosure uses
methods based on Reinforcement Learning (RL) that are
simpler to 1mplement and more effective than traditional
rules-based systems. RL-based Al have had success with
optimizing the performance in diflerent environments,
including the playing of games (e.g., Go) and video games
(c.g., Atan). This technology 1s utilized in the present
disclosure so as to apply the RL methods to Internet Protocol
(IP) networks using the BGP protocol. In some embodi-
ments, the RL methodologies describe 1n the present disclo-
sure may be incorporated ito software products.
Optimization Goal

There 1s a per-bit monetary cost of sending or receiving,
traflic on 1nter-AS links 40. Some inter-AS links 40 may be
free, while other links 40 may have a fixed cost or may be
metered by the volume of traffic. One goal of the present
disclosure 1s to minimize this cost. A second goal, for
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instance, 1s to optimize end-user experience, which 1s the
reason why most service providers are in business. An
optimized user experience 1s usually achieved by keeping
the inter-AS links 40 uncongested, or below a certain
utilization level. By controlling this utilization level, there
will typically be a smaller delay between the source and the
destination, as well as fewer packet drops. Although the
optimization goal of the present disclosure may be defined
as link utilization, other metrics (e.g., packet drops, direct
delay, and jitter measurement of inter-AS links and paths)
may also be optimized as well. The optimization functions
described herein attempt to optimize both the cost objective
as well as the utilization level objective. If these objectives
contlict, the systems and methods of the present disclosure
may be configured to rely on additional input (e.g., user
input) for defining bounds within which to optimize. For
example, an optimization goal may include finding the best
user experience within a monetary budget.

Reinforcement Learning (RL) Agent

FIG. 3 1s a block diagram illustrating an embodiment of
a Reinforcement Learning (RL) agent 50 for optimizing
BGP traflic through an Autonomous System (AS) of the
telecommunications network 10 of FIG. 1. In the 1llustrated
embodiment, the RE agent 50 may be a digital computer
that, 1n terms of hardware architecture, generally includes a
processing device 52, a memory device 54, input/output
(I/0) 1nterfaces 56, and a network interface 38. The memory
device 54 may include a data store, database, or the like. It
should be appreciated by those of ordinary skill 1n the art
that FIG. 3 depicts the RL agent 50 1n a simplified manner,
where practical embodiments may include additional com-
ponents and suitably configured processing logic to support
known or conventional operating features that are not
described 1n detail herein. The components (i.e., 52, 54, 56,
58) are commumnicatively coupled via a local interface 60.
The local interface 60 may be, for example, but not limited
to, one or more buses or other wired or wireless connections.
The local mterface 60 may have additional elements, which
are omitted for simplicity, such as controllers, buiflers,
caches, drivers, repeaters, receivers, among other elements,
to enable communications. Further, the local interface 60
may include address, control, and/or data connections to
enable appropriate communications among the components
52, 54, 56, 58.

The processing device 52 1s a hardware device adapted for
at least executing soltware instructions. The processing
device 52 may be any custom made or commercially avail-
able processor, a central processing unit (CPU), an auxiliary
processor among several processors associated with the RL
agent 50, a semiconductor-based microprocessor (in the
form of a microchip or chip set), or generally any device for
executing software structions. When the RL agent 50 1s 1n
operation, the processing device 52 may be configured to
execute soltware stored within the memory device 54, to
communicate data to and from the memory device 34, and
to generally control operations of the RL agent 50 pursuant
to the software instructions.

It will be appreciated that some embodiments of the
processing device 52 described herein may include one or
more generic or specialized processors (€.g., mICroproces-
sors, Central Processing Units (CPUs), Digital Signal Pro-
cessors (DSPs), Network Processors (NPs), Network Pro-
cessing Units (NPUs), Graphics Processing Units (GPUSs),
Field Programmable Gate Arrays (FPGAs), and the like).
The processing device 52 may also include unique stored
program instructions (including both software and firmware)
for control thereof to implement, in conjunction with certain
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non-processor circuits, some, most, or all of the functions of
the methods and/or systems described herein. Alternatively,
some or all functions may be immplemented by a state
machine that has no stored program instructions, or in one
or more Application Specific Integrated Circuits (ASICs), 1n
which each function or some combinations of certain of the
functions are implemented as custom logic or circuitry. Of
course, a combination of the alorementioned approaches
may be used. For some of the embodiments described
herein, a corresponding device 1n hardware and optionally
with software, firmware, and a combination thereot can be
referred to as “circuitry or logic” that i1s “configured to or
adapted to” perform a set of operations, steps, methods,
processes, algorithms, functions, techniques, etc., on digital
and/or analog signals as described herein for the various
embodiments.

The I/0O terfaces 56 may be used to receive user input
from and/or for providing system output to one or more
devices or components. User input may be provided via, for
example, a keyboard, touchpad, a mouse, and/or other input
receiving devices. The system output may be provided via a
display device, monitor, graphical user interface (GUI), a
printer, and/or other user output devices. I/O 1interfaces 56
may include, for example, a serial port, a parallel port, a
small computer system interface (SCSI), a serial ATA
(SATA), a fiber channel, InfiniBand, 1SCSI, a PCI Express
interface (PCI-x), an infrared (IR) interface, a radio ire-
quency (RF) interface, and/or a universal serial bus (USB)
interface.

The network interface 58 may be used to enable the RL
agent 50 to commumnicate over a network, such as the
telecommunications network 10, the Internet, a wide area
network (WAN), a local area network (LAN), and the like.
The network interface 58 may include, for example, an
Ethernet card or adapter (e.g., 10 BaseT, Fast Ethernet,
(Gigabit Ethernet, 10 GbE) or a wireless local area network
(WLAN) card or adapter (e.g., 802.11a/b/g/n/ac). The net-
work interface 58 may include address, control, and/or data
connections to enable appropriate communications on the
telecommunications network 10.

The memory device 54 may include volatile memory
clements (e.g., random access memory (RAM, such as
DRAM, SRAM, SDRAM, and the like)), nonvolatile
memory elements (e.g., ROM, hard drive, tape, CDROM,
and the like), and combinations thereof. Moreover, the
memory device 54 may incorporate electronic, magnetic,
optical, and/or other types of storage media. The memory
device 534 may have a distributed architecture, where various
components are situated remotely from one another, but can
be accessed by the processing device 52. The software in
memory device 54 may include one or more software
programs, each of which may include an ordered listing of
executable instructions for implementing logical functions.
The software in the memory device 54 may also include a
suitable operating system (O/S) and one or more computer
programs. The operating system (O/S) essentially controls
the execution of other computer programs, and provides
scheduling, input-output control, file and data management,
memory management, and communication control and
related services. The computer programs may be configured
to implement the various processes, algorithms, methods,
techniques, etc. described herein.

The memory device 34 may include a data store used to
store data. In one example, the data store may be located
internal to the RL agent 50 and may include, for example, an
internal hard drive connected to the local interface 60 1n the
RL agent 50. Additionally, 1n another embodiment, the data
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store may be located external to the RL agent 50 and may
include, for example, an external hard drive connected to the
I/O interfaces 56 (e.g., SCSI or USB connection). In a
further embodiment, the data store may be connected to the
RL agent 50 through a network and may include, for
example, a network attached file server.

Moreover, some embodiments may include a non-transi-
tory computer-readable storage medium having computer
readable code stored 1n the memory device 34 for program-
ming the RL agent 50 or other processor-equipped computer,
server, appliance, device, circuit, etc., to perform functions
as described herein. Examples of such non-transitory com-
puter-readable storage mediums include, but are not limited
to, a hard disk, an optical storage device, a magnetic storage
device, a ROM (Read Only Memory), a PROM (Program-
mable Read Only Memory), an EPROM (Erasable Program-
mable Read Only Memory), an EEPROM (Electrically
Erasable Programmable Read Only Memory), Flash
memory, and the like. When stored in the non-transitory
computer-readable medium, software can include instruc-
tions executable by the processing device 52 that, in
response to such execution, cause the processing device 52
to perform a set of operations, steps, methods, processes,
algorithms, functions, techniques, etc. as described herein
for the various embodiments.

Actions

The RL agent 50 may be configured to perform certain
direct actions for controlling the egress BGP traflic in the
outbound direction. One step for controlling output may
include: (1) setting local-preferences of BGP routes, which
will cause all traflic destined to this route’s prefix to exit at
this route’s next-hop, on the inter-AS link 40. Another step
may include: (2) segment routing egress trailic engineering,
which can be used to steer exiting traflic over a segment
routing tunnel to a particular inter-AS link 40.

In addition, the RL agent 50 1s also configured to perform
certain “indirect” actions for “influencing” the ingress BGP
tratlic 1n the inbound direction. One process for intluencing
inbound traflic may include allowing the AS to inject into the
BGP a more specific prefix route on select inter-AS links 40.
In BGP, more specific routes are generally preferred over
less specific routes. The prefix route mjected in the BGP may
be broadcast to other ASs. By injecting a more specific
prefix route, this indirect action may cause a shift in the BGP
tratlic destined to the more specific prefix, essentially select-
ing a specific iter-AS link 40. However, some ASs may
filter the specific prefix broadcast, although some may allow
it. The eflect may be uncertain. However, the RL agent 50
may be configured to conduct an RL algorithm to handle this
uncertainty and make additional modifications as needed.

The RL agent 50 may include another process for influ-
encing inbound trathic. For example, each BGP route
includes an AS path attribute that tracks how that route
reaches 1ts destination across the AS topology. An AS can
artificially prepend 1ts AS number one or more times to the
AS path of the select BGP routes on select inter-AS links 40.
As BGP prefers routes with shorter AS paths, this prepend-
ing strategy will give the appearance that these routes are
longer and would make the routes over these inter-AS links
40 to be less desirable. Depending on how many times the
AS number 1s artificially prepended, the effect on the actual
routing may vary. As more and more AS numbers are
prepended, the more likely the ASs 1n the network will shift
their preferred route. In the optimum solution, it may be
desirable not to shift all the BGP trathc. However, with the
learning processes of the RL agents 50 deployed throughout
the network 10, attempts at prepending different AS numbers
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may result 1in different outcomes that can essentially be
optimized by the RL agents 50.

According to yet another process for intfluencing mbound
trailic, the RL agent 50 may be configured to perform other
functions. For example, an autonomous system (AS) may
use different multi-exit discriminator (MED) attribute values
for BGP routes announced on different inter-AS links 40.
These attribute values, if honored by the neighbor AS, will
shift the traflic to inter-AS links 40 with lower MED values.
Its eflect may be limited to the neighbor AS only.

The RL agents 50 may be configured to perform still
another process for influencing ibound trathic, as follows.
Some ASs may want other ASs to influence their routing
decisions. For this purpose, they may publish a list of BGP
communities, which may have only a few variations. The RL
agent 50 may be configured to work with any of these
variations of the BGP communities and consider the various
routing preferences of the communities. In this case, an AS
can announce routes with different community values on
different inter-AS links 40 and cause the remote AS to
change its route selection. For example, with reference to
FIG. 1, AS3 22 may prefer routes with 4:1 community over
routes with 4:2 community. The AS-RSP 16 can announce
routes with 4:1 on the AS1 18 peering links and 4:2 on the
AS7 30 peering links. This may cause AS3 22 to reverse its
routing decision and prefer the longer AS4, ASS, AS6, AS7,
AS-RSP path over the default route AS3, AS2, AS1, AS-RSP
path, which although may be shorter, may otherwise be more
congested.

Components of the R Agent

FIG. 4 1s a block diagram illustrating an embodiment of
an RL system 70 for optimizing BGP traflic utilizing the RL
agent 530 of FIG. 3. The RL system 70 may include multiple
components that may be included 1n the RL agent 50, and
vice versa. In some embodiments, the RL system 70 may
include software, firmware, and/or hardware incorporated
into or running on the RL agent 50 for performing the
various functions described herein.

As shown 1n FIG. 4, the RL system 70 includes a BGP
control plane monitoring system 72, a performance moni-
toring system 74, and a tflow monitoring system 76 for
monitoring different aspects of the telecommunications net-
work 10. The monitored results are provided to an orches-
tration system 78, which utilizes the monitored parameters
to determine one or more of the above-mentioned actions.
These actions from the orchestration system 78, along with
instructions from a policy engine 80, are commumnicated to
a behavior managing system 82, which 1s configured to take
certain direct or indirect actions to control or influence BGP
traflic flow 1n either the upstream or downstream direction.

The BGP control plane monitoring system 72 may be
configured to monitor 1n real-time all the inter-AS paths
available between the source (e.g., AS-CP1 12 or AS-CP2
14) and destination (e.g., AS-RSP 16). The BGP control
plane, 1n this example, may be part of a routing architecture
that 1s concerned with defining the network topology to
determine how to handle incoming data packets, in some
embodiments, a routing table (e.g., stored in the memory
device 54) may contain a list of destination addresses and the
outbound 1nter-AS links 40 used to define various routing
techniques. The BGP control plane monitoring system 72
may further be configured to give preferred treatment to
certain data packets that meet a higher QoFE level.

The performance monitoring system 74 may be config-
ured similarly to the Blue Planet Performance Explorer
program and may be configured to monitor the performance
of the inter-AS links 40 and other paths in real-time.
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Performance metrics may include link utilization, packet
drops, delay, and jitter of the iter-AS links 40 and paths.

The flow monitoring system 76 may be configured to
receive flow data from the devices on the telecommunica-
tions network 10 and determine what source-destination
traflic 1s flowing on which inter-AS link 40. Also, the flow
monitoring system 76 1s configured to monitor the volume of
traflic at these various points.

The orchestration system 78 may be an orchestrator
and/or a Software Defined Networking (SDN) controller.
The orchestration system 78 may be configured to operate 1n
conjunction with the policy engine 80. The orchestration
system 78 may be able to react to an imbalance in the
telecommunications network 10, as well as provision direct
and indirect actions, such as those mentioned above, on BGP
routers. Again, the “direct” actions may be defined as those
for controlling outbound tratlic flow and *“indirect” actions
may be defined as those for influencing inbound traflic tlow.
The inbound and/or outbound traflic can be directly or
indirectly controlled/influenced by the orchestration system

78.

The behavior managing system 82 receives instructions
from the orchestration system 78 and policy instructions
from the policy engine 80. The behavior managing system
82 may include be a deep reinforcement learning Al system.
The behavior managing system 82 analyzes the performance
metrics to decide whether the optimization goal 1s achieved.
If not, the behavior managing system 82 determines whether
to apply a direct or an indirect action to shift trathic from one
inter-AS link 40 to another. The behavior managing system
82 may use the flow data from the flow monitoring system
76 to decide what tratilic to shift to another link. It may use
information from the BGP control plane monitoring system
72 to decide how to achieve this intended traflic routing
modification. Also, the behavior managing system 82 may
use mformation from the orchestration system 78 to imple-
ment actions in the telecommumnications network 10.

FIG. § 1s a diagram showing an embodiment of the
telecommunications network 10 configured with an optimi-
zation system 90 (e.g., the optimization system 70 of FIG. 4)

for optimizing trailic routing. The optimization system 90
may utilize a plurality of RL agents 50 (e.g., including
components of the optimization system 70 described with
respect to FIG. 4). The RL agents 50 may be connected to
the ASs 18, 20, 22, 24, 26, 28, 30 of the telecommunications
network 10 for optimizing the BGP traflic throughout the
network 10 and/or may be incorporated within the ASs
themselves or incorporated into one or more of the border
routing nodes 42 within the ASs.

The optimization system 90 operates within the frame-
work of a RL loop as follows. The RL agents 50 of the
RI-based system are able to influence and optimize BGP
peering 1n near-real time. In particular, a *“state” of the RL
loop can be characterized by: (1) ingress tratlic at each BGP
inter-AS link; (2) performance metrics for each inter-AS link
40 (e.g. latency, dropped packets, etc.); (3) statistics about
past changes (flapping estimator); and (4) business metrics,
which may include, for example, (a) SLA of each BGP
service, (b) cost per bit of traflic for each inter-AS link, and
(c) external data sources (e.g. special events requiring the
handling of specific routing).

The “actions” of the RL loop are listed above and may
include direct actions and indirect actions. The direct actions
include controlling the egress or outbound traffic flow. The
indirect actions including the multiple ways of “influencing”
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other upstream ASs as mentioned above to shift traflic as
needed to essentially obtain a more optimized network with
a balanced data flow.

In the RL loop, “rewards” can be provided to the RL agent
50 to reinforce any positive actions that result in better
network performance. These rewards, similar to optimizing
the chances of winning a game in game theory analysis, can
result 1n a balanced network tlow. Some of the rewards may
include: (1) maximizing the balance of weigh‘[ed trathic
among all possﬂ:)le inter-AS links; (2) maximize the QoE
(e.g., by minlmizmg dropped packe‘[s and by avmding
congestion); (3) minimizing SLA penalties; (4) minimizing
cost per bit; (5) minimizing latency; (6) mimmizing the
penalty to change routing data (e.g., by using a regulator for
reducing port/route flapping caused by instability in the
network or too frequent changes); and (7) some weighted
combination of the rewards (1-6) above, where the weights
may be tuned by network operators, depending on their
requirements.

RL System

FIG. 6 1s a block diagram of an embodiment of an RL
system 100 communicatively coupled to a network 102,
such as the telecommunications network 10 or another
network. The RL system 100 1s configured for controlling
and/or influencing the BGP traflic. Similar to the embodi-
ments mentioned above, the RL system 100 1s configured to
leverage the concept of Reimnforcement Learning (RL) to
cnable seli-dnving autonomous networks. With the RL
system 100, software applications 104 can learn when and
how to perform actions on network elements (e.g., Autono-
mous Systems (ASs) or nodes 36 of the ASs) 1n the network
102 1n order to reach an optimal state.

The RL system 100 includes an orchestration (or control)
platform 106, which communicates to the network 102 via
Resource Adapters (RAs) 108. The orchestration/controller
platform 106 can be part of a Network Management System
(NMS) or platform. The NMS platform can be an open and
vendor-agnostic software application that allows for rapid
creation, deployment, and automation of the end-to-end
delivery of services across both physical and virtual net-
works. The RL system 100 further includes analytics 110
which can provide mput data telemetry (e.g., Performance
Monitoring (PM) data, statistics, etc.), a big data cluster 112
for data storage and processing, and a policy engine 114.

The telemetry 1s performed by custom Resource Adapters
(RA) 108 that know how to communicate with the network
devices 1n the network 102 and 1s complemented by data
acquisition software located 1n the Network Management
System (e.g., orchestration platform 106) and/or the Ana-
lytics platform 110. The data storage and processing can
occur 1n the big data cluster 112 and 1s driven by instructions
from the applications 104. The applications 104 are where
all the RL analysis 1s performed. The applications 104
generate the Machine Learning (ML) insights about the state
of the network 102. Finally, the policy engine 114 can be
programmed to execute actions on the SDN-aware devices
via the controller or the orchestrator 106.

The network 102 can operate at Layer O (photonic, Dense
Wave Division Multiplexing (DWDM), Layer 1 (Time Divi-
sion Multiplexing (TDM) such as Optical Transport Net-
work (OTN), Layer 2 (Fthernet, Multiprotocol Label
Switching (MPLS), etc.), Layer 3 (Internet Protocol), and
the like. The network 102 can be formed via network
clements or nodes which can be configured to provide
services at the various Layers. In one embodiment, the
network elements can be nodal devices that may consolidate
the functionality of a multi-service provisioning platform
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(MSPP), digital cross-connect (DCS), Ethernet and Optical
Transport Network (OTN) switch, DWDM platiorm, etc.
into a single, high-capacity intelligent switching system
providing Layer 0, 1, 2, and/or 3 consolidation. In another
embodiment, the network elements can be any of add/drop
multiplexers (ADMs), multi-service provisioning platforms
(MSPP), digital cross-connects (DCSs), optical cross-con-
nects, optical switches, routers, switches, WDM terminals,
access/aggregation devices, etc. That 1s, the network ele-
ments can be any systems with ingress and egress signals
and switching of packets, channels, timeslots, tributary
units, wavelengths, eftc.

As can be noticed 1 FIG. 6, the RL system 100 forms a
“closed loop™ 1n which the telemetry data 1s pulled from the
network devices (network elements) and analyzed by the
applications 104 at regular intervals (e.g., every minute), on
demand, at varying frequencies, etc. The result of each
analysis can trigger an action on the network 102, or not,
depending on the situation. As 1s described herein, an action
includes a configuration in the network 102, 1n the network
clements, etc., to perform some function.

In various embodiments, RL includes defining costs and
rewards to quantily network actions, determining allowed
network actions, and defining metrics describing a state of
the network 100. Steps of an RL method may include
obtaining network data to determine a current state based on
the defined metrics and determining one or more of the
network actions, which may be based on the current state,
based on minimizing the costs, and/or maximizing the
rewards. That 1s, RL includes rewards/costs which set the
objective/ goal a state which defines where the network 100
currently 1s relative to the objective/goal, and network
actions which are used to drive the state towards the objec-
tive/goal.

Reinforcement Learning

FIG. 7 1s a block diagram illustrating a generalized RL
process 120. Remforcement learning includes seeking to
learn what to do given a problem (e.g., an optimal mapping
from its current “STATE” to some “ACTION”) so as to
maximize the “REWARD” signal in the long run. Fre-
quently, the applications 104 do not have any a priori
knowledge of 1ts environment 122 and must discover which
actions yield the most reward for an agent 124 subjected to
the environment 122 by trying out various combinations of
actions, states, and rewards. This leads to the trade-off
between exploration (1.e., trying new things) and exploita-
tion (1.e., using previous knowledge). The applications 104
(e.g., monitor 126 for monitoring the environment 122) must
exploit what 1t already knows 1n order to obtain rewards, but
also needs to explore in order to make better actions 1n the
future.

The monitor 126 (e.g., application 104) implements rein-
forcement level algorithms applied to the networking space.
At the high level, as documented 1n (1) Ian Goodiellow et al,
“Deep Learning”, available online at www.deeplearning-
book.org, and (2) David Silver et al., “Mastering the game
of Go without human knowledge,” Nature 550.7676 (2017):
354, the contents of each reference being incorporated
herein by reference, these processes require a cost function,
a parametrization of the network state, and a list of possible
actions.

At each iteration of the closed-loop of the RL process 120,
the state of the network *“s” or environment 122 1s deter-
mined from the telemetry data. The monitor 126 (e.g.,
application 104) determines a value of the reward “r(s)”
(also referred to as “cost”) associated with that state. Then,
the RL process 120 determines the action “a” that can be
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taken on the network 1n order to bring 1t to the next state *“s',
which 1s expected to get a better or equal reward r(s'). Note
that “doing nothing” may also be considered a valid action.
When a new state 1s detected, the process 120 updates the
value Q(s, a) as follows:

22

Q(s, a) > (1 —a)0(a, $) + a(r + y)m?xQ(s’, a’)

After several iterations, the map of Q(s, a) becomes an
accurate description of the network states and their possible
best actions. Parameter a determines the relative weight of
newer states with respect to older ones. This configures how
quickly the RL can adapt to changing conditions versus how
much 1t will remember 1ts lessons from the past when getting
to choose an action. A valid action “a” 1n a given state *‘s”™
1s chosen with probability according to the Boltzmann

Distribution:

S0(sa)T

S, eQsa’VT

The choice of hyper-parameter T can be varied depending
on how much exploration 1s desired versus exploiting the
greedy action. It 1s best practice to start with a large T,
allowing different actions to be chosen. As T tends to O, the
RL process 120 moves toward choosing the best possible
action.

The RL process 120 of FIG. 7 may include multiple time
steps or repetitions to achieve a desired outcome. At each
time step t, the applications 104 select an action A, provided
its current state S,. The choice of action by the agent 124 will
move the applications 104 to the next state S, , and more
importantly, provide a numerical reward R__ ;. The goal 1s to
determine a policy, analyzed by the momitor 126, which 1s a
mapping {rom states to actions, which maximizes the reward
it receives 1n the long run.

In some embodiments, the RL process 120 may be applied
in the network 102 to Labeled Switched Path (LSP) tunnel
traflic/allocation profiles. In one embodiment, the RL pro-
cess 120 can be used to set the traflic/allocation profiles of
LSP tunnels 1 an MPLS network. A label-switched path
(LSP) 1s a umidirectional path through the MPLS network.
An LSP can be established via any signaling protocols such
as Label Distribution Protocol (LDP), Resource Reservation
Protocol (RSVP), or Border Gateway Protocol (BGP). LSPs
are established by the network operator for a variety of
purposes, such as to create network-based IP virtual private
networks or to route trailic along specified paths through the
network.

In various embodiments, the State (S) describes the cur-
rent LSP tunnel tratlic or allocation profiles: 1.e., (1G, 5G,
2G)/(2G, 4G, 2G). The Action (A) modifies the allocation
profile for the tunnels and moves the network 102 to the next
state, such as Increase/Decrease tunnel allocations (or “do
nothing™), 1.e., (1G, 3G, 2G)/(2G, 4G, 2G)—=(1G, 5G, 2G)/
(1G, 5G, 2G).

A “priority” describes the relative priority of trathic for
cach tunnel, 1.e., (5, 5, 5)—each tunnel has priority 5
(uniformly treated), and, 1.e., (1, 5, 10)—the third tunnel 1s
given highest priority (at the expense of others). The
Reward/Cost (R) may be proportional to the number of

10

15

20

25

30

35

40

45

50

55

60

65

16

dropped packets and the corresponding priorty, 1.e.,
dropped_tratlic-priority. A Policy(mt) maps a particular state
to an action.

MS—A

Often times the environment and rewards are known,
whether 1t 1s pre-defined or estimated via sampling (explo-
ration). In the case where the next state 1s only conditioned
on the current state, one can formulate the problem as a finite
Markov Decision Process. The dynamics of a fimte MDP are
defined by 1ts state and actions sets, and the one-step
transition probabilities:

Pr{S,, =s5'R

1

=r|S,=s,4,=a}

i+1

For example, the objective 1s to maximize (or minimize)
the total discounted accumulated reward for each time step

(-

Gy = Ryl +vRis +'}’2Rr+3 + = Z)}Rrﬂ%ﬂ
=0

At any time step t, the goal 1s to maximize expected
cumulative rewards going forward. Adding a discount factor
O<y<1 guarantees convergence and also provides intuition
about the iterplay between short and long-term goals.

This can be generalized for each state via a value function
given some policy m as follows:

VaS)=ER[G IS, =]

The value function 1s also known as Bellman’s equation,
which can be solved using the Decision Process (DP)
techniques (optimal control), Value iteration, Policy Itera-
tion, etc. The following 1s an example of an RL process:
Imagine eating a piece of cake; the optimal action would be
to take another bite (to receive a good feeling signal) 1t
gamma 1s small. But if gamma 1s large, the negative long-
term consequences weigh more, and one would stop eating
in order to avoid the negative consequences.

Thus, 1t 1s desired to find the optimal policy which
maximizes the value of each state:

v, (s) = maxv, (s)¥s &S
i

This can be a model-free reinforcement learning tech-
nique. The applications 104 have no 1dea of 1ts environment
dynamics and learns at each step. The applications 104
heavily rely on exploration at the beginming in order to visit
as many diflerent states as possible and can adapt to chang-
ing environments which in turn creates optimal policies. For
any fimite MDP (Markov Decision Process), Q-learning
eventually finds an optimal policy:

O(s, a) = (1 —a)O(s, a) + a(r + ymng(s’, a’)

RL Training

As with all machine learning, the RL process 120 requires
training. In this case, the learning provides increasingly
accurate modeling of the network states and its mapping to
optimal actions. In a Greenfield deployment (new network),
the operator can first let the network operate with controlled
tratlic and without real customer trathic to let the RL learn by
trial and errors 1n situ. If this 1s not possible, the RL process
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120 can learn from historical data using an imitation learn-
ing strategy. Alternatively, 11 available, the RL process 120
can be trained using a network simulator.

User APIs

The users of the applications 104 may be network opera-
tors. The applications 104 expose Application Programming,
Interfaces (APIs) that enable the user to define custom cost
or reward functions, to specily a list of allowed actions that
can be performed on the SDN-aware network elements, and
a list input metrics that characterize the network state.

In the above, the decisions to take specific actions for
influencing BGP traflic are made by a deep reimnforcement
learning Al system. The following describes how the Al can
learn what actions are eflective under which circumstances.

The RL process 120 and related systems rely on State,
Actions, and Reward. The RL process 120 learns a Policy
indicating what 1s the best action to take for each possible
state 1n order to maximize the long-term reward. Policy
learning can be performed online or offline and depends on
a few hyper-parameters, such as the balance between exploi-
tation and exploration. This process can be described as
“learning by trial and error” or “training.”

Determination of Optimal State-to-Action Policies

FIGS. 8-12 include various strategies for operating a RL
process for optimizing a BGP network. After enough train-
ing, RIL-based policies are expected to outperform rules-
based policies determined from domain expertise, especially
in a complex environment like BGP networks (e.g., tele-
communications network 10, network 102, etc.). Further-
more, with online learning, the policy itself can continue to
evolve and adapt to a changing environment.

FIG. 8 1s a flow diagram illustrating an embodiment of a
method 130 for training the RL agent 50 of FIG. 3. This
method 130 may represent a simple way of training the Al
of the RL agent 50. In some embodiments, the method 130
may optionally include one or more pre-training processes.
For instance, a first set of steps, as indicated in block 132,
may include performing one or more pre-training processes
in a controlled environment. Various pre-training processes
are described below with respect to FIGS. 9 and 10.

After any pre-training steps, the method 130 provides a
step, indicated 1n block 134, of deploying RL agents (e.g.,
RL agents 50) directly into production within the network
(e.g., deployed as 1llustrated 1n FIG. 5). The method 130 also
includes allowing the RL agents to operate for a certain
amount of time by taking certain actions, as indicated in
block 136. The method 130 also includes the step of learming,
from the rewards 1n the RL process, as indicated in block
138. In other words, with direct introduction into the net-
work, the method 130 may represent a pure in situ learnming,
type of process. To minimize risks, however, the production
environment can be protected with a Safeguard system for
safeguarding an Al-based network controller.

An obstacle to pure 1n situ learning, however, happens 1n
the early phase of learning, when the Al has not yet received
enough training. In the extreme case, such an Al could
recommend random actions, which 1s generally not allowed
in a production network. A solution to this problem may be
to perform the pre-training processes 1 a controlled envi-
ronment, as described 1n block 132, before deploying RL-
based Al (or RL agents) in production (block 134). The
pre-training processes ol block 132 may also be referred to
as “transfer learning.” Pre-training methods are described
below with respect to FIGS. 9 and 10.

FIG. 9 1s a flow diagram illustrating an embodiment of a
method 140 for performing a first pre-training process to be
conducted prior to deployment of RL agents described 1n the
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method 130 of FIG. 8. For example, the method 140 may be
executed for pre-training RL agents, such as the RL agents
50 of FIG. 3 or the RL systems 70 of FIG. 4.

The first pre-training process of FIG. 9 includes collecting,
time-series data from a production network regarding state,
action, and reward information, as indicated 1n block 142.
The method 140 may also include utilizing a human expert
or a robust rules-based system to analyze states to determine
actions, as indicated 1in block 144. It should be noted that an
NMS platform may already be capable of collecting neces-
sary information about state and reward for enabling the
analysis of states and actions. In some embodiments, the
NMS platform may be extended in this regard to allow the
program to collect information about actions to enable this
step (block 144). Also, a step (block 146) may include
performing actions determined from the human expert or
rules-based system. The method 140 also include perform-
ing an oflline “batch” training of the RL-based Al using this
data, as indicated 1n block 148.

FIG. 10 1s a flow diagram 1illustrating an embodiment of
another method 150 for performing a pre-training process to
be conducted prior to the method of FIG. 8 for pre-traiming
the RL agent. This method 150 may include setting up a lab
or simulator that mimics the BGP network traflic across
autonomous systems (ASs), as indicated in block 152. The
method 150 then includes allowing one or more RL agents
to control the ASs, as indicated 1n block 154. At this point,
the process may include falling back into 1n situ learning, as
indicated 1n block 156, where the in situ learning may be
performed 1n a safe environment before deployment into the
target network. This can be eflective if the lab or simulator
1s suflliciently similar to the production environment. How-
ever, 1n the case of BGP peering, it may be diflicult to mimic
the fact that it 1s not just one 1solated AS influencing trafhic,
but also other ASs are actively influencing the BGP traflic of
the network as well.

FIG. 11 1s a flow diagram illustrating an embodiment of
a method 160 for training multiple RL agents 1n the tele-
communications network 10. In this embodiment, the
method 160 may be able to work around the fact that
multiple ASs are controlled by different RLL agents which
may each have their own agenda and may attempt to
influence the BGP traflic on the network based on their own
specific point of view. This method 160 attempts to balance
the eflect of all the RL agents working together within the
production network.

The method 160 may include a step (block 162) of
deploying multiple RL agents simultaneously within a lab or
simulator, where each AS 1s controlled by a different RL
agent. Particularly, with the interactions of multiple RL
agents operating with each other, each of the RL agents can
concurrently perform RL processes to learn through explo-
ration and exploitation strategies, as indicated 1n block 164.
This allows the RL agents to interact, which has the potential
of exposing the RL agents to a wider variety of states, as
indicated 1n block 166, and to provide a more realistic
simulation of the multi-AS environment when eventually
deployved into production. In turn, this strategy can also
provide superior policy pre-training accuracy.

Furthermore, this method 160 can be automated and
scaled to mimic large or complex BGP networks, as indi-
cated 1mn block 168. Note that no human mtervention 1is
necessary during training. The method 160 further include a
step (block 170) of enabling the RL agents to mimic human
actions from neighboring ASs. When the RE agents are
being deployed into production, actions of the neighboring
AS can be taken either by expert humans or Als, as indicated
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in block 172. This can be thought of as an extension of the
Alpha Go Zero training program, where two RL agents
played against each other during millions of games of Go,
resulting 1n superhuman performance. In the present disclo-
sure, however, the method 160 1s used in the field of a BGP
network, as indicated in block 174, so as to stmulate multiple
ASs 1nteracting with each other 1n the BGP network for a
long period of time, such as millions of traflic hours.

FIG. 12 1s a flow diagram illustrating an embodiment of
a method 180 for optimizing BGP traflic 1n the telecommu-
nications network 10 when the network environment 1s
modified. For instance, this method 180 may be useful after
RL agents have already optimized a network, but then must
be re-trained based on changes 1n the network. The method
180 may be an extension of one or both of method 150 (FIG.
10) and method 160 (FIG. 11) for handling modification of
the environment. This allows the RL-based Al to train for
scenarios like the addition of new links, new routes, new
routers, new ASs, etc., within the network, which often
occurs with current telecommunications networks.

Method 180 may include receiving information regarding,
the modification to the environment, as indicated in block
182. Also, a step of modifying the RL model after each
environment change, as indicated 1n block 184, and lever-
aging any transfer learning strategies so as to import previ-
ous learning into the RLL model.

The methods described above with respect to FIGS. 8-12
may be used 1n various situations for training RI-based Al.
Any one or more of the multiple methods may be executed
in order to know what actions are most eflective under which
circumstances. For example, method 140 (FIG. 9) may be an
extension of NMS data-collection to cover states, rewards,
and actions and may be configured to enable batch pre-

training of RL agents from historical data of the production
network 1tself.

In method 160 (FIG. 11), multiple RL agents may interact
with each other and learn concurrently in a lab or simulated
environment, where each RL agent 1s configured to control
one respective AS. Method 160 may result 1n a more realistic
representation of a multi-AS system for dynamically intlu-
encing BGP trafl

ic on the Internet or other network. The
method 160 can be automated and scaled to mimic large and
complex BGP networks. This method 160 of FIG. 11, and/or
other methods may be expanded to include the method 180
(FI1G. 12), where multiple RL agents may be configured for
learning 1n a changing lab or simulated environment.

FI1G. 13 1s a graph 190 showing a first example of anomaly
detection for monitoring BGP peering trailic. FIG. 14 1s a
graph 200 showing a second example of anomaly detection
for momitoring Distributed Denial of Service (DDoD). Also,
FIG. 15 15 a graph 210 showing a third example of anomaly
detection for monitoring Network Time Protocol (NTP)
amplification attacks.

RL Process for BGP

FIG. 16 1s a flow diagram of a method 250 for optimizing,
Border Gateway Protocol (BGP) traflic 1n a telecommuni-
cations network. The method 250 can be implemented 1n the
RL agent 50, as instructions in a non-transitory computer-
readable medium, and as a method. The method 250
includes, with a current state of one or more inter- Autono-
mous Systems (AS) links, causing performance of an action
in the telecommunication network (step 252), determining a
metric based on the action to determine an updated current
state of the one or more inter-AS links (step 254), and
utilizing the metric to perform a further action to achieve one
or more rewards associated with the one or more 1nter-AS

links (step 256).
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The one or more rewards can relate to optimization of one
or more of inbound tratlic and outbound traflic on the one or
more inter-AS links. The current state and the updated
current state can be characterized by any of ingress traflic,
egress trath

ic, latency, dropped packets, and business met-
rics. The action can be a direct action for outbound trathic on
the one or more inter-AS links. The action can be an indirect

action to inflvence inbound trattic on the one or more
inter-AS links.

The method 250 can further include receiving training
related to what actions are efl

ective for the one or more
rewards based on the current state. The training can include
offline training using one of 1) historical data based on
actions taken in a production network, and 11) a simulation.
The rewards can include balancing traflic across a plurality
of mter-AS links, maximizing Quality of Experience, mini-
mizing Service Layer Agreement penalties, minimizing a
cost per bit, minimizing latency, minimizing a penalty to
change routing data, and a combination thereof.

Although the present disclosure has been illustrated and
described herein with reference to preferred embodiments
and specific examples thereot, it will be readily apparent to
those of ordinary skill 1n the art that other embodiments and
examples may perform similar functions and/or achieve like
results. All such equivalent embodiments and examples are
within the spirit and scope of the present disclosure, are
contemplated thereby, and are intended to be covered by the
following claims.

What 1s claimed 1s:

1. A system configured to optimize Border Gateway
Protocol (BGP) tratlic 1n a telecommunications network, the
system comprising:

a network interface configured for communication with

the telecommunications network;

a processing device interconnected with the network

interface; and

a memory device configured to store instructions that,

when executed, enable the processing device to

perform an action in the telecommunications network
when one or more inter-Autonomous System (AS)
links are 1n a current state, wherein the action 1n the
telecommunications network 1s configured to have
an eflect on BGP traflic flow on the one or more
inter-AS links,

define one or more metrics, describing a state of the one
or more inter-AS links, based on the effect of the
action on the BGP traflic flow,

determine an updated current state of the one or more
inter-AS links based on the defined one or more
metrics, and

utilize the defined one or more metrics to perform a
turther action to achieve one or more rewards asso-
ciated with the one or more inter-AS links, wherein
an offline simulation 1s utilized to determine which
actions are eflective for the one or more rewards
based on the current state, the actions and the one or
more rewards are based on reinforcement learning
where the current state 1s mapped to some action to
maximize the one or more rewards over time,
wherein the reinforcement learming seeks to leamn
what to do given a problem, in the BGP traflic flow,
for the current state being mapped to the some
action.

2. The system of claim 1, wherein the one or more rewards
relate to optimization of one or more of mbound tratlic and

outbound trathic on the one or more inter-AS links.
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3. The system of claim 1, wherein the defined one or more
metrics, which characterizes the current state and the
updated current state of the inter-AS links, 1s a measurement
based on any of ingress traflic, egress traflic, latency,
dropped packets, and business metrics.

4. The system of claim 1, wherein the action 1s a direct
action for outbound tratlic on the one or more inter-AS links.

5. The system of claim 1, wherein the action 1s an indirect
action to influence inbound traffic on the one or more
inter-AS links.

6. The system of claim 1, wherein the one or more rewards
include one or more of

balancing trailic across a plurality of inter-AS links,

maximizing Quality ol Experience,

minimizing Service Layer Agreement penalties,

minimizing a cost per bit,

minimizing latency, and

minimizing a penalty to change routing data.

7. The system of claim 1, wherein the offline simulation
includes a plurality of reinforcement learning agents includ-
ing one for control of each AS.

8. The system of claim 7, wherein the plurality of rein-
forcement learning agents operate simultancously in the
oflline simulation to concurrently learn through exploration
and exploitation strategies.

9. A non-transitory computer-readable medium compris-
ing software logic adapted to optimize Border Gateway
Protocol (BGP) traflic 1n a telecommunications network, the
software logic, when executed by a processor of a process-
ing device, enabling the processing device to:

perform an action in the telecommunications network

when one or more inter-Autonomous Systems (AS)
links are 1n a current state, wherein the action in the
telecommunications network 1s configured to have an

ellect on BGP trathic flow on the one or more 1nter-AS
links,

define one or more metrics, describing a state of the one

or more inter-AS links, based on the eflect of the action
on the BGP traflic flow,

determine an updated current state of the one or more

inter-AS links based on the defined one or more met-
rics, and

utilize the defined one or more metrics to perform a

further action to achieve one or more rewards associ-
ated with the one or more inter-AS links, wherein an
oflline simulation 1s utilized to determine which actions
are ellective for the one or more rewards based on the
current state, the actions and the one or more rewards
are based on reinforcement learning where the current
state 1s mapped to some action to maximize the one or
more rewards over time, wherein the reinforcement
learning seeks to learn what to do given a problem, 1n
the BGP traflic flow, for the current state being mapped
to the some action.

10. The non-transitory computer-readable medium of
claim 9, wherein the one or more rewards relate to optimi-
zation of one or more of inbound traflic and outbound traflic
on the one or more nter-AS links.

11. The non-transitory computer-readable medium of
claim 9, wherein the defined one or more metrics, which
characterizes the current state and the updated current state
of the inter-AS links, 1s a measurement based on any of
ingress trathic, egress tratlic, latency, dropped packets, and
business metrics.
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12. The non-transitory computer-readable medium of
claim 9, wherein the action 1s a direct action for outbound
traflic on the one or more inter-AS links.

13. The non-transitory computer-readable medium of
claim 9, wherein the action 1s an indirect action to influence

inbound traflic on the one or more inter-AS links.

14. The non-transitory computer-readable medium of
claim 9, wherein the one or more rewards include one or
more of

balancing trailic across a plurality of inter-AS links,

maximizing Quality of Experience,

minimizing Service Layer Agreement penalties,

minimizing a cost per bit,

minimizing latency, and

minimizing a penalty to change routing data.

15. The non-transitory computer-readable medium of
claim 9, wherein the oflline simulation 1ncludes a plurality
of reinforcement learning agents including one for control of
cach AS.

16. The non-transitory computer-readable medium of
claiam 15, wherein the plurality of reimnforcement learning
agents operate simultancously 1n the offline simulation to
concurrently learn through exploration and exploitation
strategies.

17. A method comprising:

performing an action 1 a telecommunications network

when one or more nter-Autonomous Systems (AS)
links are 1n a current state, wherein action in the
telecommunications network 1s configured to have an
ellect on BGP traflic flow on the one or more inter-AS
links,
defining one or more metrics, describing a state of the one
or more inter-AS links, based on the effect of the action
on the BGP traflic flow,
determiming an updated current state of the one or more
inter-AS links based on the defined one or more met-
rics, and
utilizing the defined one or more metrics to perform a
further action to achieve one or more rewards associ-
ated with the one or more inter-AS links, wherein an
offline simulation 1s utilized to determine which actions
are ellective for the one or more rewards based on the
current state, the actions and the one or more rewards
are based on reinforcement learning where the current
state 1s mapped to some action to maximize the one or
more rewards over time, wherein the reinforcement
learning seeks to learn what to do given a problem, 1n
the BGP traflic tlow, for the current state being mapped
to the some action.

18. The method of claim 17, wherein the one or more
rewards relate to optimization of one or more of 1nbound
traffic and outbound traflic on the one or more inter-AS
links.

19. The method of claim 17, wherein the defined one or
more metrics, which characterizes the current state and the
updated current state of the iter-AS links, 1s a measurement
based on any of ingress traflic, egress ftrailic, latency,
dropped packets, and business metrics.

20. The method of claim 17, wherein the action 1s one of

a direct action for outbound traflic on the one or more

inter-AS links, and

an indirect action to influence ibound trailic on the one

or more inter-AS links.
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