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FIG. 12B
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FIG. 16C

y 2 or mpTEERaAEEETrEw T R o daw

LR |
+ 4

=
=
[ 8

+ 4 + + v Fd o+ FHAF FFAF o hF FEF A FAdF A F A FFA A F A A A A A FF R FFEFAFF A FF A F R FFEREFFAFFEAFFFFE S FRF A FAdFFAdFFAFFFEFFh A A A FAF A A+

*
w
- -
-
¥ +
= '.
-
.
+ s ¥ x
* [} % B a - i +
-
w ‘ -
¥ -
X : 3 L .
- u ¥ *
*
. -
-
€ - """'ltp‘_
. -
+ + o ——
* *a
-
- »
-
* -
-
¥ .
a
- -
.
¥ +
-
¥ *
-
P -
»
* *
* *e
PN O O OO N N N N A A N N A N N S N N N N N N N N N O N N N N N N O Y O N S N L N L S N N N N N N N N O
wm e a e a  a  e  y  ae  a a at at T at a  pt a p  a  at at  at  a  t a y a a a a  a at  a e  at e t  t at  aTe  Te  a a t a y te a  y te Tu e

kvl k1

N0 gig:iia
vaiue at memon

# b b o b r hh oA dw ko F

* v+ bk kb ko kb koA oh

+

LA N I N D B DL R B L D B N D D R B B L N D L R O N R N D DI L B O L R L O B B L L D R D L D L D L R L T D D L R L
+ ¥ L + + = & L L L + B o o R R4

* + + 4 F + 4 F +FF +F FFF R FFFFEFFEPF R R + F + + F + + F + + 1 + + 1 % + = 4 = F + + F + + 1 4+ + + % F &+ + F + + F & + 1 + + 1 + + + + F + + F + + F + + F + + F + + F + + 1

L]

L |

A= kbt owd

[ o

onerate Ceontral valye e §450

4 £ &+ &~ F &+ + A + + F + + A & + 0+ + 4 F + 1

* ok bk bk ok d ok dh okl kAR

L N B L L BN N L L T D O L R R N L L L R O L B N R R L O D N R T L L L T O
+ + F 4+ + F &+ rF+ 1+ R =R FEF RS R4+ F RS R+ FEEAdFEF A+ FEF S+ FEE T AT+t EF R+ R E A FFEF AT R+

F & d w F w F & Fhodor b+

-

-
4+ & A+
= 4+ kA

451 SS—— Q45D
‘*h ; ‘ + d & ++'b' * + b +
4. ¥ L

i

-
- .
+
- +
+
+ 3 +
- . -
» T T
+ - E N +
* + + L E Ay
- oy, e -
. - Y -
- -
N + " i L X 7
* r +
. #h.l{ T L X .
L ] -
+
* - 47
* *
* + +
* . . i
N -
* ] -
* *
. + + +,
N N R R N B e R L e R i R A S N L o = N N N R B L I L S I R L T T N B I o I I e N I L L e N S L N )
A p a s pa s s e e A g a e sy AR s ea LA A A A e Ay e L A s s AL A e A L AL Ay . a Lap L ap e a e e an g A e A e s e s Ay A LA s e s a e aE Ay LA e Re A L AL s s Ay AR,

=ikl

-
F &k
+ I

+
[ 8
[

r
+
:J-
Wiy i
1 B e - . Ta
b PR e by,
] * . T, -
¥ b L4 + e g =
b . LW
.‘i
.+
-
+
-
.+
-.i'-.'l.'I‘rln"l.'l“i‘-l‘]"l-l.l‘.r‘r'i‘ 'l.'I‘T‘.I.‘J.'I‘i-"u.11‘1--.-.11-}-.1.r-r‘j.i.r'j"r‘l-.1.1+r"I.'ITr‘-.'I‘.r‘-.J-“r-r'l.i-r.j.-r‘r‘j‘i‘rl"I"I“r-.-.}.r‘-..j‘r‘r.j.i‘r'J"r-l ‘l.'l-.r"l.
&+ 4
+
+*
L]
T

+ + + +
* + + * F+t A0+ttt



US 11,695,577 B2

Sheet 23 of 24

Jul. 4, 2023

U.S. Patent

1104

L

+* + F ¥ F F F FFFFFFFFEFEFFEFEFEFEFFEFEFEFFEFEFEFEEFEFEFEFEFEFEFEFFFFF

+* + + + F F F FFFFFFFFFEFFFEFFFEFEFFEFFEFEFFEFEFFEFEFFFEFFEFEFFEFFFH

L N N B N N N L O L L R R D R O D L B R L
+ + + ¥ + + ¥ F +F F FFFFFFFFFEFFFEFFFEFEFFEFEFEFEFEFEFEFEFFEFEFEFEFFFEFFFEFFEFEFFFEFFEFEFEFEFEFFEEFFFEFFFEFFEFEFFEFFFFFEFFFEF T
o+

+*
+
+
+*
+
+
+*
+
+
+*
+
+
+*
+
+
+*
+
+
+*
+
+
+*
+
+
+*
+
+
+*
+
+
+*
+
+
+*
+
+
+*
+
+
+*
+
+
+
+

* + + F F FFFFFFFFEFEFFEFFFEFFEFEFEFFEFEFEFEEFEFEFEFEFEEFEFEFFFFFF

=

___.,_-i

+
+

L N

+
L N N N L N I I I O I L O L L D O O B D L L L R
* + + F F FFFFFFFFFFFEFFFEFFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEEFEFEEFEFEFEFEFEEFEFEEFEFEFEFEEFEFEEFFEEFEFEFEFEFFEFEFEEFEFEEFEFEF R F

* + F ¥ + F ¥ FFFFFFFFEFFEFEFFEFEFEFEFEFEFEFEFEFEFEEFEFEFEFEFEFEFEFEFFF
* bk ko kb ok kb bk bk bk bk kb kb kb kbt d



.‘J.
IIVIVEE LW R W

L L N N N N N N N B L L O L D D D D N R
*FE S P EFEFEF T FE R YRR R EES AN FF S
-

% % F B F A 4 &3 fF 5 F 5+ 8 & 8 & & & & F5 & % & % %% F k8 44 5 449
LI I R O I R R R R R R B

. A . A M A i i P W i il ot
00ES T N

-

] %

SIBISH: +
eiusi(

- T

LG I I B R L N N R R DL L R N R B L B DR B N N D N DL N DR L B R B DA B |
d 4 ddJd oy ppdp g hpd T T RN A Ak h oy hh Ll d d o d

[T NN

+
T
I
=
=
-
-
wr
-
d
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+

L
1

1

L]

T
[
[
[
*
[
[
*
[
[
*
L
+
+
+
+
L]
L
L
L]
L
L
L]
L]

=

_
\
3
If
-
>,
¢
4

1 il gl " i sl il vy oyl gl e

AT

* ok % ok ok ok ok rd P oh ok ok ok ko
+ + % + & F F d FF & F 4+ ++ + + ¥+ +
+

ol d Bk ko ko kb
+ ¥ % d b bt ohEF ot F

US 11,695,577 B2

J0S8E30
pubig OIp

- = [ 8 - b wm k
'J'J'J'J'J'J'J'l'}'i - 'l".“-'l"l"l"l" l.rr Al ko

T
&

non b bk
= r a3 a3 333w by Ft t b kryrryrryrorr ko

+
+*
+
+
+*
+
+
+*
+
+
L]
=
=
=
-
-
wr
-
+
+
+

+ + + + F A A A AL F o FFFF
+ + + % F1 1 AFFFA
+ 4+ + & + 4 4+ 1 08 FFFFFFFFFFF

+*
+
+
L
L]
L]
L
L]
L]
L
L]
1
T
T
[
[
[
*
[
[
*
[
d
+

L L N T L I R R W.EE.. il ABEES L F F ¥ EE&EE EEEEL

a
I
-
r
L

++
+

o Tl o A .

rp——— ;.

[
-

'
'3
1

A "

L B N B B R R O B D D R DR R R R L N R B R B K R N DN R L N R N L R R
CE R T N I N T N I R B R R I N I I N I I I N L N I o B R B R e N I N N B N N N B B L N I

+
LI
LI

-

[

oo oadh A hh ko hh o h okt ko Fd ok dd A d h o dhhdhhd A

4 b hoh ok ok ko k ko Frddddddhhdh o hhhh Ak
b bAoA YR+ hFhh o+ F ke FrrFd e ddhh o hh o F e+ F

 h F A+ Fd ko d o rddd o hhd hh o Fh A+ h

L N B N I O I I I I NN N RN I N
 + F o F d bkt Rt Rtk d kb hh Rt

00y
30 1AB 8brio

= o+ F
+ ¥ + + & & & &

+

+ + +

it Bl 08 2 0 i il iyt iyt it SN

r
-
r
-
r
-
[ ]
a
a
'
a
r
'
F
'y
'
'
'
r

-
[ ]
[
[ ]
-
-
-
r
a
[ ]
r
F
F
Fl
F
Y
Fl
Y
Y
Fl
a4

L B I O IO DO B IOE BN BN B )
LN N N UL B U N D B

k=

LY

R

Sheet 24 of 24

FF &+ + + %+ + + %+ + + + + + + + + ¥+ + +
FEF FFEEFFEFFFFFFEFEFFEFEF T

L
|
n
4
[l
[l
4
[l
L
",
L)
",
L)
L
L
L}
L
L
L
L
1
L
L

&~ F F 4 4 + F F F+F F FFFFFFFFFFF

J0EE800 S e

“ NN N N R N N R N N N N R N N R R I I N N R I N I N I N N A R R L R R L L L R N I D e I N R R A L N N R N R N R R I N I N N R T N
B g i e P L L L L T e T I L D . ! el e e T L L L L R L L T T T e D e D R e D T o T T e D i e N D L L L L L p
L ] »
+ ! ' N q
._.l. .l.-l L] q
- -
L h - a7
l.l. + [ r Yy '.‘ & » q{
»
- g g g L e g g g g g . g o o g ™ e e o G e e G A R g g )
1 1 ] » ¥
* - +
- - - + -
* 3 +
+ H + [ ] - d
+ * "y *a [
+ h. r I -
* * . ‘I. .M - ]
* ] -
+ + [ ] - r
+ - - * - L]
+ + - . ] P kS + + ¥ + Fid rk h
+ + + + . + d - + + + r I
+ + 4 » . + - N " n.-i._-__-.\__l___-ll-r-rlf
++ - . ...... ++ . e -
+ > A r i -+ -
+, L ¥ A ¥ | ! * L W i
* | * ] + ]
+* l-l.ﬂ ] ﬂ J.l_.l_. ﬂ + o s "
* - El J +
[ ] * * - + ]
+ - +
+ + F - L}
+ + F - LJ
+ Ll »
+ + ] L] L]
+ ] ]
+ F 1

LI IR L B L D D D O A R A I I A A e e L B B L D D D D D D D O L D N A O L L B D D D D D D D N O N N N N L B O L e e e B B B B
ok h ko h h o h o hh ok F o F A F b F A A R hhd o h ok h o+ FF o F ko kA hdh o dh o dh o F ok FF kA A

m R K
Lo T e U T e L e e I o o B o L T o T B L L T I L LTI Ll I L UL L L I L L]

L N N B L N L R O L T T T D D D L L L R L D T L D L B L
+ F + + + ¥ + % ¥ % & ¥ %L FEF A FFF P E S FTEFF YRR R YR EPETPFA PP TR Y

+ % F ko + + A EhE ATt
*+ o + o F F =+ dAdAdAdhhhhhhh A

LA I B N NN NN BN NN B EE LN EEEE BB BB BB EEBEEBEREEBEEBEREBENEEEE.BEEREEB. BB EEBEEBNIBIENIEIEIIEIEJNNIEZS:ZE.]

0008

%

U.S. Patent



US 11,695,577 B2

1

SECURITY DEVICE INCLUDING PHYSICAL
UNCLONABLE FUNCTION CELLS,
OPERATION METHOD OF SECURITY
DEVICE, AND OPERATION METHOD OF
PHYSICAL UNCLONABLE FUNCTION CELL
DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This U.S. non-provisional patent application claims pri-
ority under 35 U.S.C. § 119 to Korean Patent Application
No. 10-2019-0138808 filed on Nov. 1, 2019, in the Korean
Intellectual Property Oflice, the disclosure of which 1s
incorporated by reference herein 1n its entirety.

BACKGROUND

1. Technical Field

Embodiments of the mventive concept disclosed herein
relate to a security device, and more particularly, relate to a
security device including physical unclonable function
(PUF) cells, an operation method of the security device, and

an operation method of a physical unclonable function cell
device.

2. Discussion of Related Art

Technologies associated with security and encryption are
important for commumnication devices and mobile devices. In
cryptography, a key 1s a piece of information that determines
the functional output of a cryptographic algorithm. When the
key 1s generated using soiftware on a system connected to a
network, a non-authorized user can gain access to the key by
hacking into the system. Thus, hardware-based security
technologies are being developed.

A physical unclonable function (PUF) based security
device generates a umque key randomly based on process,
voltage, and temperature (PVT) of the device. However, an
error may occur in the key due to various environmental
tactors. This error reduces the reliability of the PUF device.

SUMMARY

At least one exemplary embodiment of the nventive
concept provides a security device including physical
unclonable function (PUF) cells having improved reliability
and reduced circuit complexity, an operation method of the
security device, and an operation method of a physical
unclonable function cell device.

According to an exemplary embodiment, a security
device includes a physical unclonable function (PUF) cell
array that includes a plurality of first PUF cells connected
with a first word line, a controller that selects a target PUF
cell of the plurality of first PUF cells and outputs a control
signal indicating the selected target PUF cell, a decoder that
applies a first voltage to the first word line 1n response to the
control signal, a bit line selection circuit that 1s connected
with a plurality of first bit lines and outputs a first target
current across a bit line connected with the target PUF cell
from among the plurality of first bit lines and a first sum
current corresponding to a sum of currents across the
remaining bit lines connected with other PUF cells from
among the plurality of first PUF cells, and a bit determiner
that outputs a target bit of the target PUF cell based on the
first target current and the first sum current, and the security
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2

device generates a security key based on the target bit for
responding to an authentication request.

According to an exemplary embodiment, an operation
method of a physical unclonable function (PUF) cell device
which includes a plurality of physical unclonable function
(PUF) cells includes selecting a target PUF cell of the
plurality of PUF cells, applying a first voltage to a first word
line connected with the target PUF cell, generating a target
value based on a target current corresponding to the target
PUF cell and generating a central value based on a sum
current corresponding to a sum of currents output from other
PUF cells connected with the first word line, determining a
target bit of the target PUF cell based on the target value and
the central value, and generating a security key based on the
target bit for responding to an authentication request.

According to an exemplary embodiment, an operation
method of a security device including first to N-th physical
unclonable function (PUF) cells includes applying a first
voltage to a first word line connected with the first to N-th
PUF cells, obtaining first information from the first PUF cell
and obtaining second information from the second to N-th
PUF cells, determining a first bit of the first PUF cell from
the obtained first mformation and the obtained second
information, applying the first voltage to the first word line
connected with the first to N-th PUF cells, obtaining third
information from the second PUF cell and obtaining fourth
information from the first and third to N-th PUF cells,
determining a second bit of the second PUF cell based on the
obtained third and fourth information, and generating a
security key based on the first bit and the second bit for
responding to an authentication request, where N 1s a
positive integer.

BRIEF DESCRIPTION OF THE FIGURES

The mventive concept will become apparent by describ-
ing in detail exemplary embodiments thereof with reference
to the accompanying drawings.

FIG. 1 1s a block diagram illustrating a security device
according to an exemplary embodiment of the mmventive
concept.

FIG. 2 1s a diagram for describing a method of determin-
ing a target bit of a PUF cell.

FIG. 3 1s a block diagram illustrating a PUF cell device of
FIG. 1 according to an exemplary embodiment of the
inventive concept.

FIG. 4 1s a diagram 1illustrating an exemplary structure of
a plurality of PUF cells of FIG. 3.

FIG. 5 1s a diagram 1illustrating a configuration of a PUF
cell device of FIG. 3 according to an exemplary embodiment
of the mventive concept.

FIG. 6 1s a flowchart illustrating an operation of a PUF
cell device of FIGS. 3 and 5.

FIG. 7 1s a diagram for describing an operation of a PUF
cell device of FIG. 3.

FIG. 8 1s a diagram for describing a target bit determining,
method of a PUF cell device of FIG. 3 according to an
exemplary embodiment of the inventive concept.

FI1G. 9 1s a diagram 1illustrating a PUF cell array according
to an exemplary embodiment of the mventive concept.

FIG. 10A 1s a diagram 1illustrating an exemplary PUF cell
device to which a PUF cell array of FIG. 9 1s applied.

FIGS. 10B to 10D are diagrams for describing an opera-
tion of a PUF cell device of FIG. 10A according to an
exemplary embodiment of the mventive concept.

FIG. 11 1s a diagram for describing a way to improve
reliability of a PUF cell device.
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FIG. 12A 1s a flowchart for describing an operation of an
unstable PUF cell or a valid PUF cell of a PUF cell device

of FIG. 1 according to an exemplary embodiment of the
inventive concept.

FIG. 12B i1s a diagram for describing an operation of an
unstable PUF cell or a valid PUF cell of a PUF cell device
of FIG. 1.

FIGS. 13A and 13B are diagrams for describing an
operation according to the flowchart of FIG. 12A.

FI1G. 14 1s a block diagram 1illustrating a controller of FIG.
1 according to an exemplary embodiment of the inventive
concept.

FIG. 15 1s a diagram for describing an operation of a PUF
cell device according to an exemplary embodiment of the
inventive concept.

FIG. 16A 1s a block diagram for describing an operation
of a security device according to an exemplary embodiment
of the mventive concept.

FIGS. 16B and 16C are flowcharts for describing an
operation ol a security device according to an exemplary
embodiment of the inventive concept.

FIG. 17 1s a block diagram illustrating an electronic
system to which a security device according to an exemplary
embodiment of the inventive concept 1s applied.

FIG. 18 1s a block diagram illustrating an electronic
device to which a security device according to an exemplary
embodiment of the inventive concept 1s applied.

DETAILED DESCRIPTION OF TH.
EXEMPLARY EMBODIMENTS

(L]

Below, embodiments of the inventive concept may be
described 1n detail and clearly to such an extent that one of
an ordinary skill in the art can implement the inventive
concept.

Components described in the detailed description with
reference to terms “part”, “umt”, “module”, “layer”, etc. and
tfunction blocks illustrated 1n drawings may be implemented
in the form of software, hardware, or a combination thereof.
For example, the software may be machine code, firmware,
an embedded code, and application software. For example,
the hardware may include an electrical circuit, an electronic
circuit, a processor, a computer, an integrated circuit, inte-
grated circuit cores, a pressure sensor, an inertial sensor, a
microelectromechanical system (MEMS), a passive cle-
ment, or a combination thereof.

Also, unless differently defined, all terms used herein,
which include technical terminologies or scientific termi-
nologies, have the same meanming as that understood by a
person skilled in the art to which the mmventive concept
belongs. Terms defined 1n a generally used dictionary are to
be mterpreted to have meamings equal to the contextual
meanings 1n a relevant technical field, and are not interpreted
to have 1deal or excessively formal meanings unless clearly
defined 1n the specification.

Below, to describe the inventive concept, a number of
exemplary components or exemplary numerical values are
provided, but the inventive concept 1s not limited thereto.
For example, 1n drawings below, for brevity of illustration,
an example of eight PUF cells connected to one word line 1s
illustrated. However, the inventive concept i1s not limited
thereto since this example 1s merely for describing the
inventive concept.

FIG. 1 1s a block diagram illustrating a security device
according to an exemplary embodiment of the inventive
concept. FIG. 2 1s a diagram for describing a method of
determining a target bit of a PUF cell. A horizontal axis of
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4

a distribution of FIG. 2 indicates iformation (e.g., mis-
match information or an amount of current) obtained from

PUF cells. Referring to FIGS. 1 and 2, a security device 10

includes an array-based physical unclonable function (PUF)
cell device 100 (e.g., a semiconductor device) and a con-
troller 101 (e.g., a control circuit).

The array-based PUF cell device 100 may include a
plurality of PUF cells. The plurality of PUF cells may be
arranged in the form of an array. Below, for convenience of

description, the array-based PUF cell device 100 1s simply
referred to as a “PUF cell device 1007,

In an exemplary embodiment, each of the plurality of PUF

cells may be implemented with at least one of various kinds
of PUF cells such as a PUF cell based on a threshold voltage
of a transistor, an arbiter-based PUF cell (e.g., a feed-
forward PUF cell, an XOR PUF cell 1n which arbiter PUF
cells are arranged 1n parallel, or a lightweight PUF cell), a
ring oscillator-based PUF cell, a memory-based PUF cell
(e.g., a static random access memory (SRAM) PUF cell, a
latch PUF cell, a flash memory PUF cell, or a memistor PUF
cell), and a PUF cell reconfigurable according to a laser
beam or a thermal variation.

Below, to describe the inventive concept, it 1s assumed
that each of the plurality of PUF cells 1s a PUF cell based on
a threshold voltage of a transistor. However, the mventive
concept 1s not limited thereto. For example, each of the
plurality of PUF cells may be implemented with various
types of PUF cells.

The PUF cell device 100 1s configured to output a target
bit TB under control of the controller 101. The controller
101 controls the PUF cell device 100. For example, the
controller 101 provides a control signal CTRL to the PUF
cell device 100. The control signal CTRL may include
information or an address for selecting a target PUF cell of
the plurality of PUF cells included 1n the PUF cell device
100. For example, the control signal may uniquely i1dentily
the target PUF cell.

The PUF cell device 100 may select the target PUF cell
of the plurality of PUF cells 1n response to the control signal
CTRL received from the controller 101 and may output the
target bit TB corresponding to the selected target PUF cell.

The controller 101 may receive target bits TB associated
with all or some of the plurality of PUF cells included 1n the
PUF cell device 100 and may generate and output a security
key KEY based on the received target bits TB.

In an exemplary embodiment, the plurality of PUF cells
may have diflerent process, voltage and temperature (PV'T)
variations. Even though the same bias (e.g., a bias current,
a bias voltage, etc.) 1s provided to the plurality of PUF cells,
cach of the plurality of PUF cells may output different
information depending on the corresponding PV'T variation.
For example, even though the plurality of PUF cells are
manufactured by the same semiconductor process or on the
same waler, the plurality of PUF cells may have difierent
PV'T vaniations due to various factors (e.g., doping concen-
tration, a thickness of a gate oxide layer, and a geometrical
structure).

That 1s, even though a first PUF cell and a second PUF
cell are manufactured by the same semiconductor process or
on the same waler, information output from the first PUF
cell may have a positive polarity, and information output
from the second PUF cell may have a negative polarity.
Alternatively, the size or the value of the information output
from the first PUF cell and the size or the value of the
information output from the second PUF cell may be dii-
ferent.
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A target bit TB associated with each of the plurality of
PUF cells may be determined based on the information of
cach of the PUF cells. For example, pieces of information
output from the plurality of PUF cells included 1n the PUF
cell device 100 may form a first distribution DB1 1llustrated
in FI1G. 2. In an exemplary embodiment, the first distribution
DB1 may be a Gaussian distribution or a normal distribu-
tion. A central value (e.g., a peak) of the first distribution
DB1 may be used as a reference value REF0 for determining
a polarity of each of the plurality of PUF cells. For example,
a PUF cell having information less than the central value can
be considered to have a negative polarity and having infor-
mation greater than or equal the central value can be
considered to have a positive polarity.

An exemplary PUF cell device determines a target bit of
a target PUF cell by collecting analog information of the
target PUF cell, converting the collected analog information
into digital data through an analog-to-digital converter, and
comparing the converted digital data with reference data
(1.e., the reference value REFO0).

However, the PUF cell device 100 according to an exem-
plary embodiment of the inventive concept determines the
target bit TB of the target PUF cell without using a separate
analog-to-digital converter and separate reference data. For
example, the PUF cell device 100 according to an exemplary
embodiment of the mventive concept may determines the
target bit TB by generating or calculating a central value
based on other PUF cells corresponding to the target PUF
cell from among the plurality of PUF cells and comparing a
target value corresponding to the target PUF cell and the
central value. A structure and an operation of the PUF cell
device 100 according to an exemplary embodiment of the
inventive concept will be described with reference to draw-

ings below.

FI1G. 3 1s a block diagram illustrating a PUF cell device of
FIG. 1 according to an exemplary embodiment of the
inventive concept. For brevity of illustration, an example 1s
illustrated as a plurality of PUF cells PC are arranged 1n an
8x8 matrix, but the mventive concept 1s not limited thereto.
A PUF cell array 110 may further include additional PUF
cells, and thus, the number of word lines and the number of
bit lines may increase. In an exemplary embodiment, the
number of PUF cells PC connected to one word line 1s at
least “N”. In this case, “N”’ indicates the minimum number
of PUF cells, of which values form a normal distribution or
a Gaussian distribution. In an exemplary embodiment, “N”
may range {from 4 to 256.

For convenience of description, it 1s assumed that infor-
mation obtained from each of the plurality of PUF cells PC
1s a current generated according to a word line bias of each
of the plurality of PUF cells PC. However, the inventive
concept 1s not limited thereto. For example, information
obtained from a PUF cell may be variously changed or
modified depending on a type of the PUF cell.

Referring to FIGS. 1 and 3, the PUF cell device 100
includes the PUF cell array 110, a decoder 120 (e.g., a
decoder circuit), a bit line selection circuit 130, a bait
determiner 140 (e.g., a circuit), and a voltage regulator 150.

The PUF cell array 110 includes the plurality of PUF cells
PC. The plurality of PUF cells PC may be arranged 1n a row
direction and a column direction to form an array. The

plurality of PUF cells PC may be connected with a plurality
of word lines WL1 to WL8 and a plurality of bit lines BLL1

to BL8. Fach of the plurality of PUF cells PC may be

configured to output a current depending on a bias (e.g., a
bias current, a bias voltage, etc.) of the corresponding word

line of the plurality of word lines WL1 to WL8. As described
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above, a current that 1s output from each of the plurality of
PUF cells PC may have a value that varies depending on a
physical characteristic or an ambient condition of each of the
plurality of PUF cells PC.

The decoder 120 receives and decodes the control signal
CTRL from the controller 101. For example, the control
signal CTRL may include address information correspond-
ing to a target PUF cell, of which the target bit TB is to be
determined, from among the plurality of PUF cells PC. The
decoder 120 decodes the address information corresponding
to the target PUF cell and controls the plurality of word lines
WL1 to WL8, based on a result of the decoding. The decoder
120 provides a bit line selection signal BS to the bit line
selection circuit 130, based on the decoding result. The bit
line selection signal BS may be a signal for selecting a bit
line corresponding to the target PUF cell from among the
plurality of bit lines BLL1 to BLS.

The bit line selection circuit 130 receives the bit line
selection signal BS from the decoder 120 and controls the
plurality of bit lines BLL1 to BL8 based on the received bit
line selection signal BS. For example, it 1s assumed that the
bit line selection signal BS corresponds to the third bit line
BL3. In this case, the bit line selection circuit 130 outputs a
signal (e.g., a current) recerved through the third bit line BL3
as a target current I_tg and outputs a sum of signals (e.g.,
currents) received from the remaining bit lines BL1, BL2,
and Bl.4 to BL8 as a sum current I sum.

The bit determiner 140 receives the target current I_tg and
the sum current I sum. The bit determiner 140 determines
the target bit TB of the target PUF cell based on the target
current I_tg and the sum current I_sum. For example, the bit
determiner 140 may divide the sum current I_sum by a given
value. In an exemplary embodiment, the given value 1s a
value (e.g., N-1) that 1s obtained by subtracting “1” from the
number of PUF cells PC connected to one word line. That 1s,
as described above, 1n the case where the target current 1_tg
1s provided from one of PUF cells PC connected with the
third bit line BL3 and the sum current I_sum 1s provided
tfrom PUF cells PC (1.e., 7 PUF cells PC) connected with the
first, second, and fourth to eighth bit lines BLL1, BL2, and
BL4 to BL8, the sum current I_sum 1s divided by *“7”. That
1s, the bit determiner 140 calculates an average current of a
unit PUF cell based on the sum current I sum.

The bit determiner 140 compare magnitudes of the cal-
culated average current and the target current I_tg and
determines the target bit TB of the target PUF cell depending
on a result of the comparison.

The voltage regulator 150 provides a voltage “V™ to be
applied to the plurality of word lines WL1 to WLS8 to the
decoder 120. In an exemplary embodiment, bias voltages or
active voltages (or bias currents) respectively to be provided
to the plurality of word lines WL1 to WL8 have the same
level. Alternatively, bias voltages or active voltages respec-
tively to be provided to the plurality of word lines WL1 to
WL8 vary depending on physical characteristics of the
plurality of PUF cells PC. Alternatively, bias voltages or
active voltages respectively to be provided to the plurality of
word lines WL1 to WL8 may have diflerent levels such that
information collected from the plurality of PUF cells PC
form a normal distribution or a Gaussian distribution.

FIG. 4 1s a diagram 1illustrating an exemplary structure of
a plurality of PUF cells of FIG. 3. Refernng to FIGS. 3 and
4, any one PUF cell PCa of the plurality of PUF cells PC
includes a first transistor TR1. A gate of the first transistor
TR1 1s connected with a word line WL, a drain thereof 1s
connected with a bit line BL, and a source thereof i1s
connected to receive a particular voltage level. The first
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transistor TR1 may control the magnitude of a current output
to the bit line BL depending on a level of the word line WL.
In this case, the magnitude of the current may vary depend-
ing on a physical characteristic of the first transistor TR1.
That 1s, even though the plurality of PUF cells PC are
formed in the same structure as “PCa” and the same word
line bias 1s applied to each of the plurality of PUF cells PC,
a current flowing through the bit line BLL may vary depend-
ing on a physical characteristic of each PUF cell.

Alternatively, any one PUF cell PCb of the plurality of
PUF cells PC includes first and second transistors TR1 and
TR2. The first and second transistors TR1 and TR2 are
connected 1n series between a node providing the particular
voltage level and the bit line BLL and may operate depending,
on a level of the word line WL. As described above, even
though the plurality of PUF cells PC are formed 1n the same
structure as “PCb” and the same word line bias 1s applied to
cach of the plurality of PUF cells PC, a current tlowing
through the bit line BL may vary depending on a physical
characteristic of each PUF cell.

The transistor-based PUF cells PCa and PCb described
with reference to FIG. 4 are merely for describing the
inventive concept and are not intended to limit the inventive
concept. The plurality of PUF cells PC may be variously
implemented using various structures as described above.

FIG. 5 1s a diagram 1llustrating a configuration of a PUF
cell device of FIG. 3 according to an exemplary embodiment
of the mventive concept. For brevity of illustration, an
example 1s illustrated of the PUF cell array 110 including
first to eighth PUF cells PC1 to PC8 connected with the first
word line WL1, but the inventive concept 1s not limited
thereto. For example, the PUF cell array 110 may further
include additional PUF cells connected with a plurality of
word lines and a plurality of bit lines. For brevity of
illustration, some components (e.g., the decoder 120 and the
voltage regulator 150) are omuitted.

Referring to FIGS. 3 and 5, the PUF cell device 100
includes the PUF cell array 110, the bit line selection circuit
130, and the bit determiner 140. The PUF cell array 110 may
include the first to eighth PUF cells PC1 to PCS8. The first to
cighth PUF cells PC1 to PC8 are connected with the first
word line WL1. The first to eighth PUF cells PC1 to PC8 are
connected with the first to eighth bit lines BL1 to BLS,
respectively. The first to eighth PUF cells PC1 to PCS8
respectively output first to eighth currents I1 to I8 through
the first to eighth bit lines BLL1 to BL8 in response to a first
voltage V1 provided to the first word line WL1. The first
voltage V1 may be provided by the voltage regulator 150.

The bit line selection circuit 130 includes first to eighth
selectors SELL1 to SEL8. The first to eighth selectors SEL1
to SEL8 are connected with the first to eighth bit lines BLL1
to BLS, respectwely The first to eighth selectors SEL1 to
SEL8 operate 1n response to bit line selection signals BS1 to
BS8 and inverted bit line selection signals /BS1 to /BSS.

For example, the first selector SELL1 includes a first
transistor configured to provide the first current 11 output
from the first bit line BLL1 to a second converter 142 of the
bit determiner 140 1n response to the first bit line selection
signal BS1; and a second transistor configured to provide the
first current I1 output from the first bit line BLL1 to a first
converter 141 of the bit determiner 140 1n response to the
inverted bit line selection signal /BS1. Similar to the above
description, the remaining selectors SEL2 to SEL8 may also
operate 1n response to the corresponding bit line selection
signals BS2 to BS8 and the corresponding inverted bit line
selection signals /BS2 to /BS8, and thus, additional descrip-
tion 1s omitted to avoid redundancy.
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In an exemplary embodiment, each of the bit line selec-
tion signals BS1 to BS8 1s a signal for selecting a bit line
corresponding to a target PUF cell, and each of the inverted
bit line selection signals /BS1 to /BS8 1s a signal for
selecting a bit line corresponding to each of the remaining
PUF cells. For example, 1t 1s assumed that the target PUF
cell 1s the third PUF cell PC3. In this case, the third bit line
selection signal BS3 1s activated, and the first, second, and
fourth to eighth inverted bit line selection signals /BSI,
/BS2, and /BS4 to /BS8 are activated. As such, the third
current I3 output through the third bit line BL3 1s provided
to the second converter 142, and the first, second, and fourth
to eighth currents output 11, 12, and 14 to I8 from the first,
second, and fourth to eighth bit lines BLL1, BL2, and BL4 to
BL8 are provided to the first converter 141 as the sum
current 1 sum.

The bit determiner 140 includes the first converter 141,
the second converter 142, and a comparator COMP (e.g., an
operational amplifier or other comparison circuit). The {first
converter 141 may be connected with transistors, which
operate 1n response to the inverted bit line selection signals
/BS1 to /BS8, from among transistors included in the
plurality of selectors SEL1 to SEL8. The second converter
142 may be connected with transistors, which operate 1n
response to the bit line selection signals BS1 to BS8, from
among the transistors included 1n the plurality of selectors
SEL1 to SELS.

That 1s, as described above, the first converter 141
receives the sum current I_sum corresponding to a sum of
currents output from the remaining PUF cells other than the
target PUF cell, and the second converter 142 receives the
target current I_tg output from the target PUF cell. The first
converter 141 converts the received sum current I sum to
output a central value CV, and the second converter 142
converts the target current 1_tg to output a target value TV.

In an exemplary embodiment, the central value CV and
the target value TV are voltage levels respectively corre-
sponding to the sum current I_sum and the target current
I_tg. That 1s, the first converter 141 and the second converter
142 may be a current-voltage converter. However, the mnven-
tive concept 1s not limited thereto. For example, each of the
first and second converters 141 and 142 may be imple-
mented with a current mirror configured to replicate a
received current at a given ratio.

In an exemplary embodiment, the first converter 141
determines the central value CV by dividing the sum current
I_sum by a given value. That 1s, the first converter 141 may
provide a function of a divider DIV configured to divide the
sum current I_sum by a given value. For example, the first
converter 141 may include a divider or divider circuit to
divide the sum current I_sum by the given value. For
example, as described above, 1n the case where the target
PUF cell 1s the third PUF cell PC3, the sum current I sum
may be a sum of currents (e.g., I1, 12, and 14 to I8) output
from 7 PUF cells (e.g., PC1, PC2, and PC4 to PC8). That 1s,
the first converter 141 may calculate a current value corre-
sponding to the central value CV by dividing the sum current
I_sum by “7”. In an exemplary embodiment, the central
value CV indicates a central value of a normal distribution
or a Gaussian distribution that 1s formed by information
obtained from the plurality of PUF cells PC1 to PCS8
(however, the number of PUF cells being more than 8)
connected with the first word line WL1. That i1s, in the case
where the number of a plurality of PUF cells 1s a partlcular
number or more (e.g., 4 to 256 or more), the remaining PUF
cells of the plurality of PUF cells other than the target PUF
cell may form a normal distribution or a Gaussian distribu-
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tion, and thus, the central value CV may be calculated by
using the remaining PUF cells.

In an exemplary embodiment, a division ratio of the first
converter 141 1s determined based on the number of PUF
cells corresponding to the sum current I_sum. In an exem-
plary embodiment, the division ratio of the first converter
141 may be greater or smaller than the number of PUF cells
corresponding to the sum current I_sum as much as a given
value.

In an exemplary embodiment, the second converter 142
determines the target value TV without performing a sepa-
rate division operation on the target current I_tg. Alterna-
tively, the second converter 142 determines the target value
TV by dividing the target current I_tg based on a given ratio.
In an exemplary embodiment, a second division ratio of the
second converter 142 1s based on a first division ratio of the
first converter 141. In an exemplary embodiment, the second
division ratio of the second converter 142 1s smaller than the
first division ratio of the first converter 141.

The comparator COMP receives the central value CV
from the first converter 141 and receives the target value TV
from the second converter 142. The comparator COMP
compares the central value CV and the target value TV and
outputs the target bit TB as a result of the comparison.

As described above, the PUF cell device 100 according to
an exemplary embodiment of the imventive concept deter-
mines the target bit TB of the target PUF cell by calculating,
the central value CV using some of the plurality of PUF cells
PC without a separate analog-to-digital converter and sepa-
rate reference data and comparing the calculated central
value CV and the target value TV of the target PUF cell.
Accordingly, a circuit complexity of the PUF device 100 1s
decreased, and a PUF cell device 100 having improved
reliability may be realized.

FIG. 6 1s a flowchart illustrating an operation of a PUF
cell device of FIGS. 3 and 5 according to an exemplary
embodiment of the inventive concept. Referring to FIGS. 3,
5, and 6, 1n operation S110, the PUF cell device 100 selects
a target PUF cell. For example, the PUF cell device 100 may
receive the control signal CTRL from the controller 101 and
may select the target PUF cell of the plurality of PUF cells
PC based on the received control signal CTRL.

In operation S120, the PUF cell device 100 provides the
first voltage V1 to a word line corresponding to the selected
target PUF cell. In an exemplary embodiment, the first
voltage V1 may have a level for obtaining different magni-
tudes of currents from a plurality of PUF cells connected
with the first word line WL1.

In operation S130, the PUF cell device 100 generates a
central value CV. For example, as described with reference
to FIG. 5, the PUF cell device 100 may obtain the sum
current I_sum corresponding to a sum of currents from the
remaining PUF cells other than a target PUF cell from
among the plurality of PUF cells connected with the word
line and may generate the central value CV based on the
obtained sum current I sum.

In operation S140, the PUF cell device 100 compares the
target value TV and the central value CV. For example, as
described with reference to FIG. 5, the target value TV may
be a value corresponding to the target current I_tg obtained
from the target PUF cell, and the central value CV may be
a value generated based on the sum current I_sum obtained
from the remaining PUF cells. The PUF cell device 100 may
determine whether the target value TV 1s greater than the
central value CV.

When the target value TV 1s greater than the central value
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target bit TB to a first value (e.g., “bit 1”°). When the target
value TV 1s smaller than the central value CV, 1n operation
S152, the PUF cell device 100 sets the target bit TB to a
second value (e.g., “bit 0”°) different from the first value. In
an exemplary embodiment, when the target value 1s greater
than or equal the central CV, the target bit 1s set to the first
value. In an alternate embodiment, when the target value 1s
less than or equal the central value, the target bit 1s set to the
second value.

In operation S160, the PUF cell device 100 outputs the
determined target bit TB.

FIG. 7 1s a diagram for describing an operation of a PUF
cell device of FIG. 3. A horizontal axis of a distribution of
FIG. 7 indicates information (e.g., mismatch information or
the amount of current) obtained from PUF cells.

Referring to FIGS. 3 and 7, information obtained from the
plurality of PUF cells PC included 1n the PUF cell device
100 may form the first distribution DB1. A central value of
the first distribution DB1 that 1s the reference value REFO0 1s
described with reference to FIG. 2, and thus, additional
description 1s omitted to avoid redundancy.

In an exemplary embodiment, information obtained from
the plurality of PUF cells PC connected to the first word line
WL1 forms a first sub distribution sDB1, and information
obtained from the plurality of PUF cells PC connected to the
second word line WL2 forms a second sub distribution
sDB2. As 1llustrated 1n FIG. 7, each of the first and second
sub distributions sDB1 and sDB2 may have a shape of a
normal distribution or a Gaussian distribution.

That 1s, in the case where a first target PUF cell 1s selected
from the plurality of PUF cells PC connected to the first
word line WL1, an average value of information respec-
tively obtained from the remaining PUF cells other than the
target PUF cell from among the plurality of PUF cells PC
connected to the first word line WL1 has a first central value
CVa. As such, whether the first target PUF cell 1s a positive
PUF cell +PC having a positive polarity or a negative PUF
cell —PC having a negative polarity may be determined by
comparing a first target value based on information obtained
from the first target PUF cell with the first central value CVa.

Likewise, 1n the case where a second target PUF cell 1s
selected from the plurality of PUF cells PC connected to the
second word line WL2, an average value of information
respectively obtained from the remaining PUF cells other
than the target PUF cell from among the plurality of PUF
cells PC connected to the second word line WL2 has a
second central value CVb. As such, whether the second
target PUF cell 1s a positive PUF cell +PC having a positive
polarity or a negative PUF cell -PC having a negative
polarity may be determined by comparing a second target
value based on information obtained from the second target
PUF cell with the second central value CVb.

As described above, the plurality of PUF cells PC
included in the PUF cell device 100 of the inventive concept
may form normal or Gaussian distributions that vary
depending on biases of word lines. Accordingly, the PUF
cell device 100 of the inventive concept may calculate a
central value by using PUF cells connected to the same word
line as a target PUF cell and may determine a target bit of
the target PUF cell based on the calculated central value.

FIG. 8 1s a diagram for describing a target bit determining,
method of a PUF cell device of FIG. 3 according to an
exemplary embodiment of the inventive concept. Referring
to FIGS. 3 and 8, the PUF cell device 100 includes the PUF
cell array 110, the bit line selection circuit 130, and the bat
determiner 140. The PUF cell array 110 includes the plu-
rality of PUF cells PC1 to PC8 connected to the first word
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line WL1 and the plurality of bit lines BLL1 to BL8. The bit
line selection circuit 130 includes a plurality of selectors

SEL1 to SELS. The bit determiner 140 1ncludes the first and
second converters 141 and 142 and the comparator COMP.
The components are described above, and thus, additional
description 1s omitted to avoid redundancy. Also, it 1s

assumed that the third PUF cell PC3 i1s a target PUF cell.
In the case where the third PUF cell PC3 1s selected as a
target PUF cell, the first voltage V1 1s provided to the first
word line WL1 connected with the third PUF cell PC3. In
response to the first voltage V1 of the first word line WL1,
the plurality of PUF cells PC1 to PC8 output the plurality of
currents 11 to I8 through the plurality of bit lines BL1 to

BL8, respectively.
Because the third PUF cell PC3 1s the target PUF cell, the

third bit line selection signal BS3 for selecting the third bit
line BL3 connected with the third PUF cell PC3 1s activated,
and the 1nverted bit line selection signals /BS1, /BS2, and
/BS4 to /BS8 for the remaining bit lines BL1, BL.2, and BL4
to BL8 are activated. That 1s, in response to the third bit line
selection signal BS3, the third selector SEL3 provides the
third current I3 of the third bit line BLL3 to the second

converter 142 as the target current 1_tg. In response to the
first, second, and fourth to eighth inverted bit line selection
signals /BS1, /BS2, and /BS4 to /BS8, the first, second, and
fourth to eighth selectors SELL1, SEL2, and SEL4 to SELS8
provide the first, second, and fourth to eighth currents 11, 12,
and 14 to I8 of the first, second, and fourth to eighth bit lines
BL1, BL2, and BL4 to BLS8 to the first converter 141 as the
sum current I sum.

The first converter 141 outputs the central value CV based
on the sum current I sum, and the second converter 142
outputs the target value TV based on the third current I3 (i.e.,
a target current). The comparator COMP compares the

central value CV and the target value TV to generate a target
bit TB and outputs the target bit TB of the third PUF cell

PC3.
FIG. 9 1s a diagram 1llustrating a PUF cell array according,

to an exemplary embodiment of the inventive concept.
Retferring to FIG. 9, a PUF cell array 110A includes a

plurality of PUF cells PC, and the plurality of PUF cells PC
are connected with a plurality of word lines WL1 to WL6
and a plurality of bit lines BLL11 to BL18 and BL.21 to BL28.
In an exemplary embodiment, in the PUF cell array 110A,
the number of PUF cells, the number of word lines, or the
number of bit lines 1s not limited to the configuration
illustrated 1n FIG. 9.

Unlike the PUF cell array 110 described with reference to
FIG. 2, the plurality of PUF cells PC of the PUF cell array
110A of FIG. 9 are connected with the bit lines BL11 to
BL18 of a first group and the bit lines BLL.21 to BL28 of a
second group. For example, the PUF cells PC connected
with the first, third, and fifth word lines WL1, WL3, and
WLS are connected with the bit lines BLL11 to BLL18 of the
first group, and the PUF cells PC connected with the second.,
fourth, and sixth word lines WL2, WL4, and WL6 are
connected with the bit lines BL21 to BL28 of the second
group. That 1s, the PUF cells PC connected with the first,
third, and fifth word lines WL.1, WL3, and WLS and the PUF
cells PC connected with the second, fourth, and sixth word
lines WL2, WL4, and WL6 are connected with bit lines of
different groups and may operate independently of each
other.

FIG. 10A 1s a diagram 1illustrating a PUF cell device to
which a PUF cell array of FIG. 9 1s applied. FIGS. 10B to
10D are diagrams for describing an operation of a PUF cell
device of FIG. 10A. For brief description, components that
are the same as the components described above are not

described.
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Retferring to FIGS. 10A to 10D, a PUF cell device
includes the PUF cell array 110A, first and second bit line
selection circuits 131 and 132, and a bit determiner (e.g., a
comparator COMP). The PUF cell array 110A 1nclude the
plurality of PUF cells PC11 to PC18 and PC21 to PC28. The
plurality of PUF cells PC11 to PC18 and PC21 to PC28 may
be connected with the first and second word lines WL1 and
WL2. The PUF cells PC PC11 to PC18 connected with the
first word line WL1 are connected with the bit lines BL11 to
BL18 of a first group, and the PUF cells PC21 to PC28
connected with the second word line WL2 are connected
with the bit lines BLL21 to BL28 of a second group.

The first bit line selection circuit 131 1s connected with the
bit lines BLL11 to BL18 of the first group. In an exemplary
embodiment, the first bit line selection circuit 131 includes
selectors described with reference to FIGS. 5 and 8. The
selectors included 1n the first bit line selection circuit 131 are
respectively connected with the bit lines BLL11 to BL18 of
the first group and operate in response to the corresponding

bit line selection signals or the corresponding inverted bit
line selection signals. The second bit line selection circuit
132 1s connected with the bit lines BL21 to BL28 of the
second group. In an exemplary embodiment, the second bit

line selection circuit 132 includes selectors described with
reference to FIGS. 5 and 8. The selectors included in the
second bit line selection circuit 132 are respectively con-
nected with the bit lines BL.21 to BL28 of the second group
and operate 1n response to the corresponding bit line selec-
tion signals or the corresponding inverted bit line selection
signals. For brevity of illustration and for convenience of
description, the detailed configuration and operation of the
selectors are described above, and thus, additional descrip-
tion 1s omitted to avoid redundancy.

The first converter 141 outputs the target value TV or the
central value CV based on information (e.g., a current)
received from the second bit line selection circuit 132. The
second converter 142 outputs the central value CV or the
target value TV based on information (e.g., a current)
received from the first bit line selection circuit 131.

In an exemplary embodiment, the first bit line selection
circuit 131 provides a target current or a sum current to the
second converter 142, and the second bit line selection
circuit 132 provides a sum current or a target current to the
first converter 141.

For example, as illustrated 1n FIG. 10B, 1t 1s assumed that
the PUF cell PC13 connected with the first word line WL1
1s a target PUF cell. In this case, the first voltage V1 1s
applied to the first and second word lines WL1 and WL2. In
an exemplary embodiment, voltages that are applied to the
first and second word lines WL1 and WL2 may be difler-
ently set depending on physical characteristics of the plu-
rality of PUF cells PC11 to PC18 and PC21 to PC28
connected with the first and second word lines WL1 and
WL2. In response to the first voltage V1 applied to the first
and second word lines WL1 and WL2, each of the plurality
of PUF cells PC11 to PC18 and PC21 to PC28 output a
corresponding current.

The first bit line selection circuit 131 provides the second
converter 142 with the current 113 output from the PUF cell
PC13 connected with the first word line WL1 and the third
bit line BL13 of the first group 1n response to the third bit
line selection signal BS3. In this case, the current 113 1s the
target current I_tg. The second converter 142 outputs the
target value TV based on the target current 1_tg.

In response to the inverted bit line selection
signals /BS1, /BS2, and /BS4 to /BS8, the second bit line
selection circuit 132 provides the first converter 141 with the
sum current I_sum2 corresponding to a sum ol currents
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provided through some bit lines BLL.21, BL.22, and BL24 to
BL.28 of the second group. The first converter 141 outputs
the central value CV based on the sum current I sum?2
provided from the second bit line selection circuit 132. The
comparator COMP compares the central value CV and the
target value TV to generate a target bit TB and outputs the
target bit TB of the third PUF cell PC3 as a comparison
result.

As described above, the PUF cell device according to an
exemplary embodiment of the inventive concept calculates
the central value CV based on a sum current obtained from
some of PUF cells connected with a second word line
different from a first word line corresponding to a target PUF
cell. In this case, the some PUF cells may indicate PUF cells,
which are connected with remaining bit lines other than the
corresponding bit line to the target PUF cell, from among the
PUF cells connected with the difterent word line. That 1s, 1n
the embodiment of FIG. 10B, 1n the case where the target
PUF cell 1s connected with the third bit line BL13 of the first

group, PUF cells that are used to calculate the central value
CV are the PUF cells PC21, PC22, and PC24 to PC28

connected with the second word line WL2 and the first,
second, and fourth to eighth bit lines BLL.21, BL.22, and BL.24
to BL28 of the second group.

However, the mventive concept 1s not limited thereto. For
example, as illustrated in FIG. 10C, 1n the case where a
target PUF cell (e.g., PC13) 1s connected with the first word
line WL.1, all the PUF cells PC21 to PC28 connected with
the second word line WL2 may be used to calculate the
central value CV. In this case, a target bit determining
operation 1s similar to that described above except that the
second bit line selection circuit 132 receives the first to
cighth mverted bit line selection signals /BS1 to /BS8 and all
the PUF cells PC21 to PC28 connected with the second word
line WL2 are used to calculate the central value CV, and
thus, additional description 1s omitted to avoid redundancy.

However, the mnventive concept 1s not limited thereto. For
example, as 1illustrated 1n FIG. 10D, 1n the case where a
target PUF cell (e.g., PC13) 1s connected with the first word
line WL1, all the remaining PUF cells PC11, PC12, PC14 to
PC18, and PC21 to PC28 other than the target PUF cell
PC13 from among the plurality of PUF cells PC11 to PC18
and PC21 to PC28 connected with the first and second word
lines WL1 and WL2 are used to calculate the central value
CV. In this case, the second bit line selection circuit 132
provides the first converter 141 with a second sum current
I_sum2 corresponding to a sum of currents from the PUF
cells PC21 to PC28 connected with the second word line
WL2, and the first bit line selection circuit 131 provides the
first converter 141 with a first sum current I suml corre-

sponding to a sum of currents from the remaining PUF cells
PC11, PC12, and PC14 to PC18 other than the target PUF

cell PC3 from among the PUF cells PC11 to PC18 connected
with the first word line WL1. The first converter 141 outputs
the central value CV based on both the first sum current
I suml and the second sum current I sum?2.

In an exemplary embodiment, a division ratio of the first
converter 141 or the second converter 142 may vary depend-
ing on the number of PUF cells to be used to calculate the
central value CV.

The above exemplary embodiments are provided for
describing the mmventive concept and are not intended to
limit the inventive concept. For example, in a PUF cell
device, the number of PUF cells, the number of word lines,
or the number of bit lines may be variously changed or
modified. Also, PUF cells that are used to calculate the
central value CV may be variously constructed depending
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on a structure of a PUF cell array. For example, an embodi-
ment in which a central value 1s calculated by using PUF
cells of a word line adjacent to a word line of a target PUF
cell 1s described with reference to FIGS. 10A to 10D, but
PUF cells of a word line physically spaced from a word line
of a target PUF cell may be used to calculate a central value.
Alternatively, a plurality of PUF cells connected with a
plurality of word lines may be used to calculate a central
value.

FIG. 11 1s a diagram for describing a way to improve
reliability of a PUF cell device. Referring to FIG. 11, as
described above, iformation obtained from a plurality of
PUF cells of a PUF cell device may form a normal distri-
bution or a Gaussian distribution like the first distribution
DB1, and the target bit TB or a polarity of a PUF cell may
determined based on the reference value REF0. Information
that are output from PUF cells may vary depending on
various conditions (e.g., an operating temperature and an
operating voltage). That 1s, 1n the PUF cell that outputs
information close to the reference value REF0, the output
information may vary depending on various factors, and
thus, a polarity or a determination bit of the PUF cell may
be changed. This causes reliability of the PUF cell device to
decrease.

As such, an exemplary PUF cell device may collect
information of each of a plurality of PUF cells included 1n
the PUF cell device through a separate test operation, may
convert the collected information into digital data through an
analog-to-digital converter, and may discard PUF cells hav-
ing information between the reference value REF0 and “-a”
or “+a”. For example, PUF cells having information ranging
from REF0-a to REF0+a may be discarded (or ignored).
That a particular PUF cell 1s discarded means that the
particular PUF cell 1s not selected as a target PUF cell 1n a
next PUF cell operation. That is, the overall reliability of the
PUF cell device may be improved by discarding (or 1gnor-
ing) PUF cells PC of relatively low reliability.

However, as described above, to discard PUF cells PC of
relatively low reliability, operations such as converting
information of all PUF cells mto digital data through an
analog-to-digital converter and setting a separate reference
value REF0 are required.

The PUF cell device 100 according to an exemplary
embodiment of the mventive concept determines and dis-
cards unstable PUF cells by adjusting a division ratio for the
central value CV and determining a target bit based on the
adjusted division ratio.

FIG. 12A 1s a flowchart for describing an operation of an
unstable PUF cell or a valid PUF cell of a PUF cell device
of FIG. 1 according to an exemplary embodiment of the
inventive concept. FIG. 12B 1s a diagram for describing an
operation of an unstable PUF cell or a valid PUF cell of a
PUF cell device of FIG. 1. Referring to FIGS. 1, 2, 12A, and
12B, m operation S211, the PUF cell device 100 selects a
target PUF cell. For example, the PUF cell device may select
a target PUF cell based on a received control signal.

In operation S212, the PUF cell device 100 generates the
target value TV and generates a first central value CV1 based
on a {irst division ratio “N-a”. In an exemplary embodiment,
“N” 1s a positive mteger, and “a” 1s a real number. For
example, the PUF cell device 100 may generate the target
value TV corresponding to the target PUF cell and the first
central value CV1 based on the operation method described
with reference to FIGS. 1 to 10D. In this case, a division
ratio for the first central value CV1 may be smaller than a
grven division ratio. For example, 1n the case where a central
value 1s calculated by using “N” PUF cells, in the above
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embodiments, a 0-th central value CVO0 1s calculated based
on a division ratio of “N”. However, in operation S212, 1n
the case of calculating a central value by using the “N” PUF
cells, the central value 1s calculated based on a division ratio
of “N-a” (1.e., a division ratio smaller than 1n the above
embodiments). In this case, as illustrated 1in FIG. 12B, the
first central value CV1 calculated based on the division ratio
of “N-a” 1s greater than the O-th central value CV0 calcu-
lated based on the division ratio of “N”.

In operation S213, the PUF cell device 100 compares the
target value TV and the first central value CV1. When the
target value TV 1s not greater than the first central value
CV1, the PUF cell device 100 proceeds to operation S215.
When the target value TV 1s greater than the first central
value CV1, in operation S214, the PUF cell device 100
decides the selected target PUF cell as a valid PUF cell. For
example, as illustrated in FIG. 12B, that the target value TV
1s greater than the first central value CV1 may mean that the
target value TV 1s spaced from the O-th central value CV0 a
certain distance (e.g., a logical distance). That 1s, even
though information output from the target PUF cell varies
depending on various ambient conditions, the probability
that the target value TV of the target PUF cell 1s lower than
the O-th central value CV0 may be very low. That 1s, the
arget PUF cell having the target value TV greater than the
first central value CV1 1s a stable (or valid) PUF cell.

When 1t 1s determined after operation S214 or in operation
S213 that the target value TV 1s not greater than the first
central value CV1, 1n operation S215, the PUF cell device
100 determines whether the above operation has been com-
pletely performed on all the PUF cells. When 1t 1s deter-
mined that the above operation has not been completely
performed on all the PUF cells, 1 operation S216, the PUF
cell device 100 selects a next target PUF cell. Afterwards,
the PUF cell device 100 may repeat operation S212 to
operation S216.

As described above, by performing operation S211 to
operation S216, the PUF cell device 100 of the mnventive
concept calculates the first central value CV1 (i.e., greater
than the 0-th central value) by using a division ratio smaller
than a given division ratio and decides PUF cells having a
target value greater than the first central value CV1 as valid
PUF cells.

In operation S221, the PUF cell device 100 selects a target
PUF cell. In operation S222, the PUF cell device 100
generates the target value TV and generates a second central
value CV2 based on a second division ratio “N+a”. For
example, the PUF cell device 100 generates the target value
TV corresponding to the target PUF cell and the second
central value CV2 based on the operation method described
with reference to FIGS. 1 to 10D. In this case, as described
above, 1n the case where a central value 1s calculated by
using “N” PUF cells, the 0-th central value CV0 1s calcu-
lated based on the division ratio of “N”. In contrast, in
operation S222, the second central value CV2 1s calculated
based on the division ratio of “N+a” greater than the division
ratio of “N”. In this case, the second central value CV2 1s
smaller than the 0-th central value CV0 as 1llustrated 1n FIG.
12B.

In operation S223, the PUF cell device 100 determines
whether the target value TV 1s smaller than the second
central value CV2.

When the target value TV 1s not smaller than the second
central value CV2, the PUF cell device 100 proceeds to
operation S225. When the target value TV 1s smaller than the
second central value CV2, 1n operation S224, the PUF cell
device 100 decides the selected target PUF cell as a valid
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PUF cell. For example, as illustrated in FIG. 12B, that the
target value TV 1s smaller than the second central value CV2
means that the target value TV 1s spaced from the 0O-th
central value CV0 a certain distance (e.g., a logical dis-
tance). That 1s, even though information output from the
target PUF cell varies depending on various ambient con-
ditions, the probability that the target value TV of the target
PUF cell 1s higher than the 0-th central value CV0 may be
very low. That 1s, the target PUF cell having the target value
TV smaller than the second central value CV2 may be a
stable (e.g., a valid) PUF cell.

Afterwards, the PUF cell device 100 may perform opera-
tion S225 and operation S226. Operation S225 and opera-
tion S226 are similar to operation S215 and operation S216
described above, and thus, additional description 1s omitted
to avoid redundancy.

As described above, by performing operation S221 to
operation S226, the PUF cell device 100 of an inventive
concept calculates the second central value CV2 (ie.,
smaller than the 0-th central value) by using a division ratio
greater than a given division ratio and may decide PUF cells

having a target value smaller than the second central value
CV2 as valid PUF cells.

Afterwards, i operation S230, the PUF cell device 100
stores information about valid PUF cells. For example, the
PUF cell device 100 may store address information about
valid PUF cells. In this case, because the stored information
1s simply address information of valid PUF cells and other
information about polarities or target values of the valid PUF
cells (1.e., information capable of deciding a bit value) 1s not
separately stored, even 11 the address information 1s leaked
out or hacked, 1t 1s not possible to restore a target value or
a security key.

For brevity of illustration and convenience of description,
operation S230 1s separately illustrated, but the inventive
concept 1s not limited thereto. For example, operation S230
may be individually performed 1n operation S214 or opera-
tion S224. Alternatively, operation S230 may be performed
by the controller 101. For example, depending on a result of
operation S213, a first value or a second value may be output
as the target bit TB of the target PUF cell. The controller 101
may decide a target PUF cell as a valid PUF cell when
receiving a {irst value indicating that the target value TV 1s
greater than the first central value CV1 and does not perform
a separate determination on the target PUF cell when receiv-
ing a second value indicating that the target value TV 1s
smaller than the first central value CV1. In an exemplary
embodiment, information (e.g., address information) about a
target PUF cell used to determine the target PUF cell as a
valid PUF cell 1s stored in a separate memory of the
controller 101.

In an exemplary embodiment, PUF cells, which are not
decided as valid PUF cells, from among the plurality of PUF
cells may be managed as mvalid PUF cells as 1llustrated 1n
FIG. 12B. In an exemplary embodiment, invalid PUF cells
may 1ndicate PUF cells not selected as a target PUF cell 1n
a target bit determining operation of the PUF cell device 100
alterward.

FIGS. 13A and 13B are diagrams for describing an
operation according to the flowchart of FIG. 12A. Referring
to FIGS. 1, 2, 13A, and 13B, the PUF cell device 100
includes the PUF cell array 110, the bit line selector 130, and
the bit determiner 140. The PUF cell array 110 includes the
plurality of PUF cells PC1 to PC8 connected to the first word
line WL1 and the plurality of bit lines BLL1 to BL8. The bat
line selector 130 includes a plurality of selectors SEL1 to
SEL8. The bit determiner 140 includes the first converter
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141, the second converter 142, and the comparator COMP.
Each component i1s described above, and thus, additional
description are omitted to avoid redundancy.

First, operation S211 to operation S214 of FIG. 12A are
described with reference to FIG. 13A. As 1llustrated 1n FIG.
13 A, the third PUF cell PC3 1s selected as a target PUF cell.
In this case, as 1n the above description given with reference
to FIG. 8, the first voltage V1 1s provided to the first word
line WL1, and the first, second, and fourth to eighth selectors
SEL1, SEL2, and SEL4 to SEL8 provide the first converter
141 with the sum current I_sum corresponding to a sum of
the currents 11, 12, and 14 to I8 of the corresponding bit lines
BL1, BL2, and BL4 to BL8 in response to the corresponding
inverted bit line selection signals /BS1, /BS2, and /BS4 to
/BS8. In response to the third bit line selection signal BS3,
the third selector SEL3 provides the third current 13 of the
third bit line BL3 to the second converter 142 as a target
current.

As described with reference to operation S212 of FIG.
12A, the first converter 141 outputs the first central value
CV1 based on the first division ratio (e.g., “N-a”). The
second converter 142 outputs the target value TV based on
the third current 13. The comparator COMP compares the
first central value CV1 and the target value TV to generate
a first classification result CR1 and outputs the first classi-
fication result CR1.

When a value of the first classification result CR1 1s the
first value (1.e., when the target value TV 1s greater than the
first central value CV1), the third PUF cell PC3 i1s decided
as a valid PUF cell. In this case, 1n the distribution of FIG.
12B, the third PUF cell PC3 may be understood as having
a value greater than the first central value CV1.

When the value of the first classification result CR1 1s the
second value (1.e., when the target value TV 1s not greater
than the first central value CV1), the third PUF cell PC3 may
be decided as a valid PUF cell or an invalid/unstable PUF
cell. For example, as understood from the distribution of
FIG. 12B, when the target value TV 1s not greater than the
first central value CV1, the third PUF cell PC3 may be an
invalid/unstable PUF cell or a valid/stable PUF cell. In this
case, whether the third PUF cell PC3 1s a valid PUF cell 1s
not determined.

Valid PUF cells having a target value greater than the first
central value CV1 from among the plurality of PUF cells
PC1 to PC8 may be decided by performing the operation

described with reference to FIG. 13 A on each of the plurality
of PUF cells PC1 to PC8.

Next, operation S221 to operation S224 of FIG. 12A are
described with reference to FIG. 13B. As illustrated 1n FIG.
13B, the fourth PUF cell PC4 may be selected as a target
PUF cell. In this case, each of the plurality of selectors SEL1
to SEL8 may operate 1n response to the corresponding bit
line selection signal or the corresponding inverted bit line
selection signal. The operation of the plurality of selectors
SEL1 to SELS8 1s similar to the operation described above,
and thus, additional description will be omitted to avoid
redundancy.

Through the operation of the plurality of selectors SELL1
to SELS8, the sum current I_sum corresponding to a sum of
the remaining currents other than the fourth current 14 from
among the plurality of currents I1 to I8 1s provided to the first
converter 141, and the fourth current 14 1s provided to the
second converter 142. The second converter 142 outputs the
target value TV based on the fourth current 14.

Unlike the above description with respect to FIG. 13A,
the first converter 141 output the second central value CV?2
based on the second division ratio (e.g., “N+a”). The com-
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parator COMP compares the second central value CV2 and
the target value TV to generate a second classification result
CR2 and outputs the second classification result CR2.

When a value of the second classification result CR2 1s the
second value (1.e., when the target value TV 1s smaller than
the second central value CV2), the fourth PUF cell PC4 1s
decided as a valid PUF cell. In this case, in the distribution
of FIG. 12B, the fourth PUF cell PC4 may be understood as
having a value smaller than the second central value CV2.

In an exemplary embodiment, valid PUF cells having a
target value smaller than the second central value CV2 from
among the plurality of PUF cells PC1 to PC8 may be
decided by performing the operation described with refer-
ence to FIG. 13B on each of the plurality of PUF cells PC1
to PC8.

In an exemplary embodiment, in the case where the
operation described with reference to FIG. 13A 1s first
performed, the operation described with reference to FIG.
13B may be selectively performed depending on a result of
the operation described with reference to FIG. 13A. For
example, the operation described with reference to FI1G. 13B
may be performed only on PUF cells not decided as valid
PUF cells 1n the operation described with reference to FIG.
13A. Alternatively, 1n the case where the operation described
with reference to FIG. 13B 1s first performed, the operation
described with reference to FIG. 13A may be performed
only on PUF cells not decided as valid PUF cells 1n the
operation described with reference to FIG. 13B.

While the operation of deciding valid PUF cells having a
target value greater than the first central value CV1 and the
operation of deciding valid PUF cells having a target value
smaller than the second central value CV2 are separately
illustrated and described, the inventive concept 1s not limited
thereto. For example, the first converter 141 may simulta-
neously calculate the first central value CV1 based on the
first division ratio and the second central value CV2 based
on the second division ratio through one conversion opera-
tion, and the comparator COMP may simultaneously com-
pare the first and second central values CV1 and CV2 and
the target value TV. In this case, whether a target PUF cell
1s a valid PUF cell may be determined through one sensing
operation.

In an exemplary embodiment, whether a target PUF cell
1s a valid PUF cell may be determined by the controller 101.
For example, the controller 101 may perform the operation
described with reference to FIG. 13 A on each of a plurality
of PUF cells of the PUF cell device 100 and may receive a
first comparison result (or a first target bit) of each of the
plurality of PUF cells. Afterwards, the controller 101 may
perform the operation described with reference to FIG. 13B
on e¢ach of the plurality of PUF cells of the PUF cell device
100 and may recerve a second comparison result (or a
second target bit) of each of the plurality of PUF cells. The
controller 101 may decide valid PUF cells by combining the
first comparison results (or the first target bits) and the
second comparison results (or the second target bits) and
may store address information of the decided valid PUF
cells.

FIG. 14 15 a block diagram 1llustrating a controller of FIG.
1 according to an exemplary embodiment of the mventive
concept. Referring to FIGS. 1 and 14, the controller 101
includes a target PUF cell selection circuit 101aq, a memory
1015, a security key generator 101c¢ (e.g., a circuit), and a
control circuit 1014

The target PUF cell selection circuit 101a selects a target
PUF cell of a plurality of PUF cells included 1n the PUF cell

device 100. The target PUF cell selection circuit 101a may
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output the control signal CI'RL based on the selected target
PUF cell. In an exemplary embodiment, the target PUF cell
selection circuit 101a 1s configured to select a target PUF
cell of valid PUF cells described with reference to FIGS.
12A to 13B. For example, the memory 10156 may include
information (e.g., address information) about the valid PUF
cells generated through the operations described with refer-
ence to FIGS. 12A to 13B. The target PUF cell selection
circuit 101a may select a target PUF cell of the valid PUF
cells based on the mnformation stored 1in the memory 1015.

The security key generator 101 ¢ receives the target bit TB
from the PUF cell device 100. In an exemplary embodiment,
the security key generator 101¢ generates a security key
KEY by combining a plurality of target bits TB received
from the PUF cell device 100. The generated security key
KEY may be provided to an external electronic device or
integrated circuit. The control circuit 1014 may be config-
ured to control overall operations of the controller 101. The
security key KEY may be used to authenticate the PUF cell
device 100.

FIG. 15 1s a diagram for describing an operation of a PUF
cell device according to an exemplary embodiment of the
inventive concept. For convemence of description, an opera-
tion based on FIG. 15 will be described with reference to the
PUF cell device 100 of FIG. 3 and the controller 101 of FIG.
14. Also, 1t 1s assumed that the third, fifth, and eighth PUF
cells PC3, PC5, and PC8 of the plurality of PUF cells PC1
to PC8 are decided as valid PUF cells through the operations
described with reference to FIGS. 12A to 13B. That 1s, the
controller 101 of FIG. 14 may include information about the
valid PUF cells PC3, PCS5, and PCS.

Referring to FIGS. 1, 14, and 15, the PUF cell device 100
includes the PUF cell array 110, the bit line selection circuit
130, and the bit determiner 140. The PUF cell array 110
includes the plurality of PUF cells PC1 to PC8 connected to
the first word line WL1 and the plurality of bit lines BL1 to
BL8. The bit line selection circuit 130 includes a plurality of
selectors SEL1 to SELS8. The bit determiner 140 includes the
first converter 141, the second converter 142, and the
comparator COMP. The components are described above,
and thus, additional description are omitted to avoid redun-
dancy.

Unlike an embodiment described above, 1n the embodi-
ment of FIG. 15, the central value CV 1s calculated by using
some of a plurality of PUF cells connected with a word line

of a target PUF cell. For example, 1n the case where the
target PUF cell 1s the third PUF cell PC3, PUF cells (.e.,

invalid/unstable PUF cells), which are not valid PUF cells,
from among the plurality of PUF cells PC1 to PC8 con-
nected with the first word line WL1 are used as PUF cells
that are used to calculate the central value CV. The mnvalid
PUF cells are PUF cells adjacent to the O-th central value
CV0 as described with reference to FIG. 12B. That 1s, 1n the
case of calculating the central value CV by using invalid
PUF cells, a value more approximate to the O-th central
lue CV0 may be obtained. Also, as the number of PUF

val
Is to be used to calculate the central value CV decreases,

cel
the total power consumption of the PUF cell device 100 may
be reduced. For example, in FIG. 15, the PUF cells PC1,
PC2, PC4, PC6, and PC7 are the invalid PUF cells used to
generate the sum current 1_sum.

FIG. 16A 1s a block diagram for describing an operation
ol a security device according to an exemplary embodiment
of the mventive concept, and FIGS. 16B and 16C are
flowcharts for describing an operation of a security device
according to exemplary embodiments of the inventive con-
cept. Referring to FIGS. 16 A and 16B, a security device 200
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includes a PUF cell array 210, an analog-to-digital converter
220, and a memory 230. In an exemplary embodiment, the
PUF cell array 210 1s a PUF cell device or a PUF cell array
described with reference to FIGS. 1 to 15.

An operation of the security device 200 of FIG. 16A 1s
described with reference to FIG. 16B. In operation S310 of
FIG. 16B, the security device 200 obtains a sensing value of
cach of a plurality of PUF cells included in the PUF cell
array 210. The sensing value may be analog information
obtained from each of the plurality of PUF cells.

In operation S320, the security device 200 converts the
sensing values SV 1nto a digital value DV and stores the
converted digital value DV 1n the memory 230.

In operation S330, the security device 200 decides valid
PUF cells based on the digital value DV stored in the
memory 230. For example, as described with reference to
FIG. 11, the security device 200 may decide PUF cells
corresponding to a digital value greater or smaller than the
reference value REF0 as much as a given magnitude from
among the digital values DV as valid PUF cells. In an
exemplary embodiment, information about the valid PUF
cells may be stored 1n the memory 230.

In operation S340, the security device 200 performs a bit
determining operation on each of the valid PUF cells by
using a central value that 1s based on 1valid PUF cells. For
example, the security device 200 may perform the operation
described with reference to FIG. 135 based on information
about invalid PUF cells.

In an exemplary embodiment, the security device 200
performs a target bit determiming operation described with
reference to FIGS. 1 to 15 by using the analog-to-digital
converter 220. For example, referring to FIGS. 16 A and
16C, 1n operation S410, the security device 200 obtains a
sensing value from each PUF cell. In an exemplary embodi-
ment, the security device 200 obtain sensing values with
regard to all the PUF cells. Alternatively, the security device
200 may obtain sensing values from a target PUF cell and
PUF cells (e.g., PUF cells used to calculate a central value
as described with reference to FIGS. 1 to 15) associated with
the target PUF cell.

In operation S420, the security device 200 converts the
obtained sensing values into digital values.

In operation S430, the security device 200 may calculate
the central value CV. For example, as 1n the above descrip-
tion, the security device 200 calculates a central value based
on digital values corresponding to other PUF cells associ-
ated with a target PUF cell. That 1s, unlike the above
embodiments, the security device 200 obtains digital values
of other PUF cells associated with target PUF cells and
calculates a central value based on the obtained digital
values, using the analog-to-digital converter 220.

Afterwards, the security device 200 performs operation
S440 to operation S460. In an exemplary embodiment, a
substantial operation principle may be similar to the above
embodiments of FIG. 6 except that operations of calculating
the central value CV and determiming a target bit are
performed after analog-to-digital conversion using the ana-
log-to-digital converter 220. For example, operation S440 1s
performed after operation S430, and may be implemented
by operation S140 of FIG. 6, operation S451 1s performed
when operation S440 determines that the target value 1s
greater than the central value CV and may be implemented
by operation S151 of FIG. 6, operation S452 1s performed
when operation S440 determines that the target value 1s not
greater than the central value CV and may be implemented
by operation S152, and operation S460 may be performed
thereafter and be implemented by operation S160.
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As described above, the security device 200 receives the
sensing values SV of the plurality of PUF cells from the PUF
cell array 210. The secunity device 200 may convert the
sensing values SV of the plurality of PUF cells into the
digital values DV through the analog-to-digital converter
220. The digital values DV may be stored 1in the memory 230
or a separate storage circuit. The security device 200 may
calculate the central value CV based on digital values
corresponding to at least two or more of the remaining PUF
cells other than a target PUF cell from among the digital
values DV. In an exemplary embodiment, whenever deter-
mimng a target bit, the security device 200 may perform the
following operations on associated other PUF cells: an
operation of obtaining a sensing value and an operation of
converting a sensing value mto a digital value. Alternatively,
a digital value of each of a plurality of PUF cells may be
stored 1n the memory 230, and the security device 200 may
calculate a central value by using the digital values stored 1n
the memory 230.

FIG. 17 1s a block diagram illustrating an electronic
system to which a security device according to an embodi-
ment of the mventive concept 1s applied. Referring to FIG.
17, an electronic system 1000 includes a host 1100 (e.g., a
host device) and a security device 1200. The electronic
system 1000 may be an electronic device such as a portable
communication terminal, a personal digital assistant (PDA),
a portable multimedia player (PMP), a smartphone, a digital
camera, or a wearable device.

The host 1100 may be configured to control the security
device 1200. The security device 1200 includes a PUF cell
array 1210 and may be configured to operate under control
of the host 1100. In an exemplary embodiment, the security
device 1200 1s a smart card such as an itegrated circuit (IC)
card or a chip card or may be a hardware component
separately provided to generate a security key.

For example, the host 1100 may receive a device 1dentifier
(ID) from the security device 1200. The host 1100 may
transmit a challenge to the security device 1200 based on the
received device 1dentifier ID. The security device 1200 may
transmit a response to the host 1100 1n response to the
challenge from the host 1100. In an exemplary embodiment,
the response includes the security key KEY described with
reference to FIGS. 1 to 16. That 1s, depending on the
operation method described with reference to FIGS. 1 to 16,
the security device 1200 may obtain data, which 1s based on
the challenge from the host 1100, from a plurality of PUF
cells included 1n the PUF cell array 1210, may generate the
response (1.€., a security key) based on the obtained data, and
may transmit the response to the host 1100. The host 1100
may perform an authentication operation on the security
device 1200 or any other devices based on the received
response (e.g., on the security key).

FIG. 18 1s a block diagram illustrating an electronic
device to which a security device according to an exemplary
embodiment of inventive concept 1s applied. Referring to
FIG. 18, an electronic device 3000 includes a main proces-
sor 3100, a touch panel 3200, a touch dniver integrated
circuit 3202, a display panel 3300, a display driver inte-
grated circuit 3302, a system memory 3400, a storage device
3500, an image processor 3800, a communication block
3700, an audio processor 3600, and a security chip 3900. In
an exemplary embodiment, the electronic device 3000 may
be one of various electronic devices such as a portable
communication terminal, a personal digital assistant (PDA),
a portable media player (PMP), a digital camera, a smart-
phone, a tablet computer, a laptop computer, and a wearable
device.
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The main processor 3100 may control overall operations
of the electronic device 3000. The main processor 3100 may
control/manage operations of the components of the elec-
tronic device 3000. The main processor 3100 may process
various operations for the purpose ol operating the elec-
tronic device 3000.

The touch panel 3200 may be configured to sense a touch
input from a user under control of the touch driver integrated
circuit 3202. The display panel 3300 may be configured to
display image information under control of the display
driver integrated circuit 3302.

The system memory 3400 may store data that are used for
an operation of the electronic device 3000. For example, the
system memory 3400 may include a volatile memory such
as a static random access memory (SRAM), a dynamic
RAM (DRAM), or a synchronous DRAM (SDRAM), and/or
a nonvolatile memory such as a phase-change RAM
(PRAM), a magneto-resistive RAM (MRAM), a resistive
RAM (ReRAM), or a ferroelectric RAM (FRAM).

The storage device 3500 may store data regardless of

whether power 1s supplied. For example, the storage device
3500 may include at least one of various nonvolatile memo-

ries such as a flash memory, a PRAM, an MRAM, a
ReRAM, and a FRAM. For example, the storage device
3500 may include an embedded memory and/or a removable
memory of the electronic device 3000.

The audio processor 3600 may process an audio signal by
using an audio signal processor 3610. The audio processor
3600 may recerve an audio iput through a microphone 3620
or may provide an audio output through a speaker 3630.

The communication block 3700 may exchange signals
with an external device/system through an antenna 3710. A
transceiver 3720 and a modulator/demodulator (MODEM)
3730 of the communication block 3700 may process signals
exchanged with the external device/system in compliance
with at least one of various wireless communication proto-
cols: long term evolution (L'TE), worldwide interoperability
for microwave access (WiMax), global system for mobile
communication (GSM), code division multiple access
(CDMA), Bluetooth, near field communication (NFC), wire-
less fidelity (Wi-F1), and radio frequency identification
(RFID).

The 1mage processor 3800 may receive light through a
lens 3810. An mmage device 3820 and an image signal
processor 3830 included 1n the 1mage processor 3800 may
generate 1mage mformation about an external object, based
on the received light.

The security chip 3900 may be implemented to manage a
security operation or an authentication operation associated
with the electronic device 3000. In an exemplary embodi-
ment, the security chip 3900 includes a PUF cell device or
a security device described with reference to FIGS. 1 to 16.

In an exemplary embodiment, a part of the components of
FIG. 18 may be implemented 1n the form of a system on chip
and may be provided as an application processor (AP) of the
clectronic device 3000.

According to at least one embodiment of the mventive
concept, a central value 1s calculated by using other PUF
cells associated with a target PUF cell without separate
reference data, and a target bit of the target PUF cell 1s
decided based on the calculated central value. Accordingly,
an analog-to-digital converter or reference data 1s not sepa-
rately required. This means that circuit complexity of a
security device decreases. Also, because a central value
optimized for each PUF cell 1s decided, the reliability of the
security device may be improved.
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Accordingly, a security device including physical unclon-
able tunction (PUF) cells having improved reliability and
reduced costs, an operation method of the security device,
and an operation method of a physical unclonable function
cell device are provided.

While the mnventive concept has been described with
reference to exemplary embodiments thereof, 1t will be
apparent to those of ordinary skill in the art that various
changes and modifications may be made thereto without
departing from the spirit and scope of the inventive concept.

What 1s claimed 1s:

1. A security device comprising;:

a physical unclonable function (PUF) cell array including,
a plurality of first PUF cells connected with a first word
line:

a control circuit configured to select a target PUF cell of
the plurality of first PUF cells and to output a control
signal indicating the selected target PUF cell;

a decoding circuit configured to apply a first voltage to the
first word line 1n response to the control signal;

a bit line selection circuit connected with a plurality of
first bit lines, and configured to output a first target
current across a bit line connected with the target PUF
cell from among the plurality of first bit lines and a first
sum current corresponding to a sum of currents across
the remaining bit lines connected with other PUF cells
from among the plurality of first PUF cells; and

a bit determining circuit configured to output a target bit
of the target PUF cell based on the first target current
and the first sum current,

wherein the security device generates a security key based
on the target bit for responding to an authentication
request.

2. The secunity device of claim 1, wherein each of the

plurality of first PUF cells comprises:

a first transistor connected between a power node and a
corresponding bit line of the plurality of first bit lines,
and configured to output a corresponding current in
response to the first voltage provided to the first word
line.

3. The security device of claim 1, wherein each of the
plurality of first PUF cells comprises first and second
transistors, and

wherein the first and second transistors are connected
between a power node and a corresponding bit line of
the plurality of first bit lines 1n series and are configured
to operate 1n response to the first voltage provided to
the first word line.

4. The security device of claim 1, wherein the bit line

selection circuit comprises a plurality of selectors respec-
tively connected with the plurality of first bit lines, and
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wherein each of the selectors comprises:

a first transistor connected between a corresponding bit
line of the plurality of first bit lines and a first node from
which the first target current 1s output, and configured
to operate 1n response to a corresponding bit line
selection signal; and

a second transistor connected between the corresponding,
bit line and a second node from which the first sum
current 1s output, and configured to operate in response
to a corresponding inverted bit line selection signal.

5. The security device of claim 1, wherein the bit deter-

mining circuit cComprises:

a first converting circuit configured to convert the first
sum current into a central value based on a given ratio;

a second converting circuit configured to convert the first
target current into a target value; and

a comparing circuit configured to compare the central
value and the target value to generate the target bit
based on a result of the comparison.

6. The security device of claim 5, wherein the given ratio

corresponds to the number of the other PUF cells.

7. The security device of claim 1, wherein the number of

the other PUF cells 1s less than the number of the plurality
of first PUF cells.

8. The security device of claim 1, wherein the PUF cell
array further comprises a plurality of second PUF cells
connected with a second word line and connected with a
plurality of second bit lines,

wherein the decoding circuit 1s further configured to apply
a second voltage to the second word line 1n response to
the control signal,

wherein the bit line selection circuit 1s further configured
to output currents across the plurality of second bit
lines from the plurality of PUF cells as a second sum
current, and

wherein the bit determining circuit 1s further configured to
compare a central value and a target value to output the
target bit, the central value determined from the first
sum current and the second sum current and the target
value determined from the target current.

9. The security device of claim 1, wherein the controller

COmMprises:

a memory including address information of valid PUF
cells of the plurality of first PUF cells;

a target PUF cell selection circuit configured to select the
target PUF cell of the valid PUF cells based on the
address 1mnformation and to output the control signal
indicating the selected target PUF cell; and

a security key generating circuit configured to receive the

target bit and to output the security key based on the
received target bait.
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