12 United States Patent

Rosenbaum et al.

US011693804B2

US 11,693,804 B2
Jul. 4, 2023

(10) Patent No.:
45) Date of Patent:

(54)

(71)

(72)

(73)

(%)

(21)
(22)

(65)

(1)

(52)

(58)

CROSS BUS MEMORY MAPPING

Applicant: MELLANOX TECHNOLOGIES,
LTD., Yokneam (IL)

Alex Rosenbaum, Elishama (IL); Oren
Duer, Kohav Yair (IL); Alexander
Mikheev, Hadera (IL); Nitzan Carmi,
Ramat-Gan (IL); Haggai Eran,
Yokneam Illit (IL)

Inventors:

MELLANOX TECHNOLOGIES,
LTD., Yokneam (IL)

Assignee:

Subject to any disclaimer, the term of this
patent 1s extended or adjusted under 35

U.S.C. 154(b) by 72 days.

Notice:

Appl. No.: 17/338,131

Filed: Jun. 3, 2021

Prior Publication Data

US 2022/0391341 Al Dec. 8, 2022

Int. CIL.

GO6F 13/00 (2006.01)

GO6F 13/40 (2006.01)

GO6F 15/173 (2006.01)

GO6F 13/16 (2006.01)

GO6F 13/42 (2006.01)

U.S. CL

CPC ...... GO6F 13/4022 (2013.01); GO6F 13/1673

(2013.01); GO6F 13/4221 (2013.01); GO6F
15/17331 (2013.01)

Field of Classification Search
CPC GO6F 13/4022; GO6F 13/1673; GO6F

13/4221; GO6F 15/17331
See application file for complete search history.

| Host (x86)

S/w on 274 host to access
Hast 1ocal buitfer from 15 05

-
-
™

-
LTy

--------------

XV

1
1

mikey i

Los hh AR A AR R R A A R R R R R A b o e e e

'-----r----------------------------------------------++------------+-r-----r-r-r-r-----r---r-r-r-—llr+-—-—-—

aead

(56) References Cited

U.S. PATENT DOCUMENTS

9,397,960 B2 7/2016 Arad et al.
10,162,793 B1* 12/2018 Bshara .................... HO4L 69/16
2008/0123672 Al 5/2008 Wilkinson
2015/0058557 Al* 2/2015 Madhusudana ....... GO6F 3/0655
711/114
2018/0213669 Al* 7/2018 Kochukunju ........ HOSK 7/1488

OTHER PUBLICATTIONS

“In-Hardware Storage Virtualization—NVMe SNAP™ Revolution-
1zes Data Center Storage Composable Storage Made Simple,”
Mellanox Technologies, 2019, 60296SB, Rev. 1.1, 3 pages [retrieved
online from: mellanox.com/files/doc-2020/sb-mellanox-nvme-snap.

pdt].
“Mellanox Adapters Programmer’s Reference Manual (PRM),”

Mellanox Technologies, 2016, Rev. 0.40, 316 pages.
(Continued)

Primary Examiner — Henry Tsai
Assistant Examiner — Kim T Huynh

(74) Attorney, Agent, or Firm — Sheridan Ross P.C.

(57) ABSTRACT

A computerized system for eflicient interaction between a
host, the host having a first operating system, and a second
operating system, the system comprising a subsystem on the
second operating system which extracts data, directly from
a bufler which 1s local to the host, wherein the system 1is
operative for mapping memory from one bus associated with
the first operating system to a different bus, associated with
the second operating system and from which different bus
the memory 1s accessed, thereby to emulate a connection
between the first and second operating systems by cross-bus
memory mapping.

19 Claims, 3 Drawing Sheets

.......
!‘:l! u_ 3]

1 DMA host
NG BlueFieid
j icopy #1]

ol e o T e
.
-

NVMe-TCP
"1 initiator driver f

.
- -

i
- e -

Lt CPUmemcpy
E | totcpstack
 § {copy #2]

to wire



US 11,693,804 B2
Page 2

(56) References Cited

OTHER PUBLICATIONS

“Mellanox Introduces Revolutionary ConnectX-6 Dx and BlueField-2
Secure Cloud SmartNICs and I/O Processing Unit Solutions,”
Mellanox Technologies, Aug. 26, 2019, Press Release, 8 pages
[retrieved online from: nvidianews.nvidia.com/news/releases-

20210113-6829469].

“Mellanox OFED for Linux User Manual,” Mellanox Technologies
Ltd., 2018, Rev. 4.3, Software version 4.3-1.0.1.0, 281 pages.
“MLNX_OFED Documentation,” NVIDIA Corporation, 2020, Rev.
5.0-2.1.8.0, 386 pages.

“MSG_ZEROCOPY,” The kernel development community, 2019, 5
pages [retrieved online from: wwwkernel.org/doc/html/v4.15/
networking/msg zerocopy.html].

“RoCE 1n the Data Center,” Mellanox Technologies, Oct. 2014,
White Paper, Rev. 1.1, 3 pages.

Bigelow “ARM processor,” TechTarget, Jan. 16, 2015, 2 pages
[retrieved online from: whatis.techtarget.com/definition/ ARM-

processor|.
Corbet “Zero-copy TCP receive,” Eklektix, Inc., Apr. 19, 2018, 5

pages [retrieved online from: lwn.net/ Articles/752188/].

* cited by examiner



AR

US 11,693,804 B2

vmuﬁ.m AHOMISU (3 ] VWA

YTV S S Y W SRR bt A
er) Piatjotily qﬁa
I
-
y—
~
s
=
7 {74 ADOD] §
WIS G210 |

AdDURWINGD
" JasAup JolRIIILE
& _dALSWAN
- . T _
— L Adod)] SO jsh WOLS 124I0G 12307 1SOH
= piiomy o1 | SSITIIR OF 150U pu? UC M/S |
- 1504 VWG e

m.m@,,cm mébz

r ,%E.sm

-------------------------

W = 5 m o m o m . m E N N E m N N E E N N & m W N A m A A M A N A A S E 4N W E N E . EE . E SN EEEEEE S EEEEEEEELEEEEEEEEEE TN EYTEENYTNENNNT AN R R oEoE o R oE N woEon o W g

U.S. Patent



US 11,693,804 B2

Sheet 2 of 3

Jul. 4, 2023

U.S. Patent

e e e e e e ol ol ol ol ol ol ol ol e e ol ol e ..*.*.*.*.*.*.*.*.*.*.*.*.*.*.*.*.*.*. . ol e ol o ol e ol e e e e ol ol ol o o ol ol ol e
..-..-_._._-_._._-..-_-..-.-.-..-..-._..-..-.-..-1r—.-..-.._

L2 Mak el N ek B Bl Lt Bl B T B Bl B Bl

o b b h b m hoa L& & & b a & & b om h Sh oSS b b bk S M ko ik s kS NN ... . - . P )
& I I T R R R R RO RO RN R R R E IO T T DO T R T DO R T RO R R R R R )
r & & b koA dr b b b bk b h s s A S S h g d S A b ododr i d drddh s oSS

Ir

b b &k sk Ok oa & & & & & & & & & & b & kb a & & & & & & & & & & &k b & kb oA N

. & kb ko kS oh b bk b bk kb o Ao h S F T I R R R I N I B R O O R e . . . . - o . . Fl [ . . ¥ - 3 . PR . .
a & & & & b & & 4 & & & & & & & & & & b koA 4 & & & & & & & & & & oA s A A A N .

- B & &k bk ok N b h W h bk h kM ok s kb g h s sk h s h s - - - - - - - - - - - - - - - - -
O I T R R R R ) A & & b & b b b b E kb kL ok a b h b b b b & & b b & s oA A E N .

. & b & bk ok & b &k b ok bk ok o h b d b by N h bl b h s ok d s s s . FE ) PR . .. PR P I [l = B o P L T T T T R
- b & & b & & & b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N -

[ . bk bk ko N L T N R N R I N T O T RO R N O R RO R RO B N N B N I N R B I e . . - o . . . 3 3
A & & & & b k& & & & & & & & & b & kb koA & & & & & & & & & & & & & & A N .

- B & W h kA b bk b h b h bk s s ks g hh bk s sk s s ks - - - - - -
a b b b & bk ok I I T R R R R RO R R RO A R R E I T TP RO T R R R R N I R R R R R R .

o k& Sk o S dr b b ok bk b h brh o bh i h g d s sk N h s s h s s P e . D o s . . Aol FREFEE = PR P P T

b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N . - -

. o b b kb h ok F I T N T N T N R T T A R N I RO R N T N R N R O I O I O B . . . " Fl [ ¥ - 3 . . . .
. a & & & & b & & 4 & & & & & & & & & kb koA 4 & & & & & & & & & & AN A A A N . . .

- b & Wk o N b h W s bk s s h N h b gk s ks h h Fh N S - - - - - - - - - - - - - -
I I T R R R R ) A & & b & b b b b E kb kL ok E I T TP RO T R R D I N IO O R RO R R R ) . .

. & b & bk ok & b & b bk bk ok o h b d b h b g s s ks s ok d s s s . L . " . . P I P =r P o e e P
- b & & b & & & b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N -

. o bk ok bk kL N L T N R N R I N T N T O T N O I R RO B R N R N N R T I e . . - o . Fl . . . ¥ - 3 . . . .
A & & & & b k& & & & & & & & & b & kb koA & & & & & & & & & & & AN AN A K. . . . . .

- b b kb ok b bk bk bk bk s s bk by s h rh s h N s E - - - - " - - - - - - - -
a b b b & bk ok I I RO R R R R R R R R A R R b b bk b b b b b & b s oh s EE S LS .

P o k& Sk o S dr b & & bk b & brh bk b h by N h ko h h h s s o e e P . P T T P T ] = P P o L .

b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N -

o b b kb h ok b bk b bk b ok o bh b b h b h h khodh o rh h LS
a & & & & b & & 4 & & & & & & & & & kb koA & & & & & & & & & & & A s A AN kN
. .r.r.T.r.T.r.T .T.r.'.r.T.r.T.r.T.r.T.r.T.r.r.r. .T.T.r.'.r.f.r.'.r.'.r.f.r.'.r.'.r

Y
T T T T T T T T T T T T a

I I T R R R R ) A & & b & b b b b E kb kL ok F I T T RO T N R D T BT IO B R RO R R R ) .

. & b & bk ok & b &k bk brh bk o h bd b h b Nk b h b h s ok o d b d dh s FE ) .. . PR PR . . . e A T ] = | . o B . . P FE ) PR . .
- b & & b & & & b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N -

. . B T R R R R N T R N R RN T N T R O RN R I R R N I R R R . . . - o . 3 3
a & & & & bk ok & & & & & & & & b & kb koA & & & & & & b & & & & AN A A A N . . .

b b kb ok b bk b h s bk s s bk by s h N h s h h ks S

r
Y

r
v r
CACAC LN

a bk b kA kA IR EEEE R L bk b kb kb kb kb kb kAN ‘_ . a & e .
. % & b bk b kN bk b ok b b Jooh b0k booh Joodr h b fir bk h bk o ook booh o b b od [ R . . Jrode dr b b I b & a o . '
NN e a b & b kb ok k ok kA kA kA kN . . Ak kA kA kN
. B bk kb h kA IR A N NN . B . . - b bk b b bk k kY a .
NN I N NN N N =T . . NN . .
. $ bk h kA A b b b J b o b b b b b booh b hifir- b b b bbb bbb bk bbb b b b . . . B I . . . . L a P . .
RN I EEE R a b b b b b b b b b b b b i b ik . . RN . T
. b Ak b koM X IR IR A NN . . B . . r Jrodr h Jr ko dr b b &Y . oa . .
Ak E h h kA R R e, . . R .
. r I T T ) b b b b b b b b b b b h bbb b hifirh b b bbb bbbk ihihih b o . B . r . U I U i U a P P . .
RN N EEE N IR N N A =T . . IR '
. R L U P N N N N s N N NN . . B I . 3 bk M ok b b kA a . . .
A bk h h ok kA IR EEE e L bk b kb kb kA kA kb kAN . . IR . '
. ok bk k& N bk ok Joodr dr b b0k Jooh Jooh boohirh b b bk bbb ook ook o bbb b ok - IR . . - r . ok bk kb kK . oa .
I YR IR N . . R o
. ¢ W U U U Y IR A N NN . B . r b bk b b bk k kY a . . .
NN I N RN N N =T . . NN
. o b b b J b oo h b b b b booh b hfirh b b bbb bbb bk b dbh bk b oh . . B I . . 3 . L a .
N I I EEE R IR, . . RN
. b Ak b koM X IR IR A NN . . B . . r Jrodr h Jr ko dr b b &Y . oa .
I i ) R R e, . . R
. r I T T ) b b b b b b bo b bbb b h bbb b hifrh b h bbb bhihihih b . B . r . U I U i U a .
NN N N EEE N IR N N A =T . . IR
. R L U P N N N N s N N NN . . B I . 3 bk M ok b b kA a .
O IR EEEEE R L bk b kb kb kA kA kb kAN . . IR
- ok bk k& N bk ok Joodr dr B b b oo b booh boohirh bk Jooh o ook ook o bbb b & - IR . - ¥ . . ok bk kb kK . oa .
I YR IR N . . R
. ¢ W U U U Y IR A N NN . B . r b bk b b bk k kY a .
NN I N RN N N =T . . NN
. o b b M b J b o b b b b b booh b hfirh b b bbb bbb bk s bbbk kb . . B I . 3 . L a .
N I I EEE R IR, . . RN
. b Ak b koM X IR IR A NN . . B . . r Jrodr h Jr ko dr b b &Y . oa .
I i ) R R e, . . R
. r I T T ) b b b b b b b b b b b h bbb b hifrh b h bbb bbbk ihihih b . B . r . U I U i U a . R .
NN N N EEE N IR N N A =T . . IR
- L bk kA R e T T I R N K T T - - ‘_ - y b h bk ki h ok k a E -
O IR EEEEE R L bk b kb kb kA kA kb kAN . . IR . ; .
' ok bk k& N bk ok Joodr dr B b b oo b booh boohirh bk Jooh o ook ook o bbb b & - IR . - ¥ . . ok bk bk bk kY . oa ' o .
I YR IR N . . R . .
. ¢ W U U U Y IR A N NN . B . r b bk b b bk k kY a . . . .
NN I N RN N N =T . . RN '
. o b b M b J b o b b b b b booh b hfirh b b bbb bbb bk s bbbk kb . . B I . . . FUE I U U Y a . .
N I I EEE R IR, . . RN . i .
. b Ak b koM X IR IR A NN . . B . Jrodr h Jr ko dr b b &Y . oa .
I i ) R R e, . . Lk kA kA kN .
. r I T T ) b b b b b b b b b b b h bbb b hifirh b b bbb bbbk ihihih b o . B . - . U I U U U a . e .
NN N N EEE N IR N N A =T . . IR o
. R L U P N N N N s N N NN . . B I . . bk M ok b b kA a .
O IR EEEEE R L bk b kb kb kA kA kb kAN . . YRR '
- ok bk k& N bk ok Joodr dr B b b oo b booh boohirh bk Jooh o ook ook o bbb b & - IR . . ook kb b bk kY . oa .
I YR IR N . . N
¢ W U U U Y IR A N NN . B . - b bk A b b bk kY a .
NN I N RN N N =T . . RN '
. o b b M b J b o b b b b b booh b hfirh b b bbb bbb bk s bbbk kb . . B I . . . bk b kb b bk kY a .
N I I EEE R IR, . . RN '
. b Ak b koM X IR IR A NN . . B . . r Jrodr h Jr ko dr b b b3 o .
I i ) R R e, . . Lk kA h ok kA
. r I T T ) b b b b b b b b b b b h bbb b hifrh b h bbb bbbk ihihih b . B . - . U I U A U a .
RN N EEE N IR N N A =T . . IR
. R L U P N N N N s N N NN . . B I . . bk M ok b b kA a .
A bk h h ok kA IR EEEEE R L bk b kb kb kA kA kb kAN . . R
. ok bk k& N bk ok Joodr dr B b b oo b booh boohirh bk Jooh o ook ook o bbb b & - IR . . bk dr kb kb k kY . oa .
NN YR IR N . . R . .
. ¢ N U U A U Y IR A N NN . B . - b bk b b bk k kY a . . . .
NN N I N RN N N =T . . NN . .
. I b b M b J b o b b b b b booh b hfirh b b bbb bbb bk s bbbk kb . . B I . . . L a P . .
RN I EEE R IR, . . RN . .
. b Ak b koM X IR IR A NN . . B . Jrodr h Jr ko dr b b &Y . oa R .
a bk k h h Ak R R e, . . Lk kA kA kN
. b & b kb kA N b b b b b b b b b b b h bbb b hifrh b h bbb bbbk ihihih b . B . - . U I U U U a
RN N EEE N IR N N A =T . . 'R
. R L U P N N N N s N N NN . . B I . . P U -
a bk & kb kA IR EEEEE R L bk b kb kb kA kA kb kAN . . 'R
. W 4k bk kA N bk ok Joodr o B b & b b Jooh boohfirh bk bk bbb ook ook o bbb b oA - IR . . ok bk bk bk kY .
N YR IR N . . R
. : I O IR A N NN . B . r b bk b b bk k kY
PN N I N RN N N =T . . RN
. ' 4 b bk kA A b b M b J b o b b b b b booh b hfirh b b bbb bbb bk s bbbk kb . . B I . 3 . FLpr i a .
RN I EEE R IR, . . 'R
. b Ak b koM X IR IR A NN . . B . . r b dr kA b dr b b &Y . oa .
a bk k h h Ak R R e, . . R .
b & b kb kA N b b b b b b b b b b b h bbb b hifrh b h bbb bbbk ihihih b . B . r . [UNF R U a I .
RN N EEE N IR N N A =T . . NN . .
. I ] P N N N N s N N NN . . B I . 3 I S o a . .
a bk & kb kA IR EEEEE R L bk b kb kb kA kA kb kAN . . 'R . .
. % & b bk kA N bk ok Joodr dr B b b oo b booh boohirh bk Jooh o ook ook o bbb b & - IR . - ¥ . . Jrode e B Je Jr o 0c b b . oa ' .
N YR IR N . . Y & '
. : I O IR A N NN . B . r kX a . . .
PN N I N RN N N =T . . Y . '
. FrrFrFrFE P EFOL PR - . .. .. AN e b b b J b o b b b b b booh b hfirh b b bbb bbb bk bbb bk kb . . B I . 3 . s a .
ol ol ol ok ol ol ol ol ol ol T . : RN I EEE R IR, . . Y r '
. FFEFFF P FFFFF AN ' - . . . . - . N IR IR A NN . . B . . r ] . oa P .
. : I R R e, . . - T
. - e e b b b b b b b b b b b h bbb b hifrh b h bbb bbbk ihihih b . B . r a 2. .
y NN N EEE N IR N N A =T . . I ar l
. ' . . . . . . N ] P N N N N s N N NN . . B I . 3 e e a o .
. : a bk b kb kA IR EEEEE R L bk b kb kb kA kA kb kAN . . A > . '
. . - . R bk ok Joodr dr B b b oo b booh boohirh bk Jooh o ook ook o bbb b & - IR . - r ” ok k' . oa .
: I YR IR N . . P o> . B
. ' . . . . . . . . N ] IR A N NN . B . - a P ' .
. ) NN I N RN N N =T . . '
. P T T b b M b J b o b b b b b booh b hfirh b b bbb bbb bk s bbbk kb . . B I . . a . ' .
: N I I EEE R IR, . . . .
. . - ' . . . . - . . . ' M T ] IR IR A NN . . o . oa ' .
: I I i A ) R R e, . -
. . . b b b b b b b b b b b h bbb b hifrh b h bbb bbbk ihihih b . B . - - P a P . .
NN N N EEE N IR N N A =T . . &k A J‘.
. ' . . . r N ] IR AR N NN . . N 3 . 3 PR . a P .
) NN IR N L b & b b b b b b b kb kA kA kN . ') . ' .
. . . NN, bk ok Joodr dr B b b oo b booh boohirh bk Jooh o ook ook o bbb b & - IR . R .o .
y . I YR IR N . . P ' .
. . ' . . . . . e e e N ] IR A N NN . B . r U T a . .
. 3 NN I N RN N N =T . & b dr .-.I. .
. . . . B T I L b b M b J b o b b b b b booh b hfirh b b bbb bbb bk s bbbk kb . . B I . . I T a .
: N I I EEE R IR, . . P .
. . . . . ' B 4k h dr kN A IR IR A NN . . B . P . oa Y .
. I I i A ) R Lk k kA k ok kh ok k ok kA k ok kA kN . Y ' .
. . . B b b b b b b b b b b b h bbb b hifirh bbb b h b h b b bhihih i o . B . - . . a P .
. NN N N EEE N I N N AN =T . . .
. . T L A P N N N N s N N NN . . B I . . Fiara a .
. a bk b kb kA IR EEEEE R L bk b bk b kb kb kb kb kAN . . .
. . - . - . . T bk ok Joodr dr B b b Jooh Jooh ook fir b o b b b kb k kb bh b ok . IR . .  h . oa .
RN R 'R . . . N
. ' . ' A b kb ko Nk I N R AR NN . -k . r ] a .
Ak kA A R EEEE R ' .., . .
. . . B T I L b b b o b bo b b b b b booh b hfir-d b b b b b bk b dbddh b oh . . ‘ . - . o a .
RN I EEE R L bk b kb kb kA kb kb kAN . . &
. - ' . . M I R IR IR R N NN . . [ . . . r & b A A . oa .
. Ak E h h A A R R TR ., . . e
. . - N NN b b b b b b b b b b b h b h b hifird bh b b bh bhidhihidhid . . . B . - . b bk b b b bk kY a .
. NN N N EEE NN IR N N - . . NN ar
. . R L U P N N N N s N N NN . . B I . 3 P U Ay - a .
. : O IR EEE R L b bk b kb kb kb kb kb kAN . . & .y

« i b &k bk k& N dr & b b b b br d b & bk s b s s ks ok bd brh bk AN

"
b*b
"
L

'rlr
r
L
"
"
L}
"
"

u

Pl T N R RO R R R L T R N I R I O R B R R R T B RO RN N RO RO N N T R
A & & & & b k& & & & & & & & & b & kb kAo
b b kb ok oh b bk b h ok bk s s bk by A b h N h S h N S E oS
T T T R R R I ) I I T R R R R RO R R RO A R R b b bk b b b b b & s A s s E Sk
« i b &k bk kA h ok dr & b b b b b d b & b s b dgrd s s Ak ok d rd bk d N
b b &k ok h Ok k & & & & & & & & & & b & kb

L I I BT

]
"
r
"
"
r
"
"
r
"
"
r
"
"
r
"
"
I
"
r
L4

A A A A e A A A A

b & b b bk N od
b b kb &Lk

a & & b b b b &
E I I RO B I I

L]
L]
[
L]
[
L]
]
L]
[
O

I
r
L]
A
A i e A e e e e e e e e e e e e e e e e e e e e e e e e e e e i e i e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e i e e e ."'."'.""."'."'.""."'."'."'."'."'."'."'."'."'.“‘.“':"'*:"'r":"'.'!

L

"
L}
"
L}
r
L4
L}
L}
"
"
u

.
[
L]
[
[
L]
[
[
L]
[
[
L]
[
[
L]
[
[
r
[
L]
L]

F O T R R ) " [ . gk kb h ok ok b bk b b kb ok o h h S F I T A R R N I N I R T LI T . ro. . - o b b b s kb Ly Fl .
& & & & & & & A & & & & b k& & & & & & & & & & & kb koA & & & & & & & & & & & AN A A A N P . . PR . & o . .
a b h b s koA 1 - - - bk bk koA E N T A I I N R R R U BRI R R B N I R R R U BRI R N R U R R - . - - - - - dr b bk b A b oh - -
b b bk b & Lok . . I I T R R R R ) A & & b & b b s b E kb kLo E I T T RO T D R D R N IO O R RO I R R . o
a & bk ok oh PR . . . . « r b bk bk koA & b &k b ok brh bk o h b b h o d g b h bh s ok o d b d s s . . . . . . . . " & bk bk b h Nk o .
- b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - - E o
. . - i - B h kb h ok o h b o s s s s b g s ko bk s s s s b . . . . - . s b s ok .
- - 3 b b & ok h kA & & & & & & & & & & & & & & o b & & & & & & & & b & & b & kA oA N - E I o
- - - h W b Wk b o& b bk b h ok bk s s bk by A b h N h S h N S E oS - - - " dr b b W s koA
. . b & & & & b k& 4 & & & & & & & bk h h kS ok b & & b b & b & & b s h S s E S E N . LI o
PR = | P « B b &k bk & & oA dr b b b b drobrd b & bh s b b g d s kb s ks rh b h b oS P e P P PR . r & b b bk ok . .

b b &k ok h Ok k & & & & & & & & & & b & kb
o bk b ko kS oh E I T R N T N I B & 3
& & & & b k& & & & & & & & & & & kb koA

.
[
L]
[
[
L]
[
[
L]
[
[
L]
[
[
L]
[
[
r
[
L]
L]

F O T R R )
d & & & & & &

r
*
r
|r
L
*
r
*
r
|r
L
*
r
*
r
|r
*

L B I I

r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
I
r
r L]
Frr r r rrbirbr rbirbririr
L}

Frr r r r r rbr rbrbrfrbrbrbfbrbrfbrbrfbrbrbfbrbrbfbrbrbfrbrbrfrlrlrlrlrlrrlrlrrlrlrrlrrrlrlrrlrlrrlrlrrlrlrlrlrlrrlrlrlrlrlrlrlrlrlrlrlrrlrlrlrlrlrlrlrlrlrlrlrrlrlrrlrlrrlrlrrlrrrrrrrrrir

-
h A
. I R a b & bk h ok k ok kA kA koA kN . N Ak kA
. . ¢ I O] I O T Ak b b b h bk h b b bh b h kb bh & . r b bk b b bk k kY a .
. NN I N ey -t . . Ak ok kA N
. . . . W bk M b J b o b b b b b booh b hfirh b b b bbb bbb h b k& . . . . FUE I U U Y a ..
N I I EEE R a b b b b b b b b b b A b i b ik . I EREEEER . .
. ' . R L U RN R R N N . 3 [ e L a .
A bk k h ok Ak RN R L h & b b bk ok k ok Ak ok k ok kA A& . R .
. . B RN ERERERN b b b b b b b b b b b h b h b ohifh b b h b b dbdhhdddbih b id . - . U I U U U a . Fy ..
a h k& kA kA N EEE NN a h &k kb kb &k b b kb & A & M. . NN .
. ' . R L U P N N N N s N N NN . 3 bk M koM koM a . .
: a bk b kb kA IR EEE R L b bk b bk bk ok kb kb ok h kb A& . IR . . .
- . . - . NN EEREN bk ok Joodr dr B b b oo b o b b b frh kb bk bbb ok booh o boh b - . ok bk kb kK . oa . .
N ) R a b & b kb bk ok k ok kA kA kA kN . . R . . D .
. ' . ¢ I O] I O T Ak b b b h bk h b b bh b h kb bh & . - . b bk b b bk k kY a - .
NN NN N Ny -t Ak ok kA N .
. . W L h M b d b b b & b b h booh b hfirh b b bbb bbb bk s dbh bdhid . . . FUE I U U Y a . . . .
N I Y EEEE R a b b b b b b b b b b A b i b ik IR . PR
. . i - ' - . . b Ak b koM X IR IR A NN . r . Jrode h J ko drodr b & . oa .
I I i A ) R R R e, Ak kA k& .
. . N R EREEN b b b b b b b b b b b h b h b hifrh b h b h bbbk ihihih b - . U I U U U a .
. ] R PR e, NN . .
. ' . . B SR U U NI R A N NN - bk Mk b b k& a . .
NN IR N b b & b kb b b kb kb kA h AN . NN -
. i - - - M N R e bk ok Joodr dr B b b oo b o b b b frh h ok ook bbb ik bh bk h . - ok kbbb kK . oa .
Ak E h h kA R a b & b kb ok k ok Ak ok kh kA kN . R . . -
. ' . ¢ N U U A U Y I O T Ak b b b h bk h b b bh b h kb bh & . . - b bk b b bk k kY a .
NN ] I N Ny -t . . Ak ok kA N s '
. . SN A R Rk ka b b J b o b b b b b booh b hfirh b b bbb b b bbb bbb bk bod . . . FUE I U U Y a . ' r .
NN I EEE R a b b b b b b b b b b b b i b ik . RN . . .
. - ' - B & Ik kb kN A IR IR A NN . - - Jrodr h J ko dr bk b & . oa .
Ak E h h kA R R Lk &k k ok kh h k ok Ak ok k ok kA & . Lk kA kA kN . .
. . B EENEERERERN b b b b b b b b b b b h b h b hifrh b b b bbb bhihih i h ik . - . U I U U U a . ..
' NN I EEE N a b & b & b kb b b b b kb kA kN A ] . IR .
. I e . ' B - o R L R T A T Tl T T N T T . T 3 . A d b ke kA b bk a .
T T T T T T, . . N NN 4k M b d b b h b b b h b oh b hfirh b b bbb bbb bk dhdh bhdd . ' . . . R, - . L I U Y a .
RN ' EEEE R a b & b & b b b b b b b b b kA & N . . RS . . .
' . N T NN N Agh bk b h bk bbb bbb b h bbb b & R o . . - bk b ko b h b X a .
NN IR N b b &k kb ok h ok ko ko kA & M. . . ' . . . NN . .
e T . W bk M b J b o b b b b b booh b hfirh b b b bbb bk ddbdh bk bod P r o . - . L U Y a r .
N N I I EEEEE R a b b b b b b b b b b A b i b ik . . RN . ro.
a kb h bk ok . ' . b Ak b koM X RN AR NN P . . . r brodr h M b dr b b &3 . oa . .
Ak h ok kA & I I i ) R Lk &k k ok ko k ok Ak ok k h k kA & . R . .11.__.
a bk bk b kA . B EENEERERERN b b b b b b b b b b b h b h b hifrh b h bbb bdddih b bk . . - U I U i U a . .
NN NN N N EEE NN a h &k bk bk ok kb b ko & A & M. . RN .
a h kb kA ' . R L U P N N N N s N N NN . . 3 bk M ok b b kA a . iy .
L b koA kA& : a bk b kb kA IR EEE R L b bk b bk bk h kb Ak bk ok h kA A& ' . IR . .
NN . - - NN EEREN bk ok Joodr dr b b b oo b b b b b frh h ok Joddoodrodoodrdooh bbb b b o - . . ok bk kb kK . oa .
Ak kA kA & N ) R a b & bk bk h k ok kA kA koA kN . R .
NN ' . ¢ I O] I T R T O I T R I T T T T T T L O L . - b bk b h b bk k ko a .
Ak kA kA A I I ) R EEEE R ' e . R . -
a h kb ok ok ko . N NN b b b b o b b b b b b b o b b hfirh b b bbb bk bbb b b kh Vo - . FUE I T U a .
NN NN I EEE NN a b & & & b b b b b kb kA h AN . . ] ‘RN . ' .
a kA A A ' . I o U RN R R N N . - [ e L a Vo
a b k& kb kA RN R L h & b b bk h k ok Ak h ok ok h kA& . Y Lk kA M .
'R
PN
Ak kA
‘RN
'
Ak kA
Ak Ak h
RN
Ak kA
‘RN
"N
P

a & & b b koS - - E N T N B R I b h b s M s ks Nk s ks b b & & b bk bk s h o S - - - - - r b bk s W h oA - -
b b bk bk & Lok 3 I I T R R R R ) A & & b & b b s b E kb kLo a b h b b b b & & b b & s oA A E N . R o

dr & bk ok ok . 1 . . o h b &k b &k ok & bk bk brh bk o h b b h by Ak b hk b h s ok o d b d S h oS . . . . . . " & bk bk b h ok .

3 E I I RO B I I - b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & & & ks s kA Ao - E I E

a b b bk Ak ok . « e bk kb ok ok L T R N I R I R N R R RN R R RO R R N IO R R . . - o . .
& & & & & & & . a & & & & bk ok & & & & & & & & b & kb kAo & & & & & & & & & & & AN AN A K. .

a & b b bk od - b b kb ok b bk b h s bk s ks Nk sy dr b bk bk h bk s s h oS - - " . . . - 4 -
b b & b & & ok A & & & & b k& 4 & & & & & & & bk h h kS ok b & & b b & b b & bk s E S s E S E N . . b b & b b ok AN

a & & b b koS 1 - ] - E I T A B R I b b b s b s ks Nk s ks b b b b b bk s ks S h N S - - - . - e . P . . r b &k kN Y -
E I I RO B I I 3 b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - . b & & b b ks Ak o

A & kb koA
& & & & & & &

o h b &k bk ok b bk b h ks ok s s s s
A & & & & b k& & & & & & & & & & & kb koA

r
|r
r
r
L4
|r
r
|r
r
r
L4
|r
r
|r
r
r
|r

. " . . P e kb h bk bk ok
. . A & & b & & O

r
"
r
"
"
r
"
"
r
"
"
r
"
"
r
"
"
I
..

ol el il et "Rl "t =l

o Pimnsda

a & & b & b koA - - - - - b b b Wk oh b h b s b s ks Nk s ko b b h kb bk s s h o S - - - - PR . - e . P P . b b bk s s & - . -
b b bk b & Lok . 3 O I T R R R R ) A & & b & b b s b E kb kLo F I T T RO T N R D T BT IO B R RO R R R ) . . E I I T R T ) & M . . .
a & bk ok oh . T = 1 . . . « g ok ok bk ok & bk bk brh bk o h b b h by Ak b hk b h s ok o d b d S h oS . . PR . . . . " o b bk bk bk k& o .
3 E I I RO B I I 3 . - b & & b & & & b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - L] . . )
a b b b & bk oh . PR PR P PP T T I R L T R I R I O R B R R TN R R RO R RN N R R . . . . - o . Fl r .
& & & & & & & . 3 A & & & & b k& & & & & & & & & b & kb kAo & & & & & & & & & & & AN AN A K. . . . P
a & b b bk od - 1 - . . - . 3 b b kb ok b bk b h s bk s ks Nk sy dr b bk bk h bk s s h oS - - - " . . P 3 b b b s ks & - d -
A bk b &k 3 a b b b & b ok ok I I T R R R R RO R R RO A R R E I T TP RO T R T D R N IO R R RO R R R ) . LI T T R R R ) . . Fl
a & & b & b b & P =P . P P . v o« g bk Mk M ok N dr & b b b drobrd b b bh s b b g d s E ok bk h brh b h d b oS . . . . . PR . . gua O Jr br & b & N & &} o . . .
E I I RO B I I b b &k ok h Ok k & & & & & & & & & & b & kb b & & & & & & & & b b ks s kA A N - . b & & b & ok oh N . . -
a h kh Fh ok 1 . . . . . . o ok kb h h ok b bk b h s ok orh s s g Fh Eh s s s rFh s s . " . . P o b bk kW h ko a ] .
E I T A B I R 3 - b & & b & & & b & & & & & & & & & b & & & oA b & & & & & & & & b & & b & kA oA N - . . -
a b b b & b h oA - - e e . PR - - PR E N B N B R R b h b s b s ks Nk s ko b b & & b bk s s h s S - - - - -
b b & b & & & A & & & & b k& 4 & & & & & & & bk kb kLo a b & & b & b & b b b & s EE S E N . a
a & b b bk o h 1 - . PR - . 3 b b kb b ok b4 bk b h s bk s ks ks dr b bk bk b h ks s E oS " - . [ -
E I I RO B I I 3 - b & & b & & & b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - -

a b b b & bk oh PR - . . P T R R R R L T R N I R I R R

|r
*
*
|r
*
r
|r
L
*
r
*
r
|r
L
*
|r
*

- e

a & kb b h o hoh
d & & & & & &

e e e e a b h bk h ko rh o rh s Fh N . . . . . - - . R N R b bk b h ks ok s s s s

r
|r
r
r
L4
|r
r
|r
r
r
L4
|r
r
|r
r
r
|r
..

r
r
r

A & & & & b koA & & & & & & & & & & kb koA

r
"
r
"
"
r
"
"
r
"
"
r
"
"
r
"
"
I
v

& & & & & & & A & & & & b k& & & & & & & & & b & kb kAo a & & & & & & & & & & & & E A K. . . Ll
a & b b bk od 1 - . PR . 3 b b kb ok b bk b h s bk s ks Nk sy dr b bk bk h bk s s h oS ) " - -
. 3 a b b b & bk ok I I T R R R R RO R R RO A R R F IO T TP RO T R T I R N BT R R R R R R . Fl
T = . F . P o o M W ko b & A S dr b b b b drobrd b s bh s b ohgrd s s Nk ok o h brh b h d NS . . . . PR . . o .
b b &k ok h Ok k & & & & & & & & & & b & kb a & & & & & & & & & & &k b & kb oA N - . . -
. b b Sk ok ok h o h h o rh N [ . . . . . . . &k bk kS ok b bk b b kb ok o h h S F I T A R R N I N I R T " Fl .
4 & & & & b & & bk ks ks s Aok 3 a & & & & b & & & & & & & & & & & & kb koA 4 & & b & & & & & s & AN E N K. . . . . Ll
- a & b b bk s ks h s s oS N - e e . P - - PR, b b b Wk oh b h b s M s ks Nk s ks A b b b bk s s h s koS - - - - - 3 -
4 & & & & b b & bk hEk ks Aok 3 A & & & & b k& 4 & & & & & & & bk h h kS ok 4 & & b b & b b b b s E S s E S E N . 1 . a
b & b b bk o od - a b h bk b S h ko s koA N - . . - . - . ; b b kb b ok b4 bk b h s bk s ks ks dr b bk bk b h ks s E oS - " - 3 -
E I I RO B I I ‘..r.r.r.r.r.r.r.r.r.r.r.r.r.r.r.r.r - 3 b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - . . -
. ata &k bk bk bk koo s s oSN PR . . . - . « - g b kb h k& b & F b b s b s s s s s s s bk s s s s b . - . a . 1 .
b & & & b &k bk kb kA s s S - 3 . b b & ok h kA b & & & & & & & & & b & & & oA b & & & & & & & & b & & b & kA oA N - 1 - -
b & b b bk N od - a bk bk b b h bk s h rh A N - . . - . . - . ;, b b ko h N b bk b h s bk s ks Nk sy dr b bk bk h bk s s h oS - - " - Bl ‘. . -
b & & b & & & . b & & & & b b & bk h Ek ks Aok . . . 3 A & & & & b k& 4 & & & & & & & bk h h kLA b & & bk b & b & b bk s E S s E S E N . . . a
A bk bk ok . . . v dtdr b M ok bk b h W d S d ok o NN . . H = . F P . e v o« B bk M ok M ok S dr b b b b b br d brh o brh b b grd s s kb bk obh o brh o bh dohod . PR . PR . . o 3 .
E N T B B I I .l-'..r b b & E IO DA R RO R RO R I B B I ) i . - 3 . b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - . . . -
I N R R ) . P a bk bk bk ok ok h h b h N . . . . . . . gr bk ko kSN b bk b bk b ok b h bh b b b b h h kh o h o h h L . " Fl . 1 .
& & & & & & & . '..r.r.r & & & & & b &k kA . . 3 A & & & & b koA 4 & & & & & & & b & kb koA b & & b & & & & & s & AN E N A K. . . r . Ll
a b h b b R oA - atar b b b bk s s h s ks N - e e . P - - e . PR b s N b h b h S Mo s ks Sk s o b b & Wk bk s s h s S - - - - - PR P .L-r. . -
b b bk b & Lok A & & I I T R R NN R R R R ) " . . . I I T R R R R ) A & & b & b b b b E kb kL ok F I T T RO T N R D T BT IO B R RO R R R ) . . . . Fl
A & bk ok A P . a b &k b b bk bk obrdh brdh brh ih N . . T = . P . . . . . . gr & N & b & NN & bk bk brh bk o h b b h by Ak b hk b h s ok o d b d S h oS . . . . . " 3 o 3 .
E I I RO B I I . '.r.r.r E I DO A RO R RS R BN R R i - 3 b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - 1 . -
I R I ) . o o oava b bk b h ok b o h s kb b S - P o . PR . . . PR PR T N T R R L T R IO T N T R R U R RO RN N RO R N R N I N R R . - o Fl . . F .
E I T A B I R E I I b & & b bk sk kA L . - . b b & ok h kA b & & & & & & & & & b & & & oA b & & & & & & & & b & & b & kA oA N - . . . -
a & b b s oh oS a bk bk b b h bk s h rh A N . . - . PR . - . . - . . . 3 b b ko h N b bk b h s bk s ks Nk sy dr b bk bk h bk s s h oS - - " - 3 . H
b b & b & k& b & & A & & b & kb ok ok L . . 3 A & & & & b k& 4 & & & & & & & bk h h kS ok b & & bk b & b & b bk s E S s E S E N . . ﬂ .
a & & b b2 & koS - o b b o M odr sk h S h s ks AN . B . - e e . P - - e . PR E N I N B R R b b b s b s ks Nk s b b & b bk s s h s kS - - " - - 3 . e . -
E I I RO B I I E I I b & & & & b s A& i . - b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - i - . -

A & b b ok ok ok ok oA . .
a & & b b koS . P PR =
b b bk b & Lok
a & ok Jr ok oy
E I I RO B I I
a b b s b ok ok
& & & & & & &

- e e . P - - e . PR B IO N R R R b b b b S b sk kb bk N b Ak s Sk ks h h s h Fh ok

r
Y

.

L}
[
r
L]
[
L)
[
L]
[
L]
[
|r
T
[
r
[
1
r
*
L]
*
[
|r
[
*
L]

. . I I T R R R R ) A & & b & b b b b E kb kL ok EIF T T DO TN RO T DO TN I IO B R R T N )
P . . . . . . g h b &k b &k ok & b &k b b bk bk o brd b h by N h b h b h ok od drd Sk
3 b b &k ok h Ok k b & & & & & & b &k sk kA oA 4 & & & & & & & & b & bk bk kAo
PR . . . PR PR T N T R R N T R N I R I I B R TR O I RO R RO U R N R N R R I
. a & & & & bk ok & & & & & & & & b & kb koA 4 & & & & & & & & & & A s A A A A

1
r
v

]
Ly
r
I
r
L4
"
Ly
r
I
"
L4
"
L}
r
I
"
L4
"

I T T R R R a bk b bk ok ok
P B B B R R R

r
r

E I TEE T B R I i . -
I I T T R R R . PR P . .
& & & & & bk L . .

Ir
v

r

r

r
e A W

!

(&3]

a & b b bk od b Wk o NN a bk b b b h bk s s ks oA N . . - PN = . - . . - . . . 3 b b kb ok b bk b h s bk s ks Nk sy dr b bk bk h bk s s h oS - - " - -
b b bk b &k O T T R R T I ) & & I I T R I ) " . . 3 T I T R R R I ) I I T R R R R RO R R RO R R R F IO T TP RO T R T D N B DT O R R R R R ) . ]
a & & b b & o oh E N I R R b & & b bk s s b s s b ks S . B . - e e . P - - e . PR E N I N B R R b b b s b s ks Nk s b b & b bk s s h s kS - - " - r -
b & ok b A N E IO DA RO RO R R R - E I DA R B R ) i . - . b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N -
A & kb koA b bk bk h ok b bk b h bk ok s s s oSN . . . . PN = . . . . . . . . o h b kb k oh b bk b h s ok orh s s g Fh Eh s s s rFh s s . " 1 .
E I T A B I R b b & & ok b Aok L 4 & & &K L . - 3 b b & ok h kA b & & & & & & & & & b & & & oA b & & & & & & & & b & & b & kA oA N - 1 -
a bk b b S o d E N B N R R R b b kb Wk s s s s b ks NN P = e e e e . . - e e . P - - e . PR E N B N B R R b h b s s ks Nk N o b b & Wk bk s s h s S - - " - PR T - .'
F I B B R R R A & & & & b &k & & 4 & & b & . . . A & & & & b k& 4 & & & & & & & bk h h kS ok 4 & & b b & b b b b s E S s E S E N . -.m‘ . a
b & b b bk o od b W b b N a b h bk b S h ko s koA N P . - . PN = . - . . - . . . 3 b b kb b ok b4 bk b h s bk s ks ks dr b bk bk b h ks s E oS - - " - 3 - .'
E I I RO B I I E IO DA RO RO R R R LI & b & h ok i . - 3 b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - . 1 . -
a b b bk Ak ok I I N R R R E I T TP R R I N B U R N R - e e e e e e e . . PR . . . PR PR T N T R R L T R N I R I O R B R O U R RO RO N RO R N N N O R R . " Fl - . .'
& & & & & & & A & & & & b ook L | A b & & . . . a & & & & bk ok & & & & & & & & b & kb koA & & & & & & & & & & & AN AN A K. . . i 1 H . Ll
. . .

L]

A A e e e A e A A A A e e e A A A WA A A AN W

L]
4 & &
E I I
E I I
E I B I )
4 & & b o&
4 b k&
4 & b &
I I T I R R
A b & ok bk k&
P I B B N N R
I I T T R R R R )
E I B DO BN B RN RN I )
E I I D B D B B I R )
b & & bk k& bk Ok ok
IO D DO N I B I I R )
P B I B B R B R R R )
a & b b bk od b Wk o h ok N b bk bk S h bk o s h A N P . - . P . - . . - . . . 3 b b kb ok b bk b h s bk s ks Nk sy dr b bk bk h bk s s h oS - - " - -
b b kb &Lk O T T R R T R ) I I T R RO T DA RO T R R B R R R R ] " . . . 3 T I T R R R I ) I I T R R R R RO R R RO R R R F IO T TP RO T R T D N B DT O R R R R R ) .
. a & & b b b b & r h b h &k N A & b ok bk oJrod drh b ok oS d SN P P R . . F P . PR v o« B bk bk hh N dr b b b b drodrd b b bh bh b grd s s Nk bk s brh bh i d b oS . " . a . 1 .
E I I RO B I I E IO DA RO RO R R R E I DO I DO RO IO BN BEF D RO RN RS RO BN RN I i . - . b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - .
a b bk ok ok b b b sk ok b bk bk bk ok o h o h b h N . . . . P . . . . . . . . g bk bk ko kS oh b bk b bk b ok b h bh b b b b h h kh o h o h h L . " . Fl E .
E I T A B I R - b & & b & & & b & & & b &k bk kb kA s s S L . - 3 b b & ok h kA b & & & & & & & & & b & & & oA b & & & & & & & & b & & b & kA oA N - 1 . )
1 a & & b b & koS E N B N R R R b & b b h b d i h s s N . = e e e e . . - e e . P - - e . PR E N B N B R R b h b s s ks Nk N o b b & Wk bk s s h s S - - " ) - P ‘.F [] -
b b & b & & & A & & & & b &k 4 & & & & b b & bk h Ek ks Aok L . . . A & & & & b k& 4 & & & & & & & bk h h kS ok 4 & & b b & b b b b s E S s E S E N . 1
a & b b bk o h I I A N R R b bk b h S h s sk A N . . - . P - . . - . . . 3 b b kb b ok b4 bk b h s bk s ks ks dr b bk bk b h ks s E oS - - " - - -
E I I RO B I I E IO DA RO RO R R R E I DO I DO RO IO BN BEF D RO RN RS RO BN RN I i - 3 b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - . )
A & & bk ok b h ks Sr b bk b bk o h s rh sk s N - e e e e e . PR . . . A e « - bk bk A N o h b o s s s s s s s s bk s s s s b . " . . a 3 P . .
b & & & & & & b b & & ok b Aok b & & & b &k bk kb kA s s S L - . b b & ok h kA b & & & & & & & & & b & & & oA b & & & & & & & & b & & b & kA oA N - . . .
b & & b bk N oh b Wk o h ok N b bk bk S h bk o s h A N . . - - . . - . . . 3 b b kb ok b bk b h s bk s ks Nk sy dr b bk bk h bk s s h oS - - " - - - 3 r . -
b b & b & & ok a & & & & b & & 4 & & & & b b & bk h Ek ks Aok L . . 3 A & & & & b k& A & & & & & & & bk kb kLA b & & bk b & b & b bk s E S s E S E N . . . a
. a & & b &k b & r h b h &k N A bk b bk b h b h b ok AN . P R . . F P . e v o« M b kb b M bk A & bk b b hd b s bk b h s h s Ak bk h s b h i d b oS . PR . . . " P Ll 3 [ ] . .'
E I I RO B I I E IO DA RO RO R R R E I DO I DO RO IO BN BEF D RO RN RS RO BN RN I i . - . b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - . . -
a b bk ok ok b b b ok kN b bk bk bk ok o h o h b h N . . . . . . . . . . gk bk ok ok b bk b bk b ok b h bh b b b b h h kh o h o h h L . " . . . .. . .'
& & & & & & & A & & & & b ook A & & & & b & & bk ks ks A Aok L . 3 A & & & & b koA & & & & & & & & & & kb koA b & & b & & & & & s & AN E N A K. . . 1 o
a b h b b R oA E N B N R R b b kb bk s h S h s s oA N = e e e e . - e e . P - PR . PR b s N b h b s s ks Nk N o b b & Wk bk s s h s S - - " ) - Bl P . -
b b bk bk &k I I T I R T I ) E I IO T R RO TP DA DO R RO R B R R I R " . . . I I T I R R I ) A & & b & b b b b E kb kL ok F I T T RO T N R D T BT IO B R RO R R R ) . . . [
b & & b bk M od b W b b N b bk b h S h bk s h oA N . - - . . - . . . 3 b b ko h N b4 bk b h s bk s ks ks dr b bk bk b h ks s E oS - - " - - 3 . . -
E I I RO B I I E IO DA RO RO R R R E I DO I DO RO IO BN BEF D RO RN RS RO BN RN I i - 3 b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - . [
h bk h b ok ok b h b h Ao b bk b b ok s s s s oSN . e e e e e . PR . . . - . « - bk bk A N o h b o s rh s s s s s Fh bk s s s s b . " . -
E I T A B I R b b & & ok b Aok b & & & b &k bk kb kA s s S L . - . b b & ok h kA b & & & & & & & & & b & & & oA b & & & & & & & & b & & b & kA oA N -
b & b b bk N od b b h b ok b b kb kS h bk N s h A N . . . - - . . - . . . 3 b b ko h N b bk b h s bk s ks Nk sy dr b bk bk h bk s s h oS - - " 3 PR P P - .-l-
b b & b & & & a & & & & b & & 4 & & & & b b & bk h Ek ks Aok R - . 3 A & & & & b k& 4 & & & & & & & bk h h kS ok b & & bk b & b & b bk s E S s E S E N . .' F a
a b h b s bR oS E N I R R b b kb b Ak Nk s S h s s oA N . = e e e e . - e e . P - PR PR E N T N R R b & b b bk s sk N b b & b bk s s h s kS - - " - PR | 3 P P P - .'
E I I RO B I I E IO DA RO RO R R R E I DO I DO RO IO BN BEF D RO RN RS RO BN RN I i . - . b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - .' F a
a h kh Fh ok b bk bk h ok b bk b s bk ok s s s FE N . . . . . . P . g h F ko ko b bk b h s ok orh s s g Fh Eh s s s rFh s s . " 3 . Ak .
& & & & & & & a & & & & b & & 4 & & & & b & & bk ks ks s Aok L . 3 A & & & & b koA & & & & & & & & b & & b koA b & & b & & & & & s & AN E N A K. . . .' r . ]
a & & b b & koS E N B N R R R b b b h bk s h S h s s oA N . = e e e e . - e e . - e . PR b s N b & b b bk s ks Sk s o b b & Wk bk s s h s S - - " - PR | 3 . - P P -
b b bk bk & Lok I I T I R T I ) E I IO T R RO TP DA DO R RO R B R R I R " . . 3 . I I T R R R R ) A & & b & b b b b E kb kL ok F I T T RO T N R D T BT IO B R RO R R R ) . .' . F
dr h bk Sk i h A b b bk ok N a b &k b b bk bk obrdh brdh brh ih N . . . . T = . P . . e . gr & N & b & NN & bk bk brh bk o h b b h by Ak b hk b h s ok o d b d S h oS . . . . . . " 1A 3 ik
E I I RO B I I - b & & b & & ok E I DO I DO RO IO BN BEF D RO RN RS RO BN RN I i - 3 b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - .' r )
b b b s b ok ok I I N R R R b b b ok o h bbb bk SN . e e e e e . PR . A e PR T N T R R F I T A R N I T N R B R B R U R RO RN N RO RO R N N T R I . " . ) P . L. .
& & & & & & & A & & & & b ook 4 & & & & b & & bk ks ks s Aok L . . A & & & &k k& & & & & & & & & b & kb koA & & & & & & & & & & & AN AN A K. . . .' ]
b b h bk o od b Wk o h ok N b bk bk S h bk o s h A N . . - . PN = . 1 - . . - . e . . 3 b b ko h N b bk b h s bk s ks Nk sy dr b bk bk h bk s s h oS - - " - 3 . e . . -
b b & b & & & A & & & & b &k 4 & & & & b & & bk h Ek ks Aok L . 1 3 A & & & & b k& 4 & & & & & & & bk h h kS ok b & & bk b & b & b bk s E S s E S E N . .' .
b & b b b R oA E I T B R R R b b b b b h b M h s h A N PR = . P P - PR PR E N T N R R b & b b M M s sk s b b & b bk s s h s kS - - " - 3 P . g - -
E N T B B I I E IO DA RO RO R R R E I DO I DO RO IO BN BEF D RO RN RS RO BN RN I i . - . . b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - .' . . -
A & kb koA A Wk h s ok b bk b s bk ok s s s FE N PN = . P . . . . . gk ki h ok b bk b h s ok orh s s g Fh Eh s s s rFh s s . " a 3 . s . .'
E I T A B I R b b & & ok b Aok b & & & b &k bk kb kA s s S L - 1 3 b b & ok h kA b & & & & & & & & & b & & & oA b & & & & & & & & b & & b & kA oA N - .' . r a
a b h b s koA E N B N R R b h kb S h b d i h s s oA N . - P . . P - e e . - . PR b s N b h b h S Mok s bk s ks b b & Wk bk s s h o S - - " - 3 g - -
b b & b & & & A & & & & b & ok 4 & & & & b b & bk hEk ks Aok L . . - . A & & & & b k& 4 & & & & & & & bk h h kS ok 4 & & b b & b b b b s E S s E S E N . .' r ]
b & b b bk o od b Wk W N N b bk b h S h bk s h oA N . - . . . . - . . . 3 b b kb b ok b4 bk b h s bk s ks ks dr b bk bk b h ks s E oS - - " . -
E I I RO B I I E IO DA RO RO R R R E I DO I DO RO IO BN BEF D RO RN RS RO BN RN I i . - 1 3 b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - .' -
a b b s b ok ok I I N R R R b b ok ok b Aol bk SN fe e e e e - . . . . . . . PR T N T R R L T R I T T IO A RO T R N R RO R N RO R O R N I I AR . " ) - .
& & & & & & & A & & & & b ook LI B B B B DA DA RO B B B B R N B R | L . . . . a & & & & bk ok & & & & & & & & b & kb koA & & & & & & & & & & & AN AN A K. . . .' .
b & b b bk N od b Wk o NN b bk b h S h S s s kA N e . - . . . . . - . . . 3 b b kb ok b bk b h s bk s ks Nk sy L] - - " PR . -
b b bk b & ok a b b b b b Aok I I T R RO T DA RO R R R B R R R R ] " . . [ 3 T I T R R R I ) A & & b & b b b bk kb kL ok & . & .' r [
A b & bk b oE oA dr & b b Sk N b & bk b ok oJrod drh b ok AN P . . . P . PR v o« g bk bk hh N dr h bk b drodr d brh b s b &g & . PR . . . " . . o b by Ll g .
E I I RO B I I E IO DA RO RO R R R E I DO I DO RO IO BN BEF D RO RN RS RO BN RN I i . - . . b b &k ok h Ok k b & & & & & & b &k sk kA oA o - . b b * r )
b h bk ko A Wk h s ok b bk b s bk s s s Fa N . . . . . . . . . . . . . o h kb h oh b bk b h ks ok s s s s & . " . 3 i s ok . . .
E I T A B I R b b & & ok b Aok b & & & b &k bk kb kA s s S L . - 1 3 b b & ok h kA b & & & & & & & & & b & & & oA o - . b & & .'
b & & b b S o od E N B N R R R b b b b M odr b h S h s s A N . P PR = P . PR - PR PR b & Wk o N b & b b bk sk s Nk s o L] - - - " - 3 )
F I B B R R R F N I T R B R R ) 4 & & & & b b & bk hEk ks Aok L . . . . b & & & & b k& 4 & & & & & & & bk h h kS ok o . ]
b & b b bk o od I I A N R R b bk b h S h bk s h oA N . . PN = . . . . . - . . PR b b ko h N b4 bk b h s bk s ks ks L] - - "
E I I RO B I I E IO DA RO RO R R R E I DO I DO RO IO BN BEF D RO RN RS RO BN RN I i . - 1 3 - b & & b & & & b & & & & & & b &k sk kA oA o - b & & b & & b koA * PR ]
a bk h b h & b h ks Sr b b b ko bk o h s s s s oSN . A e e e s . . . . e e e . - . « - @ bk b h koA b b F h b h o h s s & . . " . PR . gua b & bk bk kY . g . .'
E I T A B I R b b & & ok b Aok b & & & b &k bk kb kA s s S L . - - . . b b & ok h kA b & & & & & & & & & b & & & oA o - . b & & b & E A N * -
b b b bk N d bk s ok N b b bk s b h b h s h S N . . - . PN = . . . . . . - . - . L b b ko h N b bk b h s bk s ks Nk sy L] - - - " . 3 b b & W bk ks & PR | - .'
b & & b & & & A & & & & b &k 4 & & & & b b & b kb Ek ks Aok L . . 1 3 A & & & & b k& A & & & & & & & bk ks kS ok o . . & .' a
A b & bk b h ok dr b b b b & N A & bk b ok obrod A h o drd bk d N h . PR S . . . P . P P v o« bk Mk M ok N & & b ok bk b o S h bk N d N d & CE R I T R . . . " . . 3 a4 .. . .'
E IO DA RO RO R R R E I DO I DO RO IO BN BEF D RO RN RS RO BN RN I . - . 3 . b b &k ok h Ok k b & & & & & & b &k sk kA oA o - .' -
b b ok kN b bk bk bk ok o h o h b h N . . . . P . . . . . . . . . [ g bk bk ko kS oh F I B T N T N R R R U IO R R T N RO R R U R T N T I I O I . " ) .
A & & & & b ook 4 & & & & b & & bk ks ks s Aok L . 1 3 A & & & & b k& 4 & & & & & & & & & kb koA & & & b & & & & & s kA N ANk N . . .' ]
E N R b b o h Wk s ks h s ks NN P PR = e e e e . P . = s e x e e w e m - PR PR, b b b Wk oh b h b s bk s b kS N h N b b & W b bk s s h s s A S - - - " PR | -
N I IO R R R R ) 4 & & & & b b & bk hEk ks Aok L . - 3 . A & & & & b k& 4 & & & & & & & bk h h kS ok a b & & b & b & b b b & s EE S E N . .'
b W b b N b bk b h S h bk s h oA N . - . - . P . . e . . . . . - . . ; b b kb b ok b4 bk b h s bk s ks ks dr b bk bk b h ks s E oS - " PR | -
E IO DA RO RO R R R E I DO I DO RO IO BN BEF D RO RN RS RO BN RN I i - 1 3 b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - .' P |
b h b h Ao r o dr b h bk s s iy . - A e e e e e e . - P P P . ] « - @ bk b h koA o h b ok brh s s s s b gk s s E A bk s s s s b . . " . g . .'
b b & & ok b Aok b & & & b &k bk kb kA s s S - . 3 . b b & ok h kA b & & & & & & & & & b & & & oA b & & & & & & & & b & & b & kA oA N - * -
b Wk o h ok N b bk bk S h ks s bk Ny N . - . . - . P . . P . - . PR b b kb ok b bk b h s bk s ks Nk sy dr b bk bk h bk s s h oS - - " PR | - .'
.r.T.r.r.r.r.r.r.r.T.r.r.r.T.r F I B I DA RO P DO DOF R BF RN BN REF BN BN R i . . 1 3 I.r.r.r.r.'.r.r.r.f.r.r.r.f.r .T.r.r.r.T.r.r.r.T.r.T.r.T.r.r.r.f.r.r.r.f.r.r.r.r.r.r.r.r.r.r i .r.T.r.r.r.r.r.r.r.r.r.r.r.r.r.T.r.r.r.T.r.r.r.T.r.r.r.T.r.r.r.r.r.r.' . i - .' a
- - - - - - - - - - . ga -
E IO DA RO RO R R R J.*‘*.J.J.J.J‘J‘*‘J‘*‘J‘J‘ 4 - 3 . b b &k ok h Ok k b & & & & & & b &k sk kA oA b & & & & & & & & b b ks s kA A N - * .'L
b b h b ok 1 [ [ | r . . . . PN = . . . . . . . « - g h Ik kA b bk b h s ok orh s s g Fh Eh s s s rFh s s . . . . - P ) . .'
A & & & & b ook . . . . 1 3 A & & & & b k& 4 & & & & & & & b & kb koA b & & b & & & & & s & AN E N A K. . . .' Ll
E N B N R R - e e . PR P . e . . . e . PR PR PR b & Wk o N b h b o o dr b o i i sk hy b b & kb bk s S h Sk s koS - - - - - - - - PR | - .'
F I I T I R T R ) - . . 3 I I T R R R R ) A & & b & b b b b E kb kL ok E I T T RO T D R D R N IO O R RO I R R . .' Fl
A & & b &k ok F R . | oo . P . . . . . . . . . . . . . . . P & b & bk ok & b &k b ok brh ok o h b b h o d gk b h bh s ok o d Sd dhod PR . . . . . . .o Ll .'
E I B A R B I R ) [N B ] LI - 1 3 b b &k ok h Ok k b & & & & & & b &k sk kA oA a & & & & & & & & & & &k b & kb oA N - .' -
A & b ok ' P | . - A e e e e PR . . fe e e e e . PR PO P a0+ s o bk bk kA o h ko h orh s s s b & & & & bk Fh Fh ok s ok . . . . . 1- . - . P ) . .'
b b & E s koA N 1 L - - - - . b b & ok h kA b & & & & & & & & & b & & & oA a & & & & & & & & & & & b & & b & N P - .' a
b b h b ok 1T r PR . . B - . P . - e . . . P . = 0« - - 4 b b kb ok b & &k b h s bk N h ks Nk sy r b bk s b E s N Eh s s E oS ) - - - - - - " - -
A ko hok L] ] .'l. - A e e e e e e e . P . . . fe e e e e P . - . P P LI N B R R R R ) 4 & & & & & & & bk Fh koA b bk b b kb sk ok s s b SN . . . . . . . .' P
E B R - e e e e - e . . e . [ PR PR . e e e e e w e e PR - e e . PR I O b b b o S ko Sk ok ik i oAy dr b b b o M o s ok koS - - - - - » . -




US 11,693,804 B2

Sheet 3 of 3

Jul. 4, 2023

U.S. Patent

- - . P I N T W
. ' R EEEEEN
. . . L b kb koM kb k&
R EREEEEEEN
N NNy
RN
. ' . . . L4 b & kb b b b k& &
F . ' R EEEEEN
. . - N o N A Ly
- RN
. . N N NN .
Ak E kA A - 'R RN Ak
N ' . . P . ¢ WU U R Ut R e KR &k k3
NN - . YR : R P
. R L U ' a . . L d kA koM b MR . A N b
A bk h h h kA . - 2 4 & Lk kA A TR P
4k b kM kN . . a . - Jrok dr b b b & M) N & b
Ak E h k Ak oa . - o . TR P
. Ak h bk h okk ' P . ' BT T - e A s o
NN . - TN NN TR ]
. I ' . . a . LR A U o . P o g
NN . - L Y : TR P
. b Ak b ko Mk . . e - & bk M 0k d bk MWW . . - & A kb ] .
N ] . - P o
. N ' . . a . : o . N L A > &l
NN . - . N ]
. L d kM ko kM . a . . . s Fipr
NN ] . - : T P
ok bk o dr X . . a . w A TN L
i . - . TR ] a h
. e ' a . . B kA
NN N . - TR ]
. o ' . a w . . L L
NN - : Y
. . b Ak b ko Mk o . . a . . . . . ' .
Ak E kA A - 3 a h
. L T U U ¥ a o . . . Py
NN - 3 ]
. R L U ' . a . . . I I I U e L
NN ] - : ]
ok e kO b o dr ME - . a w - ar .
] - - . 3 P
. Ak h bk h okk ' . a . L4 b & kb bk b b bk i
NN . - ' R EEEEEN .
. ok e oM b A M . a . w . . . . F e T T I
PRI N . - ' EEEEEEERER
. . . . - . w N - .
Ak E kA A . - e e e
b ok h kb ok M. . P « . P o L I O T -
NN NN . - RN
R L U ' - . = NN . I L U T g
N . - ]
. - ok bk o dr X ' a » [ - Ia b bk M koM k k]
Ak E kA A . - . CRREEEE YN
. e ' Ca . . .. I I I
NN . - ' R EEEEEN
. o N . Ca o N o T I U
NN . - 'R EEEEER
. - b Ak b ko Mk . . Ca . . . 4 bk b ko b & b & i} .
Ak E kA A . - cHEEEEEE N
. b bk b ok kM . Ca o Y o I O
NN . - R EEEEEN
o ' Ca = NN . .. L d kM koM kM koM
A bk h h h kA . -  HEEEEEEEEN
. - ok bk o dr X e . Ca o I A TN Ny .
Ak E kA A . - cREREEEE YN
Ak h bk h okk ' Ca = NN . e KRk kh ok kb kN
NN . - ' R EEEEEN
o ' Ca B . . P o T R
RN . - R EEEEEN
. . r b Ak b ko Mk . a . r . . . . L4 b & b b b ok b b kg .
N e e N . - cHEEEEEE N
. wh s mhr b whr b shr s o e s N ' P « . - T
r O NN . - ' R EEENEEN
. rror R L U ' a . « I . . L b & b b bk b & J
A bk h h Ak kA . -  HEEEEEEEEN
N . . a . " . - e TN NN NN .
] . - RN
I L ' P . . . . D U U R U s Ly
NN . - ' R EEEEEN
o A ' . a . w . . L d b b b b bk bk
NN . - R EEEEEN
- b A kb koM X e e e . a . . . YN NEN. .
i . - cREREEEEE N
ok b bk b e M. . a o . KA R Mk kb ko ok
NN NN . - RN
I o a a i ' . a o . L d kM koM kM koM
a bk bk ok kA - HEEEEEEEEN
- b odr d b O de o Jr MU . . . - a u I e TN NN .
Ak E kA A . - RN
Ak h bk h okk ' . a = NN . . D U U R U s Ly
NN - ' R EEEEEN .
L h U kM kM . a « I . . I R A tar
YN -  REREEEEEEEN
. . b Ak b ko Mk e e . a r . L4 Jr & b b b b b ok X .
N - cREREEEEE N
b b b b bk M . a « . A YRR RNy
NN - RN
R L U ' . a = NN . . L b kb kb kM ke
NN - HEEEEEEEEN
- I I - a o I e TN .
Ak E kA A - RN
e ' . a « [ I I I
NN - ' R EEEEEN .
o L L . a o . A S R R
N - ' REREEEEEEEN
. b Ak b ko Mk e e . a r . YN NEN. .
I I i ) - cREREEEEE N
Ak bk kb kM . a « I A YRR RNy
NN - RN
R L U ' . a = NN . I U L U e U . . O
N I I A Y - HEEEEEEEEN . . - oe
- NN - a o I - IR NE] B - - - . - - R I
I i ) - RN . . B
I L ' . a = NN . P T O . P . . . . ok
NN - 'R EEEEEN . . .o
. bk ko b & M . a B . . . N ENEREEREXY P . . *
YN - AN . . . . -
. . . b Ak b ko Mk e e . a r . . NN RN . . - . . . . . . . - I
Ak E kA A - cHEEEEEE YN . . . A
b kb b bk M . a « I <IN EREREREERES B P . -
NN - ' R EEENEEN . . . . . r
. o ' . a = NN . I U L U e U . . *
NN - : HEEEEEEEEN . . _—
. RN NN - a o I - a &k kM ok Mk b ok - . . - T
U ) - RN . . . . B
. od ko bk okk ' . P = NN . . Lh & & k&b bk b bk ok k . . P . . . . . . . P ok
NN r . ' EREEEEEEEN . . .o
. o . - a « I N o T L T U Uy P . -
YN - R EEEEEN . . . . -
. b Ak b ko Mk e e . Ca r . . . L4 Jr & b b b b J i & . - . . . . . . . - 'R
Ak E h E kA - cRREEEEEE N . .
. b e b bk bk M . - e o A YRR NN NS P . . -
NN - ' R EEEEEN . . . . r
. R L U ' . Ca . . I S U e U R . . *
NN -  EEEEEEEEN . . oe
XX RN a . " . - A &k kM ok d ko kX - . . . - T
U i ) - RN . . . B
. I L ' . . P . N kX . . *
NN - : TR ] . . .o
. bk o M b & M1 . . a . o . A o . . . -
b b kb ok h kA - : TR ] .
Jrodr kb koM & e e . . a . . . o A A kN . . - . . . . . . . - . .
Ak ko kA A - RN kA& .
N U . . P . . N &k k3 . . .
NN . r : L ] . . . .
R L U ' . a . . " I Y L A k& . .
A bk h h Ak kA - : T ] .
- I I s a . - N r & dr ok . - . . - - .
N - g s sk P .
Ak h bk h okk ' . P . " B kA . . *
NN . - . . TR ] . . . .o
bk ko b & M . . - e . . O o . . . -
YN - : TR a bk .
b Ak b ko Mk e e a . . . . . L4 4 & X kN . - . . . . . . . - . .
Ak E h E kA . - g s sk 2 a . .
. N I e e . . P o . . N A ko . . . .
RN . - ' ] . .
. e ' . . a . . . L A L A b & . . *
NN N . - P b b . ]
- Jrode dr b Je b Jr MEG . . . o . a . . - - b bk ok & b & . . . . - . T
Ak E kA A . . - g s sk P . B
Ak h bk h okk ' P . . "t W N . . . *
NN - R a b . . .o
e T O T I . a . . . . P Fipr . . . . -
NN - : TR P . -
r b Ak b ko Mk o - a . . . . L4 4 & ko . . - . . . . . . . - I
N . - P Ak . A
b b b b bk M . P . . A o &k k3 . . . -
NN - - . : TR ] . . r
. R L U ' . a . . . N o o . . *
N - : TR P _—
- ok ko b b b & MU a . . A o & b & . . . R I
NN - : h b A A B
A bk b ko k o . La . . N b b & . . "k
N ] . - TR P . .
o . . Ca . . A Y L Y . . -
YN - : RS P . -
Y b Ak b ko Mk o a . . . . ] ] . . - . . . . . - . '
Ak ko ok kA . - Y & s oxoaa P . . . .
e A A A T T .. P . .. A YRR P . P P .
NN - - ' R EEEEEN . . . . r
R L U ' . Ca . . . P U L U e U . - . . . . . . P P .
A bk h h Ak kA . -  REEEEEEEEN . . . . -
. N e e - a . " - A RN TN NS - . . - - . .
N . - RN . . . . . B
Ak h bk h okk ' . P . . L b & bk b bk b kb L . . P P . . . . P ok
NN . - ' R EEEEEN] . . . .o
. e ' . . a . o .. IR RN B P P P .
YN - R EEEEEN . -
. R S L U ' . L a w R S U e U . .
NN - cHREEEEEEER . _—
b bk ko kb ok ML . e e e e a o .. < IHREEREREREERES B P .
NN . - ' R REEEEEN] . . r
o ' . - . I I I U e L . O
YN -  HEREEEEEEER . _—
- - Jrod b ok b b N e a " . L4 Jr b & b & b &k & & . . - R I
Ak ko ok Ak - cRREEEEEE N . . . B
e ' - . . L b & bk b bk b k& A P . . . . P P ok
NN - ' R EEEEEN . . .o
o ' . . a o . L & b & b & M kM ud .k
A bk h h ok kA . - R EEEEEN . -
. Jrode kb ko M & e e e . a . . L4 Jr & b b b b b ok X . . - . . . - - I
U . ' - cHEEEEEE YN . B
N L U ' . . a o . .. I TN B P .k
- . - .. [ N - R EEEN N B
- ' - Ca = NN Lh & & bk b b h b b & . . . *
. soroa . ' r N ' - ' R EEEEER . . ]
. . ca " TR . - . - A
N - RN . . B
"off] . Ca . . ks & & kb kb k& K . P P . .
- . r . ' EREER ' R EEEEEN . . ]
' . P . U . T L A P . .k
N . - TN NN  HEREEEEEEEN . . -
e . s - Jrodr h Jr ok dr & M . . L4 Jr & b b b ok ook ok . - - . . - - I
N . ' - TN RN . A
y . P . ¢ W U A Ut R . N Y EEEEXEEERE B . P . . .
- - o YR ' RN r
P . N . . L b & b b bk b & J .
- SN NN HEEEEEEEEN . . oe
a . . . o A U - I . SRR . P P .k
. - ' EEREER RN . . -
a . . bk b b bk MR . . L4d & & b b b ok b b X . P P . . . .k
. - ' EREER ' R EEEEEN . ]
. a . . . A U - I . LAY P P .k
. - TN RN  HEREEEEEEEN -
. Ca . . brodr h M b Jro b MW . L4 & & b b b b ook & . - .
. - RN RN A
. P . ¢ W U AT . A YRR RNy .k
- - RN ' RN r
a . N . . I U L U e U .
. - ' EEEREER HEEEEEEEEN . -
. . PR N . - A TR RN R XN . . T
. - ‘TR RN B
. P ' I L - L b & bk b bk b k& A .
. - ‘RN RN B
. P . U I A U o . R . . *
. . - 'EENEEREEN ' RN r
' . . ' . e " . I . R S L U e U .
. - ‘RN cHEEEEEEER B
. . . a . . ¢ W A AT . A YRR RNy . .k
- N TR ' RN r
a . I U e - . L b & b b bk b & J .
- 'EEEEREER HEEEEEEEEN -
. a - ok b & bk & MW . T TR RN R XN T T
- o RN B
. a . ¢ W R LT . . . Lh b & kb b b k& K .
- ' EREER ' R EEEEEN r
. . a . [ . LR TR .
- TN N ' HEREEEEEEER -
. . a . - & bk Mok b bk MWW . . . AN . . I
- 'R  RREREEEEEER B
a . N T . - e . A YRR .k
- ‘TR RN B
P PN N U - . I O U R U U -
- 'EENEEREEN ' R EEEEEN] r
. . a . N T .~ . A TR YNy . - I
- 2 4 & 4k kAN RN B
a ' BN T - . N A RN -
- & 4 & & b & A A ' R EEEEEN] . r
. a . A U - I . LN EEY .. . -
- TN RN  REREEEEEEEN -
. . . a - brodr h M b J ok WE . . Y AN . .
- ‘TR cREREEEEE N . B
. . a . ¢ W I A LT R . - KA R M Lk k k ko kL . -
- TR RN ; . r
. . a . U . . *
. - ' EREEN . ]
. . . a . o A U - I . . . . .
. - ' EEREER
. a . bk b b bk MR . . . e
. - ' EREER
. . a . A U . I . . ' . P
- TN RN Vo . .
. . . - - brodr h M b Jro b MW . . e e . -
. - ‘TN .
P . ¢ W I A Ut R . . P
. - 'EEEEREER . .
a . e . . . P
. - = 4 & L k& A A . ﬂ.
. . a - I T N~ . . - . - . -
. - 'R ER .
a bk b b bk MR . . P
. - RN .
. a . P I A U . . .
. - 'EENEEREEN .
a o e "« I .
. - ' EREER .
. a ¢ W I A Ut R . .
. - 'EEEEREER . . .
a e . . . P
. - ' EEEREER ﬂ.
- a . I T T B - - - - . -
. - ‘TN .
a ¢ SRR U T, . .
. - ' EREEN .
a . L U . . . P
. - 'R .-._.
- . P S U s, I . . P
. - ' EEREER .
a bk bk bk N MW . . . . P
. - ‘TN .
' L Ak Aok oMk WE . . . P
. F 'EENEEREEN . ﬂ.
. - a I T T B . - - . . - - - .
. - ‘TN .
. a . ' N - . P
. - 'EEEEREEN . .
. a . . . L . I . P
. - & 4 & Lk kA A . .-__
. - . . b bk A ok b & M . - . . - - - .
. - TR .
. . P . ¢ W I A Ut P
. - 'R .
P . U U . P
. - ' EREEN . ﬂ.
. . a . . U . . P
. - 'R .
a . . bk Mok b & Mo .
. - 'EEEEREENR . . .
a . . U U . .
. - ' EEEEN .
. . . P T T Jrodr ko Jr ok dr O Jaf] . . . - - .
. - ‘TN .
. C e . TS T O Ut . . . ﬁ_.
. - . . .
. r
. . . . “
o o go R
. . . e .
. P P
. . [ “
[E.
. r . ' .
. . . .
. . . ' '
R EE YN . . H .
« I PR ] .........f...f...............f.............. e e e e e i et i e i e i e
. . r . . e B A A h ar dr Ak Ve e e e e a1 ...-l.
3 ' . . .
. ; . . . r
« I . - K . . -
; . . r .
[y . - P - - - .
- [y . - . - -
. . « T . . " . -
3 r
. . « I . . -
3 B
. . « . . - K -
; r
. « I ) -
: -
C B
r . - K *
. 3 B
« I - K -
; r
= NN . - K *
C -
. o . - K -
3 B
. = NN . - K *
. ; ]
. . u I o D e e .
. [y . . - K )
. . ~ . . K
- = - - K
- - - [y . -..
. « I ™
- - [y . - K
- - u - -..
. . v -
- - L] - - -..
= NN . . ™
- = - - - - - K
- u - - -..
. « I . A
- = I - N o T NR R R )
cHEREEEEEEN
. . . = NN . .




US 11,693,804 B2

1
CROSS BUS MEMORY MAPPING

FIELD OF THE INVENTION

This invention relates generally to hardware storage
devices, and more specifically to networked hardware stor-
age devices.

BACKGROUND OF THE INVENTION

Zerocopy within a single operating system 1s known, e.g.
by using the Linux TCP stack.

PCle (Peripheral Component Interconnect Express), also
abbreviated as PCl-e, 1s an example of a high-speed serial
computer expansion bus standard, described inter alia 1n
Wikipedia’s entry on PCI_Express.

The following article: lwn.net/Articles/752188, available
online, describes a MSG_ZEROCOPY {eature added in
(Linux Kernel) 4.14 which “enables zero-copy transmission
of data”, adding that “implementation of zero-copy recep-

tion will . . . have to map . . . packet builers into user-space
memory”.

BlueField®-2 and ConnectX®-6 are known NVIDIA®
products.

BlueField®-2—these are next-generation cloud Smart-
NICs and I/O Processing Unit (IPU) solutions, delivering
unprecedented data center security, performance and efli-
ciency on a massive scale, for any workload. Continuing
Mellanox’s inovation in high-performance cloud fabrics,
ConnectX®-6 Dx and BlueField®-2 make the impossible
possible, by introducing cutting-edge hardware acceleration
engines and best-in-class soltware programmability to mis-
sion-critical applications. They deliver new levels of secu-
rity and efliciency with the highest return on investment
(ROI) for hyperscale, enterprise, and telco environments.

ConnectX®-6 Dx SmartNICs provide up to two ports of
25, 50 or 100 Gb/s, or a single port of 200 Gb/s, Ethernet
connectivity powered by 50 Gb/s PAM4 SerDes technology
and PCle 4.0 host connectivity. The ConnectX®-6 Dx
hardware offload engines include Ipsec and inline TLS
data-in-motion cryptography, advanced network virtualiza-
tion, RDMA over Converged Fthernet (RoCE), and NVMe
over Fabrics (NVMe-oF) storage accelerations.

The BlueField®-2 IPU integrates all the advanced capa-
bilities of ConnectX®-6 Dx with an array of powerful ARM
processor cores, high performance memory interfaces, and
flexible processing capabilities 1n a single System-on-Chip
(SoC).

RDMA for data centers based on an Ethernet or mixed-
protocol fabric 1s described online here: Mellanox.com/sites/
default/files/related-docs/whitepapers/roce_in_the
data_center.pdf.

Wikipedia states that “In computing, remote direct
memory access (RDMA) 1s a direct memory access from the
memory of one computer mnto that of another without
involving either one’s operating system. This permits high-
throughput, low-latency networking, which 1s especially
usetiul 1n massively parallel computer clusters. RDMA sup-
ports zero-copy networking by enabling the network adapter
to transier data from the wire directly to application memory
or from application memory directly to the wire, eliminating
the need to copy data between application memory and the
data buflers in the operating system. Such transfers require
no work to be done by CPUs, caches, or context switches,
and transfers continue 1n parallel with other system opera-
tions. This reduces latency 1n message transier.”
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2

However, Wikipedia adds that “this strategy presents
several problems related to the fact that the target node 1s not
notified of the completion of the request (single-sided com-
munications).”

Use of networking oflloads 1n data centers 1s described,
inter alia, here: Mellanox.com/files/doc-2020/sb-mellanox-
nvme-snap.pdi.

A “socket” typically comprises an endpoint (typically, IP
address and port number) of a two-way communication link
between first and second programs running on the network.
The socket may be bound to a port number which enables
the TCP layer to identity the application to which data 1s to
be sent.

NVMe/TCP 1s an example of a block storage protocol.
NVMe 1s an example protocol, however, references thereto
herein are not intended to be limiting, and, more generally,
any appropriate local or PCI storage protocol may be
employed 1nstead.

Transmission Control Protocol/Internet Protocol (TCP/
IP) 1s an example of a networking protocol which may be
used by plural computers to communicate between them-
selves.

SUMMARY OF THE INVENTION

Certain embodiments seek to reduce storage staging bui-

fer copies.

Certain embodiments seek to provide a single device (e.g.
ConnectX® card) exposed to multiple PCle busses, with
soltware configured to map memory from one PCle bus to
be accessed by a different PCle bus e.g. using cross-PCle
mapping and/or transaction. A memory key may be used to
describe a bufler (memory); the key may be defined to
represent cross PCle (GVMI) mapping e.g. as described
herein. However, in a PCle NTB (Non-Transparent Bridge)
embodiment, no memory key need be provided. In contrast,
legacy RDMA crosses PCle boundaries by having a pair of
HW devices (ConnectX® cards or others) which define an
‘RDMA connection’. Each device can handle only local

[

PCle buffers, but the RDMA connection can transfer buflers
between the devices.

Certain embodiments seek to provide cross bus memory
mapping.

More generally, certain embodiments seek to improve
TOPS (10 operations per second) and/or reduce latency.

The scope of the invention includes inter alia the follow-
ing embodiments:

Embodiment 1. A computerized system for eflicient inter-
action between a host, the host having a first operating
system, and a second operating system, the system compris-
ng:

a subsystem, e.g. on the second operating system, which
extracts data, typically directly from a bufler which 1s
local to the host, wherein the system may be operative
for mapping memory from one bus which may be
associated with the first operating system to a different
bus which may associated with the second operating
system and from which different bus, typically, the
memory 15 accessed, thereby to emulate a connection
between the first and second operating systems e€.g. by
cross-bus memory mapping.

Embodiment 2. A system according to any of the preced-
ing embodiments wherein the first operating system has
PCI-type connectivity, including plural layers, to the second
operating system.
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Embodiment 3. A system according to any of the preced-
ing embodiments wherein the subsystem comprises a net-
work stack.

Embodiment 4. A system according to any of the preced-
ing embodiments wherein the network stack 1s configured to
identify a bufler outside of the second operating system’s
own memory which allows software on the second operating
system to access the bufler from the first operating system.

Embodiment 3. A system according to any of the preced-
ing embodiments wherein the bufler, which 1s local to the
host, resides on the host.

Embodiment 6. A system according to any of the preced-
ing embodiments wherein the system also includes an appli-
cation on the host which:

opens a storage volume on an emulated NVMe, thereby to
provide an opened file;

allocates a memory block 1n local memory and writes data
aka bufler B into the memory block;

writes to the opened file thereby to define a write call; and

provides a kernel driver which handles the write call and
prepares an NVMe capsule with the butler B.

Embodiment 7. A system according to any of the preced-
ing embodiments wherein the system includes NVMe emu-
lation software and a TCP software stack which cooperate to
provide cross-bus mapping by allowing a cross device
memory key to pass through plural software layers, thereby
to allow software on the second operating system to access
the host local builer from the first operating system.

Embodiment 8. A system according to any of the preced-
ing embodiments wherein the first operating system 1s also
configured to control operations, thereby to allow the cross
device memory key to pass through the plural software
layers, wherein the operations comprise:

Operation 25. host’s NVMe driver C posts a request
pointing to bufler B, to an NVMe emulated device D
managed via the DPU and NVMe emulated device D
exposes an NVMe device (which D emulates) to the
host:;

Operation 30. NVMe emulated device D gives notifica-
tion, to a manager E of NVMe emulated device D, on
a DPU, that an NVMe request 1s ready and Manager E
gets a copy of the NVMe request to Manager E’s local
memory;

Operation 35. Manager E understands, e.g. by accessing,
the copy of the NVMe request one Manager E’s local
memory, that the NVMe request references builer B
which, being part of client host memory, has a diflerent
PCle bus or function;

Operation 40. manager E starts a new request, on an
NVMe-TCP imitiator driver F running on the DPU, with
attributes to execute this new request and the new
request, or attributes thereof, include local request 1info
and contents of bufler (B) which 1s remote;

Operation 50. NVMe-TCP 1nitiator driver F holds a
connected TCP socket to a target via a TCP user-space
stack, (G, on the DPU:;

Operation 53. NVMe-TCP mmitiator driver F passes, to
VMA TCP user-space stack G, the NVMe-TCP format-
ted headers of the request 1n the DPU local memory and
the headers pass from F to G via a BSD send API;

Operation 57. NVMe-TCP mmitiator driver F passes, to
VMA TCP user-space stack G, contents of bufler B and
bufler B’s contents pass from G to G via extended send
API;

Operation 60. TCP user-space stack G manages the TCP
stack and the HW send queue to send the DPU memory
stream portion, and the host memory stream portion,
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4

without copying buller B, or the memory stream por-
tion/s, to local PCle function bus;

Operation 70. NVMe-TCP imitiator driver F gets a
NVMe-TCP response from the target about the NVMe-
TCP request which was sent;

Operation 75. responsively, NVMe-TCP mitiator driver F
releases bufler B as the relevant TCP stream portion in
TCP user-space stack G that was ACKed.

Embodiment 9. A system according to any of the preced-
ing embodiments wherein the memory key comprises an
RDMA key.

Embodiment 10. A system according to any of the pre-
ceding embodiments wherein the memory key comprises a
DMA key.

Embodiment 11. A method {for eflicient interaction
between a host and a remote target, the method comprising;:

providing a host having a first operating system and a
remote target having a second operating system which
has PCI-type connectivity with the first operating sys-
tem; and

sharing at least one bufler, residing on the host, with the
remote target, including providing zero copy access, for
the target, to the at least one butler, thereby to provide
double-zero copy across plural operating systems.

Embodiment 12. A method according to any of the
preceding embodiments wherein at least one of the host and
target use Non-Transparent Bridge (N'TB) for inter-domain
communication through PCle interfaces.

Embodiment 13. A method according to any of the
preceding embodiments wherein an I/O Processing Unit
(IPU) including an array of ARM processor cores 1s
deployed between the host and the network, and wherein
SNAP TCP Storage on the ARM processor cores zero copies
PCle access from the Host using at least one XGVMI
memory key.

Embodiment 14. A method according to any of the
preceding embodiments and wherein a first copy operation
occurs from the host to the IPU, and a second copy occurs
from CPU memory to a TCP stack.

Embodiment 15. A method according to any of the
preceding embodiments and wherein the method includes
the following operations, thereby to increase IPOS and/or to
reduce latency and/or to reduce CPU utilization, by reducing
storage staging builer copies:

Operation 10. an application on a client host prepares a

remote data bufler B on the host’s local memory;

Operation 15. the host application requests an NVMe
driver C on the client host to write remote builer B to
a storage volume;

Operation 20. the NVMe driver C on the client host
prepares an NVMe request which points to builer B;

Operation 25. the host’s NVMe driver C posts the request
pointing to bufler B, to an NVMe emulated device D
managed via the DPU, and NVMe emulated device D
exposes an NVMe device, which NVMe emulated
device D emulates, to the client host;

Operation 30. NVMe emulated device D gives notifica-
tion, to a manager E of NVMe emulated device D, on
a DPU, that an NVMe request 1s ready, and Manager E
gets a copy of the NVMe request to Manager E’s local
memory;

Operation 35. Manager E understands, that the NVMe
request references buller B, which 1s part of the client
host memory, hence has a different PCle bus or func-
tion;

Operation 40. manager E starts a new request, on an
NVMe-TCP mitiator driver F running on the DPU, with
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attributes to execute this new request, and the new
request, or attributes thereof, include local request 1info

and contents of the remote data buller B;

Operation 50. NVMe-TCP 1nitiator driver F holds a
connected TCP socket to a target via a VMA TCP
user-space stack G, on the DPU;

Operation 53. NVMe-TCP mmitiator driver F passes, to
VMA TCP user-space stack G, the NVMe-TCP format-

ted headers of the request 1n the DPU local memory and
the headers may pass from NVMe-TCP initiator driver
F to VMA TCP user-space stack G via a BSD send( )
API;

Operation 57. NVMe-TCP mmitiator driver F passes, to
VMA TCP user-space stack G, contents of bufler B and

bufler B’s contents pass from NVMe-TCP 1nitiator
driver F to VMA TCP user-space stack G via extended
send API;

Operation 60. TCP user-space stack G manages the TCP
stack and the HW send queue to send the DPU memory
stream portion, and the host memory stream portion,
without copying bufler B, or the memory stream por-
tion/s, to a local PCle function bus:

Operation 70. NVMe-TCP mitiator dniver F gets a
NVMe-TCP response from the target about the NVMe-
TCP request which was sent; and

Operation 75. responsively, NVMe-TCP initiator driver F
releases bufler B as the relevant TCP stream portion 1n
VMA TCP user-space stack G was ACKed.

Embodiment 16. A method according to any of the
preceding embodiments wherein the IPU comprises a VMA,
and wherein the network stack 1dentifies a bufler storing data
which 1s to be sent over the network, using a memory key
in addition to a pointer.

Embodiment 17. A method according to any of the
preceding embodiments wherein the network stack extracts
data to be sent over the network, directly from the bufler
residing on the host which 1s 1n a different PCle domain.

Embodiment 18. A method according to any of the
preceding embodiments wherein the remote target 1s net-
worked to the host via a network of which the host 1s
unaware.

Embodiment 19. A system according to any of the pre-
ceding embodiments wherein an NTB (Non-Transparent
Bridge) 1s used to allow software on the second operating
system to access the host local bufler from the first operating
system.

Embodiment 20. A system according to any of the pre-
ceding embodiments wherein the NTB (Non-Transparent
Bridge) 1s used by a VMA on the second operating system.

Embodiment 21. A system according to any of the pre-
ceding embodiments wherein the network stack i1s config-
ured to i1dentity the bufler using a memory key rather than
a pointer.

Embodiment 22. A system according to any of the pre-
ceding embodiments wherein an NVMe-TCP mmitiator driver
passes the bufler’s contents to a TCP user-space stack in the
network stack.

Embodiment 23. A system according to any of the pre-
ceding embodiments wherein the second operating system
includes plural ARM CPUS.

Embodiment 24. A system according to any of the pre-
ceding embodiments wherein ARM based NVMe-TCP emu-
lation software passes the bufler to a TCP socket 1n the
VMA.

Embodiment 25. A system according to any of the pre-
ceding embodiments and wherein the second operating

10

15

20

25

30

35

40

45

50

55

60

65

6

system extracts data to be sent over the network, directly
from a bufler residing on the host which 1s 1n a different PCle
domain.

Embodiment 26. A system according to any of the pre-

ceding embodiments wherein the network stack comprises a
VMA.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a simplified block diagram illustration of a
system for cross bus memory mapping provided in accor-
dance with an embodiment of the invention.

FIGS. 2-5 are tables which may be used to create memory
keys.

DETAILED DESCRIPTION OF EMBODIMENTS

The term “memory key” (Mkey) as used herein, 1s
intended to include a context that has a pointer, and also has
additional attributes, e.g. of the pointer, that describe at least
one of the following: how to access the memory pointer (e.g.
read, write, atomic, all), which entity or entities can access
the pointer (e.g. protection keys), what translations may to
be done to provide virtual to physical mapping, and cross-
GVMI information, e.g. as described herein.

It 1s appreciated that pointers are known in the art of
computer programming, €.2. as described i Wikipedia’s
entry on “Pointer_(computer_programming)”’, and CPU’s
(and other peripheral devices) can handle data 11 they are 1n
registers or pointed to, by a pointer, 1n the memory space.
Memory keys are described, for example, in Mellanox.com/
related-docs/prod_software/
Mellanox_OFED_Linux_User_Manual_v4_3.pdf.

Mkeys and their creation are described for example, 1n 8
cllanox.com/related-docs/user_manuals/Ethernet_Adapter-
s_ Programming_Manual.pdf. for example, the CREAT-
E_MKEY command described in that manual generates new
Mkeys. The context of the new Mkey object may be taken
from an input mailbox. Typically, hardware provides an
Mkey index as an output parameter. This index may be used
by software as a handle when accessing this object.

VHCA 1s a Virtual Host Channel Adapter. VHCAs and
VHCA 1Ds are described inter alia in co-owned U.S. Pat.
No. 9,397,960B2, the disclosure of which 1s hereby incor-
porated by reference. Multiple context single logic virtual
host channel adapters are described 1n this Cisco patent:
https://patents.google.com/patent/US20080123672, the dis-
closure of which 1s hereby incorporated by reference. Hav-
ing plural virtual functions (VFs), each of which presents
itsell as an independent VHCA to a host, while only a single
HCA 1s observable by the network which 1s unaware of the
VHCAs, 1s known. Methods for sharing the same physical
port(s) among multiple VHCASs are known and are described
for example 1n download.lenovo.com/servers/mig/2020/05/
28/21936/mInx-Ilnvgy_dd_nic_cx.1b-5.0-2.1.8.0-
0_rhel7_x86-64.pdf on page 284.

The term “GVMI” aka Guest Virtual Machine Identifier
(GVMI) typically denotes a hardware structure; the GVMI
1s typically the name of a guest operating system, for a
virtual machine. An example GVMI 1s a vhca_id_aka
“VHCA ID” or VHCA 1dentifier.

The term “cross GMVI Mkey” refers to a hardware
structure which exists, for example, in Connect®X6DX,
which 1s described 1n the following www link: nvidia.com/
en-us/networking/ethernet/Mellano-6-dx. The terms
XGVMI, cross GVMI and cross-domain GVMI are used

herein generally interchangeably. It 1s appreciated that net-
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work adaptors, like the Connect®X6Dx, have HW parts
which support a cross GVMI Mkey, operating in conjunction
with firmware running on the internal cores. This firmware
typically exposes a protected command interface docu-
mented by the Programmer’s Reference Manual aka PRM
available here: Mellanox.com/related-docs/user manuals/
Ethernet__Adapters_Programming_Manual.pdf.

It 1s appreciated, however, that any suitable Ethernet
network adapter driver may be used, which supports a cross
GVMI Mkey as described. This firmware’s code may take a
command and map that command into HW configurations.
This 1s but an example implementation, which provides
flexibility 1n terms of keeping the command 1dentical, even
when a new hardware version comes out. In device APIs

implemented by the above firmware, this may be exposed as:
“CREATE MKEY with access mode=0x6: CROSS-

ING_VHCA_MKEY”™

FI1G. 1 illustrates a system for cross bus memory mapping
which typically facilitates storage NVMe emulation over
NVMe-TCP acceleration according to an embodiment of the
invention. The system of FIG. 1 typically includes all or any
appropriate subset of the following:

a client application, aka “performance application” or
perl, on a host, aka client host. It 1s appreciated that
soltware residing on the host operating system 1n FIG.
1, typically controls the operations 10-75 described

hereinbelow;
a DPU (BlueField® for example)

an NVMe dnver on the client host (aka host’s NVMe
driver C);

NVMe-TCP mitiator driver F running on the DPU;

VMA TCP user-space stack, G, on the DPU;

a VHCA;

GVMIs A and B, typically implemented in hardware,
either or both of which may be replaced by VHCAs;
typically, GVMI A i1s defined as a network device.
Typically, GVMI B comprises an NVMe emulated
(PCle, e.g.) device which exposes an NVMe device to
the client host, and 1s managed via the DPU;

soltware on the second operating system (e.g. Blue-
Field®) to access host local bufler from the first oper-
ating system;

TCP socket 1n the VMA; and

NVMe-TCP emulation software which passes a bufler B
to VMA TCP socket which may be implemented on or
as SNAP®.

A cross-GVMI memory key aka cross-GVMI-Mkey 1s
configured to take a bufler from one GVMI e.g. GVMI A,
and use that same bufler on the other side with the 2nd
GVMI e.g. GVMI B.

A DPU 1s one possible example of a data processor,
typically a system on a chip, aka SoC, which typically
includes:

a soltware-programmable, multi-core CPU, which may
have ARM architecture, typically coupled to other SoC
components, and/or

a high-performance network interface for parsing, pro-
cessing and transferring data e.g. to GPUs and/or
CPUs, at the speed of the rest of the network (aka line
rate); and/or

programmable acceleration engines that offload, thereby
to 1mprove performance of, applications for, say, Al
and/or machine learning and/or security and/or tele-
communications and/or storage.

It 1s appreciated that certain embodiments herein are

advantageous 1n reduction of latency and CPU usage
incurred from copy overhead of the NVMe payload from
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Host (e.g. X86) memory to a TCP packet payload managed
from the DPU CPU cores NVMe emulation software (e.g.
SNAP®).

Typically, the NVMe emulation software (e.g. SNAP®)
configures the network interface card (NIC) hardware to
send at least one NVMe-TCP packet, such that the TCP
header 1s gathered from the local DPU memory, whereas the
TCP payload 1s gathered directly from the host (X86)
memory on a remote PCle bus. Thus, up to two skipping
copy and staging buflers are obviated or skipped.

A particular advantage of certain embodiments 1s that the
network interface card (NIC) hardware typically gathers a
single packet from plural memory addresses spread across
plural PCle buses. Software 1s used to translate and/or map
and/or manage these memory addresses from their respec-
tive PCle buses, and the hardware 1s configured accordingly,
to send such packets.

The BlueField®-2 1/O Processing Unmit (IPU) 1s a System-
on-Chip (SoC) which includes a SmartNIC e.g. Con-
nectX®-6 Dx, an array of ARM processor cores, high
performance memory interfaces, and flexible processing
capabilities. The SmartNIC may include hardware ofiload
engines having IPsec and inline TLS data-in-motion cryp-
tography, and/or network virtualization, and/or RDMA over
Converged Ethernet (RoCE), and/or NVMe over Fabrics
(NVMe-oF) storage accelerations, e.g. as described online
in: mellanox.com/news/press_release/mellanox-introduces-
revolutionary-connectx-6-dx-and-bluefield-2-secure-cloud-
smartnics-and-10. An ARM processor 1s a CPU based on
Advanced RISC Machines (ARM)’s RISC (reduced nstruc-
tion set computer) architecture e.g. as described online 1n:
whatis.techtarget.com/definition/ ARM-processor#:~:
text=An%20ARM%20processor%201s%200ne,
b1t%20RISC%20mult1%2Dcore %20processors.

The system of FIG. 1 may be used in conjunction with
known technologies such as SNAP® and/or VMA and/or
TCP sockets and/or libibverbs, and/or BlueField® {for
example, but these are not mtended to be limiting. For

example, the second operating system 1n FIG. 1 may include
plural ARM CPUs as described herein, an array of ARM

processor cores (such as an NVIDIA® BlueField® IPU aka
BlueField® (ARM)), or, alternatively, may not be ARM
based at all, and may instead may, say, be X86 or may be
based on any other suitable CPU architecture.Mellanox
NVMe SNAP® (Software-defined Network Accelerated
Processing) 1s an example of a framework or technology
which enables hardware-accelerated virtualization of NVMe
storage ¢.g. by emulating a block storage device to a host.
For example, an NVMe drive on a PCle bus may be
emulated, thereby making networked storage look like a
local NVMe SSD. A host OS/Hypervisor may make use of
its standard NVMe driver, which 1s unaware that the com-
munication 1s terminated by the NVMe SNAP® rather than
by a physical dnive. Logic may then be applied to the data
via the NVMe SNAP® and transmitted over the network to
a storage target, €.g. on an Ethernet or InfiniBand protocol.
Alternatively, any other suitable technology which imple-
ments in-hardware storage virtualization, and/or enables
optimization of storage resources for CAPEX and OPEX
savings, and/or 1s configured to free up computer node CPU
resources by oflloading both networking and storage data
paths, and preferably enables integration into any storage
solution based on any network protocol, may be employed.
Regarding [copy #2], it 1s appreciated that this online link:
kernel.org/doc/html/v4.15/networking/msg_zerocopy.html
provides a Linux socket definition of the Zerocopy flags.
The TCP stack implementation (VMA) may add support for
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sends with MSG_ZEROCOPY flag. The implementation of
the send( ) call with the MSG_ZEROCOPY flag may use the

application buller pointer as a reference, without copying 1t
into an intermediate bufler. The TCP stack may manage the
reference bulfler pointer for the sending of the TCP packet,
and may only release the reference on the bufler once a TCP

ACK 1s received covering the entire send bufler size. The

TCP socket owner (SPDK imitiator) may call send with

MSG_ZEROCOPY when supported by the TCP stack
implementation (VMA). The implementation of the caller of

the send( ) with the MSG_ZEROCOPY may place the sent

butler aside until an indication 1s recetved that the TCP stack
completed the send, and received an acknowledgement.
Re [copy #1] which may comprise a Zerocopy SNAP®

(¢.g. host—=BlueField®), an API may be added to the TCP
stack (e.g. VMA) to provide the cross GVMI Mkey, so that
VMA can later detect a marked physical address (aka “PA™)

as host memory, and may use this cross-domain GMVI
memory key for the PCle gathered in HW. SNAP® prepar-
ing cross GVMI Mkey may pass the cross GVMI Mkey to
VMA 1n TCP socket initialization. Signaling the TCP bufler
as “‘external host memory” which may require the cross
GVMI Mkey between SNAP® and (say) VMA, may be
done by suitably marking the external host bufler pointer.
For example, the MSB of the physical address may be set
accordingly. Logic may be added in (say) VMA to detect
marked PA as host external memory bufler, and may use the
cross GMVI VMA to set the Mkey) to the hardware with
data bufler SGE on raw QP (SQ/TIS) with the cross GVMI
Mkey.

For simplicity, this specification refers to SNAP™ by way
of example. However, such references are not intended to be
limiting, and, more generally, any storage device emulator
(c.g. a smartNIC service) which emulates an NVMe (or
virtio-blk) storage PCle device to the host by exposing a
storage PCle device interface to a host (or enabling access
by the host to the storage PCle device) may be employed.

The following method of operation 1s provided, either
standalone or in conjunction with the system of FIG. 1, or
more generally with all or any subset of the following:

A. an application on a client host (aka host application A)

B. a data bufler on client host memory (aka bufler B)

C. an NVMe driver on the client host (aka host’s NVMe

driver C)

D. an NVMe emulated device (exposes NVMe device to

client host, and managed via the DPU)

E. NVMe emulated device manager on DPU e.g. SNAP®

F. NVMe-TCP imitiator driver F running on, say, the DPU

G. a VMA (say) TCP user-space stack, G, which may be

on the DPU.

The method typically includes all or any subset of the
tollowing operations, suitably ordered, e.g. as follows:

Operation 10. An application on a client host prepares a

remote data buill

er B on the host’s local memory;

Operation 15. the host application requests an NVMe
driver C on the client host to write remote bufler B to
a storage volume;

Operation 20. host’s NVMe driver C prepares an NVMe
request which points to builer B;

Operation 25. host’s NVMe drwer C posts the request

pointing to bufler B, to an NVMe emulated device D
managed via the DPU, and NVMe emulated device D

exposes an NVMe device, which NVMe emulated
device D emulates, to the client host;

Operation 30. NVMe emulated device D gives notifica-
tion, to a manager E of NVMe emulated device D, on
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a DPU, that an NVMe request 1s ready, and Manager E
gets a copy of the NVMe request to Manager E’s local
memory;

Operation 335. Manager E understands, e.g. by accessing,
the copy of the NVMe request one Manager E’s local
memory, that the NVMe request references buller B,
which 1s part of the client host memory, hence has a
different PCle bus or function;

Operation 40. manager E starts a new request, on an
NVMe-TCP imitiator driver F running on the DPU, with
attributes to execute this new request, and the new
request, or attributes thereof, include local request 1nfo
and contents of the remote data bufler B;

Operation 50. NVMe-TCP mitiator driver F holds a
connected TCP socket to a target via a VMA (say) TCP
user-space stack G, on the DPU;

Operation 33. NVMe-TCP mitiator driver F passes, to
VMA TCP user-space stack G, the NVMe-TCP format-
ted headers of the request in the DPU local memory,

and the headers may pass from NVMe-TCP itiator
driver F to VMA TCP user-space stack G via a BSD

send( ) API;

Operation 57. NVMe-TCP mitiator driver F passes, to
VMA TCP user-space stack G, contents of bufler B.
Bufler B’s contents may pass from NVMe-TCP 1nitia-
tor driver F to VMA TCP user-space stack G wvia
extended send API; thus the VMA becomes able to ID
(1dentify) the builer, using a memory key rather than a
pointer.

Operation 60. VMA TCP user-space stack G manages the
TCP stack and the HW send queue to send the DPU
memory stream portion, and the host memory stream
portion, without copying bufler B, or the memory
stream portion/s, to a local PCle function bus;

Operation 70. NVMe-TCP imitiator driver F gets a
NVMe-TCP response from the target about the NVMe-
TCP request which was sent; and

Operation 75. responsively, NVMe-TCP mitiator driver F
releases bufler B as the relevant TCP stream portion in
VMA TCP user-space stack G that was ACKed.

Many variations are possible, relative to the specific
embodiments described herein merely by way of example.
To give just a few examples:

The system and methods herein may be incorporated 1nto
any suitable system such as, for example, SNAP,
NVIDIA Mellanox Rivermax® or VMA. Yet, 1t 1s
appreciated that use of VMA 1s but one possible
embodiment. VMA 1s one possible TCP/IP stack solu-
tion, but, alternatively, 1n a non-VMA solution, a TCP/
IP stack may be provided which i1s modified e.g. as
described herein, to handle the cross GVMI Mkey. It 1s
appreciated that VMA (or Mellanox Messaging Accel-
erator) 1s an example of a network stack; other
examples include but are not limited to Linux TCP
stack, mTCP, Seastar, and other network stacks
described online, e.g. on DPDK’s ecosystem page
which 1s available online at the following link:
dpdk.org/ecosystemy/.

Also, this mvention 1s not specific to PCI-type connec-
tivity (e.g. to PCI or PCle connectivity specifically), and
may be extended to busses other than PCI and PCle.

Also, any suitable method may be employed to create
memory keys. For example, FIGS. 2, 3, 4, 5 represent tables
226-229 1n mellanox.com/related-docs/user manuals/Ether-
net_Adapters_Programming Manual.pdf. These respec-
tively represent an example CREATE_MKEY input struc-
ture layout (FIG. 2), example CREATE_MKEY input
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structure field descriptions (FIG. 3), example CREAI-
E_MKEY output structure layout (FIG. 4) and example
CREATE_MKEY output structure field descriptions (FIG.
5).

Also, an NTB (Non-Transparent Bridge)-based method
may replace the use of a cross-domain GVMI memory key
aka “cross GVMI Mkey” as described herein, e.g. by pro-
viding software which 1s configured to allow VMA to use
NTB to (as in the cross GVMI Mkey solution), allowing,
soltware on the second operating system (e.g. BlueField®)
to access the host local buffer from the first operating
system.

Also, as described, according to certain embodiments, the
VMA extracts data to be sent over the network, directly from
the bufler residing on the host which 1s 1n a different PCI or
PCle domain. Any suitable implementation may be
employed to cause the VMA to do this. For a storage related
solution, the application on the host may perform all or any
suitable subset of the following:

Stage a. Open the storage volume (e.g.: open(“path”)) on

the emulated NVMe: and/or

Stage b. Allocate local memory (e.g.: malloc( ) and write

its data mnto the allocated memory block [e.g. as
described herein with reference to Operation 10] and/or

Stage ¢. Write( ) to the opened file [e.g. as described

herein with reference to Operation 15]; and/or

Stage d. A kernel driver may handle the write( ) call and

may prepare a NVMe capsule with butler B, typically
from stage b, e.g. as described herein with reference to
Operation 20.

The term non-transparent, as used herein, 1s 1 contradis-
tinction to connectivity, which 1s “transparent”. For
example, a PCle NTB (Non-Transparent Bridge) may be
used to provide connectivity between plural CPUs, GPUs
and FPGAs. When a PCle (transparent) Bridge 1s used, all
PCle busses, all the way to all the Endpoints, are visible to
a given Root Complex. In contrast, a bridge which 1is
non-transparent forwards PCle tratlic between separate PCle
busses and each root complex, RC, sees the NTB (Non-
Transparent Bridge) as an Endpoint device, whereas the root
complex and devices on the other side of the bridge are not
visible to RC, e.g. as described at the following online
location:  missinglinkelectronics.com/devzone/index.php/
tpga-debug-ntb.

VMA (Voltaire Messaging Accelerator) 1s an example
data acceleration technology. NVIDIA’s VMA, released as
Open Source, boosts performance of message-based and
streaming applications across a wide range of industries
such as, for example, High-Frequency Trading (HFT) plat-
forms and Web 2.0 clusters. VMA exposes standard socket
APIs with kernel-bypass architecture, enabling user-space
networking for Multicast, UDP unicast, and TCP streaming.
VMA can be used out-of-the-box, e.g. due to built-in pre-
configured profiles for, say, latency and streaming. VMA 1s
described at the following online locations: docs.mellanox-
.com/category/vma and docs.mellanox.com/display/
VMAv911/Introduction+to+VMA; 1t 1s appreciated that
other acceleration technologies may include but a subset of
the characteristics, properties and functionalities that VMA
provides.

The disclosures of all publications and patent documents
mentioned in the specification, and of the publications and
patent documents cited therein directly or indirectly, are
hereby incorporated by reference, other than subject matter
disclaimers or disavowals.

It 1s appreciated that software components of the present
invention may, if desired, be implemented 1n ROM (read
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only memory) form. The software components may, gener-
ally, be implemented 1n firmware or hardware, 11 desired,
using conventional techniques. It 1s further appreciated that
the software components may be instantiated, for example:
as a computer program product, or on a tangible medium. In
some cases, 1t may be possible to instantiate the software
components as a signal interpretable by an approprate
computer, although such an instantiation may be excluded 1n
certain embodiments of the present invention.

It 1s appreciated that various features of the invention
which are, for clarity, described in the contexts of separate
embodiments, may also be provided 1n combination 1n a
single embodiment. Conversely, various features of the
invention which are, for brevity, described 1n the context of
a single embodiment, may also be provided separately, or 1n
any suitable sub-combination.

It will be appreciated by persons skilled 1n the art that the
present invention 1s not limited by what has been particu-
larly shown and described hereinabove. Rather, the scope of
the invention 1s defined by the appended claims and equiva-
lents thereof.

The mmvention claimed 1s:

1. A computerized system for eflicient interaction between
a host, the host having a first operating system, and a second
operating system, the system comprising:

a subsystem on the second operating system which
extracts data directly from a bufler which 1s local to the
host, wherein the system 1s operative for mapping
memory from one bus associated with the first operat-
ing system to a different bus, associated with the second
operating system and from which different bus the
memory 15 accessed, thereby to emulate a connection
between the first and second operating systems by
cross-bus memory mapping to reduce a number of copy
operations 1 a memory transaction involving the
memory,

wherein the subsystem includes NVMe emulation soft-
ware and a TCP software stack which cooperate to
provide the cross-bus mapping by allowing a cross
device memory key that identifies the bufler to pass
through plural software layers, thereby to allow soft-
ware on the second operating system to access the
bufler.

2. A system according to claim 1, wherein the first
operating system has PCI-type connectivity, including plural
layers, to the second operating system.

3. A system according to claim 1, wherein the bufler,
which 1s local to the host, resides on the host.

4. A system according to claim 1, further comprising an
application on the host which:

opens a storage volume on an emulated NVMe, thereby to
provide an opened file;

allocates a memory block 1in local memory and writes data
of the bufler into the memory block;

writes to the opened file thereby to define a write call; and

provides a kernel driver which handles the write call and
prepares an NVMe capsule with said builer.

5. A system according to claim 1, wherein the first
operating system 1s also configured to control operations,
thereby to allow the cross device memory key to pass
through the plural software layers, wherein said operations
comprise:

posting, by the host’s NVMe driver, a request pointing to
the buller to an NVMe emulated device managed via a
DPU, and exposing, by the NVMe emulated device, an
NVMe device to the host;
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providing a notification, by the NVMe emulated device to
a manager of the NVMe emulated device on the DPU,
that an NVMe request 1s ready, and obtaining, by the
manager ol the NVMe emulated device, a copy of the
NVMe request on local memory of the manager of the
NVMe emulated device;:
accessing, by the manager of the NVMe emulated device,
the copy of the NVMe request on the local memory to
determine that the NVMe request references the buller
which has a difterent PCle bus or function;
starting, by the manager of the NVMe emulated device, a
new request on an NVMe-TCP mitiator driver runming,
on the DPU, with attributes to execute this new request,
wherein the new request, or attributes thereof, include
local request info and contents of the bufler which 1s
remote;
holding, by the NVMe-TCP mitiator driver, a connected
TCP socket to a target via a TCP user-space stack on the
DPU;

passing, by the NVMe-TCP mitiator driver to the TCP
user-space stack, NVMe-TCP formatted headers of the
new request 1 the local memory via a BSD send API;

passing, by the NVMe-TCP mitiator driver to the TCP
user-space stack, contents of the buller via an extended
send API;

managing, by the TCP user-space stack, the TCP user-

space stack and a send queue to send a DPU memory
stream portion, and a host memory stream portion,
without copying the bufler and the memory stream
portions to a local PCle function bus;

obtaining, by the NVMe-TCP mitiator driver, a NVMe-

TCP response from the target about the new request
which was sent; and

responsively, releasing, by the NVMe-TCP initiator

driver, the bufler as the relevant TCP stream portion 1n
the TCP user-space stack.

6. A system according to claim 1, wherein the cross device
memory key comprises an RDMA key.

7. A system according to claim 1, wherein the cross device
memory key comprises a DMA key.

8. A method for eflicient interaction between a host and a
remote target, the method comprising:

providing a host having a {first operating system and a

remote target having a second operating system which
has PCI-type connectivity with the first operating sys-
tem; and

sharing at least one buller, residing on the host, with the

remote target, including providing zero copy access for
the remote target to said at least one buller, thereby to
provide double-zero copy across the first and second
operating systems to reduce a number of copy opera-
tions for a memory transaction between the host and the
remote target, wherein an I/O Processing Unit (IPU)
including an array of ARM processor cores 1s deployed
between the host and the remote target, and wherein
storage on the ARM processor cores zero copies PCle
access from the host using at least one memory key that
identifies the at least one buliler.

9. A method according to claim 8, wherein at least one of
the host and the remote target use Non-Transparent Bridge
(NTB) for mter-domain communication through PCle inter-
faces.

10. A method according to claim 8, and wherein a {first
copy operation occurs from the host to the IPU, and a second
copy occurs from CPU memory of the IPU to a TCP stack.

11. A method according to claim 10, wherein the method
includes the following operations, thereby to increase IPOS
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and/or to reduce latency and/or to reduce CPU utilization, by
reducing storage staging butler copies:
posting, by the host’s NVMe driver, a request pointing to
the bufler to an NVMe emulated device managed via a
DPU, and exposing, by the NVMe emulated device, an
NVMe device to the host;

providing a notification, by the NVMe emulated device to
a manager of the NVMe emulated device on the DPU,
that an NVMe request 1s ready, and obtaining, by the
manager of the NVMe emulated device, a copy of the
NVMe request on local memory of the manager of the

NVMe emulated device;

accessing, by the manager of the NVMe emulated device,
the copy of the NVMe request on the local memory to
determine that the NVMe request references the butler
which has a different PCle bus or function;

starting, by the manager of the NVMe emulated device, a
new request on an NVMe-TCP mitiator driver runming
on the DPU, with attributes to execute this new request,
wherein the new request, or attributes thereof, include
local request info and contents of the buller which 1s

remote;
holding, by the NVMe-TCP imtiator driver, a connected

TCP socket to the remote target via a TCP user-space
stack on the DPU;

passing, by the NVMe-TCP mitiator driver to the TCP
user-space stack, NVMe-TCP formatted headers of the
new request i the local memory via a BSD send API;

passing, by the NVMe-TCP mitiator driver to the TCP
user-space stack, contents of the bufler via an extended
send API;

managing, by the TCP user-space stack, the TCP user-
space stack and a send queue to send a DPU memory
stream portion, and a host memory stream portion,
without copying the bufler and the memory stream
portions to a local PCle function bus;

obtaining, by the NVMe-TCP mitiator driver, a NVMe-

TCP response from the remote target about the new
request which was sent; and

responsively, releasing, by the NVMe-TCP initiator

driver, the bufler as the relevant TCP stream portion 1n
the TCP user-space stack.

12. A method according to claim 8, wherein the IPU
identifies the builer further using a pointer.

13. A method according to claim 12, wherein the IPU
extracts data directly from the bufler residing on the host
which 1s 1n a different PCle domain.

14. A method according to claim 8, wherein the remote
target 1s networked to the host via a network of which the
host 1s unaware.

15. A system according to claim 1, wherein an NTB
(Non-Transparent Bridge) i1s used to allow software on the
second operating system to access the buller from the first
operating system.

16. A system according to claim 1, wherein an NVMe-
TCP imtiator driver passes the builer’s contents to a TCP
user-space stack i the TCP stack.

17. A system according to claim 16, wherein said second
operating system 1ncludes plural ARM CPUs.

18. A system according to claim 17, wherein the NVMe-
TCP emulation software 1s ARM-based and passes the buller
to a TCP socket.

19. A system according to claim 2, wherein the host 1s 1n
a different PCle domain.
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