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(57) ABSTRACT

Pipeline-based techniques for system configuration manage-
ment are provided. For example, a method comprises, 1n a
pipeline-based system comprising a set of one or more
pipelines, for a given one of the set of one or more pipelines,
collecting a set of one or more configuration datasets respec-
tively associated with a set of one or more elements of an
information processing system, wherein each of the con-
figuration datasets of the collected set of one or more
configuration datasets 1s specific to the respective element of
the information processing system from which 1t 1s col-
lected; executing a set of one or more configuration checks
on the set of one or more configuration datasets; receiving a
set of one or more output results from the executed one or
more configuration checks; and generating at least one
report from the one or more output results.
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PIPELINE-BASED SYSTEM FOR
CONFIGURATION CHECKING AND
REPORTING ASSOCIATED WITH AN
INFORMATION PROCESSING SYSTEM

FIELD

The field relates generally to information processing

systems, and more particularly to configuration checking
and reporting in information processing systems.

BACKGROUND

Monitoring and managing the operational health of an
information processing system such as, by way of example,
a hardware component, an equipment rack, an appliance, a
solftware component, or even a data center itself, 1s an
important part of system configuration management. How-
ever, current solutions are cumbersome for customers and/or
support engineers and lack flexibility to adapt for system
configuration changes.

SUMMARY

[lustrative embodiments provide a pipeline-based tech-
nique for system configuration management.

For example, 1n one illustrative embodiment, a method
comprises, 1n a pipeline-based system comprising a set of
one or more pipelines, for a given one of the set of one or
more pipelines, collecting a set of one or more configuration
datasets respectively associated with a set of one or more
clements of an information processing system, wherein each
of the configuration datasets of the collected set of one or
more configuration datasets 1s specific to the respective
clement of the information processing system from which 1t
1s collected; executing a set of one or more configuration
checks on the set of one or more configuration datasets;
receiving a set ol one or more output results from the
executed one or more configuration checks; and generating
at least one report from the one or more output results.

Further i1llustrative embodiments are provided 1n the form
of non-transitory computer-readable storage medium having
embodied therein executable program code that when
executed by a processor causes the processor to perform the
above steps. Still further illustrative embodiments comprise
an apparatus with a processor and a memory configured to
perform the above steps.

Advantageously, illustrative embodiments provide a con-
figuration check pipeline and methodology to execute sys-
tem configuration checks and generate reports using com-
mands combined with system utilities to enhance system
confliguration management capabilities.

These and other features and advantages of embodiments
described herein will become more apparent from the
accompanying drawings and the following detailed descrip-
tion.

BRIEF DESCRIPTION OF TH.

(L]

DRAWINGS

FI1G. 1 1llustrates an information processing system opera-
tively coupled to a pipeline system configuration checking
and reporting engine according to an illustrative embodi-
ment.

FI1G. 2 1llustrates an example of an information processing,
system 1n the form of a software-defined, scalable storage
and compute system with which one or more illustrative
embodiments may be implemented.
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FIG. 3 illustrates a pipeline system configuration check-
ing and reporting engine according to an illustrative embodi-

ment.

FIG. 4 illustrates an installation and execution environ-
ment of a pipeline system configuration checking and report-
ing engine according to an illustrative embodiment.

FIG. 5 illustrates an example of a configuration check
report according to an illustrative embodiment.

FIG. 6 1llustrates a pipeline system configuration check-
ing and reporting methodology according to an 1illustrative
embodiment.

FIG. 7 illustrates a processing platform used to implement
an information processing system with pipeline system
configuration checking and reporting functionalities accord-
ing to an illustrative embodiment.

DETAILED DESCRIPTION

[llustrative embodiments will be described herein with
reference to exemplary information processing systems and
associated host devices, storage devices, network devices
and other processing devices. It 1s to be appreciated, how-
ever, that these and other embodiments are not restricted to
the particular illustrative system and device configurations
shown. Accordingly, the term “information processing sys-
tem™ as used herein 1s intended to be broadly construed, so
as to encompass, for example, processing systems compris-
ing cloud computing and storage systems, as well as other
types ol processing systems comprising various combina-
tions of physical and virtual processing resources. An nfor-
mation processing system may therefore comprise, for
example, at least one data center (or part thereof) or other
cloud-based system (or part thereof) that includes one or
more clouds hosting multiple tenants that share cloud
resources. Numerous diflerent types of enterprise computing
and storage systems are also encompassed by the term
“information processing system’ as that term 1s broadly used
herein.

It 1s realized herein that the overall health of an informa-
tion processing system such as, by way of example, an
equipment rack, a hardware component, an appliance, a
soltware component, or even a data center including a
soltware-defined storage system, requires ensuring that best
practices are applied and that critical 1ssues are remediated.

[lustrative embodiments provide a configuration check
pipeline methodology that executes system configuration
checks and generates reports using commands combined
with system utilities to enhance system configuration man-
agement capabilities. For example, as shown 1n an opera-
tional environment 100 in FIG. 1, an information processing
system 102 1s operatively coupled to a pipeline system
configuration checking and reporting engine 104 according
to an illustrative embodiment. As will be further explained,
in one or more illustrative embodiments, pipeline system
configuration checking and reporting engine 104 1s config-
ured to validate the configuration of information processing
system 102 (or parts thereot) based on best practices to avoid
data unavailability and data loss for the information pro-
cessing system 102.

A non-limiting set of use case examples for which pipe-
line system configuration checking and reporting engine 104
can provide configuration checking and reporting with
respect to information processing system 102 includes:
pre-qualification of hardware components and capabilities
as part of a data center readiness review; post install veri-
fication of best practices by field engineers; mspection of
best practices by support engineers assigned to solve cus-
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tomer 1ssues; proactive monitoring of overall health of the
system; brownfield adoption to learn the existing configu-
ration before deployment/migration; and cluster expansion.
In immformation technology (IT), a brownfield deployment 1s
an installation and configuration of new hardware or sofit-
ware that needs to or otherwise should coexist with legacy
IT systems (in contrast, a greenfield deployment 1s an
installation and configuration of new hardware or software
that 1s not dependent on legacy IT systems).

Challenges within these 1llustrative use cases are realized
to exist. For example, support engineers follow documen-
tation to perform installation and remediation but still
require a systematic way to validate their work against best
practices belore leaving the customer site. Also, not every
support/ficld engineer 1s equal in technical competency.
Further, most major releases of an information processing
system come with an opimonated configuration of an engi-
neered solution. These and other challenges render existing,
configuration tools diflicult, ineflective or otherwise lacking
In some manner.

FI1G. 2 1llustrates an example of an information processing,
system 200 1n the form of a software-defined, scalable
storage and compute system with which one or more 1llus-
trative embodiments may be implemented. It 1s to be under-
stood that pipeline system configuration checking and
reporting functionalities described herein are not limited to
use with information processing system 200.

More particularly, information processing system 200
depicts a set of equipment racks 202-1, 202-2, 202-3 and
202-4. Fach equipment rack 202 is configured with a set of
resources 1ncluding one or more of compute resources
(represented by a square symbol), storage resources (repre-
sented by a disk symbol), combination resources (repre-
sented by square and disk symbols), and others (e.g., net-
working resources not shown expressly shown). The set of
equipment racks are managed by a system manager 204 to
enable configuration of the rack and 1ts resources to support
an on-demand execution environment to host systems such
as a database and 1ts operating system, sets of wvirtual
machines (VMSs) and their hypervisors, and a container and
its operating system to execute a set of application programs
(Apps). By way of example only, the set of equipment racks
202-1, 202-2, 202-3 and 202-4 can be part of a data center.
One example of such a set of equipment racks and a system
manager that comprise information processing system 200 1s
the VxFlex® or PowerFlex® (commercially available from
Dell EMC, Hopkinton Mass.) integrated rack system. The
VxFlex® or PowerFlex® integrated rack 1s a flexible hyper-
converged infrastructure (HCI) rack-scale system with 1nte-
grated networking that supports heterogeneous IT environ-
ments. HCI enables compute, storage and networking
functions to be decoupled from the underlying infrastructure
and run on a common set of resources including industry
standard compute, storage and networking components, €.g.,
deployed within the set of equipment racks 202-1, 202-2,
202-3 and 202-4.

In some 1llustrative embodiments, pipeline system con-
figuration checking and reporting engine 104 1s 1mple-
mented 1n part or in whole within system manager 204. In
alternative embodiments, pipeline system configuration
checking and reporting engine 104 1s implemented 1n part or
in whole outside system manager 204.

FIGS. 3 and 4 illustrate a pipeline system configuration
checking and reporting engine and corresponding environ-
ment according to an illustrative embodiment. The elements
depicted 1n FIGS. 3 and 4 are part of an illustrative embodi-
ment of the pipeline system configuration checking and
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reporting engine 104 of FIG. 1. (and as mentioned above, in
some 1llustrative embodiments, may be implemented 1n part
or 1n whole 1n system manager 204 of FIG. 2).

As mentioned above, illustrative embodiments provide
configuration check pipelines to build system configuration
checks and generate reports using commands combined with
system ufilities to enhance system configuration manage-
ment capabilities. FIG. 3 1llustrates a definition of a example
pipeline system 300 comprising several components,
according to 1illustrative embodiments, as will be further
explained below.

Note that pipeline system 300 depicts a plurality of
pipelines 301-1 through 301-M, wherein M represents the
number of pipelines generated for a given configuration
checking use case. Thus, 1t 1s understood that components
302 through 310 (or a subset thereof), as are shown 1n
pipeline 301-1 and as will be described below, are also
present 1n each other pipeline that i1s generated (e.g., M
pipelines).

Data collector 302 1s configured to collect data from the
information processing system (e.g., 200) with which the
pipeline system configuration checking and reporting engine
1s operatively coupled. In illustrative embodiments, data
collector 302 1s at least one of multiple types of collectors.
By way of example only, data collector 302 1s a structured
query language (SQL) collector or a time series collector to
query data from an existing database, e.g., see database
implemented 1n equipment rack 202-1 of FIG. 2. Further, 1n
some 1llustrative embodiments, data collector 302 1s a
HyperText Transport Protocol (HT'TP) collector to invoke a
Representational State Transter (REST) application pro-
gramming interface (API) to obtain live (1.e., real-time) data
from switches/servers of the information processing system,
¢.g., as may be deployed i one or more of the set of
equipment racks 202-1, 202-2, 202-3 and 202-4 of FIG. 2.
Still further, in some illustrative embodiments, data collector
302 1s an Ansible (Redhat) collector to execute a playbook
for a complex task to deploy operating system (OS) tools on
hosts and execute commands to generate data. Ansible 1s an
open-source software provisioning, configuration manage-
ment, and application-deployment tool enabling infrastruc-
ture as code. In some embodiments, data collector 302
comprises multiple ones of the data collectors mentioned
above. Alternative embodiments are not limited to any
particular individual or set of data collectors.

Formatter 304 1s configured to leverage operating system
and open source utilities such as the utilities of the infor-
mation processing system (e.g., system 200) from which
data collector 302 collects raw data. In some illustrative
embodiments, formatter 304 comprises a JQQ functionality.
JQ 1s a lightweight and flexible command-line JavaScript
Object Notation (JSON) processor that enables slicing,
filtering, mapping and transforming of raw data into struc-
tured data sets. Other data transformation tools other than JQ)
can be used alternatively or additionally in other embodi-
ments, e.g., SED, CURL, etc.

Note that in the illustrative embodiment of FIG. 3, as
depicted by the cascaded blocks 305-1 through 305-N
surrounding data collector 302 and formatter 304, there are
a series of N data collectors 1n a given pipeline, one for each
device (e.g., OS, switch, etc.) being monitored in the mnfor-
mation processing system, and each of which generates data
in a device specific format (e.g., 1 son, xml, text output etc.).
Thus, there are also a series of N formatters used to
respectively transform device specific data mto a more
structured format (e.g., tabular format with rows and col-
umns) so that the other components of pipeline can more
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casily/consistently process the data. N can be the number of
different configuration resources being monitored by pipe-
line 301-1 (in some cases the resources may be homoge-
neous and other cases they may be heterogeneous).

The component of the pipeline following the different sets
of data collector/formatter, 1.e., aggregator 306, 1s singular
and 1s configured to cross join, as needed, two or more data
sets received from two or more formatters (304) using a
standard data merge operation. Assume 1n one use case,
there are two data collectors (302), a TOR switch collector
and a spine/leal switch collector. The aggregator 306 joins
formatted data from the two switches to provide a holistic
view to checker 310. The checker rules are defined across
the switches, e.g., to ensure that a jumbo frame (e.g.,
maximum transmission unit or MTU) 1s set up correctly in
all switches for a virtual local area network (VLAN). By
way ol example only, see check #VXFMO00007 1n table 500
of FIG. 5 where 1t 1s assumed that data 1s collected from
nodes, vCenter and switches to ensure that the correct MTU
1s set at the network interface all the way from host to the
virtual switch at vCenter to the TOR switch. Note that MTU
1s the size of the largest protocol data umit (PDU) that can be
communicated 1n a single network layer transaction. Other
examples of aggregation that can be performed by aggre-
gator 306 include, but are not limited to, aggregating hard-
ware inventory from a set of nodes and then checking 1f all
nodes have a consistent setting.

Filter 308 receives merged data from aggregator 306 and
1s configured to select parts of the merged data as needed.
For example, when the merged data i1s part of a database
table, filter 308 1s configurable to select one or more rows
and/or one or more columns of the database table based on
some predefined conditions. Furthermore, filter 308 (which
may be one of multiple filters 1n pipeline 301-1 as will be
explained below) 1s used to pick one or more specific
attributes on which a check rule can be applied. For
example, a data collector for a disk drive’s SMART attri-
butes produces ten rows, one for each disk, with columns
such as Read FError Rate, Throughput Performance, Power
on Hours, etc. Filter 308 can therefore be configured to
select diskO and attributes Read Error Rate and Throughput
Performance. Checker 310 then compares the value diskO
|[Read Error Rate]<10% and diskO[Throughput Perior-
mance|>90%.

Checker 310 1s configured to check for conditions with
logical groupings, and conditions applied to the data to
produce vyes/no/nil output. Thus, checker 310, 1n some
illustrative embodiments, represents multiple checkers con-
figured to check various conditions. This 1s depicted 1n FIG.
3 by the cascaded blocks 311-1 through 311-P surrounding
filter 308 and checker 310. More particularly, 1n some
embodiments of pipeline 301-1, there are a series of P filters
and P checkers. Recall the example above with regard to a
check for disk SMART attributes. Projection, as shown 1n
FIG. 3 as an output of filter 308 and an input of checker 310,
represents selection of a few columns and all rows from a
table, 1.e., a vertical slice of a table. For 1nstance, aggregator
306 may produce a large number of columns but checker
310 1s configured to only check a few select columns based
on the use case. In some embodiments, checker 310 can use
an index to select a specific row.

Reporter 312 1s configured to aggregate outputs from each
checker (310) of each pipeline (301-1 through 301-M) to
create one or more reports. By way of example only, a given
checker 310 may be configured to generate a comma-
separated values (CSV) report. A comma-separated values
file 1s a delimited text file that uses a comma to separate
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values, wherein each line of the file 1s a data record and each
record consists of one or more fields separated by commas.
Reporter 312 aggregates the multiple CSV reports. Thus,
advantageously, results from multiple pipelines are aggre-
gated by reporter 312 which can then either persist an
individual report or an aggregated report in a database or
send it to a cloud platform 315 via a cloud gateway 314 for
artificial intelligence/machine learning (AI/ML) processing
as further explained below. Note also that a report saved into
a local database can be used in another pipeline (e.g., one of
pipelines 301-M) by an SQL data collector, thus allowing for
processing of data in multiple phases.

In one non-limiting example, the cloud platform 315 can
be a backend enterprise server. For example, cloud gateway
314 uploads one or more reports to the backend server which
implements CloudIQ® (commercially available from Dell
EMC, Hopkinton Mass.), a cloud-based application that
implements intelligent and predictive analytics to proac-
tively monitor the health of one or more storage systems
(e.g., one or more of equipment racks 202-1, 202-2, 202-3
and 202-4 of FIG. 2). The backend server (cloud platform

315) can mmplement other analytics on the one or more
uploaded reports such as, but not limited to, InsidelQ® and
DatalQ® (commercially available from Dell EMC, Hopkin-
ton Mass.), as well as other analytics based on artificial
intelligence/machine learning (AWL).

Adapter 316 1s configured for SQL and/or time series data.
For example, adapter 316 as an SQL adapter 1s configured to
persist report data to a relational database management
system (RDBMS) database. Likewise, when adapter 316 1s
configured as a time series adapter, report data 1s persisted
to a time series database and can be plotted using visual-
1zation tools such as, but not limited to, Gratana. Further-
more, such data provided by an adapter 316 can be used by
another pipeline configured as shown in FIG. 3. Thus, 1n
illustrative embodiments, a first pipeline (e.g., 301-1) can
serve as mput to at least a second pipeline (e.g., 301-2 and/or
others of the pipelines 301), and so on (e.g., meaning that the
at least a second pipeline can provide mput to yet another
one or more pipelines).

Furthermore, 1n some 1illustrative embodiments, one or
more of the components of pipeline system 300 are config-
ured to comprise the following features:

(1) Each component can be a command line utility which
reads from standard input and writes to standard output.

(11) Components can be mixed with standard OS com-
mands or open source utilities such as JQ, SED, CURL, eftc.

(111) Each component can come with manual pages and
inline command line interface (CLI) help. Manual (or man)
page 1s a Linux OS term. Each command in Linux OS
provides a short help function as part of the command
switch, e.g., “$ command-name—help”. The full manual
page for a command can be retrieved with manual command
“$ man command-name”.

(1v) Depending on the use case, each component can be
optional and component ordering (1.e., sequencing in the
pipeline) 1s not restricted.

(v) Data collectors can include caching options.

(vi) Checks performed by checkers can be conditional
expressions with logical groupings using AND/OR opera-
tors.

(vi1) User-iriendly grammar can be employed to script
flexible pipelines intuitively.

(vii1) An OS job scheduler can be leveraged to execute
pipelines periodically.
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(1x) One or more components can be embedded as part of
an application such as PowerFlex® Manager (Dell EMC,
Hopkinton Mass.) which can run on system manager 204 of
FIG. 2.

In some embodiments, components of pipeline system
300 are configured to employ 1individual commands which
may comprise (note that the name associated with a com-
mand below corresponds to the component with the same or
similar name shown 1 FIG. 3, 1.e., data collector, aggrega-
tor, etc.):

(1) [Data Collector Name]—command *“collector sup-
ported command”—cache true/false—context “output var
name”—u “config.user’—p “config.pwd—h “config.host”

(1) [Aggregator]—join [Contextl] [Context2]—context
“output var name”

(1) [Filter]—select attrl attr2
attr3=value3——context “output var name”

(1v)  [Checker]—groupName  “identifier”—checkld
“Id”—checkName “identifier’—componentName attr6—
condition “(row[0].attrl=valuel and row[1].attr2=value2)||
(row[2].attr3=value3 and row]|3].attr3=value3)”—context
“output var name”

(v) [Reporter]—join [Contextl] [Context2] . . . —format
CSVIISON—out cloud|SQLITSDBIstdout.

When pipeline system 300 uses Linux shell pipes of
standard 1put and output, commands and features may
comprise the following (note that the name associated with
a command below corresponds to the component with the
same or similar name shown 1n FIG. 3, 1.e., data collector,
aggregator, etc.):

(1) [Data Collector Name]—command *“collector sup-
ported command”—context “output var name”|[Aggrega-
tor]—join [Contextl] [Context2] . . . —context “output var
name”’|[Filter]| —command “select attrl, attr2 from [Con-
text3] where attr3=value3”—context “output wvar
name” |[Checker]—groupName “identifier’—checkName
“1dentifier’—condition “(row|[0].attrl1=valuel and
row|1].attr2=value2)||(row[2].attr3=value3 and
row|2].attr3=value3)’—context “output var name”|[Re-
porter]—join [Contextl] [Context2 | —format CSV|ISON—
out SRSISQLITSDB. In Linux OS and also as illustratively
described herein, a pipeline 1s a mechanism for inter-process
communication using message passing. For example, a
pipeline 1s a set of processes chained together by their
standard streams, so that the output text of each process 1s
passed directly as input to the next one. The message passing,
functionalities are achieved using commands as in the Linux
examples herein. Note that the vertical bar symbol between
two commands 1s called a pipe and instructs the shell to use
the output of the command on the left of the symbol as the
input to the command on the right of the symbol. In
illustrative embodiments as 1llustrated above, an output of a
component 1n the pipeline 1s saved 1n a user-defined context
variable to allow referencing it 1n other components as input.

(11) Ability to mix and match with OS shell utilities or
open source shell utilities;

(1) Ability to create connected pipelines, e.g., one pipe-
line saves data into a database in phase-I and another
pipeline reads from the database to perform phase-II checks.

(1v) Ability to run the pipeline using ConfigChecker
CLI—inline or from a file: $ configchecker—pipeline hci-
checks-pipeline.txt or pipeline.txt. Help—$ [component]—
help OR $ man [component], $ configchecker—version-
lhelp.

FIG. 4 illustrates an installation and execution environ-
ment 400 of the pipeline system 300 of FIG. 3, 1.e., pipeline
system configuration checking and reporting engine 104 of
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FIG. 1, wherein the engine 1s installed with components
such as a set of pipelines, the configuration required for the
engine itself to run, and then the part of the engine for
validating the pipeline and running the pipeline. More
particularly, environment 400 depicts a set of pipeline.txt
file(s) 402 developed for the product or support engineer.
More pipeline files can be inserted into this file folder. These
files 402 represent the diflerent pipeline implementations
(defimitions) of pipeline system 300.

The environment 400 also includes configuration/creden-
tials file(s) 404 to provide credentials and uniform resource
locators (URLs) for cloud gateways (e.g., 314) and data-
bases that reporter 312 will use to upload or persist data.
Configuration/credentials file(s) 404 can also include cre-
dentials required by data collectors (e.g., 302) 1n a next stage
or phase. Configuration/credentials file(s) 404 can be edited
betore executing the pipeline system 300 via pipeline runner
414. Pipeline grammar check 412 1s used to check syntax of
pipeline.txt files before executing them 1n pipeline runner
414 (collectively depicted by block 410). In case of a syntax
error, pipeline runner 414 terminates with errors highlight-
ing filename, line # and column to point to the error. Thus,
it 15 to be understood that pipeline definition file(s) 402 1n
FIG. 4 1s pipeline system configuration checking and report-
ing engine 104 from FIG. 1 (pipeline system 300 from FIG.
3) saved as a script, 1.e., one or more pipeline.txt files. Note
that the pipeline system configuration checking and report-
ing engine 104 (pipeline system 300) may be implemented
using Linux Shell pipes, although alternative implementa-
tions are contemplated to be within the scope of other
embodiments.

FIG. 5 1illustrates a sample configuration check report 1n
table 500 as may be generated by reporter 312 of FIG. 3.
Note that domain specific pre-defined checkID passed to
|[checker] command helps automated systems to act on this
report to remediate the 1ssue or alert a user through visual-
1zation/SNMP/email. For example, the system manager (204
of FIG. 2) may maintain a visual representation of a net-
work, servers, etc. and can use checkID to map an error to
specific pixels i the graphics or highlight the connected
arrows using a given color.

[llustrative embodiments provide many advantages, for
example:

(1) The configuration check pipeline system enables sup-
port engineers to build system configuration checks and
generate reports using Linux shell like commands combined
with existing OS utilities to enhance the capabilities without
waiting for code changes from an engineering team.

(11) The system environment 1s agnostic and scalable to
any project or business domain.

(111) The system environment can be integrated with a
database to create connected flexible pipelines.

(1v) User-Iriendly pipeline grammar and ability to test
components such as any other Linux shell utility are avail-
able.

(v) The system environment can be integrated with a
cloud gateway to upload the report to a cloud platiorm for
execution of AI/ML analytics.

(v1) The system environment 1s lightweight, reusable and
ability for embedding into management and orchestration
(M&QO) applications, visualization applications such as
Grafana, and future-task scheduling applications such as
Linux cron jobs. A cron job 1s a task executed on a user’s
system by a cron daemon (a built-in Linux utility) at a
scheduled time. The cron daemon reads a crontab (from a
cron table) for predefined commands and scripts. By using
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a specific syntax, a cron job can be configured to schedule
scripts or other commands to run automatically.

(vi1) A non-limited number of data collectors can be
implemented to address a relatively large percentage (e.g.,
about 90%) of possible use cases and limitations using a
combination of OS Shell utilities.

(vi1) The system environment enables saving an output of
a component in a user-defined context variable to allow
referencing 1t 1n other components as input.

Furthermore, in illustrative embodiments, pipeline system
300 runs on a Linux OS and includes collectors pre-built
specifically to computer/network mirastructure of the infor-
mation processing system which 1s being managed. Genera-
tion, installation and execution of a pipeline definition
according to 1llustrative embodiments does not require
knowledge of any programming language. Commands in
pipeline system 300 can be developed from existing Linux
OS commands which do not require programming.

FIG. 6 illustrates a pipeline system configuration check-
ing and reporting methodology 600 according to an 1llus-
trative embodiment. It 1s to be appreciated that the method-
ology 600 can be executed by pipeline system configuration
checking and reporting engine 104 of FIG. 1 to perform
configuration checking of mformation processing system
102.

In step 602, methodology 600 parses a given one of the
pipelines (as illustratively described herein) either from a
command line or from a user file, based on the mput method.

In step 604, methodology 600 checks grammar and exits
with errors 1f validation fails.

In step 606, methodology 600 maintains a map of user-
defined context variable(s) and output data by components.

In step 608, methodology 600 splits the given pipeline
into an ordered array ol components and, for each compo-
nent, perform steps 610 through 618.

In step 610, methodology 600 parses the user-defined
context variable(s) (note that 1f validation fails, the meth-
odology stops).

In step 612, methodology 600 reads mput(s) from the map
defined 1n step 606 (1.e., standard mput(s), i1t applicable).

In step 614, methodology 600 resolves any credentials
from the configuration file (as explained above).

In step 616, methodology 600 uses the OS system execu-
tor (e.g., Linux OS shell) to run the component as a process
(defined by the specific logic of the component) passing
input via standard nput.

In step 618, methodology 600 stores results of the com-
ponent execution into the map defined 1n step 606 tagged as
a user-defined context variable (if applicable), for example,
write the output to a standard output.

Note that methodology 600 in step 620, for a cloud
gateway (e.g., 314 1n FIG. 3), reads connection information,
set-user 1dentifier (SUID) and other credentials from the
configuration file. For a reporter (e.g., 312 in FIG. 3), 1n step
622, methodology 600 parses the output parameter to send
output to the desired location(s). For the SQL and time series
adapters (e.g., 316 1n FIG. 3), methodology 600 1n step 624
resolves the standard configurations from the configuration
file. In illustrative embodiments, OS utilities are executed
with standard input and output, and Ansible components are
executed using an Ansible playbook runner and output is
captured.

FIG. 7 depicts a processing platform 700 used to imple-
ment system configuration management according to an
illustrative embodiment. More particularly, processing plat-
form 700 1s a processing platform on which a computing
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environment with functionalities described herein (e.g.,
FIGS. 1-6 and otherwise described herein) can be imple-
mented.

The processing platform 700 1n this embodiment com-
prises a plurality of processing devices, denoted 702-1,
702-2, 702-3, . . . 702-N, which communicate with one
another over network(s) 704. It 1s to be appreciated that the
methodologies described herein may be executed in one
such processing device 702, or executed in a distributed
manner across two or more such processing devices 702. It
1s to be further appreciated that a server, a client device, a
computing device or any other processing platform element
may be viewed as an example of what 1s more generally
referred to herein as a “processing device.” As 1llustrated in
FIG. 7, such a device generally comprises at least one
processor and an associated memory, and implements one or
more functional modules for instantiating and/or controlling,
features of systems and methodologies described herein.
Multiple elements or modules may be implemented by a
single processing device in a given embodiment. Note that
components described in the architectures depicted in the
figures can comprise one or more of such processing devices
702 shown 1n FIG. 7. The network(s) 704 represent one or
more communications networks that enable components to
communicate and to transfer data therebetween, as well as to
perform other functionalities described herein.

The processing device 702-1 1n the processing platform
700 comprises a processor 710 coupled to a memory 712.
The processor 710 may comprise a microprocessor, a micro-
controller, an application-specific itegrated circuit (ASIC),
a field programmable gate array (FPGA) or other type of
processing circuitry, as well as portions or combinations of
such circuitry elements. Components of systems as dis-
closed herein can be implemented at least 1n part in the form
of one or more soiftware programs stored in memory and
executed by a processor of a processing device such as
processor 710. Memory 712 (or other storage device) having
such program code embodied therein 1s an example of what
1s more generally referred to herein as a processor-readable
storage medium. Articles of manufacture comprising such
computer-readable or processor-readable storage media are
considered embodiments of the invention. A given such
article of manufacture may comprise, for example, a storage
device such as a storage disk, a storage array or an integrated
circuit containing memory. The term “article of manufac-
ture” as used herein should be understood to exclude tran-
sitory, propagating signals.

Furthermore, memory 712 may comprise electronic
memory such as random-access memory (RAM), read-only
memory (ROM) or other types of memory, 1n any combi-
nation. The one or more software programs when executed
by a processing device such as the processing device 702-1
causes the device to perform functions associated with one
or more of the components/steps of system/methodologies 1n
FIGS. 1-6. One skilled in the art would be readily able to
implement such software given the teachings provided
herein. Other examples of processor-readable storage media
embodying embodiments of the invention may include, for
example, optical or magnetic disks.

Processing device 702-1 also includes network interface

circuitry 714, which 1s used to interface the device with the
networks 704 and other system components. Such circuitry
may comprise conventional transceivers of a type well
known 1n the art.
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The other processing devices 702 (702-2, 702-3, . . .
702-N) of the processing platform 700 are assumed to be
configured 1n a manner similar to that shown for processing
device 702-1 1n the figure.

The processing plattorm 700 shown in FIG. 7 may
comprise additional known components such as batch pro-
cessing systems, parallel processing systems, physical
machines, virtual machines, virtual switches, storage vol-
umes, etc. Again, the particular processing platform shown
in this figure 1s presented by way of example only, and the
system shown as 700 1n FIG. 7 may include additional or
alternative processing platiorms, as well as numerous dis-
tinct processing platforms in any combination.

Also, numerous other arrangements of servers, clients,
computers, storage devices or other components are possible
in processing platform 700. Such components can commu-
nicate with other elements of the processing platform 700
over any type ol network, such as a wide area network
(WAN), a local area network (LAN), a satellite network, a
telephone or cable network, or various portions or combi-
nations of these and other types of networks.

Furthermore, 1t 1s to be appreciated that the processing
plattorm 700 of FIG. 7 can comprise virtual (logical) pro-
cessing elements implemented using a hypervisor. A hyper-
visor 1s an example of what 1s more generally referred to
herein as “virtualization infrastructure.” The hypervisor runs
on physical infrastructure. As such, the techniques illustra-
tively described herein can be provided 1n accordance with
one or more cloud services. The cloud services thus run on
respective ones of the virtual machines under the control of
the hypervisor. Processing platform 700 may also include
multiple hypervisors, each running on 1ts own physical
inirastructure. Portions of that physical infrastructure might
be virtualized.

As 1s known, virtual machines are logical processing
clements that may be instantiated on one or more physical
processing elements (e.g., servers, computers, processing,
devices). That 1s, a “virtual machine” generally refers to a
software implementation of a machine (i.e., a computer) that
executes programs like a physical machine. Thus, different
virtual machines can run different operating systems and
multiple applications on the same physical computer. Vir-
tualization 1s 1mplemented by the hypervisor which 1s
directly inserted on top of the computer hardware 1n order to
allocate hardware resources of the physical computer
dynamically and transparently. The hypervisor aflords the
ability for multiple operating systems to run concurrently on
a single physical computer and share hardware resources
with each other.

It was noted above that portions of the computing envi-
ronment may be implemented using one or more processing,
platforms. A given such processing platform comprises at
least one processing device comprising a processor coupled
to a memory, and the processing device may be implemented
at least 1n part utilizing one or more virtual machines,
containers or other virtualization infrastructure. By way of
example, such containers may be Docker containers or other
types ol containers.

The particular processing operations and other system
functionality described 1n conjunction with FIGS. 1-7 are
presented by way of illustrative example only, and should
not be construed as limiting the scope of the disclosure in
any way. Alternative embodiments can use other types of
operations and protocols. For example, the ordering of the
steps may be varied 1n other embodiments, or certain steps
may be performed at least imn part concurrently with one
another rather than serially. Also, one or more of the steps
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may be repeated periodically, or multiple instances of the
methods can be performed 1n parallel with one another.

It should again be emphasized that the above-described
embodiments of the invention are presented for purposes of
illustration only. Many varnations may be made in the
particular arrangements shown. For example, although
described 1n the context of particular system and device
configurations, the techniques are applicable to a wide
variety of other types of data processing systems, processing
devices and distributed virtual infrastructure arrangements.
In addition, any simplifying assumptions made above 1n the
course ol describing the illustrative embodiments should
also be viewed as exemplary rather than as requirements or
limitations of the invention.

What 1s claimed 1s:

1. An apparatus comprising:

at least one processing device comprising a processor
coupled to a memory;

the at least one processing device, when executing pro-
gram code, implements a pipeline-based system com-
prising a set of one or more pipelines, wherein a given
one of the set of one or more pipelines 1s configured to
implement operatively-coupled components compris-
ng:

a set of one or more data collector components configured
to collect a set of one or more configuration datasets
respectively associated with a set of one or more
clements of an information processing system being
configuration-checked, wherein each of the configura-
tion datasets of the collected set of one or more
configuration datasets 1s specific to the respective ele-
ment of the information processing system from which
it 1s collected;

a set of one or more checker components configured to
respectively execute a set of one or more configuration
checks on the set of one or more configuration datasets;

a set of one or more filter components configured to
respectively select one or more portions of the one or
more configuration datasets such that the set of one or
more checker components execute the set of one or
more configuration checks on the selected one or more
portions; and

a reporter configured to receive a set of one or more
output results from the set of one or more checker
components and to generate at least one report; and

wherein the set of one or more checker components 1s
further configured to check grammar associated with
one or more definitions of the given one of the set of
one or more pipelines, wherein the checking comprises:

determining whether there are one or more syntax errors
1n one or more scripts corresponding to the one or more
definitions; and

identifying, in response to determining the one or more
syntax errors, one or more locations in the one or more
scripts corresponding to the one or more of the syntax
CITors.

2. The apparatus of claim 1, further comprising a set of
one or more formatter components configured to respec-
tively transform the set of one or more configuration datasets
into a set of one or more structured configuration datasets.

3. The apparatus of claim 1, further comprising an aggre-
gator component configured to aggregate at least a portion of
the set of one or more configuration datasets.

4. The apparatus of claim 1, further comprising a gateway
component for providing at least a portion of the at least one
report to a cloud platform for analysis.
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5. The apparatus of claim 1, further comprising a database
adapter component for providing at least a portion of the at
least one report to a database for storage.

6. The apparatus of claim 1, wherein a given one of the
operatively coupled components 1s configured to save an
output 1n a context variable, wherein the context variable
enables referencing of the output by another given one of the
operatively coupled components as an 1nput.

7. The apparatus of claim 1, wheremn an output of the
given one of the set of one or more pipelines serves as an
input to at least another given one of the set of one or more
pipelines.

8. The apparatus of claam 1, wherein the set of one or
more elements of the information processing system being,
configuration-checked comprise at least one of a compute
resource, a storage resource, and a networking resource
deployed 1n the information processing system.

9. A method comprising:

in a pipeline-based system comprising a set of one or

more pipelines, for a given one of the set of one or more
pipelines:

collecting a set of one or more configuration datasets

respectively associated with a set of one or more
clements of an information processing system, wherein
cach of the configuration datasets of the collected set of
one or more configuration datasets 1s specific to the
respective element of the information processing sys-
tem from which it 1s collected;

executing a set of one or more configuration checks on the

set of one or more configuration datasets;

selecting one or more portions of the one or more con-

figuration datasets and executing the set of one or more
configuration checks on the selected one or more
portions;

receiving a set of one or more output results from the

executed set of one or more configuration checks;
generating at least one report from the one or more output
results; and
checking grammar associated with one or more defini-
tions of the given one of the set of one or more
pipelines, wherein the checking comprises;

determining whether there are one or more syntax errors
1n one or more scripts corresponding to the one or more
definitions; and

identifying, in response to determining the one or more

syntax errors, one or more locations in the one or more
scripts corresponding to the one or more of the syntax
CITOrS;
wherein the steps are performed by at least one processing
device comprising a processor coupled to a memory
when executing program code.

10. The method of claim 9, further comprising transtorms-
ing the set of one or more configuration datasets 1nto a set
ol one or more structured configuration datasets.

11. The method of claim 9, further comprising aggregat-
ing at least a portion of the set of one or more configuration
datasets.

12. The method of claim 9, further comprising providing
at least a portion of the at least one report to a cloud platform
for analysis.

13. The method of claim 9, further comprising providing
at least a portion of the at least one report to a database for
storage.
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14. A computer program product comprising a non-
transitory processor-readable storage medium having stored
therein program code of one or more software programs,
wherein the program code when executed by the at least one
processing device causes the at least one processing device
to perform the steps of claim 9.

15. A method comprising:

in a pipeline-based system comprising a set of one or

more pipelines configured to collect a set of one or
more configuration datasets respectively associated
with a set of one or more elements of an information
processing system and to configuration-check the set of
one or more elements:

parsing a given one of the pipelines;

checking grammar associated with a definition of the

given one of the pipelines, wherein the checking com-

Prises:

determining whether there are one or more syntax
errors 1n one or more scripts corresponding to the
definition; and

identifying, 1n response to determining the one or more
syntax errors, one or more locations in the one or
more scripts corresponding to the one or more of the
syntax errors;

maintaining a map of one or more context variables and

output data of the given one of the pipelines; and

separating the given one of the pipelines into an ordered

array ol components to:

execute a set of one or more configuration checks on
the set of one or more configuration datasets;

select one or more portions of the one or more con-
figuration datasets and execute the set of one or more
configuration checks on the selected one or more
portions;

obtain a set of one or more output results; and

generate at least one report;

wherein the steps are performed by at least one processing

device comprising a processor coupled to a memory
when executing program code.

16. The method of claim 15, further comprising, for a
grven component:

parsing one or more user-defined context variables;

reading one or more inputs from the map;

executing the given component as a process based on the

one or more mputs; and

storing output results of the component execution into the

map.

17. The method of claim 16, further comprising generat-
ing a report based on at least a portion of the output results.

18. The method of claim 17, further comprising providing
the report to one or more of a cloud platform for analysis and
a database for storage.

19. The method of claim 9, wherein an output of the given
one of the set of one or more pipelines serves as an mnput to
at least another given one of the set of one or more pipelines.

20. The method of claim 9, wherein the set of one or more
clements of the information processing system comprise at
least one of a compute resource, a storage resource, and a

networking resource deployed 1n the information processing
system.
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