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SYSTEMS AND METHODS FOR
REGULATING USER DATA TRAFFIC IN A
WIRELESS NETWORK

CROSS-REFERENCE TO RELATED D
APPLICATIONS

This application 1s a continuation of U.S. application Ser.

No. 14/826,899, filed on Aug. 14, 2015 (status pending),

which 1s incorporated by this reference. 10

TECHNICAL FIELD

Aspects of this disclosure relate to regulating user data
traffic in a wireless network. 13

BACKGROUND

Wireless communication devices (WCDs) (e.g., smart-
phones, tablets, phablets, personal computers, cellular Inter- 20
net-of-Things (CloT) devices, machine-to-machine devices,
etc.) can be used to wirelessly transmit user data (a.k.a.,
“application data) to a receiving communication device
(e.g., a server computer, such as an application server) via a
wireless network (e.g., a 4G cellular network). Within the 25
3GPP system, user data 1s distinguishable from control plane
data, which 1s data that 1s destined for a control plane
protocol layer, such as, for example the Non-Access Stratum
(NAS) protocol layer.

It 15 expected that in the near future many things (e.g., 3¢
household appliances, meters, vending machines, cars,
buildings, etc.) will include WCDs—i.¢., the things will be
given the capability to wirelessly transmit data via a wireless
network (e.g., a 3GPP 4G cellular network). Such things that
have WCD capability are sometimes referred to as “cellular 35
Internet-oi-Things (CloT)” devices or “machine type com-
munication (MTC)” devices.

It 1s expected that when CloT devices have user data (as
opposed to control plane data) to send to another device
(e.g., an application server), the amount of the user data will 40
tend to be small. It 1s also expected that the number of CloT
devices 1n use will dramatically increase in the near future.
Thus, even if the CloT devices only send small amounts of
user data, the total amount of user data sent by all of the
CloT devices in a given area (or the total number of 45
messages sent by such devices) could overwhelm the radio
access network that serves that given area. The signaling
generated at each data transmission occasion could also
overwhelm 1n the radio access network and the core net-
work. 50

Accordingly, what 1s desired are systems and methods for
regulating the transmission of user data traflic 1n a wireless
network.

SUMMARY 55

Some CloTs are configured to send small amounts of user
data by including the user data i control plane messages
(e.g., Non-Access Stratum (NAS) messages) or as part of
control plane resources (e.g. radio resource control (RRC) 60
signaling and S1-AP signaling), as opposed to using user
plane resources (e.g., data radio bearers (DRBs) and the
S1-U interface) to send the user data. Such CloT devices can
potentially overload a network (e.g., overload a base station
of a radio access network or overload a node in the core 65
network) 11 the CloT devices are not limited 1n how much or
how often they send user data in this way.

2

The 37 Generation Partnership Project (3GPP) has speci-
fied mechanisms to handle situations in which a network
overload has already happened (e.g. back-ofl mechanisms),
but the 3GPP has not specified mechanisms to prevent
overloads from happening in the first place.

One technique that can be used to prevent overloads from
happening 1s often referred to as “admission control.”
Admission control 1s frequently used to regulate user data in
Internet Protocol (IP) networks. To date, there has been no
reason to use admission control 1n the control plane. This
disclosure proposes to introduce an admission control
mechanism that can be used for “small data™ (i.e., a set of
data that 1s not more than 200 bytes) in the control plane (the
mechanism, however, 1s also applicable for user plane based
small data solutions and non-small data environments).

Described herein are various embodiments that aim to
ensure that user data transmissions (e.g., small data trans-
missions that are sent using control plane messages) do not
become excessive and stay infrequent, thereby reducing the
likelihood of a network overload situation.

For example, in one embodiment, an admission control
function (ACF) for regulating the transmission of uplink
user data 1s implemented in the WCDs (e.g., CloT devices)
themselves. Such a WCD device may receive admittance
information (e.g., parameters, such as thresholds, used by
the ACF to regulate the uplink tratfic) from a core serving
node (CSN) (1.e., an apparatus in a network that provides
network services to the WCD, such as, for example, an

apparatus that implements a Mobility Management Entity
(MME), a serving GPRS support node (SGSN), a CloT

Serving Gateway Node (C-SGN)—a C-SGN 15 a newly
proposed logical entity that supports only the necessary
functionality required for CloT use cases). Additionally (or
in the alternative) a network based ACF 1s implemented 1n
the CSN. The network based ACF controls downlink and/or
uplink user data. It 1s expected that an ACF being mandatory
for WCDs 1s subject to a mobile terminal conformance
testing and approval process before being allowed to operate
in 3GPP cellular networks.

In some embodiments, there are two alternative ways to
handle a WCD that transmits uplink user data more often
than desired: deny transmission or generate a charging event
when an admission threshold 1s exceeded. Denying a trans-
mission when an admission threshold has been passed may
be particularly useful for ultra-low complexity devices and
low end subscription plans e.g. a fixed cost for the lifetime
of the device/subscription or a fixed cost for a certain time
period (e.g. one year). On the other hand, generating specific
charging event allows the operator to charge extra when an
admission threshold has been exceeded.

Advantages

An advantage of embodiments described herein is that
they reduce the likelihood a 3GPP wireless network 1s
overloaded by CloT devices sending small data. Also, the
embodiments can be used in combination with other solu-
tions for small data transmissions (see e¢.g., 3GPP TR 23.720
Rel-14 v 0.1.0 and 3GPP TR 23.887 Rel-12 v12.0.0).
Embodiments also provide a solution where a network
operator can configure different subscription plans for dii-
terent CloT devices based on number of small data trans-
missions or packets per time unit, data size, inter-arrival time
and similar. Embodiments enable subscription plans for
CloT devices with reduced costs for charging. One subscrip-
tion plan could for example be 10 small data transmissions
per day for 5 years. After that the subscription cannot be
renewed but has to be discarded. This would allow a
minimum of administrative costs for the operator e.g.
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monthly bills may not be needed. Another advantage of
embodiments 1s that they enforce the limits of the subscrip-
tion plans for CloT devices without any waste of radio
resources. That 1s, blocking of uplink data 1s done at the
source 1n the CloT device before using any radio resources.

The above and other aspects and embodiments are

described below with reference to the accompanying draw-
ngs.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated
herein and form part of the specification, 1llustrate various
embodiments.

FIG. 1 1illustrates a wireless commumnication system
according to some embodiments.

FIG. 2 1s a message tlow diagram 1llustrating a process
according to some embodiments.

FIG. 3 1s a message tlow diagram 1illustrating a process
according to some embodiments.

FIG. 4 1s a message tlow diagram 1llustrating a process
according to some embodiments.

FIG. § 1s a flow chart illustrating a process according to
some embodiments.

FIG. 6 1s a flow chart illustrating a process according to
some embodiments.

FIG. 7 1s a flow chart 1llustrating a process according to
some embodiments.

FIG. 8 1s a flow chart 1llustrating a process according to
some embodiments.

FIG. 9 1s a flow chart 1llustrating a process according to
some embodiments.

FIG. 10 1s a block diagram of a CSN according to some
embodiments.

FIG. 11 1s a block diagram of a WCD according to some
embodiments.

DETAILED DESCRIPTION

FIG. 1 illustrates a wireless communication system 100
according to some embodiments. As shown in FIG. 1,
system 100 may include a group of WCDs. In the example

shown, the group WCDs consists of CloT device 101a, CloT
device 1015, CloT device 101c¢, each of which 1s capable of
transmitting uplink user data to a node 104 of a radio access
network (RAN) (1.e., node 104 15 a “RAN node™). Node 104
may be a base station, such as, for example, an evolved
NodeB (eNB) or a CloT base station (C-BS), which 1s a base
station designed to serve only CloT devices. Node 104
(a.k.a., BS 104) communicates (directly or indirectly) with
a core serving node (CSN) 106, which 1s connected to a
packet data network (PDN) (e.g., the Internet) 110, either
directly or indirectly (e.g., indirectly via a PDN gateway
(PGW) 109). An application server 120 may also be con-
nected to network 110. BS 104 and CSN 106 enable the
CloT devices 101 to transmit data to and receive data from
application server 120. For example, CloT devices 101 may
be meters that monitor energy consumption and application
server 120 may be a data collection server for collecting the
energy consumption information generated by CloT devices
101.

As discussed above, there 1s proposal to allow WCDs
(e.g., CloT devices) to transmit a small amount of uplink
user data by mncluding such small user data 1n a control plane
message and transmitting the control plane message to a
core network node via a radio access network (RAN), 1n
which the core network node will extract the user data from
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the control plane message and forward 1t a node in a PDN
(e.g., an application server connected to the Internet).
Accordingly, when a CloT device 101 has user data (e.g.,
energy consumption data) to report to application server
120, the CloT device 101 may be configured to transmit the
data using control plane signaling. Such a technique can lead
to eflicient use of the radio interface between the CloT
device 101 and the BS 104. However, as such data trans-
missions become more frequent and packets become larger
there 1s an inflection point where using the control plane
signaling for passing user data becomes ineflicient from a
network resource point of view compared to using a data
radio bearer (DRB) to transmit the user data. It 1s desirable
that this inflection point 1s not reached. Described herein are
embodiments for reducing the likelithood of reaching this
inflection point. The embodiments provide a mechanism to
ensure that small data transmissions do not become exces-
sive and stay inirequent.

In one embodiment, an admission control function (ACF)
for regulating the transmission of uplink user data 1s 1mple-
mented 1n the WCDs themselves. Such a WCD device may
obtain (e.g., receive from the CSN or retrieve from local
configuration i the WCD, or from the UICC) admittance
information (Al) indicating (expressly or implicitly) at least
one condition under which the WCD 1s admitted to transmat
user data to a radio access network (RAN) node (e.g.,
information i1dentifying a threshold to regulate the uplink
traflic or information for implementing a token bucket
algorithm, such as, for example, information 1dentifying the
rate ol which tokens should be added to the bucket and the
maximum bucket size). Additionally (or 1n the alternative) a
network based ACF 1s implemented in the CSN. The net-
work based ACF controls downlink and/or uplink user data.
The network may need to perform admission control on
uplink transmissions from a WCD because there may be
cases where a WCD that should itself perform access control
does not do so. Such “non-conformant”™ WCDs shall not
have an advantage compared to conformant WCDs. In some
embodiments, there are two alternative ways to handle a
WCD that transmits (or attempts to transmit) uplink user
data more often than desired: deny the transmission or
generate a charging event when an admission threshold 1s
exceeded.

Denying a transmission when an admission threshold has
been passed may be particularly useful for ultra-low com-
plexity devices and low end subscription plans e.g. a fixed
cost for the lifetime of the device/subscription or a fixed cost
for a certain time period (e.g. one year). In some embodi-
ment, the charging functions can basically be simplified or
completely replaced by admission control for such subscrip-
tions/devices. “Simplified” in the sense that traditional bill-
ing based on the amount of data would not be needed. The
“stmplification” aspect may be important since the average
revenue per device (ARPD) would typically be small for
CloT devices, hence the costs for administrating such
devices should be kept to a minimum. Fixed life time cost
of the CloT device or fixed cost for a certain time period e.g.
one year are examples of what would be much easier to ofler
for the operator. On the other hand, 1n some other embodi-
ments, for devices not being at the most extreme low end and
where some sort of billing 1s used, generating specific
charging event can allow the operator to charge extra when
an admission threshold has been exceeded. In such a case,
the generating of specific charging events 1s used (instead of
discarding out of profile traflic) when excessive trailic has
occurred and been registered by the network, which will
allow the operator to charge extra for these events.
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The decision whether to discard or generate charging
event 1s preferably WCDY/subscriber specific (1.e. for some
low end subscribers excessive data are discarded and other
subscribers can be based on subscription plan or service
level agreement be continued to be served at a higher
charge).

In some embodiments, a new subscription parameter from
a Home Subscriber Server (HSS) to the CSN can be used to
decide 11 discarding or charging event applies for a specific
WCD. Such an indication can also be conveyed from an
machine-to-machine (M2M) service provider to the network
operator by other means e.g. as a parameter 1n a Service
Level Agreement (SLA). It may also be conveyed as a
parameter 1n service exposure signaling from an Application
Server via a Service Capability Exposure Function (SCEF)

to the HSS subscription profile or the CSN.

When the CSN has received the parameter 1t will be stored
in the CSN (e.g., 1n a data storage system 1012 of the CSN)
and used by the ACF implemented 1n the CSN. The param-
cter may also be included 1n admittance information (Al)
passed to a WCD device. The ACF 1n the WCD may then use
this information for more advanced uplink admission control
(c.g. only convey a certain number of out of admission
profile small data messages, only convey specific categories
of small data messages when out of profile etc.).

In some embodiments, instead of blocking a WCD from
transmitting control plane signaling containing uplink user
data because an uplink user data threshold has been reached,
the WCD can be configured to attempt to transmit user data
using non-control plane signaling (e.g., using a data radio
bearer and S1-U).

In some environments, it 1s primarily the total number of
small data transmission within a certain period of time and
not the total amount of data transmitted 1n that period of time
that causes high control plane system load. Accordingly, in
some embodiments, the ACF has a focus on controlling the
total number of small data transmissions within some given
period of time. In other environments, however, 1t 15 pri-
marily the total amount of data transmitted 1n a given period
of time that causes high control plane system load. Thus, 1n
other embodiments, the ACF has a focus on regulating the
amount of data transmitted (e.g., the amount of data con-
veyed at each occasion and/or totally over a time period).

Provision of Admittance Information

In some embodiments, the network operator shall be able
to use different subscription plans and flexible setting of the

admittance information (Al). In some embodiments, Al for
a WCD (or a group of WCDs) 1s stored 1n a data base 108

(e.g., a Home Subscriber Server (HSS), as shown 1n FIG. 1)
or in a data base for Service Level Agreements (SLA). The
Al may include, for example, a threshold value representing,
a maximum number of small data transmissions or packets
or messages per unit of time (e.g., day or hour), a maximum
data size, an inter-arrival time, etc.

Admission for downlink 1s checked in the network e.g.
MME, C-SGN, or PGW and admission for uplink 1n both the
WCD and 1n the network e.g. MME, C-SGN, or PGW. The
WCD shall check uplink admission to avoid that radio
resources become overloaded. The network also needs to
check uplink admaission 1t a WCD for some reason does not
police itself (1.e., 1s “non-conformant”). Non-conformant
terminal implementations shall not have an advantage com-
pared to conformant terminals.

In some embodiments, the Al 1s sent to the WCD by the
network. The Al may, for example, be passed 1n an Attach
Accept message, mn a TAU Accept message, 1n a Session
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Creation (create PDN connection) accept/response message,
as a PCO parameter, or 1n other NAS message.
Referring now to FIG. 2, FIG. 2 1s a message flow

diagram 1illustrating a process according to some embodi-
ments for provisioning Al to a CSN (e.g., MME, C-SGN,

gateway, etc.) and a WCD. As shown i FIG. 2:

In step 201, WCD makes an 1nitial attach to the network
(e.g., the WCD transmits an initial NAS message, such as,
for example, an Attach Request).

In step 202, the CSN obtains admittance information. For
example, as shown 1 FIG. 2, the CSN may retrieve the
admittance information from a database within the network.
For instance, 1n step 202, in response to receiving an initial
NAS message (e.g., Attach Request) transmitted by the
WCD, the CSN may send to the DB 108 a data query
including an identifier for identitying the WCD, which DB,
in response to the query, transmits to the CSN subscription

information associated with the identified WCD, which

subscription information includes admittance information
associated with the WCD.

In step 203, the CSN stores the admittance information
locally (e.g. it may be stored in a Mobility Management
(MM) context that 1s stored 1n a data storage system 1012 of
the CSN or 1t may be stored only temporarily). In addition,
the CSN also stores status information (e.g., counters, tim-
ers, etc.) associated with the WCD (or a group of WCDs),
Wthh status 1nformation 1s used to perform the downlink
(DL) and uplink (UL) admission control with respect to data
transmitted by the WCD (or by a WCD included 1n the group
of WCDs). In one embodiment, the Al can also be provided
to the PGW, e.g. as part of the Create Session signaling, and
stored and used for admission control 1n the PGW, particu-
larly admission control of downlink data.

In step 204, the CSN conveys the admittance information
(Al) to the WCD. This may be done as part of Attach Accept,
TAU Accept, Default connectivity response, other session
creation signaling, or as part of other NAS message to the
WCD. When the Al has changed (e.g., the DB or CSN have
been updated with new Al) a GUTI Reallocation message
may for example also convey the admittance information.

In step 205, the WCD receives the message containing the
Al and stores the Al locally. In addition the WCD also
maintains locally status information (e.g., counters, timers
etc.) needed to perform the UL admission control. In other
embodiments, the Al i1s pre-configured 1n the universal
subscriber identity module (USIM) or Universal Integrated
Circuit Card (UICC) of the WCD by the operator of the
WCD.

UL Admission Control

As described above, 1n some embodiments, the WCD 101
shall perform admission control before transmitting any
small user data (1.e., a set of user data that 1s not more than
200 bytes) to the BS 104. For example, 1n some embodi-
ments, the admission control 1s performed by the WCD
before any radio resource control (RRC) signaling 1s per-
formed to minimize the load on radio resources. The admis-
sion control shall be performed based at least on the status
information available in the WCD. Conformance tests shall
be able to verity 1f a CloT device support the small data
admission control.

Referring now to FIG. 3, FIG. 3 1s a message flow
diagram 1illustrating an UL admission control process. As
shown 1n FIG. 3:

In step 301, a terminal equipment (TE) component of the
WCD provides UL user data (e.g., small user data) to a
Mobile Terminal (MT) component of the WCD (e.g. over a
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standardized internal API, see e.g., TS 3GPP TS 27.007, or
over other implementation specific internal API or interface
within or with the WCD).

In step 302, the MT performs admission control based
status information (counters, timers) available in the WCD.
If the UL user data 1s not admitted, the MT shall reject the
UL user data transmission request or discard the user data
depending on device implementation or attempt to transmuit
the data at a later time. For example, in some embodiments,
the MT performs admission control using a conventional
token bucket algorithm. In such embodiments, the status
information may include a data transmission value (V)
(a.k.a., “bucket value”) (e.g., a counter) that identifies the
number of logical “tokens” that are currently i a logical
“bucket” and, 11 V 1s equal to zero, then the UL user data 1s
not admitted (1.e., the MT may transmit the UL data),
otherwise the UL data 1s admitted (1.e., the MT may transmut
the UL data). In such embodiments, the Al may specily that
the MT should imitially set V at 0 or 1 and then periodically
increase V by a set amount (e.g., increase V by 1 every hour)
unless V has reached a threshold value (maximum bucket
s1ze) (e.g. 10), mn which case the MT should cease incre-
menting V. That 1s, the Al may specily the rate at which
tokens are added to the bucket (e.g., one token per hour) and
the maximum bucket size (e.g., 10 tokens). In some embodi-
ments, MT should decrement V each time 1t transmits user
data (or a particular type of user data, such as small data).
MT may decrement V by 1 for each message that it sends or
it may decrement V based on the size of the message. The
amount by which MT decrements V may also be specified 1in
the Al.

In step 303, after successiul admission control the MT

sends the UL user data to the BS.
_11 step 304, the BS forwards the UL user data to the CSN.
In step 305, the CSN performs admission control based
status 1nformation (counters, timers) available 1n the CN
node. In some embodiments, 1f the UL data 1s not admaitted,
the UL data 1s discarded. Further small user data transmis-
sion may be aborted as (e.g. the WCD 1s moved to i1dle, and
BS mformed with appropriate cause code, RRC connection
released). Like the WCD, the CSN may perform admittance
control using a token bucket scheme.

In step 3064, after successtul admission control the CSN
torwards the UL user data to the receiving application server.
Step 306a 1s performed 11 CSN 1ncludes a PGW that can be
used to forward the user data to a node 1n the PDN (e.g., the
application server) or the WCD 1s a non-roaming WCD.

In step 3065b, after successtul admission control the CSN
sends the UL use data to the PGW. Step 30656 1s performed

if CSN does not include a PGW or 1t a separate PGW must
be used for the WCD (such as in a roaming situation).

In step 307, the PGW may be deployed to perform user
data admission control.

In step 308, the PGW forwards the UL user data to the
application server.

DL Admission Control

Referring now to FIG. 4, FIG. 4 1s a message flow
diagram 1llustrating a DL admission control process. As
shown 1n FIG. 4:

In step 401a, the application server sends DL data (e.g.,
DL small data) to the PGW for a WCD that uses small data.
Step 401a may be performed 1f the CSN does not imnclude a
PGW or if a PGW 1s used 1 a roaming case or if the
application server is unable to communicate directly with
the CSN.

In step 4015, the application server sends the DL data to

the CSN. Step 4015 1s performed 11 the CSN includes a PGW
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and the application server can communicate directly with the
CSN (e.g. 1n a non-roaming situation).

In step 402, optionally the PGW may be deployed to
perform small data admission control. In such a case the
PGW may perform admission control for DL data (and
optionally for both DL data and UL data depending on
configuration). The admission control 1n the PGW 1s based
on Al and status information (counters, timers) available 1n

the PGW.

In step 403, the PGW forwards the DL data to the CSN.

In step 404, the CSN performs admission control based on
Al and status information (counters, timers) available in the
CN node. If the DL data 1s not admitted, the DL data may
be discarded. Further small data transmission shall be
aborted as appropriate (depending on solution) e.g. no
paging ol the WCD done.

In step 405, after successtul admission control the CSN
conveys the DL data towards the WCD.

In step 406, the BS receives the DL data transmitted by
the CSN and forwards the DL data to the WCD.

In step 407, the MT sends the DL data to the TE or over
other implementation specific internal API or interface to a
receiver within the WCD or to a receiver outside the MT or
WCD.

FIG. 5 1s a flow chart 1llustrating a process 300, according,
to some embodiments, that 1s performed by the WCD.

In step 502, the WCD obtains admittance information
(Al) indicating at least one condition under which the WCD
1s admitted to transmit user data to a radio access network
(RAN) node. For example, the Al may indicate that the
WCD 1s admitted to transmit the user data only when a
“bucket” includes at least one “token.” That is, for example,
the Al may specily a rate at which tokens are added to the
bucket and the maximum bucket size. In some other embodi-
ments, the Al comprises information identifying (expressly
or mmplicitly) a threshold value (T).

In step 504, the WCD mitiates the uplink (UL) transmis-

sion of user data via the wireless network. For example, 1n

step 304, the WCD stores the user data in a transmait bulfler.
In step 506, the WCD performs admittance control with

respect to the user data based on the obtained Al For
example, 1 step 506, the WCD uses the Al (or a bucket
defined by the Al) to determine whether the WCD may at
this time transmit the user data to the BS.

In some embodiments, performing the admittance control
includes the WCD using the status ini

ormation maintained
by the WCD (e.g., information relating to previously trans-
mitted user data, such as, the above mentioned data trans-
mission value (V)) to determine whether the WCD may at
this time transmit the user data to the RAN node. In some
embodiments, 1n response to determining that the WCD may
not at this time transmit the user data to the RAN node, the
WCD 1) discards the user data or 1) transmits the user data
at a later point 1n time.

In some embodiments, prior to performing step 506, the
WCD determines whether the user data qualifies as small
data and performs step 506 only 11 the user data 1s small data,
otherwise the WCD ftransmits the user data using, for
example, a DRB.

FIG. 6 15 a flow chart 1llustrating a process 600, according,
to some embodiments, that 1s performed by the WCD.

In step 602, the WCD obtains admittance information
(Al) which includes information i1dentifying (expressly or
implicitly) a threshold value (T), which could be a maximum
bucket size value or other threshold.
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In step 604, the WCD stores the obtained Al (e.g., the
WCD stores the Al in a data storage system 1112 within the
WCD).

In step 606, the WCD stores status information compris-
ing a data transmission value (V) regarding prior data
transmissions made by the WCD via the wireless network
(e.g., the WCD stores the status information 1n data storage
system 1112). In some embodiments, V corresponds to at
least one of: 1) a number of wireless data transmissions made
by the WCD, 11) an amount of data transmitted wirelessly by
the WCD, or 111) a number of logical tokens within a logical
bucket. For example, 1n some embodiments, the V corre-
sponds to a number of packets transmitted wirelessly by the
WCD. In other embodiments, V corresponds to a number of
small data messages transmitted wirelessly by the WCD
(c.g. V 1dentifies the number of small data messages that the
WCD wirelessly transmitted within the last unit of time
(e.g., day, hour, etc.), or ongoing time nterval (e.g. day, hour
etc.). In other embodiments, as discussed above, V may be
a token counter for a token bucket scheme (1.e., V 1dentifies
the number of tokens in the bucket).

In step 608, the WCD obtains and stores user data for
transmission to a node via the wireless network.

In step 609, the WCD resets V 1f a new time interval has
been entered (e.g., the WCD sets V=0). As one example, the
WCD may reset V a certain amount of time (e.g., 1 hour)
alter the most recent transmission of user data. In this way,
for example, the WCD can ensure that user data is trans-
mitted only once per the time 1nterval (e.g., once per hour).
In an alternative implementation, the control of the V value
may be based on a token bucket algorithm.

In step 610, the WCD compares V against T. For example,
as shown 1n step 610 the WCD determines whether V>T. If
V 1s greater than T, the process proceeds to step 612,
otherwise it proceeds to step 614. The V>T comparison can
be made 1n different ways, e.g. before increase of V for the
current transmission has been made, or after an increase has
been made as described in step 615. That 1s, 1n some
embodiments, step 615 1s performed prior to step 610. In a
token bucket algorithm, T may be zero (0) and 1n step 610
the WCD may determine whether V=T, and, 1if it does, then
proceeds to step 612, otherwise proceed to step 614.

In step 612, the WCD discards the user data or transmits
the user data at a later point 1n time. In some embodiments,
the step of transmitting the user data at a later point 1n time
comprises one of: a) waiting at least a certain amount of
time, and then, after the amount of time has elapsed, retrying,
to transmit the user data, b) waiting at least until the data
transmission value (V) has been reset (e.g., zeroed) and then
transmitting the user data, or ¢) using a DRB to transmit the
user data together with other user data that was previously
builered for uplink transmission.

In step 614, the WCD transmits the user data and in step
615 the WCD updates V. In some embodiments, the WCD
updates V by increasing V by an amount (1in other embodi-
ments 1t decreases V by the amount). In some embodiments
the amount 15 1 (e.g., V=V+1). In some embodiments,
transmitting the user data consists of transmitting N number
of packets or N number of data octets or N number of small
data messages, and the amount by which V 1s increased/
decreased 1s equal to N (e.g., V=V+N). In some embodi-
ments, transmitting the user data via the wireless network
comprises the WCD transmitting to the CSN wvia the BS a
control plane message (e.g., a NAS message) comprising at
least a portion of the user data.
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FIG. 7 1s a flow chart illustrating a process 700, according,
to some embodiments, that 1s performed by the WCD and/or

the CSN.

In step 702, the device (1.e., the WCD or the CSN) obtains
and stores admission control information (Al) comprising
information identifying (expressly or implicitly) a threshold
value (T).

In step 704, the device stores data transmission value (V)
regarding prior data transmissions made by the WCD via the
wireless network.

In step 706, the device activates a timer to the time
interval used for admission control and initializes the data
transmission value (V) (e.g., set V=0).

In step 708, the device determines whether the timer has
expired.

In step 710, in response to determiming that the timer has
expired, the device resets the timer to the time interval used
for admission control and reinitializes the data transmission
value (V) (e.g., set V=0).

FIG. 8 1s a flow chart 1llustrating a process 800, according
to some embodiments, that 1s performed by the CSN. In step
802, the CSN obtains admittance information (Al) indicat-
ing at least one condition under which the WCD 1s admutted
to transmit or receive user data. In step 804, the CSN stores
the obtained Al (e.g., the CSN stores the Al 1in a data storage
system 1012 in the CSN). In step 806, the CSN receives user
data transmitted by or to the WCD. In step 808, the CSN
performs admittance control with respect to the user data
using the Al

In some embodiments, the CSN also status information
related to prior user data transmissions from or to the WCD.
In such embodiments, the step of performing admittance
control comprises the CSN using the status information to
determine whether a trathic threshold identified by the Al has
been exceeded. In some embodiments, 1n response to deter-
mining that the traflic threshold has been exceeded, the CSN
does one of the following: 1) discards the received user data,
1) transmits the user data to the intended recipient and
generates a charging event for exceeding the threshold, or
111) transmits the user data to the intended recipient at a later
point 1n time.

FIG. 9 1s a flow chart illustrating a process 900, according,
to such embodiments, that 1s performed by the CSN.

In step 902, the CSN obtains admittance mformation (Al)
which includes information identifying (expressly or implic-

itly) a threshold value (T) corresponding to a traflic thresh-
old.

In step 904, the CSN stores the obtained Al (e.g., the CSN
stores the Al in data storage system 1012).

In step 906, the CSN stores status information associated
with a WCD (e.g., the CSN stores the status information in
data storage system 1012). In this case, the status informa-
tion comprises, or consists of, a data transmission value (V)
related to prior user data transmission from or to the WCD.
In some embodiments, V corresponds to at least one of: 1) a
number of wireless data transmissions made by the WCD, 11)
an amount of data transmitted wirelessly by the WCD, or 111)
a number of logical tokens within a logical bucket. For
example, 1n some embodiments, V corresponds to a number
of packets transmitted wirelessly by the WCD (e.g., the
number packet transmitted with the last hour, other unit of
time, or ongoing time interval). As another example, in some
embodiments V corresponds to a number of small data
messages transmitted wirelessly by the WCD (e.g. V 1den-
tifies the number of small data messages that the WCD
wirelessly transmitted within the last unit of time (e.g., day,
hour, etc.) or ongoing time 1nterval).
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In step 908, the CSN receives user data transmitted by or
to the WCD. In some embodiments, as mentioned above, the
WCD transmits the user data by encapsulating 1t within a
control plane message (e.g., a NAS message). Thus, 1n some
embodiments, CSN receives the user data by receiving a
control plane message that contains at least a portion of the
user data.

In step 909, the CSN resets V 1f a new time interval has
been entered.

In step 910, the CSN compares V with T. More specifi-
cally, 1n this example, the CSN determines 11 V>T. If V>T
1s true, then the process proceeds to step 912, otherwise 1t
proceeds to step 918.

In step 912, the CSN determines whether 1t should trans-
mit the data and generate an extra charge. If not, the process
proceeds to step 914, otherwise 1t proceeds to step 916.

In step 914, the CSN discards the user data or transmits
the user data at a later point 1n time.

In step 916, the CSN generates a charging event and/or
stores charging information enabling extra charging.

In step 918, the CSN transmits the user data, and 1n step
920 updates V. In some embodiments, step 920 1s performed
betore step 910.

In some embodiments, the CSN updates V by increasing,
V by an amount (in other embodiments 1t decreases V by the
amount). In some embodiments the amount 15 1 (e.g.,
V=V+1). In some embodiments, transmitting the user data
consists of transmitting N number of packets or N number
of data octets or N number of small data messages, and the
amount by which V 1s increased/decreased 1s equal to N
(e.2., V=V+N). In some embodiments, transmitting the user
data comprises the CSN transmitting to the WCD via the BS
a control plane message (e.g., a NAS message) comprising

at least a portion of the user data.
FI1G. 10 1s a block diagram of an embodiment of CSN 105.

As shown in FIG. 10, CSN 105 may include: a data
processing system (DPS) 1002, which may include one or
more processors 1055 (e.g., a general purpose microproces-
sor and/or one or more other data processing circuits, such
as an application specific mtegrated circuit (ASIC), field-
programmable gate arrays (FPGAs), and the like); a network
interface 1005 for use 1n connecting CSN 105 to a network;
and a data storage system 1012 for storing Al, status
information and other data, which may include one or more
non-volatile storage devices and/or one or more volatile
storage devices (e.g., random access memory (RAM)). In
embodiments where CSN 105 includes a general purpose
microprocessor, a computer program product (CPP) 1041
may be provided. CPP 1041 includes a computer readable
medium (CRM) 1042 storing a computer program (CP)
1043 comprising computer readable instructions (CRI)
1044. CRM 1042 may be a non-transitory computer read-
able medium, such as, but not limited, to magnetic media
(e.g., a hard disk), optical media (e.g., a DVD), memory
devices (e.g., random access memory), and the like. In some
embodiments, the CRI 1044 of computer program 1043 is
configured such that when executed by data processing
system 1002, the CRI causes the CSN 105 to perform steps
described above (e.g., steps described above with reference
to the flow charts). In other embodiments, CSN 105 may be
configured to perform steps described herein without the
need for code. That 1s, for example, data processing system
1002 may consist merely of one or more ASICs. Hence, the
teatures of the embodiments described herein may be imple-

mented 1n hardware and/or software.
FIG. 11 1s a block diagram of an embodiment of WCD

101. As shown 1n FIG. 11, WCD 101 may include: a data
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processing system (DPS) 1102, which may include one or
more processors 1155 (e.g., a general purpose microproces-
sor and/or one or more other data processing circuits, such
as an application specific integrated circuit (ASIC), field-
programmable gate arrays (FPGAs), and the like); a radio
transceiver 1105 coupled to an antenna 1122 for use wire-
lessly transmitting data; and a data storage system 1112 for
storing Al, status information and other data, which may
include one or more non-volatile storage devices and/or one
or more volatile storage devices (e.g., random access
memory (RAM)). In embodiments where WCD 101
includes a general purpose microprocessor, a computer
program product (CPP) 1141 may be provided. CPP 1141
includes a computer readable medium (CRM) 1142 storing
a computer program (CP) 1143 comprising computer read-
able instructions (CRI) 1144. CRM 1142 may be a non-
transitory computer readable medium, such as, but not
limited, to magnetic media (e.g., a hard disk), optical media
(e.g., a DVD), memory devices (e.g., random access
memory ), and the like. In some embodiments, the CRI 1144
of computer program 1143 1s configured such that when
executed by data processing system 1102, the CRI causes the
WCD 101 to perform steps described above (e.g., steps
described above with reference to the tlow charts). In other
embodiments, WCD 101 may be configured to perform steps
described herein without the need for code. That 1s, for
example, data processing system 1102 may consist merely
of one or more ASICs. Hence, the features of the embodi-
ments described herein may be implemented in hardware
and/or software.

Some embodiments described above may be summarized
in the following manner:

In one aspect there 1s provided a first method for regu-

lating user data traflic 1n a wireless network. In some
embodiments, the method includes a wireless communica-
tion device (WCD) (e.g., a Cellular Internet of Things
(CloT) device) obtaining admittance information (Al) indi-
cating at least one condition under which the WCD 1s
admitted to transmit user data to a radio access network
(RAN) node. The method further includes the WCD 1niti-
ating the uplink (UL) transmission of user data via the
wireless network. The method also includes the WCD
performing admittance control with respect to said user data
based on the obtained Al

In some embodiments, the method further includes the
WCD storing status information relating to previously trans-
mitted user data. In such an embodiment, the step of
performing admittance control with respect to said user data
comprises: the WCD using the status information to deter-
mine whether the WCD may at this time transmit the user
data to the RAN node; and, 1n response to determining that
the WCD may not at this time transmit the user data to the
RAN node, the WCD 1) discarding the user data or 11)
transmitting the user data at a later point in time. In some
embodiments, the Al comprises information i1dentifying a
threshold value (1), the status information comprises a data
transmission value (V) corresponding to at least one of: 1) a
number of wireless data transmissions made by the WCD, 11)
an amount of data transmitted wirelessly by the WCD, or 111)
a number of logical tokens within a logical bucket. In some
embodiments, the data transmission value (V) corresponds
to: a number of packets transmitted wirelessly by the WCD
or a number of small data messages transmitted wirelessly
by the WCD. In some embodiments, using the status infor-
mation to determine whether the WCD may at this time
transmit the user data to the node via the wireless network
comprises comparing the data transmission value (V) with
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the threshold value (T). In such embodiments, the method
turther includes updating V as a result of transmitting the
user data.

In some embodiments, the method further comprises, at
the later point 1n time, the WCD using the status information
to determine whether the WCD may at this time transmit the
user data to the node via the wireless network; and 1n
response to determining that the WCD may transmit the user
data via the wireless network, the WCD transmitting the user
data via the wireless network and the WCD 1ncreasing said
data transmission value (V). In some embodiments, trans-
mitting the user data via the wireless network consisted of
transmitting N number of packets or N number of data octets
or N number of small data messages, and increasing said
data transmission value consists of increasing said data
transmission value by N.

In some embodiments, the step of transmitting the user
data via the wireless network comprises transmitting a
control plane message comprising at least a portion of the
user data.

In some embodiments, the method also includes resetting,
the data transmission value (V) 1n response to determining,
that a new timer interval has been entered.

In some embodiments, the method also includes the WCD
transmitting an initial Non-Access Stratum (NAS) message
to a network node. In such embodiments, the WCD receives
a NAS response message transmitted by a network node as
a result of the network node processing the initial NAS
message. In such embodiments, the NAS response message
comprises said Al, and the WCD obtains said Al from the
NAS response message. In some embodiments, the mnitial
Non-Access Stratum (NAS) message 1s one ol an Attach
Request message or a Tracking Area Update Request mes-
sage, and the NAS response message 1s one ol an Attach
Accept message or a Tracking Area Update Accept message.

In some embodiments, the method also includes deter-
mimng whether the user data type i1s of a certain type,
wherein the step of performing admittance control 1s per-
formed as a result of determining that the user data is of the
certain type.

In some embodiments, the step of transmitting the user
data at a later point in time comprises one of: a) waiting at
least a certain amount of time, and then, after the predeter-
mined amount of time has elapsed, retrying to transmit the
user data, b) waiting at least until V has been reset and then
transmitting the user data, or ¢) using a Data Radio Bearer
(DRB) to transmit said user data together with other user
data that was previously buflered for uplink transmission.

In another aspect there 1s provided a wireless communi-
cation device (WCD) for regulating user data traflic. In some
embodiments, the WCD includes a data storage system
(DSS); and a data processing system (DPS) coupled to the
data storage system. The WCD 1s configured to: store in the
DSS admittance information (Al) indicating at least one
condition under which the WCD 1s admutted to transmit user
data to a radio access network (RAN) node; and perform
admittance control with respect to said user data based on
the obtained Al

In some embodiments, the WCD 1s further configured to:
store 1n the DSS status information relating to previously
transmitted user data. In such embodiments the WCD 1s
configured to perform admittance control with respect to
said user data by: using the status information to determine
whether the WCD may transmit the user data to the RAN
node; and discarding the user data or transmitting the user
data at a later point 1n time in response to determining that
the WCD may not transmit the user data to the RAN node.
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In some embodiments, the Al comprises information
identifving a threshold value (1) and the status information
comprises a data transmission value (V) corresponding to at
least one of: 1) a number of wireless data transmissions made
by the WCD, 11) an amount of data transmitted wirelessly by
the WCD, or 111) a number of logical tokens within a logical
bucket. In such embodiments, using the status information to
determine whether the WCD may transmit the user data to
the node via the wireless network comprises comparing the
data transmission value (V) with the threshold value (T). In
such embodiments, the WCD 1s further configured to update
V as a result of the WCD transmitting the user data. In some
embodiments, the data transmission value (V) corresponds
to: a number of packets transmitted wirelessly by the WCD
or a number of small data messages transmitted wirelessly
by the WCD.

In some embodiments, the WCD 1s further configured to
employ a transmitter to transmit an initial Non-Access
Stratum (NAS) message to a network node and receive a
NAS response message transmitted by the network node as
a result of the network node processing the initial NAS
message. In some embodiments, the NAS response message
comprises said Al, and the WCD obtains said Al from the
NAS response message. The initial Non-Access Stratum
(NAS) message may be one of an Attach Request message
or a Tracking Area Update Request message, and the NAS
response message may be one of an Attach Accept message
or a Tracking Area Update Accept message.

In some embodiments, the WCD 1s further configured to
determine whether the user data type 1s of a certain type,
wherein the WCD 1s configured to perform the admittance
control with respect to the user data only 11 the user data 1s
of the certain type.

In another aspect, a second method for regulating user
data traflic in a wireless network 1s provided. In some
embodiments, the second method includes a core serving
node (CSN) (e.g., MME, SGW, PGW, C-SGN) obtaining
admittance information (Al) indicating at least one condition
under which the WCD 1s admutted to transmit or receive user
data. The method also includes the CSN storing the obtained
Al The method further includes the CSN receiving user data
transmitted by the WCD or transmitted to the WCD by
another node, and, 1n response to recerving the user data, the
CSN performing admittance control with respect to the user
data using the Al.

In some embodiments, the method further includes the
CSN storing status information related to prior user data
transmission from or to the WCD. In such embodiments, the
step of performing admittance control comprises: the CSN
using the status mmformation to determine whether a trathic
threshold has been exceeded; and, 1n response to determin-
ing that the traflic threshold has been exceeded, the CSN 1)
discarding the received user data, or 11) transmitting the user
data to the mtended recipient and generating a charging
event for exceeding the threshold, or 111) transmitting the
user data to the intended recipient at a later point in time.

In some embodiments, the Al comprises i1nformation
identifving a threshold value (T') corresponding to the traflic
threshold, and the status information comprises a data trans-
mission value (V) corresponding to at least one of: 1) a
number of wireless data transmissions made by the WCD, 11)
an amount of data transmitted wirelessly by the WCD, or 111)
a number of logical tokens within a logical bucket. In such
embodiments, using the status information to determine
whether the trailic threshold has been exceeded comprises
comparing the data transmission value (V) with the thresh-

old value (1).
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In some embodiments, the data transmission value (V)
corresponds to: a number of packets transmitted wirelessly
by the WCD or a number of small data messages transmitted
wirelessly by the WCD.

In some embodiments, the method further includes the
CSN receiving via the RAN second user data transmitted by
the WCD, the CSN using the status information to determine
whether a traflic threshold has been exceeded 1n response to
receiving the second user data; and the CSN forwarding the
second user data to another node and increasing said data
transmission value (V) in response to determining the trathic
threshold has not been exceeded. In some embodiments, the
step of recerving said second user data comprises receiving:
N number of packets or N number of data octets or N
number of small data messages, and the step of increasing
said data transmission value consists of increasing said data
transmission value by N.

In some embodiments, the method further includes reset-
ting the data transmission value in response to determining,
that a new timer interval has been entered.

In some embodiments, the step of receiving the user data
comprises receiving a control plane message (e.g., a NAS
message) comprising at least a portion of the user data.

In some embodiments, the method further includes the
CSN recerving an mitial NAS message transmitted by one of
the WCDs. In such embodiments the method further
includes the CSN transmitting an Al request to a subscriber
server 1n response to the mitial NAS message and the CSN,
alter transmitting the Al request, recerving said Al from the
subscriber server. The method further includes the CSN
storing the Al and transmitting the Al to the WCD as part of
a NAS response to the mitial NAS message.

In some embodiments, the method further includes the
CSN recerving downlink user data addressed to the WCD. In
such embodiments, the CSN uses the Al and status infor-
mation to determine whether a trailic threshold has been
exceeded 1n response to receiving the downlink user data. In
response to determining that the tratlic threshold has been
exceeded, the CSN may either 1) discard the received
downlink user data or 11) transmit the downlink user data to
the WCD and generate a charging event for exceeding the
threshold.

In another aspect, a core serving node (CSN) for regu-
lating user data trathic 1s provided. The CSN includes a
network interface, a data storage system (DSS); and a data
processing system (DPS) coupled to the network interface
and the DSS. The CSN 1s configured to obtain admaittance
information (Al) indicating at least one condition under
which the WCD 1s admitted to transmit or receive user data,
store the obtained Al, recerve user data transmitted by the
WCD or transmitted to the WCD by another node, and
perform admittance control with respect to the user data
using the Al 1n response to recerving the user data.

In some embodiments, the CSN 1s further configured to
store status information related to prior user data transmis-
sion from or to the WCD. In such embodiments, the CSN
performs the admittance control by: using the status infor-
mation to determine whether a trathc threshold has been
exceeded, and 1) discarding the recerved user data, or 11)
transmitting the user data to the intended recipient and
generating a charging event for exceeding the threshold, or
111) transmitting the user data to the intended recipient at a
later point 1n time 1n response to determining that the traflic
threshold has been exceeded.

In some embodiments, the Al comprises information
identifying a threshold value (1) corresponding to the traflic
threshold and the status information comprises a data trans-
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mission value (V) corresponding to at least one of: 1) a
number of wireless data transmissions made by the WCD, 11)
an amount of data transmitted wirelessly by the WCD or 111)
a number of logical tokens within a logical bucket. In such
embodiments, the CSN i1s configured to use the Al and the
status mformation to determine whether the traffic threshold
has been exceeded by comparing the data transmission value
(V) with the threshold value (T).

In some embodiments, the data transmission value (V)
corresponds to: a number of packets transmitted wirelessly
by the WCD or a number of small data messages transmitted
wirelessly by the WCD.

In some embodiments, the CSN 1s further operable to
receive via the RAN second user data transmitted by the
WCD. In response to receiving the second user data, the
CSN uses the Al and the status information to determine
whether a traflic threshold has been exceeded. In response to
determining the traflic threshold has not been exceeded, the
CSN forwards the second user data to another node and
increases said data transmission value (V).

In some embodiments, the CSN 1s further operable to
receive an initial NAS message transmitted by one of the
WCDs. The CSN transmits an Al request to a subscriber
server 1n response to the initial NAS message. The CSN
receives said Al from the subscriber server after transmitting,
the Al request. The CSN stores the Al after receiving the Al
from the subscriber server. The CSN transmits the Al to the
WCD as part of a NAS response to the mnitial NAS message.

In some embodiments, the CSN 1s further operable to
receive downlink user data addressed to the WCD. The CSN
uses the Al and status information to determine whether a
traflic threshold has been exceeded 1n response to receiving
the downlink user data. Also, the CSN ei1ther 1) discards the
received downlink user data or 1) transmits the downlink
user data to the WCD and generates a charging event for
exceeding the threshold 1n response to determining that the
traflic threshold has been exceeded.

While various embodiments of the present disclosure are
described herein, i1t should be understood that they have been
presented by way of example only, and not limitation. Thus,
the breadth and scope of the present disclosure should not be
limited by any of the above-described exemplary embodi-
ments. Moreover, any combination of the above-described
clements 1n all possible variations thereof 1s encompassed by
the disclosure unless otherwise indicated herein or otherwise
clearly contradicted by context.

Additionally, while the processes described above and
illustrated in the drawings are shown as a sequence of steps,
this was done solely for the sake of illustration. Accordingly,
it 1s contemplated that some steps may be added, some steps
may be omitted, the order of the steps may be re-arranged,
and some steps may be performed 1n parallel.

The mmvention claimed 1s:

1. A method for regulating user data traflic in a wireless
network, the method comprising:

a wireless communication device (WCD) obtaining rate
control information, transmitted by a core serving node
(CSN), specifying a threshold value (T) indicating a
maximum number of Non-Access Stratum (NAS) Data
messages for a period of time; and

for a specific connection, controlling the rate at which the
WCD generates UL NAS Data messages based on the
threshold value, wherein each NAS Data messages 1s a
NAS message comprising user data.

2. The method of claim 1, further comprising:

the WCD storing status mformation relating to previously
transmitted user data, wherein the step of controlling the rate
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at which the WCD generates UL NAS Data messages based
on the threshold value comprises:

the WCD using the status information and the threshold
value to determine whether the WCD may at this time
transmit the user data to a random access network 3
(RAN) node; and

in response to determining that the WCD may not at this
time transmit the user data to the RAN node, the WCD

1) discarding the user data or 11) transmitting the user

data at a later point in time. 10

3. The method of claim 2, wherein

the status information comprises a data transmission value
(V) corresponding to at least one of: 1) a number of
wireless data transmissions made by the WCD, 11) an
amount of data transmitted wirelessly by the WCD, or
111) a number of logical tokens within a logical bucket,

15

using the status information to determine whether the
WCD may at this time transmit the user data to the node
via the wireless network comprises comparing the data ,,
transmission value (V) with the threshold value (T),
and

the method further comprising updating V as a result of
transmitting the user data.

4. The method of claim 3, wherein the data transmission 25
value (V) corresponds to: a number of packets transmitted
wirelessly by the WCD or a number of small data messages
transmitted wirelessly by the WCD.

5. The method of claim 3, turther comprising;:

at the later poimnt in time, the WCD using the status S

information to determine whether the WCD may at this
time transmit the user data to the node via the wireless

network:; and

in response to determining that the WCD may transmit the
user data via the wireless network, the WCD transmiut-
ting the user data via the wireless network and the
WCD 1ncreasing said data transmission value (V).

35

6. The method of claim 5, wherein

transmitting the user data via the wireless network con- 40
sisted of transmitting N number of packets or N number
of data octets, and

increasing said data transmission value consists of

increasing said data transmission value by N.
45

7. The method of claim 5, wherein

transmitting the user data via the wireless network con-
sisted of transmitting N number of small data mes-

sages, and
increasing said data transmission value consists of 5
increasing said data transmission value by N.

8. The method of claim 5, wherein the step of transmitting,
the user data via the wireless network comprises transmit-
ting a control plane message comprising at least a portion of
the user data. 55

9. The method of claim 3, further comprising resetting the
data transmission value (V) 1n response to determining that
a new timer interval has been entered.

10. The method of claim 1, further comprising;: “
the WCD transmitting an imtial Non-Access Stratus

(NAS) message to a network node; and

the WCD recerving a NAS response message transmitted
by a network node as a result of the network node
processing the mitial NAS message, wherein 65

the NAS response message comprises the Rate Control
Information, and

18

the WCD obtains the Rate Control Information from the
NAS response message, wherein
the mitial Non-Access Stratus (NAS) message 1s one of an
Attach Request message or a Tracking Area Update
Request message, and
the NAS response message 1s one of an Attach Accept
message or a Tracking Area Update Accept message.
11. The method of claim 1, further comprising:
determining whether the user data type 1s of a certain type,
wherein
the step of performing admittance control 1s performed as
a result of determining that the user data 1s of the
certain type.
12. The method of claim 2, wherein transmitting the user
data at a later point 1n time comprises one of:
a) waiting at least a certain amount of time, and then, after
the amount of time has elapsed, retrying to transmit the user
data,
b) waiting at least until V has been reset and then transmit-
ting the user data, or
¢) using a Data Radio Bearer (DRB) to transmit said user
data together with other user data that was previously
buflered for uplink transmission.
13. The method of claim 1, wherein the WCD 1s a Cellular
Internet of Things (CloT) device.
14. A wireless communication device (WCD) for regu-
lating user data trailic, the WCD comprising:
a data storage system (DSS); and
a data processing system (DPS) coupled to the data
storage system, wherein the WCD 1s configured to:
obtain rate control information, transmitted by a core
serving node (CSN), specitying a threshold value (1)
indicating a maximum number of Non-Access Stratum
(NAS) Data messages for a period of time; and
for a specific connection, control the rate at which the
WCD generates UL NAS Data messages based on the
threshold value, wherein
cach NAS Data message 1s a NAS message comprising
user data.
15. A method for regulating user data tra
network, the method comprising:
a core serving node (CSN) obtaining admittance infor-
mation (Al) indicating a threshold value for use in

regulating Non-Access Stratum (NAS) data messages
transmitted by a wireless communication device
(WCD) or addressed to the WCD, the threshold value
representing a maximum number of NAS Data mes-
sages per unit of time the WCD 1s admitted to transmit
or receive, wherein each NAS Data message 1s a NAS
message comprising user data;

the CSN storing the obtained Al;

the CSN receiving a NAS Data message transmitted by

the WCD or transmitted to the WCD by another node;
and

in response to recerving the data NAS Data message, the

CSN performing admittance control with respect to the
NAS data message using the threshold value.

16. The method of claim 15, further comprising, the CSN
storing status information related to prior user data trans-
mission from or to the WCD, wherein the step of performing
admittance control comprises:
the CSN using the status information to determine whether
a traffic threshold has been exceeded; and
in response to determining that the trathic threshold has been

exceeded, the CSN

il

1C 1n a wireless
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1) discarding the received user data, or 11) transmitting the
user data to the intended recipient and generating a charging,
event for exceeding the threshold, or

111) transmitting the user data to the intended recipient at a
later point 1n time.

17. The method of claim 15, wherein
the user data was transmitted to the CSN by the WCD,
the Al comprises information identifying a threshold

value (T) corresponding to the traflic threshold,

the status information comprises a data transmission value

(V) corresponding to at least one of: 1) a number of
wireless data transmissions made by the WCD, 11) an
amount of data transmitted wirelessly by the WCD, or
111) a number of logical tokens within a logical bucket,
and

using the status information to determine whether the

traflic threshold has been exceeded comprises compar-
ing the data transmission value (V) with the threshold
value (T).

18. The method of claim 17, wherein the data transmis-
sion value (V) corresponds to: a number of packets trans-
mitted wirelessly by the WCD or a number of small data
messages transmitted wirelessly by the WCD.

19. The method of claim 17, further comprising:

the CSN recerving via the RAN second user data trans-

mitted by the WCD;

in response to receiving the second user data, the CSN

using the status information to determine whether a
traftic threshold has been exceeded; and
in response to determining the trathc threshold has not
been exceeded, the CSN forwarding the second user
data to another node and increasing said data transmis-
sion value (V).

20. The method of claim 19, wherein

the step of recerving said second user data comprises
receiving: N number of packets or N number of data
octets or N number of small data messages, and

the step of increasing said data transmission value con-

sists ol 1ncreasing said data transmission value by N.

21. The method of claim 17, further comprising resetting,
the data transmission value in response to determining that
a new timer interval has been entered.

22. The method of claim 15, wherein the step of receiving
the user data comprises recerving a control plane message
comprising at least a portion of the user data.
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23. The method of claim 15, further comprising:
the CSN receiving an 1nitial NAS message transmitted by
one of the WCDs;
the CSN, 1n response to the mitial NAS message, transmit-
ting an Al request to a subscriber server;
the CSN, after transmitting the Al request, recerving said Al
from the subscriber server;
the CSN, after recerving the Al from the subscriber server,
storing the Al; and
the CSN, 1n response to the mitial NAS message, transmit-
ting the Al to the WCD as part of a NAS response to the
initial NAS message.
24. The method of claim 15, further comprising;
the CSN recerving downlink user data addressed to the
WCD;
in response to recerving the downlink user data, the CSN
using status information to determine whether a traflic
threshold has been exceeded; and
in response to determining that the tratlic threshold has been
exceeded, the CSN either
1) discarding the received downlink user data or 11) trans-
mitting the downlink user data to the WCD and generating
a charging event for exceeding the threshold.
25. A core serving node (CSN) for regulating user data
traflic, the CSN comprising:
a network interface;
a data storage system (DSS); and
a data processing system (DPS) coupled to the network
interface and the DSS, wherein the CSN 1s configured
to:
obtain admittance mformation (Al) indicating a threshold
value for use 1n regulating Non-Access Stratum (NAS) Data
messages transmitted by a wireless communication device
(WCD) or addressed to the WCD, the threshold value
representing a maximum number of NAS Data messages per
unit of time that the WCD 1s admatted to transmit or receive,
wherein each NAS Data message 1s a NAS message com-
prising user data;
store the obtained Al;
recerve a NAS Data message transmitted by the WCD or
transmitted to the WCD by another node; and
in response to receiving the NAS Data message, perform
admittance control with respect to the NAS Data mes-
sage using the threshold value.
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Signed and Sealed this
Twenty-tourth Day of October, 2023

e W

. ) ::E.:.:;.- ':jE_E.. i.._'-=5:;:5. # Qf::;. % | :;:EE::: .. '55:_ F ; P

Katherine Kelly Vidal
Director of the United States Patent and Trademark Office



	Front Page
	Drawings
	Specification
	Claims
	Corrections/Annotated Pages

