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AUTOMATIC AUTHENTICATION OF
WIRELESS DEVICES

BACKGROUND
Field of the Disclosure

The present disclosure relates to telecommunications and,
more specifically but not exclusively, to the authentication of

wireless devices, such as mobile phones, requesting access
to network services.

Description of the Related Art

This section introduces aspects that may help facilitate a
better understanding of the disclosure. Accordingly, the
statements of this section are to be read 1n this light and are
not to be understood as admissions about what 1s prior art or
what 1s not prior art.

It 1s known for the user of a wireless device, such as a
mobile phone, to access a network server using an applica-
tion (aka app) running on the device. In order to ensure that
the user 1s authorized to access that server, it 1s common to
require the user to provide explicit authentication informa-
tion, such as the user’s username and password, prior to
being granted iitial permission for the requested access.
After securing such 1nitial permaission, 1t 1s known to provide
users with options for granting easier subsequent permission
via biometric authentication, “remember me” or “keep me
signed 1n” mechanisms, or other means of accessing those
network servers using their wireless devices. Even 1n the use
case where the provider of the application and the network
server to which the user 1s requesting access via the app 1s
the same company as the wireless service provider for the
user’s wireless device, the user must provide explicit
authentication information, such as username and password,
in order to secure 1nitial permission for the requested access.

FIG. 1 1s a signal flow diagram that represents the
sequence of steps associated with one conventional tech-
nique for the user 110 of a wireless device 120 to access a
network server (not shown i FIG. 1) for the use case in
which the wireless communication service provider 130 for
the wireless device 120 1s also the provider of the application

and the network server to which the user 1s requesting
access.

In Step 1, the wireless device 120 1s shipped to the user
110. In Step 2, the user 110 establishes a username and
password with the service provider 130. In Step 3, the
service provider 130 stores the user’s username and pass-
word, and, 1n some implementations, the user’s security
questions and answers and contact information, 1n 1ts local
database 132 for future use.

In Step 4, the user 110 opens the service provider’s app on
the wireless device 120 and 1s required to sign in. In Step 5,
the user 110 uses the wireless device 120 to transmit her
username and password to the service provider 130. In Step
6, the service provider 130 accesses the user’s username and
password 1n its local database 132 to verily that the user 110
1s authorized to access the network server. In Step 7, the
service provider 130 transmits a message to the wireless
device 120 granting permission to use the application to
access the network server.

According to this technique, the user 110 must enter her
username and password to gain access to the network server
even when the application and the network server are

10

15

20

25

30

35

40

45

50

55

60

65

2

provided by the same company that operates the service
provider 130 for the user’s wireless device 120.

SUMMARY

Problems in the prior art are addressed 1n accordance with
the principles of the present disclosure by enabling certain
users to use certain wireless devices to access certain net-
work servers without having to provide explicit authentica-
tion information, such as username and password, even for
the 1mitial access of those network servers. For example,
when the provider of the network server and the application
that accesses the network server 1s the same company as the
service provider for the user’s wireless device, the user 1s
able to use the application running on the wireless device to
secure 1nitial permission to access the network server with-
out having to provide her username and password or any
other explicit authentication information. As used herein, the
term “‘explicit authentication information” refers to infor-
mation used to determine whether to grant permission to the
user to access, €.g., a network server, where the information
1s provided by a user manually, verbally, or otherwise to an
application running on a wireless device by actively inter-
acting with the wireless device 1n real time (i.e., at the time
of the user uses the device to transmit the request for the
access). Note that a user making hersell available for bio-
metric authentication, such as via a fingerprint or a retina

scan, 1s also an example of a user providing explicit authen-
tication information.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the disclosure will become more fully
apparent from the {following detailed description, the
appended claims, and the accompanying drawings 1n which
like reference numerals identity similar or identical ele-
ments.

FIG. 1 1s a signal flow diagram that represents the
sequence steps associated with one conventional technique
for a user of a wireless device to access a network server for
the use case 1n which the wireless communication service
provider for the wireless device 1s also the provider of the
application and the network server to which the user is
requesting access;

FIG. 2 1s a signal flow diagram that represents the
sequence steps associated with one possible Wireless Device
Automatic Authentication (WDAA) technique for a user of
a wireless device to use an application running on the
wireless device to access a network server for the same use
case as 1n FIG. 1; and

FIG. 3 1s a more-detailed signal flow diagram that repre-

sents the sequence steps associated with the WDAA tech-
nique of FIG. 2.

DETAILED DESCRIPTION

Detailed 1llustrative embodiments of the present disclo-
sure are disclosed herein. However, specific structural and
functional details disclosed herein are merely representative
for purposes of describing example embodiments of the
present disclosure. The present disclosure may be embodied
in many alternate forms and should not be construed as
limited to only the embodiments set forth herein. Further, the
terminology used herein i1s for the purpose of describing
particular embodiments only and 1s not intended to be
limiting of example embodiments of the disclosure.
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As used herein, the singular forms ““a,” “an,” and “the,”
are intended to include the plural forms as well, unless the
context clearly indicates otherwise. It further will be under-
stood that the terms “comprises,” “comprising,” “contains,”
“containing,” “includes,” and/or “including,” specily the
presence of stated features, steps, or components, but do not
preclude the presence or addition of one or more other
features, steps, or components. It also should be noted that
in some alternative implementations, the functions/acts
noted may occur out of the order noted 1n the figures. For
example, two figures shown 1n succession may in fact be
executed substantially concurrently or may sometimes be
executed 1n the reverse order, depending upon the functions/
acts mvolved.

FIG. 2 1s a signal flow diagram that represents the
sequence steps associated with one possible Wireless Device
Automatic Authentication (WDAA) technique for a user 210
of a wireless device 220 to use an application running on the
wireless device 220 to access a network server (not shown
in FIG. 2) for the use case 1n which the wireless commu-
nication service provider 230 for the wireless device 220 1s
also the provider of the application and the network server
to which the user 210 1s requesting access. This WDAA
technique enables a provider-developed mobile application
installed on a provider-1ssued wireless device 220 to nego-
tiate a credential with an authentication server of the service
provider 230 without the user 210 mitially providing explicit
authentication information, such as a username and pass-
word. In this way, the application 1s granted permission to
access subscriber and/or device data that can be used to
receive a device token using the wireless device’s Short
Message Service (SMS) as a means to validate the device.
Once the mitial device validation process 1s complete, the
provider-developed application can access the device-level
provider-specific application-shared storage 222 to retrieve
the stored device token for subsequent authentication events
of the application and authorizing the use of service provider
APIs.

In Step 1 of FIG. 2, the service provider 230 registers a
wireless device 220 by storing data associated with the
device (e.g., the device’s International Mobile Equipment
Identity (IMEI) number that uniquely 1dentifies the wireless
device 220, the Integrated Circuit Card Identifier (ICCID)
used as a unique serial number for the device’s Subscriber
Identification Module (SIM) card, and the Mobile Station
International Subscriber Directory Number (MSISDN) that
internationally 1dentifies the device’s phone number, and/or
the user’s customer account number) 1n a service provider
database 232. In Step 2, the wireless device 220 1s shipped
to the user 210. In Step 3, the user 210 opens the application
provided by the service provider 230 on the wireless device
220. Note that the application may come pre-installed on the
wireless device 220 or be subsequently downloaded to the
wireless device 220 by the user 210 from the service
provider 230 using steps that are not shown 1n FIG. 2.

In Step 4, the application automatically causes the wire-
less device 220 to transmit a request to the service provider
230 to validate the device. Note that the request includes
information uniquely identifying the wireless device 220
(e.g., the device’s IMEIL ICCID, and/or MSISDN numbers).
In Step 5, the service provider 230 uses the device’s 1den-
tification information to access the service provider database
232 to determine whether the wireless device 220 1s already
registered with the service provider. For example, 1n one
possible implementation, information about each registered
wireless device 1s stored in the service provider database
232, where that information can be accessed using the
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device’s IMEI number. In that case, i Step 5, the service
provider 230 uses the IMEI number 1n the received request
to access the service provider database 232, retrieve the
device’s MSISDN and ICCID numbers and the user’s cus-
tomer account number from the service provider database
232, and compare those values to the corresponding values
in the received request to confirm whether the wireless
device 220 1s already registered with the service provider.

Since the wireless device 220 1s already registered, in Step
6, the service provider 230 generates and transmits a device
token (1.e., a signed, cryptographic token containing meta-
data representing given company-unique identifiers) via
SMS messaging to the application on the wireless device
220. Depending on the particular implementation, the SMS
message contains only the signed device token that has been
subsequently encrypted, which includes user-identifying
information such as the user’s customer account number. In
Step 7, after decrypting the encrypted, signed device token,
the application stores, for future use, the decrypted, signed
device token in the device’s provider-specific application-
shared storage 222, which 1s storage that exists on the device
itsell that only specific applications can access. In particular,
in subsequent sessions 1 which the user 210 uses the
device’s application to access the service provider’s network
server, the application will automatically cause the wireless
device 220 to retrieve the device token (if available and
non-expired) from the device’s provider-specific applica-
tion-shared storage 222 and transmit the device token to the
service provider 230 to secure authorization to access the
network server.

In this way, the WDAA technique shown in FIG. 2
enables the user of a wireless device to use a device
application to access a network server without requiring the
user to provide explicit authentication information for the
use case 1 which the service provider of the wireless device
1s also the provider of the application and the network server.

Note that, 1n some implementations, 1f a wireless device
1s not already registered (e.g., when the wireless device 1s
from a company other than the service provider 230), then,
in response to Step 4, the service provider 230 will access 1ts
database 232, determine that the wireless device 1s not
registered, and transmit a rejection message back to the
device’s application. The wireless device will then prompt
the user to provide explicit authentication information (e.g.,
username and password) to be transmitted to the service
provider 230 1n order to secure authorization for the device
to access the service provider’s network server.

FIG. 3 1s a more-detailed signal flow diagram that repre-
sents the sequence steps associated with the WDAA tech-
nique of FIG. 2 for the user 210 of the wireless device 220
to use the device application to access the network server
(not shown 1n FIG. 3) for the use case in which the service
provider of the wireless device 220 1s also the provider of the
application and the network server to which the user is
requesting access.

In Step 1 of FIG. 3, an authentication server 330 operated
by the service provider 230 registers the wireless device 220.
In Step 2, the wireless device 220 1s shipped to the user 210.

In Step 3, the device application 1s opened either (1)
manually by the user 210 or (1) automatically when the
wireless device 220 1s powered on. In Step 4, the application
generates an encryption key (i.e., a cryptographic key used
to encrypt and thereby protect the confidentiality of a given
payload) using an accepted secure algorithm such as AES-
256. This encryption key, which can be symmetric 1n nature,
will be stored on the wireless device 220, accessible only to
the application. The encryption key 1s passed to the server in
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this process and will be used to encrypt the signed device
token at the server 1n Step 9 and subsequently decrypt the
insecure channel-delivered token at the client 1n Step 11
(where the key was originally generated). This ensures that
only the party that initiated the first call will be able to
decrypt the device token for storage/usage.

In Step 5, the wireless device 220 transmits a “validate
device” request to the service provider’s authentication
server 330. The “validate device” request includes the
encryption key and the device’s IMEI, ICCID, and MSISDN
numbers. The “validate device” request invokes a “validate
device” operation on the authentication server 330 using the
associated data. This operation will be implemented 1n a
“fire and forget” fashion, and the actual response to this call
will return to the wireless device 220 asynchronously over
the SMS Push-to-Port mechanism (in Step 10). Using an
asynchronous response and targeting the wireless device 220
directly via MSISDN, the WDAA technique of FIG. 3 1s
protected against being ivoked by nefarious parties. With
this protection, the response will not return directly to a
netfarious caller but will instead be pushed to the appropniate
wireless device 220 only.

As used herein, the term *“‘associated data” refers to any
data that a company can use to verily the identity of a
wireless device and get the associated MSISDN (SMS-able
phone number) of the wireless device. Device identifiers like
IMEI and ICCID are optional and are typically only avail-
able to Mobile Network Operators (MNOs) and Mobile
Virtual Network Operators (MNVOs). Device i1dentifiers
offer the highest level of trust.

In Step 6, 1n response to the “fire and forget™ call from the
wireless device 220, the authentication server 330 queries
the service provider’s database 232 using the associated data
that was received from the wireless device 220. This data 1s
used to get the appropriate account metadata of a valid
application user or account associated with this device for
use 1n generating a device token for the wireless device 220.
Associated data private to the service provider and related to
the wireless device 220 1n any way can be used to create a
device token, such as a user ID number, the user’s customer
account number, and/or a confidential and uniquely gener-
ated device ID number.

In Step 7, the authentication server 330 authorizes the
server access by comparing the associated data received
from the wireless device 220 to the data stored 1n the service
provider’s database 232, similar to Step 7 of FIG. 2. If the
data matches, then the process continues. If the data does not
match, then the authentication server 330 records, for
example, the time and device information for the failed
request. This allows the authentication server 330 to black-
list IP addresses that repeatedly submit non-correlating data.

Assuming that Step 7 verifies a match, 1n Step 8, the
authentication server 330 stages a “SMS Push to Port” event
by the SMS server 340 that 1s operated by the service
provider 230 and is responsible for delivering the device
token back to the wireless device 220. The SMS push queue
334 will be loaded with the following metadata: the confi-
dentiality-supporting encryption key, the unsigned device
token, and the MSISDN used to target the wireless device
220 for which delivery 1s intended. Note that the token 1s
staged unsigned so as to remove risk associated with an
attack against reading the queue 334 1tself, resulting 1n the
breach of device tokens en masse. The queue payload 1itself
1s signed to ensure against queue write attacks with nefari-
ous MSISDN’s and encryption keys being replaced/updated
(after the authorization validation process performed 1n Step
7). This protects against the device token being able to be
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re-routed to incorrect devices via queue updates/writes. As
understood by those skilled 1n the art, signing an unsigned
device token ensures the integrity of the claims within the
token.

In Step 9, the SMS server 340 de-queues the next message
from the SMS push queue 334 and sign-verifies the queue
payload by extracting and signing the account-level device
token and encrypting the signed token with the device’s
specific encryption key. This encryption will protect against
the “SMS 1nterception attack vector” since the only other
party with the appropriate decryption key 1s the wireless
device 220 that originated the mitiating “fire and forget™ call
in Step 5.

In Step 10, leveraging the MSISDN extracted from the
sign-verified queue payload, the SMS server 340 pushes the
payload back to the originally intended wireless device 220
at either the static or dynamic/passed port that the applica-
tion or 1ts associated SDK or Framework 1s listening on.

In Step 11, the device application awakens on the origi-
nating wireless device 220 after receiving the SMS, decrypts
the device token, and stores the decrypted device token to a
provider-specific, application-shared storage 222 on the
wireless device 220. The provider-specific, application-
shared storage 222 1s accessible only to applications asso-
ciated with the service provider (i.e., developed by the
service provider or one of its partners). The terms “appli-
cation-shared storage™ or “device-level shared storage” are
used generically to refer to mobile operating system (OS)-
specific storage mechanisms (such as Android’s Content-
Provider or 10S’s key chain) that can be used to provide
read/write access for specific applications on that wireless
device. In this case, access 1s restricted to applications
associated with the service provider of the wireless device.

In Step 12, the application uses the device token to
automatically access the account-level secure data provide
by the APIs without the need for the user 210 to enter his/her
username and password or use some other form of explicit
authentication information.

Since the WDAA technique of FIG. 3 securely stores the
device token in the provider-specific, application-shared
storage 222, when another application associated with the
service provider 1s opened, the application will check the
provider-specific, application-shared storage 222 on the
wireless device 220 for an account-level device token, 1f
found, then the application will attempt a backchannel
authentication using this device token, prior to presenting
the user 210 with a typical authentication that requires the
user’s username and password being submitted.

Furthermore, this device token proves useful 1n initiating,
the credential creation process for the service provider’s
customers, because the user 210 will not have to provide
account-related metadata since that metadata will already be
available within the device token to be extracted. This
enhancement could greatly simplity and strengthen the
credential creation process for users 210.

In some implementations, the device token lifespan 1s set
to a limited amount of time, and a variation of the process
described above 1s imtiated periodically by the application to
“renew”” the device token at some interval, for example, by
the first application that recognizes the expiration of the
device token.

In some implementations, only applications associated
with the service provider will be able to read from provider-
specific, application-shared storage 222 on the wireless
device 220.

As used herein, the term “network infrastructure” 1s used
to refer collectively to apparatus that supports processing
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associated with the present disclosure. For example, in the
context of the embodiment shown 1n FIG. 3, the network
infrastructure includes the authentication server 330 and the
SMS server 340 as well as the server(s) (not shown 1n FIG.
3) that support the application(s), all of which are operated
by the service provider 230 of FIG. 2.

In certain embodiments, the present disclosure 1s network
inirastructure supporting an application configured to run on
a wireless device. The network infrastructure 1s configured
to store registration information about the wireless device in
a provider database; then receive from the wireless device an
initial request for the application to access the network
infrastructure, wherein the initial request includes device ID
information i1dentitying the wireless device but not explicit
authentication information about a user of the wireless
device; use the device information to access the provider
database to determine that the wireless device 1s registered;
and transmit to the wireless device permission for the
application to access the network infrastructure.

In at least some of the above embodiments, the network
infrastructure i1s configured to transmit to the wireless device
a device token associated with the wireless device for use by
the application to secure access during subsequent server-
accessing sessions without the user having to provide
explicit authentication information.

In at least some of the above embodiments, the network
infrastructure 1s configured to receive the 1nitial request from
the wireless device via a first communication link; and the
network infrastructure 1s configured to transmit the device
token to the wireless device via a second, network-server-
infrastructure-initiated communication link, different from
the first communication link, to avoid transmitting the
device token to a nefarious party that successfully uses the
first communication link with metadata for a wireless device
the nefarious party does not own.

In at least some of the above embodiments, 1f the network
infrastructure receives the device token from a second
application running on the wireless device and supported by
network infrastructure, then the network infrastructure uses
the device token to grant permission to the second applica-
tion without the user having to provide explicit authentica-
tion information.

In at least some of the above embodiments, the network
infrastructure 1s configured to store the registration infor-
mation about the wireless device in the provider database
prior to the wireless device being provided to the user.

In certain embodiments, the present disclosure 1s a wire-
less device configured to run an application that accesses a
network infrastructure. The wireless device 1s configured to
transmit to the network infrastructure an initial request for
the application to access the network infrastructure, wherein
the mnitial request includes device information identifying
the wireless device but not explicit authentication informa-
tion about a user of the wireless device; and receive from the
network 1infrastructure permission for the application to
access the network infrastructure.

In at least some of the above embodiments, the wireless
device 1s configured to recerve from the network inirastruc-
ture a device token associated with the wireless device
granting the permission for the application to access to the
network infrastructure; store the device token; and subse-
quently transmit the device token to the network infrastruc-
ture to secure access to the network infrastructure during
subsequent server-accessing sessions without the user hav-
ing to provide explicit authentication information.

In at least some of the above embodiments, the wireless
device 1s configured to transmit the initial request to the
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network infrastructure via a first communication link; and
the wireless device 1s configured to receive the device token
from the network infrastructure using a second, network-
server-infrastructure-initiated communication link, diflerent
from the first communication link.

In at least some of the above embodiments, a second
application, running on the wireless device and supported by
the network infrastructure, 1s configured to transmit the
device token to the network infrastructure to secure permis-
sion for the second application without the user having to
provide explicit authentication information.

In at least some of the above embodiments, the wireless
device 1s configured to store the device token in device
application-shared storage.

In at least some of the above embodiments, the device
application-shared storage 1s accessible only to applications
supported by the network infrastructure.

In at least some of the above embodiments, the device
token stored 1n the device application-shared storage by a
first application supported by the network infrastructure 1s
accessible and usable for authentication by a second appli-
cation running on the wireless device and supported by the
network infrastructure.

Embodiments of the disclosure may be implemented as
(analog, digital, or a hybrid of both analog and digital)
circuit-based processes, mcluding possible implementation
as a single integrated circuit (such as an ASIC or an FPGA),
a multi-chip module, a single card, or a multi-card circuit
pack. As would be apparent to one skilled 1n the art, various
functions of circuit elements may also be implemented as
processing blocks 1n a software program. Such software may
be employed 1n, for example, a digital signal processor,
micro-controller, general-purpose computer, or other pro-
CESSOL.

As will be appreciated by one of ordinary skill in the art,
the present disclosure may be embodied as an apparatus
(including, for example, a system, a machine, a device, a
computer program product, and/or the like), as a method
(including, for example, a business process, a computer-
implemented process, and/or the like), or as any combina-
tion of the foregoing. Accordingly, embodiments of the
present disclosure may take the form of an entirely software-
based embodiment (1including firmware, resident software,
micro-code, and the like), an entirely hardware embodiment,
or an embodiment combining software and hardware aspects
that may generally be referred to hereimn as a “system.”

Embodiments of the disclosure can be manifest in the
form of methods and apparatuses for practicing those meth-
ods. Embodiments of the disclosure can also be manifest 1n
the form of program code embodied 1n tangible media, such
as magnetic recording media, optical recording media, solid
state memory, floppy diskettes, CD-ROMs, hard drives, or
any other non-transitory machine-readable storage medium,
wherein, when the program code 1s loaded 1nto and executed
by a machine, such as a computer, the machine becomes an
apparatus for practicing the disclosure. Embodiments of the
disclosure can also be manifest 1n the form of program code,
for example, stored 1n a non-transitory machine-readable
storage medium including being loaded into and/or executed
by a machine, wherein, when the program code 1s loaded
into and executed by a machine, such as a computer, the
machine becomes an apparatus for practicing the disclosure.
When mmplemented on a general-purpose processor, the
program code segments combine with the processor to
provide a unique device that operates analogously to specific
logic circuits.
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Any suitable processor-usable/readable or computer-us-
able/readable storage medium may be utilized. The storage
medium may be (without limitation) an electronic, magnetic,
optical, electromagnetic, infrared, or semiconductor system,
apparatus, or device. A more-specific, non-exhaustive list of 5
possible storage media include a magnetic tape, a portable
computer diskette, a hard disk, a random access memory
(RAM), a read-only memory (ROM), an erasable program-
mable read-only memory (EPROM) or Flash memory, a
portable compact disc read-only memory (CD-ROM), an 10
optical storage device, and a magnetic storage device. Note
that the storage medium could even be paper or another
suitable medium upon which the program 1s printed, since
the program can be electronically captured via, for 1nstance,
optical scanning of the printing, then compiled, interpreted, 15
or otherwise processed 1n a suitable manner including but
not limited to optical character recognition, 1f necessary, and
then stored in a processor or computer memory. In the
context of this disclosure, a suitable storage medium may be
any medium that can contain or store a program for use by 20
or 1 connection with an struction execution system,
apparatus, or device.

The functions of the various elements shown in the
figures, including any functional blocks labeled as “proces-
sors,” may be provided through the use of dedicated hard- 25
ware as well as hardware capable of executing software in
association with approprate software. When provided by a
processor, the functions may be provided by a single dedi-
cated processor, by a single shared processor, or by a
plurality of individual processors, some of which may be 30
shared. Moreover, explicit use of the term “processor” or
“controller” should not be construed to refer exclusively to
hardware capable of executing software, and may implicitly
include, without limitation, digital signal processor (DSP)
hardware, network processor, application specific integrated 35
circuit (ASIC), field programmable gate array (FPGA), read
only memory (ROM) for storing software, random access
memory (RAM), and non-volatile storage. Other hardware,
conventional and/or custom, may also be included. Simi-
larly, any switches shown in the figures are conceptual only. 40
Their function may be carried out through the operation of
program logic, through dedicated logic, through the inter-
action ol program control and dedicated logic, or even
manually, the particular technique being selectable by the
implementer as more specifically understood from the con- 45
text.

It should be appreciated by those of ordinary skill in the
art that any block diagrams herein represent conceptual
views of 1llustrative circuitry embodying the principles of
the disclosure. Stmilarly, it will be appreciated that any flow 50
charts, flow diagrams, state transition diagrams, pseudo
code, and the like represent various processes which may be
substantially represented 1n computer readable medium and
so executed by a computer or processor, whether or not such
computer or processor 1s explicitly shown. 55

Unless explicitly stated otherwise, each numerical value
and range should be interpreted as being approximate as 1f
the word “about™ or “approximately” preceded the value or
range.

It will be further understood that various changes 1n the 60
details, materials, and arrangements of the parts which have
been described and illustrated 1n order to explain embodi-
ments of this disclosure may be made by those skilled 1n the
art without departing from embodiments of the disclosure
encompassed by the following claims. 65

In this specification including any claims, the term “each”™
may be used to refer to one or more specified characteristics
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ol a plurality of previously recited elements or steps. When
used with the open-ended term “comprising,” the recitation
of the term “each” does not exclude additional, unrecited
clements or steps. Thus, 1t will be understood that an
apparatus may have additional, unrecited elements and a
method may have additional, unrecited steps, where the
additional, unrecited elements or steps do not have the one
or more specilied characteristics.

The use of figure numbers and/or figure reference labels
in the claims 1s mntended to i1dentily one or more possible
embodiments of the claimed subject matter in order to
facilitate the interpretation of the claims. Such use 1s not to
be construed as necessarily limiting the scope of those
claims to the embodiments shown in the corresponding
figures.

It should be understood that the steps of the exemplary
methods set forth herein are not necessarily required to be
performed 1n the order described, and the order of the steps
of such methods should be understood to be merely exem-
plary. Likewise, additional steps may be included in such
methods, and certain steps may be omitted or combined, in
methods consistent with various embodiments of the disclo-
sure.

Although the elements in the following method claims, 1f
any, are recited 1n a particular sequence with corresponding
labeling, unless the claim recitations otherwise mmply a
particular sequence for implementing some or all of those
clements, those elements are not necessarily intended to be
limited to being implemented 1n that particular sequence.

All documents mentioned herein are hereby incorporated
by reference 1n their entirety or alternatively to provide the
disclosure for which they were specifically relied upon.

Reference herein to “one embodiment” or “an embodi-
ment” means that a particular feature, structure, or charac-
teristic described in connection with the embodiment can be
included 1n at least one embodiment of the disclosure. The
appearances of the phrase “in one embodiment™ in various
places 1n the specification are not necessarily all referring to
the same embodiment, nor are separate or alternative
embodiments necessarily mutually exclusive of other
embodiments. The same applies to the term “implementa-
tion.”

The embodiments covered by the claims 1n this applica-
tion are limited to embodiments that (1) are enabled by this
specification and (2) correspond to statutory subject matter.
Non-enabled embodiments and embodiments that corre-
spond to non-statutory subject matter are explicitly dis-
claimed even 11 they fall within the scope of the claims.

As used herein and 1n the claims, the term “provide” with
respect to an apparatus or with respect to a system, device,
or component encompasses designing or fabricating the
apparatus, system, device, or component; causing the appa-
ratus, system, device, or component to be designed or
fabricated; and/or obtaining the apparatus, system, device,
or component by purchase, lease, rental, or other contractual
arrangement.

Unless otherwise specified herein, the use of the ordinal
adjectives “first,” “second,” “third,” etc., to refer to an object
of a plurality of like objects merely indicates that different
instances ol such like objects are being referred to, and 1s not
intended to 1mply that the like objects so referred—to have
to be 1n a corresponding order or sequence, either tempo-
rally, spatially, in ranking, or in any other manner.

What 1s claimed 1s:

1. A system comprising a network infrastructure support-
ing an application configured to run on a wireless device, the
network infrastructure configured to:
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store registration information about the wireless device 1n
a provider database;

then recerve from the wireless device an 1nitial request for
the application to access the network infrastructure,
wherein the mitial request includes device i1dentifier
(ID) information 1dentiiying the wireless device but not
explicit authentication information about a user of the
wireless device;

use the device ID information to access the provider

database to determine that the wireless device 1s reg-
1stered:

transmit to the wireless device a device token associated

with the wireless device during an 1nitial server-access-
ing session by the application, wherein permission 1s
granted for the application to access the network inira-
structure without receiving the explicit authentication
information from the user; and

receive the device token from the wireless device to

secure access during subsequent server-accessing ses-
stons by the application without receiving the explicit
authentication information from the user.

2. The system of claim 1, wherein:

the network infrastructure i1s configured to receive the

initial request from the wireless device via a first
communication link; and

the network infrastructure i1s configured to transmit the

device token to the wireless device via a second,
network-server-infrastructure-imitiated communication
link, different from the first communication link, to
avold transmitting the device token to a second party
that successtully uses the first communication link for
a wireless device the second party does not own.

3. The system of claim 1, wherein, in response to the
network infrastructure receiving the device token from a
second application running on the wireless device, different
from the application, and supported by the network infra-
structure, the network infrastructure uses the device token to
grant permission to the second application without receiving
the explicit authentication information from the user.

4. The system of claim 1, wherein the network 1nfrastruc-
ture 1s configured to store the registration information about
the wireless device in the provider database prior to the
wireless device being provided to the user.

5. The system of claim 1, wherein:

the network infrastructure 1s associated with a first com-

pany that provided the wireless device; and

the network infrastructure 1s configured to require receipt

of explicit authentication information about a second
user of a second wireless device provided by a second
company different from the first company before pro-
viding access to the network infrastructure by the same
application running on the second wireless device.

6. A wireless device configured to run an application that
accesses a network infrastructure, the wireless device con-
figured to:

transmit to the network infrastructure an 1nitial request for

the application to access the network infrastructure,
wherein the initial request includes device identifier
(ID) information 1dentifying the wireless device but not
explicit authentication information about a user of the
wireless device;

receive from the network infrastructure a device token

associated with the wireless device during an initial
server-accessing session by the application, wherein
permission 1s received for the application to access the
network infrastructure without transmitting the explicit
authentication information from the user:;
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store the device token; and

subsequently transmit the device token to the network
infrastructure to secure access to the network inira-
structure during subsequent server-accessing sessions
without transmitting the explicit authentication infor-
mation from the user.

7. The wireless device of claim 6, wherein:

the wireless device 1s configured to transmit the initial

request to the network infrastructure via a first com-
munication link; and

the wireless device 1s configured to receive the device

token from the network infrastructure using a second,
network-server-infrastructure-iitiated communication
link, different from the first communication link.

8. The wireless device of claam 6, wherein a second
application, running on the wireless device, diflerent from
the application, and supported by the network infrastructure,
1s configured to transmit the device token to the network
inirastructure to secure permission for the second applica-

tion without transmitting the explicit authentication infor-
mation from the user.

9. The wireless device of claim 6, wherein the wireless
device 1s configured to store the device token in device
application-shared storage.

10. The wireless device of claim 9, wherein the device
application-shared storage 1s accessible only to applications
supported by the network infrastructure.

11. The wireless device of claim 10, wherein the device
token stored 1n the device application-shared storage by a
first application supported by the network infrastructure 1s
accessible and usable for authentication by a second appli-
cation running on the wireless device and supported by the
network infrastructure.

12. A method performed by network inirastructure that
supports an application configured to run on a wireless
device, the method comprising the network infrastructure:

storing registration information about the wireless device

in a provider database;

then recerving from the wireless device an 1nitial request

for the application to access the network infrastructure,
wherein the initial request includes device identifier
(ID) information identifying the wireless device but not
explicit authentication information about a user of the
wireless device;

using the device ID information to access the provider

database to determine that the wireless device 1s reg-
1stered; and

transmitting to the wireless device a device token asso-

ciated with the wireless device during an 1nitial server-
accessing session by the application, wherein permis-
ston 1s granted for the application to access the network
server without receiving the explicit authentication
information from the user; and

receirving the device token from the wireless device to

secure access during subsequent server-accessing ses-
sions by the application without receiving the explicit
authentication information from the user.
13. The method of claim 12, wherein:
the network infrastructure recerves the initial request from
the wireless device via a first communication link; and

the network infrastructure transmits the device token to
the wireless device via a second, network-server-infra-
structure-initiated communication link, different from
the first communication link, to avoid transmitting the
device token to a second party that successiully uses
the first communication link for a wireless device the
second party does not own.
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14. The method of claim 12, wherein, 1n response to the
network infrastructure receiving the device token from a
second application running on the wireless device, different
from the application, and supported by the network infra-
structure, the network infrastructure uses the device token to
grant permission to the second application to access the
network infrastructure without receiving the explicit authen-
tication information from the user.

15. The method of claim 12, wherein the network infra-
structure stores the registration information about the wire-
less device in the provider database prior to the wireless
device being provided to the user.

16. The method of claim 12, wherein:

the network infrastructure 1s associated with a first com-

pany that provided the wireless device; and

the network infrastructure requires receipt of explicit

authentication information about a second user of a
second wireless device provided by a second company
different from the first company before providing

access to the network infrastructure by the same appli-
cation running on the second wireless device.

17. A non-transitory machine-readable storage medium,
having encoded thereon program code, wherein, when the
program code 1s executed by network infrastructure,
wherein the network infrastructure supports an application
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configured to run on a wireless device, the method com-
prising the network infrastructure:

storing registration information about the wireless device
in a provider database;

then receiving from the wireless device an 1nitial request
for the application to access the network infrastructure,
wherein the mitial request includes device i1dentifier
(ID) information 1identifying the wireless device but not
explicit authentication information about a user of the
wireless device;:

using the device ID information to access the provider
database to determine that the wireless device 1s reg-
1stered:

transmitting to the wireless device a device token asso-
ciated with the wireless device during an initial server-
accessing session by the application, wherein permis-
s1on 1s granted for the application to access the network
inirastructure without receiving the explicit authenti-
cation information from the user; and

recetving the device token from the wireless device to
secure access during subsequent server-accessing ses-

sions by the application without receiving the explicit
authentication information from the user.
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