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METHODS AND SYSTEMS FOR ENABLING
KIOSK MODE ON A MULTIFUNCTION
DEVICE

CROSS-REFERENCE TO RELATED
APPLICATION

This application 1s a continuation of and claims priority to
U.S. patent application Ser. No. 16/995,996, filed Aug. 18,
2020, which claims priority to U.S. Provisional Patent
Application No. 63/002,698, filed Mar. 31, 2020, the dis-

closures of which are incorporated herein by reference 1n
their entirety.

BACKGROUND

Small businesses, home businesses, individuals, travelers
and others have a need to print high quality documents from
time to time. However, capital restrictions, printer availabil-
ity or other 1ssues can prevent them from buying or having
access to the necessary equipment to prepare documents of
the required quality or type. For example, a small business
may prepare certain types ol documents requiring special
formatting or capabilities only on an 1rregular or intermittent
basis. Purchasing a printing device capable of making such
documents may not be cost eflective for such a business.
Similarly, with the ubiquity of portable electronic devices
such as personal digital assistants, cellular telephones, and
laptops, as well as increasing dependency on e-mail and
other aspects of the internet, situations often arise i which
a person will need to print or scan documents, photos, or the
like while away from their typical work or home location.
For example, a business traveler may need to print a
presentation while out of the office, but may not have access
to a printing device capable of preparing the presentation.

Some businesses have printing devices that can perform a
variety ol capabilities, but are not fully utilized. For
example, a business may have a color printing device or
some other printing device that it does not use to full
capacity. As such, the business may have paid for a printing
device that 1t 1s not fully utilizing and would like to 1dentify
ways to utilize the printing device more fully and/or to
obtain additional revenue by using the printing device for
additional purposes.

Print kiosks including a print device with point of sale
(POS) payment solutions have been developed to allow the
general public to pay for and receive a variety of document
services provided by such printers. Such self-service multi-
function printers are typically deployed 1n locations acces-
sible to the general public. Currently, the POS payment
solutions for these self-service multi-function printers
require hardware for specific payment systems (e.g., pro-
cessing machines for cash, including coins and banknotes;
processing machines for checks; processing machines for
various cards, including, but not limited to credit cards, debit
cards, pre-paid cards, etc.). While such POS payment solu-
tions are eflective, the additional hardware required can be
costly.

This document describes a system that may address at
least some of the 1ssues described above.

SUMMARY

This disclosure 1s not limited to the particular systems,
methodologies or protocols described, as these may vary.
The terminology used in this description 1s for the purpose
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of describing the particular versions or embodiments only,
and 1s not intended to limit the scope.

As used 1n this document, the singular forms “a,” “an,”
and “the” include plural reference unless the context clearly
dictates otherwise. Unless defined otherwise, all technical
and scientific terms used herein have the same meanings as
commonly understood by one of ordinary skill in the art. All
publications mentioned in this document are incorporated by
reference. All sizes recited 1n this document are by way of
example only, and the mvention 1s not limited to structures
having the specific sizes or dimension recited below. As used
herein, the term “comprising” means “including, but not
limited to.”

In one or more scenarios, methods and systems for
printing on a print device configured to execute document
processing jobs from both authorized users and guest users
are disclosed. The system may include a processor and a
computer readable medium including programming instruc-
tions that are configured to cause the processor to execute
the methods of this disclosure.

The methods may 1nclude, by a processor configuring the
print device to execute document processing jobs from both
authorized users and guest users based on a rule set. The
methods may also include receiving a request to initiate a
document processing session on the print device; mitiating
the kiosk mode session for executing paid document pro-
cessing jobs by outputting a kiosk mode user interface that
1s configured to allow the guest user to submit requests for
paid document processing jobs upon determining that the
document processing session 1s a kiosk mode session for
executing a document processing job for a guest user,
receiving a request for executing a document processing job
via the kiosk mode user interface, causing the print device
to execute the document processing job, and causing a
payment processing service associated with the guest user to
render payment for executing the document processing job
upon termination of the kiosk mode session. Optionally, the
rule set may include one or more rules for determining when
the print device 1s available for executing document pro-
cessing jobs from guest users. Examples of such rules may
include that the print device i1s available for executing
document processing jobs from guest users after a threshold
period of 1dle time of the print device, during non-peak
demand times of the print device, during one or more time
periods, based on a demand for paid document processing
jobs at a location of the print device, and/or outside of
business hours of an organization associated with the print
device.

In various embodiments, the methods may also include
determining whether the requested document processing
session 1s the kiosk mode session for executing a document
processing job for a guest user by determining whether a
user associated with the request to initiate the document
processing session 1s authorized to submit unpaid document
processing jobs to the print device. Optionally, the determi-
nation ol whether the user associated with the request to
initiate the document processing session 1s authorized to
submit unpaid document processing jobs to the print device
may be based one, for example, login credentials of the user,
device identifier associated with the request to initiate the
document processing session, network mformation associ-
ated with the request to mitiate the document processing
session, and/or a token information associated with the
request to mitiate the document processing session.

In some embodiments, the request to mitiate the docu-
ment processing session may be received from a user
interface associated with the print device. Optionally, the
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method may also include outputting a kiosk mode user
interface at the print device upon mitiation of the kiosk mode
session. The kiosk mode user interface may be configured to
allow the guest user to submit requests for paid document
processing jobs.

In some other embodiments, the request to 1mitiate the
document processing session may be received from a mobile
device. Optionally, the method may also 1nclude outputting
a kiosk mode user interface at the mobile device upon
initiation of the kiosk mode session, wherein the kiosk mode
user interface 1s configured to allow the guest user to submit
requests for paid document processing jobs.

In one or more embodiments, the method may include
iitiating the stail mode session for executing unpaid docu-
ment processing jobs received from authorized users and
prioritizing unpaid document processing jobs over paid
document processing jobs 1n response to determining that
the requested document processing session 1s the stafl mode
session. Optionally, the method may include outputting a
stall mode user interface upon 1mtiation of the stafl mode
session, wherein the stafl mode user interface 1s configured
to allow an authorized user to submit requests for unpaid
document processing jobs.

Optionally, the method may include i1dentitying a pay-
ment processing service associated with the user. In some
other embodiments, the method may also include determin-
ing a cost for executing the document processing job at the
print device.

In some embodiments, mitiating the kiosk mode session
for executing paid document processing jobs may include
disabling one or more user interface components of the print
device. Additionally and/or alternatively, mnitiating the kiosk
mode session for executing paid document processing jobs
may 1include paid document processing jobs over unpaid
document processing jobs.

In some other scenarios, a print device may be configured
to execute a method for executing document processing jobs
from both authorized users and guest users. The method may
include, by the print device receiving a first document
processing session initiation request, determining whether
the first document processing session initiation request 1s
from a guest user or an authorized user, imitiating a kiosk
mode session for executing paid document processing jobs
in response to determining that the first document processing
session 1nitiation request 1s from a guest user, processing a
request from the guest user for executing a first document
processing job, determining a cost for executing the first
document processing job at the print device, receiving
approval to execute the first document processing job at the
print device for the determined cost from the guest user,
executing the first document processing job, and, transmit-
ting to a server a request to cause a payment processing
service associated with the guest user to render payment that
1s equal to the determined cost upon termination of the kiosk
mode session.

The method may also include receiving a second docu-
ment processing initiation session request for processing a
second document processing job upon termination of the
kiosk mode session. Optionally, in response to determinming,
that the second document processing session 1nitiation
request 1s from an authorized user, the method may include
initiating a stail mode session for executing paid document
processing jobs only, and executing the second document
processing job without requiring the authorized user to
provide a mode of payment. Alternatively and/or addition-
ally, the method may include outputting a stafl mode user
interface upon 1nitiation of the stall mode session, where the
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stafl mode user interface 1s configured to allow the autho-
rized user to submit requests for unpaid document process-
ing jobs.

In some embodiments, determining whether the first
document processing session initiation request 1s from a
guest user or an authorized user may include determining
whether a user associated with the first document processing
session 1nitiation request 1s authorized to submit unpaid
document processing jobs to the print device.

The first document processing session initiation request
may be received from a user interface associated with the
print device and/or a mobile device. Optionally, the method
may include outputting a kiosk mode user interface at the
print device and/or the mobile device upon nitiation of the
kiosk mode session. The kiosk mode user interface may be
configured to allow the guest user to submit requests for paid
document processing jobs.

Optionally, the request to initiate the first document
processing initiation session may be received from a mobile
device upon establishment of a proximity enabled commu-
nications link between the print device and the mobile
device.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1llustrates an example system for enabling kiosk
mode on a multifunction device according to an embodi-
ment.

FIG. 2 1s a flowchart 1llustrating an example method for

enabling kiosk mode on a multifunction device according to
an embodiment.

FIG. 3 1illustrates a block diagram of example hardware
that may be used to contain or implement program instruc-
tions according to an embodiment.

DETAILED DESCRIPTION

The following terms shall have, for purposes of this
application, the respective meanings set forth below:

A “computing device” refers to a device that includes a
processor and a non-transitory, computer-readable medium
(1.e., memory). The memory may contain programming,
instructions that, when executed by the processor, cause the
computing device to perform one or more operations accord-
ing to the programming instructions. A computing device
also may include additional components such as a touch-
sensitive display device that serves as a user interface, as
well as a camera or other 1image capturing device. A com-
puting device may include one or more communication
hardware components such as a transmitter and/or receiver
that will enable the device to send and/or recetve commu-
nications to and/or from other devices, whether via a com-
munications network or via near-field or short-range com-
munication protocols. As used 1n this description, a
“computing device” may be a single device, or any number
of devices having one or more processors that communicate
with each other and share data and/or instructions. Examples
of computing devices include, without limitation, mobile
devices, smartphones, smart watches, digital cameras, tablet
computing devices, electronic readers, personal computers,
fitness tracking devices, wearable electronic devices, wear-

able electronic devices, media players, satellite navigation
devices and the like.

A “mobile device” or “mobile electronic device” refers to
a portable computing device. A mobile device may include
a short range wireless communication interface such as a
transmitter, a near field communication (NFC) or radio
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frequency identifier (RFID) tag or Bluetooth Low Energy
(BLE) receiver (with reduced transmit power), a processor
and non-transitory, computer-readable memory. The
memory may contain programming instructions in the form
ol a software application that, when executed by the pro-
cessor, cause the device to perform one or more document
operations. Examples of suitable portable electronic devices
include smartphones, personal digital assistants, cameras,
tablet devices, electronic readers, personal computers, media
players, satellite navigation devices and the like.

In this document, the term “application” refers to a set of
programming instructions that, when executed by processor
of a computing device or a print device, causes the com-
puting device or the print device to perform some or all of
functions that are described 1n this disclosure. A print device
and/or a computing device may have an application pre-
configured. Alternatively and/or additionally, a user of a
print device and/or a computing device may download and
install an application. A user may acquire an application by
downloading 1t from an application database, a server,
and/or from a print service provider. The application may
include virtually any application type which may run on any
underlying operating system or platform. The installed
application may register itself with the device operating
system allowing the application to monitor certain activities
on the device operating system, and to use certain function-
alities of the operating system. For example, the application
may be automatically launched or mitiated upon occurrence
of an event. Furthermore, an application may correspond to
a local application which executes on a computing device
and/or a print device. Alternatively, an application may
represent a web application which executes on a remote
application server. That 1s, the application may include
application functionality which 1s accessed by a user over a
network and executed locally as an application, e.g., using a
browser running on the electronic device and/or the print
device. In other embodiments, an application may include or
have access to both local and web (remote) elements. An
application may include a database of information. In certain
embodiments, the database may be exported to another local
device or to a remote, cloud-based repository. Techniques
for executing such an application, and related technology,
are well known 1n the art and are therefore not described
turther 1n detail herein, except as may be helpiul or neces-
sary to understand operations of the

A “document” refers to a digital representation of a
document such as a word processor file, an electronic
presentation file, an electronic spreadsheet, a PDF file, or a
bitmap file (e.g. TIFF, JPG, PNG files etc.) that 1s stored in
a computer readable memory or a storage medium. A
document file may be an electronic representation of a
physical document that contains one or multiple pages. A
document may also refer to the set of mnstructions or meta-
data that cause the document to be processed.

A “document processing service” or “document process-
ing job” refers to a service that can modily or otherwise
process a document, for example, by performing print-
related services, document repository services, scanning
services, document management services, 1Image processing
services and/or the like.

The term “‘print device” refers to a machine having
hardware capable of reading a digital document file and
using the information from the file and associated print
instructions to print of a physical document on a substrate.
Components of a print device typically include a print
engine, which includes print hardware such as a print head,
which may include components such as a print cartridge
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containing ink, toner or another print matenal, as well as a
document feeding system configured to pass a substrate
through the print device so that the print head can print
characters and/or 1images on the substrate. The print device
may also include a wireless communication interface (such
as a transmitter, an NFC interface, an RFID tag or a BLE
receiver) used to communicate with one or more other
devices. In some embodiments, a print device may have
additional capabilities such as scanning or faxing and thus
may be a multifunction device (“MFD”).

A “kiosk mode” refers to a self-service mode on a print
device for providing access to document processing services
(e.g., printing, scanning, etc.) on the print device to a guest
user (1.e., one who 1s not a registered or authorized user of
the device or of a system or service to which the device 1s
communicatively connected) in exchange for payment. It
will be understood that a kiosk mode in accordance with the
disclosure could be provided on a print device that is
typically designated for dedicated document processing ser-
vices to a service, group or orgamzation. Configuring or
enabling kiosk mode refers to operation of a print device to
provide document processing services for unregistered guest
users in exchange for payment.

A “stafl mode” refers to a mode on a print device 1n which

the print device provides document processing services to
authorized users of the device or of a system or service to
which the device 1s communicatively connected, such as
stafl of an organization that employs the print device.
This document will use the term “authorized user” to refer
to users of a print device who are athliated with the system
or service to which the device 1s communicatively connected
and thus are regular users of the device. The term “‘guest
user’” will refer to users who are not so athliated, and who
thus will be required to present a mode of payment before
being permitted to use the print device. A “guest user” may
be authorized by or registered with a cloud server (as will be
described below), but 1s not afliliated with the print device’s
local system or service, and thus 1s not a regular user of the
print device.

This document may refer to a print job processed for a
guest user as a “paid” job, and to a print job processed for
an authorized user as an “unpaid job.” However, the char-
acterization of a print job processed for an authorized user
as an “unpaid job” does not necessarily mean that no
payment 1s provided for such a job, as the authorized user’s
organization may have an account that pays for print jobs
processed for many of the organization’s users. However, an
authorized user will not be first required to present a mode
of payment (such as a credit card, debit card, or electronic
payment account information) before being permitted to
print a document at the print device.

A print device on a local network 1s often behind a firewall
and cannot directly establish a connection with a device that
1s not connected to the local network and/or 1s unaware of
the network settings of the print device for submission of
print jobs. Therefore, 1t becomes challenging to accept
document processing jobs from guest users (1.e., individuals
who are not afiliated with the local network’s organization)
on such print devices even when a kiosk mode 1s enabled,
without granting network access to other devices, submitting
j0bs through a device already connected to the print device,
and/or changing various network configuration settings. The
proposed solution enables kiosk mode on a print device that
1s typically designated for dedicated document processing
services, 1n addition to facilitating submission by guest users
of document processing jobs to the print device (via a cloud
server) 1n exchange for payment. Furthermore, as discussed
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above, self-service multi-function print devices require
hardware for specific payment systems which can be costly.
Such payment solutions are also not always convenient for
the user. For example, the guest user may have to wait for

an available clerk or may not have the correct amount of 5

cash required and/or may not have the correct type of credit,
debit, or pre-paid card required. Finally, the proposed solu-
tion also enables a user to securely transmit payment for the
document processing job to the print device owner without
the need of additional hardware attached to the print device
itsellf.

FI1G. 1 1llustrates an example system for configuring kiosk
mode on print device. As shown in FIG. 1, the system 100
includes mobile electronic device(s) 102a, 1025 . . . 102,
computing device(s) 103, at least one print device 104, a
cloud server 106, and a payment service 108. The system
100 may be implemented in a distributed computing envi-
ronment and mterconnected by a communications network
110. For illustration purposes, the system 100 i1s shown as
operating with only one print device. However, 1t should be
understood that the system 100 can operate with any number
of print devices, each with their own specific document
processing functions and costs associated with those func-
tions, and these print devices could be used by multiple
different users.

The print device 104 may communicate with one or more
components of the system 100 via a first communication
network 110. A mobile device (e.g., 1025) that cannot
directly communicate with the print device 104 via the first
communication network 110, such as a device of a user who
1s not athliated with the operator of the first communication
network 110, may communicate with the print device 104
indirectly via the cloud server 106, using a second commu-
nications link 120. The first communication network 110 and
the second communication network 120 may include con-
nections such as, for example, wired connections, wireless
communication links, or fiber optic cables, and may provide
any suitable medium of communications such as Wiki,
Bluetooth, Fthernet, cellular, intranet, and Internet.

Optionally, to enhance system security, communications
between the various components of the system can be
encrypted using any now or hereafter known encryption
methods and systems.

In one or more embodiments, the computing device(s)
103 may be communicatively coupled to the print device
104 (e.g., wirelessly or a wired connection) for submission
of document processing jobs by users who are afhiliated with
the network and thus permitted to print documents without
any requirement to first presenting a method of payment
(1.e., 1n a stall mode).

The cloud server 106 1s configured to enable and manage
kiosk mode on the print device 104, and/or route document
processing jobs to print device 104 (if received from a
mobile device), without establishing an actual or direct
communicative connection between the mobile device and
the print device 104. Cloud server 106 may be a server
computer running software and connected to the network
110 and/or 120. For example, the cloud server 106 may be
implemented on or as a web site, a server on a private
network or local intranet, or other local or remote hardware,
soltware, or logic.

The cloud server 106 may include a kiosk print service
116 that 1s configured to register a user and/or the print
device 104 for enabling/managing a kiosk mode on the print
device 104 for receipt and execution of paid document
processing jobs that the cloud server 106 receives from guest
users. The kiosk print service 116 may also be configured to
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communicate with applications on other devices such as
applications on the print device 104, on the mobile device
102, on the payment service 108, and/or other applications
on the cloud server 106 1itself. Thus, for example, the kiosk
print service 116 may implement various application pro-
gramming interfaces (APIs) which enable such communi-
cation with other applications. The kiosk print service 116
may also host a website to allow a print device administrator
to register a print device for kiosk mode; download a kiosk
application on the print device; establish a kiosk account for
the print device(s); establish various rules, policies, and
settings for using a kiosk mode on print device; or the like.

In some embodiments, the cloud server 106 may also
provide services such as formatting and rendering of docu-
ments. The cloud server 106 may optionally store informa-
tion relating to users (and/or associated mobile devices) and
the print devices 1n the system 100. For example, the cloud
server 106 may include and/or may be 1 communication
with a registration service (may or may not be a part of the
kiosk print service 116) configured to receive a registration
of the print device 104 and/or a user, and store information
in a data store (not shown here) of registered print devices
and/or users. Alternatively and/or additionally, the cloud
server 106 may be configured to access and/or retrieve
information associated with users and/or the print devices
from a data store.

Information relating to the print device 104 may include,
without limitation: a device identifier; network connection
information; payment information (e.g., various costs asso-
ciated with the document processing service(s) provided by
the print device, acceptable payment methods, etc.); physi-
cal location of the print device, tax collection requirements
for the jurisdiction in which the print device 1s located;
contract terms relating to the print device (e.g., subscription,
revenue share, or the like); times or rules for determining
times when the print device 1s available for paid document
processing jobs (e.g., after a certain threshold period of idle
time, during non-peak demand times, outside of business
hours, etc.); types and configuration settings available for
different document processing jobs (e.g., color, double
sided, font size, etc.); 1dentification of users authorized to
execute document processing jobs on the print device with-
out payment information; associated with print device owner
(s)admimstrator(s) (e.g., login information, contact infor-
mation, identification of other print devices owned, pricing
tables, 1dentification of associated users authorized by the
owner/admimstrator to execute document processing jobs
without payment, etc.), or the like.

Information relating to the users may include, without
limitation: user authentication information (e.g., username,
password, etc.); payment information from which cost for
processing document processing jobs may be rendered (e.g.,
credit card, back account information, financial services
information, etc.); usage history relating to one or more print
devices 1n the system; whether or not the user or device 1s
authorized to execute document processing jobs without
payment; identification of mobile device(s) associated with
the user; or the like.

The mobile electronic device(s) 102a-r are illustrated as
an example of any mobile device which may store or have
access to data which the user may desire to print and/or from
which a user may wish to execute a document processing job
in a kiosk mode and/or a stafl mode. As shown 1n FIG. 1, the
mobile device(s) 102a-» may execute a print application 112
configured for submitting document processing jobs to a
print device 1n the system 100. The print application 112
may be 1nstalled on the mobile device(s) 102a-» at any time
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before a document processing job 1s submitted using the
mobile device(s) 102a-n. Optionally, print application 112
may be a web application accessible by the mobile device(s)
102a-r. Upon mstallation and/or launch, the print applica-
tion may store and/or may have access to payment infor-
mation associated with a user of the mobile device. For
example, the print application may prompt a user of the
mobile device to provide the payment information.

A mobile device 102 may also communicatively connect
to the print device 104 via a proximity enabled communi-
cations link 120. The proximity enabled communications
link 120 may include, without limitation, NFC, BLE, and
RFID. For example, 1n an embodiment, a proximity enabled
communications link like NFC may be operable to mitiate a
direct or indirect network connection between an NFC-
enabled device (e.g., mobile device 102) and a print device.
For instance, an encoded NFC tag of a print device may
respond to a field generated by another NFC-enabled device
by providing information that identifies network information
about the print device, such as a device identifier (e.g., IP
address, MAC address, device serial number, device name,
etc.), Bluetooth® address, and/or the like. In this regard, the
print device NFC tag may transmit a print device 1dentifier
for receipt by, for example, the mobile device 102. The
mobile device 102 may be configured to identily the print
device identifier as being associated with a print device and
to launch the print application 112 (or access a web hosted
print application 112) that may begin a process of allowing
the mobile device 102 to submit a document processing job
to the print device 104 1n stall mode or kiosk mode, as
described below.

Near field communications are defined by a collection of
standards for radio frequency communications that may be
used when two devices are 1n close proximity. Protocols for
implementation of near field communication may comply
with industry standards, such as ISO/IEC 18092 or ISO/IEC
18000-3, published by the International Standards Organi-
zation. Typical ranges for near field communications are
approximately 10 cm or less, although 1t may be 20 cm or
less, 4 cm or less, or other ranges. Near field communica-
tions can support two-way (or peer-to-peer) communications
between devices. In a passive mode, an NFC 1nitiator device
may output a carrier field that a target device (or transpon-
der) uses to respond by modulating the provided field. In an
active mode, the mitiator and the target can each generate a
carrier field, and the devices communicate by altering the
ficlds. When utilizing two-way commumnications, two

devices may exchange data to perform various functionali-
ties that are enabled as a result of the near field communi-
cations.

Near field communications require close proximity (e.g.,
no more than a few inches, or 1n some cases no more than
one or two feet) to establish a communications link, and
hence the operation of establishing a link with another NFC
device may be referred to as a “tap.” The term “tap™ as used
herein does not necessarily refer to physical contact between
communicating NFC devices, but rather positioning the
NFC devices 1n sufliciently close proximity to establish an
NFC communications link. Therefore, a user of an NFC
enabled smart phone may tap an NFC tag to send and/or
receive data from the tag. Near field communications offers
several advantages over other wireless protocols and meth-
ods for encoding data to be read by a mobile terminal
because of the short range nature of near field communica-
tions. Some examples include avoiding cross-talk from other
nearby tags, managing access, improving security, and low
power requirements. NFC tags may also be configured such
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that when read by the mobile terminal, cause the mobile
terminal to perform certain processing actions, such as
launching of applications, navigating to a particular website,
or downloading of a particular file.

The mobile device 102 and/or the cloud server 106 can
further communicate with a payment service 108 to allow a
guest user to process payment for a paid document process-
ing job. Specifically, the print application 112 and/or the
kiosk print service 106 can allow the guest user to access the
payment service 108 to eflect payment for the specific paid
use of the print device 104. The payment service 108 can
comprise, for example, an e-commerce business, such as
PayPal, that allows payments to be made through the Inter-
net. Alternatively, the payment service 108 can comprise a
credit card processing service or any other suitable payment
service. In some embodiments, the payment service 108 may
be 1included 1n the cloud server 106. In other embodiments,
the payment service 108 may be external to the cloud server
106.

As shown in FIG. 1, the print device 104 may also execute
a kiosk application 118 (local and/or web application) con-
figured to enable kiosk mode on the print device 104 for
allowing guest users to print paid document processing jobs
on the print device 104. An admimstrator of a print device
may register the print device for kiosk mode operation at any
time using the kiosk application 118, such that the cloud
sever 106 1s notified that the print device 1s accepting paid
document processing jobs (in addition to unpaid document
processing jobs). Optionally, the administrator may define
different rules relating to availability of kiosk mode on the
print device 104. Examples of such rules may include,
without limitation, defined time periods (e.g., certain days,
certain hours during a day, etc.) when kiosk mode becomes
automatically enabled without administrator action,
enabling kiosk mode when the print device has been idle for
a threshold period of time, enabling kiosk mode when there
1s increased demand 1n the location where the print device 1s
located, enabling kiosk mode upon user request, historical
usage ol the print device at various times, or the like.
Furthermore, an administrator may define policies relating
to prioritization of paid versus unpaid jobs at the print device
at any given time. For example, a policy may define time
periods for executing either only paid document processing
j0bs or only unpaid document processing jobs, where such
time periods may be fixed or determined based on above
rules. Another policy may define time periods for executing
paid document processing, but allow execution of unpaid
document processing jobs when the print device i1s idle
and/or does not have any queued paid document processing
j0bs. Another policy may define time periods for executing
unpaid document processing, but allow execution of paid
document processing jobs when the print device i1s idle
and/or does not have any queued paid document processing
10bs. Yet another policy may accept paid processing jobs at
any time and prioritize execution of such paid jobs over
execution of any unpaid jobs (or vice versa).

The kiosk application 118 may control the print device to
operate 1n a stall mode or a kiosk mode, depending on the
identity of a user mitiating a document processing session
(as described below). The print device 104 may include a
user interface 114, which may be employed to select features
and enter other data. Such a user interface may include, for
example, a touch screen having touch activated keys for
navigating through an option menu, a keypad, a graphical
user imtertace (GUI), an audio interface, a display, or the
like. The user interface 114 may be used to provide infor-
mation to a user as well. The kiosk application 118 may also
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configure the user iterface 114 to output a mode dependent
interface depending on whether the print device 1s operating
in a stall mode or a kiosk mode.

In an embodiment, the print device 104 may include a
wireless communication mterface (such as a transmuitter, an
NFC imterface or tag, an RFID tag or a BLE beacon
transmitter) used to communicate with one or more other
devices (e.g., computing device 103, cloud server 106,
and/or mobile device 102). For example, in order to enable
a proximity enabled commumnications link 120, the print
device 104 may include a tag 115 (e.g., an NFC tag, an RFID
tag, etc.) that permits such communications with the mobile
device 102. A tag 115 may be simply aflixed to the print
device 104 as a static tag or the tag may be integrated into
the communications interface of the print device 104 as a
dynamic tag that 1s powered by the print device 104. The tag
115 may include information to be transmitted to the mobile
device 102 via the proximity enabled communications link
120. While the current disclosure describes NFC as an
example to establish the proximity enabled communications
link between a mobile device and a print device, 1t will be
apparent to those skilled 1in the art that other short-range
wireless communication protocols may also be used in
accordance with the principles of the current disclosure.

In certain embodiments, the print device 104 may also
include means for user authentication. The print device, for
example, may be connected to an external user authentica-
tion system, such as a smart card reader, or may be config-
ured to include internal user i1dentification.

The print device 104 may also include signage (not shown
here) including instructions for users for using the print
device 104 for executing document processing jobs with or
without payment requirements. The signage may also
include instructions for a print device 104 administrator or
owner for enabling kiosk mode on the print device 104.

FI1G. 2 1s a flowchart 1llustrating and example method 200
for providing paid (kiosk mode) or unpaid (stall mode)
document processing jobs to a print device. As discussed
above, the print device executes a kiosk application for
executing some or all the steps discussed below. Although
the flowchart 200 of FIG. 2 illustrates the operations 202-
228 1n sequential order, 1t will be appreciated that this 1s
merely an example, and that additional or alternative opera-
tions may be included. Further, operations of FIG. 2 and
related operations may be executed 1n a different order than
that shown, or 1n a parallel or overlapping fashion.

At 202, the kiosk application of the print device 104 may
register the print device with the cloud server 106. The print
device 104 may be configured to automatically request
registration upon 1nitial activation/installation of the kiosk
application on the print device 104. Alternatively and/or
additionally, a user of the print device 104 may manually
request registration of the print device 104 via the kiosk
application and/or a website hosted by the kiosk service 116
of the cloud server 106. In certain embodiments, the kiosk
application may be installed on the print device 104 after
registration of the print device 104.

During registration, the print device 104 may be associ-
ated with an account. Multiple print devices may be asso-
ciated with the same account. In addition, a single print
device may be associated with multiple accounts.

Registration of the print device 104 may include assigning,
a unique device i1dentification (ID) to the print device 104.
Examples of device IDs may include, without limitation,
randomly  generated  alpha-numeric codes (e.g.,
ABNO896HIY ), MAC address of the print device, a device

serial number, IP address of the print device, print device
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name, machine-readable codes such as QR codes or bar-
codes, or the like. Registration may also include providing
to the cloud server 106 information relating to the print
device 104 such as, without limitation, different document
processing services oflered at the print device, print device
capabilities, print device configurations and constraints,
payment information associated with different document
processing services (e.g., a function-cost menu, sales tax
collection requirements, or the like), approved payment
methods, time periods when paid document processing
services are offered, maximum and minimum document
processing job sizes, list of authorized users and/or devices
who may use the print device without first being required to
submit a payment mode (services available to such autho-
rized users, rules of providing available for such authorized
users, etc.), or the like.

At 204, the system may receive a document processing
session 1nitiation request from a user. The mitiation request
includes user information corresponding to the user that
submits the request. Examples of user information may
include, without limitation, login information (e.g., user-
name, password), user email, user identification, guest user
name or i1dentification, payment information, device i1denti-
fier corresponding to a device from which the 1initiation
request 1s received where the device 1s associated with a
particular user (e.g., MAC address, IP address, device name,
certificate, or the like), network information associated with
the user’s device, or the like. The print device may receive
the 1mitiation request from a computing device, a mobile
device (e.g., establishment of a proximity enabled commu-
nications link, by launching of a print application on the
mobile device, etc.), and/or a user interface of the print
device 1tself (i.e., walk-up request).

For submission of an mnitiation request from a mobile
device, a proximity enabled communications link may be
established between the mobile device and the print device
(as discussed above), and a print device i1dentifier may be
transmitted to the mobile device. Optionally, a device 1den-
tifier may be printed on the print device (e.g., a machine
readable-code) and may be scanned by a user using a mobile
device. It should also be noted that upon establishment of a
proximity enabled communications link between the mobile
device and the print device, the print application may be
launched on the mobile device for execution of some of the
steps described below.

At 206, the system may use the user information included
in the mnitiation request to determine whether the requested
document processing session will be executed 1 a kiosk
mode (1.e., the session was submitted by a guest user) or a
stall mode (1.e., the session was submitted by an authorized
user). For example, the print device may analyze the user
information (e.g., device identifier, username, login infor-
mation, etc.) to determine whether 1t corresponds to a device
or a user authorized to use the print device without first
presenting a payment mode. For example, as discussed
above, when the print device 1s registered with the cloud
server, an administrator may define a list of authorized users
and/or devices that are authorized to use the print device
without first providing a payment mode, which may be used
to determine whether the user information corresponds to a
user on the list. In some embodiments, the system may
identily a network or domain from which the request was
received; 1f the request was received from a network or
domain to which the print device 1s connected, the system
may determine that the user i1s an authorized user (and 11 not
the system may determine that the user 1s a guest user). In
some embodiments, authorized users may have known print
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driver installed on their mobile device or other computing
device, and the print driver may present a token or encode
the print session request with an encoding that the system
may use to i1dentily the user as an authorized user; if the
token or encoding 1s not presented, then the system may
determine that the user 1s a guest user. I the system
determines that the requested document processing session
will be executed 1n a stafl mode, it may initiate a stail mode
document processing session on the print device (208).
Initiating a stafl mode document processing session on the
print device may include configuring the print device to
execute one or more document processing jobs received
during the session, providing information like job restric-
tions and rules associated with unpaid document processing,
jobs, enumerate any previously submitted jobs that are
queued for the print device, disable and/or queue paid
document processing jobs, or the like. For example, when
stall mode session 1s mitiated, execution of paid jobs on the
print device 104 may be restricted or prohibited by, for
example, disabling walk-up imitiation request interfaces,
network restrictions, etc. In other embodiments, when a stafl
mode session 1s mitiated, the print device 104 may put guest
user document processing jobs 1n a queue for execution at a
later time when a kiosk mode session 1s 1nitiated.

During the stafl mode document processing session, the
system may output a stall mode user iterface on the device
from which the initiation request was received (1.¢., the print
device, the mobile device, etc.). The stall mode user inter-
face may be a custom interface including various instruc-
tions, icons, tabs, or other user interface elements that guide
a user through various steps for submission and execution of
a non-guest document processing job (and/or associated
information) at the print device. For example, the stafl mode
user mterface may provide the user 1dentification associated
with the user authorized to execute document processing
j0bs, user role or title, types of document processing jobs
available to the user (scan, FAX, print, etc.), print device
capabilities available to the user (e.g., black and white, color,
two-sided printing, etc.), requests for information for
executing the document processing request (e.g., reason for
submitting the document processing request, etc.), or the
like.

The system may then receive one or more document
processing jobs (210) via the stafl mode user interface. Such
document processing jobs may be previously queued jobs
(e.g., recerved during a kiosk mode session) and/or new
jobs. If the document processing job(s) 1s received at a
mobile device or a computing device, 1t may be forwarded
to the print device (directly 1if the device is on the same
network as the print device and/or indirectly via the cloud
server). For example, the mobile device may transmit the
received print device 1dentifier to the cloud server along with
the document processing job(s). Optionally, a user may
manually launch the print application on a mobile device
and nput the device 1dentifier for transmission to the cloud
server along with the job request. Alternatively and/or
additionally, the user may scan or capture an 1image of the
device identifier using, for example, a camera of a mobile
device. If a proximity enabled communications link was
established between the mobile device and the print device,
the print application may automatically transmit the device
identifier and the job request to the cloud server. The cloud
server may 1dentily the print device for the document
processing job using the unique print device identifier, and
transmit the document processing job to the 1dentified print
device.
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The print device may execute the document processing
10b(s) (212) 1n accordance with the rules associated with the
user (e.g., only allowed to print black and white, allowed to
print 1n color, etc.) and/or job parameters received with the
document processing job (e.g., double or one sided, print or
black and white, font size and style, collated, punching
instructions, etc.). If the request does not include job param-
cters for executing the document processing job, the print
device may prompt a user to provide the parameters via the
stall mode interface of the print device or another device
from which the request was received. Optionally, the print
device may determine the parameters (based on, {for
example, print device capabilities), or utilize pre-defined
default parameters.

If the system determines that the requested document
processing session 1s from a guest user and thus will be
executed 1 a kiosk mode, 1t may initiate a kiosk mode
document processing session on the print device (214). The
print device may be configured to prohibit walk-up (guest)
users from 1nmitiating a stail mode session. Initiating a kiosk
mode document processing session on the print device may
include configuring the print device to execute one or more
document processing jobs received during the session only
upon successiul payment of associated costs, providing
information like job restrictions and rules associated with
paid document processing jobs, enumerate any previously
submitted jobs that are queued for the print device, disable
and/or queue unpaid document processing jobs, or the like.
For example, when a kiosk mode session 1s 1nitiated, execu-
tion of jobs on the print device 104 may be restricted or
prohibited unless and until the user presents a mode of
payment for the job. The kiosk mode user interface may
direct the guest user to submit payment to the cloud server
106 via a web browser or dedicated application installed on
the guest user’s mobile device. The print device may then
wait to receive confirmation from the cloud server 106 that
the cloud server has received the guest user’s payment
mode, and the print device may not itself receive payment.

When 1n a kiosk mode, certain user interface components
of the print device may be disabled, USB ports may be
disabled, and other functions that are available to authorized
users may be disabled. Similarly, when 1n a kiosk mode the
print device 104 may be configured such that guest users
(e.g., users of computing devices 103) can be restricted from
submitting stall mode mitiation requests to the print device
104 via, for example, a network restrict mechanism. In other
embodiments, when kiosk mode enabled, the print device
104 may put all guest users” document processing jobs 1n a
queue for execution at a later time after all stafl mode
session print jobs that are 1n the queue have completed.
Alternatively, the print device may be configured to priori-
tize guest mode print jobs over stafl mode print jobs, and 1t
may hold stafl mode print jobs 1n a queue (and optionally
interrupt pending stall mode print jobs) until the guest mode
print job has completed.

During the kiosk mode document processing session, the
system may output a kiosk mode user interface on the device
from which the mitiation request was recetved (1.¢., the print
device, the mobile device, etc.). The kiosk mode user
interface may be a custom interface including various
istructions, icons, tabs, or other user intertface elements that
guide a user through various steps for submission and
execution of a stall mode document processing job (and/or
associated information) at the print device. For example, the
kiosk mode user interface may provide the types of docu-
ment processing jobs available to a user (scan, FAX, print,
etc.), print device capabilities (e.g., black and white, color,
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two-sided printing, etc.), a list of available print device(s),
various payment options available to a user, a cost menu for
various types of jobs and job parameters, user interface for
entering payment information, terms and services of a
document processing contract, or the like.

The system may then receive one or more document
processing jobs (216) via the kiosk mode user interface.
Such document processing jobs may be previously queued
10bs (e.g., received during a stafl mode session) and/or new
jobs. If the document processing job(s) 1s received at a
mobile device or a computing device, 1t may be forwarded
to the print device directly 1f the device i1s on the same
network as the print device and/or indirectly via the cloud
server. For example, the mobile device may transmit the
received print device identifier to the cloud server along with
the document processing job(s). The cloud server may
identily the print device for the document processing job
using the unique print device identifier, and transmit the
document processing job to the identified print device.
Optionally, a user may manually launch the print application
on a mobile device and mput the device identifier for
transmission to the cloud server along with the job request.
Alternatively and/or additionally, the user may scan or
capture an 1mage of the device identifier using, for example,
a camera ol a mobile device. If a proximity enabled com-
munications link was established between the mobile device
and the print device, the print application may automatically
transmit the device identifier and the job request to the cloud
SErver.

Optionally, the print device may be configured to default
to a kiosk mode unless and until 1t receives a session
initiation request from an authorized user, at which time 1t
will switch to a stall mode. Alternatively, the print device
may be configured to default to a stall mode unless and until
it recelves a session initiation request from a guest user, at
which time 1t will switch to a kiosk mode.

At 218, the system (e.g., the cloud server, the print device,
and/or the mobile device) may determine a cost associated
with executing the document processing job 1n accordance
with information (e.g., function cost menu, applicable taxes,
contract terms, etc.) about the print device. In certain
embodiments, the cost may also include fees charged by the
cloud server for enabling the print functionality, payment
service lees, etc. At 220, the system may output the deter-
mined cost to the user associated with the kiosk mode
session for approval via, for example, a print device inter-
face, a mobile device interface, or the like. In some embodi-
ments, 1 the guest user has previously registered with the
cloud server, the cloud server may automatically identity the
mode ol payment associated with the guest user (e.g., as
provided by the guest user when installing the print appli-
cation on the mobile device). However, 11 the system does
not have information relating to a payment processing
service associated with the guest user, the system may also
prompt the user to provide a mode ol payment such as,
without limitation, a credit card account number, debit card
account number, electronic payment account information, or
the like. As noted above, the system also may determine a
cost for jobs received from stail users, but 1f so 1n such cases
the system will automatically charge the user’s organiza-
tion’s account for the print job and will not require the
authorized user to present a mode of payment.

If the user approves the determined cost, the print device
may execute the document processing job(s) (222) in accor-
dance with job parameters received with the document
processing job (e.g., double or one sided, print or black and
white, font size and style, collated, punching instructions,
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etc.) and/or rules associated with allowed job parameters 1n
the kiosk mode. If the request does not include job param-
cters for executing the document processing job, the print
device may prompt a user to provide the parameters via the
kiosk mode interface of the print device or another device
from which the request was received. Optionally, the print
device may determine the parameters (based on, for
example, print device capabilities), or utilize pre-defined
default parameters. If the guest user does not approve the
determined cost, the system may cancel the document pro-
cessing job (224).

At 226, the system may determine 1 the current session
(stall mode session or kiosk mode session) can be termi-
nated. A session may be terminated upon receipt of user
instructions to terminate a session, logging off of a user who
initiated the session, disabling of a proximity enabled link
between the print device and a mobile device that iitiated
the session, upon expiry of a certain time period, when no
document processing request 1s received for a certain time
period, or the like. If the current session cannot be termi-
nated (226: NO), the print device may continue to receive
execute document processing jobs as discussed above).

If the current session can be terminated (226: YES), the
system may terminate the session and finalize a transaction
by causing a payment processing service associated with the
user to render the cost for executing the document process-
ing job(s) (228) during the session. In some embodiments,
communications relating to the payment processing may be
encrypted or otherwise secured for security purposes, using
any now or hereafter known methods. The cloud server may
also transmit a proof of payment to the guest user. As
discussed above, the cloud server may cause the print device
to disable mitiation of new sessions (kiosk mode of stail
mode) until a current session 1s terminated.

In some embodiments, the cloud server may also appro-
priately format the job request such that 1t can be executed
by the print device.

FIG. 3 depicts an example of internal hardware that may
be mcluded 1n any of the electronic components of the
system, such as the mobile device, the print device, or the
cloud server and/or hardware that may be used to contain or
implement program instructions. A bus 300 serves as the
main information highway interconnecting the other illus-
trated components of the hardware. CPU 3035 1s the central
processing unit of the system, performing calculations and
logic operations required to execute a program. CPU 305,
alone or 1n conjunction with one or more of the other
clements disclosed 1n FIG. 3, 1s an example of a processor
as such term 1s used within this disclosure. Read only
memory (ROM) and random access memory (RAM) con-
stitute examples of non-transitory computer-readable stor-
age media 320, memory devices or data stores as such terms
are used within this disclosure.

Program 1nstructions, software or interactive modules for
providing the interface and performing any querying or
analysis associated with one or more data sets may be stored
in the memory device 320. Optionally, the program instruc-
tions may be stored on a tangible, non-transitory computer-
readable medium such as a compact disk, a digital disk, flash
memory, a memory card, a USB dnive, an optical disc
storage medium and/or other recording medium.

An optional display interface 330 may permit information
from the bus 300 to be displayed on the display 335 1n audio,
visual, graphic or alphanumeric format. Commumnication
with external devices may occur using various communica-
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tion ports 340. A communication port 340 may be attached
to a communications network, such as the Internet or an
intranet.

The hardware may also include an interface 345 which
allows for receipt of data from input devices such as a
keypad 350 or other input device 355 such as a touch screen,
a remote control, a pointing device, a video input device
and/or an audio mput device.

It will be appreciated that various of the above-disclosed
and other features and functions, or alternatives thereof, may
be desirably combined into many other different systems or
applications or combinations of systems and applications.
Also that various presently unforeseen or unanticipated
alternatives, modifications, varnations or improvements
therein may be subsequently made by those skilled 1n the art
which are also intended to be encompassed by the following
claims.

What 1s claimed 1s:

1. A print system comprising:

a processor; and

a computer-readable storage medium comprising one or

more programming instructions that, when executed,

will cause the processor to:

configure, based on a rule set, a print device to execute
document processing jobs from both authorized
users and guest users,

receive a request to initiate a document processing
session on the print device,

in response to determining that the document process-
ing session 1s a kiosk mode session for executing a
document processing job for a guest user, mitiate the
kiosk mode session for executing paid document
processing jobs by outputting a kiosk mode user
interface that 1s configured to allow the guest user to
submit requests for paid document processing jobs,

receive, via the kiosk mode user interface, a request for
executing a document processing job,

cause the print device to execute the document pro-
cessing job, and

upon termination of the kiosk mode session, cause a
payment processing service associated with the guest
user to render payment for executing the document
processing job.

2. The print system of claim 1, wherein the rule set
comprises at least one of the following rules for determining
when the print device 1s available for executing document
processing jobs from guest users: aiter a threshold period of
idle time of the print device; during non-peak demand times
of the print device; during one or more time periods; based
on a demand for paid document processing jobs at a location
of the print device; or outside of business hours of an
organization associated with the print device.

3. The print system of claim 1, further comprising pro-
gramming instructions that cause the processor to determine
whether the requested document processing session 1s the
kiosk mode session by determining whether a user associ-
ated with the request to initiate the document processing
session 1s authorized to submit unpaid document processing
j0bs to the print device.

4. The print system of claim 3, wherein the programming
instructions that cause the processor to determine whether
the user associated with the request to 1mitiate the document
processing session 1s authorized to submit unpaid document
processing jobs to the print device comprise programming,
instructions to cause the processor to make the determina-
tion based on at least one of the following: login credentials
of the user; device identifier associated with the request to
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initiate the document processing session; network informa-
tion associated with the request to initiate the document
processing session; or a token mnformation associated with
the request to 1mitiate the document processing session.

5. The print system of claim 1, wherein the kiosk mode
user interface 1s output on the print device.

6. The print system of claim 1, wherein the programming
instructions that, when executed, will cause the processor to
initiate the kiosk mode session for executing paid document
processing jobs further comprise programming instructions
that will cause the processor to disable one or more user
interface components of the print device.

7. The print system of claim 1, wherein the programming,
instructions that, when executed, will cause the processor to
initiate the kiosk mode session for executing paid document
processing jobs further comprise programming instructions
that will cause the processor to prioritize paid document
processing jobs over unpaid document processing jobs.

8. The print system of claim 1, wherein the kiosk mode
user interface 1s output on a mobile device of the guest user.

9. The print system of claim 1, further comprising pro-
gramming 1nstructions that, when executed, will cause the
processor to 1dentily the payment processing service asso-
ciated with the guest user.

10. The print system of claim 1, further comprising
programming instructions that, when executed, will cause
the processor to determine a cost for executing the document
processing job at the print device.

11. The print system of claam 1, further comprising
programming instructions that, when executed, will cause
the processor to:

recerve a second request to initiate a second document

processing session on the print device; and

in response to determining that the second document

processing session 1s a stafl mode session for executing
a document processing job for an authorized user,
iitiate the stall mode session for executing unpaid
document processing jobs recerved from authorized
users and prioritizing unpaid document processing jobs
over paid document processing jobs.

12. The print system of claim 11, further comprising
programming instructions that, when executed, will cause
the processor to output a stall mode user interface upon
initiation of the stafl mode session, wherein the stafl mode
user nterface 1s configured to allow an authorized user to
submit requests for unpaid document processing jobs.

13. A method for printing on a print device, the method
comprising, by a processor:

configuring, based on a rule set, the print device to

execute document processing jobs from both autho-
rized users and guest users;

receiving a request to initiate a document processing

session on the print device;

in response to determining that the document processing,

session 1s a kiosk mode session for executing a docu-
ment processing job for a guest user, initiating the kiosk
mode session for executing paid document processing
jobs by outputting a kiosk mode user interface that 1s
configured to allow the guest user to submit requests
for paid document processing jobs;

recerving, via the kiosk mode user interface, a request for

executing a document processing job;
causing the print device to execute the document process-

ing job; and
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upon termination of the kiosk mode session, causing a
payment processing service associated with the guest
user to render payment for executing the document
processing job.

14. The method of claim 13, wherein the rule set com-
prises at least one of the following rules for determining
when the print device 1s available for executing document
processing jobs from guest users: after a threshold period of

idle time of the print device; during non-peak demand times
of the print device; during one or more time periods; based
on a demand for paid document processing jobs at a location
of the print device; or outside of business hours of an
organization associated with the print device.

15. The method of claim 13, further comprising deter-
mimng whether the requested document processing session
1s the kiosk mode session by determining whether a user
associated with the request to mnitiate the document process-
ing session 1s authorized to submit unpaid document pro-
cessing jobs to the print device.

16. The method of claim 15, wherein determiming whether
the user associated with the request to 1mitiate the document
processing session 1s authorized to submit unpaid document
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processing jobs to the print device comprises making the
determination based on at least one of the following: login
credentials of the user; device 1dentifier associated with the
request to mitiate the document processing session; network
information associated with the request to initiate the docu-
ment processing session; or a token information associated
with the request to mitiate the document processing session.

17. The method of claim 13, wherein the kiosk mode user
interface 1s output on the print device or a mobile device of
the guest user.

18. The method of claim 13, wherein iitiating the kiosk
mode session for executing paid document processing jobs
further comprises disabling one or more user interface
components of the print device.

19. The method of claim 13, wherein 1nitiating the kiosk
mode session for executing paid document processing jobs
further comprises prioritizing paid document processing
10bs over unpaid document processing jobs.

20. The method of claim 13, further comprising deter-

20 mining a cost for executing the document processing job at

the print device.
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