12 United States Patent

US011647237B1

10) Patent No.: US 11,647,237 B1

Haritaoglu et al. 45) Date of Patent: “May 9, 2023
(54) METHOD AND APPARATUS FOR SECURE (56) References Cited
VIDEO MANIFEST/PLAYLIST GENERATION B
AND PIAYBACK U.S. PATENT DOCUMENTS
_ _ _ 5,442,744 A 8/1995 Piech et al.
(71) Applicant: Google LLC, Mountain View, CA (US) 5.513.260 A 4/1996 Ryan
(Continued)
(72) Inventors: Ismail R. Haritaoglu, Palo Alto, CA
(US); Oztan Harmanci, Mountain FOREIGN PATENT DOCUMENTS
View, CA (US)
CN 101325687 A 12/2008
(73) Assignee: Google LLC, Mountain View, CA (US) CN 101356820 A 172009
(Continued)
(*) Notice: Subject to any disclaimer, the term of this
patent 1s extended or adjusted under 35 OTHER PUBLICATIONS
U.S.C. 154(b) by O days. | o |
Chinese Patent Application No. 201780011291.6, Oflice Action
This patent 1s subject to a terminal dis- dated Sep. 29, 2021, 22 pages.
claimer. (Continued)
(21) Appl. No.: 17/347,535 Primary Examiner — Jeflerey F Harold
Assistant Examiner — Sahar Aqil Riaz
(22) Filed: Jun. 14, 2021 (74) Attorney, Agent, or Firm — Lowenstein Sandler LLP
(37) ABSTRACT
Related U.S. Application Data A method to provide secure delivery of a manifest file for
‘ _ o use 1n playback of a video signal on a video player. The
(63) Continuation of application No. 15/589,756, filed on method includes establishing a connection with the video
May 8, 2017, now Pat. No. 11,039,181. player, wherein the connection has a session identifier
(Continued) identifying the connection with the video player, receiving a
request from the video player for the video signal, wherein
(51) Int. Cl. the video signal 1s associated with the manifest file created
HO4N 77167 (2011.01) for the video signal, customizing, using the session 1dentifier
HO4N 2172547 (2011.01) identifying the connection with the video player, the mani-
(Continued) test file created for the video player to provide a customized
(52) U.S. Cl. manifest file that 1s unique to the video player, the custom-
CPC . HO4N 21/2347 (2013.01); HO4N 21/2351 1zed manifest file to be used 1n playback of the video signal
(2013.01); HO4N 21/2387 (2013.01); HO4N on the video player, encrypting the customized manifest file
21/4353 (2013.01) using a manifest encryption key which 1s based on the
(58) Field of Classification Search session 1dentifier identifying the connection with the video

CPC ......... HO4N 21/234°7; HO4N 21/2351; HO4N
21/2387; HO4N 21/4353
(Continued)
10 114
/‘E 12
CONTENT ! ENCODER

PROVIDER

126
KEY
SERVER

-
iiiiiiiiiiiiiiiiiiiiiiiiiiiii

- &
iiiii
ke

iiiiiiiiiiiiiiiiiiiii

player, and transmitting the encrypted manifest file to the
video player.

23 Claims, 3 Drawing Sheets

116 118
/ (DN

MANIFEST
SERVER

iiiiiiiiiiiiii

120 120

JL

144

122
PLAYER

ENHANCEDLY 47

uuuuuuuuuu 3

“NATVE 128




US 11,647,237 B1

Page 2
Related U.S. Application Data 2003/0033347 A1 2/2003 Bolle et al.
2003/0045954 Al 3/2003 Weare et al.
(60) Provisional application No. 62/333,377, filed on May 2003/0151621 Al 82003 McEwvilly

0 2016 2003/0195883 Al  10/2003 Mojsilovic et al.

" 2003/0229900 Al  12/2003 Reisman
2004/0022447 Al 2/2004 Mukhopadhyay et al.
(51) Imt. CL 2004/0085339 Al  5/2004 Divakaran of al.

HO4N 217235 (2011.01) 2004/0221237 Al 11/2004 Foote et al.

HO4N 21/2387 (2011.01) 2004/0260786 Al 12/2004 Barile

HO4N 21/435 (2011 _th) 2005?0041159 Al 2///2005 Iika%imura et al.

. . . 2005/0125368 Al 6/2005 ori
(58) Field of Classification Searc 2005/0251532 Al 11/2005 Radhakrishnan et al.
S P oo e e e i 725/31 2005/0262245 Al 11/2005 Menon et al.
See application file for complete search history. 2005/0278736 Al  12/2005 Steelberg et al.
2005/0289347 Al  12/2005 Ovadia
: 2006/0029253 Al 2/2006 Pace
(56) References Cited 2006/0101060 Al 5/2006 Li et al.
- 2006/0111801 Al  5/2006 Weare et al.
U.5. PAIENT DOCUMENTS 2006/0271973 Al  11/2006 Jerding et al.
5577135 A 11/1996 Grajski et al. 2006/0279628 Al 12/2006  Fleming
2250613 A $/1997 Copeland 2006/0291690 Al 12/2006 Roberts
262 603 A 0/1007 Coberioy 2007/0025606 Al 2/2007 Gholap et al.
o1 %8 A 51008 P P » 2007/0121997 Al 5/2007 Harmanci
2293050 A 3/1000 K‘f}‘f 2007/0128899 Al 6/2007 Mayer
2017043 A 1000 Washivawa 2007/0143493 Al 6/2007 Mullig et al.
018374 A L2000 Wiebladdd 2007/0157231 Al 7/2007 Eldering et al.
006180 A 55000 Cromnet 2007/0171580 Al  7/2007 Nishimura
e 173975 R 15001 Caid etpal 2007/0180466 Al 82007 Ando et al.
ER73060 Bl 49007 ¢ e 2007/0217676 Al 9/2007 Grauman et al.
e381 367 Bl 45000 ROEI‘;’V@T ¢t al 2007/0253594 Al 11/2007 Lu et al.
6104095 BI 600 Fg’ote ] 2007/0282898 Al  12/2007 Stark et al.
6.438275 Bl 82002 Martins et al ggggfggigggé it* %882 %“ et a}'

" ’ N : : ‘ 1 u et al.
gﬂg?ﬁ%gg Et“ ggggi %f;imgen et al. 2008/0123976 Al 5/2008 Coombs et al.
6774917 Bl 82004 Foote et al. 2008/0166057 Al 7/2008 Nakajima
6,785,815 Bl 82004 Serret-Avila et al. 200870180413 AL 872008 Someya et al
639373766 n1 /7005 Wilf ef al 2008/0271080 A__h 10/2008 Gossweller et al.
6.975.746 B2  12/2005 Davis et al 2009/0074235 Al 3/2009  Lahr et al.
6072758 Bl 159005 Bavimbore 2009/0089838 Al 4/2009 Pino, Ir. et al.
T043019 By 59006 Tehmmhiget . 2009/0113512 Al 4/2009 Collet et al.
7.055.169 B2 5/2006 Delpuch et al. 2009/0193473 Al 72009 Moon et al.
T By 19007 Kin * 2009/0204901 Al 82009 Dharmaji et al.
7.177.470 B2 2/2007 Jasinschi et al. ggogfgi’gggég’ it“ 1%803 ﬁ?ﬁerl
7.185.201 B2  2/2007 Rhoads et al. ) ) ) L et al.
752183754 R 57007 Schumann ef al 2010/0162330 Al 6/2010 H_erlem et al.
7"272’240 Ry 9/5007 Goldbere of al ‘ 2010/0299438 Al 11/2010 Zimmerman et al.
508030 Bl 112007 Frol of fl * 2011/0078551 A1 3/2011 Zhang et al.
2392013 BY 19008 Conen 2011/0191692 Al 872011 Walsh et al.
73421ﬂ376 n1 0/9008 Caruso of al 2011/0219035 Al 9/2011 Korsunsky et al.
7365Oﬁ361 D1 12010 Wone of al ‘ 2011/0314493 Al 12/2011 Leml_re et al.
000208 B2 15015 Maoget L 2012/0089910 Al  4/2012 Cassidy
851605366 . 4/2()?2 Nakamurzi ot al 20;2/015933’7 A 6/20;2 Travilla et al.
8,200,021 B2  6/2012 Iwamoto et al. ggt“gfggg%g? it* gggf% (L}.ad"“ry
8.234350 B1  7/2012 Gu et al. . ; 12 Lin et al.
8,515,212 Bl 8/2013 Bengio et al. ggigg%gégg iih* 191)/%86 BKAJ?et i HO4N 21/8456
8,515,241 B2 82013 Forsyth et al. : : ' OR eorvvrrnrennns 120710
8.607.283 B2  12/2013 Civanlar et al. | | |

i 5 - - 2012/0278725 Al 11/2012 Gordon et al.
8,677,428 B2* 32014 Lewis ..ooeee HOaN 2”7“2450/;? %8??8?222;% i; ggg:g lgagarz_lj eél al. 1

_ . 1 1 1 waminathan et al.
23%%}2 Eg liggi"g f,;stltl:; o 2013/0195204 Al 8/2013 Reznik et al.
9"015’_ SI B 49015 Mareulis et‘ o 2013/0219178 Al 8/2013 Xiques et al.
066115 Bl 65012 Che;‘fv’ i 2013/0219425 Al 82013 Swartz
0066138 Bl 69012 Kmi;lyan ot 2013/0227074 Al 82013 Odlund
0084030 Bl 75013 Niim ot al 2013/0291002 Al  10/2013 Rothschild et al
0167272 Ry 10/2015 Sif]ha Y 2013/0311780 Al* 11/2013 Besehanic ........... HO4L 63/0428

PP . | 713/176
Sasoly ol V0 %ngjnw ot al 2014/0029922 Al 1/2014 Goldfeder et al.
0557356 BRI 1/2017 Edwards 2014/0095890 Al 4/2014  Mangalore et al.
0613042 Bl 42017 Joseph et al 2014/0115060 Al  4/2014 Kim et al.
0654817 B2 52017 Lictal 2014/0136661 Al  5/2014 Handa
10.104.137 B2* 10/2018 Salomons ........ HO4N 21/2662 2014/0173660 Al 6/2014 Correa et al.
10,148,716 Bl  12/2018 Joseph et al. 2014/0176299 AL 6/2014 - Kumar et al.
10,306,208 B2*  5/2019 HOS€a ..ovevveve.... HO4N 13/218 2014/0181656 Al 6/2014 Kumar et al.
10,595,054 B2 3/2020 Turgut et al. 2014/0201334 Al 7/2014 Wang et al.
10,785,508 B2 9/2020 Haritaoglu et al. 2014/0259051 Al 9/2014 Strein et al.

2002/0159641 Al  10/2002 Whitney et al. 2014/0280781 Al 9/2014 Gregotski
2002/0178447 Al  11/2002 Plotnick et al. 2014/0282772 Al 9/2014 Chen et al.
2003/0005454 Al  1/2003 Rodriguez et al. 2014/0337904 Al  11/2014 Panje et al.




US 11,647,237 B1

Page 3
(56) References Cited CN 103491457 A 1/2014
JP 3916025 B2 5/2007
U.S. PATENT DOCUMENTS JP 4150951 B2 9/2008
WO 2006122320 A2 11/2006
2015/0058709 Al 2/2015 Zaletel WO 2007148290 A2 12/2007
2015/0074232 Al 3/2015 Phillips et al. WO 2015148513 Al 10/2015
2015/0113021 Al 4/2015 Martin
2015/0172342 Al1*  6/2015 Y .....ooooovvnennn, HO4L 2(5)/91/3(8)2 OTHER PUBIICATIONS
20}5/ 0208105 Al 7/ 2015 Guntur et al. International Search Report for PCT Patent Application No. PCT/
2015/0312299 Al 10/2015 Chen US17/31991 dated Sep. 21, 2017, 21 pages.
2015/0346832 Al 12/2015 Cole et al. - L
5015/0365620 Al 129015 Ush: International Search Report for PCT Patent Application No. PCT/
; ; 02 oo lyald US2017/032015 dated Aug. 4, 2017, 11 pages.
2015/0365725 Al 12/2015 Belyaev et al. . . ..
2015/0382042 Al 12/2015 Wagenaar et al. International Search Report and the Written Opinion for Interna-
2016/0080470 Al 3/2016 Shanson pages.
2016/0080810 Al 3/2016 Dutta et al. Supplementary European Extended Search Report and the FEuropean
2016/0127260 Al 5/2016 Gordon Search Opinion: European Application No. 09801114, dated Apr.
2016/0127440 Al* 5/2016 Gordon .............. HOAN 21/2402 10, 2012, 8 pages.
| 709/219 D. G. Lowe, “Object Recognition from Local Scale-Invariant Fea-
2016/0134910 Al 5/2016 Davis et al. tures”, in International Conference on Computer Vision, vol. 2,
2016/0149699 Al* 5/2016 Gauda ................. HO4L 63/0428 1999, pp. 1-8.
| | | 713/168 K. Mihcak and R. Venkatesan, “Blind Image Watermarking Via
ggg; 81;;33 é i 2? 382 goanBet a!i X o Derivation and Quantization of Robust Semi-Global Statistics”, in
1 1 1 an Brandenburg et al. - - -
5016/0794799 Al 22016 Uun of al gi]iiSil;i@fﬂ;é[)lg;ﬂbCD;lf:gﬂ% on Acoustics, Speech and Signal
2016/0227228 Al 8/2016 Pomeroy et al. CoSIlg, SUVS, A% Pdges). | o
2016/0227770 A1 8/2016 Fang et al T. Lindeberg, “Feature Detection with Automatic Scale Selection”,
2016/0316233 Al 10/2016 Ghadi et al. International Journal of Computer Vision, vol. 30, No. 2, 1998, pp.
2016/0328396 Al  11/2016 Rajapakse 56 | | |
2016/0337704 Al 11/2016 Binder et al. A. Andoni and P. Indyk, “Near-Optimal Hashing Algorithms for
2017/0024098 Al 1/2017 Doherty Approximate Nearest Neighbor in High Dimensions”, in Proceed-
2017/0064400 Al 3/2017 Riegel et al. ings of the Symposium on Foundations of Computer Science, Jan.
20;7/0070758 A 3/20;7 Phillips et al. 2006, 10 pages.
2017/0085933 Al 3/2017 Czeck, Jr. et al. A. Joly, O. Buisson and C. Frelicot, “Content-based Retrieval using
2Oj~7/ 0148057 Al 5/ 2017 Parameshwar Distortion-based Probabilistic Similarity Search”, IEEE Transac-
20;7/0150190 Ai‘ 5/20;7 Tarbox et al. tions on Multimedia, vol. 9, No. 2, p. 1-14, Feb. 2007,
2017/0155973 Al 6/2017 Muller T Matas. O. Ch M. Usban. T. Paidla “Robust Wide Baseli
2017/0171580 Al 6/2017 Hirsch et al. VRS, M. LD, W TOAD, T BT, RODISL W UL DASer T
2017/0280181 Al* 9/2017 Ramaley HO4AN 2 1/6373 Stereo from Maximally Stable Extremal Regions™, in British Machine
2017/0302753 Al 10/2017 Larumbe et al. Vision Conierence., 2002, pp. 384-393.
27017/0308681 Al 10/2017 Gould et al. K. Mikolajczyk and C. Schmid, “Indexing based on scale invariant
2017/0353516 Al 12/2017 Gordon interest points”, 1n Proc. ICCV, 2001, 7 pages.
2018/0063594 Al 3/2018 Alexander et al. Chinese Patent Application No. 201780011326.6, Oflice Action
2018/0139507 Al 5/2018 Toksoz et al. dated Mar. 9, 2020, 6 pages.
Chinese Patent Application No. 201780011328.5, Oflice Action
FOREIGN PATENT DOCUMENTS dated Mar. 3, 2020, 3 pages. o
Partial European search report for European Patent Application No.
CN 101589617 A 11/2009 22174193.7, dated Sep. 9, 2022, 16 pages.
CN 101689184 A 3/2010
CN 103155571 A 6/2013 * cited by examiner



U.S. Patent May 9, 2023 Sheet 1 of 3 US 11,647,237 B1

* 12/ /116

=
' o ]
. . .
N i
+ u Sy
o
. L] L]
. .
-
" .
-
u .
-
. L] r
. .
- [
-1 5 A L] n
» e ORI e
- .
-
: ' . .
h
ek - . -
e h
. R L] 4
» " . . N
-
. .
] -
: -k i L 1 1
TN, T .
i ~ e . .
1% P 1
e . .
-
v L] n
. .
* " .
.
u .
« P
ERL 1] n
u
. .
" .
.

MANIFEST

- + + 4
R L a1 % b *
=y o =

SERVER

A ¥ kW F Y Rk Fd

T PLAYER

ENHANCEDLY 1 47

NATIVE 198

&

SERVER SERVER o

m 3 " s "aiLTETYTALYTALYTSESET NS YTATYAETLIYR -

ok A A kY
A & = r F n b Fd ok rFor
A ok A kA AR
. ! i E

F i m d & r s r s r s wrhoroa

r
F
r
L]
-
F
-
r
F
r
L]
L
F
+
gl
F
-
L]
r
F
.
L]
L]

N N N R NN e

[}
=
d =

LS
m & bk b F wr F o+ ok ko bk ddd F Sk F ok bk kd kd FrF rF S dasor b F

"
s+
= PRI
d
a
"
1
.
1
"
1
.
o
1 1 4
. = e W B g d o Bk koA Eoaomoa rip "3 o m o4 R4 Roa R =
1
.
"
.
b
3 &
&
. . &
" -
b ]
Mg B R e B R Ea oA R a
. £
1 ',
d b
1 4
. £
1 "
b ]
1 4
. 1
1 L]
. E -
. L]
1 -
" L]
3 +
. .
1 .
"
1
.
1
"
1
d
1
"
1
1
"
b
1
.
1
b
1
d
1
b
1
d
1
.
1
-
1
b
.
1
"
" . 'y
T T T T AT TN NN I T I E N RN
. 3 L
" £
1 1
. .
1 y
[l "
1 4
. L]
1 ]
nnﬂ:}mmm mmmﬂﬂﬂﬂﬂmmmmmmmﬂ-ﬂﬂnmmmmmmm
. -
1 L]
" -
. ]
" -
" ]
1 4
f . 1
(= =B = N - =B - = R - N - B = B - B - (o =] mwm&ﬂﬂﬁﬂﬂﬂiﬂﬂﬂjmm *
1
d
. 1
"
1
.
1
"
b
.................................................................................
. 1
1 -
" L]
1 B
. 1
1 -
" L]
1 ]
d .
1 4
" L]
1 4
d .
1 h
" -
1 1
.
1 L]
] .
d L] -
R
L] + LML +
" "
1 ]
. ]
2 4
" "
d
1 4 A+
. 1 4
2 4
" " 3
1 4 +
. 1 o
1 4
" g . -
1 L] ol
3 . = * 1‘1--'|+J|
-
1 .
. .
b b
1 ]
3 )

*



U.S. Patent May 9, 2023 Sheet 2 of 3 US 11,647,237 B1

FrATRZU

#FEXT-X-STREAM-INFPROGRAM-1D=1, BANDWIDTH=1 3280060
Dt/ 1 2.34.56 789/ server/play/directory/1 326000/ prog.m3ul
FEXT-X-STREAM-INFPROGRAM-ID=1, BANDWID TH=826000
NEpR/ 1 2.34.56.78% cerver/play/direCtory/82080006/prog.m3ull
#EXT-X-STREAM-INFPROGRAM-1D=1, BANDWID TH= 1926000
Nt/ 12.34.56. 789/ server/play/directory/ 1926000/ orog.m3ul
FEXT-X-STREAM-INFPROGRAM- D=1, BANDWIHDTH=526000

(it //12.34.56. 789 servar/play/directory/ 526000/ prog.m3ul

-G, 3

HEXTM3U

FEXT-X- TARGETDURATION:E

#EXT-X-VERSIONS

FEATCMELHA-SEQUENCE:!

FEXT-X-KEY METHOD=SAMPLE-AES, URI="htp//wwwioserver.com/keys/ckey/kuxeFdrWBknwGPI7zDUeQ==Tanvack=nbcu_n
bed_watchvod_jos_(a_c23d2808ee2 724528757537 dabB8d 1 7q7 i V=0xEQF4861 7C65FSD00ALCAB47 DOEDERARS
REXTINF12.512,

ntip fwwwyideolocationcom/2288/15/04/24/2861607/227C1 DE36AEAT1 2B0ASCDOGECEIREOUBDGATGI1 2B2DEFTE-1.85

tchvod 108 _ga_ 2302808027 24M2a7575370a0801 /A" IV=0x24BLASACLEFABA4BFECYSCRBED36D4 78
FCATINFIT2.512,
nitp S wwwvideolocationcom/2288/15/04/24/2861607/227CTDE30AL41 2BOARCDOOLCBOBA99BII0AT7A31 282 DBF7E-2.45

tchvod _ios_ga_<2302809ee27248123757537da6801 7d IV=0x6C20CA3D305C63ACEBB7 ADBEBES73FY

#EXHINET2.513,
nttp//wwwvineolocation.comy2288/15/04/24/2861607/227C 1 DE3GAE41 2B0ASCDOGEIROBEOUBDGATE3 1 2820DBF/E-3.45

IChvno 1058 _ga_ ¢23G2808ee27 249 2275753702080 1 7" IW=0u(EBDEBS2FDEACBDOCT 67 C3F1 0B58699

HEXTINF12.512,

At fwwwvideolocation.com/2288/15/04/24/2881607 /227 C10B636AE41 2B0ASCDOOECBOBRRORBIIOAT7E3 1 28208/ E-4.15
FEXT-X-KEY-METHOD=SAMPLE-ARS, URI="htp/ /fwwwservercom/keys/ckey/kuxedrWlknwG P zBUSG==Tanvack=nbou_nbcd_wa
tchvod _ios_ga  C2302809ee2724912a757537dad8d1 74" IW=0x3FSFCCIES 2 DEESCHREI2ZCI8BAY 39921810

EEXTINF12.513,

Nt/ fwwwvideolocation.cony 2288/15/04/24/2861607/227C1DE3GAE41 2B0ASC DGO BRORESUEDEATE31 282DBF7E-5.48

FG. 4



U.S. Patent May 9, 2023 Sheet 3 of 3 US 11,647,237 B1

BEXTMIL

#FEXTK-ANVATOVARIANT-SECKEYREF=NHTy5BpREGYZsa8PnrEtkw, data=H103wx JDNP{3bvGzkrjxglr 7 6QFrkrCuwDp
PGIOV/ SCwiBREGDSWISFeldHveMzELIATDID31 792 +eKFmXUGybd+zmO4z0GYBbrgiYSTspT 8w 1 ORFCab+h+NTHyaDLv4
0saMNig7YRhZVTinSkPDA+178k5(V8 1 yc Z10eul /WiXgaMigdOXcQhe/lgnd LavPg 30nWOph7 AMEBMDUIKVW uryar/aX 5506
SURwIrS8x8srtAS14vP2sabrYz2FVY/ 7gltvPAe GRxgYal 7/t 13T5gipkM 1 gKag Pricg TN2oNawWISiFellkdfHveMzBUSGTDID3 1 7¢2+
eKFmXUGyhd+emO4z0GYBhog3YSTspT8w T ORFOgb+ M+ NTHyvaDLvdosaNid7 YRR ZVTinSkPDA+ T 78K5CVE Ty ZtGauF /WX
GabMtgdOXcChe/Cond ZavPtg20nWlph7AMEmD IKVW  urvar/aX55085uRworb8x8srtAS14vP2sdin Y22 FV /7 g itvPAcGRRgY
g7/t 3T 5gipkMigkaPrGgi N2oNaw

F1GL S



US 11,647,237 Bl

1

METHOD AND APPARATUS FOR SECURE
VIDEO MANIFEST/PLAYLIST GENERATION
AND PLAYBACK

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation application of co-
pending U.S. patent application Ser. No. 15/589,756, filed
May 8, 2017, which claims prionty to U.S. Provisional

Application No. 62/333,377, filed May 9, 2016, the entire
contents of which are incorporated herein by reference.

BACKGROUND

The subject matter disclosed herein relates to a method of
secure delivery of video manifest files for use during video
streaming. More specifically, a method and apparatus for
generating single use, per-user encryption keys to encrypt a
manifest file for use during video streaming 1s disclosed.

Video streaming allows video content to be delivered to a
video player via the mternet. The video content 1s a video
signal generated by a content provider for distribution to
video consumers. The video signal may be provided in an
uncompressed file format, such as a serial digital interface
(SDI) format, or 1n a compressed format, such as a Moving
Picture Experts Group (MPEG) file format or Transport
Stream (TS) file format. The video signal 1s sent to an
encoder which converts the file into a live streaming signal.
The live streaming signal 1s preferably a segmented data
stream that may be transmitted using standard Hypertext
Transport Protocol (HTTP) over the internet. The live
streaming signal may include multiple streams, where each
stream may have a different data rate and/or different reso-
lution.

Two common formats for the live streaming signal
include HTTP Live Streaming (HLS) mmplemented by
Apple® and MPEG-Dynamic Adaptive bitrate Streaming,
over HI'TP (MPEG-DASH) implemented, for example, by
web browsers such as Chrome®, Microsoit Edge®, and
Firefox®. In addition to the segmented data stream, the
encoder generates a manifest file. The manifest file contains
information for a video player to play the segmented data
stream such as the data rate and resolution of each stream
and a playlist providing an address from which the video
content may be retrieved. Historically, the encoder has
generated a single manifest file for each encoded video
signal, where the manifest file 1s distributed along with the
streaming signal.

The live streaming signal and the manifest file are stored
in one or more Content Delivery Networks (CDN). FEach
CDN 1ncludes a number of edge servers which store the
streaming signal and manifest file until requested by a video
player. When the streaming signal i1s provided to multiple
CDNs, the CDNs may be 1n different geographic locations,
such as the West Coast, East Coast, or Midwest. Each video
player may select a CDN based, among other things, on its
geographic proximity in order to reduce transmission laten-
cies.

The video player may be any suitable electronic device to
receive the streaming signal such as a desktop computer, a
television, a laptop computer, a tablet, or a mobile phone. A
user 1nitiates a request to view desired video content on the
video player. The video player includes video management
soltware executing on the video player which has knowl-
edge of the address of the CDN and which may provide a list
of video content stored on the CDN to the user. After the user
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has selected a desired video, the video player, in turn,
requests that the video content be transmitted from the CDN.

The streaming video content 1s commonly encrypted prior
to transmission. A standard encryption protocol, such as the
Advanced Encryption Standard (AES) may be used. During
encoding of the video signal, the encoder may communicate
with a key server to obtain an encryption key for the video
content and encrypt the video signal as part of the encoding
process. The encoder may include the location of the encryp-
tion key 1n the mamifest file for the encoded video content
and provide the manifest file to the CDN. The manifest file
1s delivered to the video player when the video content 1s
requested. The video player reads the location of the encryp-
tion key from the manifest file, retrieves the encryption key,
and decrypts the video content on the player prior to
displaying the video content to the user.

Although the video content 1s encrypted, the mamifest file
1s a standard text file and 1s easily readable by any device.
As previously idicated, a single manifest file has typically
been generated for each encoded video signal, and the same
manifest file has been delivered to every video player
requesting the encoded wvideo signal. However, recent
advances 1n streaming video signals have resulted in sepa-
rate manifest files being generated for each video player. The
separate manifest files may provide unique directions to
cach video player for video playback. Further, the separate
manifest files may include information, such as a network
address, umique to the video player to which 1t 1s being
provided. Thus, it 1s desirable to provide a method for secure
delivery of the manifest file to each video player.

BRIEF DESCRIPTION

The subject matter disclosed herein describes an appara-
tus and method for secure delivery of unique manifest files
to each video player. A single use, per-user encryption key
to encrypt the video manifest/playlist file 1s disclosed. A
video player generates a session ID when establishing
connection with a manifest server. The manifest server 1s 1n
communication with a key server and uses the session 1D
and content ID to generate the single use encryption key
specifically for the session ID generated by the video player.
The manifest server encrypts the manifest file prior to
providing 1t to the video player. The content of the manifest
file can then only be decrypted by the single use encryption
key. The video player communicates with the key server to
retrieve the single use key and to decrypt the manifest file.

According to one embodiment, a method for secure
delivery of a manifest file for use 1n playback of a video
signal on a wvideo player i1s disclosed. A connection 1s
established between a mamifest server and the video player,
and the connection has a session identifier. A request 1s
received at the manifest server from the video player for the
video signal. A manifest encryption key 1s generated as a
function of the session identifier, and a maniiest file corre-
sponding to the requested video signal 1s encrypted. The
manifest server uses the manifest encryption key to encrypt
the manifest file. The encrypted manifest file 1s transmitted
from the manifest server to the video player.

According to another aspect of the disclosure, the mani-
test file may be retrieved from a content delivery network
alter receiving the request for the video signal from the
video player. The manifest server may also receive an
indication of the presence of an enhanced video player
module loaded on the video player and encrypt the manifest
file without 1nserting an address of the manifest key. Alter-
nately, 1 the manifest server receives the request for the
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video signal without receiving an indication of the presence
of an enhanced video player module loaded on the video
player, the manifest server may edit the encrypted manifest
file to include an unencrypted address of the manifest key.

According to still another aspect of the disclosure, estab-
lishing the connection between the manifest server and the
video player may include receiving an initiate connection
request from the video player, generating the session 1den-
tifier corresponding to the connection between the video
player and the manifest server on the manifest server, and
sending an acknowledgement of the connection request to
the video player. Alternately, the video player generates the
session 1dentifier, where the session identifier corresponds to
the requested video signal, and the manifest server receives
the session 1dentifier from the video player.

According to another embodiment of the disclosure, a
system for secure delivery of a manifest file for use 1n
playback of a video signal on a video player 1s disclosed.
The system 1ncludes a manifest server having a non-transi-
tory storage and a processor operative to execute a plurality
of instructions stored on the non-transitory storage. The
instructions are executed to establish a connection between
the manifest server and the video player, where the connec-
tion has a session 1dentifier; receive a request at the manifest
server from the video player for the video signal; generate a
manifest encryption key as a function of the session 1den-
tifier; encrypt a manifest file corresponding to the requested
video signal, where the manifest server uses the manifest
encryption key to encrypt the manifest file; and transmait the
encrypted manifest file from the manifest server to the video
player.

According to yet another embodiment of the disclosure, a
method for secure delivery of a manifest file for use in
playback of a video signal on a video player 1s disclosed. A
connection 1s established between a manifest server and the
video player, and the connection has a session identifier. A
request for the video signal 1s transmitted from the video
player to the manifest server, and an encrypted manifest file,
corresponding to the requested video signal from the mani-
fest server, 1s received at the video player. The manifest file
1s encrypted by the manifest server for the connection as a
function of a manifest encryption key, and the manifest
encryption key 1s generated as a function of the session
identifier. The manifest file 1s decrypted on the video player
as a function of the manifest encryption key.

According to still other aspects of the disclosure, an
indication of the presence of an enhanced video player
module loaded on the video player may be transmaitted from
the video player to the manifest server. Decrypting the
manifest file may include generating a duplicate manifest
encryption key on the video player with the enhanced video
player module and decrypting the manifest file with the
enhanced video player module using the duplicate manifest
encryption key. Alternately, decrypting the manifest file may
include reading an address for the manifest encryption key
from the manifest file, where the manifest server has inserted
the address into the manitest file, retrieving a copy of the
manifest encryption key from the address in the manifest
file, and decrypting the manifest file on the video player
using the copy of the mamifest encryption key.

According to still another embodiment of the disclosure,
a system for secure delivery of a manifest file for use 1n
playback of a video signal on a video player 1s disclosed.
The system includes an enhanced video player module
stored 1n a non-transitory memory on the video player. The
enhanced video player module 1s operative to establish a
connection between a manifest server and the video player,
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where the connection has a session 1dentifier. A request for
the video signal 1s transmitted from the video player to the
manifest server, and an encrypted manifest file correspond-
ing to the requested video signal 1s received from the
manifest server. The manifest file 1s encrypted by the mani-
fest server for the connection as a function of a manifest
encryption key, and the manifest encryption key 1s generated
as a Tunction of the session identifier. The manifest file 1s
decrypted on the video player as a function of the manifest
encryption key.

These and other objects, advantages, and features of the
disclosure will become apparent to those skilled 1n the art
from the detailed description and the accompanying draw-
ings. It should be understood, however, that the detailed
description and accompanying drawings, while indicating
various embodiments of the present disclosure, are given by
way of 1llustration and not of limitation. Many changes and
modifications may be made within the scope of the present
disclosure without departing from the spirit thereot, and the
disclosure 1ncludes all such modifications.

BRIEF DESCRIPTION OF THE DRAWING(S)

Various embodiments of the subject matter disclosed
herein are illustrated 1n the accompanying drawings in
which like reference numerals represent like parts through-
out, and 1n which:

FIG. 1 1s a block diagram representation of an environ-
ment ncorporating the method for secure video manifest
generation of the present disclosure;

FIG. 2 1s a flow diagram 1llustrating secure video manifest
generation and playback according to one embodiment of
the disclosure;

FIG. 3 1s a segment of a manifest file describing the
bandwidths of the available streams for the streaming video
content and the location of each stream;

FIG. 4 1s a segment of a manifest file including a portion
ol a playlist where the video content 1s encrypted; and

FIG. 5 1s an encrypted manifest file including the encryp-
tion key according to one embodiment of the disclosure.

In describing the various embodiments of the disclosure
which are illustrated in the drawings, specific terminology
will be resorted to for the sake of clarity. However, 1t 1s not
intended that the disclosure be limited to the specific terms
so selected and it 1s understood that each specific term
includes all technical equivalents which operate 1in a similar
manner to accomplish a similar purpose. For example, the
word “connected,” “attached,” or terms similar thereto are
often used. They are not limited to direct connection but
include connection through other elements where such con-

nection 1s recognized as being equivalent by those skilled 1n
the art.

DETAILED DESCRIPTION

The various features and advantageous details of the
subject matter disclosed herein are explained more fully
with reference to the non-limiting embodiments described in
detail in the following description.

Turning mnitially to FI1G. 1, one environment for providing
secure manifest file generation and playback 1s 1llustrated. A
content provider 110 generates a video signal 112 to be
distributed to video consumers. The video signal may be
provided m an uncompressed file format, such as a SDI
format, or 1n a compressed format, such as an MPEG or TS
file format. The video signal 112 1s sent to an encoder 114
which converts the file into a live streaming signal 116. The
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live streaming signal 116 1s preferably a segmented data
stream that may be transmitted using standard HTTP or
HTTPS protocol over the internet. The live streaming signal
116 may include multiple streams, where each stream may
have a different data rate and/or different resolution. The

format of the live streaming signal may be, but 1s not limited
to, HLS or MPEG-DASH. Still other protocols such as

HTTP Dynamic Streaming (HDS) from Adobe® or
Microsolt® Smooth Streaming and the like may be used
without deviating from the scope of the disclosure.

In addition to the segmented data stream, the encoder
generates a manifest file. The manifest file contains infor-
mation for a video player 122 to play the segmented data
stream such as the data rate and resolution of each stream
and a playlist providing an address from which the video
content may be retrieved. The encoder 114 generates a single
manifest file for each encoded video signal, where the
manifest file 1s distributed along with the streaming signal
16 and stored on a CDN 118. It 1s noted that the “single”
manifest file refers to a common or identical manifest file for
cach encoded signal. The manifest file may be comprised of
multiple data files stored on the CDN where each data file
contains nformation for a portion of the data required to
playback the streaming signal. Further, for live streaming
video, the manifest file may be updated and retransmaitted at
a periodic interval as new content 1s added from the live
event. Although multiple files are used, the content of the
manifest file generated by the encoder 114 for delivery to
cach video player 122 1s the same. Each CDN 118 includes
a number of edge servers 120 which store the encoded video
signal 116 and mamifest file until playback of the video
content 1s requested by a video player 122. Although the
embodiment illustrated 1 FIG. 1 shows a single CDN 118,
it 15 contemplated that the encoded video signal 116 may be
stored on multiple CDNs 118. The manifest file may include
an address of each CDN such that playback may occur from
any of the CDNs 118.

As further shown in FIG. 1, the illustrated environment
includes a manifest server 124. The manifest server 124 is
used to provide a unique manifest file, also referred to herein
as a per-user manifest file, to each video player 122 for each
requested video content. Each video player 122 includes a
native video player module 128 which provides an interface
to a user and which manages video playback on the device
122. Some video players 122 may {further include an
enhanced video player module 129, 1llustrated as an optional
module in FIG. 1. The enhanced video player module 129
may be a plug-in or other software module executing on the
video player 122 that either complements (1.e., adds addi-
tional capabilities) or replaces (i.e., adds additional capa-
bilities and incorporates the video interface and playback
capabilities) the native video player module 128. As will be
discussed 1 more detail below, when a user 125 requests
video content for playback on the video device 122, the
native or enhanced video player module 129 communicates
with a manifest server 124 rather than the CDN 118 to obtain
the manifest files for video playback. The manifest server
124 manages the retrieval and delivery of the manifest file
generated by the encoder 114 to provide the unique manifest
file to each video player 122.

Turning next to FIG. 2, the operations performed to
create, deliver, and playback video content according to a
secure manifest file are illustrated. At block 130, the encoder
114 recerves the mitial video signal 112. It 1s contemplated
that this video signal 112 may be a pre-recorded signal, such
as an episode of a television show or a movie, or the video
signal 112 may be a live stream, for example, of a sporting
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event, concert, or news feed. The encoder 114 converts the
original video signal into a live streaming signal 116 suitable
for delivery via HT'TP or HT'TPS. One step 1n converting the
video signal 1s to divide the video signal into segments. The
segments may be, for example, 10 seconds in length.
Optionally, other segment lengths, for example, from 1
second up to 10 seconds may be selected. The length of the
video segment must be less than the maximum payload for
an HTTP data packet.

After converting the video signal 112 into segments, the
encoder 114 encrypts the video signals 112 to prevent
unauthorized viewing of the video content. At block 132, the
encoder 114 establishes communication with a key server
126 and requests a key to use for encrypting the segmented
video signal 112. The key server 126 returns a key to the
encoder 114 as shown 1n block 134. The key used to encrypt
the segmented video signal 112 will be referred to herein as
the content encryption key. The encoder 114 may use any
suitable encryption protocol, such as the Advanced Encryp-
tion Standard (AES), to encrypt the segmented video signal
using the content encryption key. The location of the key
server and the content encryption key used to encrypt the
segmented video signal 1s included 1n a manifest file. The
manifest file and the encrypted video signal are then trans-
mitted to the CDN 118 for storage 1n one of the edge servers
120, as shown 1n block 136.

At block 138, a user 125 then requests playback of a
desired video segment on the video player 122. The video
player 122 may be any suitable electronic device to receive
the streaming signal 16 such as a desktop computer, a
television, a laptop computer, a tablet, Wi-F1 enabled device
connected to a video screen, or a mobile phone. The video
player 122 requests a manifest file from the manifest server
124 1n order to retrieve the information necessary to play the
requested video content. With reference also to FIGS. 4 and
5, segments of manifest files are 1llustrated that demonstrate
a portion of the content that may be available in a manifest
file. The manifest file 1s a text file and the particular content
on each line of the text file 1s 1dentified by the directive at
the start of the line. For example, FIG. 3 identifies four
different streams in the streaming signal 116 where each
stream has a different bandwidth. The location of a playlist
for each of the streams 1s also included 1n the manifest file.
FIG. § 1s another mamifest file which contains a portion of
the playlist of an encrypted video segment. Each line begins
with the location of the key server to decrypt the video
segment, 1dentifies a particular video segment between 1 and
5 (1.e., the “-17, “-27 etc. . . . prior to the .ts file extension),
and provides the location of video segment 1n the CDN 118.
The manifest file may include any information correspond-
ing to the video stream, such as metadata information for the
video stream.

When the video player 122 requests the manifest file from
the manifest server 124 a connection 1s established between
the devices. A session 1dentifier 1s also generated to 1dentify
L

ne connection. The session 1dentifier may be generated by
the video player 122 or the manifest server 124. For pur-
poses ol 1llustration, it will be assumed that the session
identifier 1s generated by the video player 122. The session
identifier 1s transmitted to the manifest server 124 by the
video player 122 when requesting a manifest file. IT the
enhanced video player module 129 is present on the video
player 122, the enhanced video player module 129 provides
an 1ndication to the manifest server 124 of its presence, for
example, via a unique data packet format or an 1dentifier set
in the header or payload of the request for a manifest file.
The manifest server 124 then requests the manifest file from
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the CDN 118 at block 142. At block 144, the CDN 118
returns the manifest file to the manifest server 124.

Because the manifest server 124 has established a con-
nection with video player 122, 1t may customize the manifest
file prior to returning the manifest file to the video player
122 and provide a unique manifest file to each video player
122. Without the mamifest server 124, the video player 122
retrieves the manifest file directly from the CDN 118 and the
content of the mamifest file 1s the same for all users.
However, because the manifest server 124 1s providing a
unique manifest file to each player, the manifest file may
include 1dentitying information of the video player 122, the
user 125 of the video player, or a combination thereof.
Further, the manifest file may be modified to include content
specific for the user 125. Consequently, 1t may be desirable
to encrypt the manifest file prior to transmitting it to the
video player 122.

According to one embodiment of the disclosure, the
manifest server 124 1s configured to generate an encryption
key for each manifest file. The encryption key 1s generated
as a function of the unique session 1dentifier generated by the
video player 122 when 1t requested the desired video con-
tent. Optionally, the encryption key may also be generated as
a Tunction of the requested video content. As a result, each
encryption key 1s unique to a specific session with a par-
ticular video player, resulting 1n a one-time use unique
encryption key. The one-time use unique encryption key will
be referred to herein as the manifest encryption key.

According to the embodiment illustrated in FIG. 2, the
manifest server 124 transmits the manifest encryption key to
the key server 126 at block 146. At block 148, the key server
126 acknowledges receipt of the manifest encryption key
and stores the manifest encryption key for subsequent
retrieval by the video player 122. The manifest server 124
may edit the mamifest file to include the address of the key
server 126 prior to delivering the manifest file to the video
player 122.

According to another embodiment of the disclosure, the
key server 126 may be configured to generate the manifest
encryption key. At block 146, the mamfest server 124
transmits the session identifier and an 1dentifier correspond-
ing to the desired video content to the key server rather than
transterring the manifest encryption key. The key server 126
may then generate the manifest encryption key and, at block
148, return the manifest encryption key to the manifest
server 124.

After generating or obtaining the manifest encryption key,
the manifest server 124 may edit the manifest file prior to
encryption. The address at which the video player 122 may
retrieve the manifest encryption key 1s added to the manifest
file.

Optionally, 11 the manifest server 124 has received an
indication of the presence of the enhanced video player
module 129, the manifest file may be encrypted without
inserting the location of an encryption key. As discussed
below, the enhanced video player module 129 may be
configured to generate a duplicate encryption key on the
video player module as a function of the session 1dentifier
and, therefore, transmission of the key 1s not required. After
retrieval and editing, 11 necessary, of the manifest file, the
manifest server 124 encrypts the manifest file with the
manifest encryption key prior to transmitting the manifest
file to the video player 122. The mamiest server 124 then
transmits the encrypted manifest file to the video player 122,
as shown at block 150.

According to still another embodiment, the manifest
server 124 or the key server 126 may generate a manifest
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encryption key as discussed above. The manifest server 124
server may store the manifest encryption key in the manifest
file and 1include an encryption method to encrypt the mani-
fest encryption key. The enhanced video player module 129
may include the same encryption method for subsequent
decryption of the manifest encryption key.

Referring also to FIG. 5, an encrypted manifest file 1s
illustrated. In the illustrated embodiment, the entire payload
of the manifest file 1s encrypted. In the 1llustrated manifest
file, the mamfest encryption key 1s encrypted prior to being
stored in the KEYREF field. Referring again to FIG. 1, 1f the
video player 122 includes an enhanced video player module
129 from the provider of the manifest server 124, the
enhanced video player module 129 may be configured to
decrypt the encrypted mamifest file directly. The manifest
encryption key 1s encrypted 1n a manner known to both the
manifest server 124 and the enhanced video player module
129. Therefore, the enhanced video player module 129 first
decodes the manifest encryption key and then decodes the
remainder of the manifest file using the manifest encryption
key. If, however, the video player does not include an
enhanced video player module 129 from the provider of the
manifest server 124, the manifest server 124 may include an
un-encrypted path to the key server 126, similar to that
shown i FIG. 4, and the video player 122 requests the
manifest encryption key from the key server 126 as shown
in block 152. At block 154, the key server 126 returns the
manifest encryption key to the video player 122, and the
video player 122 decrypts the manifest file.

Having decrypted the mamifest file, either directly on the
video player 122 with an enhanced video player module 129
or by requesting the manifest encryption key from the key
server 126 and then utilizing the native video player module
128 to decode the manifest file, either the enhanced video
player module 129 or the native video player module 128
next needs to decode the video content. The video player
module reads the location of the key server 126 for the
content encryption key from the manifest file. It 1s contem-
plated that a single key server 126 may contain both the
manifest encryption key and the content encryption key.
Optionally, separate key servers 126 may be utilized for each
of the encryption keys. The video player 122 requests the
content encryption key from the key server 126 identified 1n
the manifest file, as shown 1n block 156. At block 158, the
key server 126 returns the content encryption key to the
video player 122. The manifest file will have the address of
the CDN 118 as containing the segmented video content.
Therefore, the video player can then start retrieving the
video content from the CDN. The video player 122 repeat-
edly requests the next segment 1n the playlist from the CDN
118 and the CDN returns the requested segment as shown by
blocks 160 and 162. The native video player module 128
then decodes the content from the encrypted video segments
and displays the requested video content to the user 125.

Portions of the disclosed embodiment are described
herein as being implemented on various physical devices,
including, but not limited to the video player 122, the
manifest server 124, the key server 126, the encoder 114, or
the edge server 120 within a CDN 118. It would be under-
stood by one skilled 1n the art that these devices may include
processing devices, such as a single microprocessor, mul-
tiple microprocessors, co-processors, application specific
integrated circuits (ASICs), or other computing devices
operating separately, 1n tandem, or a combination thereof.
Further, each of these devices includes storage which may
include transitory storage, non-transitory storage, or a com-
bination thereof. The storage may include memory devices
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such as random access memory (RAM), read-only memory
(ROM), solid state memory, and the like. The storage may
turther include devices configured to read removable storage
medium such as CD-ROMs, DVDs, tloppy disks, universal
serial bus (USB) devices, memory cards, and the like. The
processing devices may be configured to read and execute
instructions stored in non-transitory storage to perform
various operations in the methods described herein.

It should be understood that the disclosure 1s not limited
in 1ts application to the details of construction and arrange-
ments of the components set forth herein. The disclosure 1s
capable of other embodiments and of being practiced or
carried out 1n various ways. Variations and modifications of
the foregoing are within the scope of the present disclosure.
It also being understood that the disclosure disclosed and
defined herein extends to all alternative combinations of two
or more of the individual features mentioned or evident from
the text and/or drawings. All of these different combinations
constitute various alternative aspects of the present disclo-
sure. The embodiments described herein explain the best
modes known for practicing the disclosure and will enable
others skilled in the art to utilize the disclosure.

What 1s claimed 1s:

1. A method for secure delivery of a manifest file for use
in playback of a video signal on a video player, the method
comprising:

establishing a connection with the video player, wherein

the connection has a session 1dentifier identifying the
connection with the video player;
receiving a request from the video player for the video
signal, wherein the video signal 1s associated with the
manifest file created for the video signal;

customizing, using the session identifier identifying the
connection with the video player, the manifest file
created for the video player to provide a customized
manifest file that 1s unique to the video player, the
customized manifest file to be used 1n playback of the
video signal on the video player;
encrypting the customized manifest file using a manifest
encryption key which 1s based on the session 1dentifier
identifying the connection with the video player; and

transmitting the encrypted manifest file to the wvideo
plaver.

2. The method of claim 1 further comprising retrieving the
manifest file from a content delivery network after receiving
the request for the video signal from the video player.

3. The method of claim 1 further comprising;:

receiving an indication of the video player’s ability to

decrypt an encrypted manifest encryption key locally;
and

providing the encrypted manifest encryption key with the

encrypted manifest file to the video player without
providing a location of a key server that stores data
associated with the manifest encryption key.

4. The method of claim 1 further comprising:

receiving an indication of the video player’s ability to

decrypt an encrypted manifest encryption key locally;
and

providing the encrypted manifest encryption key and the

encrypted manifest file to the video player with the
location of a key server that stores data associated with
the manifest encryption key.

5. The method of claim 1 wherein establishing the con-
nection with the video player further comprises:

receiving an initiate connection request from the video

player;

10

15

20

25

30

35

40

45

50

55

60

65

10

generating the session i1dentifier corresponding to the
connection with the video player on a manifest server;
and

sending an acknowledgement of the connection request to

the video player.

6. The method of claim 1 wherein the session identifier 1s
a unique 1dentifier generated by the video player for the
connection with a manifest server, and wherein the session
identifier corresponds to the requested video signal, the
method further comprising recerving the session i1dentifier
from the video player at a manifest server.

7. The method of claim 1 wherein the manifest file 1s
created by an encoder and distributed to a content delivery
network along with the video signal for storage on one or
more of a plurality of edge servers of the content delivery
network.

8. The method of claim 1 wherein the customized mani-
fest file comprises the session 1dentifier 1dentifying at least

one of the video player or a user of the video player.

9. A system to provide secure delivery of a manifest file
for use 1n playback of a video signal on a video player, the
system comprising:

a memory; and

a processor, coupled to the memory, to perform operations

comprising:

establishing a connection with the video player, wherein

the connection has a session 1dentifier identifying the
connection with the video player;
recerving a request from the video player for the video
signal, wherein the video signal 1s associated with the
manifest file created for the video signal;

customizing, using the session identifier identifying the
connection with the video player, the manifest file
created for the video player to provide a customized
manifest file that 1s unique to the video player, the
customized manifest file to be used 1n playback of the
video signal on the video player;
encrypting the customized manifest file using a manifest
encryption key which 1s based on the session 1dentifier
identifying the connection with the video player; and

transmitting the encrypted manifest file to the wvideo
player.

10. The system of claim 9, the operations further com-
prising retrieving the manifest file from a content delivery
network after receiving the request for the video signal from
the video player.

11. The system of claim 9, the operations further com-
prising:

recerving an indication of the video player’s ability to

decrypt an encrypted manifest encryption key locally;
and

providing the encrypted manifest encryption key with the

encrypted manifest file to the video player without
providing a location of a key server that stores data
associated with the manifest encryption key.

12. The system of claim 9, the operations further com-
prising;:

recerving an indication of the video player’s ability to

decrypt an encrypted manifest encryption key locally;
and

providing the encrypted manifest encryption key and the

encrypted manifest file to the video player with the
location of a key server that stores data associated with
the manifest encryption key.

13. The system of claim 9 wherein establishing the
connection with the video player further comprises:
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receiving an initiate connection request from the video

player;

generating the session identifier corresponding to the

connection with the video player on a manifest server;
and

sending an acknowledgement of the connection request to

the video player.

14. The system of claim 9 wherein the session identifier
1s a unique identifier generated by the video player for the
connection with a manifest server, and wherein the session
identifier corresponds to the requested video signal, the
method further comprising receiving the session identifier
from the video player at a manifest server.

15. The system of claim 9 wherein the manifest file 1s

created by an encoder and distributed to a content delivery
network along with the video signal for storage on one or
more ol a plurality of edge servers of the content delivery
network.

16. The system of claim 9 wherein the customized mani-
test file comprises the session 1dentifier identifying at least
one of the video player or a user of the video player.

17. A non-transitory machine-readable medium compris-
ing 1nstructions, which when performed by a processor,
cause the processor to perform operations to provide secure
delivery of a manifest file for use 1n playback of a video
signal on a video player, the operations comprising:

establishing a connection with the video player, wherein

the connection has a session 1dentifier identifying the
connection with the video player;
receiving a request from the video player for the video
signal, wherein the video signal 1s associated with the
manifest file created for the video signal;

customizing, using the session identifier identifying the
connection with the video player, the manifest file
created for the video player to provide a customized
manifest file that 1s unique to the video player, the
customized manifest file to be used 1n playback of the
video signal on the video player;
encrypting the customized manifest file using a manifest
encryption key which 1s based on the session 1dentifier
identifying the connection with the video player; and

transmitting the encrypted manifest file to the video
player.
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18. The non-transitory machine-readable medium of
claam 17, the operations further comprising retrieving the
manifest file from a content delivery network after receiving,
the request for the video signal from the video player.

19. The non-transitory machine-readable medium of
claim 17, the operations further comprising:

recerving an indication of the video player’s ability to

decrypt an encrypted manifest encryption key locally;
and

providing the encrypted manifest encryption key with the

encrypted manifest file to the video player without
providing a location of a key server that stores data
associated with the manifest encryption key.

20. The non-transitory machine-readable medium of
claim 17, the operations further comprising:

receirving an indication of the video player’s ability to

decrypt an encrypted manifest encryption key locally;
and

providing the encrypted manifest encryption key and the

encrypted manifest file to the video player with the
location of a key server that stores data associated with
the manifest encryption key.

21. The non-transitory machine-readable medium of
claim 17 wherein establishing the connection with the video
player further comprises:

recerving an initiate connection request from the video

player;

generating the session i1dentifier corresponding to the

connection with the video player on a manifest server;
and

sending an acknowledgement of the connection request to

the video player.

22. The non-transitory machine-readable medium of
claim 17 wherein the session i1dentifier 1s a unique 1dentifier
generated by the video player for the connection with a
manifest server, and wherein the session identifier corre-
sponds to the requested video signal, the method further
comprising receiving the session identifier from the video
player at a manifest server.

23. The non-transitory machine-readable medium of
claim 17 wherein the customized mamifest file comprises the
session 1dentifier identifying at least one of the video player
or a user of the video player.
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