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o You are unidentitiable.
o Your information is statistically used.

FIG. 3-a
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PERSONAL INFORMATION MANAGEMENT
DEVICE, SYSTEM, METHOD AND
COMPUTER-READABLE NON-TRANSITORY
MEDIUM THEREFOR

RELATED APPLICATIONS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 15/931,528 filed May 13, 2020, which 1s based
upon and claims the benefit of priority from Korean Patent
Application No. 10-2020-0001593, filed on Jan. 6, 2020,
and Korean Patent Application No. 10-2020-0025472, filed
Feb. 28, 2020, both of which are incorporated herein by
reference.

TECHNICAL FIELD

This disclosure relates to personal mnformation manage-
ment. Various embodiments disclosed herein relate to a
personal information management device, a personal 1nfor-
mation management system, a personal information man-
agement method, and a computer-readable non-transitory
medium that stores the personal information. For example,
a personal information management method based on a
blockchain or using a smart contract based on a blockchain,
a portable electronic device and a system operating to
manage personal information, and a computer-readable non-
volatile information storage medium having computer code
recorded therein, for the personal information management,
are described herein.

BACKGROUND

When an 1individual subscribes to various services such as
e-commerce, the mndividual delivers personal information to
a service provider (e.g., an e-commerce company), and the
service provider manages the received personal information
using a database under 1ts supervision. However, the service
provider’s collection and storage of personal information
may cause a legal burden in connection with the Personal
Information Protection Act etc., and the personal informa-
tion collected at the time of service subscription 1s often not
updated 1n a timely manner, so real-time accuracy is not
guaranteed. In addition, when subscribing to/changing/un-
subscribing to a service, it 1s mconvenient for an individual
to 1nput/modify/delete personal information one by one.
More seriously, once an individual has passed his or her
personal information to a service provider, it 1s diflicult to
find out where and how his or her personal information is
used, and 1n many cases, although individual’s personal
information has been used for marketing purposes, the
individuals cannot be rewarded for 1t.

Due to such situation, service users tend to disagree with
the use of personal information although they subscribe to
the service or tend to mput only the mimimum personal
information required for service subscription. Accordingly,
the utilization value of personal information collected by
service providers 1s also declining.

Recently, MyData technology has attracted attention,
which refers to a series of processes whereby an individual
as an information owner actively manages, controls and
utilizes his or her information 1n personal life, such as credit
management, asset management, and even health care.
However, conventional MyData technology 1s based on a
frame of scraping personal mformation stored in databases
of service providers and storing 1t on one or more separate
servers, which still exposes a large amount of personal
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2

information to the risk of being hacked. In other words, there
1s a problem of lack of privacy-oriented design to protect
personal information.

SUMMARY

According to one or more embodiments of the present
disclosure, individuals may manage their information sim-
ply, conveniently and securely under their supervision
through a privacy-oriented design. Individuals, while taking
control of their personal information, may also conduct
trades simply and securely with various service providers
who desire to use personal information.

In addition, fast and secure personal information trades
may be conducted so that up-to-dateness of personal infor-
mation and real-time trades may be ensured with high
transparency and reliability.

The technical objectives to be achieved with the present
disclosure are not limited to the technical objectives
described above, and other technical objectives that are not
described herein can be clearly understood based on the
following description by those skilled in the art to which the
present disclosure belongs.

DESCRIPTION OF DRAWINGS

A brief description of the drawings 1s now provided 1n
accordance with some embodiments.

FIGS. 1-a and 1-b are schematic block diagrams 1llus-
trating a personal information management system accord-
ing to various embodiments;

FIGS. 2-a and 2-b are block diagrams for explaining an
operation of the personal information management device of
the personal information management system of FIGS. 1-a
and 1-5b;

FIGS. 3-a and 3-b 1llustrate an example of a screen for
setting a de-1dentification level of personal information;

FIG. 4 1s a detailed block diagram illustrating an operation
module for explaining, in more detail, an operation of
processing personal information by a processor according to
an embodiment;

FIGS. 5-q and 5-b6 are block diagrams for explaining, in
more detail, the personal information management device of
FIGS. 2-a and 2-b6 according to various embodiments based
on a blockchain;

FIG. 6 1s a flowchart 1llustrating a representative opera-
tion of a personal information wallet application 1nstalled in
a personal mformation management device according to
various embodiments;

FIG. 7 1s a reference view for explaining an operation of
a personal information wallet application for implementing
a personal mformation trade through a blockchain-based
smart confract;

FIG. 8 1s a flowchart illustrating an embodiment of an
operation of a personal information wallet application
related to a risk level;

FIG. 9 1s a flowchart 1llustrating another embodiment of
an operation of a personal information wallet application
related to a risk level;

FIG. 10 1llustrates an example of a usage right 1ssuance
screen for a personal information trade that 1s shown through
execution ol a personal nformation wallet application
installed in a personal information management device that
1s 1implemented 1n a user terminal;

FIG. 11 1llustrates an example of a screen for checking a
personal imnformation status that 1s shown through execution
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ol a personal information wallet application installed 1n a
personal information management device that 1s 1mple-

mented 1n a user terminal;

FIG. 12 1llustrates an example of a screen for checking a
MyData status that 1s shown through execution of a personal
information wallet application installed 1n a personal infor-
mation management device that 1s implemented 1n a user
terminal; and

FIG. 13 1llustrates an example of a screen for checking a
status of usage by a service provider that 1s shown through
execution of a personal information wallet application
installed in a personal information management device that
1s 1mplemented 1n a user terminal.

DETAILED DESCRIPTION

Other advantages and features of the present disclosure,
and methods of achieving them will become apparent with
reference to embodiments described in detail below in
conjunction with the accompanying drawings. However, the
present disclosure 1s not limited to the embodiments dis-
closed below but may be implemented in various forms
different from one another. Embodiments are merely pro-
vided so that this disclosure will be complete and waill fully
convey the scope of the invention to those skilled 1n the art,
and the present disclosure 1s defined only by the scope of the
claims.

The terms used herein are for the purpose of describing
embodiments only and are not intended to be limiting. In the
present specification, the singular forms also include the
plural referents, unless specifically stated otherwise in the
phrase. The term ‘and/or’ refers to each of the listed con-
figurations or various combinations thereof.

Meanwhile, the terms ‘~portion’, ‘~unmt’, ‘~block’,
‘~module’, etc. used throughout the present specification
may mean a unit for processing at least one function or
operation. For example, it may mean a software, or a
hardware element such as a field programmable gate array
(FPGA), or an application-specific integrated circuit
(ASIC). However, 1t does not mean that ‘~portion’, ‘~unit’,
‘~block’, ‘~module’, etc. are limited to a software or hard-
ware. For example, ‘~portion’, ‘~umt’, ‘~block’, and
‘~module’ may be configured to be 1n an addressable storage
medium or may be configured to play one or more proces-
SOrS.

Accordingly, as an example, ‘~portion’, ‘~unmt’, ‘~block’,
and ‘~module’ include elements such as software elements,
object-oriented soitware elements, class elements, and task
clements, processes, functions, properties, procedures, sub-
routines, segments ol program codes, drivers, firmware,
microcode, circuits, data, database, data structures, tables,
arrays and variables. Elements and functions provided in
‘~portions’, ‘~units’, ‘~blocks’, and ‘~modules’ may be
combined into smaller number of elements and ‘~portions’,
‘~units’, ‘~blocks’, and ‘~modules”, or may be further
divided into additional elements and ‘~portions’, ‘~units’,
‘~blocks’, and ‘~modules’.

Hereinatiter, various embodiments of the present disclo-
sure will be described 1n detail with reference to the accom-
panying drawings.

FIGS. 1a and 15 are schematic block diagrams 1llustrating
a personal information management system according to
vartous embodiments. Referring to FIG. 1-a, a personal
information management system allows a user to manage
personal information so that the user may put the personal
information under the user’s supervision and make a deci-
sion on the use of the personal information on his or her
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own, and to this end, it includes a personal information
management device(s) 1 and a personal information request
server 3 that are communicatively connected to each other
through a network 2. The network 2 encompasses a short
distance wired/wireless communication network such as
Wi-F1, Bluetooth, and local area network (LAN) and/or a
long distance wired/wireless communication network such
as cellular network, wired/wireless Internet, and wide area
network (WAN). The personal information request server 3
requests personal information from the personal information
management device 1 to recerve the user’s personal infor-
mation or to view 1t 1n the personal information management
device 1. The ‘viewing’ ol personal information of the
personal information request server 3 may be performed in
various ways as long as the viewed personal information 1s
not exported to the outside of the personal information
management device 1. For example, 1t may be performed by
transmitting program code that may be executed in the
personal information management device 1 to access the
personal information in the personal information manage-
ment device 1. In an embodiment, not exporting to the
outside of the personal information management device 1
means that the viewed personal information 1s not exported
‘as 1t 1s’, and 1t may be allowed to export de-identified
personal information after a de-identification operation such
as removing an identifier which 1s for 1dentifying an indi-
vidual. In another embodiment, it may mean that even
de-identified personal information 1s not exported to the
outside of the personal information management device 1. In
addition, a range and/or a level of information not to be
exported to the outside may vary depending on a user’s
usage permission range of personal information.

The personal information management device 1 1s a
representative for a simple and clear explanation below.
However, in various embodiments, a plurality of personal
information management devices exist and can be connected
to the personal information request server 3. Accordingly,
the personal information management device 1 may be
implemented 1n various wired or wireless terminals, includ-
ing a smartphone, a navigation terminal, a personal com-
puter, a laptop, a tablet personal computer (PC), a wearable
device (e.g., a smart watch, smart glasses, a head mounted
display (HMD)), a wired and wireless broadcast receiver
(e.g., smart television (TV)), an audio/video (A/V) system,
digital signage, and the like. In particular, when the personal
information management device 1 1s implemented in a
portable electronic device—a smart phone, a tablet PC, a
wearable device, etc.—the accuracy and real-time charac-
teristics of the personal information 1itself 1s ensured, and 1t
1s more convenient to manage personal information anytime
and anywhere, such that privacy of personal information and
its management may be further protected. Especially these
days a smart phone has been becoming a must for daily life
In many ways, so when the personal information manage-
ment device 1 1s implemented in a smart phone, 1t 1s much
more convenient for the user as the user carries around the
smart phone 1n hand all the time.

According to an embodiment, the personal information
management device 1 includes a processor 10, a display 20,
a sensor 30, a communication unit 40, and a storage 50. In
response to the request from the personal information
request server 3, the processor 10 allows viewing of personal
information in the personal information management device
1 1n accordance with the usage permission range that 1s set
by the user of the personal information management device
1, and allows personalized information corresponding to the
viewed personal information to be displayed on the display
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20. Additionally, or alternatively, the processor 10 transmuts,
to the personal information request server 3, personal 1nfor-
mation that 1s prepared to be appropriate for the usage
permission range set by the user, and allows customized
service 1nformation corresponding to the transmitted per-
sonal mnformation to be displayed on the display 20.

The customized information may be provided directly
from the personal information request server 3 which 1is
operated by the service provider (including an entrusted
server operator) or may be processed and obtained by the
personal mformation management device 1 based on the
information provided from the personal information request
server 3.

In an embodiment, the personal information request
server 3 1s operated by those who run a personal information
management business or those who have been commis-
sioned by the service provider to request and manage
personal information. In such a case, the personal informa-
tion request server 1 simply stays as an itermediary for
personal information, the subject who actually utilizes the
personal information in the business becomes a third party
(e.g., service provider), and the customized information 1s
provided from the third-party service provider. A more
detailed description of the personal iformation manage-
ment system having such a structure will be described below
with reference to FIGS. 1-b.

Meanwhile, naming as the ‘personal information request’
server 3 1s merely based on the fact that 1t plays a role of a
counterpart who requests personal information from the
personal mformation management device 1 and does not
necessarily mean only those who conduct or act on behalf of
personal information management businesses. In other
words, the personal information request server 3 may be
operated by those who perform a more eflicient and cus-
tomer-oriented service business utilizing the personal 1nfor-
mation. In such a case, the customized information may also
be provided from the personal information request server 3.
In addition, the personal information request server 3 does
not mean only one physical server but may be implemented
in a plurality of servers distributed 1n a network.

The processor 10 performs various data processing or
operations by executing program codes and controls the
display 20, the sensor 30, the communication unit 40, and/or
the storage unit 50. The program codes include an operating
system, a middleware and/or an application program. In an
embodiment, the program code may be implemented with
one or more programs. The processor 10 may include a main
processor (e.g., central processor or application processor),
and a sub-processor (e.g., graphic processor and signal
processor) that may be operated independently or together
with the main processor. The sub-processor may be 1mple-
mented to use lower power than that of the main processor,
or to be specialized in a designated function. Part of func-
tions of the processor 10 may be separated, and additionally
or alternatively, may be implemented 1n part of the display
20, the sensor 30, the communication unit 40, and/or the
storage unit 50, and i such a case, an implementation
scheme encompasses a software and/or hardware approach.

The display 20 1s implemented as a touch screen display
to support touch interactions so that the user of the personal
information management device 1 may directly mput per-
sonal information through one or more touch/gesture inputs
or may set a usage permission range for personal informa-
tion. To this end, the display 20 may include a circuit for
sensing touch or gesture (including changes in pressure by
touch). In inputting personal information and/or setting the
usage permission range, 1t i1s obvious that other input/output
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tools (e.g., keyboard, button, mouse, electronic pen, speaker,
microphone) which are not illustrated in the personal infor-
mation management device 1 may be utilized independently
or 1n combination with the touch/gesture interactions.

The sensor 30 senses an operation state (e.g., power,
temperature) of the personal information management
device 1 or external environment (e.g., touch, pressure,
illuminance, or user state), and creates a signal or a data
value corresponding to the sensed state. The sensor 30 may
include at least one of, for example, an image sensor, a touch
sensor, a gesture sensor, a sound sensor, a gyro sensor, an air
pressure sensor, a magnetic sensor, an acceleration sensor, a
gr1ip Sensor, a proximity sensor, a color sensor, an infrared
(IR) sensor, a biometric sensor, a temperature sensor and a
humidity sensor. The sensor 30 may be used for various
notifications related to mputting, viewing, and using of
personal information.

The storage 50 includes a volatile memory and/or a
non-volatile memory, and stores not only program codes and
data to be executed by the processor 10 but also various
information or data created by other elements of the personal
information management device 1, for example, the display
20, the sensor 30 and/or the communication unit 40, or
received from other elements or the outside. In particular,
the storage 50 stores personal mformation of the user who
uses the personal information management device 1. The
stored user’s personal information may be directly input by
the user or may be recerved from the outside. In an embodi-
ment, at least part of the personal information 1s retrieved as
MyData from various service providing servers through the
network 2, and the user may imput or update only the
personal information other than the received MyData. It 1s
also possible for the user to input personal information {first,
and then MyData 1s retrieved for updating.

Referring to FIG. 1-b, a personal information manage-
ment system includes a personal information management
device 1, a network 2, and a personal information request
server 3, which 1s similar to that of FIG. 1-a, and further
includes a service providing server 4. Herein, the personal
information management device 1, the network 2, and/or the
personal information request server 3 which perform sub-
stantially the same role as those in FIG. 1-a will be given the
same reference numerals in FIG. 1-5, and repeated descrip-
tions will be omitted.

The service providing server 4 1s operated by a service
provider (including commissioned server operators). Just
like the personal information management device 1, the
service providing server 4 1s a representative for a simple
and clear explanation below. In various embodiments, a
plurality of service providing servers exist and can be
connected to the personal information request server 3
and/or the personal information management device 1.

Accordingly, services offered through service providers
encompass all services available online, including e-com-
merce, finance and insurance. According to an embodiment,
the service providing server 4 1s operated by another, sepa-
rately from the personal information request server 3. In
such a case, the subject who views personal mnformation
stored 1n the personal information management device 1 or
receives the personal iformation from the personal infor-
mation providing device 1 1s the personal nformation
request server 3 rather than the service providing server 4.
The personal mformation request server 3 ‘views’ the per-
sonal information in the personal information management
device 1. The personal information request server 3 requests,
from the service providing server 4 through the network 2,
a predetermined or tailored information based on the viewed
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personal information or received personal information. The
service providing server 4 transmits the requested predeter-
mined information to the personal information request
server 3 and/or the personal information management device
1. In an embodiment, the predetermined or tailored infor-
mation transmitted from the service providing server 4 to the
personal information request server 3 and/or the personal
information management device 1 means personalized infor-
mation to be shown to the user through the personal infor-
mation management device 1. For example, the personal
information request server 3 views ‘suller from rhinoplasty
sequelac and want a revision surgery’ out ol personal
information and only requests information about ‘rhino-
plasty sequelae and revision surgery’ from the service pro-
viding server 4 without identifier information. As such, the
service providing server 4 cannot specily the user of the
personal mformation management device 1 because only
information necessary for a service (e.g. marketing) 1is
simply provided with identifier information deleted or de-
identified. Furthermore, since the personal information man-
agement device 1 does not directly send a request to the
service providing server 4, and the requested information 1s
also not directly transmitted from the service providing
server 4 to the personal information management device 1,
it 1s diflicult for the service providing server 4 to specily the
user of the personal information management device 1 and
thus 1dentify an individual who requested the information. In
another embodiment, the personal information request
server 3 may transmit a de-identified personal information
‘carcer women 1n her 30s living 1n Seoul’ to the service
providing server 4 and receive a corresponding customized
information ‘perfume list preferred by career women 1n her
30s living 1n Seoul” from the service providing server 4 to
send 1t to the personal information management device 1.

In another embodiment, 11 the service providing server 4
requests collection of personal information for ‘revision
rhinoplasty” from the personal information request server 3
in order to identify a group of individuals who wants
‘revision rhinoplasty’, the personal information request
server 3 views ‘want revision rhinoplasty’ out of the per-
sonal information stored in the personal information man-
agement device 1, pseudonymizes the viewed personal
information to eliminate identifier information, and then
transmits, to the service providing server 4, the pseudony-
mized personal information indicating that this 1s ‘an 1ndi-
vidual who wants revision rhinoplasty’, or 1n a case where
the user of the personal information management device 1
permits transmission of personal information, the personal
information request server 3 transmits, to the service pro-
viding server 4, the personal information with the 1dentifier
information indicating that this 1s ‘an individual who wants
revision rhinoplasty’.

In an embodiment, the customized information 1s gener-
ated based on predetermined service information transmitted
from the service providing server 4 to the personal infor-
mation request server 3 or the personal information man-
agement device 1. In the above example, the personal
information request server 3 may receive, 1n advance, from
the service providing server 4, information about ‘sequelae
of plastic surgery and revision surgery’ as information of an
upper category mcluding ‘rhinoplasty sequelae and revision
surgery’, then extract information about ‘sequelae of plastic
surgery and revision surgery’, and transmit 1t as customized

information to the personal mnformation management device
1.

The personal information management device 1 processes
personal information 1n accordance with the usage permis-
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sion range ol personal information. In an embodiment,
personal information 1s processed so that an individual of the
personal information i1s unidentifiable, the service providing
server 4 cannot find out the i1dentity of the individual from
the personal information, and thus privacy of the individual
1s protected. A detailed description of a method of process-
ing personal mformation i accordance with a usage per-
mission range oif personal information will be described
below.

FIGS. 2-a and 2-b6 are block diagrams for explaining an
operation of the personal information management device 1
of the personal information management system of FIGS.
1-a and 1-b. Referring to FIGS. 2-a and 2-b5, a personal
information management device 1 includes a personal infor-
mation wallet application 100, a personal information stor-
age 200, and a personal information request application 300.
In an embodiment, the personal information wallet applica-
tion 100 and the personal immformation request application
300 are implemented 1n program code, stored in the storage
50 of FIGS. 1-a and 1-b, and executed by the processor 10.
The personal information storage 200 1s physically located
in the storage 50 of FIGS. 1-a and 1-b and 1s substantially
the same as the storage 50 1n terms of 1ts function, but 1t 1s
distinctly considered and named in the software point of
view to describe operations in relation to the personal
information wallet application 100. The personal informa-
tion storage 200 may be a storage space that can be used
exclusively by the personal information wallet application
100 or may be a storage space that can be shared with other
program code of the personal information management
device 1.

The personal information wallet application 100 and/or
the personal mformation request application 300 may be a
native application (app) installed 1n the personal information
management device 1 from the production or may be
installed by the user of the personal information manage-
ment device 1. Installation may be performed 1n various
ways, but 1t 1s usually downloaded through the network 2
from the App Store and installed. Since the personal infor-
mation wallet application 100 may be independently made
and provided 1n various versions to be installed 1n portable
clectronic devices that support various operating systems, 1t
may be installed in various portable electronic devices
manufactured by different manufacturers, to perform per-
sonal information management described below, and thus it
1s advantageous that various users having different devices
may manage personal information. In an embodiment, when
the personal information wallet application 100 and the
personal information request application 300 are installed,
corresponding app icons are each displayed on the display
20, and the user may easily start the applications through
touch interaction on the app icons. It 1s obvious that instal-
lation and execution of the personal information wallet
application 100 and the personal mnformation request appli-
cation 300 are also possible in other schemes.

The personal information wallet application 100 1s gen-
crally implemented 1n an application, as 1ts name suggests,
but at least part of the personal information wallet applica-
tion 100 may be implemented as part of the operating system
and/or middleware or may perform its function by exchang-
ing information or collaborating through interactions with
the operating system and/or middleware, where needed. The
personal mformation wallet application 100 may also be
implemented 1n a single program or may be implemented as
a collection of a plurality of programs to perform 1ts function
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(s). At least part of the personal information wallet appli-
cation 100 may be immplemented in hardware circuits to
perform 1ts function(s).

A user may create an account in the personal information
wallet application 100. In an embodiment, the user generates
a key pair (secret key+public key) through the personal
information wallet application 100 and then registers the
created public key 1n the personal information wallet appli-
cation 100 to make an account of the user. To this end, the
personal information wallet application 100 may include a
key pair creation module. It 1s also possible that 1n other
embodiments, the user may create an account by inputting
quasi-identifiable information such as his/her date of birth,
age, address, region, and the like or inputting identifiable
information such as unique ID, certificate, email address,
biometric information, and the like.

The user may register his or her personal information in
the personal information wallet application 100. Personal
information includes (1) identifiable mnformation (e.g., social
security numbers, phone numbers, email addresses, etc.)
including identifiers, with which 1t 1s possible to i1dentily
individuals, (11) quasi-identifiable information (e.g., date of
birth, age, address, region, etc.) with which 1t 1s diflicult to
identily individuals immediately but 1t 1s possible to rela-
tively easily identily individuals by combination, and/or (111)
attribute information (e.g., hobbies, search terms, app/You-
tube history, annual income, shopping information, etc.)
including privacy information such as personality and char-
acteristics. The registered personal information 1s stored 1n
the personal information storage 200 by the personal 1nfor-
mation wallet application 100. According to an embodiment,
alter the personal information wallet application 100
encrypts the personal information input by the user and
stores 1t 1in the personal immformation storage 200, it may
allow only the user who has passed the user authentication
to retrieve, view, modily and/or download the personal
information stored in the personal information storage 200.
A user authentication level and scheme may be implemented
in various ways, and depending on 1ts level, the authority for
personal information allowed to the user may vary. For
example, it may be implemented in such a manner that only
retrieving or viewing 1s allowed for a user who has passed
a low-level user authentication (e.g., password), and down-
loading 1s allowed only for a user who passed a higher level
user authentication (e.g., password+biometric combination).

The personal information wallet application 100 serves as
a platform to allow users of the personal information man-
agement device(s) 1, while keeping their personal informa-
tion under their management, to perform personal informa-
tion trades with various service providers who are willing to
provide customized services utilizing personal information.
The personal information request application 300 requests
personal information from the personal information wallet
application 100 independently or in response to a request
from the personal information request server 3 and/or the
service providing server 4. In response to the request, the
personal information wallet application 100 allows the per-
sonal information request application 300 to ‘view’ personal
information. Viewing personal information means that the
personal information 1s only provided in the personal 1nfor-
mation management device 1 and 1t 1s not exported out of the
personal imnformation management device 1. In other words,
the personal information wallet application 100 retrieves the
personal information stored in the personal information
storage unit 200, or processes the retrieved personal infor-
mation, to transmit 1t to the personal information request
application 300, but the personal information request appli-
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cation 300 does not transmit 1t to the personal information
request server 3 or the service providing server 4 outside the
personal information management device 1. Instead, the
personal information request application 300 may request
and receive a predetermined service information corre-
sponding to the retrieved personal information from the
personal information request server 3 or the service provid-
ing server 4.

In another embodiment, when the request of the personal
information request application 300 to the personal infor-
mation wallet application 100 1s made 1n response to a
request from the personal information request server 3
and/or the service providing server 4, the personal informa-
tion wallet application 100 retrieves personal information
stored 1n the personal information storage 200, or processes
the retrieved personal information, to transmit 1t to the
personal information request application 300, and the per-
sonal information request application 300 transmits the
received personal information to the personal information
request server 3 or the service providing server 4, located
outside the personal mmformation management device 1,
subject to the usage permission range that 1s set by the user.
Alternatively, personal information may be transmitted
directly from the personal information wallet application
100 to the personal imformation request server 3 or the
service providing server 4, subject to the usage permission
range that 1s set by the user. In addition, the personal
information request server 3 or the service providing server
4 may directly request personal information from the per-
sonal information wallet application 100.

In an embodiment, the personal information wallet appli-
cation 100 or the personal information request application
300 receives, from the personal information request server 3
or service providing server 4, customized information to be
provided to the personal information management device 1
and shown to the user. For example, the personal informa-
tion request application 300 views ‘sufler from rhinoplasty
sequelae and want a revision surgery’ as privacy information
out of the personal information, and then requests informa-
tion about ‘rhinoplasty sequelae and revision surgery’ from
the service providing server 4 via the personal information
request server 3. Similarly, since the information about
‘rhinoplasty sequelae and revision surgery’ 1s transmitted to
the personal information request application 300 via the
personal information request server 3, the service providing
server 4 may not 1dentily the user of the personal informa-
tion management device 1 and may not i1dentily the indi-
vidual who requested the information.

In another embodiment, when the service providing
server 4 requests the personal mformation request server 3
and/or the personal information request application 300 to
collect personal information of individuals who want “revi-
sion rhinoplasty’ to i1dentify a group of individuals who
wants ‘revision rhinoplasty’, the personal information
request application 300 views ‘want revision rhinoplasty’
out of personal information through the personal informa-
tion wallet application 100 and then transmits, to the per-
sonal information request server 3 and/or the service pro-
viding server 4, pseudonymized personal information
without identifier information indicating that this i1s ‘an
individual who wants revision rhinoplasty’, or 1 a case
where the user of the personal information management
device 1 permits transmission of identifier information, the
personal information request application 300 transmits, to
the personal information request server 3 and/or the service
providing server 4, the personal information with the iden-
tifier information indicating that this 1s ‘an individual who
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wants revision rhinoplasty’. As an intermediary, the personal
information request server 3 may transmit, to the service
providing server 4, the pseudonymized personal information
without identifier information or the personal information
with the 1dentifier information which indicate that this 1s ‘an
individual who wants revision rhinoplasty’.

In another embodiment, the personal information request
application 300 may transmit a de-1dentified personal infor-
mation ‘career women 1n her 30s living in Seoul’ to the
service providing server 4, and receive a corresponding
customized service information ‘perfume list preferred by
career women 1n her 30s living 1n Seoul” from the service
providing server 4. In another embodiment, the customized
information is created based on a predetermined information
transmitted from the service providing server 4 to the
personal information request server 3 or the personal infor-
mation request application 300. In the above example, the
personal information request server 3 may receive, in
advance, from the service providing server 4, information
about ‘sequelae of plastic surgery and revision surgery’ as
information of an upper category including ‘rhinoplasty
sequelae and revision surgery’, then extract information
about ‘sequelae of plastic surgery and revision surgery’, and
transmit 1t as customized information to the personal infor-
mation request application 300, when needed. Additionally
or alternatively, the personal information request application
300 may receive, 1n advance, from the service providing
server 4, mnformation of an upper category including ‘rhi-
noplasty sequelae and revision surgery’, then extract infor-
mation about ¢ sequelae of plastic surgery and revision
surgery’ to generate customized information.

The personal information provided to the personal infor-
mation request application 300, the personal information
requesting server 3 and/or the service providing server 4 1s
prepared by the processor 10 subject to the usage permission
range that 1s set by the user. In order to set the usage
permission range, the processor 10 outputs, on the display
20, a setting screen for the user to mput categories of
personal information, an service provider(s) to be provided
with personal information, and/or a de-1dentification level of
personal information.

FIGS. 3-a and 3-b illustrate an example of a screen for
setting a de-idenfification level of personal information.
Referring to FIG. 3-a, the setting screen 1s provided so that
the user may set the de-identification level of personal
information with a plurality of classified levels, such as
high/middle/low. When 1t 1s set to ‘high’, as 1llustrated in the
drawings, the processor 10 processes the personal informa-
tion so that the user 1s unidentifiable. For example, infor-
mation such as social security numbers and phone numbers
with which an individual 1s i1dentifiable 1s deleted or some
numbers or letters are made 1nvisible like ‘career women in
her 30s living 1n Seoul” so that the individual 1s unidentifi-
able. Such de-identified personal mmformation may only be
used statistically in marketing and the like.

Referring to FIG. 3-4, the setting screen 1s provided based
on categories of personal information or evaluation criteria
for evaluating personal information. The categories of per-
sonal information may include, for example, general infor-
mation, family information, employment information,
unique 1dentifiable information, education information,
vehicle information, real estate information, hobby informa-
tion, and/or communications information. The general infor-
mation 1s usually quasi-identifiable information, such as
name, age and address, with which 1 combination an
individual 1s identifiable. Sensitive information may be
privacy mformation such as attributes or characteristics of
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an individual and may include login information, medical
information, legal information, military service information,
income 1nformation, credit information, physical informa-
tion and/or authentication information. The categories of
personal information may be organized horizontally or may
be organized to have more than two levels of hierarchy.
Evaluation criteria may include, for example, linkability,
singling out characteristics, inference possibility, special
category, and location. Linkability refers to a criterion for
evaluating how much linkability the provided personal
information has with other disclosed personal information.
For example, information, such as Google identifier (ID)
international mobile equipment 1dentifier (IMEI)-based app
usage history, and advertising (AD) ID, that 1s used while the
device 1s 1n use and serves as a hub for collecting lots of
information 1s highly scored. The singling out characteristics
show how much singling out characteristics the personal
information itself has. For example, identifier information,
such as social security number, telephone number, email
address, and the like, with which an individual 1s identifiable
1s highly scored. The inference possibility 1s an evaluation
criterion that indicates the level of how identifiable a user 1s
based on combinations of provided personal information.
For example, quasi-identifier information, such as age, occu-
pation, location information, etc., with which 1n combination
an individual may be relatively easily identified 1s highly
scored. The special category 1s privacy information, such as
attributes and characteristics of an individual and refers to
sensitive personal information (e.g., health information,
credit information, religion, political orientation). For
example, according to one standard, personal information
with high linkability 1s provided to the service provider after
a linker 1s deleted so that the user 1s unidentifiable through
linking with other information, and personal information
corresponding to the sensitive category (e.g., military ser-
vice history) that may reveal privacy of individuals may be
provided to the service provider to be used for statistics only,
when an identifier 1s deleted or when processed with infer-
ence prevention so that the user cannot be inferred. The user
may set the de-identification level of personal information
for each personal information category or may set the
de-identification level of personal information for each
service provider. The de-identification level of personal
information may be set for each item of personal informa-
tion, with various criteria by period (e.g., high de-1dentifi-
cation level for only one year, low after one year), by
number of uses (e.g., block after 10 times of use, completely
allowed etc.), and the like. It 1s also adjustable by the user.

The processor 10 may output, on the display 20, an
interface through which the user may check, at any time,
which personal information 1s set to be de-identified, which
service providers are to be provided with the de-identified
personal information, and which de-identification level 1s set
for de-identification. For example, 1in the case of a service
provider 1 (application #1), 1t may be displayed that the
de-1dentification level 1s set low and that 1t 1s set such that
health information of the user belonging to the special
category, for example, age and health status, may be pro-
vided to the service provider 1 (application #1). In the case
of a service provider 2 (application #2), 1t may be displayed
that the de-identification level 1s set high and that 1t 1s set
such that location information and credit card information
may be provided to the service provider 2 (application #2).
For quick and intuitive understanding, lighter colored 1tems
may mean that the de-identification level 1s set relatively low
and darker colored items may mean that the de-identification
level 1s set relatively high. Similarly, even 1n the case of the
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same color, 1t may mean that the de-identification level 1s
low 1 the transparency or chroma i1s low, and the de-
identification level 1s high 1f the transparency or chroma 1s
high.

The processor 10 performs verification to determine
whether the service provider who requested personal infor-
mation through the personal information request server 3
and/or the personal information request application 300 1s a
user proper to the usage permission range set by the user
(and/or whether the proper information 1s requested), and
allows the service provider to use the information only after
passing the verification. Verification may be done 1n various
schemes. For example, the verification may be conducted by
a trusted third party, and verification using encryption tech-
nology 1s also possible.

In an embodiment, the processor 10 takes part in forming,
a smart contract on condition of the usage permission range
of personal information set by the user——categories of
personal information, information on one or more Coyser-
vice providers to be provided with personal information, and
a de-identification level of personal imnformation. A smart
contract 1s a set of promises in digital form, which may be
defined as including a protocol for parties to fulfill their
commitments by the promises, the conditions of the contract
are coded 1n digital form and embedded in hardware or
soltware, and the contract may be automatically executed
when conditions are met. Accordingly, when personal 1nfor-
mation 1s requested from the personal information request
server 3 and/or the personal information request application
300, ;n a case where vernfication of the request (who
requested what information and for what purpose) 1s com-
pleted, thereby confirming that the execution condition of
the personal information smart contract 1s satisfied, the
requested 1nformation may be provided quickly without
additional work or delay.

A detailed description of the implementation of the smart
contract will be described below along with the blockchain.
The implementation of smart contracts 1s not necessarily
inseparable from the blockchain, but the use of blockchain
ensures higher transparency of smart contracts.

In an embodiment, 1n processing of personal information,
the processor 10 processes the personal information stored
in the storage 50 1n accordance with the usage permission
range of personal information that 1s set by the user through
the setting screen described above. The storage 50 stores
various kinds of personal information. In an embodiment,
the personal information includes identifier data, privacy
data, and non-privacy data. The processor 10 may de-
identily personal information that includes an identifier to
process 1t into pseudonymized data. For example, since an
clectronic device value allocated to and stored in the per-
sonal mnformation management device 1 may itself be per-
sonal information having an identifier, at least part of the
clectronic device value may be deleted to process 1t into
pseudonymized data through a pseudonymizationing mod-
ule. Further, the processor 10 may de-identify privacy infor-
mation 1n processing it into anonymized data. For example,
location information recorded mm a smart phone, which
serves as the personal information management device 1, 1s
privacy information and may be de-identified in being
processed nto anonymous data.

The personal information processing may be performed at
any time after the user sets the usage permission range of
personal information, but it may be desirable to process the
personal information 1n advance for faster information trans-
mission. As an example, the processor 10 may process
personal information whenever there 1s a margin 1n process-
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ing power (e.g., automatically performed when having idle
ol 30% or more of a power). In order to ensure the accuracy
or up-to-dateness of the information, 1t 1s also possible to
process only the requested personal information 1immedi-
ately after the personal information 1s requested.

FIG. 4 1s a detailed block diagram illustrating an operation
module for explaining, in more detail, an operation of
processing personal information by the processor 10 accord-
ing to an embodiment. Referring to FIG. 4, the processor 10
includes a de-identification module 11 and a privacy pro-
tection scoring module 13. In an embodiment, each module
may be implemented 1n program code and executed by the
processor 10 to process personal information.

The de-identification module 11 de-identifies personal
information using personal information de-identification
technology. As used herein, de-identification encompasses
operations of processing data to prevent inference of who
the user 1s 1n various schemes, such as deleting an 1dentifier
or pseudonymization to make the user unidentifiable, as well
as linking to other data. In an embodiment, the de-1dentifi-
cation module 11 may de-identify information that includes
an 1dentifier (e.g., a user 1dentifier) by deleting or replacing
the user 1dentifier. The information that includes an 1dentifier
refers to personal information (e.g., social security number
and email) with which itself the user 1s identifiable. For
de-1dentification, for example, at least part of one or more
telephone numbers 1s replaced by random values, or privacy
information (e.g., browsing cookies) created by the user 1s
deleted or de-identified to make the user unidentifiable.

More specifically, the de-identification may be performed
by using at least one of pseudonymization, aggregation, data
reduction, data suppression, data masking, or differential
privacy, but 1t 1s not necessarily limited thereto.

Pseudonymization 1s a method of changing the name of a
data subject to another name, which may include Heuristic
pseudonymization to replace values corresponding to iden-
tifiers according to a predetermined rule, encryption of the
values corresponding to 1dentifiers using an algorithm with
a predetermined rule, or swapping of the values correspond-
ing to identifiers with a predetermined external variable

value.

Aggregation refers to processing numerical values of a
plurality of identifiers by a sum or an average value of the
values. Aggregation includes aggregation for aggregating
the entire personal information, micro aggregation for
aggregating only certain part of personal information,
rounding that applies a rounding standard (e.g., rounding up,
rounding down) for the aggregated values, or rearrangement
for rearranging data so that individuals are not identifiable
while maintaiming the existing information value.

Data reduction includes deleting all or part of an 1dentifier
or deleting all 1dentification elements along with the i1den-
tifier. Data suppression refers to the conversion of a certain
value of an identifier into a specific range. For example, 1t
may include hiding 1n which a certain value 1s converted into
an average or a category value; or random rounding 1n which
a certain value 1s rounded up or down.

Data masking refers to processing of making some values
of an 1dentifier invisible. For example, the 1dentifier may be
replaced with a replacement character (e.g., *) or a space, or
any number or symbol may be added. Differential privacy
intentionally 1inserts non-deterministic noise into data to
make the individual unidentifiable. The differential privacy,
for example, adds noise to each of result values of process-
ing an information set including personal information and an
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information set not including personal information, so that
the distribution of the result values has a difference of a
certain level or less.

The privacy protection score module 13 compares a
quantified risk level according to a de-identification level of
personal information that 1s set by the user with a quantified
risk level of actual de-identified personal information. This
score shows, 1n numerical value, the likelihood that the user
1s 1dentifiable from the de-identified personal information
alter de-1dentification 1s performed, that 1s, the relationship
between the risk that the user may actually be 1dentified or
inferred and the de-identification level of personal informa-
tion set by the user. The higher the de-1dentification level set
by the user, the less likely the user 1s to be 1dentified through
de-identified personal information. However, even though
de-identification 1s made, an actual risk that an individual
may be 1dentified may have a value different from that of the
risk that 1s predicted based on the de-identification level of
personal mformation set by the user, depending on the type
of personal information, de-identification scheme, and
already disclosed personal information. Accordingly, there
1s a need to compare the actual risk with the predicted risk
and to adjust the degree of de-identification. If the risk of
de-identified personal immformation 1s higher than the pre-
dicted risk according to the de-identification level of per-
sonal information set by the user, the de-identification
module 11 may perform an additional reprocessing to meet
the de-1dentification level of personal information set by the
user. On the contrary, 11 the rnisk of de-identified personal
information 1s lower than the predicted risk, reprocessing
does not need to be performed on the already de-identified
personal information.

FIGS. 5-a and 5-b are block diagrams for explaining, in
more detail, the personal information management device 1
of FIGS. 2-a and 2-b according to various embodiments
based on a blockchain.

Blockchain, which 1s an mnovative concept that ensures
the mtegrity and reliability of trade information without a
trusted third party, refers to a digital distributed ledger—
digitized and stored in the unit of ‘block®—in which the
same copy of the ledger 1s stored on multiple computers. A
‘block’ 1s divided 1nto a body and a header, trade details are
stored 1n the body, and an encryption code 1s stored 1n the
header. ‘Blocks” are distributed and stored on nodes of
blockchain network participants, and when a new trade
occurs or existing trades change, a new block 1s created and
connected to the existing blocks 1n chronological order, and
these connections continue like a chain.

The operational structure of the distributed ledger 1s
determined, automated, and operated by a predetermined
consensus algorithm, and each of all network participants
keeps the entire ledger and jointly updates 1t to reflect a new
trade. Accordingly, even if the trade information 1s damaged
or falsified 1n a block stored by some participants, since the
corresponding information 1s 1ntactly present in the remain-
ing blocks, 1t may be easily identified and restored, and thus
the data determined to be stored in the block by the con-
sensus algorithm 1s stored permanently, alteration 1s not
possible, and the data 1s highly transparent because trade
tracking 1s easy as 1t 1s accessible to all participants in
principle. Accordingly, in managing personal information
according to various embodiments of the present disclosure
by utilizing distributed ledgers managed by each blockchain
node, both of an individual, as an information provider, and
an information user (mainly a company) may safely partici-
pate in personal information trades. In an embodiment, the
personal information management device 1, the personal
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information request server 3 and/or the service providing
server 4 become blockchain participants connected by a
blockchain network 5.

The blockchain 1s used not only to keep trade records such
as personal information owner, personal information usage
time, the number of times, personal information user, etc.,
but also to store the usage conditions of personal informa-
tion, contract details, contract conclusion, contract execu-
tion, contract change status, etc. 1n each block, and thus 1t 1s
used as a means to conclude and execute contracts 1n a state
where the risk of storage error or external manipulation 1s
climinated. As such, highly reliable verification on whether
the execution condition of the smart contract 1s satisfied 1s
possible, and thus a smart contract may be executed 1mme-
diately upon satisiying the condition for using personal
information.

A usage right of personal iformation 1s an authority to
use personal information of a user, which 1s granted by the
user and 1s acquired by an service provider who wants to use
the personal information. When the usage permission range
of the user and a request for use of the service provider
coincide with each other, 1t 1s regarded that a contract for the
use ol personal information i1s concluded, and the use of
personal information according to the agreement 1s regarded
as an execution of the contract. In an embodiment, the trade
for the right to use the personal information 1s implemented
based on a smart contract. The conditions of personal
information usage, as conditions for concluding the smart
contract, may be created based on the user’s usage permis-
s1on range and/or the details of the service provider’s request
for personal information usage. For example, the conditions
of personal mformation usage become the conditions for
concluding a smart contract, and when the conditions are
satisfied, a contract 1s concluded, and the use of the personal
information 1s executed.

The usage voucher (ticket) 1s 1ssued by the user upon the
request of a service provider or independently. ‘Issuance’ of
the usage voucher refers to an offer of a contract and 1s 1n a
status before an acceptance of the offer 1s reached. In other
words, an 1ssued usage voucher does not mean the conclu-
sion of a contract, and there should be an acceptance for the
1ssued usage voucher before the contract 1s concluded and
executed. As 1ts name suggests, a service provider can use
personal information by presenting the usage voucher. How-
ever, as will be described below, 1n order to clarify the right
of decision of the user as the owner of the personal infor-
mation, even though there 1s an acceptance for the 1ssued
usage right, the contract may be executed, 1.e., the service
provider may use the personal information, after a process of
confirmation by the owner of the personal information.

In an embodiment, the personal information wallet appli-
cation 100 allows the user to set a usage permission range
through the above-described setting screen and issues a
usage right (as digital data) including usage conditions
determined within the set range. The 1ssued usage right may
include, for example, available categories of personal infor-
mation, a de-identification level and/or service provider
information, as usage conditions. In another embodiment, 1n
a case where the category of personal information and the
de-1dentification level are mdicated but there are no restric-
tions on service providers, anyone may use the personal
information. Period of use, the number of times of use,
purpose of use, etc. may be added to the usage conditions.
In an embodiment, the purpose of using personal informa-
tion may be classified into basic functions, marketing,
statistical processing, research, user profiling, and person-
alized advertisement, and one usage right may be 1mple-
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mented to have one or more purposes. In practice, the usage
conditions may be indicated in various combinations 1f 1t 1s
not out of the user’s usage permission range. For example,
although the user set the period of use of one year, the
personal information wallet application 100 may 1ssue two
usage rights with a period of use of six months in consid-
eration of characteristics of the category, the de-identifica-
tion level, the service provider, and the like of the target
personal information. In the case of low-level de-1dentifi-
cation or sensitive personal information, 1t 1s possible to
1ssue a usage right for a short period of time (e.g., hours, a
day, a week, a month, etc.). It 1s also possible to determine
the period of use, reflecting the credit ratings of the service
providers.

In another embodiment, the usage right (ticket) may be
issued by a service provider. The 1ssued usage right may
include, for example, categories of personal information to
use, target user information, and/or a target address as usage
conditions. The target user information refers to information
about target individuals whose personal information 1is
desired to be viewed or to collect, and 1n an embodiment, it
may be indicated as ‘age twenty to thirty (general informa-
tion), 1 owned vehicle (vehicle information), Master’s
degree or higher (education information)’. The target
address refers to a destination of the request for personal
information, and 1n an embodiment, when 1t 1s to be viewed
in a user terminal, the target address 1s indicated as the name
of the personal information request application 300 having
the authornity to view, and when the personal information 1s
to be delivered to the personal information request server 3
and/or the service providing server 4, 1t 1s indicated as 1ts 1P
address. Period of use, the number of times of use, purpose
of use, etc. may be added to the usage conditions. The
descriptions of an embodiment described above regarding
the period of use, the number of times, the purpose of use,
and the like may be applicable here. However, the usage
conditions may be determined by various combinations of
items desired by service providers (mainly service provid-
ers) who want to use the personal information.

Referring to FIG. $-a, the personal information wallet
application 100 installed in the personal information man-
agement device 1 includes, 1n the view of operating func-
tions, a management unit 110, a personal information pro-
viding unit 120, and a blockchain communication unit 130.
In an embodiment, the management unit 110 of the personal
information wallet application 100 may create an oflfer on
condition of the usage permission range of personal infor-
mation that 1s set by the user and present 1t to the personal
information request server 3. The ofler may specily a service
provider who may use personal information or may include
it as category information. In an embodiment, the category
information may include the type, region, size, history,
credit rating, and the like of the service business. The
personal 1nformation request server 3 may transmit a
declared intention of acceptance of the offer to the manage-
ment unit 110. The declared intention of acceptance includes
information about the user who wants to use the personal
information. The management unit 110 may notify the user
of the personal information management device 1 that the
declared intention of acceptance has arrived. In an embodi-
ment, the management unit 110 may display a small pop-up
window and further display detailed information upon touch
(click) of the user. In another embodiment, the management
unit 110 causes a color (including luminance, chroma,
brightness, lightness, transparency) and/or a shape of an 1con
of the personal information wallet application 100 to be
changed or causes the icon to move. In particular, such a
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notification may be displayed while 1t 1s determined that the
user 1s staring at the display 20, and detailed information
may be displayed when the user touches (clicks) or stares at
the 1con.

In another embodiment, the management unit 110 of the
personal information wallet application 100 may receive an
ofler for using personal information from the personal
information request server 3. In the offer, personal informa-
tion to use and an service provider who wants to use the
personal mformation may be specified. The management
umt 110 may notily the user of the personal information
management device 1 that the ofler has arrived. In an
embodiment, the management unit 110 may display a small
pop-up window and further display detailed information
when the user touches (clicks). The above description about
the user notification may also apply here. In addition, the
management unit 110 may transmit a declared intention of
acceptance of the offer of the user to the personal informa-
tion request server 3. The above description related to the
scheme of declaring the user’s intention through a screen
touch or the like may also apply here.

When a contract 1s concluded by oflfer and acceptance, the
service provider may use personal information. In another
embodiment, although the acceptance has been reached or
delivered, the management unit 110 allows the contract to be
concluded after the user goes through a confirmation process
again for the offer or the acceptance. The contract 1s 1mple-
mented 1n a smart contract based on blockchain. Conditions
for concluding a smart contract 1s indicated as the usage
conditions of personal information presented by the user or
the service provider, and when both parties agree, the smart
contract 1s concluded. Although the smart contract 1s 1mple-
mented, 1t may be implemented such that the smart contract
may be executed after a user’s confirmation process in
addition to the offer and acceptance.

In an embodiment, the oflfer of the smart contract 1s 1ssued
in the form of a digital usage right (ticket). The blockchain
communication unit 130 transmits the usage right 1ssued by
the management unit 110 to the blockchain network 3 so that
the blockchain participants, and particularly the service
provider, may see 1t. The service provider who recognizes
the usage right delivered to the blockchain network S may
deliver a declared intention of acceptance, that i1s, the
intention to purchase the usage right, to the management unit
110 through the blockchain network 5 and/or the blockchain
communication umt 130. When the intention to purchase the
usage right 1s delivered, the management unit 110 notifies
the user of this. The above description of the notification
scheme and the contract conclusion are all applicable here.

A service provider who wants to use personal information
may also send an offer for using personal information to the
personal information wallet application 100 through the
personal information request server 3. In an embodiment,
the offer of the service provider 1s 1ssued in the form of a
digital usage right (ticket) and transmitted to the blockchain
network 3 so that blockchain participants, and in particular
the personal information wallet application 100 and/or the
personal information request server 1 and/or the personal
information request application 300, may see 1t. The man-
agement unit 110 of the personal information wallet appli-
cation 100 allows the blockchain communication unit 130 to
filter and retrieve only the usage right imformation that
matches the personal information stored in the personal
information storage unit 200 out of usage rights delivered to
the blockchain network 5. The management unit 110 notifies
the user of matching usage right information (1.e., a service
provider’s request for using personal information). The
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above description of notification scheme and contract con-
clusion are all applicable here. The meaming that the smart
contract 1s concluded 1s that the usage right 1ssued by the

personal information wallet application 100 1s purchased by
the service provider, or that the user of the personal infor-

[

mation management device 1, the owner of personal 1nfor-
mation, permits the use of the usage right (request for
personal information use) issued by the service provider,
such that the service provider may use the personal infor-
mation by presenting the usage right afterwards. Meanwhile,
the fact that the smart contract 1s concluded 1s transmitted to
the blockchain network 5 through the blockchain commu-
nication unit 130 and recorded 1n the corresponding block.

The management unit 110 receives usage-right-issuance
request information or approval request information for the
usage right issued by the service provider, and checks 1 a
usage right corresponding to the recerved usage-right-1ssu-
ance request information or the approval request information
for the usage right 1ssued by the service provider has been
already 1ssued and exists. In an embodiment, 1t 1s checked
whether a corresponding usage right is stored in the personal
information storage unit 200 i which previously 1ssued
usage rights are stored or an encryption storage unit 210 in
which they are encrypted and stored.

The usage right corresponding to the approval request
information refers to a usage right whose conditions for
using the usage right (conditions for executing smart con-
tract) such as a usage permission range ol personal infor-
mation (e.g., category imnformation), period of use, the num-
ber of times, purpose of use, etc. meet a usage request range
of personal information imncluded in the usage-right-1ssuance
request information or the approval request information for
the usage request 1ssued by the service provider. Such a
usage right allows the service provider to use the personal
information of the user as desired, subject to the approval of
the user. In an embodiment, if only part of the conditions for
using the usage right are satisfied by the usage-right-1ssu-
ance request information or the approval request information
tor the usage right 1ssued by the service provider, the service
provider may be asked whether to accept the remaining
conditions through the personal information request server 3
or the blockchain network 5. In another embodiment, the
management unit 110 may inquire as to an intention of the
user, the owner of the personal information, whether the
remaining conditions can be changed to correspond to the
usage-right-1ssuance request information or the approval

request information for the usage right i1ssued by the service
provider. The above-described notification scheme of the
offer and/or acceptance and/or providing the detailed infor-
mation may be applicable, as 1t 1s or with appropnate
modification, to the scheme of inquiring about the mtention.

If 1t 1s determined that the usage right corresponding to the
request does not exist, the management unit 110 1ssues a new
usage right. For 1ssuance, the management unit 110 requests
the user to 1ssue a usage right through the above-described
notification scheme and/or detailed information providing
scheme. In an embodiment, the management unit 110 may
display a screen requesting the user to input his or her
signature on the display 20. When a signature 1s mput by
user’s touch, click, biometric information (e.g., fingerprint,
ir1s) 1nput, signature file attachment, digital authentication or
the like, the management unit 110 1ssues a new usage right
based on the usage permission range that is set by the user.
In another embodiment, in a case where a user has already
set a usage permission range, and if a usage right may be
1ssued within the range according to the usage-right 1ssuance
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request information, a new usage right may be 1ssued,
without requesting the user to 1ssue a usage right again.
In a case where the usage permission range of personal
information 1s not set in advance, the management unit 110
may display the setting screen on the display 20 and guide
the user with a usage permission range corresponding to the
usage-right-i1ssuance request information, thus helping
prompt a decision of the user.

The guide information 1is
displayed on the setting screen or on an additional screen. In
an embodiment, if categories of personal information (and/
or sub-i1tems) and check boxes for selection are displayed on
the setting screen, check boxes for selecting categories of
personal information corresponding to the usage-right-issu-
ance request information may be checked with selection
marks 1n deactivation 1n advance, and 1f the user actually
checks the checkbox, the selection mark may be activated.

The newly 1ssued usage rights may be delivered to and
used by the service provider who have requested to 1ssue
them. Information about the newly 1ssued usage right and
trade information are also transmitted to the blockchain
network 5 through the blockchain communication unit 130
and recorded in the corresponding block.

In addition, the management unit 110 requests approval
from the user through the above-described notification
scheme and/or detailed information providing scheme to
request approval of the user on the usage right 1ssued by the
service provider. In a case where the usage permission range
for personal information 1s not set in advance, the above
description may also apply as 1t 1s. The user’s approval 1s
delivered to the service provider who requested the
approval, and the usage right may be utilized to use personal
information. Information on the newly approved usage right
and trade mformation are also transmitted to the blockchain
network 5 through the service provider and/or the block-
chain communication unit 130 and recorded 1n the corre-
sponding block.

Referring to FIG. 5-b, the personal information manage-
ment device 1 1s provided with the personal information
request application 300 in addition to the personal informa-
tion wallet application 100. Herein, the personal information
wallet application 100, the functional blocks, and the block-
chain network 5 which perform substantially the same role
as those 1n FIG. 5-A are given the same reference numerals,
and repeated description thereof will be omitted. The per-
sonal information request application 300 exchanges infor-
mation with the personal information wallet application 100
and performs substantially the same role as that in FIGS. 2-a
and 2-b, and accordingly, the same reference numerals are
given and repeated description thereof will be omitted.
However, the personal information request application 300
may communicate with the blockchain network 3 to perform
the above-described usage right trades through smart con-
tracts implemented based on the blockchain. In an embodi-
ment, the personal information request application 300
displays information transmitted from the service providing
server 4 based on interaction with the user. For example, by
pairing with the service providing server 4 operated by an
e-commerce company to perform a client-server communi-
cation and to receive commerce information, commerce
information (personalized information) prepared according
to the user’s personal information may be displayed on the
display 20.

In addition, the personal information request application
300 transmiuts, to the personal information wallet application
100, the information transmitted from the service providing
server 4 and/or the blockchain network 5. For example,
information about the personal information usage right
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(ticket) 1ssued by the service provider may be received from
the service providing server 4 or retrieved from the block-
chain network 3 to transmit it to the personal information
wallet application 100.

FIG. 6 1s a flowchart illustrating a representative opera-
tion of the personal information wallet application 100
installed 1n the personal information management device 1
according to various embodiments. Referring to FIG. 6, the
personal information wallet application 100 receives a touch
input to the display 20 from the user and sets a usage
permission range of personal information based on the touch
iput (601). When a request for using the personal informa-
tion 1s received (602), the personal imformation may be
viewed 1n the personal information management device 1
according to the set usage permission range ol personal
information (603). The setting of the usage permission range
(601) may be performed 1in a manner, for example, that after
receiving the personal information usage request (602), at
least part of the personal information usage request 1s
permitted. Next, personalized information corresponding to
the viewed personal information 1s displayed on the display
20 (604).

FI1G. 7 1s a reference view for explaining an operation of
the personal information wallet application 100 for imple-
menting a personal information trade through a blockchain-
based smart contract. The personal information wallet appli-
cation 100 may create a smart contract and transmit it to the
blockchain, and 1n a case where there 1s a request for
personal information corresponding to the smart contract,
the personal information wallet application 100 may trans-
mit, to the blockchain, the personal information that 1s
processed based on the set de-1dentification level of personal
information. Referring to FIG. 7, mn an embodiment, the
personal information wallet application 100 1ssues a usage
right to use personal information and transmiuts 1t to the smart
contract blockchain (700). Issuing a usage right may be
considered as creating a smart contract, but at this stage, the
smart contract corresponds to an oflering status before the
contract 1s concluded. In other words, the 1ssued usage right
contains conditions for using personal information as con-
ditions for concluding the smart contract. The usage right
may 1ndicate available categories of personal information,
period of use, the number of times of permitted use, purpose,
and/or reward (price). Meanwhile, 1n order to use the
personal information, the personal information request
application 300 requests 1ssuance of a usage right from the
personal information wallet application 100 (701) or sends
a usage-right-1ssuance request to the smart contract block-
chain (701"). The usage-right-issuance request information
may include categories of personal information to use, target
user information, target address, period of use, the number
of times of use, purpose, and/or reward (desired price).
When the usage-right-1ssuance request 1s received from the
personal information request application 300 (701), the
personal imformation wallet application 100 i1ssues a usage
right based on the usage-right-1ssuance request and transmits
it to the smart contract blockchain (702).

Further, the personal information wallet application 100
retrieves the usage right request information from the smart
contract blockchain (703). In an embodiment, the usage
right request information may be a personal information
usage right (ticket) 1ssued by a service provider. The per-
sonal mformation usage right may include categories of
personal information to use, target user information, target
address, period of use, the number of times of use, purpose,
and/or reward (desired price). The personal information
wallet application 100 may filter and retrieve only the usage
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right request information or the personal information usage
right 1ssued by the service provider that corresponds to the
usage permission range of personal information. The filter-
ing 1s performed based on a target user information that
defines a category of owner of personal information
included i the usage right request information or the
personal information usage right issued by the service
provider. IT the target user information 1s empty, 1t 1s
regarded as a usage right request information targeting all
personal information owners. The personal information wal-
let application 100 approves the 1ssued usage right or the
personal information usage right issued by the service
provider that correspond to the requested information (704).
The usage right may be approved by a signature of the owner
of the personal mnformation, that 1s, the user of the personal
information management device 1. The personal informa-
tion request application 300 presents the approved, 1ssued
usage right and requests personal information from the
personal information wallet application 100. The presenta-
tion of the usage right may be made by sending an ID
number of the usage right.

The personal information wallet application 100 verifies
validity of the presented usage right (706). Herein, valida-
tion refers to a procedure i which whether the personal
information may be used as recorded in the usage right when
the usage right 1s presented 1s checked by checking whether
the usage right has been 1ssued by the user, has been
approved by the user, has not expired, and/or has been
withdrawn. In an embodiment, validation 1s performed by
checking a usage right status information (e.g., expiration
date, whether withdrawn) through the smart contract block-
chain. The blockchain communication unit 130 of the per-
sonal mformation wallet application 100 transmits a user
signature information to the blockchain network 5 and
receives a validation result 1n response thereto. Additionally,
or alternatively, validity may be venfied by checking the
usage 1ssuance, approval, and/or status information recorded
in the Ledger blockchain. In another embodiment, 1n a case
where the personal information wallet application 100 has a
valid usage right list, validity may be verified by checking
the list. The valid usage right list may be implemented to be
updated 1n real time through communication with the smart
contract blockchain. When the validity of the usage rnight 1s
verified, the personal information wallet application 100
allows the personal information request application 300 to
view the personal information (707) or provide the personal
information to be transmitted to the outside (708). The
personal information may be provided in the form of a
message or may be provided in the form of being retrieved
in a terminal through a one-time token that opens the
personal information storage unit 200. When the provision
of personal information according to the personal informa-
tion usage permission 1s completed, the personal informa-
tion wallet application 100 updates the usage right status
(709). The usage right status update 1s performed by record-
ing subtraction of the number of usage and contents of usage
(who used what information for what purpose) on the smart
contract blockchain. Meanwhile, the smart contract block-
chain frequently updates the Ledger blockchain (710).

In an embodiment, the personal information wallet appli-
cation 100 may provide the user with a reward 1n relation to
using personal information after the provision of personal
information 1s completed. For reward, the personal infor-
mation wallet application 100 may communicate with the
personal information request server 3 or the service provider
server 4 and may, for example, provide an insurance plan for
which the user 1s an nsured.
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Further, the personal information wallet application 100
allows a selection button for extending the period of use of
the usage right to be displayed on the display 20 or provides
a notification before the usage right expires. In an embodi-
ment, the notification may be made through an app icon of
the personal mnformation wallet application 100. The above-
described notification scheme and/or detailed information
providing scheme are also applicable.

FIG. 8 1s a flowchart illustrating an embodiment of an
operation of the personal information wallet application 100
related to a nisk level. Referning to FIG. 8, the personal
information wallet application 100 periodically determines a
risk level even for the issued usage rights of which the
period of use 1s not expired or the number of times of use 1s
not exceeded currently (801). In an embodiment, the risk
level may be determined based on categories of personal
information, purpose of use, and/or the number of times of
use included in the usage right. Further, 1t may be deter-
mined based on the usage-right-issuance request informa-
tion received from the outside or the personal information
usage conditions included in the personal information usage
right issued by the service provider. In another embodiment,
it may also be determined based on the utilization status of
used personal information.

If the determined risk level exceeds a reference risk level
(802), the usage right 1s withdrawn (803). The withdrawing
ol the usage right may be performed 1n various schemes. In
an embodiment, the personal information wallet application
100 notifies the blockchain network 5 that the usage right 1s
no longer valid. In addition, the personal information wallet
application 100 deletes the withdrawn usage right from the
valid, 1ssued usage right list managed by the personal
information wallet application 100 and updates the list,
while notifying the personal information request server 3,
the personal mnformation request application 300, and/or the
service providing server 4 that the usage right 1s no longer
valid. In addition, the personal information wallet applica-
tion 100 notifies the user that the usage right has been
withdrawn. The above-described notification scheme and/or
detailed information providing scheme may also be appli-
cable here. In addition to the case where the withdrawing
condition 1s satisfied, the usage right may be withdrawn by
the user’s choice 1n another embodiment.

FIG. 9 1s a flowchart illustrating another embodiment of
an operation of the personal information wallet application
100 related to a risk level. Referring to FIG. 9, when a usage
right issuance request 1s received, the personal information
wallet application 100 determines a risk level of the usage
right issuance request or determines a risk level of a valid,
issued usage right (901). Herein, the risk level may be
determined based on risks that may result from the use of
personal information according to the usage right 1ssuance
request, that 1s, requested category of personal information,
purpose of use, and/or the number of times of use. Further,
the risk level may be determined based on risks that may
result from the use of personal information with the valid,
1ssued usage right, such as permitted category of personal
information, purpose of use, and/or the number of times of
use. In another embodiment, 1t may also be determined
based on the utilization status of used personal information.

If the determined risk level 1s equal to or lower than the
reference risk level (902), the requested usage right 1s 1ssued
or the period of use of the existing valid and 1ssued usage
right 1s extended (903). Issuance of a usage right or exten-
sion of the period of use may be carried out in various
schemes. In an embodiment, the personal information wallet
application 100 notifies the blockchain network 3 that a new
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usage right has been 1ssued and transmits the 1ssued usage
right information to the blockchain network 5 or notifies the
blockchain network 5 that the period of use of the usage
right 1s extended. In addition, the personal information
wallet application 100 updates the valid and i1ssued usage
right list managed by the personal information wallet appli-
cation 100 to reflect that the period of use of the correspond-
ing usage right has been extended, while notifying the
personal mformation request server 3, the personal infor-
mation request application 300 and/or the service providing
server 4 that the period of use of the corresponding usage
right has been extended. In addition, the personal informa-
tion wallet application 100 notifies the user that the period
of use of the corresponding usage right has been extended.
The above-described notification scheme and/or detailed
information providing scheme may also be applicable here.

If the determined risk level 1s higher than the reference
risk level (902), a plan for 1ssuing the requested usage right
1s canceled, or if 1t has been already 1ssued, the 1ssued usage
right 1s canceled to prevent further procedures (approval,
verification, etc.) from proceeding (904). Further, the exist-
ing 1ssued right 1s withdrawn (904). The cancellation and
withdrawal of a usage right may be performed 1n various
schemes. In an embodiment, the personal information wallet
application 100 notifies the blockchain network 3 that the
1ssued usage right 1s cancelled or the 1ssued usage right 1s
withdrawn. In addition, the personal information wallet
application 100 deletes the withdrawn usage right from the
valid and issued usage right list managed by the personal
information wallet application and updates the list. The
scheme described above in FIG. 8 1s also applicable here.

In another embodiment, imstead of canceling or withdraw-
ing the usage right, the usage permission range included 1n
the usage right may be reduced or limited. The reduced or
limited content 1s transmitted to the blockchain network 5
and/or to the personal iformation request server 3, the
personal information request application 300 and/or the
service provision server 4.

FIG. 10 1llustrates an example of a usage right 1ssuance
screen for a personal information trade that 1s shown through
execution of the personal information wallet application 100
installed 1n the personal mnformation management device 10
that 1s implemented 1n a user terminal. Referring to FIG. 10,
it may be appreciated from a usage right 1ssuance screen that
there are three usage right issuance requests received from
service providers, G Market, Hyundai1 Marine & Fire Insur-
ance, etc. G Market requests general personal information
and interest information, and period of use, the number of
times of use, and purpose of use are indicated. However, the
corresponding personal information category 1s displayed 1n
oray, indicating that the user has not mput the necessary
information, but when the input of the necessary information
1s completed, the corresponding personal information cat-
cgory may be converted into colors. The user may 1ssue the
corresponding usage right by pressing an 1ssue button on the
usage right i1ssuance screen.

FIG. 11 illustrates an example of a screen for checking a
personal imnformation status that 1s shown through execution
of the personal information wallet application 100 installed
in the personal imnformation management device 10 that i1s
implemented 1n a user terminal. Referring to FIG. 11, at the
top of a status screen, 1t 1s displayed that personal informa-
tion directly mput by the user and personal information,
MyData, retrieved from servers and/or databases of various
service providers are stored in the personal information
storage unit 200. Further, the personal information actually
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input by the user 1s currently 80% of the total personal
information that may be input, and 5 units of information are
stored as MyData.

At the bottom of the status screen, general information,
employment imformation, education and training informa-
tion, income 1nformation, vehicle information, and interest
information are displayed as personal information catego-
ries, and a current amount of personal information mput by
the user and MyData 1s displayed. For example, 1t 1s 1ndi-
cated that the current user has input 100% of personal
information of all other categories, but only 4% of interest
information has been mput, and instead, three units of
information of MyData are stored. Accordingly, a horizontal
bar displayed on the interest information category 1s colored
as much as 4 with respect to the total of 100, so that an 1input

amount of the interest information may be intuitively 1den-
tified.

FI1G. 12 1llustrates an example of a screen for checking a
Mydata status that 1s shown through execution of a personal
information wallet application installed 1n a personal infor-
mation management device that 1s implemented 1n a user
terminal. Referring to FIG. 12, a status screen shows a
MyData service list 1n order of expire date. It shows a list of
service providers who use or keep the user’s personal
information by utilizing the usage right and the remaining
period of use of the usage right.

It also shows the category of personal information cur-
rently used by service providers. For example, it may be
appreciated that Korea Flectric Power Corporation
(KEPCO) 1s using general personal information, Naver
Shopping 1s using general personal information, interest
information, and credit information, and Kakao Games 1s
using interest information.

Meanwhile, blue/grey buttons on the right indicates that a
personal information synchronization function is activated/
deactivated. Personal information synchronization refers to
a Tunction of updating personal information that 1s created or
managed by various service providers in real time. For
example, the blue button indicates that the user’s daily
power consumption (energy consumption information)
stored as MyData 1n KEPCO may be updated and the
information 1s currently available to KEPCO.

FIG. 13 illustrates an example of a screen for checking a
status of usage by a service provider that 1s shown through
execution of the personal information wallet application 100
installed 1n the personal information management device 10
that 1s implemented 1n a user terminal. Referring to FIG. 13,
the status screen shows personal information contents, pur-
pose of use, and use history of personal information used by
NH Life, a service provider, for accepting a user’s insurance
plan. Through this, the user may identity that his or her
personal information has been retrieved a total of seven
times and may also know the retrieve timing of each inquiry.

As set forth hereinabove, according to one or more
embodiments to the present disclosure, i1t 1s possible that
individuals, the subject of information, may deliver personal
information easily and securely to requesters of the personal
information, while keeping the personal information under
theirr own management, may manage their personal infor-
mation more simply, and may actively control when and
where and how their personal information 1s used. In addi-
tion, individuals may trade their personal information more
ciliciently by personally setting conditions of providing
personal mformation and the level of providing personal

information, and more eflective protection may be achieved
as well.

10

15

20

25

30

35

40

45

50

55

60

65

26

In addition, since personal information i1s kept by each
individual and provided only when requested by a company,
the burden on the company to manage personal information
and/or to comply with the Personal Information Protection
Act may be minimized. In addition, since a company 1s only
provided with personal information of imndividuals who are
willing to disclose their personal information, and based on
the provided personal information, advertisements opti-
mized for the provided personal information may be
exposed to the individual who provided the personal infor-
mation, the success rate of the advertisement may be
increased to the maximum.

In addition, through blockchain-based smart contracts,
personal information providers and personal information
requesters may conduct fast and secure trades. Further,
real-time characteristics and accuracy of personal informa-
tion may be ensured, and contents of smart contracts, such
as personal information categories, the number of times of
use, purpose ol use, and period of use, are transparently
disclosed on the blockchain, and thus demial of the contracts
of the personal-information trade parties may be prevented
tfundamentally, thus ensuring the stability of the trades.

The effects that may be obtained by the present disclosure
are not limited to the above-described eflects, and other
cllects that are not described above will be clearly under-
stood by those skilled in the art based on the following
description.

The {foregoing detailed description describes some
embodiments of the present disclosure. In addition, the
foregoing description describes some preferred embodi-
ments of the present disclosure, which may be used in
various other combinations, modifications, and environ-
ments. That 1s, changes or modifications may be made
within the scope of the concept of this disclosure, the scope
equivalent to the embodiments described above, and/or the
skills or knowledge known 1n the pertinent art. Therefore,
the detailed description of the foregoing embodiments 1s not
intended to limit the present disclosure to the disclosed
embodiments. In addition, the appended claims should be
construed to include other embodiments.

What 1s claimed 1s:

1. A portable electronic device, comprising:

a storage with personal information of a user of the

portable electronic device stored thereon;

a display enabling touch interaction, wherein the touch
interaction enables the user to set a usage permission
range of personal mformation through a touch nput;
and

a Processor,

wherein for a request from a service providing server, the
processor causes the personal information stored 1n the
storage of the portable electronic device to be accessed
within the portable electronic device for the service
providing server in accordance with the usage permis-
sion range set by the user and causes customized
service information corresponding to the accessed per-
sonal information to be displayed on the display,
wherein the personal information stored 1n the storage
of the portable electronic device 1s not exported out of
the portable electronic device.

2. The portable electronic device of claim 1, wherein:

the processor enables a personal information request
application residing on the portable electronic device to
access the personal information 1n accordance with the
usage permission range set by the user in response to
the request from the service providing server through a
blockchain network, and
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the processor enables process service information pro-
vided from the service providing server to generate the
customized service information.

3. The portable electronic device of claim 2, wherein:

program code for a personal information wallet applica-

tion 1s stored in the storage, and

the processor 1s to execute the program code for the

personal information wallet application so that the user
of the portable electronic device sets the usage permis-
sion range through the user’s touch interaction on the
display with the personal information wallet applica-
tion.

4. The portable electronic device of claim 1, wherein the
processor 1s to transmit information about the usage permis-
sion range of the personal information to a blockchain
network through a communication portion of the portable
clectronic device so that the usage permission range 1s
recorded 1n the blockchain network.

5. The portable electronic device of claim 1, wherein:

the processor 1s to collect, through a communication

portion of the portable electronic device, one or more
personal information requests recorded 1n a blockchain
network:; and

the processor 1s to transmit to the blockchain network

through the communication portion one or more
approvals to be recorded 1n the blockchain network, the
one or more approvals for use of the personal infor-
mation 1n accordance with the usage permission range.

6. The portable electronic device of claim 1, wherein:

the usage permission range includes information related

to a de-1dentification level of the personal information,
and

the processor 1s to perform a de-identification operation

on the personal information based on the de-identifi-
cation level.

7. The portable electronic device of claim 1, wherein the
processor 1s to create a smart contract including conditions
of the personal information based on the usage permission
range.

8. A computer-readable storage device stored with pro-
gram code that, when executed by a portable electronic
device provided with a touch screen display, causes the
portable electronic device to perform a personal information
management method, the personal information management
method comprising:

cnabling a user of the portable electronic device to set a

usage permission range ol personal information
through touch interaction on the touch screen display
with a personal information wallet application;

for a request from a service providing server, enabling the

personal mformation stored in the portable electronic
device to be accessed within the portable electronic
device for the service providing server in accordance
with the usage permission range; and

displaying, on the display, customized service informa-

tion corresponding to the accessed personal informa-
tion, wherein the personal information stored in a
storage of the portable electronic device 1s not exported
out of the portable electronic device.

9. The computer-readable storage device of claim 8,
wherein enabling the personal information to be accessed in
accordance with the usage permission range includes
enabling a personal information request application residing
on the portable electronic device to access the personal
information stored in the portable electronic device in accor-
dance with the usage permission range.
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10. The computer-readable storage device of claim 8,
wherein the personal information management method fur-
ther comprises:

processing service mformation provided from the service

providing server to generate the customized service
information.

11. The computer-readable storage device of claim 8,
wherein the personal information management method fur-
ther comprises:

transmitting, through the personal information wallet

application, information about the usage permission
range ol personal information to a blockchain network
for the usage permission range to be recorded in the
blockchain network.

12. The computer-readable storage device of claim 11,
wherein the personal information management method fur-
ther comprises:

collecting one or more personal information requests

recorded 1n the blockchain network; and

transmitting to the blockchain network one or more

approvals to be recorded 1n the blockchain network, the
one or more approvals for use of the personal infor-
mation in accordance with the usage permission range.

13. The computer-readable storage device of claim 8,
wherein:

the usage permission range includes information related

to a de-1dentification level of the personal information,
and

processing service mformation provided from the service

providing server to generate the customized service
information includes performing a de-identification
operation on the personal information based on the
de-1dentification level.

14. The computer-readable storage device of claim 13,
wherein the personal information management method fur-
ther comprises:

creating a smart contract including usage conditions of the

personal imformation based on the usage permission
range.

15. The computer-readable storage device of claim 8,
wherein the personal information management method fur-
ther comprises:

measuring a risk level of how 1dentifiable or inferable the

user 1s; and

allowing or disallowing the personal information to be

accessed based on the measured risk level.

16. A personal information management method, com-
prising:

recerving, from a user of a portable electronic device, a

selection of a usage permission range of personal
information through touch interaction on a touch screen
display with a personal information wallet application,
wherein the personal information 1s stored 1n the por-
table electronic device;

receiving a request for personal information of the user

from a service providing server;

causing the personal information stored in the portable

clectronic device to be accessed within the portable
clectronic device for the service providing server in
accordance with the usage permission range; and
displaying, on the touch screen display, customized ser-
vice information corresponding to the accessed per-
sonal 1nformation, wherein the personal information
stored 1n a storage of the portable electronic device 1s
not exported out of the portable electronic device.

17. The method of claim 16, wherein causing the personal

information to be accessed in accordance with the usage
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permission range includes enabling a personal information
request application residing on the portable electronic device
to access the personal information stored in the portable
clectronic device 1n accordance with the usage permission
range.
18. The method of claim 16, further comprising:
processing service information provided from the service
providing server to generate the customized service
information.
19. The method of claim 16, further comprising:
transmitting, through the personal information wallet
application, information about the usage permission
range of personal information to a blockchain network
for the usage permission range to be recorded in the
blockchain network.
20. The method of claim 16, further comprising:
collecting one or more personal information requests
recorded 1n a blockchain network:; and
transmitting to the blockchain network one or more
approvals to be recorded 1n the blockchain network, the
one or more approvals for use of the personal infor-
mation 1n accordance with the usage permission range.
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