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(37) ABSTRACT

A display apparatus, a terminal apparatus, and controlling
methods are provided. The display apparatus includes: a
communicator to communicate with a terminal apparatus or
a relay server in order to receive collected status information
about at least one peripheral device from the terminal
apparatus, a display unit to display a user interface (UI)
screen; and a controller to generate a control Ul for con-
trolling the at least one peripheral device or a security Ul for
monitoring a peripheral space through the at least one
peripheral device based on the status information about the
at least one peripheral device and based on whether a
communication with the terminal apparatus i1s possible,
thereby controlling a home device t in real time according to
a communication status with the terminal apparatus.
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DISPLAY APPARATUS, TERMINAL
APPARATUS, AND METHODS OF
CONTROLLING AT LEAST ONE

PERIPHERAL DEVICE USING SAME

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This application 1s a Continuation of U.S. application Ser.
No. 14/555,170 filed on Nov. 26, 2014, which claims

priority irom Korean Patent Application No. 10-2013-
0169113, filed on Dec. 31, 2013, 1n the Korean Intellectual
Property Oflice, the disclosure of which 1s incorporated
herein by reference 1n 1ts entirety.

BACKGROUND

1. Field

Apparatus and methods consistent with exemplary
embodiments relate to providing a display apparatus, a
terminal apparatus, and controlling methods thereof, and
more particularly, to providing a display apparatus that
provides a home network service, a terminal apparatus, and
controlling methods thereof.

2. Description of the Related Art

The recent development of communication technologies,
has led to an emergence of various technologies directed
towards a home network system establishing, integrating,
and/or managing a network between home devices such as
a smart TV, a smart air conditioner, etc. installed 1n a home.
According to the various technologies, a user may integrate
and manage the home devices by using a portable terminal
apparatus such as a smartphone.

According to most technologies that have been commonly
used, researched and/or developed, an operation status of a
home device 1s monitored on a portable terminal apparatus
through a data communication performed using relay ter-
minal apparatuses that integrate and manage the portable
terminal apparatus and the home device. The home device 1s
controlled according to a user command input through the
portable terminal apparatus.

Although home devices, such as a smart TV, a smart air
conditioner, a robot cleaner, or the like, have various func-
tions, these various functions of the home device have not
been used via the above described and currently prevalent
home network system.

Therefore, there 1s a need for methods of using various
functions of a home device through a home network system.

SUMMARY

Exemplary embodiments address at least the above prob-
lems and/or disadvantages and other disadvantages not
described above. Also, the exemplary embodiments are not
required to overcome the disadvantages described above,
and an exemplary embodiment may not overcome any of the
problems described above.

An aspect of the present disclosure provides using various
functions of a home device through a home network system.

Another aspect of the present disclosure provides a home
network service appropriate for a user according to a posi-
tion of the user.

According to an aspect of an exemplary embodiment, a
display apparatus includes a communicator configured to
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2

communicate with at least one of a terminal apparatus and
a relay server to receirve from the terminal apparatus col-
lected status information corresponding to at least one
peripheral device, a display unit configured to display a user
interface (Ul) screen, and a controller configured to generate
at least one of a control Ul for controlling the at least one
peripheral device and a security Ul for monitoring a periph-
eral space using the at least one peripheral device based on
the status information corresponding to the at least one
peripheral device and based on whether communication with
the terminal apparatus 1s possible, and display the at least
one of the control Ul and the security Ul on the display unat.

According to another exemplary embodiment, 1f commu-
nication with the terminal apparatus 1s possible, the control-
ler generates a control list information about at least one
controllable peripheral device, from among the at least one
peripheral device, based on the received status information,
and generates the control Ul comprising a control menu
corresponding to one of the at least one controllable periph-
cral device selected based on the control list information.

According to another exemplary embodiment, 1if commu-
nication with the terminal apparatus i1s not possible, the
controller generates a security list information comprising
identification information indicating the at least one periph-
eral device to be monitored and an area information depict-
ing a monitoring area based on the recerved status informa-
tion and setting information corresponding to each of the at
least one peripheral device.

According to another exemplary embodiment, the con-
troller further includes generate a user certification Ul for
certifying a user in response to one of the at least one
peripheral device being selected based on the security list
information, request the terminal apparatus, using the relay
server, to monitor the selected one of the at least one
peripheral device 1n response to an encryption key input on
the user certification Ul corresponding to preset encryption
information, and generate a security Ul for displaying image
information that 1s captured by the selected peripheral
device and received from the relay server, according to the
monitoring request.

According to another exemplary embodiment, the secu-
rity UI comprises a monitoring control menu for controlling
a monitoring operation of the selected peripheral device.

According to another exemplary embodiment, the secu-
rity Ul further comprises an editing menu for editing an
image captured by the selected peripheral device.

According to another exemplary embodiment, the con-
troller generates the control list information based on an
execution mode of the display apparatus, and the execution
mode 1s at least one of a first execution mode activated on
a quick menu, a second execution mode activated on a lock
screen, and a third execution mode 1n which a home network
service-related application 1s activated.

According to another exemplary embodiment, the con-
troller generates a first control list information comprising
the at least one controllable peripheral devices 1n the first
execution mode and generates a second control list infor-
mation comprising one activated controllable peripheral

device from among the at least one controllable peripheral
device 1 the second execution mode.

According to another exemplary embodiment, 11 1n the
third execution mode, the controller generates a control Ul
comprising status-related detailed information and a control
menu of the at least one controllable peripheral device based
on the recerved status information regardless of whether
communication with the terminal apparatus 1s possible.
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According to another exemplary embodiment, According
to another aspect of an exemplary embodiment, a terminal
apparatus 1cludes a communicator configured to periodi-
cally communicate with at least one peripheral device, a
storage unit configured to store status information about the 5
at least one peripheral device, and a controller configured to,
in response to a status iformation request message request-
ing status iformation of the at least one peripheral device
being received from a display apparatus, control the com-
municator to transmit, to the display apparatus, at least one 10
ol status information about at least one controllable periph-
cral device, from among the at least one peripheral device,
and the status imnformation about the at least one peripheral
device to be monitored based on the status information
stored 1n the storage unit and based on whether a commu- 15
nication with the display apparatus 1s possible.

According to another exemplary embodiment, 1f commu-
nication with the display apparatus 1s possible, the controller
transmits the status information about the at least one
controllable peripheral device based on the status informa- 20
tion stored 1n the storage unit and, 1n response to a control
command being received from the display apparatus, trans-
mits the control command to one of the at least one con-
trollable peripheral device corresponding to the receirved
control command. 25

According to another exemplary embodiment, 1 commu-
nication with the display apparatus i1s not possible, the
controller transmits the status information about the at least
one peripheral device to be monitored to the display appa-
ratus through a relay server based on the status imnformation 30
stored 1n the storage unit and, 1n response to a momitoring
performance command being received from the display
apparatus through the relay server, transmits the monitoring
performance command to one of the at least one peripheral
device corresponding to the monitoring performance com- 35
mand, and transmits image information captured by the one
of the at least one peripheral device to the display apparatus
through the relay server according to the monitoring per-
formance command.

According to another exemplary embodiment, According 40
to another aspect of an exemplary embodiment, a method of
controlling a display apparatus includes periodically com-
municating with a terminal apparatus or a relay server to
receive collected status information about at least one
peripheral device from the terminal apparatus, generating at 45
least one of a control Ul for controlling the at least one
peripheral device and a security Ul for monitoring a periph-
eral space through the at least one peripheral device based on
the status information about the at least one peripheral
device and based on whether a communication with the 50
terminal apparatus 1s possible, and displaying the at least one
of the control Ul and the security UL

According to another exemplary embodiment, the gener-
ating at least one of the control Ul and the security Ul
includes, i communication with the terminal apparatus 1s 55
possible, generating control list information about at least
one controllable peripheral device, from among the at least
one peripheral device, based on the status information, and
in response to one of the at least one controllable peripheral
device being selected based on the control list information, 60
generating the control Ul comprising a control menu corre-
sponding to the selected controllable peripheral device.

According to another exemplary embodiment, the gener-
ating at least one of the control Ul and the security Ul
includes, 11 commumication with the terminal apparatus 1s 65
not possible, generating security list information comprising,
identification information indicating the at least one periph-

4

eral device to be monitored and an area information depict-
ing a monitoring area based on the status information and
setting information corresponding to each of the at least one
peripheral device.

According to another exemplary embodiment, the gener-
ating at least one of the control UI and the security UI further
includes generating a user certification Ul for certifying a
user 1n response to one of the at least one peripheral device
being selected based on the security list information,
requesting, 1n response to an encryption key input on the
user certification Ul corresponding to preset encryption
information, the terminal apparatus, using the relay server,
to monitor the selected peripheral device, and generating, in
response to 1mage information being captured by the
selected peripheral device and being received according to
the monitoring request, the security Ul for displaying the
received 1mage information.

According to another exemplary embodiment, the secu-
rity Ul further comprises a monitoring control menu for
controlling a monitoring operation of the selected peripheral
device.

According to another exemplary embodiment, the secu-
rity Ul further comprises an editing menu for editing an
image captured by the selected peripheral device.

According to another exemplary embodiment, the control
list information 1s generated based on an execution mode of
the display apparatus, and the execution mode 1s at least one
of a first execution mode activated on a quick menu, a
second execution mode activated on a lock screen, and a
third execution mode 1n which a home network service-
related application 1s activated.

According to another exemplary embodiment, the gener-
ating of the control list information includes generating a
first control list information comprising the at least one
controllable peripheral device in the first execution mode,
and generating a second control list information comprising
one activated controllable peripheral device from among the
at least one controllable peripheral device in the second
execution mode.

According to another exemplary embodiment, the gener-
ating of the control Ul includes if in the third execution
mode, generating the control Ul comprising status-related
detailed information and a control menu of the at least one
controllable peripheral device based on the received status
information regardless of whether communication with the
terminal apparatus 1s possible.

According to another aspect of an exemplary embodi-
ment, a method of controlling a terminal apparatus mcludes
periodically communicating with at least one peripheral
device to receive status information about the at least one
peripheral device, storing the received status information
about the at least one peripheral device, receiving a status
information request message requesting status information
of the at least one peripheral device from a display appara-
tus, and transmitting at least one of status information about
at least one controllable peripheral device, from among the
at least one peripheral device, and the status information
about the at least one peripheral device to be monitored, to
the display apparatus based on the stored status information
and based on whether the communication with the display
apparatus 1s possible.

According to another exemplary embodiment, the trans-
mitting of the status information includes 1 commumnication
with the display apparatus 1s possible, transmitting the status
information about the at least one controllable peripheral
device to the display apparatus based on the stored status
information, and 1n response to a control command being
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received from the display apparatus, transmitting the control
command to one of the at least one controllable peripheral
device corresponding to the recerved control command.

According to another exemplary embodiment, the trans-
mitting of the status information includes 1f communication
with the display apparatus 1s not possible, transmitting the
status information about the at least one peripheral device to
be monitored, to the display apparatus through a relay server
based on the stored status information, in response to a
monitoring performance command being received from the
display apparatus through the relay server, transmitting the
monitoring performance command to one of the at least one
peripheral device corresponding to the monitoring perfor-
mance command, and transmitting 1image information cap-
tured by the one of the at least one peripheral device to the
display apparatus through the relay server according to the
monitoring performance command.

According to another aspect of an exemplary embodi-
ment, a method of controlling at least one peripheral device
includes transmitting, to the at least one peripheral device, a
request for status information of the at least one peripheral
device, receiving, from the at least one peripheral device, the
requested status information, generating at least one of a
control user interface (UI) for controlling the at least one
peripheral device and a security Ul for monitoring a periph-
eral space using the at least one peripheral device based on
the received status mnformation and a communication status
information, and transmitting, to the at least one peripheral
device, a user command to control the at least one peripheral
device, mnput by a user 1n the at least one of the control Ul
and the security UL

BRIEF DESCRIPTION OF THE DRAWINGS

The above and/or other aspects will be more apparent and
more readily appreciated by describing certain exemplary
embodiments with reference to the accompanying drawings,
in which:

FIG. 1 1s a block diagram of a home network system
according to an exemplary embodiment;

FIG. 2 1s a flowchart of a method for controlling a
peripheral device 1n a home network system, according to an
exemplary embodiment;

FIG. 3 1s a flowchart of a method for providing a security
service using a home device 1n a home network system,
according to an exemplary embodiment;

FI1G. 4 1s a block diagram of a display apparatus according,
to an exemplary embodiment;

FIG. 5 1s views illustrating a method for displaying a
control user iterface (UI), for controlling a peripheral
device, on a display apparatus, according to an exemplary
embodiment;

FIG. 6 1s views illustrating a method for displaying
monitoring list information, about a peripheral device that 1s
monitored, on a display apparatus, according to an exem-
plary embodiment;

FIG. 7 1s views illustrating a method for displaying a
security Ul, for monitoring a peripheral space through a
peripheral device, on a display apparatus, according to an
exemplary embodiment;

FIG. 8 1s views illustrating a method for displaying a
control Ul, for controlling a peripheral device, on a display
apparatus, activated on a lock screen, according to an
exemplary embodiment;

FIG. 9 1s views illustrating a method for displaying a
security Ul, for monitoring a peripheral space through a
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peripheral device, on a display apparatus, activated on a lock
screen, according to an exemplary embodiment;

FIG. 10 1s views 1illustrating a method for displaying a
control UI on a display apparatus on which a home network
service-related application i1s activated, according to an
exemplary embodiment;

FIG. 11 1s views 1llustrating a method for monitoring a
peripheral status through a peripheral device on a display
apparatus, activated on a lock screen, according to another
embodiment;

FIG. 12 1s views 1llustrating a method for displaying a
control UI on a display apparatus on which a home network
service-related application i1s activated, according to an
exemplary embodiment;

FIG. 13 1s a block diagram of a termuinal apparatus
according to an exemplary embodiment;

FIG. 14 1s a flowchart of a method for controlling a
display apparatus, according to an exemplary embodiment;

FIG. 15 1s a flowchart of a method for generating a control
Ul for controlling a peripheral device on a display apparatus,
according to an exemplary embodiment;

FIG. 16 1s a flowchart of a method for generating a
security Ul for monitoring a peripheral device on a display
apparatus, according to an exemplary embodiment; and

FIG. 17 1s a flowchart of a method for controlling a
terminal apparatus, according to an exemplary embodiment.

(L]

DETAILED DESCRIPTION OF TH.
EXEMPLARY EMBODIMENTS

Exemplary embodiments are described in greater detail
with reference to the accompanying drawings.

In the following description, the same drawing reference
numerals are used for the same elements even 1n different
drawings. The matters defined in the description, such as
detailed construction and elements, are provided to assist 1in
a comprehensive understanding of the exemplary embodi-
ments. Thus, 1t 1s apparent that the exemplary embodiments
can be carried out without those specifically defined matters.
Also, well-known functions or constructions are not
described 1n detail since they would obscure the exemplary
embodiments with unnecessary detail.

FIG. 1 1s a block diagram of a home network system
according to an exemplary embodiment.

Referring to FIG. 1, the home network system includes
four peripheral devices 100-1 through 100-4, a terminal
apparatus 200, a display apparatus 300, and a relay server
400.

The four peripheral devices 100-1 through 100-4 may be
home devices installed 1n a home. According to an exem-
plary embodiment, the first peripheral device 100-1 may be
a smart electronic device such as a robot cleaner, a washing
machine, a smart TV, or a refrigerator, the second peripheral
device 100-2 may be a security device such as an internet
protocol (IP) camera, a door lock, a closed-circuit television
(CCTV) camera, a fire detector, or the like, the third periph-
eral device 100-3 may be one of the various types of lighting
equipment, and the fourth peripheral device 100-4 may be an
energy device such as a boiler, an air conditioner, or the like.
The four peripheral devices 100-1 through 100-4 may per-
form wired or wireless communications through the terminal
apparatus 200 and may be controlled according to a control
command from the display apparatus 300.

The terminal apparatus 200 may be a home gateway and
communicate with the four peripheral devices 100-1 through
100-4 that are registered and the display apparatus 300 via
wire or wirelessly. In detail, the terminal apparatus 200 may
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periodically perform data communication with the four
peripheral devices 100-1 through 100-4 to store status
information about the four peripheral devices 100-1 through
100-4. The status information may include activation infor-
mation of the four peripheral devices 100-1 through 100-4,
communication status information between the four periph-

eral devices 100-1 through 100-4 and the terminal apparatus
200, etc.

If a status mnformation request message 1s received from
the display apparatus 300, the terminal apparatus 200 trans-
mits status information about a controllable peripheral
device or status information about a peripheral device that
may be monitored, to the display apparatus 300 based on the
stored status information of the four peripheral devices
100-1 through 100-4 based on a communication status with
the display apparatus 300. In detail, the terminal apparatus
200 may set one of the registered four peripheral devices
100-1 through 100-4 selected by a user as a peripheral
device that may be monitored and may store the peripheral
device. Thus, the terminal apparatus 200 may transmit status
information about a controllable peripheral device or status
information about a peripheral device that may be moni-
tored, to the display apparatus 300 based on stored status
information based on a communication status with the
display apparatus 300. According to an exemplary embodi-
ment, 1f a communication with the display apparatus 300 1s
possible, the terminal apparatus 200 may receive the status
information request message irom the display apparatus
300. In this case, the terminal apparatus 200 transmuits status
information about a controllable peripheral device from
among the four peripheral devices 100-1 through 100-4 to
the display apparatus 300 based on the stored status infor-
mation. If the communication with the display apparatus 300
1s 1mpossible, the terminal apparatus 200 may receive the
status 1information request message from the display appa-
ratus 300 through the relay sever 400. In this case, the
terminal apparatus 200 transmits status information about
one of the four peripheral devices 100-1 through 100-4 that
may be momitored, to the display apparatus 300 based on the
stored status information and setting iformation.

If communication between the terminal apparatus 200 and
the display apparatus 1s possible, the terminal apparatus 200
and the display apparatus 300 exist on the same network.
Therefore, the communication between the terminal appa-
ratus 200 and the display apparatus 300 may be directly
performed through a short-range wireless communication.
However, 11 communication between the terminal apparatus
200 and the display apparatus 300 1s impossible, the terminal
apparatus 200 and the display apparatus 300 exist on dii-
ferent networks. Theretfore, the communication between the
terminal apparatus 200 and the display apparatus 300 1s
possible through the relay server 400.

The display apparatus 300 may generate and display a
control user interface (UI) for controlling at least one of the
four peripheral devices 100-1 through 100-4 based on the
status information received from the terminal apparatus 200
or may generate and display a security Ul for monitoring at
least one of the four peripheral devices 100-1 through 100-4.

In detail, 11 status information about a controllable periph-
eral device 1s received from the terminal apparatus 200, the
display apparatus 300 may generate a control Ul for con-
trolling at least one of the four peripheral devices 100-1
through 100-4 based on the received status information. IT
status 1nformation about a peripheral device that may be
monitored 1s recerved from the terminal apparatus 200, the
display apparatus 300 may generate a security Ul for moni-
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toring a peripheral space through at least one of the four
peripheral devices 100-1 through 100-4 based on the
received status mnformation.

However, 1f the status information request message 1s
received from the display apparatus 300 regardless of a
communication status with the display apparatus 300, the
terminal apparatus 200 may transmait the stored status infor-
mation about the four peripheral devices 100-1 through
100-4.

In this case, the display apparatus 300 may generate a
control Ul or a security Ul according to the communication
status with the terminal apparatus 200. In detail, 1f the
display apparatus 300 directly communicates with the ter-
minal apparatus 200 by wireless, the display apparatus 300
may generate a control Ul for controlling at least one of the
four peripheral devices 100-1 through 100-4 based on the
status information recerved from the terminal apparatus 200.
If the display apparatus 300 indirectly communicates with
the terminal apparatus 200 through the relay server 400, the
display apparatus 300 may generate a security Ul for moni-
toring at least one of the four peripheral devices 100-1
through 100-4 based on the status information recerved from
the terminal apparatus 200.

As described above, the display apparatus 300 of the
home network system, according to the present exemplary
embodiment, may generate a control Ul for controlling at
least one peripheral device mstalled 1 a home according to
a communication status between the terminal apparatus 200
and the display apparatus 300 or may generate a security Ul
for momtoring a peripheral space through at least one
peripheral device. Therefore, 11 a user of the display appa-
ratus 300 stays 1n a home, the user may control an operation
ol a peripheral device through the display apparatus 300. If
the user stays outside the home, the user may monitor a
status of the home/display device through the display appa-
ratus 300 1n real time.

The above-described operation of the home network
system will now be described in more detail with reference
to FIGS. 2 and 3.

FIG. 2 1s a flowchart of a method for controlling a
peripheral device 1n a home network system, according to an
exemplary embodiment. FIG. 3 1s a flowchart of a method
for providing a security service by using a home device 1n
the home network system, according to an exemplary
embodiment.

Referring to FIG. 2, in operation S10, the terminal appa-
ratus 200 periodically requests status information of at least
one registered peripheral device 100. It the status informa-
tion 1s recerved from the at least one peripheral device 100
according to the request, the terminal apparatus 200 parses
and stores the status information 1n operation S11. Here, the
status 1nformation may include at least one of activation
information including at least one of on/ofl information,
setting information, sensing information of the peripheral
device 100 and communication status information between
the peripheral device 100 and the terminal apparatus 200,
according to an exemplary embodiment.

In operation S12, the display apparatus 300 generates a
status 1nformation request message for requesting the status
information about the at least one peripheral device 100 and
transmits the status information request message to the
terminal apparatus 200 according to a user command. If the
status 1nformation request message 1s received, the terminal
apparatus 200 determines whether a direct communication 1s
possible with the display apparatus 200 that transmitted the
status information request message, 1 operation S13. In
detail, the terminal apparatus 200 may determine whether
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the display apparatus 300 exists on the same network using
the received status information request message. If 1t 1s
determined that the display apparatus 300 exists on the same
network, the terminal apparatus 200 transmits status infor-
mation about a controllable peripheral device, from among
the stored status information, about the at least one periph-
eral device 100, to the display apparatus 300 in operation
S14. If 1t 1s determined that the display apparatus does not
exist on the same network, the terminal apparatus 200
performs a monitoring-related operation in operation S135. In
other words, if 1t 1s determined that the display apparatus
300 does not exist on the same network, the terminal
apparatus 200 transmits status information about a periph-
eral device that may be monitored, from among the stored
status 1information, about the at least one peripheral device
100, to the display apparatus 300 through the relay server
400. The monitoring-related operation will be described
later with reference to FIG. 3.

If the status information about the controllable peripheral
device 100 1s received from the terminal apparatus 200, the
display apparatus 300 generates control list information and
a control Ul based on the recerved status information in
operation S16. Here, the control list information may be a
list information about the controllable at least one peripheral
device 100, and the control Ul may be a Ul for controlling
the peripheral device 100 selected from a plurality of
peripheral devices 100 by the user. If the controllable
peripheral devices 100 are the four peripheral devices 100-1
through 100-4 as in the above-described exemplary embodi-
ment with reference to FIG. 1, the display apparatus 300
may generate and display control list information including
device information about the four peripheral devices 100-1
through 100-4. If device information about the first periph-
eral device 100-1 1s selected by the user in response to the
control list mnformation being displayed, the display appa-
ratus 300 may generate and display a control Ul including a
control menu for controlling the selected first peripheral
device 100-1, according to an exemplary embodiment.

If a user command 1s input when the control UI 1s
displayed, the display apparatus 300 transmits a control
command corresponding to the mput user command to the
terminal apparatus 200, and the terminal apparatus 200
transmits the control command to the peripheral device 100
selected by the user 1n operation S17. In operation S18, the
peripheral device 100 that receives the control command
from the terminal apparatus 200 performs a control opera-
tion based on the control command.

If 1t 1s determined 1n operation S13 that the display
apparatus 300 and the terminal apparatus 200 do not exist on
the same network, the terminal apparatus 200 transmits
status information about the peripheral device 100 that may
be monitored, from among stored status mformation, about
the at least one peripheral device 100, to the display appa-
ratus 300 through the relay server 400 1n operation S20 as
shown 1n FIG. 3. If the status information 1s received, the
display apparatus 300 generates and displays security list
information and a user certification Ul based on the received
status information 1n operation S21. Here, the security list
information may be list information about the peripheral
device 100 that may monitor a peripheral space, from among
a plurality of peripheral devices 100, according to an exem-
plary embodiment. For example, the first and second periph-
eral devices 100-1 and 100-2 of the four peripheral devices
100-1 through 100-4 may be peripheral devices that may be
monitored. In this case, the display apparatus 300 generates
and displays security list information including device infor-
mation about the first and second peripheral devices 100-1
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and 100-2 that may be monitored. If the first peripheral
device 100-1 1s selected by the user when the security list
information 1s displayed, the display apparatus 300 gener-
ates and displays the user certification Ul to determine
whether the corresponding user 1s a registered user. If an
encryption key 1s input by the user, the display apparatus 300
determines whether the encryption key input from the user
corresponds to a preset encryption information to determine
whether the corresponding user i1s a registered user in
operation S22.

If 1t 1s determined that the corresponding user i1s a regis-
tered user through the user certification process, the display
apparatus 300 requests the terminal apparatus 200 through
the relay server 400 to monitor the peripheral device 100,
previously selected by the user, in operation S23. If a
monitoring request message 1s received, the terminal appa-
ratus 200 transmits a monitoring performance command to
the peripheral device 100 requested by the user based on the
received monitoring request message 1 operation S24, and
the peripheral device 100 that receives the monitoring
performance command captures an image of a peripheral
space based on the received momitoring performance com-
mand 1n operation S235. In operation S26, the peripheral
device 100 transmits captured image information to the
terminal apparatus 200, and in operation S27 the terminal
apparatus 200 transmits the captured image information
received from the peripheral device 100 to the display
apparatus 300 through the relay server 400. It the captured
image miformation 1s received, the display apparatus 300
generates a security Ul and displays the captured image
information through the generated security Ul 1n operation
S28. Here, the security Ul may include an image captured by
the peripheral device 100 and a monitoring control menu for
controlling a monitoring operation of the corresponding
peripheral device 100. The momitoring control menu may
further include a first control menu for controlling an
operation of the peripheral device 100 that captures the
image and a second menu for editing and storing the image
captured by the peripheral device 100. If a user command 1s
input with respect to the first menu for controlling the
operation of the peripheral device 100, the display apparatus
300 may transmit a control command corresponding to the
input user command to the terminal apparatus 200 through
the relay server 400, and the terminal apparatus 200 may
transmit the corresponding control command to the periph-
eral device 100 that performs the monitoring-related opera-
tion. Therefore, the peripheral device 100 stops an 1mage
capturing operation or performs an operation ol moving an
image capturing direction or another operation based on the
control command received from the terminal apparatus 200
in operation S29.

If the status information request message 1s received, the
terminal apparatus 200 may not perform operation S13 as
described above and may transmit stored status information
about at least one peripheral device 100 to the display
apparatus 300 directly or through the relay server 400. In
this case, the display apparatus 300 may generate a control
UI for controlling a controllable peripheral device 100 or a
security Ul for controlling the peripheral device 100 that
may monitor a peripheral space, based on the status infor-
mation of the at least one peripheral device 100, wherein the
status information 1s transmitted from the terminal apparatus
200. In detail, 1t a direct communication with the terminal
apparatus 200 1s possible, the display apparatus 300 may
generate control list information about the controllable
peripheral device 100 based on the received status informa-
tion. I1 the direct communication with the terminal apparatus
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200 1s impossible, the display apparatus 300 may generate
security list information about the peripheral device 100 that
may monitor the peripheral space, based on the recerved
status information. The terminal apparatus 200 and the
display apparatus 300 may generate a control Ul for con-
trolling the peripheral device 100 or a security Ul for
displaying image information captured by the peripheral
device 100 according to the operations described with
reference to FIGS. 2 and 3.

Structures of the terminal apparatus 200 and the display
apparatus 300 will now be described 1n detail.

FIG. 4 1s a block diagram of the display apparatus 300,
according to an exemplary embodiment.

Referring to FIG. 4, the display apparatus 300 may be a
portable terminal apparatus that performs wireless commu-
nications like a smartphone, a tablet PC, or the like and may
include a commumnicator 310, a controller 320, a display unit
330, a storage unit 340, and an 1nput umt 350.

The communicator 310 wirelessly communicates with the
terminal apparatus 200, or the relay server 400 which in-turn
communicates with the terminal apparatus 200, that com-
municates with the at least one peripheral device 100 that 1s
a home device installed 1n a home, to receive the collected
status 1information about the at least one peripheral device
100 from the terminal apparatus 200. Here, the status
information may include at least one of activation informa-
tion including at least one of on/ofl information, setting
information, sensing information of the peripheral device
100, and communication status information between the
peripheral device 100 and the terminal apparatus 200,
according to an exemplary embodiment.

The communicator 310 may be a wireless communication
module and include at least one of a short-range communi-
cation module (not shown) and a wireless local area network
(WLAN) module (not shown). Here, the short-range com-
munication module 1s a communication module that per-
forms a wireless short-range communication between the
display apparatus 300 and the terminal apparatus 200
according to a control command of the controller 320. The
short-range communication module may include at least one
of a Wi-F1 module, a Bluetooth module, an infrared data
association (IrDA) module, a near field communication
(NFC) module, and a Zigbee module, according to an
exemplary embodiment.

The WLAN module accesses the relay server 400 such as
an access point (AP) (not shown) existing within a preset
range to be connected to the Internet according to the control
command of the controller 320. The WLAN module sup-
ports WLAN standard IEEE802.11x of Institute of Electrical
and Electronic Engineers (IEEE).

The communicator 310 may further include at least one of
a cellular communication module (not shown), a global
positioning system (GPS) communication module (not
shown), and a broadcast communication module (not
shown). These communication modules are well-known
technologies, and thus their detailed descriptions are omitted
herein.

The controller 320 controls overall operations of the
clements of the display apparatus 300. In particular, the
controller 320 may generate a control Ul for controlling at
the least one peripheral device 100 based on status infor-
mation of the at least one peripheral device 100 or may
generate a security Ul for monitoring a peripheral space
through the at least one peripheral device 100 according to
whether a communication with the terminal apparatus 200 1s
possible.
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The display unit 330 displays the generated control Ul or
security Ul on a screen according to the control command of
the controller 320. The display unit 330 may be realized as
a touch screen that senses a touch, according to an exem-
plary embodiment.

In detail, 11 the collected status information regarding the
at least one peripheral device 100 i1s received from the
terminal apparatus 200 through the communicator 310, the
controller 320 determines a communication status with the
terminal apparatus 200. According to an exemplary embodi-
ment, 11 a communication with the terminal apparatus 200 1s
possible, the controller 320 generates control list informa-
tion about a controllable peripheral device based on the
received status information about the at least one peripheral
device 100. Here, 1f the communication with the terminal
apparatus 200 1s possible, the display apparatus 300 may
directly communicate with the terminal apparatus 200
through a short-range wireless communication. If a direct
communication between the display apparatus 300 and the
terminal apparatus 200 1s possible as described above, the
controller 320 generates the control list information regard-
ing the controllable peripheral device based on the received
status 1information about the at least one peripheral device
100 and displays the control list information through the
display unit 330.

If a command to select the peripheral device 100 1s input
through the 1mnput unit 350 when the control list information
1s displayed on the screen through the display unit 330, the
controller 320 generates a control Ul including a control
menu for controlling the peripheral device 100 correspond-
ing to the mput command. Therefore, the display unit 330
may display the control Ul including the control menu
corresponding to the peripheral device 100 selected by the
user.

Here, the control list information may be list information
including device mnformation about the controllable at least
one peripheral device 100. The mput unit 350 receives a
selection command according to various types of user con-
trols of the user and transmuits the selection command to the
controller 320. The mput unit 350 may include a touch 1nput
unit, such as a touch screen or a touch pad, and a key input
umt, such as a key pad having various functional keys,
numerical keys, character keys, efc.

Therefore, 1f a command to select the controllable periph-
eral device 100 1s input through the input umt 350 when the
control list information including the device information
about the at least one peripheral device 100 1s displayed, the
controller 320 may generate a control Ul including a control
menu of the peripheral device 100 corresponding to the
input command, from among control menus of peripheral
devices 100 stored in the storage umt 340, and display the
control Ul through the display umt 330.

The controller 320 that generates the control Ul for
controlling the selected peripheral device 100 as described
above may differently generate the control list information
according to an execution mode of the display apparatus
300. Here, the execution mode may include at least one of
a first execution mode activated on a quick menu, a second
execution mode activated on a lock screen, and a third
execution mode 1 which a home network service-related
application 1s activated, according to an exemplary embodi-
ment.

In detail, in the first execution mode activated on the
quick menu, the controller 320 may generate and display
first control list information including all controllable
peripheral devices 100 based on the receirved status infor-
mation. In the second execution mode activated on the lock
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screen, the controller 320 may generate and display second
control list information including the peripheral device 100
that 1s activated among the all controllable peripheral
devices 100. In the third execution mode 1n which the home
network service-related application 1s activated, the control-
ler 320 may generate and display a control Ul including
status-related detailed information and a control menu of at
least one peripheral device 100 based on the recerved status
information regardless of whether a communication with the
terminal apparatus 200 1s possible.

As described above, the controller 320 may differently
generate control list information and a control UI according
to an execution mode of the display apparatus 300 and
display the control list information through the display unit
330. An operation of differently generating and displaying
control list information and a control Ul according to an
execution mode will now be described 1n detail.

If 1t 1s determined that the communication with the
terminal apparatus 200 1s impossible, the controller 320 may
generate security list information about the peripheral device
100 that may monitor a peripheral space, based on the
received status information about the at least one peripheral
device 100 and setting information of each peripheral device
100 registered 1n the storage unit 340 and display the
security list information through the display unit 330. Here,
i the communication with the terminal apparatus 200 1is
impossible, the display apparatus 300 and the terminal
apparatus 200 may communicate with each other through
the relay server 400. The security list information may
include identification information indicating the peripheral
device 100 that may monitor the peripheral space and area
information showing an area that may be monitored through
the corresponding peripheral device 100.

If the display apparatus 300 and the terminal apparatus
200 1indirectly communicate with each other through the
relay server 400 as described above, the controller 320 may
generate security list information including identification
information and area information of the peripheral device
100 that may be monitored, based on recerved status infor-
mation and registered setting information of at least one
peripheral device and display the security list information
through the display unit 330.

If a command to select the peripheral device 100, that may
monitor a peripheral space, 1s mnput through the mput unit
350 when the security list imnformation 1s displayed, the
controller 320 may generate a user certification Ul {for
certifying the user and display the user certification UI
through the display unit 330. If an encryption key 1s input
through the mput umt 350 when the user certification Ul 1s
displayed, the controller 320 determines whether the mput
encryption key corresponds to a preset encryption informa-
tion. I1 1t 1s determined that the encryption key corresponds
to the preset encryption information, the controller 320
requests the terminal apparatus 200, via the relay server 400,
to monitor the peripheral device 100 corresponding to the
input selection command. Therefore, the terminal apparatus
200 transmits a monitoring performance command to the
peripheral device 100 that 1s requested to be monitored and,
iI 1mage information of a peripheral space captured by the
corresponding peripheral device 100 i1s received from the
peripheral device 100, transmits the recerved 1mage infor-
mation to the display apparatus 300 through the relay server
400.

If the image information 1s received, the controller 320
generates a security Ul for displaying an image captured by
the peripheral device 100, that 1s requested to be monitored.
The controller 320 controls the display unit 330 to display
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the 1mage corresponding to the received image information
through the generated security UI. Therefore, the display
unit 330 may display the image captured by the peripheral
device 100, that 1s requested to be monitored, 1n an area of
the security Ul. Therefore, the user may monitor a peripheral
space, which 1s related to the peripheral device 100 selected
by the user, 1n real time through the image displayed in the
area of the security Ul displayed on the screen of the display
apparatus 300.

According to an exemplary embodiment, the controller
320 may generate a security Ul including a monitoring
control menu for controlling a monitoring operation of the
peripheral device 100 that 1s requested to be monitored.
Also, the controller 320 may generate a security Ul further
including an editing menu for editing the 1mage captured by
the peripheral device 100, that 1s requested to be monitored.
Here, the monitoring control menu may include at least one
of a menu for switching on and/or off the peripheral device
100 that 1s monitored, and a menu for controlling a moni-
toring direction of the corresponding peripheral device 100,
according to an exemplary embodiment. The controlling
menu 1s not limited thereto and may contain several other
menus. The editing menu may include at least one of a menu
for capturing or recording the image captured by the periph-
eral device 100, that 1s requested to be monitored, and a
menu for ending a currently displayed security UI, accord-
ing to an exemplary embodiment.

Therefore, the user may control an operation of the
peripheral device 100 that 1s monitored or may edit the
image captured by the corresponding peripheral device 100
using the momnitoring control menu or the editing menu
included 1n the security Ul displayed on the screen of the
display apparatus 300.

An operation of controlling at least one peripheral device
100 or providing a security service through the at least one
peripheral device 100 in the display apparatus 300 will now
be described 1n more detail.

FIGS. SA and 5B are views illustrating a method for
displaying a control Ul for controlling a peripheral device 1n
a display apparatus, according to an exemplary embodiment.

The display apparatus 300 may directly perform a data
communication with the terminal apparatus 200 through a
short-range wireless communication to receive status infor-
mation about at least one peripheral device 100 from the
terminal apparatus 200. I1 the status information 1s received,
the display apparatus 300 generates and displays control list
information about a controllable peripheral device 100
according to an execution mode of the display apparatus
300.

In detail, as shown in FIG. 5A, 1f the execution mode of
the display apparatus 300 1s a first execution mode activated
on a quick menu, the display apparatus 300 may generate
and display first control list information 510 about all
controllable peripheral devices 100 based on status infor-
mation receirved from the terminal apparatus 200.

For example, the display apparatus 300 may receive status
information about a smart TV, a robot cleaner, an air
conditioner, and a smart washing machine belonging to the
first peripheral device 100-1 from the terminal apparatus
200. The display apparatus 300 may also store setting
information for setting devices belonging to the four periph-
eral devices 100-1 through 100-4. The setting information
may 1nclude control menus of the devices belonging to the
four peripheral devices 100-1 through 100-4.

In this case, the display apparatus 300 may generate and
display the first control list information 510 including 1den-
tification 1cons indicating the smart TV, the robot cleaner, the
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air conditioner, and the smart washing machine belonging to
the first peripheral device 100-1 related to the received status
information, from among the devices belonging to the four
peripheral devices 100-1 through 100-4, based on the
received status information and stored setting information. I 3
an 1dentification icon 511, indicating the smart TV according

to an exemplary embodiment, 1s selected according to a
request of the user when the first control list information 510

1s displayed, the display apparatus 300 may generate and
display a control Ul 520 including a control menu corre- 10
sponding to the smart TV, based on a control menu included

in the stored setting information, as shown 1n FIG. 5B.

As shown 1n FIG. 3B, the control UI 520 for controlling
the smart TV corresponding to the selected i1dentification
icon 511 may include a control menu for controlling a 15
channel and a volume of the smart TV, a control menu for
switching on and/or ofl the smart TV, etc. If the control menu
for switching on and/or ofl the smart TV 521 1s selected
according to a user request when the control UI 520 includ-
ing the control menu 1s displayed, the display apparatus 300 20
transmits a control command corresponding to the selected
control menu to the terminal apparatus 200. Therefore, the
terminal apparatus 200 may transmit the control command
to the smart TV based on the control command recerved
from the display apparatus 300, and the smart TV may be 25
switched on and/or off according to the received control
command.

FIGS. 6A and 6B are views illustrating a method for
displaying monitoring list information about a peripheral
device that may be monitored, 1n a display apparatus, 30
according to an exemplary embodiment.

The display apparatus 300 may indirectly perform a data
communication with the terminal apparatus 200 through the
relay server 400 to receive collected status information
about at least one peripheral device 100 from the terminal 35
apparatus 200. If the status information i1s received, the
display apparatus 300 generates and displays monitoring list
information about the peripheral device 100 that may be
monitored, according to an execution mode of the display
apparatus 300. 40

In detail, as shown 1n FIG. 6A, 1f the execution mode of
the display apparatus 300 1s a first execution mode activated
on a quick menu, the display apparatus 300 may generate
and display monitoring list information 610 about the
peripheral device 100 that may be momnitored, based on 45
status 1nformation and registered setting information
received from the terminal apparatus 200.

For example, the display apparatus 300 may receive status
information about a smart TV, a robot cleaner, an air
conditioner, and a smart washing machine belonging to the 50
first peripheral device 100-1 through the relay server 400.
The display apparatus 300 may store setting information for
setting the smart TV and the robot cleaner belonging to the
first peripheral device 100-1 of the four peripheral devices
100-1 through 100-4 and setting information for a security 55
device belonging to the second peripheral device 100-2 to
devices that may be monitored. The setting information for
a security device may include idenfification information
indicating a device that may be monitored and area infor-
mation showing an area of each device that may be moni- 60
tored.

In this case, the display apparatus 300 displays a notifi-
cation message 610 notifying the number of devices that
may be monitored among the smart TV, the robot cleaner,
the air conditioner, and the smart washing machine belong- 65
ing to the first peripheral device 100-1 related to the received
status information, based on the received status information
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and the stored setting information. If the notification mes-
sage 610 1s selected according to a user command, the
display apparatus 300 generates and displays monitoring list
information 620 including the identification information and
the area information corresponding to the device that may be
monitored.

If devices that may be momitored are the smart TV and the
robot cleaner as in the above-described exemplary embodi-
ment, the display apparatus 300 may generate and display
the monitoring list information 620 including identification
information (an identification icon) and area information
indicating the smart TV and identification information (an
identification icon) and area information indicating the robot
cleaner as shown 1n FIG. 6B.

If an identification 1con 621 indicating the smart TV 1s
selected according to a request of the user when the moni-
toring list information 620 1s displayed, the display appara-
tus 300 may perform a user certification and display an
image captured by the smart TV through a security Ul as

shown i FIGS. 7A and 7B.

FIGS. 7A and 7B are views illustrating a method for
displaying a security Ul for monitoring a peripheral space
through a peripheral device in a display apparatus, according
to an exemplary embodiment.

If the i1dentification icon 621 indicating the smart TV 1s
selected as described with reference to FIGS. 6 A and 6B, the
display apparatus 300 generates and displays a user certifi-
cation UI 710 for certifying a user as shown in FIG. 7A. If
an encryption key i1s input by the user when the user
certification Ul 710 1s displayed, the display apparatus 300
determines whether the input encryption key corresponds to
a preset encryption mformation. If 1t 1s determined that the
input encryption key corresponds to the preset encryption
information, the display apparatus 300 transmits a monitor-
ing performance command for performing a monitoring-
related operation to momtor the smart TV to the terminal
apparatus 200 through the relay server 400. Therefore, the
terminal apparatus 200 transmits the monitoring perfor-
mance command to the security device to monitor the smart
TV based on the received monitoring performance com-
mand. Therefore, the security device captures an 1mage of a
peripheral space according to the monitoring performance
command received from the terminal apparatus 200 and
transmits captured 1mage information to the terminal appa-
ratus 200. The terminal apparatus 200 transmits the 1mage
information received from the security device to the display
apparatus 300 through the relay server 400. If the image
information captured by the security device is received from
the terminal apparatus 200 through the relay server 400, the
display apparatus 300 may generate a security Ul and
display the image captured by the smart TV through the
generated security Ul as shown 1 FIG. 7B.

Here, as shown in FIG. 7B, the display apparatus 300 may
display a monmitoring control menu for controlling a moni-
toring operation of monitoring the smart TV 1n an area 720
of a security Ul in which the image captured by the security
device 1s displayed. The display apparatus 300 may display
a security Ul including an editing menu for editing the image
captured by the smart TV 1n an area 730.

In detail, the display apparatus 300 may display a moni-
toring control menu in the area 720 of the securnity Ul in
which the image captured by the security device 1s dis-
played. Here, the monitoring control menu includes a direc-
tion menu 721 for changing a capturing area captured by the
security device and a control menu 723 for stopping the
security UI. The display apparatus 300 may include a power
menu 731 for controlling an operation of switching on
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and/or off the security device, a capture menu 733 {for
capturing the image displayed 1n the area 720 of the security
UI, and a recording menu 735 for recording the correspond-
ing 1mage in the area 720 of the security UL

For example, 1f the user selects a direction menu for
moving a capturing direction into a left direction, the display
apparatus 300 transmits a control command corresponding
to the selected direction menu to the terminal apparatus 200
through the relay server 400, and the terminal apparatus 200
transmits the control command to the security device. There-
fore, the security device moves the capturing direction into
the left direction based on the received control command to
capture a peripheral space in the moved direction and
transmit captured image information to the terminal appa-
ratus 200. Thereaftter, the terminal apparatus 200 may trans-
mit the image information captured by the security device to
the display apparatus 300 through the relay server 400, and
the display apparatus 300 may display the image that the
security device moves into the left direction to capture, 1n

the area 720 of the secunity UI.

It an 1dentification icon of a robot cleaner, 1n which area
information “Free Zone” 1s set, 1s selected as shown in FIG.
6B, the display apparatus 300 may display an image cap-
tured by the robot cleaner through the above-described
operation in the area 720 of the securnity UI. Here, 11 a
direction menu displayed in the area 720 of the security Ul
1s selected by the user, the display apparatus 300 transmuits
a control command corresponding to the selected direction
menu to the terminal apparatus 200 through the relay server
400, and the terminal apparatus 200 transmits the control
command to the robot cleaner. Theretore, the robot cleaner
may move mto a direction corresponding to the selected
direction menu to capture an 1mage, and the display appa-
ratus 300 may display the image that the robot cleaner
moves 1to the direction corresponding to the selected
direction menu to capture, in the area 720 of the security UI.

As described above, the display apparatus 300 may con-
trol a movement of the peripheral device 100 that may be
monitored, 1n a camera capturing direction and remotely
move the corresponding peripheral device 100 to capture an
image. Therefore, the user may monitor all areas of a home
through the display apparatus 300 in real time to check
whether risk elements are detected.

FIGS. 8A and 8B are views illustrating a method for
displaying a control Ul for controlling a peripheral device 1in
a display apparatus activated on a lock screen, according to
an exemplary embodiment.

The display apparatus 300 may directly perform a data
communication with the terminal apparatus 200 through a
short-range wireless communication to receive status infor-
mation about at least one peripheral device 100 from the
terminal apparatus 200. I1 the status information 1s recerved,
the display apparatus 300 generates and displays control list
information about a controllable peripheral device 100
according to an execution mode of the display apparatus
300.

In detail, 1f the execution mode of the display apparatus
300 1s a second execution mode activated on a lock screen
as shown in FIG. 8A, the display apparatus 300 may
generate and display second control list information 810
about one of the activated controllable peripheral devices
100 based on the status information received from the
terminal apparatus 200.

For example, the display apparatus 300 may receive status
information about a smart TV, a robot cleaner, an air
conditioner, and a smart washing machine belonging to the
first peripheral device 100-1 from the terminal apparatus
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200. The display apparatus 300 may also store setting
information for setting devices belonging to the four periph-
eral devices 100-1 through 100-4. The setting information
may include a control menu of the devices belonging to the
four peripheral devices 100-1 through 100-4.

In this case, the display apparatus 300 classifies the smart
TV, the robot cleaner, the air conditioner, and the smart
washing machine belonging to the first peripheral device
100-1, from among the devices belonging to the four periph-
eral devices 100-1 through 100-4, as controllable peripheral
devices 100 based on the received status information and the
stored setting information. If the controllable peripheral
devices 100 are classified, the display apparatus 300 may
classity only devices, which operate in an activation mode,
from among the smart TV, the robot cleaner, the air condi-
tioner, and the smart washing machine belonging to the first
peripheral device 100-1, as the controllable peripheral
devices 100, based on activation information included in the
receives status information.

The devices that operate 1n the activation mode may be 1n
a mode 1n which the devices currently operate. For example,
if the smart TV and the air conditioner operate, from among
the smart TV, the robot cleaner, the air conditioner, and the
smart washing machine, the display apparatus 300 may
generate and display second control list information 810
including identification icons indicating the smart TV and
the air conditioner and activation information included in
status information of the smart TV and the air conditioner.

Therefore, the second control list information 810 may
include activation information including the identification
icon and current channel information of the smart TV and
activation information including the identification i1con of
the air conditioner and a current room temperature sensed by
the air conditioner, according to an exemplary embodiment.

If an identification 1con 811 indicating the smart TV 1s
selected by the user when the second control list information
810 1s displayed, the display apparatus 300 may generate
and display a control Ul 820 including a control menu
corresponding to the smart TV, based on a control menu
included 1n stored setting information, as shown in FIG. 8B.

Therefore, the user may remotely control the smart TV
through the control menu included in the control UI 820.

FIGS. 9A through 9C are views illustrating a method for
displaying a security UI for monitoring a peripheral space
through a peripheral device 1n a display apparatus activated
on a lock screen, according to an exemplary embodiment.

As shown i FIG. 9A, the display apparatus 300 may
indirectly perform a data communication with the terminal
apparatus 200, through the relay server 400, to receive
collected status information about at least one peripheral
device 100 from the terminal apparatus 200. If the status
information 1s received, the display apparatus 300 may
generate and display monitoring list information about the
peripheral device 100 that may be monitored, according to
an execution mode of the display apparatus 300.

In detail, as shown 1n FIG. 9A, 11 the execution mode of
the display apparatus 300 1s a second execution mode
activated on a lock screen, the display apparatus 300 may
generate and display monitoring list information 910 about
the peripheral device 100 that may be momtored, based on
the status information and the stored setting information
received from the terminal apparatus 200.

For example, the display apparatus 300 may receive status
information about a smart TV, a robot cleaner, an air
conditioner, and a smart washing machine belonging to the
first peripheral device 100-1 through the relay server 400.
The display apparatus 300 may also store setting informa-
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tion for setting the smart TV and the robot cleaner belonging,
to the first peripheral device 100-1 and store setting infor-
mation for setting a security device belonging to the second
peripheral device 100-2 from among devices belonging to
the four peripheral devices 100-1 through 100-4. Also, the
setting 1information may include identification imnformation
indicating a peripheral device that may be monitored and
area information showing an area that may be monitored by
cach device.

In this case, the display apparatus 300 generates and
displays monitoring list information 910 about a device that
may be monitored, from among the smart TV, the robot
cleaner, the air conditioner, and the smart washing machine
belonging to the first peripheral device 100-1, based on the
received status information and the stored setting informa-
tion. Here, the monitoring list information 910 may include
identification icons 1dentifying the smart TV and the robot
cleaner and area iformation showing an area that may be
monitored through the selection of the smart TV and the
robot cleaner.

If an 1dentification 1con 911 indicating the smart TV 1s
selected by the user when the monitoring list information
910 1s displayed, the display apparatus 300 generates and
displays a user certification Ul 920 for performing a user
certification as shown in FIG. 9B.

If an encryption key 1s mput from the user when the user
certification UI 920 1s displayed, the display apparatus 300
determines whether the 1nput encryption key corresponds to
a preset encryption information. If the input encryption key
corresponds to the preset encryption information, the display
apparatus 300 determines that the user certification 1s com-
pleted, and generates and displays a security Ul 930 for
displaying an image captured by the security device cover-
ing the living room/smart TV selected by the user as shown
in FIG. 9C.

In detail, 11 the user certification 1s completed, the display
apparatus 300 transmits a monitoring performance com-
mand to the terminal apparatus 200 through the relay server
400. Here, the momitoring performance command 1s to
perform a monitoring-related operation through the security
device covering the living room/smart TV. Therefore, the
terminal apparatus 200 transmits the monitoring perior-
mance command to the security device covering the living
room/smart TV based on the received monitoring perior-
mance command. Therefore, the security device covering
the living room/smart TV captures an image ol a peripheral
space and transmits the captured image information to the
terminal apparatus 200 according to the monitoring perfor-
mance command received from the terminal apparatus 200.
Thereatter, the terminal apparatus 200 transmits the image
information transmitted from the security device covering
the living room/smart TV to the display apparatus 300
through the relay server 400. If the image information
captured by the security device covering the living room/
smart TV 1s received from the terminal apparatus 200
through the relay server 400, the display apparatus 300 may
generate a security Ul 930 and display the image captured by
the secunity device covering the living room/smart TV
through the generated security Ul 930.

FIGS. 10A through 10C are views illustrating a method
for monitoring a peripheral status through a peripheral
device 1 a display apparatus activated on a lock screen,
according to an exemplary embodiment.

As shown i FIG. 10A, the display apparatus 300 may
display a virtual object on a screen in a second execution
mode activated on a lock screen. Here, the virtual object may
include a home object 1010 indicating a home of a user and
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a peripheral object 1040 indicating an environment status
around the home of the user, according to an exemplary
embodiment.

Therefore, the display apparatus 300 may provide a status
of the home according to an occurrence of an event through
the home object 1010 displayed on the lock screen, based on
status 1nformation that i1s corresponding to at least one
peripheral device 100 and received through the relay server
400. The display apparatus 300 may also provide the envi-
ronment status around the home of the user through the
peripheral object 1040 based on the status information about
the at least one peripheral device 100 or environment
information received through a data communication with an
external server (not shown).

As shown in FIG. 10B, the display apparatus 300 may
parse an occurrence of an event indicating whether the
peripheral device 100 installed 1n the home 1s behaving
abnormally and/or 1s 1n operation, based on the received
status information about the at least one peripheral device
100. For example, if 1t 1s determined that the peripheral
device 100 of a smart illumination lamp installed 1n a living
room 1s currently switched on based on the received status
information about the at least one peripheral device 100, the
display apparatus 300 displays a device status icon 1020 1n
an area of the home object 1010.

Therefore, the user may recognize that at least one of the
peripheral devices 100 installed in the home 1s behaving
abnormally and/or 1s 1n operation, through the device status
icon 1020 displayed on the home object 1010 displayed on
the lock screen. The user may select the device status 1con
1020 displayed on the home object 1010 to recognize a more
detailed status. If a selection command, as described above,
1s mnput, the display apparatus 300 may display a control Ul
including detailed information and a control menu of the
peripheral device 100 corresponding to the occurrence of the
event (the light bulb 1n the above exemplary embodiment)
on a screen displaying the lock screen (not shown).

In detail, 1f a command to select the device status i1con
1020 1s mput as 1n the above-described exemplary embodi-
ment, the display apparatus 300 may display a control UI,
including detailed information “The i1llumination lamp 1n the
living room 1s switched on.” and a control menu for con-
trolling switching on and/or off the illumination lamp, on the
lock screen. Therefore, the user may determine that the

illumination lamp 1n the living room of the home 1s switched
on and may switch off the i1llumination lamp by using the
control menu included 1n the control UL

As shown 1 FIG. 10C, the display apparatus 300 may
parse whether a security-related event occurs, based on the
received status information about the at least one peripheral
device 100. For example, 11 1t 1s determined that an event
occurrence signal of the peripheral device 100 1s generated
in a security system 1nstalled at a front door based on the
received status information about the at least one peripheral
device 100, the display apparatus 300 displays a security
warning 1con 1030 1n an area of the home object 1010.

Therefore, the user may recognize that a security problem
such as an intrusion has occurred in the home, through the
security warning icon 1030 displayed in the home object
1010 displayed on the lock screen, and select the security
warning icon 1030 to recognize a detailed status. If the
security warming icon 1030 1s selected, the display apparatus
300 may generate a security Ul as shown in FIGS. 9A
through 9C and display an 1image captured by the at least one
peripheral device 100 through the generated security UL
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Therefore, the user may monitor an indoor security status
in real time using the 1mage displayed through the security
Ul of the display apparatus 300.

FIGS. 11A through 11C are views illustrating a method
for monitoring a peripheral status through a peripheral
device 1 a display apparatus activated on a lock screen,
according to another exemplary embodiment.

As shown 1n FIG. 11 A, the display apparatus 300 may
display a home object 1110 indicating a home of a user on
a screen 1 a second execution mode activated on a lock
screen.

When the home object 1110 1s displayed on the lock
screen, as shown in FIG. 11B, the user may select an area
1020 of the home object 1110 to check who stays in the
home and perform a dragging operation 1n a preset direction
based on the selected area 1020.

If a touch command of the user i1s input, the display
apparatus 300 determines that the touch command i1s a
command to request an imndoor family member status, and
generates and displays a family momtoring Ul 1030 for
showing a family member status in the home based on
received status information about at least one peripheral
device 100, as shown 1n FIG. 11C.

In detail, the status information that 1s about the at least
one peripheral device 100 and recerved from the relay server
400 may include status information about home devices
such as the four peripheral devices 100-1 through 100-4 and
status information about a peripheral display apparatus (not
shown) existing on the same network as the terminal appa-
ratus 200. The status information about the peripheral dis-
play apparatus existing on the same network as the terminal
apparatus 200 may include at least one of user information
and device imformation of the peripheral display apparatus.

Therefore, 11 a user command to request the family status
1s 1nput, the display apparatus 300 may acquire the user
information and the device information of the peripheral
display apparatus based on the status information about the
peripheral display apparatus, from among the recerved status
information. If the user information and the device infor-
mation are acquired, the display apparatus 300 extracts user
face 1mages corresponding to the acquired user information
and displays the extracted user face images on family list
information 1040 of the family monitoring UI 1030. There-
fore, as shown in FIG. 11C, the display apparatus 300 may
display the family monitoring UI 1030, including the family
list information 1040 providing user face images corre-
sponding to family members staying in the home, on the
lock screen. Theretfore, the user may check who stays 1n the
home, through the family list information 1040 of the family
monitoring UI 1030 displayed on the lock screen of the
display apparatus 300.

As shown 1n FIG. 11C, the user may select a first family
member 1050 of family members provided through the
tamily list information 1040. I such a selection command 1s
input, the display apparatus 300 mitiates a call to a display
apparatus (not shown) of the first family member 1050
corresponding to the input selection command based on
stored contact information. Therefore, the user may call
family members through the family list information 1040
without being additionally well-acquainted with or inputting
the contact information that belongs to the family members.

FIGS. 12A and 12B are views 1illustrating a method for
displaying a control Ul 1n a display apparatus in which a
home network service-related application 1s activated,
according to an exemplary embodiment.

As shown 1 FIG. 12A, the display apparatus 300 may
execute a home network-related application 1210 according
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to a request of the user. If the home network-related appli-
cation 1210 1s executed, the display apparatus 300 may
generate and display a control Ul 1230 including status-
related detailed information and a control menu of the
corresponding peripheral device 100 based on status infor-
mation that 1s about at least one peripheral device 100 and
received through the terminal apparatus 200 or the relay
server 400, regardless of whether a communication with the
terminal apparatus 200 1s possible.

Here, the peripheral devices 100 may include home
devices such as the four peripheral devices 100-1 through
100-4 and a peripheral display apparatus (not shown) exist-
ing on the same network as the terminal apparatus 200. In
this case, status information about the peripheral display
apparatus, existing on the same network as the terminal
apparatus 200, may include at least one of user information
and device information of the peripheral display apparatus
(not shown).

Therefore, 11 the home network service-related applica-
tion 1210 1s executed as shown 1n FIG. 10A, the display
apparatus 300 may provide a briefing menu 1220, which 1s
to show user information of a user staying in the home and
a current status of the peripheral device 100 corresponding
to dynamic elements, from among the four peripheral
devices 100-1 through 100-4, through the home network
service-related application 1010. Here, the dynamic ele-
ments may include an illumination intensity, a temperature,
and TV editing information, and the peripheral devices 100
performing operations of the dynamic elements may be a
smart 1llumination lamp, an air conditioner, and a smart TV,
according to an exemplary embodiment.

I1 the briefing menu 1220 1s selected by the user when the
home network service-related application 1010 1s executed,
the display apparatus 300 may display a control UI 1230
including status-related detailed information about the
peripheral device 100 corresponding to the dynamic ele-
ments and a control menu for controlling the corresponding
peripheral device 100, based on the received status infor-
mation. Here, the control menu displayed 1n the control Ul
1230 may be a menu for controlling a basic operation of
cach peripheral device 100 (for example, an operation of
switching on and/or off each peripheral device 100, an
operation of recording a program, or the like). The status-
related detailed information may be detailed result informa-
tion that 1s parsed based on status information about the
peripheral device 100 corresponding to the dynamic ele-
ments.

In detail, 1 a command to select the briefing menu 1220
1s put, the display apparatus 300 may display the control
Ul 1230 including detailed result information, which 1s
parsed based on status imformation about the smart 1llumi-
nation lamp, the air conditioner, and the smart TV corre-
sponding to the dynamic elements, and a control menu for
controlling operations of the smart 1llumination lamp, the air
conditioner, and the smart TV, according to an exemplary
embodiment.

In other words, as shown in FIG. 12B, the display
apparatus 300 may display the control UI 1230 including
detailed result information “The smart 1llumination lamp 1s
switched off. Do you want to switch on the smart 1llumina-
tion lamp?” and a control menu for switching on and/or off
the smart 1llumination lamp 1n relation to the smart 11lumi-
nation lamp, and detailed result information “The room
temperature 1s higher than an approprnate temperature. Do
yon want to switch on the air conditioner?” and a control
menu for operating the air conditioner 1n relation to the air
conditioner.
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Therelore, the user may control the corresponding periph-
eral device 100 by using a control menu corresponding to the
peripheral device 100 that 1s to be controlled, using the
detailed result information about the peripheral device 100
corresponding to the dynamic elements.

FIG. 13 1s a block diagram of the terminal apparatus 200,
according to an exemplary embodiment.

Referring to FI1G. 13, the terminal apparatus 200 includes
a communicator 210, a storage unit 220, and a controller
230.

The communicator 210 periodically communicates with
registered at least one peripheral device 100 via a wired
connection or wirelessly to receive status imnformation from
the at least one peripheral device 100. The communicator
210 also communicates with the display apparatus 300 or the
relay server 400. Here, the status information may include at
least one of activation information including at least one of
on/ofl information, setting information, and sensing infor-
mation of the peripheral device 100 and commumnication
status information between the peripheral device 100 and the
terminal apparatus 200, according to an exemplary embodi-
ment.

The storage umit 220 stores the status information of the
at least one peripheral device 100 received through the
communicator 210. The storage unit 220 may further include
identification information of the display apparatus 300 exist-
ing on the same network, identification mmformation of the
relay server, eftc.

If a status information request message of the peripheral
device 100 1s recerved from the display apparatus 300, the
controller 230 controls the communicator 210 to transmuit
status information about a controllable peripheral device 100
or status information about a peripheral device 100 that may
be momtored, to the display apparatus 300 based on the
status information of the at least one peripheral device 100
stored 1n the storage unit 220 according to whether a
communication with the display apparatus 300 1s possible.

In detail, 11 the communication with the display apparatus
300 1s possible (i.e., the terminal apparatus 200 exists on the
same network as the display apparatus 300), the controller
230 transmits the status information about the controllable
peripheral device 100 to the display apparatus 300 based on
the status information of the at least one peripheral device
100 stored 1n the storage unit 220. It a control command 1s
received from the display apparatus 300 that receives the
status 1nformation about the controllable peripheral device
100, the controller 230 transmits the received control com-
mand to the corresponding peripheral device 100. Therelfore,
the corresponding peripheral device 100 may perform an
operation based on the received control command.

If the communication with the display apparatus 300 1s
impossible (i.e., the terminal apparatus 200 exists on a
different network from the display apparatus 300 and thus
receives the status information request message from the
display apparatus 300 through the relay server 400), the
controller 230 transmits the status information about the
peripheral device 100 that may be monitored, to the display
apparatus 300 through the relay server 400 based on the
status information of the at least one peripheral device 100
stored 1n the storage unit 220.

If a monitoring performance command 1s received from
the display apparatus 300 through the relay server 400, the
controller 230 transmits the monitoring performance com-
mand to the corresponding peripheral device 100. The
peripheral device 100 that receives the monitoring perfor-
mance command captures an 1mage of a peripheral space
according to the monitoring performance command and
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transmits captured 1mage information to the terminal appa-
ratus 200. Thereafter, the controller 230 may transmit the
image mformation received from the peripheral device 100
to the display apparatus 300 through the relay server 400.

If a direct data communication with the display apparatus
300 1s possible as described above, the terminal apparatus
200 transmits the status information about the controllable
peripheral device 100 to the display apparatus 300 based on
the stored status information about the at least one peripheral
device 100. Theretfore, the display apparatus 300 may gen-
erate and display a control UI for controlling the peripheral
device 100 based on the received status information, and the
user may control the peripheral device 100 installed in the
home through the control Ul displayed on the displa
apparatus 300.

If an indirect data communication with the display appa-
ratus 300 1s possible through the relay server 400, the
terminal apparatus 200 transmits the status information
about the peripheral device 100 that may be monitored, to
the display apparatus 300 based on the stored status infor-
mation about the at least one peripheral device 100. There-
fore, the display apparatus 300 may generate a security Ul
for monitoring a peripheral space based on the received
status information and display an image, which i1s captured
by the peripheral device 100, as requested by the user,
through the generated security UI. As a result, the user may
monitor the 1mage captured by the peripheral device 100
selected by the user through the security Ul displayed on a
screen of the display apparatus 300 to check in real time
whether risk elements are detected 1n the home.

A method of controlling operations of the display appa-
ratus 300 and the terminal apparatus 200 will now be
described 1n detail.

FIG. 14 1s a flowchart of a method for controlling the
display apparatus 300, according to an exemplary embodi-
ment.

Referring to FIG. 14, 1n operation S1410, the display
apparatus 300 communicates with the terminal apparatus
200 or the relay server 400 to receive collected status
information about at least one peripheral device 100 from
the terminal apparatus 200. Here, the status information may
include at least one of activation information including at
least one of on/oil information, setting information, sensing
information of the peripheral device 100 and communication
status information between the peripheral device 100 and the
terminal apparatus 200, according to an exemplary embodi-
ment.

If the status information about the at least one peripheral
device 100 1s received in operation S1410, the display
apparatus 300 determines whether a communication with the
terminal apparatus 200 1s possible 1n operation S1420. In
detail, 1f a direct data communication with the terminal
apparatus 200 1s not possible through a short-range wireless
communication, the display apparatus 300 determines
whether an indirect data communication with the terminal
apparatus 200 1s possible through the relay server 400.

If 1t 1s determined 1n operation S1420 that the direct data
communication with the terminal apparatus 200 1s possible
through the short-range wireless communication, the display
apparatus 300 generates and displays a control Ul {for
controlling the at least one peripheral device 100 based on
the recerved status information about the at least one periph-
eral device 100 1n operation S1430.

If 1t 1s determined in operation S1420 that indirect data
communication with the terminal apparatus 200 1s possible
through the relay server 400, the display apparatus 300
generates and displays a security Ul for monitoring a
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peripheral space through the at least one peripheral device
100 based on the received status information about the at
least one peripheral device 100 1n operation S1440.

A method of generating a control Ul for controlling at
least one peripheral device 100 or a security Ul for moni-
toring a peripheral space through the at least one peripheral
device 100 according to a communication status between the
display apparatus 300 and the terminal apparatus 200 will
now be described in detail.

FI1G. 15 1s a flowchart of a method for generating a control
Ul for controlling a peripheral device 1n a display apparatus,
according to an exemplary embodiment.

Referring to FIG. 15, 11 1t 1s determined that a direct data
communication with the terminal apparatus 200 1s possible
through a short-range wireless communication, the display
apparatus 300 generates and displays control list information
about a controllable peripheral device 100, based on
received status information about at least one peripheral
device 100, in operation S1510. If a command to select at
least one peripheral device 100 1s input from a user when the
control list information 1s displayed, the display apparatus
300 generates and displays a control Ul including a control
menu for controlling the peripheral device 100, correspond-
ing to the mput command, 1n operation S1520. Here, the
control list information may be list information including
device information about at least one controllable peripheral
device 100.

Therelore, 11 a command to select the controllable periph-
eral device 100 1s input when the control list information
including the device information about the at least one
peripheral device 100 1s displayed, the display apparatus 300
may generate and display the control UI including a control
menu for controlling the peripheral device 100 correspond-
ing to the input command, from among stored control
commands of respective peripheral devices 100.

The display apparatus 300 that generates and displays the
control Ul for controlling the selected peripheral device 100
as described above may differently generate the control list
information according to an execution mode. Here, the
execution mode may 1nclude at least one of a first execution
mode activated on a quick menu, a second execution mode
activated on a lock screen, and a third execution mode 1n
which a home network service-related application 1s acti-
vated. However, the execution modes are not limited thereto.

In the first execution mode activated on the quick menu,
the display apparatus 300 may generate and display first
control list information including all controllable peripheral
devices 100 based on received status information. In the
second execution mode activated on the lock screen, the
display apparatus 300 may generate and display second
control list information including an activated peripheral
device 100, from among all controllable peripheral devices
100. In the third execution mode 1n which the home network
service-related application 1s activated, the display apparatus
300 may generate and display a control Ul including status-
related detailed mnformation and a control menu of at least
one peripheral device 100 based on received status infor-
mation regardless of whether a communication with the
terminal apparatus 200 1s possible.

As described above, the display apparatus 300 may dif-
terently generate and display the control list information and
the control Ul according to an execution mode that 1s
currently executed.

If a command to select at least one control menu 1s input
when a control Ul including a plurality of control menus 1s
displayed, the display apparatus 300 transmits a control
command related to a control menu, corresponding to the
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input command, to the terminal apparatus 200, 1n operation
S1530. Thereatter, the terminal apparatus 200 transmits the
control command to the peripheral device 100 selected by
the user based on the control command received from the
display apparatus 300. As a result, the peripheral device 100
that receives the control command from the terminal appa-
ratus 200 may perform a control operation based on the
received control command.

FIG. 16 1s a flowchart of a method for generating a
security Ul for monitoring a peripheral device 1n a display
apparatus, according to an exemplary embodiment.

Referring to FIG. 16, 1t 1t 1s determined that an indirect
communication with the terminal apparatus 200 1s possible
through the relay server 400, the display apparatus 300
generates and displays security list immformation about a
peripheral device 100 that may be monitored, based on
received status information about the peripheral device 100
and setting information of each registered peripheral device
100 1n operation S1610. Here, the security list information
may include identification information indicating the periph-
eral device 100 that may monitor a peripheral space/may be
monitored 1n a peripheral space by a security device and area
information showing an area that may be monitored through
the corresponding peripheral device 100.

If a command to select the peripheral device 100 that may
monitor the peripheral space 1s input when the control list
information 1s displayed, the display apparatus 300 gener-
ates and displays a user certification Ul for certifying a user
in operation S1620.

I an encryption key 1s input when the user certification Ul
1s displayed, the display apparatus 300 determines whether
the 1nput encryption key corresponds to a preset encryption
information in operation S1630. If it 1s determined 1n
operation S1630 that the encryption key corresponds to the
preset encryption information, the display apparatus 300
requests the terminal apparatus 200, through the relay server
400, to monitor the peripheral device 100 corresponding to
the mput selection command 1n operation S1640. The ter-
minal apparatus 200 transmits a monitoring performance
command to the peripheral device 100 that 1s requested to be
monitored, according to the monitoring request and, if
captured i1mage information of the peripheral space 1is
received from the corresponding peripheral device 100,
transmits the received image information to the display
apparatus 300 through the relay server 400.

If the image information 1s received, the display apparatus
300 generates a security Ul for displaying an image captured
by the peripheral device 100 and displays an 1image corre-
sponding to the received image information 1n an area of the
generated security Ul 1n operation S1650.

Therefore, the user may monitor, 1n real time, the periph-
eral space related to the peripheral device 100 selected by
the user through the image displayed in the area of the
security Ul displayed on a screen of the display apparatus
300.

The display apparatus 300 may generate and display a
security Ul including a monitoring control menu for con-
trolling a monitoring operation of the peripheral device 100
that 1s requested to be monitored. Also, the display apparatus
300 may generate and display a security Ul further including
an editing menu for editing the image captured by the
peripheral device 100, that 1s requested to be monitored.

Here, the monitoring control menu, for example, may
include at least one of a menu for switching on and/or off the
peripheral device 100 that performs monitoring and a menu
for controlling a monitoring direction of the corresponding
peripheral device 100, according to an exemplary embodi-
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ment. Also, the editing menu may include at least one of a
menu for capturing or recording the image captured by the
peripheral device 100, that 1s requested to be monitored, and
a menu for stopping a currently displayed secunity UI.
Theretfore, 1f a command to select the momtoring control
menu 1s 1nput using the security Ul, the display apparatus
300 transmuits a control command corresponding to the mput
command to the terminal apparatus 200, through the relay
server 400, 1n operation S1660. Thereafter, the terminal
apparatus 300 may transmit the corresponding control com-
mand to the peripheral device 100 that transmits the cap-
tured 1mage, and the peripheral device 100 that receives the
control command may perform a control operation based on
the received control command.

Therelfore, the user may monitor, in real time, a status of
the home through the image displayed in the area of the
security Ul displayed on the screen of the display apparatus
300, and control a capturing operation of the peripheral
device 100 or edit the image captured by the corresponding
peripheral device 100 through the monitoring control menu
or the editing menu 1ncorporated 1n the security UL

FIG. 17 1s a flowchart of a method for controlling the
terminal apparatus 200, according to an exemplary embodi-
ment.

Referring to FIG. 17, the terminal apparatus 200 periodi-
cally communicates with the registered at least one periph-
eral device 100 to recerve and store status information about
the at least one peripheral device 100 1n operation S1710.
Here, the status information may include at least one of
activation information including at least one of on/ofl 1nfor-
mation, setting information, sensing information of the
peripheral device 100 and commumnication status informa-
tion between the peripheral device 100 and the terminal
apparatus 200, according to an exemplary embodiment.

If a status information request message requesting the
status 1nformation of the peripheral device 100 1s received
from the display apparatus 300, the terminal apparatus 200
determines whether a communication with the display appa-
ratus 300 1s possible in operations S1720 and 51730.

In detail, 1f the status information request message 1s
received from the display apparatus 300, the terminal appa-
ratus 200 may determine that the terminal apparatus 200
exists on a network on which the terminal apparatus 200
directly communicates with the display apparatus 300 (i.e.,
the terminal apparatus 200 exists on the same network as the
display apparatus 200). If 1t 1s determined that the status
information request message 1s received from the display
apparatus 300 through the relay server 400, the terminal
apparatus 200 may determine that the terminal apparatus
200 1indirectly communicates with the display apparatus 300
(1.., the terminal apparatus 200 exists on a different network
from the display apparatus 300).

If 1t 1s determined that the status information request
message 1s received through a direct communication with
the display apparatus 300 as described above, the terminal
apparatus 200 transmits status mnformation about a control-
lable peripheral device 100 to the display apparatus 300,
based on stored status information about the at least one
peripheral device 100, 1n operation S1740.

If a control command 1s received from the display appa-
ratus 300, the terminal apparatus 200 transmits the recerved
control command to the peripheral device 100 correspond-
ing to the recerved control command. Therefore, the periph-
eral device 100 may perform an operation based on the
received control command.

If 1t 1s determined that the status information request
message 1s received from the display apparatus 300 through
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the relay server 400, the terminal apparatus 200 transmits
status information about the peripheral device 100 that may
be monitored, to the display apparatus 300 through the relay
server 400, based on the stored status information about the
at least one peripheral device 100, 1n operation S1750.

If a momnitoring performance command 1s received
through the relay server 400, the terminal apparatus 200
transmits the momnitoring performance command to the
peripheral device 100 corresponding to the recerved moni-
toring performance command. The peripheral device 100
that recerves the monitoring performance command captures
an 1mage ol a peripheral space according to the received
monitoring performance command and transmits the cap-
tured 1mage information to the terminal apparatus 200. If the
image information 1s received, the terminal apparatus 200
may transmit the image information regarding the image
captured by the peripheral device 100 to the display appa-
ratus 300 through the relay server 400.

Therefore, the user may monitor the image captured by
the peripheral device 100 selected by the user through the
security Ul, displayed on the screen of the display apparatus
300, to check 1n real time whether risk elements are detected
in the home.

According to various exemplary embodiments described
above, a display apparatus may control a home device that
1s a peripheral device according to a communication status
with a terminal apparatus or monitor an environment status
of a home through an 1image captured by the home device 1n
real time.

The foregoing exemplary embodiments and advantages
are merely exemplary and are not to be construed as limut-
ing. The present teaching can be readily applied to other
types of apparatuses. Also, the description of the exemplary
embodiments 1s intended to be illustrative, and not to limit
the scope of the claims, and many alternatives, modifica-
tions, and variations will be apparent to those skilled in the
art.

What 1s claimed 1s:

1. A display apparatus comprising:

a communicator;

a display; and

a processor configured to:

based on receiving, from at least one peripheral device,
status information related to the at least one periph-
cral device while the display apparatus 1s 1n a lock
state, 1dentily whether the display apparatus com-
municated with the at least one peripheral device via
a direct connection through the same network into
which the display apparatus and the at least one
peripheral device are connected or by an indirect
connection through a relay apparatus which commu-
nicates with the display apparatus via a first network
connection and with the at least one peripheral
device via a second network connection different
from the first network connection when the display
apparatus and the at least one peripheral device are
not connected into the same network,
based on the identifying that the display apparatus

communicated with the at least one peripheral device
through the same network, control the display to
display a first lock screen including a first user
intertace (Ul) including a menu 1tem for controlling
the at least one peripheral device, and control the at
least one peripheral device to perform an operation
or adjust a setting based on a user control 1nput
received through the menu item, and
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based on the identifying that the display apparatus
communicated with the at least one peripheral device
by the mdirect connection through the relay appara-
tus, control the display to display a second lock
screen 1ncluding a second Ul different from the first
UI, wherein the second lock screen does not include
the first UL.

2. The display apparatus of claim 1, wherein the processor
1s further configured to:

based on the 1dentifying that the display apparatus com-

municated with the at least one peripheral device
through the same network, control the display to dis-
play a third Ul including the status information corre-
sponding to the at least one peripheral device on the
lock screen.

3. The display apparatus of claim 1, wherein the status
information includes at least one of activation information of
the at least one peripheral device that includes at least one
from among on/ofl information, setting information, and
sensing information, or communication status information
between the at least one peripheral device and the display
apparatus.

4. The display apparatus of claim 1, wherein the processor
1s further configured to:

based on executing an application for controlling the at

least one peripheral device according to a request of a
user, control the display to display an execution screen
of the application including the first Ul based on the
status 1nformation.

5. The display apparatus of claim 1, wherein the at least
one peripheral device communicates with a home gateway,
and

the processor 1s further configured to receive the status

information from the at least one peripheral device via
the home gateway.

6. A method of controlling a display apparatus, the
method comprising:

receiving, irom at least one peripheral device, status

information related to the at least one peripheral device
while the display apparatus 1s 1n a lock state;

based on the recerving the status information, identiiying

whether the display apparatus communicated with the
at least one peripheral device via a direct connection
through the same network 1nto which the display appa-
ratus and the at least one peripheral device are con-
nected or by an indirect connection through a relay
apparatus which communicates with the display appa-
ratus via a first network connection and with the at least
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one peripheral device via a second network connection
different from the first network connection when the
display apparatus and the at least one peripheral device
are not connected into the same network; and

based on the 1dentifying that the display apparatus com-

municated with the at least one peripheral device
through the same network, displaying on the display
apparatus a first lock screen including a first user
intertace (Ul) including a menu 1tem for controlling the
at least one peripheral device and controlling the at
least one peripheral device to perform an operation or
adjust a setting based on a user control input received
through the menu 1tem, and

based on the 1dentifying that the display apparatus com-

municated with the at least one peripheral device by the
indirect connection through the relay apparatus, dis-
playing on the display apparatus a second lock screen
including a second Ul different from the first UI,
wherein the second lock screen does not include the
first UI.

7. The method of claim 6, further comprising:

based on the i1dentifying that the at least one peripheral

device communicated through the same network, dis-
playing a third Ul including the status information
corresponding to the at least one peripheral device on
the lock screen.

8. The method of claim 6, wherein the status information
includes at least one of activation mformation of the at least
one peripheral device that includes at least one from among
on/oil information, setting information, and sensing infor-
mation, or communication status information between the at
least one peripheral device and the display apparatus.

9. The method of claim 6, further comprising:

based on executing an application for controlling the at

least one peripheral device according to a request of a
user, displaying an execution screen of the application
including the first UI based on the status information.

10. The method of claim 6, wherein the at least one
peripheral device communicates with a home gateway, and

the recerving comprises recerving the status information

from the at least one peripheral device via the home
gateway.

11. The display apparatus of claim 1, wherein the second
Ul 1s used to perform a user certification.

12. The display apparatus of claim 1, wherein the second
Ul 1s used to perform security monitoring of the at least one
peripheral device.
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