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(57) ABSTRACT

A digital sensor network 1s overlaid on an 1ntegrated circuit
for i1dentifying and mapping hotspots 1n the integrated
circuit. The digital sensor network may include a plurality of
digital sensors distributed within an area of an integrated
circuit component of an integrated circuit. Each of the
plurality of digital sensors may include a ring oscillator and
may be configured to output a counter value of a ring
oscillator counted over a designated period. A sensor net-
work control unit may be provided that 1s communicatively
connected to the plurality of digital sensors via a commu-
nication circuit. The sensor network control unit may be
configured to recerve a plurality of counter values including
the counter value from each of the plurality of digital sensors
and 1dentily a hotspot within the area of the integrated
circuit.
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REMOTE MAPPING OF CIRCUIT SPEED
VARIATION DUE TO PROCESS, VOLTAGE

AND TEMPERATURE USING A NETWORK
OF DIGITAL SENSORS

BACKGROUND

The electronic circuits operating contemporary electronic
device have become incredibly powertul. The circuits often
are capable of performing a large number of calculations per
second enabling sophisticated functionality and applica-
tions. However, these circuits operate, the circuits demand
more voltage and/or current to power their operations. As the
current demands 1ncreases, the temperature of the circuit
(due to the increased current across the resistance) increases.
As the temperature of the circuit increases, the overall
performance of the circuit may degrade. Therefore, the
monitoring of the temperature of a circuit may be useful.
When a temperature of a circuit 1s determined to rise above
certain thresholds, steps may be taken to oflload certain
functions and/or calculations from particular circuits that
may be approaching or over threshold temperatures so that
the circuit may properly cool off.

Traditional process, voltage and temperature on-chip
monitoring 1s done with very accurate analog circuits that
are very large, require their own power supply and can be
placed sparsely on the chip. Due to the size, power require-
ments, voltage or temperature sensors are often placed far
from the critical circuits and cannot be used to directly

measure the speed, voltage or temperature inside the critical
areas.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated
herein and constitute part of this specification, illustrate
example embodiments of wvarious embodiments, and
together with the general description given above and the
detailed description given below, serve to explain the fea-
tures of the claims. Aspects of the present disclosure are best
understood from the following detailed description when
read with the accompanying figures. It 1s noted that, in
accordance with the standard practice in the industry, vari-
ous features are not drawn to scale. In fact, the dimensions
of the various features may be arbitrarily increased or
reduced for clarity of discussion.

FIG. 1 1s a component block diagram illustrating an
example digital sensor network on an integrated circuit for
implementing various embodiments.

FIG. 2 1s a component block diagram illustrating an
example digital sensor suitable for implementing various
embodiments.

FIG. 3 1s a process tlow diagram 1llustrating a method for
sensing an environmental condition at a digital sensor
according to an embodiment.

FIG. 4 1s a graph diagram illustrating temperature decay
on an integrated circuit.

FIG. 5 1s a component block diagram illustrating an
example digital sensor network on an integrated circuit
suitable for implementing various embodiments.

FIGS. 6 A-6D are a component block diagrams 1llustrating
examples of a critical tile of a digital sensor network on an
integrated circuit suitable for implementing various embodi-
ments.

FI1G. 7 1s a process tlow diagram 1llustrating a method for
self-calibration of a sensor network control unit according to
an embodiment.
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FIG. 8 1s a process tlow diagram illustrating a method for
identifying and mapping hotspots according to an embodi-
ment.

FIG. 9 1s a component block and process tlow diagram
illustrating an example sensor network control unit suitable
for implementing various embodiments.

DETAILED DESCRIPTION

The following disclosure provides many different
embodiments, or examples, for implementing different fea-
tures of the provided subject matter. Specific examples of
components and arrangements are described below to sim-
plify the present disclosure. These are, of course, merely
examples and are not intended to be limiting. The various
embodiments will be described 1n detail with reference to
the accompanying drawings. Wherever possible, the same
reference numbers will be used throughout the drawings to
refer to the same or like parts. References made to particular
examples and implementations are for illustrative purposes,
and are not mntended to limit the scope of the claims.

Further, spatially relative terms, such as “beneath,”
“below,” “lower,” “above,” “upper” and the like, may be
used herein for ease of description to describe one element
or feature’s relationship to another element(s) or feature(s)
as 1llustrated 1n the figures. The spatially relative terms are
intended to encompass different orientations of the device 1in
use or operation 1n addition to the orientation depicted 1n the
figures. The apparatus may be otherwise oriented (rotated 90
degrees or at other orientations) and the spatially relative
descriptors used herein may likewise be interpreted accord-
ingly.

The terms “processor,” “processor core,” “controller,”
and “‘control unit” are used interchangeably herein, unless
otherwise noted, to refer to any one or all of a software-
configured processor, a hardware-configured processor, a
general purpose processor, a dedicated purpose processor, a
single-core processor, a homogeneous multi-core processor,
a heterogeneous multi-core processor, a core of a multi-core
processor, a microprocessor, a central processing unit
(CPU), a graphics processing umit (GPU), a digital signal
processor (DSP), etc., a controller, a microcontroller, a field
programmable gate array (FPGA), an application-specific
integrated circuit (ASIC), other programmable logic
devices, discrete gate logic, transistor logic, and the like. A
processor may be an integrated circuit, which may be
coniigured such that the components of the integrated circuit
reside on a single piece ol semiconductor material, such as
s1licon.

Various embodiments may include devices, methods, and
processing devices implementing such methods for remote
mapping of circuit speed variation due to process, voltage,
and/or temperature using a network of digital sensors. Some
embodiments may include a network of digital sensors
distributed 1n a symmetrical pattern on an integrated circuait.
Each digital sensor may generate and output sensor signals
representing process, voltage, and/or temperature measure-
ments at a digital sensor. Some embodiments may include a
sensor network control unit receiving the sensor signals,
identifying a critical digital sensor of the digital sensor
network and a critical tile to which the critical digital sensor
belongs, determining and mapping a hotspot, a location of
peak process, voltage, and/or temperature measurement, in
the critical tile, and mapping the hotspot on the integrated
circuit. Some embodiments may include a self-calibration
process of the sensor network control unit to adjust for
variations 1n the digital sensors.
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Conventional means and methods for monitoring tem-
perature or voltage/process speed include using large analog,
sensors that are too big to be placed within the actual circuits
of components of an integrated circuit. Rather, the analog
sensors are typically placed outside of the area of the
components of the integrated circuit. The size and placement
of the analog sensors may impact the speed at which the
analog sensors can make their measurements. Moreover, the
s1ize and placement of the analog sensors may require a
separate power supply for the analog sensors. While the
analog sensors are capable of making accurate measure-
ments of temperature at the sensors, the size of the analog
sensor often restricts 1ts placement to either location remote
from the circuit itsell or 1n areas that can only allow for
overall measurements of temperature of the entire compo-
nent as opposed to discrete arecas within subsection of the
integrated circuit. Thus, adjustments 1n response to the
measured temperature are made on the same scale as the size
of the crnitical area. Put another way, the operations of the
entire components may be modified as opposed to more
granular modification of subsection of the component. For
similar reasons, analog sensor measurements for voltage/
process speed are generally used for bring-up and initial
speed testing of the component of the integrated circuit, and
not used for management of the component during opera-
tion. Determinations of the adjustments to be made based on
the analog sensor measurements are implemented 1 soft-
ware, which increases the reaction time to the analog sensor
measurements and 1s often too slow for modern integrated
circuits. Conventional analog sensors are typically located
far from critical areas and cannot pinpoint the source of heat
or voltage drop. For that reason, conventional systems and
sensors assume a worst case envelope to ensure that the
integrated circuit 1s  functional. Such conventional
approaches are crude and pessimistic.

The disadvantages of analog sensors may be overcome
through the use of a network of smaller, discrete, digital
sensors distributed uniformly or quasi-uniformly on portions
of or all of an integrated circuit. The digital sensors may be
small enough to be to be placed within the area of a
component of the integrated circuit, providing a finer granu-
larity of measurements of process, temperature, and/or volt-
age than capable with the analog sensors on the integrated
circuit. The finer granularity of the digital sensors may
increase the accuracy of the location of the measurements of
process, temperature, and/or voltage within components of
the mtegrated circuit as compared to the measurements by
an analog circuit. The digital sensors may be smaller than
analog sensors, 1n part, because the digital sensors may not
need a dedicated voltage supply. While the accuracy of the
digital sensors may not be as accurate as an analog sensor,
the digital sensor may be orders of magnitude faster in
making measurements than the corresponding analog sen-
SOIS.

A sensor network control unit may interpret the measure-
ments of the digital sensors, detect a critical area of a
component of the integrated circuit, construct a local map of
a temperature and/or voltage gradient 1n the critical area, and
identify a location of a peak temperature and/or voltage 1n
the critical area and on the integrated circuit. In some
embodiments, the sensor network control unit may be a
hardware circuit configured to implement the functionality
of the sensor network control unit. A hardware circuit based
sensor network control unit may be able to use the finer
granularity measurements of the digital sensors to not only
locate a peak temperature and/or voltage more accurately on
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the integrated circuit, but also determine the measurements
faster than a software for interpreting measurements of an
analog circuit.

The sensor network control unit may further implement a
self-calibration process that may adjust values used by the
sensor network control unit operations to account for varia-
tions 1n the digital sensors. Such vanations 1 the digital
sensors may be the result of manufacturing variances or
degradation of components over time. The self-calibration
process may use a reference of a typical design performance
characteristic of the digital sensors and measurements from
the digital sensors under controlled conditions to calculate
calibration coeflicients for digital sensors that provide mea-
surements that vary from the typical design performance
characteristic. The calibration coeflicients may be used 1n
the calculations for constructing a local map of a tempera-
ture and/or voltage gradient in the critical area, and 1denti-
tying a location of a peak temperature and/or voltage in the
critical area and on the integrated circuat.

Determining the locations of peak temperature and/or
voltage, with the finer level of granularity and faster speed
allorded by the network of digital sensors and the sensor
network control unit, may provide means for detecting a
temperature or a voltage draw 1n any circuit of the integrated
circuit that may aflect the performance and/or longevity of
the integrated circuit. The information determined by the
network of digital sensors and the sensor network control
umt may be used to accurately control circuits within
components of the integrated circuit, rather than entire
components of mtegrated circuits, to mitigate the eflects of
the peak temperature and/or voltage on the circuit without
having to sacrifice the use of the remainder of the compo-
nent.

FIG. 1 illustrates an example digital sensor network on an
integrated circuit suitable for implementing various embodi-
ments. An integrated circuit may include various compo-
nents, such as any number and combination of processors
102, cache memories 104, Intellectual Property (IP) units
106 (which may include any special purpose logic block/
unit/core circuit that may be integrated into the system),
networking units 108, input/output (I0) units 110, and/or
system controllers 118. In addition, the integrated circuit
may 1nclude a digital sensor network 100 that may include
any number and combination of digital sensors 114 placed
throughout the integrated circuit and sensor network control
units 112.

The digital sensors 114, described further herein with
reference to FIG. 2, may be placed on the integrated circuit
substrate between circuits of the integrated circuit compo-
nents 102, 104, 106, 108, 112. In some embodiments, the
digital sensors 114 may be distributed uniformly within an
area ol an integrated circuit component 102, 104, 106, 108,
112. In some embodiments, locations of circuits of the
integrated circuit component 102, 104, 106, 108, 112 may
not allow a uniform distribution of the digital sensors 114
within the area of an integrated circuit component 102, 104,
106, 108, 112, and the digital sensors 114 may be distributed
quasi-uniformly within the area of an integrated circuit
component 102, 104, 106, 108, 112. A quasi-uniform dis-
tribution may be a distribution as close as possible to a
uniform distribution given layout restrictions by circuits of
the integrated circuit component 102, 104, 106, 108, 112
being located where a digital sensor 114 may be located in
a uniform distribution. Both uniform and quasi-uniform
distributions may be designed so as to not disrupt the circuit
design of the integrated circuit component 102, 104, 106,
108, 112. Each digital sensor 114 may measure process




US 11,616,841 B2

S

speed, temperature, and/or voltage for circuits within a
sensing range of the digital sensor 114 by reacting to
conditions within the sensing range of the digital sensor 114.

Each digital sensor 114 may be communicatively con-
nected to a sensor network control unit 112 by a commu-
nication circuit 116. In some embodiments, the communi-
cation circuit 116 may be an individual communication line
between the digital sensor 114 and a dedicated input pin at
the sensor network control unmit 112 associated with the
digital sensor 114 and a sensor identifier of the digital sensor
114. The sensor 1dentifier may indicate to the sensor network
control unit 112 from which digital sensors 114 the mea-
surement 1s transmitted. The digital sensor 114 may transmit
a measurement value to the dedicated input pin at the sensor
network control unit 112 via the 1individual communication
line. In some embodiments, the communication circuit 116
may be a communication bus between multiple digital
sensors 114 and the sensor network control unit 112. The
digital sensor 114 may transmit a measurement value and a
sensor 1dentifier to the sensor network control unit 112 via
the commumication bus. In some embodiments, the digital
sensor 114 may write the measurement value and/or the
sensor 1dentifier directly to a memory (not shown), such as
a register or cache, accessible by the sensor network control
unit 112. In some embodiments, the digital sensor 114 may
write the measurement value and/or the sensor identifier to
a dedicated address for the digital sensor 114 1n the sensor
network control unit accessible memory. In some embodi-
ments, the digital sensor 114 may write the measurement
value and/or the sensor i1dentifier to a first available address
in the sensor network control unit accessible memory.

The sensor network control unmit 112 may receive the
measurement value and/or the sensor identifier from the
digital sensor 114 via the commumication circuit 116. In
some embodiments, the sensor network control unit 112 may
write the measurement value and/or the sensor i1dentifier to
the sensor network control unit accessible memory (not
shown). In some embodiments, the sensor network control
unit 112 may write the measurement value and/or the sensor
identifier to an address in the sensor network control unit
accessible memory associated with the dedicated input pin.
In some embodiments, the sensor network control unit 112
may write the measurement value and/or the sensor i1denti-
fier to an address 1n the sensor network control unit acces-
sible memory associated with the sensor i1dentifier. In some
embodiments, the sensor network control unit 112 may write
the measurement value and/or the sensor identifier to a first
available address the sensor network control unit accessible
memory.

The sensor network control unit 112 may retrieve mea-
surement values and sensor identifiers from the sensor
network control unit accessible memory, and may use the
retrieved measurement values and sensor 1dentifiers to 1den-
tify a critical group of digital sensors 114, referred to herein
as a critical tile 512 and described further with reference to
FIG. 5. The sensor network control unit 112 may retrieve
and use other data, from any number and combination of
sensor network control unit accessible memories, such as the
measurement values, the sensor 1dentifiers of the critical tile,
tile i1dentifiers, positions of tiles on the integrated circuit,
calibration coeflicients, and {itting matrix coethicients, all
described further herein with reference to FIGS. 7-9. The
sensor network control unit 112 may implement various
arithmetic operations, such as multiply-add operations,
using the other data to determine a hotspot, a location of
peak process, voltage, and/or temperature measurement and
described further with reference to FIGS. 6-9, in the critical
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tile, and map the hotspot to the on the integrated circuit. The
hotspot may be mapped to a location within an area of the
critical tile, which may be a subarea of an areca of a
component 102, 104, 106, 108, 112 of the integrated circuat.
The sensor network control unit 112 may output the location
of the hotspot and the process speed, temperature, and/or
voltage of the hotspot to a system controller 118.

The system controller 118 may take adequate steps to
adjust the process speed, temperature, and/or voltage of the
hotspot. For example, the system controller 118 may reduce
a Ifrequency of a portion of the component 102, 104, 106,
108, 112 located at the hotspot, transfer processing work
load from portion of the component 102, 104, 106, 108, 112
located at the hotspot to another portion (e.g., another
processing core) of the component 102, 104, 106, 108, 112,
etc.

The sensor network control unit 112 may also seli-
calibrate to account for manufacturing variances and deg-
radation of the digital sensors 114. The sensor network
control unit 112 may implement a self-calibration process
that may compare measurements taken by the digital sensors
114 under controlled conditions, such as processing load and
designated frequency, and recerved from the digital sensors
114 with a reference of a typical design performance char-
acteristic of the digital sensors 114. The comparison may be
calculations, described further herein with reference to
FIGS. 8 and 9, configured to output calibration coeflicients
for the digital sensors 114. Calibration coeflicients may be
calculated for each digital sensor 114 and stored in a sensor
network control unit memory in a manner associating the
calibration coefhicients with the digital sensor 114. The
calibration coeflicients may be used in calculations of the
process speed, temperature, and/or voltage of a hotspot to
adjust for manufacturing variances and degradation of the
digital sensors 114. The hotspot calculated using the cali-
bration coeflicients may be used to identify a location of the
hotspot, map the hotspot 1n the critical tile, and map the
hotspot on the integrated circuat.

FIG. 2 illustrates an example digital sensor suitable for
implementing various embodiments. A digital sensor 114
may include a ring oscillator 200, a high speed counter 202,
a counter storage 204, and a store signal synchronizer 206.
These components of the digital sensor 200, 202, 204, 206
may be sized to allow the digital sensor 114 to be placed in
a uniform or quasi-uniform distribution within an area of a
component of an integrated circuit (e.g., processor 102,
cache memory 104, IP unit 106, networking unit 108, 10 unit
110 1n FIG. 1, integrated circuit component 500 1n FIG. 5).
While a typical analog temperature sensor may have an area
of 200 um?, a digital sensor 114 may have a much smaller
area. For example, a digital sensor 114 may use nanometer
scale transistor technology, such as 5 nm fin field effect
transistor (FinFET) technology, and may have an area of
10.6 um*. The digital sensor 114 may react to environmental
conditions, such as heat or voltage, within a sensor range,
measure an eflect 1f the environmental condition on the
digital sensor 114, and output the measurement as a mea-
surement representing a process speed, a temperature, and/or
a voltage. Herein, the terms “measurement,” “measurement
value,” and “counter value” are used interchangeably to
indicate output data of a digital sensor 114 representing the
environmental condition effect on the digital sensor 114.

The rnng oscillator 200 may include an input pin at which
the ring oscillator 200 may receive a trigger signal 208. The
trigger signal 208 may be a digital signal that may indicate
to the digital sensor 114 when to measure and when not to
measure the environmental condition 1n the sensor range of
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the digital sensor 114. For example, a rising edge of the
trigger signal 208 may indicate to the digital sensor 114 to
start measuring the environmental condition and a high
value of the trigger signal 208 may indicate to the digital
sensor 114 to continue measuring the environmental condi-
tion. Similarly, a falling edge of the trigger signal 208 may
indicate to the digital sensor 114 to stop measuring the
environmental condition and a low value of the trigger
signal 208 may indicate to the digital sensor 114 to continue
to not measure the environmental condition. In some
embodiments, the indications of the rising edge and the high
value of the trigger signal 208 and the falling edge and low
value of the trigger signal 208 may be reversed. In some
embodiments, the trigger signal 208 may be an analog signal
for which a first voltage or current may indicate to the digital
sensor 114 to start measuring the environmental condition
and to continue measuring the environmental condition.
Similarly, a second voltage or current of the trigger signal
208 may indicate to the digital sensor 114 to stop measuring
the environmental condition and to continue to not measure
the environmental condition. For clarity, the examples
herein are described using the rising edge and high value of
the trigger signal 208 to indicate to the digital sensor 114 to
start and maintain measuring the environmental condition,
and the falling edge and low value of the trigger signal 208
to 1ndicate to the digital sensor 114 to stop and maintain not
measuring the environmental condition. The trigger signal
208 may be controlled to elapse a designated period between
signaling to the digital sensor 114 to start and stop measuring
the environmental condition. The period may be designated
programmatically and/or by a user.

For the digital sensor 114 to measure the environmental
condition, the ring oscillator 200 may receive the rising edge
and/or high value of the trigger signal 208. In response
receiving the rising edge and/or high value of the trigger
signal 208, the ring oscillator 200 may oscillate a ring
oscillator signal and output the oscillating ring oscillator
signal to a high speed counter 202 and to a storage signal
synchronizer 206. The ring oscillator signal may be a digital
signal that may oscillate between high and low values. In
some embodiments, the ring oscillator 200 may use the
trigger signal 208 to power the ring oscillator 200 and/or as
an mput for the ring oscillator signal. A speed at which the
ring oscillator 200 may oscillate the ring oscillator signal
may be aflected by the environmental condition the digital
sensor 114 measures. For example, the rng oscillator 200
being 1n a higher temperature environment may be affected
in a manner that may cause the ring oscillator 200 to
oscillate the ring oscillator signal slower relative to being 1n
a lower temperature environment. In the foregoing example,
the terms higher temperature and lower temperature may be
relative to each other and/or to a temperature threshold. In
high voltage applications, where performance may degrade
In response to temperature increase, temperature accuracy
may be important, and the digital sensor 114 may be
configured to detect small changes in temperature. For
example, the digital sensor 114 may be configured to detect
a change 1n temperature by single digit degrees Celsius 1n a
nanosecond measurement timescale, such as at least 2° C. in
a measurement time of 10 ns. In low voltage applications,
where performance may rapidly degrade in relation to
voltage drop, voltage accuracy may be important, and the
digital sensor 114 may be configured to detect small voltage
drops. For example, the digital sensor 114 may be config-
ured to detect a voltage drop of single digit millivolts 1n a
nanosecond measurement timescale, such as at least 1 mV
change at a low end of a voltage range 1n a measurement
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time of 10 ns. The ring oscillator 200 and the high speed
counter 202 may be communicatively connected by a com-
munication circuit. The ring oscillator 200 may output the
ring oscillator signal to the high speed counter 202 via the
communication circuit. The ring oscillator 200 and the
storage signal synchronizer 206 may be communicatively
connected by a communication circuit. The ring oscillator
200 may output the ring oscillator signal to the high speed
counter 202 via the communication circuit. In some embodi-
ments, the high speed counter 202 and the storage signal
synchronizer 206 may be commumicatively connected 1in
parallel to the ring oscillator 200 via a shared communica-
tion circuit.

The high speed counter 202 may receive the ring oscil-
lator signal from the ring oscillator 200 via the communi-
cation circuit. The ring oscillator signal may indicate to the
high speed counter 202 when to increment a counter value
of the ring oscillator signal. For example, a rising edge
and/or a high value may indicate to the high speed counter
202 to increment the counter value, and a falling edge and/or
a low value may indicate to the high speed counter 202 to
stop 1incrementing the counter value. For clarity, the
examples herein are described using the ring oscillator
signal as 1 the foregoing example, however, 1n some
embodiments, the indications of the ring oscillator signal to
the high speed counter 202 may be reversed. In some
embodiments, the high speed counter 202 may increment the
counter value once in response to a rising edge and/or a high
value of the nng oscillator signal. In some embodiments, the
high speed counter 202 may repeatedly increment the coun-
ter value 1n response to a high value of the ring oscillator
signal. In some embodiments, the high speed counter 202
may store the counter value to a counter storage 204, such
as a register, accessible by the high speed counter 202 after
each increment of the counter value. In some embodiments,
the high speed counter 202 may store the counter value to
the counter storage 204 in response to a falling edge and/or
a low value of the ring oscillator signal. The high speed
counter 202 may be communicatively connected to the
counter storage 204 by a communication circuit. The high
speed counter 202 may output the counter value signal to the
counter storage 204 via the communication circuit. The
counter storage 204 may receive the counter value from the
high speed counter 202 via the communication circuit and
store the counter value.

A storage signal synchronizer 206 may also receive the
trigger signal 208 and interpret a falling end and/or low
value of the trigger signal 208 to indicate to the digital
sensor 114 to stop measurement. The storage signal syn-
chronizer 206 may receive the ring oscillator signal from the
ring oscillator 200 wvia the communication circuit. In
response to recerving the falling edge and/or low value of the
trigger signal 208 and the falling edge and/or low value of
the ring oscillator signal, the storage signal synchronizer 206
may output a clear counter signal to the counter storage 204.
In other words, the storage signal synchronizer 206 may
align the trigger signal 208 with the ring oscillator signal to
output the clear counter signal at an end of a measurement
period for the digital sensor 114. The clear counter signal
may be a digital signal that may alternate between high and
low values, and may be the same type or an inverted type of
digital signal value as the trigger signal 208 and/or the ring
oscillator signal. In some embodiments, the clear counter
signal may be generated from the trigger signal 208 and/or
the ring oscillator signal. In some embodiments, the clear
counter signal may be generated and/or selected in response
to the trigger signal 208 and/or the ring oscillator signal. The
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storage signal synchronizer 206 and the counter storage 204
may be communicatively connected by a communication
circuit. The storage signal synchronizer 206 may output the
clear counter signal to the counter storage 204 wvia the
communication circuit.

The counter storage 204 may receive the clear counter
signal from the storage signal synchronizer 206 via the
communication circuit. The clear counter signal may indi-
cate to the counter storage 204 when to output a sensor
output signal 210, which may include the stored counter
value and/or a 1dentifier for the digital sensor 114, to a sensor
network control unit (e.g., sensor network control unit 112
in FIGS. 1 and 9) via a communication circuit (€.g., com-
munication circuit 116 1n FIG. 1). In some embodiments, the
clear counter signal may further indicate to the counter
storage 204 to clear the stored counter value. For example,
a rising edge and/or a high value of the clear counter signal
may indicate to the counter storage 204 to output a sensor
output signal 210 and/or to clear the stored counter value.
For clarity, the examples herein are described using the clear
counter signal as i1n the foregoing example, however, 1n
some embodiments, the counter storage 204 may rather
respond similarly to a falling edge and/or a low value of the
clear counter signal.

FIG. 3 1llustrates a method 300 for sensing an environ-
mental condition at a digital sensor according to an embodi-
ment. The method 300 may be implemented in dedicated
hardware (e.g., digital sensor 114 1n FIGS. 1, 2 and 5-6D,
ring oscillator 200, high speed counter 202, counter storage
204, store signal synchronizer 206 1n FIG. 2). In order to
encompass the alternative configurations enabled 1n various
embodiments, the hardware implementing the method 300 1s
referred to herein as a “sensing device.” The method 300 1s
described herein with reference to certain structural ele-
ments for purposes of illustration and ease of reference.
However, other suitable structural elements are contem-
plated within the scope of the disclosure for performing the
operations described with reference to blocks 302-324 of the
method 300.

In block 302, a sensing device may receive a trigger signal
(e.g., trigger signal 208 1n FIG. 2). The trigger signal may be
a digital signal that may indicate to the sensing device when
to measure and when not to measure the environmental
condition 1 a sensor range of the sensing device. For
example, a rising edge of the trigger signal may indicate to
the sensing device to start measuring the environmental
condition and a high value of the trigger signal may indicate
to the sensing device to continue measuring the environ-
mental condition. Similarly, a falling edge of the trigger
signal may indicate to the sensing device to stop measuring
the environmental condition and a low value of the trigger
signal may indicate to the sensing device to continue to not
measure the environmental condition. The falling edge and/
or low value of the trigger signal may also partially indicate
to the sensing device to output a sensor output signal (e.g.,
sensor output signal 210 1n FIG. 2) and clear a storage device
(e.g., counter storage 204 in FIG. 2) of the sensing device.
In some embodiments, the indications of the rising edge and
the high value of the trigger signal and the falling edge and
low value of the trigger signal 208 may be reversed. In some
embodiments, the trigger signal may be an analog signal for
which a first voltage or current may indicate to the sensing,
device to start measuring the environmental condition and to
continue measuring the environmental condition. Similarly,
a second voltage or current of the trigger signal may indicate
to the sensing device to stop measuring the environmental
condition and to continue to not measure the environmental
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condition. The second voltage or current, or a third voltage
or current, of the trigger signal may also partially indicate to
the sensing device to output the sensor output signal and
clear the storage device of the sensing device. For clanty, the
examples herein are described using the rising edge and high
value of the trigger signal to indicate to the sensing device
to start and maintain measuring the environmental condi-
tion, and the falling edge and low value of the trigger signal
to 1ndicate to the sensing device to stop and maintain not
measuring the environmental condition. These triggering
methods are provided as examples, other methods to trigger
the sensing device to start or stop measuring environmental
conditions are within the contemplated scope of disclosure.
The trigger signal may be controlled to elapse a designated
period between signaling to the sensing device to start and
stop measuring the environmental condition. The period
may be designated programmatically and/or by a user. In
some embodiments a ring oscillator 200 and/or a storage
signal synchronizer 206 of a digital sensor 114 may receive
a trigger signal 1in block 302.

In determination block 304, the sensing device may
determine whether the trigger signal indicates to the sensing
device to measure the environmental condition. In other
words, the sensing device may determine whether the
received trigger signal 1s a rising edge of the trigger signal
or a high value of the trigger signal. The sensing device may
determine whether the received trigger signal 1s a rising edge
or a high value using various known means. In some
embodiments, the ring oscillator 200 and/or the store signal
synchronizer 206 may determine whether the trigger signal

indicates to the sensing device to measure the environmental
condition in determination block 304.

In response to determining that the trigger signal indicates
to the sensing device to measure the environmental condi-
tion (1.e., determination block 304=*Yes”), the sensing
device may oscillate a ring oscillator signal 1n block 306.
The ring oscillator signal may be a digital signal that may
oscillate between high and low values. The ring oscillator
signal may indicate to the sensing device when to increment
a counter value of the ring oscillator signal. For example, a
rising edge and/or a high value may indicate to the sensing
device to increment the counter value, and a falling edge
and/or a low value may indicate to the sensing device to stop
incrementing the counter value. For clarity, the examples
herein are described using the ring oscillator signal as 1n the
foregoing example, however, 1n some embodiments, the
indications of the ring oscillator signal to the sensing device
may be reversed. In some embodiments, the sensing device
may use the trigger signal to power the sensing device and/or
as an 1put for the ring oscillator signal. In block 308, the
sensing device may output the ring oscillator signal. In some
embodiments, the ring oscillator 200 may oscillate a ring
oscillator signal i block 306 and may output the ring
oscillator signal 1n block 308.

In block 310, the sensing device may receive the ring
oscillator signal. In some embodiments, a high speed coun-
ter 202 and/or the storage signal synchronizer 206 may
receive the ring oscillator signal 1 block 310. In block 312,
the sensing device may increment a counter value. In some
embodiments, the sensing device may increment the counter
value once 1n response to a rising edge and/or a high value
of the rning oscillator signal. In some embodiments, the
sensing device may repeatedly increment the counter value
in response to a high value of the ring oscillator signal. In
some embodiments, the high speed counter 202 may incre-
ment a counter value 1n block 312.
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In block 314, the sensing device may store the counter
value. The sensing device may store the counter value to a
counter storage, such as a register, accessible by the sensing
device after each increment of the counter value. In some
embodiments, the sensing device may store the counter
value to the counter storage in response to a falling edge
and/or a low value of the ring oscillator signal. In some
embodiments, the high speed counter 202 may store the
counter value 1 block 314. Following storing the counter
value 1 block 314, the sensing device may continue to
receive the trigger signal 1 block 302.

In response to determining that the trigger signal does not
indicate to the sensing device to measure the environmental
condition (i.e., determination block 304="No"), the sensing
device may output the ring oscillator signal in block 316,
and the sensing device may receive the ring oscillator signal
in block 318. In some embodiments, the ring oscillator 200
may output the ring oscillator signal 1mn block 316 and the
high speed counter 202 and/or the storage signal synchro-
nizer 206 may receive the ring oscillator signal 1n block 318.

In determination block 320, the sensing device may
determine whether the ring oscillator signal 1s a falling edge.
The sensing device may determine whether the ring oscil-
lator signal 1s a falling edge using various known means. In
some embodiments, the storage signal synchronizer 206
may determine whether the ring oscillator signal 1s a falling
edge 1n determination block 320. In response to determining
that the ring oscillator signal 1s not a falling edge (i.e.,
determination block 320="No”), the sensing device may
continue to output the ring oscillator signal 1n block 316.

In response to determining that the ring oscillator signal
1s a falling edge (1.e., determination block 320="*Yes”), the
sensing device may output a clear counter signal in block
322. In other words, the sensing device may align the trigger
signal with the ring oscillator signal to output the clear
counter signal at an end of a measurement period for the
sensing device. The clear counter signal may be a digital
signal that may alternate between high and low values, and
may be the same type or an mverted type of digital signal
value as the trigger signal and/or the ring oscillator signal.
In some embodiments, the clear counter signal may be
generated from the trigger signal and/or the ring oscillator
signal. In some embodiments, the clear counter signal may
be generated and/or selected 1in response to the trigger signal
and/or the ring oscillator signal. The clear counter signal
may indicate to the sensing device when to output the sensor
output signal, which may include the stored counter value
and/or an i1dentifier for the sensing device, to a sensor
network control unit (e.g., sensor network control unit 112
in FIGS. 1 and 9). In some embodiments, the clear counter
signal may further indicate to the sensing device to clear the
stored counter value. For example, a rising edge and/or a
high value of the clear counter signal may indicate to the
sensing device to output a sensor output signal and/or to
clear the stored counter value. For clarity, the examples
herein are described using the clear counter signal as in the
foregoing example, however, 1n some embodiments, the
sensing device may rather respond similarly to a falling edge
and/or a low value of the clear counter signal. In some
embodiments, the storage signal synchronmizer 206 may
output a clear counter signal 1n block 322.

In block 324, the sensing device may receive the clear
counter signal. In block 326, the sensing device may output
a sensor output signal. In block 328, the sensing device may
clear the counter storage. In some embodiments, the counter
storage 204 may receive the clear counter signal in block
324, output a sensor output signal in block 326, and clear the
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counter storage 1n block 328. Following clearing the counter
storage 1n block 328, the sensing device may continue to
receive the trigger signal 1 block 302.

FIG. 4 graphically illustrates temperature decay over
distance on an integrated circuit. When an integrated circuit
1s operational, components of the integrated circuit (e.g.,
processor 102, cache memory 104, IP umt 106, networking
umt 108, 10 unit 110 i FIG. 1, integrated circuit component
500 1n FIG. 5) may consume electrical power and generate
heat. The heat may dissipate mainly through a substrate of
the mtegrated circuit, such as silicon. The manner in which
the temperature (1) decreases with distance away from a
heat source (d,), such as a hotspot, on the integrated circuit,
as measured from a location (d) (e.g., a digital sensor 114 1n
FIG. 1) on the mtegrated circuit, may be calculated using an
exponentially decaying function:

1
T(d) = Tyl &) ed )

where at a certain distance (0), the temperature may be half
of what 1t 1s at the heat source, regardless of the temperature
of the heat source. As illustrated in the graph of FIG. 4, a
temperature (1, or'T,) at a first distance (d,) may be halved
(T,/2 or T,/2) at a second distance (d), when the first
distance and the second distance are a certain distance (0)
apart. A voltage discharge over distance may be calculated
in the same manner by replacing temperature (1) for voltage

(V)

(eq. 2)

V(d)=V(d.;.)€(_ )

where voltage discharge may decay by half over a certain
distance (0).

FIG. 5 1illustrates an example of part of a digital sensor
network within an area of an integrated circuit component
suitable for implementing various embodiments. A digital
sensor network (e.g., digital sensor network 100 1n FIG. 1)
may 1nclude portions that are configured to sense the envi-
ronmental conditions for particular integrated circuit com-
ponents 500 (e.g., processor 102, cache memory 104, IP unit
106, networking unit 108, 10 unit 110 1n FIG. 1). Placement
of the digital sensors 114 may be uniformly or quasi-
uniformly distributed over an area of an integrated circuit
component 500. Any number of digital sensors 114 may be
distributed over the area of the integrated circuit component
500. For clarity, the communication circuits (e.g., commu-
nication circuits 116 1n FIG. 1), commumicatively connect-
ing the digital sensors 114 to a sensor network control unit
(e.g., sensor network control unit 112 in FIGS. 1 and 9) are
omitted from FIG. 5.

Groups of the digital sensors 114 may be referred to as
tiles 502. A tile may include any number of digital sensors
114 configured 1n a symmetrical or quasi-symmetrical pat-
tern. As with a quasi-uniform distribution of digital sensors
114, a quasi-symmetrical pattern of digital sensors 114 may
be a distribution as close as possible to a symmetrical pattern
given layout restrictions by circuits of the integrated circuit
component 500 being located where a digital sensor 114
may be located 1n a symmetrical pattern. Both uniform and
quasi-symmetrical patterns may be designed to not disrupt
the circuit design of the integrated circuit component 500.
For example, a uniform and/or quasi-symmetrical distribu-
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tion pattern of digital sensors 114 may be a grid-like
distribution pattern of digital sensors 114 in which rows and
columns of digital sensors 114 may be oflset by hall the
distance 0 (e.g., 0/2). Aresulting tile pattern may be a square
having a digital sensor 114 at each corner of the perimeter
of the square and a digital sensor 114 1n the middle of the
square. Each side of the square may be the distance o, at
which temperature and/or voltage discharge may decay by
half. The digital sensors 114 on the perimeter of the square
may be spaced apart by the distance 6. A distance between
the perimeter of the square and the digital sensor 114 1n the
middle of the square may be hall the distance o (6/2).
Adjacent tiles 502 and/or overlapping tiles 502 may share
digital sensors 114. A tile 502 1n which a center digital
sensors 114 1s calculated to be the closest digital sensor 114
to a hotspot 510 may be referred to as a critical tile 512. In
an example tile 502, the environmental condition may
decreases by half over a millimeter scale distance, such as
approximately 1 mm, through substrate heat dissipation. A
distribution of digital sensors 114 having a 0.5 mm tile side
s1ze may 1dentily hotspots 510 with a precision of 31.5 mm.
A common 64-bit mnteger multiplier may be approximately
40 mmx40 mm when formed 1n 5 nm transistor technology.
A tile that 1s 0.5 mmx0.5 mm may contain 150 64-bit
multipliers. A31.5 mm precision means that precisely which
specific multiplier 1s located at the hotspot may be 1dentified.
An area penalty due to the insertion of the sensors 1n such
a tile distribution of the digital sensors 114 1n the 64-bi1
integer multiplier may be 0.0125%.

A digital sensor 114 may more reliably measure a change
in the environmental condition than another digital sensor
114 when the digital sensor 114 1s closer to a hotspot than
another digital sensor 114. Digital sensors 114 may be
arranged 1n a grid-like pattern so that any hotspot 510 may
occur 1n between digital sensors 114 of a critical tile 512 and
so that the sensor ranges of the digital sensors 114 overlap.
Such a configuration of digital sensors 114 may guarantee
that functional digital sensors 114 register a change 1n the
environmental condition. From measurements sensed by the
digital sensors 114 surrounding a hotspot 510 and knowing
how an environmental condition decays with distance on an
integrated circuit, where the hotspot 510 1s located and what
peak environmental condition the hotspot 510 has may be
calculated. For example, a hotspot 510, whose temperature
predictably decays over radial distance 504, 506, 508, may
occur between two digital sensors 114 of a critical tile 512,
and may be sensed by any number of digital sensors 114 of
the critical tile 512. A benefit of a gnd-like distribution
pattern of digital sensors 114 may be that for a given center
digital sensor 114, the perimeter digital sensors 114 may be
uniquely defined. It may be preferred to have a uniform
pattern of distribution of digital sensors 114 so that the
measurements from each digital sensor 114 may be inter-
preted the same way. However, some critical functional
blocks of the mtegrated circuit component 500 may not
allow precise placement of the digital sensors 114, resulting
in a uniform pattern of distribution of digital sensors 114,
having local “urregular” tiles 510. The concept and the
mathematical processing of the measurement from such
“irregular” tiles 510 may be the same as for regular tiles 510,
only matrix coeflicients may be diflerent to adjust for the
quasi-uniform distances. The sensor network control unit
may have specific information for these irregular tiles 510.

The sensor network control unit may receive the mea-
surements from the digital sensors 114 of the integrated
circuit component 500 and determine which digital sensor
114 out of the digital sensor network 100 has the highest
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measurement among all. The sensor network control unit
may 1dentily the critical tile 512 by i1dentifying which tile
502 has a center digital sensor 114 with a highest measure-
ment. Identifying the critical tile 512 may 1dentify the digital
sensors 114 of the critical tile 512. The sensor network
control unit may process the measurements of the digital
sensors 114 of the critical tile 512, and produce the peak
value of the environmental condition at the hotspot 310 and
a location of the hotspot 510.

FIGS. 6A-6D illustrate examples of a critical tile 512 of
a digital sensor network on an integrated circuit suitable for
implementing various embodiments. A critical tile 512 may
include any number of digital sensors 114 and a finite
number of potential hotspots 600. The examples 1llustrated

in FIGS. 6A-6D include the critical tile 512 having five

digital sensors 114, where digital sensors A, B, C, and D are
perimeter or corner digital sensors 114, and digital sensor E
1s a center digital sensor 114. In these examples, the number
ol potential hotspots 600 of the critical tile 512 may be a
finite number N*, where there may be N number of potential
hotspots 600 per row and column of potential hotspots 600.
As described herein, a critical tile 512 may be any sym-
metrical or quasi-symmetrical shape and include any num-
ber of digital sensors 114. The shape and size of the critical
tile 512 and placement of the digital sensors 114 may aflect
the number and/or layout of the potential hotspots 600 of the
critical tile 512. The examples 1llustrated 1n FIGS. 6 A-6D
are not limiting on the scope of the claims or the specifica-
tion.

A series of equations may be used to determine features
of a hotspot (e.g., hotspot 510 1n FIG. 5) of the critical tile
512, including the environmental condition at the hotspot
and the distance of the hotspot from the digital sensors 114
of the critical tile 512. The equations are described herein
with reference to the examples 1llustrated 1n FIGS. 6 A-6D,
but may be modified to accommodate different configured
critical tiles 512.

The measurements at a digital sensor 114 (C__ ) of the
critical tile 512 may be calculated as a function of the

environmental condition (C,,,.,.ia nosspor) @t the potential
hotspots 600 and distance (d ) between

sensor, potential hotspot

the digital sensor 114 and the potential hotspots:

N (eq. 3)

(dSE'H.S‘DF,N ]
o)
Csen.s.-::r — E CN "€

|

The exponential term may be rewritten to simplily the
equation:

N (eq. 4)
Csen.sc:r — Z CN " Csensor,N
1

For each measurement of each of the digital sensors 114

(C a system ol equations may be constructed:

each 55}?50?) ’

Ca O (a1 - @an | (eq. 3)

Cmﬂh SENSOF — where F =

| YE1 -+ YEN |
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The system of equations for the measurements of each of
the digital sensors 114 (eq. 5) may be solved for the

environmental condition at each of the potential hotspots
600 (C

each potential hﬂrspc}r):

C O CCa (eq. 6)

Ceach potential hotspot —

Oy | CE

However, the system of equations for the environmental
condition at each of the potential hotspots 600 (eq. 6) may
be under-determined and may not have a solution.

FIGS. 6 A-6D 1illustrate a configuration for narrowing the
potential hotspots 600 to a number of the potential hotspots
600 for which the system of equations for the environmental
condition at each of the potential hotspots 600 (eq. 6) may
be solved. As described herein, a critical tile 512 1s a tile
(c.g., tile 502 1 FIG. 5) of a portion of a digital sensor
network (e.g., digital sensor network 100 1n FIG. 1) for a
particular integrated circuit component (e.g., processor 102,
cache memory 104, IP unit 106, networking unit 108, 10 unit
110 1n FIG. 1, mtegrated circuit component 500 1n FIG. 5)
where a hotspot may be located closest to a center digital
sensor 114 (digital sensor E) than the perimeter digital
sensors 114 (digital sensors A, B, C, and D). Therefore, as
illustrated 1n FIG. 6A, for a cnitical tile 512, the potential
hotspots 600 may be narrowed to the potential hotspots 604
within a half tile width diameter 606 from the center digital
sensor 114 (digital sensor E). Narrowing the potential hot-
spots 600 to the potential hotspots 604 within the half tile
width diameter 606 may double the precision of the calcu-
lations for the environmental condition at a hotspot. This
level of precision may allow the environmental condition at
a hotspot to be discerned from other potential hotspots 604
separated by a distance on a micrometer scale. For example,
this level of precision may allow for discernment of the
environmental condition at a hotspot separated by a distance
of 31.5 um on a tile of 0.5 mm.

FIGS. 6B-6D illustrate turther narrowing the potential
hotspots 604 based on comparison of measurements
between the digital sensors 114 to determine which of the
perimeter digital sensors 114 (digital sensors A, B, C, and D)
are next closest to the hotspot after the center digital sensor
114 (digital sensors E). Based on having five digital sensors
114, sorting the measurements of the digital sensors 114 may
produce three diflerent combinations per eighth of the half
tile width diameter 606. For example, FIG. 6B 1llustrates a
comparison the measurements of the digital sensors 114 may
indicate that the measurements of the digital sensors 114
may be ordered as E>D>C=A>B. With the potential hot-
spots 604 closest to center digital sensor E, then to the
perimeter digital sensor D, and then equally to the perimeter
digital sensor C and the perimeter digital sensor A, the
potential hotspots 604 may be narrowed to potential hotspots
604 within the half tile width diameter 606 and along an axis
between center digital sensor E and perimeter digital sensor
D.

For another example, FIG. 6C illustrates a comparison the
measurements of the digital sensors 114 may indicate that
the measurements of the digital sensors 114 may be ordered
as E>D>C>B>A. With the potential hotspots 604 closest to
the center digital sensor E, then to the perimeter digital
sensor D, and then to the pernimeter digital sensor C, the
potential hotspots 604 may be narrowed to potential hotspots
604 within the half tile width diameter 606 and between an
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axis between the center digital sensor E and the perimeter
digital sensor D and an axis bisecting the potential hotspots
604 between the perimeter digital sensor D and the perim-
cter digital sensor C.

For another example, FIG. 6D 1llustrates a comparison the
measurements of the digital sensors 114 may indicate that

the measurements of the digital sensors 114 may be ordered
as E>D=C>B=A. With the potential hotspots 604 closest to
center digital sensor E and then equally to the perimeter
digital sensor D and the perimeter digital sensor C, the
potential hotspots 604 may be narrowed to potential hotspots
604 within the half tile width diameter 606 and along an axis
bisecting the potential hotspots 604 between the perimeter
digital sensor D and the perimeter digital sensor C.

The foregoing examples 1llustrated in FIGS. 6B-6D relate
to the potential hotspots 604 1n the eighth of the half tile
width diameter 606 between the axis between the center
digital sensor E and the perimeter digital sensor D and the
ax1s bisecting the potential hotspots 604 between the perim-
cter digital sensor D and the perimeter digital sensor C.
Similar comparisons of the digital sensors 114 resulting 1n
different orders of the perimeter digital sensors 114 (A, B, C,
and D), may similarly narrow the potential hotspots 604 1n
the other seven eighths of the half tile width diameter 606.

The system of equations for the environmental condition
at each of the potential hotspots 600 (eq. 6) may be simpli-
fied to the equations for the potential hotspots 604. The
digital sensors 114 may provide suflicient information to
solve the less complex system of equations for the environ-
mental condition at each of the potential hotspots 604 (eq.
6).

FIG. 7 illustrates a method 700 for seli-calibration of a
sensor network control unit according to an embodiment.
The method 700 may be implemented in software executing
1n a processor (€.g., sensor network control unit 112 in FIGS.
1 and 9, system controller 116 in FI1G. 1), 1n general purpose
hardware, 1n dedicated hardware (e.g., sensor network con-
trol unit 112 1n FIGS. 1 and 9), or 1n a combination of a
soltware-configured processor and dedicated hardware, such
as a processor executing soltware (e.g., sensor network
control unit 112 1 FIGS. 1 and 9, system controller 116 1n
FIG. 1) within a digital sensor network (e.g., digital sensor
network 100 in FIG. 1) that includes other individual com-
ponents (e.g., processor 102, cache memory 104, IP umt
106, networking unit 108, 10 unit 110 i FIG. 1, integrated
circuit component 500 in FIG. §), and various memory/
cache controllers. In order to encompass the alternative
configurations enabled 1n various embodiments, the hard-
ware 1mplementing the method 700 1s referred to herein as
a “control device.” The method 700 1s described herein with
reference to certain structural elements for purposes of
illustration and ease of reference. However, other suitable
structural elements are contemplated within the scope of the
disclosure for performing the operations described with
reference to blocks 702-712 of the method 700.

Digital sensors (e.g., digital sensor 114 i FIGS. 1, 2 and
5-6D) of a digital sensor network may be aflected by
manufacturing variances and/or degradation over time and
may not perform as expected, such as not performing in
accordance with an expected performance for a same type of
digital sensor. A control device may implement a seli-
calibration of the control device to be able to adjust for
variances in performance of the digital sensors. In some
embodiments, the self-calibration of the control device may
be executed for any number and combinations of digital
sensors 1n response to anomalous sensor data from any
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number and combination of digital sensor, periodically, 1n
response to a user prompt, etc.

In block 702, the control device may apply a control
factor to an integrated circuit component. A control factor
may be any combination of a workload, a voltage, a pro-
cessor Irequency, processor, memory, and/or communica-
tion operations, etc. for which, when the integrated circuit
component, a normal environmental condition for the inte-
grated circuit component 1s known. The control device may
apply a control factor to any number and combination of
integrated circuit components, such as integrated circuit
components 1 an area of which digital sensors, that the
control device 1s to be calibrated for, are distributed. In some
embodiments, a sensor network control umit and/or a system
controller may apply the control factor to the integrated
circuit component 1n block 702. In some embodiments, the
processor 102, the sensor network control umt 112, the
system controller 116, or other processing device (not
shown), such as a processor separate from the digital sensor
network 100 and/or the integrated circuit having the digital
sensor network 100, may apply the control factor to the
integrated circuit component 1n block 702.

In block 704, the control device may receive sensor output
signals from any number and combination of digital sensors
of a digital sensor network. The control device may receive
sensor output signals from at least the digital sensors dis-
tributed within the area of the integrated circuit component
to which the control factor 1s applied 1n block 702. Each
sensor output signal may include sensor data of a counter
value and/or an identifier for the digital sensor that output
the sensor output signal. In some embodiments, the sensor
network control unit 112, including a sensor measurement
input and storage unit (e.g., sensor measurement mput and
storage unit 904 1n FIG. 9), may receive the sensor output
signals from the digital sensors 1n block 704.

In block 706, the control device may store the sensor data
of the sensor output signal. The control device may store the
counter value and/or the identifier for the digital sensor that
output the sensor output signal. The control device may store
the sensor data to an integrated and/or accessible memory,
which may be implemented as any number and combination
of volatile and/or non-volatile memory devices, such as a
register, a cache, a random access memory (RAM), a read
only memory (ROM), an electrically erasable programmable
ROM (EEPROM), a flash memory, etc. The control device
may store the sensor data in a manner that associates the
identifier for the digital sensor and the counter value from
the digital sensor. In some embodiments, the 1dentifier for
the digital sensor stored to the memory may be received in
the sensor output signal data or associated with a pin of the
control device on which the sensor output signal is received,
and written to the memory as part of storing the sensor
output signal data or preloaded in the memory. In some
embodiments, the sensor network control unit 112, including
a sensor data memory (e.g., sensor data memory 930 1n FIG.
9), may store the sensor data of the sensor output signal 1n
block 706.

In block 708, the control device may retrieve the sensor
data for a digital sensor. The control device may use the
identifier of a digital sensor to retrieve sensor data for the
digital sensor from the memory. The 1dentifier of the digital
sensor may be the identifier for a digital sensor selected by
the control device to use 1n a self-calibration of the control
device. In some embodiments, the sensor network control
unit 112, including an arithmetic unit (e.g., arithmetic unit
916 in FIG. 9), may retrieve the sensor data for the digital
sensor 1n block 708.

10

15

20

25

30

35

40

45

50

55

60

65

18

In block 710, the control device may calculate calibration
coellicients for the digital sensor. For any distribution of
digital sensors, the self-calibration process of the control
device may use at least two sensor measurements for each
digital sensor “1” (CS,” and CS.") to solve for the calibration
coeflicient values (d, and d,’) using known reference coun-
ter values (Cref, and Cret,):

p CS! - Cref, — CS, - Cref, (eq. 7)
0~ Cref, — Cref,
I. st - CS, (eq. 3)
dl

B Cref, — Cref,

These calibration coefficient values (d, and d,’) may be
expressed as matrices for multiple digital sensors, such as an
array of d,’ values may be notated as D, and a diagonal
matrix of d,” values may be notated as D,. These calibration
coellicients may be used to solve the system of equations for
the environmental condition at each of the potential hotspots
(eq. 6) while accounting for variances between the digital
sensors. Knowing the reference sensor values for each of the
digital sensors (C,,0, reference) the following equation can
be solved for the environmental condition at each of the
potential hotspots (C

each potential harspc}r):

C

Sgrnsayr FE"fE‘FE‘HCE"

:DD+D1 C

potential hoitspot

each sensor :D U+D 1 F .Ceack

(eq. 9)
Solving the above equation for the environmental condition
at each of the potential hotspots (C,,_;, ,osensiar norspor)s the

system of equations for the environmental condition at each
of the potential hotspots (eq. 6) becomes:

C —(Ft-py~LFtp l(c

each potential hoispot sensor refer”

EHCE—DD) (ﬂq 10)

where (F*F)""-F’ may be fixed and precomputed. In some
embodiments, the sensor network control unit 112, including
the arithmetic unit 916, may calculate the calibration coet-
ficients for the digital sensor 1n block 710.

In block 712, the control device may store the calibration
coellicients. The calibration coeflicients may be stored 1n a
manner that associates each of the calibration coeflicients
with an appropriate 1dentifier of the digital sensor for which
the calibration coeflicients were calculated. In some embodi-
ments, the calibration coeflicients may be stored in the same
memory or a different memory than the stored sensor data in
block 706. In some embodiments, the sensor network con-
trol unmit 112, including the arithmetic unit 916, may store the
calibration coeflicients 1 block 712.

FIG. 8 illustrates a method 800 for identifying and map-
ping hotspots according to an embodiment. The method 800
may be implemented 1n software executing 1n a processor
(e.g., sensor network control unit 112 1n FIGS. 1 and 9), 1n
general purpose hardware, in dedicated hardware (e.g.,
sensor network control unit 112 1n FIGS. 1 and 9), or 1n a
combination of a solftware-configured processor and dedi-
cated hardware, such as a processor executing software (e.g.,
sensor network control unit 112 1 FIGS. 1 and 9) within a
digital sensor network (e.g., digital sensor network 100 1n
FIG. 1) that includes other individual components (e.g.,
processor 102, cache memory 104, IP umt 106, networking
unit 108, 10 unit 110 1 FIG. 1, integrated circuit component
500 1n FIG. §), and various memory/cache controllers. In
order to encompass the alternative configurations enabled 1n
vartous embodiments, the hardware implementing the
method 800 1s referred to herein as a “control device.” In
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some embodiments, the method 800 may be implemented
for any number and combination of integrated circuit com-
ponents, including separately for multiple integrated circuit
components and/or concurrently for multiple integrated cir-
cuit components. The method 800 1s described herein with
reference to certain structural elements for purposes of
illustration and ease of reterence. However, other suitable
structural elements are contemplated within the scope of the
disclosure for performing the operations described with
reference to blocks 802-822 of the method 800.

In block 802, a control device may receive sensor output
signals from any number and combination of digital sensors
(e.g., digital sensor 114 in FIGS. 1, 2, and 5-6D) of a digital
sensor network. The control device may receive sensor
output signals from the digital sensors distributed within the
arcas ol any number and combination of integrated circuit
components. Each sensor output signal may include sensor
data of a counter value and/or an identifier for the digital
sensor that output the sensor output signal. In some embodi-
ments, the sensor network control unit 112, including a
sensor measurement input and storage unit (e.g., sensor
measurement input and storage unit 904 in FIG. 9), may
receive the sensor output signals from the digital sensors in
block 802.

In block 804, the control device may select any number of
critical digital sensors. In some embodiments, the control
device may compare the counter values of the digital sensors
with each other and determine which of the counter values
1s a critical counter value. A critical counter value may be a
counter value at an extreme of a range of the compared
counter values. In some embodiments, the control device
may compare the counter values to expected counter values
for the digital sensors that have identifiers of the digital
sensors associated with the compared counter values, and
may determine which of the counter values 1s a critical
counter value. A critical counter value may be a counter
value with a minimum or greatest deviation from an
expected counter value. In some embodiments, the counter
values may be adjusted by respective calibration coeflicients
prior to the comparisons. In some embodiments, the control
device may select any number and combination of critical
counter values, including based on a number of crnitical
counter values to select and/or a critical counter value
threshold, selecting based on critical counter values that
exceed the critical counter value threshold. A critical counter
value may be referred to as an extreme value of a compari-
son. The control device may 1dentily an identifier of a digital
sensor associated with a critical counter value as an 1denti-
fier of a critical digital sensor. In some embodiments, the
sensor network control unit 112, including a critical digital
sensor data selection unit (e.g., critical digital sensor data
selection unit 906 1 FIG. 9), may select the critical digital
sensors 1 block 804.

In block 806, the control device may identily any number
of critical tiles (e.g., critical tile 512 1n FIGS. 5-6D). The
control device may use an identifier of a critical digital
sensor to retrieve critical tile data from a memory. An
identifier of a critical digital sensor may be for a center
digital sensor of a tile (e.g., tile 502 1n FIG. 5, critical tile
512 1n FIGS. 5-6D). The identifier of the critical digital
sensor may be associated with tile data, including an 1den-
tifier of the tile. The control device may retrieve the 1den-
tifier of the tile associated with the i1dentifier of the critical
digital sensor. The control device may identify the 1dentifier
of the tile associated with the 1dentifier of the critical digital
sensor as an identifier of a critical tile. In some embodi-
ments, the sensor network control unit 112, including a tile
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data selection unit (e.g., tile data selection unit 912 1n FIG.
9), may 1dentify the critical tiles 1n block 806.

In block 808, the control device may identily perimeter
digital sensors of the critical tiles. As above, the control
device may use an 1dentifier of a critical digital sensor to
retrieve critical tile data from the memory. The 1dentifier of
the critical digital sensor may be associated with tile data,
including an identifier of the tile and identifiers of perimeter
digital sensors of the tile. In some embodiments, the control
device may retrieve the i1dentifiers of the perimeter digital
sensors associated with the identifier of the critical digital
sensor. The control device may 1dentily the 1dentifiers of the
perimeter digital sensors associated with the identifier of the
critical digital sensor as identifiers of the perimeter digital
sensors of a critical tile. In some embodiments, the control
device may retrieve the i1dentifiers of the perimeter digital
sensors associated with the identifier of a critical tile. The
control device may 1dentity the 1dentifiers of the perimeter
digital sensors associated with the identifier of the critical
tile as i1dentifiers of the perimeter digital sensors of the
critical tile. In some embodiments, the sensor network
control unit 112, including the tile data selection unit 912,
may 1dentity the perimeter digital sensors of the critical tiles
in block 808.

In block 810, the control device may sort counter values
of the perimeter digital sensors of the critical tiles. The
control device may use the identifiers of the perimeter digital
sensors of the critical tile to retrieve counter values associ-
ated with the identifiers of the perimeter digital sensors from
a memory. The control device may sort the counter values of
the perimeter digital sensors for each critical tile to narrow
the locations of potential hotspots (e.g., potential hotspots
600, 604 1n FIGS. 6 A-6D) within each critical tile. In some
embodiments, the control device may sort the counter values
based on magnitude of the counter values 1n comparison to
cach other. In some embodiments, the control device may
sort the counter values based on a magnitude of a deviation
of the counter values from respective expected values. In
some embodiments, the control device may use the i1denti-
fiers of the perimeter digital sensors of the critical tile to
retrieve calibration coeflicients associated with the 1dentifi-
ers of the perimeter digital sensors from the memory. The
retrieved counter values of the perimeter digital sensors may
be adjusted by the respective calibration coetlicients prior to
the comparisons. The control device may sort the counter
values mto an order indicating to the control device which
of the digital sensors of the critical tile 1s closer to a hotspot
(e.g., hotspot 510, 1n FIG. 5) compared to the other digital
sensors of the critical tile, with the center digital sensor
being the closest, followed by the various perimeter digital
sensors. In some embodiments, the sensor network control
unmt 112, including an arithmetic unit (e.g., arithmetic unit
916 in FIG. 9), may sort the counter values of the perimeter
digital sensors of the critical tiles in block 810.

In block 812, the control device may determine a subset
ol potential hotspots (e.g., hotspots 604 1n FIGS. 6 A-6D).
The control device may select potential hotspots for which
to solve the system of equations for the environmental
condition at each of the potential hotspots (eq. 10). As a
center digital sensor 1s a critical digital sensor, 1t may be the
closest digital sensor to a hotspot, and the control device

may narrow the potential hotspots to the potential hotspots
within a within a half tile width diameter from the center
digital sensor (e.g., half tile width diameter 606 1n FIGS.
6A-6D). The control device may determine that the potential
hotspots may be further narrowed based on the relationships
of the sorted counter values of the perimeter digital sensors.
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The control device may further narrow the potential hotspots
to the potential hotspots between the center digital sensor
and the perimeter digital sensors associated with a number
of the top sorted counter values of the perimeter digital
sensors. The control device may further narrow the potential
hotspots based on the relationship between the number of
the top sorted counter values of the perimeter digital sensors.
For example, for two equal top sorted counter values, the
control device may further narrow the potential hotspots to
potential hotspots along an axis between the perimeter
digital sensors associated with the two equal top sorted
counter values. For another example, for a sequentially
sorted counter values, the control device may further narrow
the potential hotspots to potential hotspots between an axis
connecting the center digital sensor and a perimeter digital
sensor associated with a top sorted counter value, and an
axis between the perimeter digital sensors associated with a
next two top sorted counter values. For another example, for
two equal top sorted counter values sequentially sorted
below a top sorted counter value, the control device may
turther narrow the potential hotspots to potential hotspots
along an axis connecting the center digital sensor and a
perimeter digital sensor associated with the top sorted coun-
ter value. The control device may determine that the subset
of potential hotspots may include the potential hotspots
narrowed to by the control device. In some embodiments,
the sensor network control unit 112, including the arithmetic
unit 916, may determine a subset of potential hotspots in
block 812.

In block 814, the control device may determine the
environmental conditions at the potential hotspots of the
subset of potential hotspots. To determine environmental
conditions at the potential hotspots of the subset of potential
hotspots, the control device may solve the system of equa-
tions for the environmental condition at each of the potential
hotspots (eq. 10) using the counter values and the calibration
coellicients of the digital sensors for the subset of potential
hotspots to solve for the reference sensor values for each of
the digital sensors (eq. 9). The control device may use
resulting reference sensor values for each of the digital
sensors and the calibration coetlicients of the digital sensors
for the subset of potential hotspots to solve the system of
equations for the environmental condition at each of the
potential hotspots (eq. 10). In some embodiments, the sensor
network control unit 112, including the arithmetic unit 916,
may determine the environmental conditions at the potential
hotspots of the subset of potential hotspots 1n block 814.

In block 816, the control device may identily hotspots.
Using the results of solving the system of equations for the
environmental condition at each of the potential hotspots
(eq. 10) for the subset potential hotspots, the control device
may compare the results to determine which potential hot-
spot 1s a hotspot. The comparison may result in a hotspot
having an environmental condition value that 1s more
extreme, such as higher or lower, than all the other envi-
ronmental condition values resulting from solving the sys-
tem of equations for the environmental condition at each of
the potential hotspots (eq. 10). The control device may
identify the potential hotspot with the most extreme envi-
ronmental condition value as a hotspot. In some embodi-
ments, the sensor network control unit 112, including the
arithmetic unit 916, may identify hotspots 1n block 816.

In block 818, the control device may map the hotspots to
positions on the critical tiles. Predefined fitting matrix coet-
ficients for each perimeter digital sensor of each tile may be
stored 1n a memory 1n association with the identifier for the
tile. The control device may retrieve the fitting matrix
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coellicient for the perimeter digital sensor associated with
the top sorted counter value and associated with the critical
tile from the memory. The control device, using the retrieved
fitting matrix coellicients may map the hotspot to an oilset
from the perimeter digital sensor associated with the top
sorted counter value and associated with the critical tile. In
some embodiments, the sensor network control unit 112,
including an integrated circuit position mapping unit (e.g.,
integrated circuit position mapping unit 922), may map the
hotspots to a position on the critical tiles 1n block 818.

In block 820, the control device may map the hotspots to
positions on an itegrated circuit. In some embodiments, the
control device may map a hotspot to a position on an
integrated circuit. In some embodiments, the control device
may map the hotspot to a position on an integrated circuit
component. The examples herein are described using an
integrated circuit; however, 1t should be clear that the
mapping may similarly be made to an integrated circuit
component. Each i1dentifier of a tile may be associated with
a coordinate position on an integrated circuit. Using the
mapping of a hotspot to a critical tile and the position of the
critical tile on the integrated circuit, the control device may
determine a position of a hotspot on the integrated circuit. In
some embodiments, the sensor network control unit 112,
including the integrated circuit position mapping unit 922,
may map the hotspots to positions on the integrated circuit
in block 820.

In optional block 822, the control device may map counter
values of the cnitical digital sensors to an environmental
condition. The control device may map a counter value of a
critical digital sensor to the environmental condition value
resulting from solving the system ol equations for the
environmental condition at the hotspot (eq. 10). In some
embodiments the sensor network control unit 112, including
the mtegrated circuit position mapping unit 922, may map
counter values of the critical digital sensors to an environ-
mental condition 1n optional block 820.

FIG. 9 1llustrates an example sensor network control unit
and process tlow suitable for implementing various embodi-
ments. The sensor network control unit 112 may be config-
ured to use counter values, measurements of an environ-
mental condition from digital sensors (e.g., digital sensors
114 1n FIGS. 1 and 6 A-6D) of a digital sensor network (e.g.,
digital sensor network 100 i FIG. 1), to determine a
location of a hotspot (e.g., hotspot 510 1n FIG. 5) on an
integrated circuit. In some embodiments, the various units
904, 906, 912, 916, 922 of the sensor network control unit
112 may be implemented 1in hardware. In some embodi-
ments, the various units 904, 906, 912, 916, 922 of the
sensor network control unit 112 may be implemented 1n a
soltware configured processor. In some embodiments, the
various units 904, 906, 912, 916, 922 of the sensor network
control unit 112 may be implemented in a combination of
hardware and a software configured processor. Various
memories 914, 930, 932, 934, 936 may be implemented in
any number and combination of volatile and/or non-volatile
memory devices, such as a register, a cache, a RAM, a
ROM, an EEPROM, a flash memory, etc. Data stored to the
various memories 914, 930, 932, 934, 936 may be stored 1n
any number and combination of data storage formats,
including databases, data structures, raw data, etc., that may
associate the data with a unique 1dentifier, such as a sensor
identifier (SID) or a tile identifier (T1D).

A top level mstruction decode and sequential logic 902
may Tfacilitate execution of the functions of the sensor
network control unit 112. The top level nstruction decode
and sequential logic 902 may decode and sequence 1nstruc-
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tions for the various units 904, 906, 912, 916, 922 of the
sensor network control unit 112. Decoding and sequencing
the nstructions may involve retrieving opcode, operands,
memory addresses, etc. need for implementing the instruc-
tions and controlling the order in which the 1nstructions are
implemented. The top level mnstruction decode and sequen-
tial logic 902 may be an interface between the various units

904, 906, 912, 916, 922 and 1nstruction and data memories,
such as the various memories 914, 930, 932, 934, 936.

A sensor measurement mput and storage unit 904 may
receive counter values from any number and combination of
digital sensors of the digital sensor network. The counter
values may be received 1n a sensor output signal (e.g., sensor
output signal 210 1 FIG. 2) from a counter storage (e.g.,
counter storage 204 in FIG. 2) of a digital sensor via a
communication circuit (e.g., communication circuit 116 in
FIG. 1). In some embodiments, the sensor measurement
input and storage unit 904 may receive counter values from
digital sensors of any number and combination of integrated
circuit components (e.g., processor 102, cache memory 104,
IP unit 106, networking umt 108, 10 unit 110 n FIG. 1,
integrated circuit component 500 in FIG. 5). In some
embodiments, the sensor measurement mput and storage
unit 904 may recerve the counter values on pins associated
with designated digital sensors, such as associating a pin
with an SID. In some embodiments, the sensor measurement
input and storage unit 904 may receive the counter values on
a bus interface along with data identilying a digital sensor,
such as an SID, associated with a counter value.

The sensor measurement 1mput and storage unit 904 may
store the received counter values 1n a sensor data memory
930 (Counter). In some embodiments, the sensor measure-
ment mput and storage unit 904 may store the recerved
counter values in association with an SID that may be
preloaded in the sensor data memory 930. In some embodi-
ments, the sensor measurement input and storage umt 904
may store the received counter values 1n association with an
SID by creating an entry 1n the sensor data memory 930 for
the SID and the associated, received counter values. In some
embodiments, the sensor measurement input and storage
unit 904 may store the received counter values and SIDs for
digital sensors of any number and combination of integrated
circuit components. The senor data memory 930 may further
store calibration coethicients (D, Coefl, D, Coell) associated
with an SID for adjusting the counter values for manufac-
turing variance and/or degradation over time of the digital
sensor associated with the SID.

A crntical digital sensor data selection unit 906 may
retrieve a portion or all of the stored SIDs and counter values
from the sensor data memory 930. In some embodiments,
the critical digital sensor data selection unit 906 may retrieve
the stored SIDs and counter values from the sensor data
memory 930 for digital sensors of any number and combi-
nation of integrated circuit components. In some embodi-
ments, the critical digital sensor data selection unit 906 may
compare the retrieved counter values with each other and
determine which of the counter values 1s a critical counter
value. A critical counter value may be a counter value at an
extreme of a range of the compared counter values. In some
embodiments, the critical digital sensor data selection unit
906 may compare the retrieved counter values to expected
counter values for the digital sensors with the SIDs associ-
ated with the retrieved counter values, and may determine
which of the counter values 1s a critical counter value. A
critical counter value may be a counter value with a mini-
mum or greatest deviation from an expected counter value.
The retrieved counter values may be adjusted by the respec-
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tive calibration coeflicients prior to the comparisons. In
some embodiments, the critical digital sensor data selection
unit 906 may select any number and combination of critical
counter values, including based on a number of critical
counter values to select and/or a critical counter value
threshold, selecting based on critical counter values that
exceed the critical counter value threshold. A critical counter
value may be referred to as an extreme value of a compari-
son. The critical digital sensor data selection umt 906 may
identify an SID associated with a critical counter value as a
critical SID. In some embodiments, the critical digital sensor
data selection unit 906 may further retrieve the calibration
coellicients associated with the retrieved SIDs. The critical
digital sensor data selection unit 906 may output any number
and combination of critical SIDs 908 and critical counter
values 910 to a tile data selection unit 912.

The tile data selection unit 912 may receive the critical
SIDs 908 and the critical counter values 910 from the critical
digital sensor data selection unit 906. The tile data selection
unit 912 may use a critical SID to retrieve critical tile data
from a tile data memory 932. In the tile data memory 932,
an SID of a center digital sensor of a tile, which may be the
critical SID, may be associated with tile data, including a

TID for the tile (e.g., tile 502 1n FIG. 5, critical tile 512 1n
FIGS. 5-6D), tile offsets (X and Y) with respect to an
integrated circuit and/or with respect to an integrated circuit
component, and SIDs for the perimeter digital sensors of the
tile. The tile data selection unit 912 may identify the critical
SIDs as the center digital sensors of critical tiles (e.g.,
critical tile 512 1n FIGS. 5-6D). The tile data selection unit
912 may retrieve the TID and the SIDs for the perimeter
digital sensors associated with a critical SID from the tile
data memory 932, and use the SIDs for the perimeter digital
sensors to retrieve the counter values and the calibration
coellicients associated with the SIDs for the perimeter
digital sensors from the sensor data memory 930. The tile
data selection unit 912 may also use the critical SID to
retrieve the calibration coetlicients associated with the criti-
cal SID from the sensor data memory 930. The tile data
selection unit 912 may store, 1n association with each other,
the critical SIDs, the critical counter values, and the cali-
bration coellicients associated with the critical SIDs to a
temporary critical tile data memory 914. The tile data
selection unit 912 may store, 1n association with each other,
the retrieved SIDs for the perimeter digital sensors of the
critical SIDs, the counter values associated with the SIDs for
the perimeter digital sensors, and the calibration coeflicients
associated with the SIDs for the perimeter digital sensors to
the critical tile data memory 914. In some embodiments, the
tile data selection unit 912 may also store the TIDs associ-
ated with the critical SIDs and the perimeter digital sensor
SIDs to the critical tile data memory 914.

The arithmetic unit 916 may retrieve the counter values
from the critical tile data memory 914, and sort the counter
values to narrow the locations of potential hotspots within
the critical tiles. In some embodiments, the arithmetic unit
916 may sort the counter values based on magnitude of the
counter values 1n comparison to each other. In some embodi-
ments, the arithmetic unit 916 may sort the counter values
based on a magnitude of a deviation of the counter values
from respective expected values. The expected counter
values or the retrieved counter values may be adjusted by the
respective calibration coeflicients prior to the comparisons.
The arithmetic unit 916 may sort the counter values nto an
order indicating to the arithmetic unit 916 which of the
digital sensors of the critical tile 1s closer to the hotspot
compared to the other digital sensors of the critical tile. The
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critical counter values may be the top sorted counter values
and the counter values of the perimeter SIDs may be lower
sorted counter values 1n relation to the critical counter value.

The arithmetic unit 916 may select a subset of potential
hotspots for which to solve the system of equations for the
environmental condition at each of the potential hotspots
(eq. 10). As the center digital sensors are critical digital
sensors, they may be the closest digital sensor to the
hotspots, and the arithmetic unit 916 may narrow the poten-
t1al hotspots to the potential hotspots within a within a half
tile width diameter from each center digital sensor (e.g., half
tile width diameter 606 in FIGS. 6 A-6D). The arithmetic

unit 916 may determine that the potential hotspots may be
turther narrowed based on the relationships of the sorted
counter values of the perimeter digital sensors. The arith-
metic unit 916 may further narrow the potential hotspots to
the potential hotspots between the center digital sensors and
the respective perimeter digital sensors associated with a
number of the top sorted counter values of the perimeter
digital sensors. The artthmetic unit 916 may further narrow
the potential hotspots based on the relationship between the
number of the top sorted counter values of the perimeter
digital sensors. For example, for two equal top sorted
counter values, the arithmetic unit 916 may further narrow
the potential hotspots to potential hotspots along an axis
between the perimeter digital sensors associated with the
two equal top sorted counter values. For another example,
for a sequentially sorted counter values, the arithmetic unit
916 may further narrow the potential hotspots to potential
hotspots between an axis connecting a center digital sensor
and a perimeter digital sensor associated with a top sorted
counter value, and an axis between the perimeter digital
sensors associated with a next two top sorted counter values.
For another example, for two equal top sorted counter values
sequentially sorted below another top sorted counter value,
the arithmetic unit 916 may narrow the potential hotspots to
potential hotspots along an axis connecting a center digital
sensor and a perimeter digital sensor associated with the top
sorted counter value. The arithmetic unit 916 may determine
that the subset of potential hotspots may include the poten-
tial hotspots narrowed to by the anithmetic unit 916.

The arithmetic unit 916 may solve the system of equations
to determine the environmental condition at each of the
potential hotspots of the subset of potential hotspots. To
determine environmental conditions at the potential hotspots
of the subset of potential hotspots, the arithmetic unit 916
may solve the system of equations for the environmental
condition at each of the potential hotspots (eq. 10) using the
counter values and the calibration coeflicients of the digital
sensors for the subset of potential hotspots to solve for the
reference sensor values for each of the digital sensors (eq. 9).
The anithmetic unit 916 may use resulting reference sensor
values for each of the digital sensors and the calibration
coellicients of the digital sensors for the subset of potential
hotspots to solve the system of equations for the environ-
mental condition at each of the potential hotspots (eq. 10).

Using the results of solving the system of equations for
the environmental condition at each of the potential hotspots
(eq. 10) for the subset potential hotspots, the arithmetic unit
916 may compare the results to determine which potential
hotspot 1s a hotspot. The comparison may result 1n a hotspot
having an environmental condition value that i1s more
extreme, such as higher or lower, than all the other envi-
ronmental condition values resulting from solving the sys-
tem of equations for the environmental condition at each of
the potential hotspots (eq. 10) for the subset potential
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hotspots. The arithmetic unit 916 may 1dentify the potential
hotspots with the most extreme environmental condition
values as hotspots.

The arithmetic unit 916 may map the hotspots to positions
on the critical tiles. Predefined fitting matrix coeflicients (10,
1, 12, . .. ) for each perimeter digital sensor of each tile may
be stored 1n a tile fitting memory 934 in association with the
TIDs. The arithmetic unit 916 may retrieve the fitting matrix
coellicients for the perimeter digital sensors associated with
the top sorted counter values and associated with the critical
tiles from the tile fitting memory 934. The arithmetic umt
916, using the retrieved fitting matrix coetlicients may map
the hotspots to oflsets from the perimeter digital sensors
associated with the top sorted counter values and associated
with the critical tiles. The arithmetic unit 916 may output the
hotspot tile positions 918 and the hotspot environmental
condition values 920.

An 1tegrated circuit position mapping unit 922 may
receive the hotspot tile positions 918 and the hotspot envi-
ronmental condition values 920 from the anthmetic umt
916. Using the hotspot tile positions, the itegrated circuit
position mapping unit 922 may map the hotspots to positions
on an integrated circuit. In some embodiments, the control
device may map the hotspots to positions on an integrated
circuit. In some embodiments, the control device may map
the hotspots to positions on an integrated circuit component.
The examples herein are described using an integrated
circuit; however, 1t should be clear that the mapping may
similarly be made to an integrated circuit component. Each
TID may be associated with a coordinate position on an
integrated circuit. Using the mappings of the hotspots to the
critical tiles and the positions of the critical tiles on the
integrated circuit, the integrated circuit position mapping
unit 922 may determine a position ol each hotspot on the
integrated circuit. The integrated circuit position mapping
unit 922 may output the hotspot positions on the integrated
circuit 924 and the hotspot environmental condition values
926.

Optionally, the integrated circuit position mapping unit
922 may map counter values of the critical digital sensors to
an environmental condition. The integrated circuit position
mapping unit 922 map the critical counter values to the
environmental condition values resulting from solving the
system of equations for the environmental condition at the
hotspots (eq. 10). The integrated circuit position mapping
umt 922 may store the environmental condition values in
association with the respective critical SIDs and critical
counter values 1 an environmental condition mapping
memory 936.

In some embodiments, the arithmetic unit 916 may use the
counter values to execute self-calibration of the sensor
network control unit. Using the counter values from the
sensor data memory 930, the arithmetic unit 916 may
calculate calibration coetlicients for the digital sensors. The
arithmetic unit 916 may solve the equations for the calibra-
tion coeflicients (eq. 7 and eq. 8) using the counter values
and reference values for the respective digital sensors. A
calibration coeflicient storage unit 928 may store the calcu-
lated calibration coeflicients, 1n association with the respec-
tive SIDs associated with the counter values, to the sensor
data memory 930.

Computer program code or “program code” for execution
on a programmable processor for carrying out operations of
the various embodiments may be written 1n a high level
programming language such as C, C++, C#, Smalltalk, Java,
JavaScript, Visual Basic, a Structured Query Language (e.g.,
Transact-SQL), Perl, or in various other programming lan-
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guages. Program code or programs stored on a computer
readable storage medium as used in this application may
refer to machine language code (such as object code) whose
format 1s understandable by a processor.

Referring to all drawings and according to various
embodiments of the present disclosure, a digital sensor
network 1s disclosed herein that may leverage smaller, faster
discrete digital sensors to process efliciently the information
from a network of the digital sensors to pinpoint the location
and value of critical environment conditions (e.g., voltage
and/or temperature). By using a multitude of digital sensors
that are smaller albeit less accurate than analog sensors, the
location of a hotspot may be determined with a finer degree
of granularity and precision. The multitude of digital sensors
may be located closer to critical areas of an integrated circuit
and 1n a faster manner. Through the post-processing of the
readings from the network of digital sensors, a control unit
may produce an accurate value and position of the hotspot.
In this manner, a system controller may take adequate steps
to reduce the temperature (e.g., slow down the hotspot unit,
transier processing from a hot umit to another unit, etc.).
Various embodiments are disclosed that may also provide
self-calibration techniques to control manufacturing varia-
tion.

According to an embodiment of the present disclosure, a
digital sensor network, 1s provided, which includes: a plu-
rality of digital sensors 114 distributed within an area of an
integrated circuit component (e.g., 102, 104, 106, 108, 110)
of an integrated circuit, wherein each of the plurality of
digital sensors 114 includes a ring oscillator 200 and 1is
configured to output a counter value of a ring oscillator
counted over a designated period; and a sensor network
control unit 112 communicatively connected to the plurality
of digital sensors 114 via a communication circuit 116,
wherein the sensor network control unit 112 1s configured to:
receive a plurality of counter values including the counter
value from each of the plurality of digital sensors 114; and
identify a hotspot 510 within the area of the integrated
circuit component (e.g., 102, 104, 106, 108, 110).

According to another embodiment of the present disclo-
sure, a method for 1dentifying and mapping hotspots 510 1n
a digital sensor network 100 having a plurality of digital
sensors 114 within an area of an integrated circuit compo-
nent (e.g., 102, 104, 106, 108, 110) of an integrated circuit,
1s provided that includes the steps of: recerving a plurality of
counter values including a counter value from each of the
plurality of digital sensors 114 withuin the area of the
integrated circuit component; and identifying a hotspot 510
within the area of the integrated circuit component (e.g.,
102, 104, 106, 108, 110).

The foregoing method descriptions and the process flow
diagrams are provided merely as illustrative examples and
are not itended to require or imply that the operations of the
various embodiments must be performed in the order pre-
sented. As will be appreciated by one of skill 1n the art the
order of operations in the foregoing embodiments may be
performed 1n any order. Words such as “thereafter,” “then,”
“next,” etc. are not intended to limit the order of the
operations; these words are simply used to guide the reader
through the description of the methods. Further, any refer-
ence to claim elements 1n the singular, for example, using the
articles “a,” “an” or “the” 1s not to be construed as limiting
the element to the singular.

The various 1llustrative logical blocks, modules, circuits,
and algorithm operations described 1n connection with the
vartous embodiments may be immplemented as electronic
hardware, computer software, or combinations of both. To
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clearly 1illustrate this interchangeability of hardware and
soltware, various 1llustrative components, blocks, modules,
circuits, and operations have been described above generally
in terms of their functionality. Whether such functionality 1s
implemented as hardware or software depends upon the
particular application and design constraints imposed on the
overall system. Skilled artisans may 1mplement the
described functionality in varying ways for each particular
application, but such implementation decisions should not
be mterpreted as causing a departure from the scope of the
claims.

The hardware used to implement the various illustrative
logics, logical blocks, modules, and circuits described 1n
connection with the embodiments disclosed herein may be
implemented or performed with a general purpose processor,
a digital signal processor (DSP), an application-specific
integrated circuit (ASIC), a field programmable gate array
(FPGA) or other programmable logic device, discrete gate or
transistor logic, discrete hardware components, or any com-
bination thereot designed to perform the functions described
herein. A general-purpose processor may be a microproces-
sor, but, 1n the alternative, the processor may be any con-
ventional processor, controller, microcontroller, or state
machine. A processor may also be implemented as a com-
bination of computing devices, e.g., a combination of a DSP
and a microprocessor, a plurality of microprocessors, one or
more microprocessors in conjunction with a DSP core, or
any other such configuration. Alternatively, some operations
or methods may be performed by circuitry that 1s specific to
a given function.

In one or more embodiments, the functions described may
be implemented in hardware, solftware, firmware, or any
combination thereof. If implemented in software, the func-
tions may be stored as one or more nstructions or code on
a non-transitory computer-readable medium or a non-tran-
sitory processor-readable medium. The operations of a
method or algorithm disclosed herein may be embodied 1n a
processor-executable software module that may reside on a
non-transitory computer-readable or processor-readable
storage medium. Non-transitory computer-readable or pro-
cessor-readable storage media may be any storage media
that may be accessed by a computer or a processor. By way
of example but not limitation, such non-transitory computer-
readable or processor-readable media may include RAM,
ROM, EEPROM, FLASH memory, CD-ROM or other opti-
cal disk storage, magnetic disk storage or other magnetic
storage devices, or any other medium that may be used to
store desired program code 1n the form of instructions or
data structures and that may be accessed by a computer. Disk
and disc, as used herein, includes compact disc (CD), laser
disc, optical disc, digital versatile disc (DVD), floppy disk,
and Blu-ray disc where disks usually reproduce data mag-
netically, while discs reproduce data optically with lasers.
Combinations of the above are also included within the
scope ol non-transitory computer-readable and processor-
readable media. Additionally, the operations of a method or
algorithm may reside as one or any combination or set of
codes and/or instructions on a non-transitory processor-
readable medium and/or computer-readable medium, which
may be incorporated into a computer program product.

The preceding description of the disclosed embodiments
1s provided to enable any person skilled in the art to make
or use the claims. Various modifications to these embodi-
ments will be readily apparent to those skilled 1n the art, and
the generic principles defined herein may be applied to other
embodiments and implementations without departing from
the scope of the claims. Thus, the present disclosure 1s not
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intended to be limited to the embodiments and 1mplemen-
tations described herein, but 1s to be accorded the widest
scope consistent with the following claims and the principles
and novel features disclosed herein.

What 1s claimed 1s:
1. A digital sensor network, comprising;

a plurality of digital sensors distributed within an area of

an 1ntegrated circuit component of an integrated circuit,
wherein each of the plurality of digital sensors 1s
configured to output a counter value counted over a
designated period; and

a sensor network control unit commumnicatively connected

to the plurality of digital sensors via a communication

circuit, wherein the sensor network control unit 1s

configured to:

receive a plurality of counter values including the
counter value from each of the plurality of digital
SENSOrs;

sort the plurality of counter values associated with each
of a plurality of perimeter digital sensors of a critical
tile surrounding a critical digital sensor of the critical
tile, wherein the plurality of digital sensors includes
the plurality of perimeter digital sensors;

determine a subset of potential hotspots within the area
of the integrated circuit component based on poten-
tial hotspots within a half tile width diameter around
the critical digital sensor and relationships of the
sorted plurality of counter values indicating relation-
ships between each of the plurality of perimeter
digital sensors; and

identify a hotspot within the area of the integrated
circuit component.

2. The digital sensor network of claim 1, wherein the
sensor network control unit comprises a critical digital
sensor data selection unit configured to:

compare the plurality of counter values;

identify a counter value of a comparison of the plurality

of counter values as a critical counter value; and
identify the crtical digital sensor associated with the
critical counter value.

3. The digital sensor network of claim 2, wherein the
critical digital sensor data selection unit 1s configured such
that comparing the plurality of counter values comprises
adjusting a counter value of the plurality of counter values
from a digital sensor of the plurality of digital sensors using
calibration coethicients for the digital sensor.

4. The digital sensor network of claim 1, wherein the
sensor network control unit comprises a tile data selection
unit configured to:

identily the critical tile associated with the critical digital

sensor, wherein the critical tile comprises a first group
of the plurality of digital sensors with the critical digital
sensor as a center digital sensor surrounded by the
plurality of perimeter digital sensors; and

identify the plurality of perimeter digital sensors.

5. The digital sensor network of claim 1, wherein the
sensor network control unit comprises an arithmetic unit
configured to:

sort the plurality of counter values associated with each of

the plurality of perimeter digital sensors of the critical
tile surrounding the critical digital sensor of the critical
tile; and

determine the subset of potential hotspots within the area

of the integrated circuit component based the on poten-
tial hotspots within the half tile width diameter around
the critical digital sensor and the relationships of the
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sorted plurality of counter values indicating the rela-
tionships between each of the plurality of perimeter
digital sensors.

6. The digital sensor network of claim S5, wherein the
arithmetic unit 1s further configured to:

determine a plurality of environmental conditions 1includ-
ing an environmental condition at each potential hot-
spot of the subset of potential hotspots; and

identily a most extreme environmental condition from the
plurality of environmental conditions, wherein identi-
fying a hotspot within the area of the integrated circuit
component comprises identifying the hotspot as a
potential hotspot having the most extreme environmen-
tal condition.

7. The digital sensor network of claim S, wherein the
arithmetic unit 1s further configured to map the hotspot to a
location of the hotspot 1n the critical tile using a location of
a perimeter digital sensor of the plurality of perimeter digital
sensors, wherein the perimeter digital sensor 1s associated
with a top sorted counter value of the sorted plurality of
counter values.

8. The digital sensor network of claim 1, wherein the
sensor network control unit comprises an integrated circuit
position mapping unit configured to map the hotspot to a
location 1n the integrated circuit using a location of the
hotspot 1n the critical tile and a location of the critical tile 1n
the integrated circuit.

9. The digital sensor network of claim 1, wherein the
sensor network control unit comprises an arithmetic unit
configured to calculate calibration coeflicients for a digital
sensor of the plurality of digital sensors using a reference
counter value of the digital sensor and a counter value from
the digital sensor of the plurality of counter values, wherein
the reference counter value 1s an expected counter value
from the digital sensor while the integrated circuit compo-
nent has a control factor applied and the counter value 1s a
measured counter value from the digital sensor while the
integrated circuit component has the control factor applied.

10. A digital sensor network, comprising:

a plurality of digital sensors distributed within an area of
an 1ntegrated circuit component of an integrated circuit,
wherein each of the plurality of digital sensors includes
a plurality of components electrically connected via a
first communication circuit, including:

a ring oscillator configured to output an oscillating ring
oscillator signal;

a high speed counter configured to output a counter
value signal representing a counter value of the
oscillating ring oscillator signal; and

a counter storage configured to:
store the counter value; and
output a sensor output signal representing the stored

counter value; and

a sensor network control unit communicatively connected
to the plurality of digital sensors via a second commu-
nication circuit, wherein the sensor network control
unit 1s configured to:
receive a plurality of sensor output signals including

the sensor output signal from each of the plurality of
digital sensors;

sort the plurality of sensor output signals associated
with each of a plurality of perimeter digital sensors
of a critical tile surrounding a critical digital sensor
of the crnitical tile, wherein the plurality of digital
sensors includes the plurality of perimeter digital
SEeNSsors;
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determine a subset of potential hotspots within the area
of the mtegrated circuit component based on poten-
tial hotspots within a half tile width diameter around
the critical digital sensor and relationships of the
sorted plurality of counter values indicating relation-
ships between each of the plurality of perimeter
digital sensors; and
identify a hotspot within the area of the integrated
circuit component.
11. The digital sensor network of claim 10, wherein:
the ring oscillator 1s further configured to oscillate a ring
oscillator signal 1n response to receiving a first edge of
a trigger signal;
cach of the plurality of digital sensors includes the plu-

rality of components electrically connected via the first

communication circuit, further including a storage sig-

nal synchronizer configured to:

receive the trigger signal;

receive the ring oscillator signal; and

output a clear counter signal in response to receiving a
second edge of the trigger signal and an edge of the
ring oscillator signal; and

the counter storage 1s further configured to receive the

clear counter signal wherein outputting a sensor output
signal comprises outputting the sensor output signal 1n
response to receiving the clear counter signal.

12. The digital sensor network of claim 10, wherein the
plurality of digital sensors distributed within the area of the
integrated circuit component of the integrated circuit are
distributed 1n a tile pattern wherein a first tile of the tile
pattern includes a subset of the plurality of digital sensors,
and wherein a first perimeter digital sensor and a second
perimeter digital sensor of the first tile are a {first distance
apart, and a first center digital sensor 1s a second distance
apart from each of the first perimeter digital sensor and the
second perimeter digital sensor that 1s at most a fraction of
the first distance.

13. The digital sensor network of claim 12, wherein the
first distance 1s as close as possible to a distance at which an
environmental condition measured by the plurality of digital
sensors decays by half given layout restrictions by circuits of
the 1mtegrated circuit component.

14. The digital sensor network of claim 12, wherein the
second distance 1s as close as possible to half of the first
distance given layout restrictions by circuits of the inte-
grated circuit component.

15. The digital sensor network of claim 12, wherein the
first perimeter digital sensor of the first tile 1s a second center
digital sensor of a second tile.

16. A method for 1dentifying and mapping hotspots 1n a
digital sensor network having a plurality of digital sensors
within an area of an integrated circuit component of an
integrated circuit, comprising:

receiving a plurality of counter values including a counter

value from each of the plurality of digital sensors
within the area of the integrated circuit component;
sorting the plurality of counter values associated with
cach of a plurality of perimeter digital sensors of a
critical tile surrounding a critical digital sensor of the
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critical tile, wherein the plurality of digital sensors
includes the plurality of perimeter digital sensors;
determining a subset of potential hotspots within the area
of the mtegrated circuit component based on potential
hotspots within a half tile width diameter around the
critical digital sensor and relationships of the sorted
plurality of counter values indicating relationships
between each of the plurality of perimeter digital
sensors; and
identifying a hotspot within the area of the integrated
circuit component from the subset of potential hotspots.
17. The method of claim 16, further comprising:
comparing the plurality of counter values;
identifying a counter value of a comparison of the plu-
rality of counter values as a critical counter value;
identitying the critical digital sensor associated with the
critical counter value;
identifying the critical tile associated with the critical
digital sensor, wherein the critical tile comprises a first
group of the plurality of digital sensors with the critical
digital sensor as a center digital sensor; and
mapping the hotspot to a location in the integrated circuit
using a location of the hotspot in the critical tile and a
location of the critical tile in the integrated circuait.
18. The method of claim 17, further comprising calculat-
ing calibration coeflicients for a digital sensor of the plural-
ity of digital sensors using a reference counter value of the
digital sensor and a counter value from the digital sensor of
the plurality of counter values, wherein the reference counter
value 1s an expected counter value from the digital sensor
while the integrated circuit component has a control factor
applied and the counter value 1s a measured counter value
from the digital sensor while the integrated circuit compo-
nent has the control factor applied, and wherein comparing
the plurality of counter values comprises adjusting the
counter value from the digital sensor using the calibration
coellicients for the digital sensor.
19. The method of claim 16, further comprising:
identifying the critical tile associated with the critical
digital sensor, wherein the critical tile comprises a {first
group of the plurality of digital sensors with the critical
digital sensor as a center digital sensor surrounded by
the plurality of perimeter digital sensors;
identitying the plurality of perimeter digital sensors; and
mapping the hotspot to a location of the hotspot in the
critical tile using a location of a perimeter digital sensor
of the plurality of perimeter digital sensors, wherein the
perimeter digital sensor 1s associated with a top sorted
counter value of the sorted plurality of counter values.
20. The method of claim 16, further comprising;
determining a plurality of environmental conditions
including an environmental condition at each potential
hotspot of the subset of potential hotspots; and
identifying a most extreme environmental condition from
the plurality of environmental conditions, wherein
identifying a hotspot within the area of the itegrated
circuit component from the subset of potential hotspots
comprises 1dentifying the hotspot as a potential hotspot
having the most extreme environmental condition.
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