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ABSTRACT

A network node includes a port and circuitry. The port 1s
configured for communicating over a packet network. The
circuitry 1s configured to receive, via the port, a sequence of
packets from a peer network node, the sequence of packets
including (1) a time-protocol packet and (11) a transmuit-side
(TX) time-stamp indicative of a time at which the time-
protocol packet was transmitted from the peer network node,

to assess a recerve-side (RX) traflic pattern over one or more
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TIME SYNCHRONIZATION BASED ON
NETWORK TRAFFIC PATTERNS

STATEMENT REGARDING SPONSORED
RESEARCH OR DEVELOPMENT

The project leading to this application has received fund-
ing from the European Umon’s Horizon 2020 research and

innovation program under grant agreement No 957403.

FIELD OF THE INVENTION

The present invention relates generally to time synchro-
nization in communication networks, and particularly to
methods and systems for estimating the accuracy of time-
stamps.

BACKGROUND OF THE INVENTION

In various applications, network nodes transmit, receive
and process time-stamps. Time-stamping 1s used, {for
example, 1n time-synchronization protocols that synchronize
network nodes to a common time-base. One common
example of such a protocol 1s the Precision Time Protocol

(PTP) defined 1n IEEE standards 1588-2002 and 13588-2008,
and later versions thereof.

SUMMARY OF THE INVENTION

An embodiment of the present invention that 1s described
herein provides a network node including a port and cir-
cuitry. The port 1s configured for communicating over a
packet network. The circuitry 1s configured to receive, via
the port, a sequence of packets from a peer network node,
the sequence of packets including (1) a time-protocol packet
and (1) a transmit-side (1X) time-stamp indicative of a time
at which the time-protocol packet was transmitted from the
peer network node, to assess a receive-side (RX) traflic
pattern over one or more ol the received packets in the
sequence that precede reception of the time-protocol packet,
and to calculate an accuracy measure for the TX time-stamp,
based on the assessed RX traflic pattern.

In an embodiment, the circuitry 1s configured to assess the
RX traflic pattern by assessing respective frame sizes for the
one or more of the received packets. Additionally or alter-
natively, the circuitry 1s configured to assess the RX traflic
pattern by assessing one or more inter-packet gaps between
successively recerved packets 1n the sequence. In a disclosed
embodiment, the circuitry 1s configured to assess the RX
traflic pattern by assessing (1) respective frame sizes for the
one or more of the received packets, and (11) one or more
inter-packet gaps between successively received packets 1n
the sequence.

In some embodiments, the circuitry 1s configured to assess
the RX traflic pattern by assessing an inter-packet gap that
immediately precedes the time-protocol packet. In an
example embodiment, the circuitry 1s configured to compare
the inter-packet gap to a threshold, to set the accuracy
measure to a first value when the inter-packet gap exceeds
the threshold, and to set the accuracy measure to a second
value, lower than the first value, when the inter-packet gap
does not exceed the threshold.

In a disclosed embodiment, the peer network node 1s a
direct link partner of the network node.

In some embodiments, the circuitry 1s configured to
initiate an action with respect to the time-protocol packet
responsively to the accuracy measure. The action may
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include assigning, based on the accuracy measure, a weight
to a time-synchronization adjustment derived from the time-
protocol packet. Alternatively, the action may include dis-
regarding the time-protocol packet responsively to finding
that the accuracy measure fails to meet a specified level.

In an embodiment, the circuitry 1s configured to assess the

RX traflic pattern over both (1) the one or more of the
received packets that precede reception of the time-protocol
packet, and (1) one or more of the received packets that
follow reception of the time-protocol packet.
There 1s additionally provided, in accordance with an
embodiment of the present invention, a network node
including a port and circuitry. The port 1s configured for
communicating over a packet network. The circuitry 1is
configured to receive, via the port, a sequence ol packets
from a peer network node, the sequence of packets including
(1) a time-protocol packet and (1) a transmit-side (1X)
time-stamp indicative of a time at which the time-protocol
packet was transmitted from the peer network node, to
assess a recerve-side (RX) tratlic pattern over one or more of
the received packets 1n the sequence that precede reception
of the time-protocol packet TX time-stamp, and to adjust a
time synchromization value based on the assessed RX tratlic
pattern.

There 1s also provided, 1n accordance with an embodi-
ment of the present invention, a method including receiving
in a network node, over a packet network, a sequence of
packets from a peer network node. The sequence of packets
includes (1) a time-protocol packet and (11) a transmit-side
(IX) time-stamp indicative of a time at which the time-
protocol packet was transmitted from the peer network node.
A recerve-side (RX) traflic pattern 1s assessed 1n the network
node over one or more of the recerved packets in the
sequence that precede reception of the time-protocol packet.
An accuracy measure 1s calculated for the TX time-stamp
based on the assessed RX trailic pattern.

There 1s further provided, 1n accordance with an embodi-
ment of the present invention, a method including receiving
in a network node, over a packet network, a sequence of
packets from a peer network node. The sequence of packets
includes (1) a time-protocol packet and (11) a transmit-side
(TX) time-stamp indicative of a time at which the time-
protocol packet was transmitted from the peer network node.
A recerve-side (RX) traflic pattern 1s assessed 1n the network
node over one or more of the received packets in the
sequence that precede reception of the time-protocol packet.
a time synchronization value i1s adjusted based on the
assessed RX traflic pattern.

The present mvention will be more tully understood from
the following detailed description of the embodiments
thereol, taken together with the drawings 1n which:

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram that schematically 1llustrates an
Ethernet communication system, in accordance with an
embodiment of the present invention;

FIG. 2 1s a diagram that schematically 1llustrates transmit-
side (1X) and receive-side (RX) traflic patterns 1n the system
of FIG. 1, in accordance with an embodiment of the present
invention; and

FIG. 3 1s a flow chart that schematically illustrates a
method for time-stamp accuracy estimation, in accordance
with an embodiment of the present invention.
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DETAILED DESCRIPTION OF EMBODIMENTS

L]

Overview

In some network synchronization protocols, PTP being
one example, link partners (i.e., network nodes that com-
municate over a direct network link) synchronize their
clocks by exchanging time-protocol packets and respective
time-stamps. In the description that follows, the link partners
are referred to as a transmitting node (*IX node”) and a
receiving node (“RX node”) for clanty. In a typical syn-
chronization process, the TX node transmits to the RX node
(1) a time-protocol packet and (1) a transmit-side (1X)
time-stamp that 1s indicative of the time at which the
time-protocol packet was transmitted, according to the TX
node’s clock. The TX time-stamp may be transmitted as part
of the time-protocol packet or separately. The RX node
synchronizes 1ts clock to the TX node’s clock using the
time-protocol packet and the corresponding TX time-stamp.

In practice, the accuracy level of the TX time-stamp may
vary depending on various factors. In the present context,
the term “time-stamp accuracy level” refers to the accuracy
with which the time value encoded in the TX time-stamp
represents the actual time (according to the TX node’s clock)
at which the TX time-stamp departed the TX node. Time-
stamp accuracy 1s also referred to herein as time-stamp
confidence level. Certain aspects relating to time-stamp
accuracy are addressed 1n U.S. patent application Ser. No.
17/246,730, enfitled “Timestamp Confidence level,” filed
May 3, 2021, which 1s assigned to the assignee of the present
patent application and whose disclosure 1s 1ncorporated
herein by reference.

One major factor that aflects the TX time-stamp accuracy
1s the mstantaneous traflic pattern at the TX node, and the
associated state information (e.g., egress queue occupancy).
For example, when the TX node 1s relatively 1dle, TX
time-stamps are likely to be highly accurate. In contrast,
when the TX node 1s busy processing a large amount of
outgoing trathlic, the accuracy of TX time-stamps may be
degraded. The accuracy of TX time-stamps 1s important for
the RX node, which may take this information 1nto account
in the synchromization process. Typically, however, the RX
node has no visibility as to the trailic pattern at the TX node.

Embodiments of the present invention that are described
herein provide techniques for estimating the accuracy level
of a recerved TX time-stamp. The disclosed techniques use
the fact that the recerve-side (RX) traflic pattern at the RX
node 1s extremely similar (and typically identical) to the
transmit-side (TX) traflic pattern at the TX node. This
similarity holds especially for link partners, since they
communicate via a direct network link, but in some cases
may also hold for a TX node and an RX node that are not
direct link partners.

In some embodiments described herein, the RX node
receives a sequence ol packets from the TX node (also
referred to as a “peer network node” of the RX node). The
sequence comprises, mter alia, (1) a time-protocol packet and
(11) a TX time-stamp indicative of the time at which the
time-protocol packet was transmitted from the TX node. The
RX node assesses the RX traflic pattern over one or more of
the received packets 1n the sequence that precede reception
of the time-protocol packet. The RX node then calculates an
accuracy measure for the TX time-stamp based on the
assessed RX tratlic pattern.

In various embodiments, the RX node may define and
assess the RX traflic pattern 1n various ways. Typically, the
traflic pattern 1s defined 1n terms of frame sizes of one or
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4

more of the received packets, and/or one or more inter-
packet gaps (IPGs) between successively received packets.

The number of recerved packets being considered 1n assess-
ing the RX ftraflic pattern may be configurable.

In one example embodiment, the RX node examines the
IPG that immediately precedes the time-protocol packet.
The RX node compares this IPG to a defined threshold, e.g.,
to kK-IPG, ., for some minimal IPG denoted IPG, . and a
constant k. If the IPG exceeds the threshold, the RX node
assigns the TX time-stamp a high accuracy measure. If the
IPG does not exceed the threshold, the RX node assigns the
TX time-stamp a lower accuracy measure. This accuracy
measure 15 computationally-simple yet effective.

In some embodiments, the RX node may take various
actions with respect to the time-protocol packet, depending
on the accuracy measure calculated for the time-protocol
packet. For example, the RX node may assign, based on the
accuracy measure, a weight to a time-synchronization
adjustment derived from the time-protocol packet. As
another example, the RX node may disregard a time-proto-
col packet 11 the accuracy measure of the corresponding TX
time-stamp fails to meet a specified level.

The techniques described herein improve the performance
ol time-synchronization processes 1n the RX node, by con-
sidering the varying accuracy levels of received TX time-
stamps. Moreover, the disclosed techniques are typically
passive and self-contained within the RX node. In other
words, the TX node may be a conventional network node, or
otherwise be unaware of the accuracy estimation being
carried out 1n the RX node.

System Description

FIG. 1 1s a block diagram that schematically 1llustrates an
Ethernet communication system 20, in accordance with an
embodiment of the present invention. System 20 comprises
two network nodes 24 A and 24B, which communicate with
one another over an Ethernet link 28. Fach of the network
nodes may comprise, for example, a network adapter (e.g.,
Network Interface Controller—NIC) of a compute node, or
a network switch. System 20 typically comprises a large
number of network nodes, including nodes 24A and 24B,
and link 28 1s typically part of a larger packet network. The
figure focuses on the two network nodes 1n question for the
sake of clarity.

System 20 uses a suitable time-synchronization protocol
for synchronizing the clocks of the various network nodes.
The embodiments described herein refer mainly to PTP, by
way ol example. The disclosed techniques, however, are
applicable to other suitable time-synchronization protocols,
such as, for example, the Network Time Protocol (NTP).

In the present example, nodes 24A and 24B are link
partners. For purposes of time synchronization, node 24A
plays the role of a TX node (which transmits time-protocol
packets and corresponding TX time-stamps), and node 24B
plays the role of an RX node (which synchronizes its clock
to the TX node based on received time-protocol packets and
corresponding TX time-stamps). In the context of PTP, TX
node 24 A serves as a PTP master, and RX node 24B serves
as a PTP slave.

In the embodiment of FIG. 1, RX node 24B comprises a
port 32 for transmitting and receiving packets to and from
link 28, and a packet processor 36 that processes the
received and transmitted packets. RX node 24B further
comprises time-stamp processing circuitry 40 that carries
out the techniques described herein. Additional elements of
node 248, which are not necessary for understanding of the
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disclosed techniques, have been omitted from the figure for
the sake of clarity. For example, packet transmission in the

opposite direction, from node 24B to node 24A, 1s not
addressed 1n the figure since it 1s unrelated the disclosed
techniques.

During operation of system 20, RX node 24B receives
packets from TX node 24A over link 28. The received
packets may comprise various types ol packets, including
time-protocol packets (PTP packets 1n the present example).
Each PTP packet 1s accompanied by a respective TX time-
stamp, which may be embedded 1n the PTP packet 1itself or
in a different packet. Time-stamp processing circuitry 40
calculates a respective accuracy measure for each time-
stamp, using methods that are explained below. In some
embodiments, time-stamp processing circuitry 40 also ini-
tiates suitable actions in response to the accuracy measures.
In other embodiments, time-stamp processing circuitry 40
reports the time-stamp accuracy measures to packet proces-
sor 36, and the appropriate actions are initiated by the packet
Processor.

The configurations of system 20 and node 24B, as shown
in FIG. 1, are example configurations that are depicted
purely for the sake of conceptual clarity. Any other suitable
configurations can be used 1n alternative embodiments. The
various system and network-node elements described herein
may be implemented using software, using suitable hard-
ware such as 1n one or more Application-Specific Integrated
Circuits (ASIC) or Field-Programmable Gate Arrays
(FPGA), or using a combination of soitware and hardware
clements.

Certain elements of network node 24B may be imple-
mented using a general-purpose processor, which 1s pro-
grammed 1n soltware to carry out the functions described
herein. The software may be downloaded to the processor in
clectronic form, over a network, for example, or it may,
alternatively or additionally, be provided and/or stored on
non-transitory tangible media, such as magnetic, optical, or
clectronic memory.

Time-Stamp Accuracy Estimation Based on
Receive-Side Traflic Pattern

As explained above, the instantaneous tratlic pattern at
TX node 24A has a major impact on the accuracy levels of
the TX time-stamps. In some embodiments, RX node 24B
assesses the accuracy of received TX time-stamps based on
the RX tratlic pattern, which 1s (1) highly correlative to the
TX trathic pattern and (11) available locally at RX node 24B.

FIG. 2 1s a dlagram that schematically illustrates TX and
RX traflic patterns i system 20 of FIG. 1, in accordance
with an embodiment of the present invention. An example
TX traflic pattern 40A 1s shown on the left-hand side of the
figure, as a function of time. In this example, over a certain
time interval, TX node 24A transmits three 60-byte packets
closely spaced in time, followed closely by a 1500-byte
packet and then another 60-byte packet. Then comes a
longer gap, after which the TX node transmits another
60-byte packet. The time gaps between successive packets 1n
the sequence are referred to as Inter-Packet Gaps (IPGs). In
the present example, the traflic pattern 1s defined by the
series of frame sizes and IPGs.

A corresponding RX traflic pattern 40B 1s shown on the
right-hand side of the figure. As seen, RX traflic pattern 40B
1s substantially i1dentical to TX trathic pattern 40A (in the
present example both tratlic patterns comprise substantially
the same series of frame sizes and IPGs). As such, RX node

24B can use RX tratlic pattern 40B as an accurate approxi-
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6

mation of TX traflic pattern 40A, e.g., for the purpose of
estimating TX time-stamp accuracy.

FIG. 3 1s a flow chart that schematically illustrates a
method for time-stamp accuracy estimation, in accordance
with an embodiment of the present invention. The method
begins with RX node 24B receiving a sequence of packets
from TX node 24A, at a reception stage 50. The sequence
includes a PTP packet and a corresponding TX time-stamp,
either 1n the same packet or separately. The packets are
received through port 32 and delivered to time-stamp pro-
cessing circuitry 40 and to packet processor 36.

At a trailic pattern assessment stage 34, time-stamp pro-
cessing circuitry 40 assesses the RX traflic pattern over one
or more packets that precede the reception of the PTP
packet.

In various embodiments, time-stamp processing circuitry
40 may assess the RX traflic pattern in various ways. For
example, time-stamp processing circuitry 40 may record one
or more frame sizes and/or one or more IPGs for the packets
that precede the reception of the PTP packet. The number of
frame sizes and the number of IPGs may be configurable or
fixed. The traflic pattern may be defined by one or more
frame sizes and one or more IPGs, one or more frame sizes
only (1.e., regardless of IPGs), or one or more IPGs only (i.e.,
regardless of frame sizes).

In some embodiments, the RX traflic pattern consists of a
single IPG—the IPG that immediately precedes the PTP
packet. This simple RX traflic pattern 1s highly eflective,
because the most-recent IPG has a major impact on the load
and occupancy of TX node 24A while processing the PTP
packet.

The RX traflic patterns listed above are example patterns,
which are chosen purely for the sake of clanty. In alternative
embodiments, the RX traflic pattern can be defined and
assessed 1n any other suitable way.

At an accuracy calculation stage 58, time-stamp process-
ing circuitry 40 calculates an accuracy measure for the TX
time-stamp based on the assessed RX traflic pattern. In an
example embodiment, the RX traffic pattern 1s defined as the
most-recent IPG (the IPG that precedes the PTP packet), and
circuitry 40 calculates the accuracy measure by comparing
the most-recent IPG to a defined threshold. The threshold
may comprise, for example, K IPG, . . for some minimal IPG
denoted IPG,_ . and a constant k. If the most-recent IPG
exceeds the threshold, circuitry 40 assigns the TX time-
stamp a high accuracy measure. I the most-recent IPG does
not exceed the threshold, circuitry 40 assigns the TX time-
stamp a lower accuracy measure.

Alternatively, circuitry 40 may calculate the time-stamp
accuracy measures 1n any other suitable way based on the
RX traflic pattern.

At an action initiation stage 62, time-stamp processing
circuitry 40 may initiate an action with respect to the PTP
packet, depending on the accuracy measure of the corre-
sponding TX time-stamp. (For clarity, the description herein
assumes that the action 1s taken by time-stamp processing
circuitry 40. Generally, however, the action may be taken by
any other suitable element of RX node 24B, ¢.g., by packet
processor 36.)

In one example, time-stamp processing circuitry 40
derives a time-synchromzation adjustment (to be applied to
the clock of RX node 24B) from the PTP packet. In an
embodiment, time-stamp processing circuitry 40 scales the
time-synchronization adjustment by a weight that depends
on the time-stamp accuracy measure. In this manner, PTP
packets having highly-accurate TX time-stamps will have a
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higher weight 1n the time-synchronization adjustments, in
comparison with PTP packets having lower-accuracy TX
time-stamps.

In another example, time-stamp processing circuitry 40
may disregard a certain PTP packet (or otherwise prevent the
PTP packet from being considered in time synchronization)
if the accuracy measure of the corresponding TX time-stamp
fails to meet a specified level.

Further alternatively, RX node 24B may initiate or take
any other suitable action, with respect to the PTP packet,
depending on the accuracy measure of the corresponding TX
time-stamp.

The method of FIG. 3 1s an embodiment that 1s depicted
purely by way of example. In alternative embodiments, any
other suitable method can be used. For example, the RX
traflic pattern may be assessed 1n hardware and provided to

a higher layer, e.g., a software layer, for further processing.
In one example embodiment, a NIC 1n the RX node assesses
the RX traflic pattern, and delivers the RX traflic pattern to
a driver, library or application for further processing.

As another example, time-stamp processing circuit 40
may use multiple different rules for deriving accuracy mea-
sures from received TX time-stamps. The rules may differ,
for example, from one transmission speed to another, from
one Forward Error Correction (FEC) code to another, and
the like.

As vyet another example, 1n some embodiments, time-
stamp processing circuit 40 may include 1 the RX traflic
pattern one or more packets that follow the PTP packet (in
addition to one or more packets that precede the PTP
packet).

Although the embodiments described herein mainly
address the use of traflic patterns in estimating time-stamp
accuracy, the methods and systems described herein can also
be used 1n other applications, such as 1n congestion control
based on traflic pattern assessment.

It will thus be appreciated that the embodiments described
above are cited by way of example, and that the present
invention 1s not limited to what has been particularly shown
and described hereinabove. Rather, the scope of the present
invention includes both combinations and sub-combinations
of the various features described hereinabove, as well as
variations and modifications thereof which would occur to
persons skilled in the art upon reading the foregoing descrip-
tion and which are not disclosed 1n the prior art. Documents
incorporated by reference in the present patent application
are to be considered an integral part of the application except
that to the extent any terms are defined in these incorporated
documents 1n a manner that contlicts with the definitions
made explicitly or implicitly in the present specification,
only the defimitions in the present specification should be
considered.

The 1nvention claimed 1s:

1. A network node, comprising;:

a port for communicating over a packet network; and

circuitry, configured to:

receive, via the port, a sequence of packets from a peer

network node, the sequence comprising (1) a time-
protocol packet of a time-synchronization protocol
employed in the packet network and (11) a transmit-
side (TX) time-stamp which 1s included 1n the time-
protocol packet or 1mn a separate packet, the TX
time-stamp being indicative of a time at which the
time-protocol packet was transmitted from the peer
network node;
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assess a recerve-side (RX) tratlic pattern based on one
or more of the received packets 1n the sequence that
precede reception of the time-protocol packet; and

calculate an accuracy measure for the TX time-stamp,
based on the assessed RX tratlic pattern.

2. The network node according to claim 1, wherein the
circuitry 1s configured to assess the RX ftraflic pattern by
assessing respective frame sizes for the one or more of the
received packets.

3. The network node according to claim 1, wherein the
circuitry 1s configured to assess the RX ftraflic pattern by
assessing one or more inter-packet gaps between succes-
sively received packets 1n the sequence.

4. The network node according to claim 1, wherein the
circuitry 1s configured to assess the RX traflic pattern by
assessing (1) respective frame sizes for the one or more of the
received packets, and (1) one or more inter-packet gaps
between successively recerved packets 1n the sequence.

5. The network node according to claim 1, wherein the
circuitry 1s configured to assess the RX ftraflic pattern by
assessing an inter-packet gap that immediately precedes the
time-protocol packet.

6. The network node according to claim 5, wherein the
circuitry 1s configured to compare the inter-packet gap to a
threshold, to set the accuracy measure to a first value when
the inter-packet gap exceeds the threshold, and to set the
accuracy measure to a second value, lower than the first
value, when the inter-packet gap does not exceed the thresh-
old.

7. The network node according to claim 1, wherein the
peer network node 1s a direct link partner of the network
node.

8. The network node according to claim 1, wherein the
circuitry 1s configured to mitiate an action with respect to the
time-protocol packet responsively to the accuracy measure.

9. The network node according to claim 8, wherein the
action comprises assigning, based on the accuracy measure,
a weight to a time-synchronization adjustment derived from
the time-protocol packet.

10. The network node according to claim 8, wherein the
action comprises disregarding the time-protocol packet
responsively to finding that the accuracy measure fails to
meet a specified level.

11. The network node according to claim 1, wherein the
circuitry 1s configured to assess the RX traflic pattern over
both (1) the one or more of the recerved packets that precede
reception of the time-protocol packet, and (11) one or more
of the recerved packets that follow reception of the time-
protocol packet.

12. A network node, comprising:

a port for communicating over a packet network; and

circuitry, configured to:

receive, via the port, a sequence of packets from a peer
network node, the sequence comprising (1) a time-
protocol packet of a time-synchronization protocol
employed 1n the packet network and (11) a transmit-
side (TX) time-stamp which 1s included 1n the time-
protocol packet or in a separate packet, the TX
time-stamp being indicative of a time at which the
time-protocol packet was transmitted from the peer
network node;:

assess a recerve-side (RX) tratlic pattern based on one
or more of the received packets 1n the sequence that
precede reception of the time-protocol packet TX
time-stamp; and

based on the assessed RX traflic pattern, perform one of
(1) assigming a weight to a time-synchromization
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adjustment derived from the time-protocol packet
and (11) disregarding the time-protocol packet.
13. A method, comprising:
receiving in a network node, over a packet network, a
sequence ol packets from a peer network node, the
sequence comprising (1) a time-protocol packet of a
time-synchronization protocol employed 1n the packet
network and (11) a transmit-side (1X) time-stamp which
1s 1ncluded 1n the time-protocol packet or 1n a separate
packet, the TX time-stamp being indicative of a time at
which the time-protocol packet was transmitted from
the peer network node;
assessing in the network node a recerve-side (RX) traflic
pattern based on one or more of the recerved packets in

the sequence that precede reception of the time-proto-
col packet; and

calculating an accuracy measure for the TX time-stamp,

based on the assessed RX tratlic pattern.

14. The method according to claim 13, wherein assessing
the RX traflic pattern comprises assessing respective frame
s1zes for the one or more of the recerved packets.

15. The method according to claim 13, wherein assessing
the RX ftraflic pattern comprises assessing one or more
inter-packet gaps between successively received packets 1n
the sequence.

16. The method according to claim 13, wherein assessing
the RX traflic pattern comprises assessing (1) respective
frame sizes for the one or more of the received packets, and
(11) one or more inter-packet gaps between successively
received packets 1 the sequence.

17. The method according to claim 13, wherein assessing
the RX ftraflic pattern comprises assessing an inter-packet
gap that immediately precedes the time-protocol packet.

18. The method according to claim 17, wherein calculat-
ing the accuracy measure comprises comparing the inter-
packet gap to a threshold, setting the accuracy measure to a
first value when the inter-packet gap exceeds the threshold,
and setting the accuracy measure to a second value, lower
than the first value, when the inter-packet gap does not
exceed the threshold.

19. The method according to claim 13, wherein the peer
network node 1s a direct link partner of the network node.

20. The method according to claim 13, and comprising
initiating an action with respect to the time-protocol packet
responsively to the accuracy measure.

21. The method according to claim 20, wherein mitiating,
the action comprises assigning, based on the accuracy mea-

10

15

20

25

30

35

40

45

10

sure, a weight to a time-synchronization adjustment derived
from the time-protocol packet.

22. The method according to claim 20, wherein initiating,
the action comprises disregarding the time-protocol packet
responsively to finding that the accuracy measure fails to
meet a specified level.

23. The method according to claim 13, wherein assessing,
the RX traflic pattern 1s performed over both (1) the one or
more of the recerved packets that precede reception of the
time-protocol packet, and (11) one or more of the received
packets that follow reception of the time-protocol packet.

24. A method, comprising:

receiving 1n a network node, over a packet network, a

sequence of packets from a peer network node, the
sequence comprising (1) a time-protocol packet of a
time-synchronization protocol employed 1n the packet
network and (11) a transmit-side (1X) time-stamp which
1s 1ncluded 1n the time-protocol packet or 1n a separate
packet, the TX time-stamp being indicative of a time at
which the time-protocol packet was transmitted from
the peer network node;

assessing in the network node a receive-side (RX) traflic

pattern based on one or more of the received packets in
the sequence that precede reception of the time-proto-
col packet; and

based on the assessed RX traflic pattern, performing one

of (1) assigning a weight to a time-synchronization
adjustment derived from the time-protocol packet and
(1) disregarding the time-protocol packet.

25. A network node, comprising;:

a port for communicating over a packet network; and

circuitry, configured to:

receive, via the port, a sequence of packets from a peer
network node, the sequence comprising (1) a time-
protocol packet of a time-synchronization protocol
employed in the packet network and (11) a transmit-
side (1X) time-stamp which 1s included 1n the time-
protocol packet or 1mn a separate packet, the TX
time-stamp being indicative of a time at which the
time-protocol packet was transmitted from the peer
network node;

assess a recerve-side (RX) tratlic pattern based on one
or more of the received packets 1n the sequence that
precede reception of the time-protocol packet; and

based on the assessed RX traflic pattern, process one or
both of the time-protocol packet and the TX time-
stamp.
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