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SYSTEM AND METHOD OF SINGLE SIGN
ON TO MASTER WEBSITE AND SILENT
AUTHENTICATION FOR SUBSERVIENT

WEBSITES

FIELD

This 1invention relates generally to information handling
systems and, more particularly, to single sign on and authen-
tication for websites.

BACKGROUND

As the value and use of information continues to increase,

individuals and businesses seek additional ways to process
and store information. One option available to users 1is
information handling systems. An information handling
system generally processes, compiles, stores, and/or com-
municates information or data for business, personal, or
other purposes thereby allowing users to take advantage of
the value of the information. Because technology and infor-
mation handling needs and requirements vary between dif-
ferent users or applications, information handling systems
may also vary regarding what information 1s handled, how
the mformation 1s handled, how much information is pro-
cessed, stored, or communicated, and how quickly and
ciiciently the information may be processed, stored, or
communicated. The varniations in information handling sys-
tems allow for information handling systems to be general or
configured for a specific user or specific use such as financial
transaction processing, airline reservations, enterprise data
storage, or global communications. In addition, information
handling systems may include a variety of hardware and
software components that may be configured to process,
store, and communicate information and may include one or
more computer systems, data storage systems, and network-
Ing systems.

More and more businesses are deploying applications and
services to the cloud. With the proliferation of cloud services
and 1ts usage, companies are increasingly leveraging PaaS
(Platform as a Service). PaaS provides managed services to
solve complex business problems and also to perform proof
of concepts very quickly without having to set up a large
infrastructure along with teams for supporting and main-
taining the mirastructure on a nonstop basis. PaaS 1s a cloud
computing model in which a third-party provider or the like
delivers hardware and software tools, such as, for example,
those needed for application development, to users over the
Internet. A PaaS provider may host the hardware and soft-
ware on its own infrastructure, or may provide access to
multiple websites at one or more remote locations. As more
and more businesses deploy applications and services to the
cloud, there 1s an ever growing need to provide security for
these applications and services.

SUMMARY

Disclosed herein are systems and methods that may be
implemented to provide a single sign on to a master website
and silent authentication for subservient websites. In one
embodiment security may be provided for cloud manage-
ment services that are configured for sharing information. In
this way, the disclosed systems and methods may be imple-
mented 1n one embodiment to satisiy security requirements
for applications and services, which are increasingly being
deployed by businesses to the cloud.
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In one embodiment, an 1dentity management system may
be provided that includes an identity provider server and a
user management server. The identity provider server
authenticates a user, redirects an authenticated user to a user
management server, receives and verifies a silent authenti-
cation request on behalf of the authenticated user from the
user management server, in which the silent authentication
request includes a cryptographic signature and a modified
message, and provides a site token to access a requested
resource when the silent authentication request 1s verified.
The user management server presents a resource page to the
authenticated user, converts a resource request from the
authenticated user into the silent authentication request by
applying a cryptographic function to a message to provide
the cryptographic signature and by applying a modification
to the message to provide the modified message, sends the
silent authentication request to the 1dentity provider server,
and redirects the authenticated user to the requested resource
when the site token 1s provided. The cryptographic function
and the modification are known only by the 1dentity provider
server and the user management server relative to external
users.

The message and the modified message may both include
one or more parameters, i which the modified message
includes a modified parameter used to obscure the message
when transmitted from the user management server to the
identity provider server. The modification may include at
least one math function that uses at least one modifier
variable that 1s applied to at least one parameter to generate
the modified parameter. The user management server may
apply the at least one math function using the at least one
modifier variable to at least one parameter to generate at
least one modified parameter. The 1dentity provider server
may apply an inverse of the at least one math function using
the at least one modifier variable to the at least one modified
parameter to generate at least one original parameter used to
regenerate the original message. The cryptographic function
may be a cryptographic hash function or the like applied to
the message using a secret key to generate the cryptographic
signature.

The 1dentity management system may include a federa-
tion server and a data store system. The federation server 1s
accessed by the 1dentity provider server to obtain an identity
token to authenticate the user when the user 1s a resource
administrator or a privileged consumer. The data store
system 1s accessed by the identity provider to obtain an
identity token to authenticate and authorize the user when
the user 1s a resource consumer. Resource administrators and
privileged consumers may be authenticated based on a
predetermined trust relationship i1dentified by access to an
internal login link. The resource consumer may be authen-
ticated based on user credentials provided by the user.

The i1dentity management system may include one or
more subservient web servers that host multiple applications
accessible by the 1dentity management system via a network
interface. The message may identily a subservient web
server and a corresponding application as the requested
resource. The i1dentity provider server may provide a site
token to the identified subservient web server to enable
access to a requested application by the authenticated user.

An 1information handling system according to one
embodiment may include a processing device and a memory
storing an authentication application, which when executed
by the processing device configures the mmformation han-
dling system into a silent authentication system. The silent
authentication system processes a silent authentication
request by performing a cryptographic function on a mes-
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sage to provide a cryptographic signature, and by translating
between the message and a modified message by applying a
modification to one of the message and the modified mes-
sage.

The message and the modified message may each include
at least one parameter, in which the modification may be at
least one math function that uses at least one modification
variable to modify at least one parameter of the message.

The authentication application may be a user management
application that configures the information handling system
into a user management server. In this case the user man-
agement server applies the cryptographic function (e.g., a
hash function using a secret key) to the message to provide
the cryptographic signature, applies the modification to the
message to provide the modified message, and sends or
transmits the cryptographic signature and the modified mes-
sage as the silent authentication request, e.g., to an identity
provider server. The message may include at least one
parameter, and the message modification may include at
least one math function that uses at least one modifier
variable to modily the at least one parameter of the message
to convert the message into the modified message. The
identity provider server reverses the modification by apply-
ing at least one inverse math function to regenerate the
message, applies the cryptographic function to the regener-
ated message, and compares the regenerated message with
the received message for authentication. The i1dentity pro-
vider server provides a valid token to the requested subser-
vient web server.

The authentication application may be an identification
provider application that configures the information han-
dling system into an identity provider server. In this case the
identity provider server receives the silent authentication
request including the cryptographic signature and the modi-
fied message, applies the modification to the modified mes-
sage to regenerate the original message, applies the crypto-
graphic Tunction to the original message to generate a new
cryptographic signature, and compares the new crypto-
graphic signature with the received cryptographic signature
to authenticate the silent authentication request. The modi-
fied message may include at least one modified parameter, 1n
which the modification may be at least one inverse math
function that uses at least one modifier variable to convert
the at least one modified parameter mto at least one original
parameter to regenerate the message from the modified
message.

A method according to one embodiment includes apply-
ing a cryptographic function on a message to provide a
cryptographic signature, modifying a message by applying a
modification to provide a modified message, and sending the
cryptographic signature and the modified message as a silent
authentication request. The method may include applying at
least one math function using at least one modifier variable
to at least one parameter of the message. The method may
include applying a cryptographic hash function to the mes-
sage using a secret key to generate the cryptographic sig-
nature.

The method may 1nclude receiving the silent authentica-
tion request, reversing the modification to the modified
message to regenerate the message, applying the crypto-
graphic function on the regenerated message to provide a
new cryptographic signature, and comparing the receirved
cryptographic signature with the new cryptographic signa-
ture to authenticate the silent authentication request. The
method may include applying an inverse of at least one math
function using at least one modifier variable on at least one
parameter of the modified message.
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In one respect, disclosed herein 1s an 1dentity management
system, including: an identity provider server that authen-
ticates a user, that redirects an authenticated user to a user
management server, that receives and verifies a silent
authentication request on behalf of the authenticated user
from the user management server wherein the silent authen-
tication request includes a cryptographic signature and a
modified message, and that provides a site token to access a
requested resource when the silent authentication request 1s
verified; and a user management server that presents a
resource page to the authenticated user, that converts a
resource request from the authenticated user into the silent
authentication request by applying a cryptographic function
to a message to provide the cryptographic signature and by
applying a modification to the message to provide the
modified message, that sends the silent authentication
request to the 1dentity provider server, and that redirects the
authenticated user to the requested resource when the site
token 1s provided. The cryptographic function and the modi-
fication may be known only by the identity provider server
and the user management server.

In another respect, disclosed herein 1s an information
handling system, including: a programmable integrated cir-
cuit; and a memory storing an authentication application,
which when executed by the programmable integrated cir-
cuit configures the information handling system into a silent
authentication system. The silent authentication system pro-
cesses a silent authentication request by performing a cryp-
tographic function on a message to provide a cryptographic
signature, and by translating between the message and a
modified message by applying a modification to one of the
message and the modified message.

In another respect, disclosed herein 1s a method, 1nclud-
ing: applying a cryptographic function on a message to
provide a cryptographic signature; modilying a message by
applying a modification to provide a modified message; and
sending the cryptographic signature and the modified mes-
sage as a silent authentication request.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram of an information handling
system according to one exemplary embodiment of the
disclosed systems and methods.

FIG. 2 1s a simplified block diagram of an application
service system including an identity management website
implemented according to one exemplary embodiment of
the disclosed systems and methods.

FIG. 3 1s a flowchart diagram 1llustrating a login process
for accessing the server platform of FIG. 2 according to one
exemplary embodiment of the disclosed systems and meth-
ods.

FIG. 4 1s a flowchart diagram 1illustrating a method of
accessing the applications APP1-APPN of the subservient
web servers of FIG. 2 using silent authentication imple-
mented according to one exemplary embodiment of the
disclosed systems and methods.

DESCRIPTION OF ILLUSTRATIVE
EMBODIMENTS

FIG. 1 1s a block diagram of an information handling
system 100 (e.g., a desktop computer, laptop computer,
tablet computer, MP3 player, personal data assistant (PDA),
cell phone, etc.) as it may be configured according to one
embodiment of the present disclosure. In this regard, it
should be understood that the configuration of FIG. 1 1s
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exemplary only, and that the disclosed methods may be
implemented on other types of information handling sys-
tems. It should be further understood that while certain
components of an information handling system are shown 1n
FIG. 1 for illustrating embodiments of the present disclo-
sure, the mformation handling system 1s not restricted to
including only those components shown in FIG. 1 and
described below.

As shown i FIG. 1, mformation handling system 100
may generally include a host processing device 110 (e.g.,
programmable integrated circuit such as a central processing,
unit (CPU)), for executing an operating system (OS) 101
(e.g., Microsoit Windows-based OS such as Windows 10,
Linux OS, etc.) for system 100, executing user software
applications, etc. CPU 110 may also be configured to access
non-volatile serial peripheral intertace (SPI) Flash memory
190 to load and boot a system BIOS 194 as shown. CPU 110
may include any type of processing device, such as an Intel
Penttum series processor, an Advanced Micro Devices
(AMD) processor or another programmable integrated cir-
cuit. CPU 110 1s coupled to system memory 120, which may
include, for example, random access memory (RAM),
dynamic RAM (DRAM), synchronous DRAM (SDRAM).
In some embodiments, tasks and functions of SPI Flash 190
described herein may be performed by any other suitable
one or more non-volatile memory (NVM) devices, e.g.,
including solid state drive/s (SSDs), hard drive/s, efc.

In some embodiments, information handling system 100
may include other types of processing devices including, but
not limited to, a graphics processor unit (GPU) 130, a
graphics-derivative processor (such as a physics/gaming
processor), a digital signal processor (DSP), etc. Although
GPU 130 1s shown as a separate processing device 1n the
embodiment of FIG. 1, GPU 130 may be omitted 1n other
embodiments, when the functionality provided thereby is
integrated within CPU 110 1 a system-on-chip (SoC)
design. In FIG. 1, display device 140 (e.g., LCD display or
other suitable display device) 1s coupled to graphics pro-
cessing unit (GPU) 130 to provide visual images (e.g., a
graphical user interface, static images and/or video content)
to the user. GPU 130 1s, i turn, coupled to CPU 110 via
platform controller hub (PCH) 150.

PCH 150 controls certain data paths and manages infor-
mation tlow between components of the information han-
dling system 100. As such, PCH 150 may include one or
more integrated controllers or interfaces for controlling the
data paths connecting PCH 150 with CPU 110, GPU 130,

system storage 160, input/output (I/O) devices 170, network
interface (I'F) 171, embedded controller (EC) 180 and SPI

Flash memory device 190 where BIOS firmware image
(e.g., BIOS 194) is stored. In one embodiment, PCH 150
may include a Serial Peripheral Interface (SPI) controller
and an Enhanced Serial Peripheral Interface (eSPI) control-
ler. In some embodiments, PCH 150 may include one or
more additional integrated controllers or interfaces such as,
but not limited to, a Peripheral Controller Interconnect (PCI)
controller, a PCI-Express (PCle) controller, a low pin count
(LPC) controller, a Small Computer Senal Interface (SCSI),
an Industry Standard Architecture (ISA) interface, an Inter-
Integrated Circuit (I°C) interface, a Universal Serial Bus
(USB) interface and a Thunderbolt™ interface.

System storage 160 (e.g., one or more media drives, such
as hard disk drives, optical drives, NVRAM, Flash memory,
solid state drives (SSDs), or any other suitable form of
internal or external storage) 1s coupled to PCH 150 to
provide permanent local storage for information handling
system 100. I/O devices 170 (e.g., a keyboard, mouse,
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touchpad, touchscreen, etc.) are coupled to PCH 150 to
enable the user to interact with information handling system
100, and to interact with application programs or other
soltware/firmware executing thereon. The network I/'F 171
enables communication with remote devices and servers or
the like via external networks (not shown).

A power source for the information handling system 100
may be provided via an external power source (e.g., mains
power) and an 1nternal power supply regulator, and/or by an
internal power source, such as a battery. As shown 1n FIG.
1, power management system 175 may be included within
information handling system 100 for moderating the avail-
able power from the power source. In one embodiment,
power management system 175 may be coupled to provide
operating voltages on one or more power rails to one or more
components of the information handling system 100, as well
as to perform other power-related administrative tasks of the
information handling system. For example, power manage-
ment system 175 may be coupled to provide an operating
voltage on a primary power rail to PCH 150, and may be
turther coupled to provide an operating voltage (e.g., 3.3V)
on another power rail to EC 180. In addition to the power
rails explicitly shown in FIG. 1, 1t i1s noted that power
management system 175 may be coupled to provide addi-
tional operating voltages on one or more additional power
rails to PCH 150, EC 180 and other components of infor-
mation handling system 100.

Embedded controller (EC) 180 1s coupled to PCH 150 and
may be configured to perform functions such as power/
thermal system management, etc. EC 180 may also be
configured to execute program instructions to boot informa-
tion handling system 100, load application firmware from
SPI Flash memory device 190 into internal memory, launch
the application firmware, etc. In one example, EC 180 may
include a processing device for executing program instruc-
tions to perform the above stated functions. Although not
strictly limited to such, processing device of EC 180 may be
implemented as a programmable integrated circuit (e.g., a
controller, microcontroller, microprocessor, ASIC, etc., or as
a programmable logic device “PLD” such as FPGA, com-
plex programmable logic device “CPLD”, etc.).

As shown 1n FIG. 1, EC 180 1s coupled to PCH 150 via
data bus 185, and SPI Flash memory device 190 1s coupled
to PCH 150 via data bus 195. According to one embodiment,
data bus 195 1s a Serial Peripheral Interface (SPI) bus, and
data bus 185 i1s an Enhanced Serial Peripheral Interface
(eSPI) bus. In the embodiment shown in FIG. 1, SPI Flash
memory device 190 1s a shared Flash memory device, which
1s connected to PCH 150 and EC 180. In such a configura
tion, PCH 150 provides EC 180 shared access to SPI Flash
memory device 190 via eSPI bus 185, SPI bus 195 and
various itertace and logic blocks included within the PCH.

The system storage 160 stores an identification (ID)
provider application (PROV. APP) 162 and a user manage-
ment (MGMT) APP 164. The 1dentification provider appli-
cation 162 may be invoked and executed by the CPU 110 to
configure the mmformation handling system 100 as an identity
provider server as further described herein, such as an
identity provider server 208 (FI1G. 2). Alternatively, the user
management application 164 may be invoked and executed
by the CPU 110 to configure the information handling
system 100 as a user management server as further described
herein, such as a user management server 210 (FIG. 2). In
an alternative embodiment, the 1dentification provider appli-
cation 162 and the user management application 164 may be
incorporated into a single application this 1s configured to
either operate the mformation handling system 100 as an
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identity provider server or as a user management server.
Both applications 162 and 164 are authentication applica-
tions that, when executed, configure the mformation han-
dling system 100 into a silent authentication system for
processing silent authentication requests as further described
herein, i which the user management application 164
formulates silent authentication requests to send and the
identification provider application 162 processes received
silent authentication requests to perform authentication.
FIG. 2 1s a simplified block diagram of an application
service system 200 including an i1dentity management sys-
tem 202 implemented according to one embodiment of the
present disclosure. The application service system 200
includes the identity management system 202, a federation
server 204, and one or more or “N”” subservient web servers

206, shown individually as WEB SERVER1, WEB
SERVER2, . . ., WEB SERVERN, each running a corre-

sponding application, shown as APP1, APP2, . . ., APPN,

respectively. Although only one application 1s shown for
each web server 206, 1t 1s understood that each web server
206 may include any number of applications. Examples of
applications include bill of materials data, bill of materials
analytics, device reports, supplier scoring, diagnostic apps.,
etc. The i1dentity management system 202 includes the
identity provider server 208, the user management server
210, and a data store system 212, which communicate with
cach other across a communication interface 214. The data
store system 212 may include one or more computer servers
or the like that provide user credentials and access data as
turther described herein.

The configuration of the communication interface 214
may depend upon the relative locations of the servers 208
and 210 and the data store system 212 and may incorporate
a combination of communication methods. When co-lo-
cated, such as within a common data center or the same
building or location, the communication interface 214 may
include a local bus communication system or a local area
network (LAN) or the like. When remotely located, the
communication interface 214 may include a wide area
network (WAN), such as, for example, the Internet. The
identity provider server 208, the user management server
210, and the data store system 212 of the 1dentity manage-
ment system 202 appear and collectively operate as a master
website for authenticating users, such as a user 220, and for
allowing access by authorized users to resources of the
application service system, including content of the appli-
cation service system 200 and the applications APP1-APPN
hosted by the subservient web servers 206.

The 1dentity provider server 208 commumnicates with the
federation server 204 via a communication interface 216,
which may be an extension of the communication interface
214 or may be a separate communication interface. In one
embodiment, the federation server 204 may be positioned
behind a firewall or other security configuration, yet has a
predetermined trust relationship with the identity provider
server 208. The federation server 204 1s part of or otherwise
owned or controlled by an enftity that manages the server
plattorm 200, in which the managing entity may be any
group or organization, such as a corporation, a company, a
governmental organization, an association, etc.

The user management server 210 communicates with the
web servers 206 via another communication interface 218,
which 1s typically a WLAN or Internet connection, although
any suitable network 1s contemplated. In one embodiment,
the 1identity management system 202 sits behind a firewall
relative to the communication interface 218.
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The user 220 1s shown coupled to the communication
interface 218 for accessing at least one of the web servers
206 to use or otherwise manage at least one of the web
applications APP1-APPN. Each user, including the user 220,
1s any one of three different user types, in which the user
types may include a resource administrator, a privileged
consumer and a resource consumer. Resource administrators
and privileged consumers may be employees or contractors
or other trusted persons of the entity that manages server
platform 200. A resource admimstrator 1s a user that pro-
vides content, edits content, or otherwise generally manages
the content of the web applications as resources of the
application service system 200. Privileged consumers and
resource consumers are users that use the information or
services provided by any one or more of the applications
APP1-APPN for purposes of troubleshooting, determining
the health of, or otherwise to repair or improve operation or
performance ol a device or other computer system.

The user 220 requests access to a resource of the server
plattorm 200, such as by clicking a link or by submitting a
web address or the like for accessing any one of the web
servers 206. The user 220 1s directed or otherwise redirected
to the 1dentity provider server 208, which verifies or authen-
ticates the user 220 as further described herein. When the
user 220 1s a resource administrator or a privileged con-
sumer, then the credentials are provided by the federation
server 204 to the 1dentity provider server 208 for authenti-
cation. When the user 220 1s instead a resource consumer or
any other authorized person external to the managing entity
but who 1s registered and authorized to access the resources
of the server platform 200, then the credentials may be
stored within and provided by the data store system 212. The
data store system 212 also provides access information for
cach user, including resource admimstrators and consumers.
The access mnformation determines access to the resources of
the server platform 200, such as authorization on the web
application servers 206. The resource administrators, for
example, may have unlimited read and write access to the
applications and resources. The privileged consumers may
have limited write access to only a particular application/
resource (or only a subset of the applications/resources) and
unlimited read access to the applications and resources.
Resource consumers may have a designated range of access
from limited read access to full read access (e.g., without
any write access), up to full read and write access to all the
applications and resources depending upon the particular
user and configuration.

Once the user 220 1s verified or otherwise authorized, the
user 220 1s redirected to a page or the like provided the user
management server 210 as further described herein, which
provides links or the like to authorized resources, including,
for example, links or access to any one or more of the web
application servers 206. When the user 220 selects a link to
access one of the web application servers 206 or other
resources ol the server platform 200, the server system 202
performs silent authentication to enable the user 220 to
access the requested resource as further described herein.

FIG. 3 1s a flowchart diagram 1llustrating a login process
for accessing the server platform 200 according to one
embodiment of the present disclosure. At a first block 302,
the user 220 requests a protected resource server platform
200, such as any one of the applications APP1-APPN. At
next block 304, the identity provider server 208 presents a
login page to the user 220. A resource administrator or
privileged consumer typically has access to a trusted com-
puter system or the like hosted on the cloud or public domain
name service (DNS) that 1s known and trusted by the
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managing entity of the server platform 200. It so, then the
identity provider server 208 detects that the user 220 1s a
resource administrator or privileged consumer and provides
a login page with an internal login link. If the user 220 1s
accessing a computing system that 1s external and not an
internally trusted system, then the identity provider server
208 detects that the user 220 1s a resource consumer and
provides a login page that requests user credentials, such as
a username and corresponding password.

At next block 306, it 1s determined whether the user 220
1s a resource administrator (e.g., ADMIN) or privileged
consumer versus a resource consumer. If the user 220 1s
identified as a resource admuinistrator or privileged con-
sumer, then operation advances to block 308 in which the
identity provider server 208 detects activation of the internal
login link and forwards corresponding user information to
the federation server 204 to request an idenftity token. IT
instead the user 220 1s identified as a resource consumer,
then operation advances to block 310 1n which the 1dentity
provider server 208 requests user credentials from the user
220, such as, for example, a username and password, and the
identity provider server 208 forwards the user credentials to
the data store system 212 to request an i1dentity token.

After block 308 or 310, operation advances to query block
312 to determine whether the user 220 1s authenticated. If
the user 220 1s a resource administrator or privileged con-
sumer who 1s authenticated by the federation server 204,
then the federation server 204 validates the user 220 and
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operation 1s completed. It 1s noted, of course, that once
authenticated, the user 220 may access additional requested
resources and content before completing operation.
Referring back to block 312, if for any reason the user 220
1s not successiully authenticated, then operation advances
instead to block 320 to perform an authentication error
process and operation 1s completed. If, for example, the
incorrect user credential information 1s provided, then the
process may be repeated a limited number or even an
indefinite number of times to determine whether the user
220 1s, 1n fact, an authorized user. I the login attempt 1s
unsuccessiul, then the user 220 1s prevented from accessing
any of the resources of the application service system 200.
FIG. 4 1s a flowchart diagram illustrating a method of
accessing the applications APP1-APPN (or other content) of
the web servers 206 using silent authentication implemented
according to one embodiment of the present disclosure. At
a first block 402, the user management server 210 detects a
request to access content or an application (e.g., any one of
APP1-APPN) on one of the web servers 206, such as by

clicking a corresponding link 1n the resource page presented
by the user management server 210. At next block 404, the
user management server 210 gathers silent request message
parameters for making the silent authentication or login
request. The following Table 1 provides a list of the param-
cters formulating a message “M” for performing silent
authentication according to one embodiment:

TABLE 1

Parameters Of Message “M” For Silent Authentication

KEY NAME

WA

WIREALM

REQAPP

USER
EXP

provides the corresponding identity token to the identity
provider server 208. If the user 220 1s a resource consumer,
then the data store system 212 validates the user 220 and
provides the corresponding identity token to the identity
provider server 208. If authenticated, then operation
advances to block 314 in which access information 1is
retrieved from the data store system 212 by identity provider
server 208 and forwarded to the user management server
210, which presents a resource page to the user 220. The
resource page presents links to resources for which the user
220 1s authorized to access, such as links to one or more of
the applications APP1-APPN provided on the corresponding,
web servers 206.

When the user 220 selects an authorized link from the
resource page provided by the user management server 210,
then operation advances to block 316 1n which the user
management server 210 and the identity provider server 208
cooperate to perform a silent authentication process as
turther described herein. The silent authentication process
acquires a resource or site token for the requested applica-
tion, 1n which the site token 1s provided to the corresponding,
web server 206 that hosts the requested application or the
requested content. At next block 318, the requested appli-
cation 1s accessed by the user 220 or content from the
accessed web server 206 1s presented to the user 220, and
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VALUE DESCRIPTION

WS1gnin Request for Sign In

URL Web Site Uniform Resource Locator
APP Name Unique Short Name for each of

the Applications APP1 - APPN
Email Address of User

Expiry Parameter of the
Site Token; C 1s a Constant

Email Address

Number of Seconds from
beginning of Current Year + C

In the embodiment of Table 1, the message M 1s a
combination of the parameters, or
M=WA&WTREALM&REQAPP&USER&EXP, and 1n
which “&” denotes concatenation for separating the param-
cters. In general, WA 1s the request to access a desired
application, WITREALM identifies the location or host of the
application (e.g., URL of web server 206), REQAPP 1den-
tifies the particular application or content being requested
(e.g., an application name or the like), USER identifies the
particular user (e.g., email address provided by federation
server 204 or the data store system 212 depending upon user
type), and EXP 1s an arbitrary expiry parameter adjusted by
an arbitrary constant value C. In Table 1, EXP 1s an arbitrary
expiry parameter defined as the number of seconds from
beginning of the current year.

At next block 406, the user management server 210 uses
a cryptographic function to compute or otherwise determine
a cryptographic signature “SIGN” using the message M. In
one embodiment, the cryptographic function 1s the HMAC
(Hash-based Message Authentication Code) according to the
following equation (1):

SIGN(K, M)=H((KDOPAD)||H(K'BIPAD)|M) (1)

in which “H” denotes a cryptographic hash function (e.g.,
according to HMAC-SHA2356 or the like according to RFC
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2104), “K” 1s a secret key, “K"” (or K prime) 1s a block-sized
key derived from K either by padding to the right with 0’s
up to the block size or by hashing down to the to the block
size (e.g., K'=H(K) 11 K 1s larger than the block size, and
otherwise 1s padded using 0’s), “|[” denotes concatenation,
“@” denotes the binary logic function of bitwise exclusive-
OR (XOR), OPAD 1s an outer padding consisting of repeated
bytes (e.g., valued 0x5 C) up to the block size, IPAD 1s an
inner padding consisting of repeated bytes (e.g., valued
0x36) up to the block size, and M 1s the message being
cryptographically hashed.

After the cryptographic signature SIGN 1s determined at
block 406, operation advances to block 408 in which the
user management server 210 prepares and sends a modified
message “M’™ along with SIGN to the identity provider
server 110, 1n which the modified message M' 1s a modified
version of the message M. In one embodiment, the original
message M 1s obscured by modifying at least one of the
message parameters with at least one math function using at
least one modifier variable. In the illustrated embodiment,
EXP 1s the parameter that 1s modified, the modifier variable

1s a delta value 90, and the math function i1s addition. In one
embodiment, the EXP 1s modified to EXP+0, so that

M'=WA&WTREALM&REQAPP&USER&(EXP+0). The
user management server 210 sends M' and SIGN to the
identity server provider 110, or
WA&WTREALM&REQAPP&USER&(EXP+0)&SIGN.

Since the message and SIGN are shared between the user
management server 210 and the 1dentity provider server 208,
if the message remains unmodified as 1 a conventional
configuration, then an eavesdropper may copy the parameter
and public key and encrypt a signature in order to appear as
a legitimate user. Since the message M 1s instead obscured
and sent as M', the likelithood of success of using the
transmitted information 1n an attempt to appear as a legiti-
mate user 1s substantially reduced. At next block 410, the
identity provider server 208 receives a communication from
the user management server 210 and determines at query
block 412 whether the communication 1s a valid silent login
(or silent authentication) request. For example, the 1dentity
provider server 208 determines whether the communication
includes a message and a cryptographic signature
(M'&SIGN). If not, then operation 1s complete.

If the 1dentity provider server 208 detects at block 412 that
the communication 1s a silent login request, then operation
advances to block 414 1n which the 1dentity provider server
208 extracts the message parameters from the modified
message M' recerved in the communication. Since the modi-
fled message M'=WA&WTREALM&REQAPP&USER&
(EXP+0), then the extracted parameters are WA,
WTREALM, REQAPP, USER, and EXP+90, in which the
last parameter EXP has been modified by the modifier
variable 0 as previously described. At next block 416, the
identity provider server 208 regenerates the original mes-
sage M, such as by applying an inverse of the math function
using the at least one modifier variable to the at least one
modifier variable. In one embodiment, the EXP parameter 1s
modified to EXP+0, so that the identity provider server 208
simply subtracts the modifier vaniable 0 from EXP+0 to
obtain the parameter EXP of the original message. Thus, the
identity provider server 208 uses an inverse of the math
function (e.g., subtraction) to determine the original param-
cter 1in order to regenerate the original message.

At next block 418, the identity provider server 208 applies
the cryptographic function on the original message M to
generate a corresponding new cryptographic signature
NEWSIGN. The cryptographic function used by the identity
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provider server 208 1s the same cryptographic function used
by the user management server 210 to generate SIGN, such
as, Tor example, the HMAC function described 1n equation
(1). At next block 420, 1t 1s queried whether the crypto-
graphic signature SIGN received from the user management
server 210 1s the same as NEWSIGN calculated by the
identity provider server 208, or whether SIGN=NEWSIGN.
If not, then operation 1s terminated. Although not shown, the
identity provider server 208 may send an error message to
the user management server 210 indicating failure of authen-
tication.

If, however, SIGN=NEWSIGN, then operation proceeds
instead to block 422 1in which the identity provider server
208 retrieves the valid site token for the web server 206
hosting the requested application i1dentified in the original
request received at block 402, and forwards the request and
valid site token to the web server 206. It 1s noted that the
message M 1dentifies the website and the corresponding
application along with the user requesting access. The site
token provides the requisite credentials to provide access by
the authorized user. The process illustrated by the flowchart
of FIG. 4 may be repeated to allow the user 220 to access
multiple applications for which the user 220 i1s authorized.

In summary, the identification provider application 162
may be used to configure an information handling system
100, such as that shown 1n FIG. 1, to operate as an 1dentity
provider server as lurther described herein, such as the
identity provider server 208 of FIG. 2. Also, the user
management application 164 may be used to configure an
information handling system 100 to operate as an user
management server as further described herein, such as the
user management server 210 of FIG. 2. The identity provider
server 208 and the user management server 210 are collec-
tively configured within the identity management system
202 to perform the verification and authentication functions
illustrated by the flowcharts of FIGS. 3 and 4 to enable
authorized users, such as the user 220, to login and access
the resources of the server platform 200, including silent
authentication for accessing one or more of the applications
APP1-APPN hosted on the web servers 206.

In order to perform successiul silent authentication as
described herein, the i1dentity provider server 208 and the
user management server 210 are each configured to use the
same message format and corresponding message param-
cters of the message M, the same hashing function and
corresponding secret key, and the same mathematical func-
tion and modification variable(s) (e.g., delta ¢) to modify the
same parameters ol the message M.

The particular mathematical formula (e.g., addition) and
modification varniable (e.g., delta o) illustrated for silent
authentication are exemplary only. In various embodiments,
the mathematical function may be different and more com-
plex so long as an iverse mathematical function may be
defined to reverse the message modification. Although only
one modification variable 1s shown modifying one message
parameter using one mathematical function, 1t 1s understood
that multiple modification varniables and mathematical func-
tions may be used to modily any number of the message
parameters. In other words, one or more of the message
parameters may be modified by one or more modification
variables using one or more mathematical functions for each
parameter modification to generate the modified message
\Y

It 1s noted that some mathematical functions may only
apply to numeric-only parameters and may not be applicable
to alphanumeric parameters. For example, the mathematical
functions of addition and subtraction of a numeric variable
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may be applied to EXP, which 1s a numeric-only parameter.
The concept of the mathematical function, however, may be
extended to include modifications of any of the alphanu-
meric parameters as long as an mnverse mathematical func-
tion may be defined to reverse the process to obtain the
original parameter.

The identity tokens provided to the identity provider
server 208 for user authentication and the site tokens pro-
vided to the subservient web servers 206 for silent authen-
tication may be configured according to any one of multiple
suitable protocols, such as HMAC with JSON (JavaScript
Object Notation) Web Tokens (JWT), WS-Federation (web
services) with Security Assertion Markup Language
(SAML) or SAML2.0 (e.g., SAML or SAML2.0 tokens),
WS-Federation with oAuth (Open Authentication) or
oAuth2.0 tokens (in which oAuth2.0 gives back authoriza-
tion code which can be embedded 1n a JSON response), etc.
Assertions or claims in these different token formats may be
digitally signed using X.509 Certificates that are verified
upon request. Any one or more of the applications APP1-
APPN may be hosted on any type of web server configu-
ration, such as Azure (MicroSoft® Cloud Platform as a
service), Google Cloud Platform, Amazon Web Services,
etc.

It will be understood that the steps of shown and described
herein are exemplary only, and that any combination of
tewer, additional and/or alternative steps may be employed
that are suitable for modifying startup or boot operation or
boot flow of an processing system.

It will also be understood that one or more of the tasks,
functions, or methodologies described herein (e.g., includ-
ing those described herein for components 100, 162, 164,
etc.) may be implemented by circuitry and/or by a computer
program of instructions (e.g., computer readable code such
as firmware code or soltware code) embodied 1 a non-
transitory tangible computer readable medium (e.g., optical
disk, magnetic disk, non-volatile memory device, etc.), n
which the computer program comprising instructions are
configured when executed on a processing device 1n the
form of a programmable integrated circuit (e.g., processor
such as CPU, controller, microcontroller, microprocessor,
ASIC, etc. or programmable logic device “PLD” such as
FPGA, complex programmable logic device “CPLD”, etc.)
to perform one or more steps of the methodologies disclosed
herein. In one embodiment, a group of such processing
devices may be selected from the group consisting of CPU,
controller, microcontroller, microprocessor, FPGA, CPLD
and ASIC. The computer program ol instructions may
include an ordered listing of executable instructions for
implementing logical functions 1n an processing system or
component thereol. The executable instructions may include
a plurality of code segments operable to instruct components
of an processing system to perform the methodologies
disclosed herein.

It will also be understood that one or more steps of the
present methodologies may be employed in one or more
code segments of the computer program. For example, a
code segment executed by the information handling system
may include one or more steps of the disclosed methodolo-
gies. It will be understood that a processing device may be
configured to execute or otherwise be programmed with
soltware, firmware, logic, and/or other program instructions
stored 1n one or more non-transitory tangible computer-
readable mediums (e.g., data storage devices, flash memo-
ries, random update memories, read only memories, pro-
grammable memory devices, reprogrammable storage

devices, hard drives, floppy disks, DVDs, CD-ROMSs, and/or
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any other tangible data storage mediums) to perform the
operations, tasks, functions, or actions described herein for
the disclosed embodiments.
For purposes of this disclosure, an information handling,
system may include any instrumentality or aggregate of
instrumentalities operable to compute, calculate, determine,
classily, process, transmit, receive, retrieve, originate,
switch, store, display, communicate, mamiest, detect,
record, reproduce, handle, or utilize any form of informa-
tion, mtelligence, or data for business, scientific, control, or
other purposes. For example, an information handling sys-
tem may be a personal computer (e.g., desktop or laptop),
tablet computer, mobile device (e.g., personal digital assis-
tant (PDA) or smart phone), server (e.g., blade server or rack
server), a network storage device, or any other suitable
device and may vary 1n size, shape, performance, function-
ality, and price. The information handling system may
include random access memory (RAM), one or more pro-
cessing resources such as a central processing unit (CPU) or
hardware or software control logic, ROM, and/or other types
ol nonvolatile memory. Additional components of the infor-
mation handling system may include one or more disk
drives, one or more network ports for communicating with
external devices as well as various mput and output (I/0)
devices, such as a keyboard, a mouse, touch screen and/or a
video display. The information handling system may also
include one or more buses operable to transmit communi-
cations between the various hardware components.
While the invention may be adaptable to various modi-
fications and alternative forms, specific embodiments have
been shown by way of example and described herein.
However, 1t should be understood that the invention 1s not
intended to be limited to the particular forms disclosed.
Rather, the mvention 1s to cover all modifications, equiva-
lents, and alternatives falling within the spirit and scope of
the invention as defined by the appended claims. Moreover,
the different aspects of the disclosed methods and systems
may be utilized in various combinations and/or indepen-
dently. Thus the mvention 1s not limited to only those
combinations shown herein, but rather may include other
combinations.
What 1s claimed 1s:
1. An identity management system, comprising:
an 1identity provider server coupled to a user management
server by a first network or a first communication bus;

at least a first web server that 1s separate and different
from the i1dentity provider server and the user manage-
ment server, the first web server being coupled to a
second network that 1s different than the first network
or first communication bus,

where the 1dentity provider server comprises a program-

mable integrated circuit that 1s programmed to:
authenticate a user across the second network that i1s
different than the first network or first communica-
tion bus, and then redirect the authenticated user
across the second network to the user management
server,
then verily a silent authentication request on behalf of
the authenticated user that 1s received across the first
network or first communication bus from the user
management server, the silent authentication request
including a cryptographic signature and a modified
message, and
then provide a site token across the second network to
the first web server that 1s separate and different {from
the 1dentity provider server and the user management
server 1n response to the verification of the silent
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authentication request, the site token being for access
to a resource requested by the authenticated user, the
requested resource running on the first web server
that 1s separate and different from the i1dentity pro-
vider server and the user management server; and
where the user management server comprises a prograim-

mable integrated circuit that 1s programmed to:

present a resource page ol access mformation across
the second network to the authenticated user in
response to the redirection of the authenticated user
to the user management server from the identity
provider server, the access information of the
resource page being retrieved across the first network
or the first communication bus from a data store
system that 1s separate and different from the first
web server and that lists at least one resource that 1s
running on the first web server,

then convert a resource request received across the
second network from the authenticated user via the
presented resource page into the silent authentication
request by applying a cryptographic function to a
message to provide the cryptographic signature and
by applying a modification to the message to provide
the modified message, the resource request being a
request by the authenticated user for the at least one
resource of the resource page that 1s running on the
first web server,

then send the silent authentication request to the 1den-
tity provider server across the first network or first
communication bus, and

then redirect the authenticated user across the second
network to access via the second network the
requested resource that 1s running on the first web
server; and

where the cryptographic function and the modification are

known only by the 1dentity provider server and the user
management server.

2. The 1dentity management system of claim 1, wherein
the message comprises a plurality of parameters, and
wherein the modified message comprises the plurality of
parameters including the modification applied to at least one
of the plurality of parameters.

3. The identity management system of claim 2, wherein
the modification comprises at least one math function using
at least one modifier variable applied to the at least one of
the plurality of parameters to generate at least one modified
parameter.

4. The 1dentity management system of claim 3, wherein
the programmable integrated circuit of the user management
server 1s programmed to apply the at least one math function
using the at least one modifier variable to the at least one of
the plurality of parameters to generate the at least one
modified parameter, and wherein the programmable inte-
grated circuit of the identity provider server 1s programmed
to apply an inverse of the at least one math function using
the at least one modifier variable to the at least one modified
parameter to generate at least one unmodified parameter
used to regenerate the message.

5. The 1dentity management system of claim 1, wherein
the cryptographic function comprises a cryptographic hash
function applied to the message using a secret key to
generate the cryptographic signature.

6. The identity management system of claim 1, further
comprising;

a federation server that 1s separate and different from the

identity provider server, the user management server,
the data store system and the first web server, the
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federation server being coupled to the identity provider
server only by the first network or the first communi-
cation bus, the programmable integrated circuit of the
identity provider server being programmed to access
the federation server across the first network or the first
communication bus to obtain an identity token to
authenticate the user when the user comprises a
resource administrator or a privileged consumer; and

where the data store system i1s coupled to the identity
provider server only by the first network or the first
communication bus, the programmable integrated cir-
cuit of the identity provider server being programmed
to access the data store system across the first network
or the first communication bus to obtain an i1dentity
token to authenticate the user when the user comprises
a resource consumer.

7. The 1dentity management system of claim 6, wherein
the programmable integrated circuit of the identity provider
server 15 programmed to:

authenticate the resource administrator or privileged con-
sumer based on a predetermined ftrust relationship
identified by access to an internal login link; and

authenticate the resource consumer based on user creden-
tials provided by the user.

8. The 1dentity management system of claim 1, further

comprising:

a plurality of subservient web servers that includes the
first web server, the plurality of subservient web servers
being coupled to the second network, each of the
subservient web servers comprising a programmable
integrated circuit and hosting at least one of a corre-
sponding plurality of applications;

wherein the message 1dentifies the first web server of the
plurality of subservient web servers and one of the
plurality of applications running on the first web server
as the requested resource; and

wherein the programmable integrated circuit of the 1den-
tity provider server 1s programmed to provide a site
token across the second network to the identified first
web server of the plurality of subservient web servers
to enable access to the one of the plurality of applica-
tions running on the first web server across the second
network by the authenticated user.

9. An information handling system, comprising:

a programmable integrated circuit; and

a memory storing an authentication application, which
when executed by the programmable integrated circuit

configures the information handling system 1nto a silent
authentication system;
wherein the silent authentication system processes a silent

authentication request on behalf of a user by perform-

ing a cryptographic function on a message to provide a

cryptographic signature, and by translating between the

message and a modified message by either:

applying a modification to the message to provide the
modified message, converting the resource request
into the silent authentication request and including
the modified message 1n the silent authentication
request, and providing the silent authentication
request including the modified message to a first
network or first communication bus that 1s different
than the second network, or

receiving the modified message 1n the silent authenti-
cation request from across the first network or first
communication bus that 1s different than the second
network, and applying the modification to the modi-
fied message; and
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wherein the programmable integrated circuit 1s further
programmed to:
authenticate the user,
present a resource page of access information across
the second network to the authenticated user, the
access Information of the resource page being
retrieved across the first network or the first com-
munication bus from a data store system that 1s
separate and different from a first web server and that
l1sts a given resource that 1s running on the first web
SErver,
convert a resource request received across the second
network from the authenticated user via the pre-
sented resource page into the silent authentication
request,
verily the silent authentication request on behalf of the
authenticated user,
provide a site token across the second network to the
first web server in response to the verification of the
silent authentication request, the site token being for
access to the given resource requested by the authen-
ticated user, the requested given resource running on
the first web server, and
redirect the authenticated user across the second net-
work to access via the second network the requested
given resource that 1s running on the first web server.
10. The information handling system of claim 9, wherein
the message and the modified message each comprise at
least one parameter, wherein the modification comprises at
least one math function that uses at least one modification
variable to modify the at least one parameter.
11. The information handling system of claim 9, wherein:
the authentication application comprises a user manage-
ment application that configures the mformation han-
dling system into a user management server; and
wherein in response to the resource request provided
across the second network, the user management server
applies the cryptographic function to the message to
provide the cryptographic signature, applies the modi-
fication to the message to provide the modified mes-
sage, and transmits the cryptographic signature and the
modified message as the silent authentication request
across the first network or first communication bus.
12. The information handling system of claim 11, wherein
the message comprises at least one parameter, and wherein
the modification comprises at least one math function that
uses at least one modifier variable to modily the at least one
parameter to convert the message into the modified message.
13. The mnformation handling system of claim 9, wherein:
the authentication application comprises an 1dentification
provider application that configures the information
handling system into an i1dentity provider server; and
wherein the identity provider server receives from across
the first network or first communication bus the silent
authentication request comprising the cryptographic
signature and the modified message, applies the modi-
fication to the modified message to regenerate the
original message, applies the cryptographic function to
the original message to generate a new cryptographic
signature, and compares the new cryptographic signa-

ture with the recerved cryptographic signature to
authenticate the silent authentication request.

14. The information handling system of claim 13, wherein
the modified message comprises at least one modified
parameter, and wherein the modification comprises at least
one inverse math function that uses at least one modifier
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variable to convert the at least one modified parameter into
at least one original parameter to regenerate the message
from the modified message.
15. The information handling system of claim 9, wherein
the cryptographic function comprises a cryptographic hash
function applied to the message using a secret key to
generate the cryptographic signature.
16. A method, comprising:
authenticating a user across a second network;
retrieving access nformation from a data store system
across a first network or a first communication bus that
1s different from the second network, the access infor-
mation being for at least one resource running on a first
web server that 1s coupled to communicate with the
user across the second network, and the data store
system being separate and diflerent from the first web
Server;

presenting a resource page of the retrieved access infor-
mation across the second network to the authenticated
user;

recerving a resource request from the authenticated user

across the second network via a user selection entered
to the presented resource page, the resource request
being for access to a given resource running on the first
web server; and

responding to receipt of the resource request by:

applying a cryptographic function on a message to
provide a cryptographic signature,

modilying a message by applying a modification to
provide a modified message,

sending the cryptographic signature and the modified
message across a first network or first communica-
tion bus that 1s different than the second network as
a silent authentication request,

veritying the silent authentication request on behalf of
the authenticated user,

providing a site token across the second network to the
first web server 1n response to the verification of the
silent authentication request, the site token being for
access to the given resource requested by the authen-
ticated user that 1s running on the first web server,
and

redirecting the authenticated user across the second
network to access via the second network the
requested given resource that 1s running on the first
web server.

17. The method of claim 16, wherein the modifying a
message comprises applyving at least one math function
using at least one modifier variable to at least one parameter
of the message.

18. The method of claim 16, further comprising:

receiving the silent authentication request from across the

first network or first communication bus;

reversing the modification to the modified message to

regenerate the message;
applying the cryptographic function on the regenerated
message to provide a new cryptographic signature; and

comparing the received cryptographic signature with the
new cryptographic signature to authenticate the silent
authentication request.

19. The method of claim 18, wherein the reversing the
modification comprises applying an inverse of at least one
math function using at least one modifier variable on at least
one parameter of the modified message.
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20. The method of claim 16, wherein the applying a
cryptographic function comprises applying a cryptographic
hash function to the message using a secret key to generate
the cryptographic signature.

21. The identity management system of claim 1, where the
resource page presents one or more authorized links to
corresponding applications running as resources running on
one or more web servers coupled to the second network for
which the authorized user 1s authorized by access informa-
tion of the data store system to access, the one or more links
including a link to the application of the at least one resource
that 1s running on the first web server; and where the
programmable integrated circuit of the user management
server 1s programmed to detect a selection by the authenti-
cated user of the presented resource page link to the appli-
cation of the at least one resource that 1s running on the first
web server as the request by the authenticated user for access
to the application of the at least one resource of the resource
page that 1s running on the first web server.

22. The mformation handling system of claim 9, where
the resource page presents one or more authorized links to
corresponding applications running as resources on one or
more web servers coupled to the second network for which
the authorized user 1s authorized by access information of
the data store system to access, the one or more links
including a link to the application of the given resource that
1s running on the first web server; and where the program-
mable integrated circuit 1s programmed to detect a selection
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by the authenticated user of the presented resource page link
to the application of the given resource that 1s running on the
first web server as the request by the authenticated user for
the application of the given resource of the resource page
that 1s running on the first web server.

23. The information handling system of claim 9, where
the data store system 1s coupled to communicate with the
programmable integrated circuit only by the first network or
the first communication bus.

24. The method of claim 16, where the resource page
presents one or more authorized links to corresponding
applications running as resources on one or more web
servers coupled to the second network for which the autho-
rized user 1s authorized by access information of the data
store system to access, the one or more links including a link
to the application of the given resource that 1s running on the
first web server; and where the method further comprises
detecting a selection by the authenticated user of the pre-
sented resource page link to the application of the given
resource that 1s running on the first web server as the request
by the authenticated user for the application of the given
resource of the resource page that 1s running on the first web
Server.

25. The method of claim 16, where the data store system
1s coupled to communicate the access information only by
the first network or the first communication bus.
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