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METHOD OF OPERATING MEMORY
SYSTEM WITH REPLAY ATTACK
COUNTERMEASURE AND MEMORY
SYSTEM PERFORMING THE SAME

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims priority under 35 USC § 119 to
Korean Patent Application No. 10-2019-0054677, filed on

May 10, 2019 1n the Korean Intellectual Property Oflice
(KIPO), the contents of which are herein incorporated by
reference in their entirety.

BACKGROUND

1. Technical Field

Methods, systems, apparatuses and articles ol manufac-
ture consistent with the present disclosure relate generally to
semiconductor integrated circuits, and more particularly to
methods of operating memory systems with countermea-
sures against replay attacks, and memory systems perform-
ing the methods.

2. Description of the Related Art

A system-on-chip (SoC) 1s used, generally, to refer to a
processing apparatus that integrates various functional
blocks (e.g., a central processing unit (CPU), a memory, an
interface unit, a digital signal processing unit an analog
signal processing unit, etc.) 1n a single, or a few, semicon-
ductor integrated circuits (ICs) to implement an electronic
system, such as a computer system, using a limited number
of ICs. The SoC has evolved 1into complex systems including
various functions such as multimedia, graphics, an intertace,
a security, etc. Data processed 1n the SoC are provided to an
external memory device, and a replay attack that probes and
reuses previous communication contents may occur when
the SoC and the memory device exchange security data.
Therefore, a countermeasure or delfense against such a
replay attack has been required.

SUMMARY

It 1s an aspect to provide a method of operating a memory
system 1ncluding a countermeasure against a replay attack
capable of improving security performance.

It 1s another aspect to provide a memory system perform-
ing the method.

According to an aspect of one or more example embodi-
ments, there 1s provided a method of operating a memory
system, the method comprising writing, by a host device,
first security data and a first timestamp for preventing a
replay attack to a first memory area which 1s an external
memory area; updating, by the host device, a second time-
stamp based on the first timestamp, the second timestamp
corresponding to the first timestamp and being stored 1n a
second memory area distinguished from the first memory
area; recerving, by the host device, a first notification signal
representing a result of the updating; and completing a
writing operation for the first security data when 1t 1s
determined, by the host device, based on the first notification
signal that the second timestamp 1s successiully updated.

According to another aspect of one or more example
embodiments, there 1s provided a memory system including
host device, a nonvolatile memory device and a secure
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2

nonvolatile memory device. The host device processes first
security data and a first timestamp for preventing a replay
attack. The nonvolatile memory device 1s controlled by the
host device, 1s disposed outside the host device, and includes
a first memory area in which the first security data and the
first timestamp are written. The secure nonvolatile memory
device controlled by the host device, 1s formed separately
from the nonvolatile memory device, and includes a second
memory area 1 which a second timestamp corresponding to
the first timestamp 1s written. The host device writes the first
security data and the first timestamp to the first memory
area, and updates the second timestamp based on the first
timestamp. The secure nonvolatile memory device generates
a {irst notification signal representing a result of updating the
second timestamp. The host device completes a writing
operation for the first security data when it 1s determined
based on the first notification signal that the second time-
stamp 1s successiully updated.

According to yet another aspect of one or more example
embodiments, there 1s provided a memory system including
a host device and a nonvolatile memory device. The host
device processes lirst security data and a first timestamp for
preventing a replay attack. The nonvolatile memory device
1s controlled by the host device, 1s disposed outside the host
device, includes a first memory area in which the first
security data and the first timestamp are written, and
includes a second memory area in which a second timestamp
corresponding to the first timestamp 1s written. The second
memory area 1s distinguished from the first memory area.
The host device writes the first security data and the first
timestamp to the first memory area, and updates the second
timestamp based on the first timestamp. The nonvolatile
memory device generates a first notification signal repre-
senting a result of updating the second timestamp. The host
device completes a writing operation for the first security

data when 1t 1s determined based on the first notification
signal that the second timestamp 1s successiully updated.

BRIEF DESCRIPTION OF THE DRAWINGS

[llustrative, non-limiting example embodiments will be
more clearly understood from the following detailed
description taken i1n conjunction with the accompanying
drawings, in which:

FIG. 1 1s a flowchart 1llustrating a method of operating a
memory system according to example embodiments;

FIG. 2 1s a block diagram illustrating a memory system
according to example embodiments;

FIG. 3 1s a diagram 1illustrating an example 1n which the
method of FIG. 1 1s performed by the memory system of
FIG. 2, according to example embodiments

FIG. 4 1s a diagram 1llustrating an operation of FIG. 3 1n
detail, according to example embodiments;

FIG. § 1s a flowchart illustrating an example of writing
first security data and a first timestamp to a first memory area
in FIG. 1, according to example embodiments;

FIG. 6 1s a flowchart illustrating an example of updating
a second timestamp in FIG. 1, according to example
embodiments;

FIG. 7 1s a flowchart 1llustrating a method of operating a
memory system according to example embodiments;

FIG. 8 1s a diagram 1illustrating an example 1n which the
method of FIG. 7 1s performed by the memory system of
FIG. 2, according to example embodiments;

FIG. 9 1s a diagram 1llustrating an operation of FIG. 8 1n
detail, according to example embodiments;
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FIG. 10 1s a flowchart 1llustrating an example of setting a
first timestamp 1 FIG. 7, according to example embodi-
ments;

FIG. 11 1s a flowchart 1illustrating a method of operating,
a memory system according to example embodiments;

FIG. 12 1s a diagram 1llustrating an example 1n which the
method of FIG. 11 1s performed by the memory system of
FIG. 2, according to example embodiments;

FI1G. 13 1s a flowchart 1llustrating an example of checking
whether a replay attack has occurred i FIG. 11, according,
to example embodiments;

FIG. 14 1s a flowchart illustrating a method of operating
a memory system according to example embodiments;

FIG. 15 1s a diagram 1llustrating an example 1n which the
method according to example embodiments 1s performed by
the memory system of FIG. 2, according to example
embodiments;

FIGS. 16 and 17 are block diagrams illustrating a memory
system according to example embodiments;

61 FIG. 18 1s a block diagram 1llustrating an example of
a nonvolatile memory included 1n a memory system accord-
ing to example embodiments;

FIG. 19 1s a block diagram illustrating an example of a
storage device included in a memory system according to
example embodiments; and

FIG. 20 1s a block diagram illustrating an electronic
system according to example embodiments.

DETAILED DESCRIPTION

Various example embodiments will be described more
tully with reference to the accompanying drawings, in which
embodiments are shown. The present disclosure may, how-
ever, be embodied in many different forms and should not be
construed as limited to the embodiments set forth herein.
Like reference numerals refer to like elements throughout
this application.

In a memory system and a method of operating the
memory system according to example embodiments, a time-
stamp used as a countermeasure against a replay attack may
be stored 1n a secure storage space separated from a normal
storage space, and a data protection protocol between the
host device and the normal storage space may be imple-
mented based on the timestamp stored 1n the secure storage
space, thereby efliciently preventing the replay attack. In
addition, at writing operation for storing security data in the
normal storage space and a secure updating operation for
storing the timestamp in the secure storage space may be
tightly-coupled to each other, and 1t maybe determined that
the writing operation 1s completed only when the secure
updating operation 1s successiully completed, thereby ensur-
ing the stability and reliability of operations of the memory
system.

Further, when the memory system 1s powered on, the
timestamp 1n the host device may be securely and safely
initialized based on the timestamp stored in the secure
storage space, and the subsequent operations may be per-
formed only after the setting of the first timestamp 1is
successiully completed, thereby more ensuring the stability
and reliability of operations of the memory system.

FIG. 1 1s a flowchart 1llustrating a method of operating a
memory system according to example embodiments.

A memory system according to example embodiments
includes a host device, and includes a first memory area and
a second memory area that are formed separately from each
other (e.g., separate, distinguished and/or distinct from each
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other). A configuration of the memory system will be
described with reference to FIG. 2.

Referring to FIG. 1 1n a method of operating the memory
system according to example embodiments, when 1t 1s
desired to perform a data write event for first security data,
the host device writes the first security data and a first
timestamp for preventing a replay attack to the first memory
area (step S100). For example, the first security data may be
at least one of various secure data such as a cryptographic
key, sensitive data, a sensitive code, or the like. The first
memory area may be disposed outside the host device, and
may be a normal or general data storage space.

The replay attack represents an attack that masquerades as
a legitimate user by selecting a valid message on a protocol
and then copying the valid message and re-transmitting the
valid message later. In other words, the replay attack rep-
resents a security hacking method that stores previous code
and/or data that was communicated between the lost device
and the first, memory area and then re-transmits the previous
code and/or data to the host device. The first timestamp may
be used as a tag for detecting the replay attack. In other
words, the first timestamp may be anti-replay countermea-
sure data and/or immformation that 1s used to prevent the
replay attack on the first security data.

The host device updates a second timestamp based on the
first timestamp (step S200). The second timestamp 1s stored
in the second memory area and corresponds to the first
timestamp. As described above, the second memory area 1s
separate, distinguished and/or distinct from the first memory
area. Unlike the first memory area, the second memory area
may be a secure data storage space. For example, the second
timestamp may be updated to have a value substantially the
same as that of the fast timestamp.

A first notification signal representing a result of updating
the second timestamp stored in the second memory area 1s
generated, and the host device receives the first, notification
signal (step S300). For example, the first notification signal
may be provided from a memory device including the
second memory area, and may indicate whether an updating
operation for the second timestamp 1s successiul or failed.

The host device determines whether the updating opera-
tion 1s successiul (step S400). For example, the host device
may determine based on the first notification signal whether
the updating operation for the second timestamp 1s success-
ful or failed. When 1t 1s determined that the updating
operation 1s successiul (e.g., the second timestamp 1s suc-
cessiully updated) (step S400: YES), a writing operation for
the first security data 1s, completed (step S410). When 1t 1s
determined that the updating operation 1s not successiul
(e.g., the second timestamp 1s not successiully updated)
(step S400: NO), 1t may be determined that the writing
operation for the first security data 1s failed (step S420).

In the method of operating the memory system according,
to example embodiments, the timestamp used as a counter-
measure against the replay attack may be stored 1n a secure
storage space (e.g., the second memory area) separated from
a normal storage space (e.g., the first memory area), and a
data protection protocol between the host device and the
normal storage space may be implemented based on the
timestamp stored in the secure storage space. In addition, a
writing operation for storing security data in the normal
storage space and a secure updating operation for storing the
timestamp 1n the secure storage space may be tightly-
coupled to each other (1.e., at the time of storing the security
data 1n the normal storage space, the timestamp 1s securely
updated 1n the secure storage space), and it may be deter-
mined that the writing operation 1s completed only when the
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secure updating operation 1s successiully completed.
Accordingly, the replay attack may be efliciently prevented,
and the stability and reliability of operations of the memory
system may be ensured.

FIG. 2 1s a block diagram illustrating a memory system
according to example embodiments.

Referring to FIG. 2, a memory system 100 includes a host
device 200, a nonvolatile memory (NVM) device 300 and a
secure nonvolatile memory (NVM) device 400.

The host device 200 controls overall operations of the
memory system 100. The host device 200 includes a host
processor 210 and a secure element (SE) 220. The host
device 200 may further include a host memory (not shown).

The host processor 210 controls an operation of the host
device 200. For example, the host processor 210 may
execute an operating system (OS) to drive the memory
system 100, and may execute various applications such as
providing an internet browser, executing a game, displaying
a video file, controlling a camera module, etc. The operating
system executed by the host processor 210 may 1nclude a file
system for file management and a device driver for control-
ling peripheral devices including the nonvolatile memory
device 300 and the secure nonvolatile memory device 400 at
the operating system level.

In some example embodiments, the host processor 210
may be a central processing unit (CPU), a microprocessor,
an application processor (AP), etc. In some example
embodiments, the host processor 210 may include a single
processor core. In some embodiments, the host processor
210 may include a plurality of processor cores.

The secure element 220 1s different from the host proces-
sor 210 and 1s formed separately from the host processor 210
(e.g., separate, distinguished and/or distinct from the host
processor 210). The secure element 220 controls an opera-
tion, of the host device 200 1n a secure mode independently
of the host processor 210. In other words, the secure element
220 may be used to implement an independent secure
execution environment. For example, the secure element
220 may be resistant against tampering attacks, such as a
replay attack, micro-probing, a software attack, eavesdrop-
ping, a fault generation attack, etc. The secure element 220
may be referred to as a security hardware, a security
component or a security module.

The secure element 220 processes and/or stores first
security data X and a first timestamp TS corresponding to
the first security data X. In other words, the method of
operating the memory system according to example embodi-
ments may be performed and/or executed by the secure
clement 220 included in the host device 200. Although not
illustrated 1n FIG. 2, the secure element 220 may include a
secure processor that processes the first security data X and
the first ttmestamp TS, a secure memory that stores the first
security data X and the first timestamp TS, an one time
programmable (OTP) memory that stores a key for encrypt-
ing the first security data X and the first timestamp TS, etc.

In some example embodiments, the secure element 220
may be an integrated secure element (1SE) and/or an embed-
ded secure element (eSE) integrated into the host device
200. In other words, the host device 200 may be 1mple-
mented 1 the form of a single semiconductor package
including the secure element 220. In this example, the secure
memory and the OTP memory included 1n the secure ele-
ment 220 may be implemented 1n the form of an integrated
random access memory(iIRAM) and an integrated OTP
(10TP), respectively.

The host memory (not shown) may store instructions
and/or data that are executed and/or processed by the host
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processor 210 and/or the secure element 220. For example,
the host memory may stare a boot image, the file system, the
device driver, and/or the applications.

In some example embodiments, the host device 200 may
be implemented 1n the form of a system-on-chip (SoC).

The nonvolatile memory device 300 1s accessed and
controlled by the host device 200, and 1s, disposed outside
the host device 200, in a case of integrating the secure
clement 220 1n the host device 200, a nonvolatile memory
for storing secure contents used by the secure element 220
should be integrated together in the host device 200. How-
ever, 1t 1s diflicult to integrate the nonvolatile memory 1n the
host device 200 due to a manufacturing process problem,
and thus an external nonvolatile memory (e.g., the nonvola-
tile memory device 300) may be used to store the secure
contents. Data stored 1n the external nonvolatile memory
device 300 may be encrypted by the secure element 220 and
may 1nclude a tag such as a message authentication code
(MAC) for mtegrity check.

The nonvolatile memory device 300 includes a first
memory area (MEMORY ARFEA1) 310 in which the first
security data X and the first timestamp TS that are processed
by the host device 200 (e.g., by the secure clement 220
included 1n the host device 200) are written. For example, an
encrypted first security data X' corresponding to the first
security data X and a first message authentication code
MAC(TS) including information associated with the first
timestamp TS may be stored 1n the first memory area 310.

The host device 200 may control data write/read opera-
tions to the nonvolatile memory device 300. For example,
when 1t 1s desired to write specific data into the nonvolatile
memory device 300, the host device 200 may provide a write
command, a write address and data to be written to the
nonvolatile memory device 300. In addition, when 1t 1s
desired to read specific data from the nonvolatile memory
device 300, the host device 200 may provide a read com-
mand and a read address to the nonvolatile memory device
300 and may receive data retrieved from the nonvolatile
memory device 300.

The nonvolatile memory device 300 may be accessed by
both the host processor 210 and the secure element 220. In
this case, the first memory area 310 may be accessed only by
the secure element 220. Although not illustrated FIG. 2, the
nonvolatile memory device 300 may further include a
memory area that may be accessed only by host processor
210 and/or a memory area that may be accessed by both the
host processor 210 and the secure element 220.

In some example embodiments, the nonvolatile memory
device 300 may be implemented in the form of a normal or
general data storage space. For example, the nonvolatile
memory device 300 may include a flash memory (e.g., a
NAND flash memory). For another example, the nonvolatile
memory device 300 may include one of a phase change
random access memory (PRAM), a resistance random
access memory (RRAM), a nano floating gate memory
(NFGM), a polymer random access memory (PoORAM), a
magnetic random access memory (MRAM), as ferroelectric
random access memory (FRAM), or the like.

In some example embodiments, as will be described with
reference to FIG. 18, the nonvolatile memory device 300
may 1include one nonvolatile memory in other example
embodiments, as will be described with reference to FIG. 19,
the nonvolatile memory device 300 may be implemented in
the form of a storage device including a plurality of non-
volatile memories.

The secure nonvolatile memory device 400 1s accessed
and controlled by the host device 200, and 1s formed
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separately from the nonvolatile memory device 300 (e.g.,
separate, distinguished and/or distinct from the nonvolatile
memory device 300). In the example of FIG. 2, the secure
nonvolatile memory device 400 may be disposed outside the
host device 200. In other words, the host device 200 and the
secure nonvolatile memory device 400 may be formed 1n or
configured as separated semiconductor packages.

The secure nonvolatile memory device 400 includes a
second memory area 410 in which a second timestamp
NV_TS corresponding to the first timestamp TS 1s stored.
For example, the first ttimestamp TS and the second time-
stamp NV_TS may have substantially the same value.

The host device 200 may control data write/read opera-
tions to the secure nonvolatile memory device 400. Unlike
the nonvolatile memory device 300, the secure nonvolatile
memory device 400 may be accessed only by the secure
clement 220.

In some example embodiments, unlike the nonvolatile
memory device 300, the secure nonvolatile memory device
400 may be implemented 1n the form of a secure data storage
space.

The memory system 100 may further include a first
interface disposed or formed between the host device 200
and the nonvolatile memory device 300, and a second
interface disposed or formed between the host device 200
and the secure nonvolatile memory device 400. In FIG. 2, a
bi-directional arrow 1llustrated between the host device 200
and the nonvolatile memory device 300 may represent the
first interface, and another bi-directional arrow 1llustrated
between the host device 200 and the secure nonvolatile
memory device 400 may represent the second interface.

Each of the first and second interfaces may represent a
bidirectional digital interface that may transmit a digital
stream, €.g., a sequence of bits. For example, a single wire
or multiple wires may be implemented as an electrical
transmission line, e.g., a microstrip manufactured using
printed circuit board (PCB) technology, but inventive con-
cepts are not limited thereto.

In some example embodiments, the first interface and the
second 1nterface may conform to different protocols and
may exchange signals based on the different protocols. For
example, the first interface may include a normal or general
communication interface (e.g., a block accessible interface)
such as a universal flash storage (UFS), an embedded
multi-media card (eMMC), a serial advanced technology
attachment (SATA) bus, a small computer system 1nterface
(SCSI) bus, a nonvolatile memory express (NVMe) bus, a
serial attached SCSI (SAS) bus, or the like. The second
interface may be diflerent from the first 1interface and may
include a dedicated security interface (or a dedicated secu-
rity protocol) for secure communication. In other words, the
secure element 220 and the secure nonvolatile memory
device 400 may communicate with each other using a secure
protocol and a secure channel.

In some example embodiments, the memory system 100
may be any mobile system, such as a mobile phone, a smart
phone, a tablet computer, a laptop computer, a personal
digital assistant (PDA), a portable multimedia player (PMP),
a digital camera, a portable game console, a music player, a
camcorder, a video player, a navigation device, a wearable
device, an internet of things (IoT) device, an Internet of
everything (IoE) device, an e-book reader, a virtual reality
(VR) device, an augmented reality (AR) device, a robotic
device, etc. In other example embodiments, the memory
system 100 may be an computing system, such as a personal
computer (PC), a server computer, a workstation, a digital
television, a set-top box, a navigation system, efc.
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FIG. 3 1s a diagram 1llustrating an example 1n which the
method of FIG. 1 1s performed by the memory system of
FIG. 2, according to example embodiments.

Referring to FIGS. 1, 2 and 3, the host device 200 (e.g.,
the secure element 220 included in the host device 200)
writes first security data X(0) and a first timestamp TS(X)
corresponding to the first security data X(0) to the nonvola-
tile memory device 300 (e.g., the first memory area 310
included 1n the nonvolatile memory device 300) (step S100).
An encrypted first security data X'(0) corresponding to the
first security data X(0) and a first message authentication
code MAC|TS(X)] including information associated with
the first timestamp TS(X) may be stored in the nonvolatile
memory device 300.

The host device 200 updates (SECURE UPDATE) a
second timestamp NV_TS(X+1) that 1s stored in the secure
nonvolatile memory device 400 (e.g., the second memory
area 410 included 1n the secure nonvolatile memory device
400) and corresponds to the first timestamp TS(X) based on
the first timestamp TS(X) (step S200). For example, the
second timestamp may be NV_TS(X) at an 1n1tial operation
time, and then may be updated to NV_TS(X+1).

The secure nonvolatile memory device 400 generates a
first notification signal (CONFIRM) representing a result of
updating the second timestamp NV_TS(X+1), and the host
device 200 receives the first notification signal (step S300).

The host device 200 checks or determines based on the
first notification signal whether the updating operation for
the second timestamp NV_TS(X+1) 1s successiul or failed
(step S400). Based on a result of such determining opera-
tion, the writing operation for the first security data X(0) 1s
completed, or 1t 1s determined that the writing operation for
the first security data X(0) 1s failed.

FIG. 4 1s a diagram 1llustrating an operation of FIG. 3 1n
detail, according to example embodiments. FIG. 4 illustrates
steps S100 and S200 anion the operation of FIG. 3 1n detail.
FIG. 5 1s a tlowchart illustrating an example of writing first
security data and a first timestamp to a first memory area in
FIG. 1. FIG. 6 1s a flowchart illustrating an example of
updating a second timestamp 1n FIG. 1.

Retferring to FIGS. 1, 2, 4 and 5, when writing the first
security data and the first timestamp to the first memory area
(step S100), the host device 200 (e.g., the secure element
220 included 1n the host device 200) may encrypt the first
security data X(0) to generate the encrypted {first security
data V'(0) (step S110). For example, the encrypted first
security data X'(0) may be denoted as “Enc(Data(X))” '
which the description of a key for encryption 1s omitted.
The host device 200 may generate the first message
authentication code MAC|TS(X)] for the encrypted first
security data X'(0) and the first timestamp TS(X) (step
S120). For example, the first message authentication code
MAC|TS(X)] may be denoted as “MAC(Enc(Data(X))+TS
(X)), 1n which the description of a key for encryption 1s also
omitted.

The host device 200 may transmit the encrypted first
security data X'(0) and the first message authentication code
MAC|TS(X)] to the nonvolatile memory device 300 (e.g.,
the first memory area 310 included i1n the nonvolatile
mercury device 300) (step S130). The encrypted {first secu-
rity data X'(0) and the first message authentication code
MAC|TS(X)] may be stored in the first memory area 310.

Referring to FIGS. 1, 2, 4 and 6, when updating the
second timestamp (step S200), the host device 200 (e.g., the
secure element 220 included in the host device 200) may
generate a timestamp updating command CMD_SU[TS
(X)]0 based on the first timestamp TS(X) and a session key
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(step S210). For example, the timestamp updating command
CMD_SU[TS(X)] may include an encrypted first timestamp

denoted as “Enc(TS(X), Skey)” and a corresponding mes-
sage authentication code denoted as “MAC(TS(X))”, and
“Skey” may represent the session key. The session key will

be described with reference to FIG. 9.

The secure nonvolatile memory device 400 may update
the second timestamp NV_TS(X+1) based on the timestamp
updating command CMD_SU[TS(X)] such that a value of
the second timestamp NV_TS(X+1) 1s equal to a value of the
first timestamp TS(X). For example, the secure nonvolatile
memory device 400 may include a processing unit capable
of performing and/or executing operations described below.

The secure nonvolatile memory device 400 may obtain
the first timestamp TS(X) based on the timestamp updating,
command CMD_SU[TS(X)] (step S220). For example, the
message authentication code included 1n the timestamp
updating command CMD_SU[TS(X)] may be checked, the

encrypted first timestamp included 1n the timestamp updat-
ing command CMD_SU[TS(X)] may be decrypted using the
session key, and thus the first timestamp TS(X) may be
obtained.

The secure nonvolatile memory device 400 may update
the second timestamp NV_TS(X+1) to have a value the
same as that of the first timestamp TS(X) (step S230). For
example, the first time stamp TS(X) obtained by the decrypt-
ing operation may be stored as the second timestamp
NV_TS(X+1).

After then, the secure nonvolatile memory device 400
may generate a {irst notification signal RSP_SU[TS(X)].
The host device 200 may receive the first notification signal
RSP_SU[TS(X)], and may determine based on the first
notification signal RSP_SU[TS(X)] whether the updating
operation for the second timestamp NV_TS(X+1) 1s suc-
cessiul or failed.

In the memory system and the method of operating the
memory system according to example embodiments, the
timestamp may be used when storing the security data, and
thus the replay attack may be etliciently prevented. In
addition, the timestamp may be stored 1n a separate secure
storage space, 1t may be determined that the writing opera-
tion for the security data 1s completed only when the secure
updating operation for the timestamp 1n the secure storage
space 1s successiully completed, and thus the stability and
reliability of operations of the memory system may be
ensured.

FIG. 7 1s a flowchart 1llustrating a method of operating a
memory system according to example embodiments. The
descriptions repeated with FIG. 1 will be omitted for con-
C1seness.

Referring to FIG. 7, 1n a method of operating a memory
system according to example embodiments, the host device
sets (or mitializes, resets) the first timestamp based on the
second timestamp stored in the second memory area when
the memory system 1s powered on (step S500). Step S500
may be performed every time or whenever the memory
system 1s powered on.

Steps S100, S200, S300, S400, S410 and S420 1n FIG. 7
that are performed after step S500 may be substantially the
same as described with reference to FIG. 1.

In some example embodiments, the writing operation for
the first security data may be performed only after or only

when the setting of the first timestamp 1s successtully
completed. In other words, steps S100, S200, S300, S400,
S410 and S420 may be performed only after step S500 has

successiully completed.
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In the method of operating the memory system according,
to example embodiments, when the memory system 1s
powered on, the first timestamp 1n the host device may be
securely and sately mmitialized based on the second time-
stamp stored 1 a secure storage space (e.g., the second
memory area). In addition, the subsequent operations may
be performed only after the setting of the first timestamp 1s
successiully completed. Accordingly, the stability and reli-
ability of operations of the memory system may be more
ensured.

FIG. 8 1s a diagram 1illustrating an example 1n which the
method of FIG. 7 1s performed by the memory system of
FIG. 2, according to example embodiments. The descrip-
tions repeated with FIG. 3 will be omitted for conciseness.

Referring to FIGS. 2, 7 and 8, when the memory system
100 including the host device 200, the nonvolatile memory
device 300 and the secure nonvolatile memory device 400 1s
powered on, the host device 200 (e.g., the secure element
220 included 1n the host device 200) sets (SECURE SET)
the first timestamp TS(X) based on the second timestamp
NV_TS(X) stored 1n the secure nonvolatile memory device
400 (e.g., the second memory area 410 included in the
secure nonvolatile memory device 400) (step S500).

Steps S100, S200, S300 and S400 1n FIG. 8 that are
performed after step S500 maybe substantially the same as
described with reference to FIG. 3.

FIG. 9 1s a diagram 1illustrating an operation of FIG. 8 1n
detail, according to example embodiments. FIG. 9 1llustrates
step S500 among the operation of FIG. 8 i detail. FIG. 10
1s a flowchart illustrating an example of setting a {first
timestamp 1n FIG. 7.

Referring to FIGS. 2, 7, 9 and 10, when setting the first
timestamp based on the second timestamp (step S3500), the
host device 200 (e.g., the secure element 220 included in the
host device 200) may generate a timestamp setting com-

mand CMD STS based on a first random number RAND1
(step S510).

For example, the host device 200 may generate the first
random number RAND1 may encrypt the first random
number RAND1 to generate an encrypted first random
number, and may generate the timestamp setting command
CMD_STS based on the encrypted first random number. For
example, the encrypted first random number may be denoted
as “Enc(RANDI1, Ekey)”, and “Ekey” may represent a key
for encryption. The timestamp setting command CMD_STS
may 1nclude the encrypted first random number “Enc
(RANDI1, Ekey)” and a corresponding message authentica-
tion code denoted as “MAC(Enc(RANDI1, FEkey), Mkey)”,
and “Mkey” may represent a key for a message authentica-
tion code.

The secure nonvolatile memory device 400 may generate
a setting response signal RSP_STS based on the timestamp
setting command CMD_STS and a second random number
RAND2 (step S520). For example, the secure nonvolatile
memory device 400 may include a processing unit capable
of performing and/or executing operations described below.

The secure nonvolatile memory device 400 may generate
the second random number RAND2, may check the message
authentication code included 1n the timestamp setting com-
mand CMD_STS, may decrypt the encrypted first random
number included in the timestamp setting command
CMD_STS to obtain the first random number RANDI1, and
may generate the setting response signal RSP_STS based on
the first random number RANDI1, the second random num-
ber RAND2 and the second timestamp NV_TS. For
example, the decrypting operation may be denoted as “Dec
(RANDI1, Ekey)”, and the setting response signal RSP_STS
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may include encrypted data denoted as “Enc(RANDI1+
RAND2+NV_TS, FEkey)” and a corresponding message
authentication code denoted as “MAC(Enc(RANDI1+
RAND2+NV_TS, Ekey), Mkey)”.

The host device 200 may set the first timestamp TS(X)
based on the setting response signal RSP_STS such that a
value of the first timestamp TS(X) 1s equal to a value of the
second timestamp NV_TS(X) (step S530).

For example, the host device 200 may check the message

authentication code included 1n the setting response signal
RSP_STS, may decrypt the encrypted data included 1n the
setting response signal RSP_STS to obtain the first random
number RANDI1, the second random number RAND?2 and
the second timestamp NV_TS, and may set the first time-
stamp TS(X) to have a value the same as that of the second

timestamp NV_TS(X). For example, the decrypting opera-
tion may be denoted as “Dec(RANDI1+RAND2+NV_TS,

Ekey)”.
After the first timestamp TS(X) 1s set, the host device 200
and the secure nonvolatile memory device 400 may generate

a session key SKEY based on the first random number
RAND1 and the second random number RAND2 (step
S540). For example, the session key SKEY may be denoted
as “Skey=(RAND1+RAND2, Ekey)’. The session key
SKEY may be used in the secure updating operation, and

may be used to generate the timestamp updating command
CMD_SU[TS(X)] as described with reference to step S210

in FIG. 6.

In the memory system and the method of operating the
memory system according to example embodiments, the
timestamp 1n the host device may be securely and safely set
and/or 1nitialized based on the timestamp stored 1n a separate
secure storage space when being powered on. In addition,
the subsequent operations may be performed only after the
setting of the timestamp 1n the host device 1s successiully
completed, and thus the stability and reliability of operations
of the memory system may be more ensured.

FIG. 11 1s a flowchart illustrating a method of operating
a memory system according to example embodiments. The
descriptions repeated with FIG. 1 will be omatted.

Referring to FIG. 11, 1n a method of operating a memory
system according to example embodiments, steps S100,
S200, S300, S400, S410 and S420 1n FIG. 11 may be
substantially the same as described with reference to FIG. 1.

When 1t 1s desired to perform a data read event for the first
security data after the writing operation for the first security
data 1s completed, the host device reads the first security data
and the first timestamp from the first memory area (step
S600). As described above, the encrypted first security data
corresponding to the first security data and the first message
authentication code corresponding to the first timestamp
may be stored in the first memory area, and thus the
encrypted first security data and the first message authenti-
cation code may be read from the first memory area.

The host device checks based on the first timestamp
whether the replay attack has occurred on the first security
data (step S700). For example, the first timestamp in the host
device may be compared with the first timestamp 1n the first
message authentication code, and thus 1t may be efliciently
checked whether the replay attack has occurred. If a replay
attack has not occurred, the host device may proceed with
processing the data. If a replay attack has occurred, the host
device may 1gnore the data or provide a notification that the
replay attack has occurred.

FIG. 12 1s a diagram 1llustrating an example 1n which the
method of FIG. 11 1s performed by the memory system of
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FIG. 2, according to example embodiments. The descrip-
tions repeated with FIG. 3 will be omitted for conciseness.

Referring to FIGS. 2, 11 and 12, steps S100, S200, S300
and S400 1n FIG. 12 may be substantially the same as
described with reference to FIG. 3.

The host device 200 (e.g., the secure eclement 220
included in the host device 200) reads the encrypted first
security data X'(0) and the first message authentication code
MAC|TS(X)] from the nonvolatile memory device 300
(e.g., the first memory area 310 included 1n the nonvolatile
memory device 300) (step S600).

The host device 200 checks, based on the first timestamp
TS(X), whether the replay attack has occurred (step S700).
For example, the host device 200 may decrypt the encrypted
first security data X'(0) to obtain the first security data X(0),
and may verily the first message authentication code MAC
[TS(X)] based on the first timestamp TS(X) which 1s an
internal timestamp.

FIG. 13 1s a flowchart 1llustrating an example of checking
whether a replay attack has occurred i FIG. 11, according
to example embodiments.

Referring to FIGS. 2, 11, 12 and 13, when checking based
on the first timestamp whether the replay attack has occurred
on the first security data (step S700), the first timestamp
TS(X) 1n the host device 200 and the first timestamp TS(X)
in the first message authentication code MAC[TS(X)] may
be compared with each other, and 1t may be determined
whether the first timestamp TS(X) 1n the host device 200 1s
equal to the first timestamp TS(X) in the first message
authentication code MAC[TS(X)] (step S710).

When the first timestamp TS(X) 1n the host device 200
and the first timestamp TS(X) 1n the first message authen-
tication code MAC[TS(X)] have the same value (step S710:
YES), 1t may be determined that the replay attack has not
occurred (step S720). The host device 200 may perform a
desired operation, task, or the like based on the first security
data X(0) obtained by the decrypting operation.

When the first timestamp TS(X) 1n the host device 200
and the first timestamp TS(X) 1n the first message authen-
tication code MAC| TS(X)] have different values (step S710:
NO), it may be determined that the replay attack has
occurred (step S730). The host device 200 may take appro-
priate countermeasures (e.g., discard the first security data
X(0) obtained by the decrypting operation, warnings, power
down, etc.).

FIG. 14 1s a flowchart 1llustrating a method of operating
a memory system according to example embodiments. The
descriptions repeated with FIGS. 1, 7 and 11 will be omatted.

Referring to FIG. 14, 1n a method of operating a memory
system according to example embodiments, the first time-
stamp 1s changed and updated in the second memory area
every time or whenever the first security data 1s written to
the first memory area. In other words, steps S100, S200,
S300, S400, S410 and S420 described with reference to FIG.
1 may be repeatedly performed for each writing operation on
the first security data.

For example, the writing operation for the first security
data and the first timestamp, the updating operation for the
second timestamp, the operation of receiving the updating
result, and the operation of checking whether the updating
operation 1s successful are sequentially performed (step
S1100). For example, step S1100 may include steps S100,
S200, S300, S400, S410 and S420 1n FIG. 1.

Thereafter when the first security data and the first time-
stamp are changed, a re-writing operation for the first
security data and the first timestamp, a re-updating operation
for the second timestamp, an operation ol receiving a
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re-updating result, and an operation of checking whether the
re-updating operation, 1s successiul are sequentially per-
formed (step S1200).

For example, when 1t 1s desired to change (or modity,
adjust) the first security data or there i1s a request to change
the first security data, the host device may change the first
security data, and the first timestamp may be changed by the
host device together. Thereatter, as with steps S100, S200,
S300, S400, S410 and S420 1n FIG. 1, the host device may
re-write the changed first security data and the changed first
timestamp to the first memory area, the host device may
re-update the second timestamp stored in the second
memory area based on the changed first timestamp, a second
notification representing a result of re-updating the second
timestamp stored in the second memory area may be gen-
crated, the host device may receive the second notification
signal, the re-writing operation for the changed first security
data may be completed when 1t 1s determined based on the
second nofification signal that the second timestamp 1s
successiully re-updated, and 1t may be determined that the
re-writing operation for the changed first security data 1s
talled when it 1s determined based on the second notification
signal that the second timestamp 1s not successfully re-
updated.

Although not illustrated 1n detail, when it 1s desired to
further change the first security data after step S1200,
operations substantially the same as step S1200 may be
sequentially repeated, 1n addition, the operation of setting
the first timestamp described with reference to step S500 in
FIG. 7 may be further performed when a power ofl and
power on event occurs while operating the memory system,
and the operation of reading the first security data and the
operation of checking whether the replay attack has occurred
described with reference to steps S600 and S700 1n FIG. 11
may be further performed when the data read event for the
first security data occurs.

FIG. 15 1s a diagram 1llustrating an example 1n which the
method according to example embodiments 1s performed by
the memory system of FIG. 2. The descriptions repeated
with FIGS. 3, 8 and 12 will be omitted for conciseness.

Referring to FIGS. 1, 2, 7, 11 and 15, when the memory
system 100 1s powered on, the host device 200 may set the
first timestamp TS(X) based on the second timestamp
NV_TS(X) stored 1n the secure nonvolatile memory device
400. When 1t 1s desired to write the that security data X(0),
the host, device 200 may generate the encrypted {first secu-
rity data X'(0) corresponding to the first security data X(0)
and the first message authentication code MAC[TS(X)]
corresponding to the first timestamp TS(X), and may trans-
mit and write the encrypted first security data X'(0) and the
first message authentication code MAC[TS(X)] to the non-
volatile memory device 300. The host device 200 may
update the second timestamp from NV_TS(X) to NV_TS
(X+1) based on the first timestamp TS (X), and may sequen-
tially perform the operation of receiving the updating result
and the operation of checking whether the updating opera-
tion 1s successiul.

Thereafter, the host device 200 may change the first
security data from X(0) to X(1), and may change the first
timestamp from TS(X) to TS(X+1). The host device 200
may generate an encrypted security data X'(1) correspond-
ing to the changed first security data X(1) and a message
authentication code MAC|TS(X1)] corresponding to the
changed first timestamp TS(X1), and may transmit and
re-write the encrypted security data X'(1) and the message
authentication code MAC|TS(X+1)] to the nonvolatile men-
tor device 300. The host device 200 may re-update the

10

15

20

25

30

35

40

45

50

55

60

65

14

second timestamp from NV_TS(X+1) to NV_TS(X2) based
on the changed first timestamp TS(X+1), and may sequen-
tially perform the operation of receiving the re-updating
result and the operation of checking whether the re-updating
operation 1s successiul.

Similarly, the host device 200 may change the first
security data from X(1) to X(2), and may change the first
timestamp from TS(X+1) to TS(X+2). Me host device 200
may generate an encrypted security data X'(2) correspond-
ing to the changed first security data X(2) and a message
authentication code MAC|TS(X+2)] corresponding to the
changed first timestamp TS(X+2), and may transmit and
re-write the encrypted security data X'(2) and the message
authentication code MAC|[TS(X+2)] to the nonvolatile

memory device 300. The host device 200 may re-update the
second timestamp from NV_TS(X+2) to NV_TS(X+3)
based on the changed first timestamp TS(X+2), and may
sequentially perform the operation of receiving the re-
updating result and the operation of checking whether the
re-updating operation 1s successiul.

Thereatter, the memory system 100 may be powered off
and then powered on again. When the memory system 100
1s powered on, the host device 200 may set the first time-
stamp to TS(X+3) based on the second timestamp NV_TS
(X3) lastly stored in the secure nonvolatile memory device
400.

Thereatter, the host device 200 may read the encrypted
first security data corresponding to the first security data and
the first message authentication code corresponding to the
first timestamp from the nonvolatile, memory device 300.
When X'(2) and MAC[TS(X+2)] are received as the
encrypted first security data and the first message authent-
cation code, respectively, the first timestamp TS(X+2) 1n the
first message. authentication code and TS(X+3-1) which 1s
the first timestamp 1n the host device 200 may be the same
as each other, and thus 1t may be determined that the replay
attack has not occurred. When X'(1) and MAC[TS(X+1)] are
received as the encrypted first security data and the first
message authentication code, respectively, the first time-
stamp TS(X+1) 1n the first message authentication code and
TS(X+3-1) which 1s the first timestamp in the host device
200 may be different from each other, and thus 1t may be
determined that the replay attack has occurred.

In the method of operating the memory system according
to example embodiments, when storing the timestamp for
the anti-replay countermeasure required by the secure ele-
ment 220, the timestamp may be securely and safely stored
using the external secure nonvolatile memory device 400
and a secure channel, without integrating a nonvolatile
memory 1n the secure element 220. A timestamp variable
may be set between the secure element 220 and the secure
nonvolatile memory device 400, the secure element 220 may
perform communication with the timestamp that updates at
every writing operation, and thus the secure element 220
may eiliciently detect the replay attack. In addition, the
timestamp may be salely stored even 1 a power loss
environment. For example, the timestamp may be safely
stored even under any power 1nstability condition, such as
sudden power ofl, slowly decreasing power down, efc.
Further, operations of writing reading the timestamp to/from
the secure nonvolatile memory device 400 may be imple-
mented using a secure protocol, confirmations between both
the secure element 220 and the secure nonvolatile memory
device 400 may be required for successiul write/read opera-
tions, and thus the stability and reliability of operations of
the memory system may be guaranteed.
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FIGS. 16 and 17 are block diagrams 1llustrating a memory
system according to example embodiments. The descrip-
tions repeated with FIG. 2 will be omaitted for conciseness.

Referring to FIG. 16, a memory system 100q includes a
host device 200q and a nonvolatile memory (NVM) device
300.

The memory system 100q of FIG. 16 may be substantially
the same as the memory system 100 of FIG. 2, except that
the secure nonvolatile memory (NVM) device 400a 1s
included 1n the host device 200a. The memory system 100q
of FIG. 16 may operate as described with reference to FIGS.
1 and 3 through 15.

In an example of FIG. 16, the secure nonvolatile memory
device 400a may be disposed 1nside the host device 200q. In
other words, the host device 200q and the secure nonvolatile
memory device 400a may be formed in a single semicon-
ductor package. However, while the host device 200a and
the secure nonvolatile memory device 400a may be formed
of only one semiconductor package, the secure nonvolatile
memory device 400a may not be integrated in the host
device 200q. In other words, the secure element 220 may be
formed on the same semiconductor die with the other
components (e.g., the host processor 210) of the host device
200a and integrated, in the host device 200q; however, the
secure nonvolatile memory device 400a may be formed can
a semiconductor die different from the semiconductor die on
which the other components (e.g., the host processor 210
and the secure element 220) of the host device 200a are
formed.

Referring to FIG. 17, a memory system 10056 includes a
host device 200 and a nonvolatile memory (INVM) device
3000).

The memory system 10056 of FIG. 17 may be substantially
the same as the memory system 100 of FIG. 2, except that
the secure nonvolatile memory (NVM) device 400 1s omit-
ed and a second memory area (MEMORY AREA2) 410 1s
included 1n the nonvolatile memory device 3005 1n addition
to the first memory area (MEMORY ARFEA1) 310. The
memory system 10056 of FIG. 17 may operate as described
with reference to FIGS. 1 and 3 through 15.

In an example of FIG. 17, the nonvolatile memory device
30056 includes the first memory area 310 1n which the first
security data X and the first timestamp TS are written, and
the second memory area 410 in which the second timestamp
NV_TS 1s stored. In other words, the first memory area 310
and the second memory arca 410 may be include 1n the same
nonvolatile memory device 300b.

In some example embodiments, although not 1llustrated in
FIG. 17, the first interface through which communication 1s
performed between the host device 200 and the first memory
area 310 may be separated and distinguished from the
second interface through which communication 1s per-
tormed between the host device 200 and the second memory
arca 410.

As will be appreciated by those skilled in the art, the
inventive concept may be embodied as a system, method,
computer program product, and/or a computer program
product embodied 1n one or more computer readable medi-
um(s) having computer readable program code embodied
thereon. The computer readable program code may be
provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus. The computer readable medium may be a
computer readable signal medium of a computer readable
storage medium. The computer readable storage medium
may be any tangible medium that can contain or store a
program for use by or in connection with an instruction
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execution system, apparatus, or device. For example, the
computer readable medium may be a non-transitory com-
puter readable medium.

FIG. 18 1s a block diagram illustrating an example of a
nonvolatile memory included 1n a memory system according
to example embodiments.

Referring to FIG. 18, a nonvolatile memory 500 includes
a memory cell array 510, a row decoder 520, a page buller
circuit 530, a data input/output (I/O) circuit 540, a voltage
generator 350 and a control circuit 560. The nonvolatile
memory 300 may represent one nonvolatile memory
included 1n the nonvolatile memory (INVM) device 300 of
FIG. 2.

The memory cell array 510 i1s connected to the row
decoder 520 via a plurality of string selection lines SSL, a
plurality of wordlines WL and a plurality of ground selection
lines GSL. The memory cell array 510 1s further connected
to the page buller circuit 330 via a plurality of bitlines BL.
The memory cell array 510 may include a plurality of
memory cells (e.g., a plurality of nonvolatile memory cells)
that are connected to the plurality of wordlines WL and the
plurality of bitlines BL. The memory cell array 510 may be
divided imto a plurality of memory blocks BLKI,
BLK2, ..., BLKz each of which includes memory cells. In
some example embodiments, the plurality of memory cells
may be arranged 1n a two dimensional (2D) array structure
or a three dimensional (3D) vertical array structure.

A three-dimensional vertical array structure may include
vertical cell strings that are vertically oriented such that at
least one memory cell 1s located over another memory cell.
The at least one memory cell may comprise a charge trap
layer. The following patent documents, which are hereby
incorporated by reference 1n their entirety, describe suitable
configurations for a memory cell array including a 3D
vertical array structure, i which the three-dimensional
memory array 1s configured as a plurality of levels, with
wordlines and/or bitlines shared between levels: U.S. Pat.
Nos. 7,679,133; 8,553,466; 8,654,587; 8,559,235; and US
Pat. Pub. No. 2011/0233648.

The control circuit 560 receives a command CMD and an
address ADDR from an external device (e.g., the host device
200 1n FIG. 2), and control erasure, programming and read
operations of the nonvolatile memory 300 based on the
command CMD and the address ADDR. An erasure opera-
tion may include performing a sequence of erase loops, and
a program operation may include performing a sequence of
program loops. Each program loop may include a program
operation and a program verification operation. Each erase
loop may include an erase operation and an erase verifica-
tion operation. The read operation may include a normal
read operation and data recover read operation.

For example, the control circuit 360 may generate control
signals CON, which are used for control ling the voltage
generator 550, and may generate control signal PBC for
controlling the page bufler circuit 530, based on the com-
mand CMD), and may generate a row address R_ADDR and
a column address C_ADDR based on the address ADDR.
The control circuit 560 may provide the row address
R_ADDR to the row decoder 520 and may provide the
column address C_ADDR to the data I/O circuit 540.

The row decoder 520 may be connected to the memory
cell array 510 via the plurality of string selection lines SSL,
the plurality of wordlines WL and the plurality of around
selection lines GSL.

For example, in the data erase/write/read operations, the
row decoder 520 may determine at least one of the plurality
of wordlines WL as a selected wordline, and may determine




US 11,552,801 B2

17

the rest or remainder of the plurality of wordlines WL other
than the selected wordline unselected wordlines based on the

row address R _ADDR.

In addition, in the data erase/write/read operations, the
row decoder 520 may determine at least one of the plurality
of string selection lines SSL as a selected string selection
line, and may determine the rest or remainder of the plurality
of string selection lines SRL other than the selected string
selection line as unselected string selection lines, based on

the row address R ADDR.

Further, 1n the data erase/write/read operations, the row
decoder 520 may determine at least one of the plurality of
ground selection lines GSL as a selected ground selection
line, and may determine the rest or remainder of the plurality
ol around selection lines GSL other than the selected ground

selection line as unselected ground selection lines, based on
the row address R ADDR.

The voltage generator 550 may generate voltages VS that
are required for an operation of the nonvolatile memory 500
based on a power PWR and the control signals CON. The
voltages VS may be applied to the plurality of string
selection lines SSL, the plurality of wordlines WL and the
plurality of ground selection lines GSL via the row decoder
520. In addition, the voltage generator 350 may generate an
erase voltage VERS that 1s required for the data erase
operation based on, the power PWR and the control signals
CON. The erase voltage VERS may be applied to the
memory cell array 510 directly or via the bitline BL.

For example, during the erase operation, the voltage
generator 550 may apply the erase voltage VERS to a
common source line and/or the bitline BL of a memory
block (e.g., a selected memory block) and may apply an
crase permission voltage (e.g., a ground voltage) to all
wordlines of the memory block or a portion of the wordlines
via the row decoder 520. In addition, during the erase
verification operation, the voltage generator 550 may apply
an erase verification voltage simultaneously to all wordlines
of the memory block or sequentially to the wordlines one by
one.

For example, during the program operation, the voltage
generator 350 may apply a program voltage to the selected
wordline and may apply a program pass voltage to the
unselected wordlines via the row decoder 520. In addition,
during the program verification operation, the voltage gen-
crator 550 may apply a program verification voltage to the
selected wordline and may apply a verification pass voltage
to the unselected wordlines via the row decoder 520.

In addition, during the normal read operation, the voltage
generator 350 may apply a read voltage to the selected
wordline and may apply a read pass voltage to the unselected
wordlines via the row decoder 520. During the data recover
read operation, the voltage generator 350 may apply the read
voltage to a wordline adjacent to the selected wordline and
may apply a recover read voltage to the selected wordline
via the row decoder 520.

The page bufler circuit 530 may be connected to the
memory cell array 510 via the plurality of bitlines BL. The
page bufler circuit 530 may include a plurality of page
buflers. In some example embodiments, each page bufler
may be connected to one bitline. In other example embodi-
ments, each page buller may be connected to two or more
bitlines.

The page bufler circuit 530 may store data DAT to be
programmed into the memory cell array 510 or may read
data DAT sensed from the memory cell array 510. In other
words, the page bufler circuit 530 may operate as a write
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driver or a sensing amplifier according to an operation mode
of the nonvolatile memory 500.

The data I/O circuit 540 may be connected to the page
bufler circuit 530 via data lines DL. The data I/0O circuit 540
may provide the data DAT from an outside of the nonvolatile
memory 3500 to the memory cell array 510 via the page
bufler circuit 530 or may provide the data DAT from the
memory cell array 510 to the outside of the nonvolatile
memory 500, based on the column address C_ADDR.

FIG. 19 1s a block diagram illustrating an example of a
storage device included 1 a memory system according to
example embodiments.

Retferring to FIG. 19, a storage device 700 includes a
storage controller 710, a plurality of nonvolatile memories
(NVMs) 720a, 72056 and 720c, and a bufler memory 730.
The storage dewce 700 may 1nclude a plurality of nonvola-
tile memories each of which 1s the nonvolatile memory 500
of FIG. 18, and may be included 1n the nonvolatile memory
(NVM) dewce 300 of FIG. 2.

The storage controller 710 may control an operation of the
storage device 700, e.g., data write/read operations, based on
a command, an address and data that are received from an
external device (e.g., the host device 200 1n FIG. 2).

The plurality of nonvolatile memories 720a, 7206 and
720c may store a plurality of data. For example, the plurality
of nonvolatile memories 720a, 7206 and 720¢ may store
meta data, secure data, user data, etc. Each of the plurality
of nonvolatile memories 720a, 72056 and 720c may be the
nonvolatile memory 500 of FIG. 18.

The bufler memory 730 may store instructions and/or data
that are executed and/or processed by the storage controller
710, and may temporarily store data stored 1n or to be stored
into the plurality of nonvolatile memories 720a, 72056 and
720¢, for example, the bufler memory 730 may include at
least one of various volatile memories, e.g., a dynamic
random access memory (DRAM), a static random access
memory (SRAM), or the like.

In some example embodiments, the storage device 700
may be an embedded multi-media card (eMMC) or a uni-
versal tlash storage (UFS). In other example embodiments,
the storage device 700 may be any storage device, e.g., a
solid state drive (SSD), a multi1 media card (MMC), a secure
digital (SD) card, a micro SD card, a memory stick, a chip
card, a unmiversal serial bus (USB) card, a smart card, a
compact tlash (CF) card, or the like.

FIG. 20 1s a block diagram illustrating an electronic
system according to example embodiments.

Referring to FIG. 20, an electronic system 4000 includes
at least one processor 4100, a communication module 4200,
a display/touch module 4300, a storage device 4400, and a
memory device 4500. For example, the electronic system
4000 may be any mobile system or any computing system.

The processor 4100 controls operations of the electronic
system 4000. The processor 4100 may execute an operating,
system and at least one application to provide an internet
browser, games, videos, or the like. The communication
module 4200 1s implemented to perform wireless or wire
communications with an external device. The display/touch
module 4300 1s implemented to display data processed by
the processor 4100 and/or to receive data through a touch
panel. The storage device 4400 stores user data. The
memory device 4500 temporarily stares data used for pro-
cessing operations of the electronic system 4000.

The processor 4100 may correspond to the host device
included 1n the memory system according to example
embodiments. The first memory area included in the
memory system according to example embodiments may be
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included 1n at least one of the storage device 4400 and the
memory device 4500. The second memory area included in
the memory system according to example embodiments may
be included 1n at least one of the processor 4100, the storage
device 4400 and the memory device 4500.

The 1nventive concept may be applied to various elec-
tronic devices and systems including the memory systems.
For example, the inventive concept may be applied to
systems such as a mobile phone, a smart phone, a tablet
computer, a laptop computer, a personal digital assistant
(PDA), a portable multimedia player (PMP), a digital cam-
¢ra, a portable game console, a music player, a camcorder,
a video player, a navigation device, a wearable device, an
internet of things (IoT) device, an internet of everything
(IoE) device, an e-book reader, a virtual reality (VR) device,
an augmented reality (AR) device, a robotic device, efc.

The foregoing 1s 1llustrative of example embodiments and
1s not to be construed as limiting thereof. Although some
example embodiments have been described, those skilled 1n
the an will readily appreciate that many modifications are
possible in the example embodiments without materially
departing from the novel teachings and advantages of the
example embodiments. Accordingly, all such modifications
are mntended to be included within the scope of the example
embodiments as defined in the claims. Therefore, it 1s to be
understood that the foregoing 1s illustrative of various
example embodiments and 1s not to be construed as limited
to the specific example embodiments disclosed, and that
modifications to the disclosed example embodiments, as
well as other example embodiments, are intended to be
included within the scope of the appended claims.

What 1s claimed 1s:
1. A method of operating a memory system, the method
comprising;
writing, by a host device, first security data and a first
timestamp for preventing a replay attack to a first
memory area which 1s an external memory area;
updating, by the host device, a second timestamp based on
the first timestamp, the second timestamp correspond-
ing to the first timestamp and being stored 1n a second
memory area distinguished from the first memory area;
receiving, by the host device, a first notification signal
representing a result of the updating; and
completing a writing operation for the first security data
when 1t 1s determined, by the host device, based on the
first notification signal that the second timestamp 1is
successiully updated;
wherein writing the first security data and the first time-
stamp to the first memory area includes:
encrypting, by the host device, the first security data;
generating, by the host device, a first message authen-
tication code for the encrypted first security data and
the first timestamp; and
transmitting, by the host device, the encrypted first
security data and the first message authentication
code to the first memory area, the encrypted first
security data and the first message authentication
code being stored 1n the first memory area.
2. The method of claim 1, further comprising;:
setting, by the host device, the first timestamp based on
the second timestamp stored 1n the second memory area
when the memory system 1s powered on.
3. The method of claam 2, wheremn setting the first
timestamp includes:
generating, by the host device, a timestamp setting com-
mand based on a first random number:
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generating, by the second memory area, a setting response
signal based on the timestamp setting command and a
second random number; and

setting, by the host device, the first timestamp based on

the setting response signal such that a value of the first
timestamp 1s equal to a value of the second timestamp.

4. The method of claim 3, wherein setting the first
timestamp further includes:

generating, by the host device and the second memory

area, a session key based on the first random number
and the second random number.

5. The method of claim 2, wherein the writing operation
for the first security data 1s performed only after the setting
of the first timestamp 1s successiully completed.

6. The method of claim 1, further comprising:

reading, by the host device, the encrypted first security

data and the first message authentication code from the
first memory area; and

checking, by the host device based on the first timestamp,

whether the replay attack has occurred on the first
security data.
7. The method of claim 6, wherein checking whether the
replay attack has occurred includes:
determining that the replay attack has not occurred when
the first timestamp 1n the host device and the first
timestamp in the first message authentication code have
a same value; and

determiming that the replay attack has occurred when the
first timestamp 1n the host device and the first time-
stamp 1n the first message authentication code have
different values.

8. The method of claim 1, wherein updating the second
timestamp 1ncludes:

generating, by the host device, a timestamp updating

command based on the first timestamp and a session
key; and

updating, by the second memory area, the second time-

stamp based on the timestamp updating command such
that a value of the second timestamp 1s equal to a value
of the first timestamp.

9. The method of claim 1, further comprising;:

determiming that the writing operation for the first security

data 1s failed when 1t 1s determined, by the host device,
based on the first notification signal that the second
timestamp 1s not successtully updated.

10. The method of claim 1, wherein the first timestamp 1s
changed and updated 1n the second memory area whenever
the first security data 1s written to the first memory area.

11. The method of claim 10, further comprising:

changing, by the host device, the first security data and the

first timestamp;

re-writing, by the host device, the changed first security

data and the changed first timestamp to the first
memory area;

re-updating, by the host device, the second timestamp

based on the changed first timestamp;

receiving, by the host device, a second notification signal

representing a result of re-updating the second time-
stamp; and

completing a re-writing operation for the changed first

security data when 1t 1s determined, by the host device,
based on the second notification signal that the second
timestamp 1s successiully re-updated.

12. The method of claim 1, wherein:

the first memory area 1s included 1n a nonvolatile memory

device disposed outside the host device, and
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the second memory area 1s included 1n a secure nonvola-
tile memory device formed separately from the non-
volatile memory device.
13. The method of claim 1, wherein the first memory area
and the second memory area are included 1n a nonvolatile
memory device disposed outside the host device.
14. A memory system comprising:
a host device configured to process first security data and
a first timestamp for preventing a replay attack;

a nonvolatile memory device controlled by the host
device, disposed outside the host device, and including
a first memory area in which the first security data and
the first timestamp are written; and

a secure nonvolatile memory device controlled by the host

device, formed separately from the nonvolatile memory
device, and 1ncluding a second memory area 1n which
a second timestamp corresponding to the first time-
stamp 1s written,

wherein the host device 1s configured to write the first

security data and the first timestamp to the first memory
area, and to update the second timestamp based on the
first timestamp,
wherein the secure nonvolatile memory device 1s config-
ured to generate a first notification signal representing
a result of updating the second timestamp,

wherein the host device 1s configured to complete a
writing operation for the first security data when 1t 1s
determined based on the first notification signal that the
second timestamp 1s successiully updated, and

wherein to write the first security data and the first
timestamp to the first memory area, the host device 1s
configured to encrypt the first security data, generate a
first message authentication code for the encrypted first
security data and the first timestamp, and write the
encrypted first security data and the first message
authentication code to the first memory area.

15. The memory system of claim 14, further comprising:

a secure element integrated 1n the host device,

wherein the first security data and the first timestamp are

processed by the secure element.
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16. The memory system of claim 15, wherein the secure
clement and the secure nonvolatile memory device commu-
nicate with each other using a secure protocol.

17. The memory system of claim 14, wherein the host
device and the secure nonvolatile memory device are formed
in a single semiconductor package.

18. The memory system of claim 14, wherein the host
device and the secure nonvolatile memory device are formed
in separated semiconductor packages.

19. A memory system comprising:

a host device configured to process first security data and

a first timestamp for preventing a replay attack; and
a nonvolatile memory device controlled by the host
device, disposed outside the host device, including a
first memory area in which the first security data and
the first timestamp are written, and including a second
memory area 1n which a second timestamp correspond-
ing to the first timestamp 1s written, the second memory
area being distinguished from the first memory area,

wherein the secure host device 1s configured to write the
first security data and the first timestamp to the first
memory area, and to update the second timestamp
based on the first time stamp,

wherein the nonvolatile memory device 1s configured to

generate a first notification signal representing a result
of updating the second timestamp,

wherein the host device 1s configured to complete a

writing operation for the first security data when it 1s
determined based on the first notification signal that the
second timestamp 1s successiully updated, and
wherein to write the first security data and the first
timestamp to the first memory area, the host device 1s

configured to encrypt the first security data, generate a
first message authentication code for the encrypted first
security data and the first timestamp, and write the
encrypted first security data and the first message
authentication code to the first memory area.
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