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(57) ABSTRACT

A mobile robot 1s configured for operation 1n a commercial
or industrial setting, such as an office building or retail store.
The mobile robot may include cameras for capturing 1images
and videos and include microphones for capturing audio of
its surroundings. To 1mprove privacy by preventing confi-
dential information from being transmitted, the mobile robot
may detect text in 1images and modily the images to make the
text 1llegible before transmitting the images. The mobile
robot may also detect human voice 1 audio and modify
audio to make the human voice unintelligible before trans-
mitting the audio.
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Receive images of an environment surrounding a mobile robot
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1
PRIVACY PROTECTION IN MOBILE ROBOT

BACKGROUND

This application relates generally to robots, and in par-
ticular to robots configured for operation in commercial and
industrial settings.

Robots are increasingly prevalent in society, particularly
in entertainment and manufacturing contexts. However, the
adoption of robots 1n these contexts has outpaced settings
where {frequent robot/human interactions are required.
Examples of such settings include retail environments, secu-
rity environments, and the like. The abilities of robots, for
instance, the ability to interact with building and object
infrastructure, creates an unaddressed demand for the imple-
mentation of robots 1n commercial and industrial settings.

Robots may be equipped with cameras, microphones, and
sensors to gather mformation about 1ts surrounding envi-
ronment and perform tasks based on the information. For
example, robots may transmit the information to remote
operators via a network such that the remote operators may
provide 1nstructions to the robots for performing the func-
tions based on the information or to a server to update
information about the environment for a current state of the
environment. However, there are privacy concerns because
the robots may be deployed in an environment that includes
confidential mmformation such as identity information, per-
sonally identifiable information (PII), intellectual property,
and personal conversations. In such embodiments, the trans-
mission of such information may increase the susceptibility
of such information from being mtercepted by malicious or
unauthorized entities.

SUMMARY

A mobile robot (“robot” hereinafter) configured for opera-
tion 1 commercial and industrnial settings 1s described
herein. The robot can perform a number of functions and
operations 1 a variety of categories, imcluding but not
limited to security operations, cleaning operations, infra-
structure or maintenance operations, navigation or mapping
operations, inventory management operations, and robot/
human 1interaction operations.

In some embodiments, the robot may apply privacy
features to 1mages of an environment captured by one or
more cameras of the robot prior to transmitting the 1mages
to a server or a remote operator. Because coniidential
information may be included in text, the robot may detect
text 1n 1mages and determine whether to modily the images
to make the text illegible 1n the images. The robot may make
a query to a semantic map of the environment based on a
location of an object including the text or based on an object
type associated with the object including the text. When the
robot determines to modily the images, the robot may
generate a bounding box around the text and modify the
images within the bounding box by blurring or blacking out
the text. After modifying the images, the robot may transmit
the 1mages to the server or the remote operator.

In some embodiments, the robot may apply privacy
features to audio of an environment captured by one or more
microphones of the robot prior to transmitting the audio to
the server or the remote operator. To avoid recording private
conversations, the robot may detect human voice i the
audio and remove the human voice from the audio. The
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2

robot may disable the privacy features based on a task being
performed by the robot or responsive to receiving consent
from a customer.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1A, 1B, and 1C illustrate various views of a mobile
robot, according to one embodiment.

FIG. 2 1s a high level block diagram illustrating a mobile
robot environment, according to one embodiment.

FIG. 3 1s a block diagram of the central system of FIG. 2,
according to one embodiment.

FIG. 4 1s a block diagram of the infrastructure system of
FIG. 2, according to one embodiment.

FIG. 5 1s a block diagram of the security system of FIG.
2, according to one embodiment.

FIG. 6A 1illustrates a view of a mobile robot with a
removed fabric exterior, according to one embodiment.

FIG. 6B 1llustrates a view of a removable fabric exterior
for a mobile robot, according to one embodiment.

FIG. 7 1illustrates a block diagram of a mobile robot
architecture, according to one embodiment.

FIG. 8 illustrates a view of an example mobile robot and
various robot components, according to one embodiment.

FIG. 9 illustrates an example semantic map of a building
floor, according to one embodiment.

FIG. 10A 1llustrates an example 1mage of a whiteboard,
according to one embodiment.

FIG. 10B illustrates an example image of an elevator
control panel, according to one embodiment.

FIG. 10C illustrates an example 1mage of a desk, accord-
ing to one embodiment.

FIG. 11 1s a flowchart illustrating a process of transmitting
a modified 1mage, according to one embodiment.

The figures depict various embodiments of the present
invention for purposes of illustration only. One skilled 1n the
art will readily recognize from the following discussion that
alternative embodiments of the structures and methods 1llus-
trated herein may be employed without departing from the
principles of the invention described herein.

DETAILED DESCRIPTION

System Overview

FIGS. 1A, 1B, and 1C 1llustrate various views of a mobile
robot, according to one embodiment. The mobile robot 100
(or simply “robot” hereinaiter) can navigate and move
around an environment 1n which the robot 1s located, for
instance by moving forward, backwards, sideways, and by
turning or rotating up to 360 degrees within a plane defined
by a surface on which the robot 1s located. In some embodi-
ments, the robot can be deployed within a building, for
instance on one or more floors or portions of floors of a
building, can be deployed outside (for instance, 1n a parking
lot), or can be deployed any other suitable location.

The robot 100 can include exterior fabric panels. The
fabric panels can be removably or fixedly coupled around a
housing body of the robot. In some embodiments, all or a
portion of the robot includes a hard exterior surface, such as
a hard plastic or metal exterior. The robot can also include
a plurality of sensors and other components enclosed within
the housing body, described below in greater detail. A
portion of the sensors can be located within the body of the
robot, for instance behind or underneath fabric panels such
that the sensors can receive signals that propagate through
the fabric panels. The structure, components, and function-
ality of the robot are described below in greater detail. It
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should be noted that in other embodiments, the robot can
include different form factors, structures, components, and
functionalities than those described herein.

FIG. 2 1s a high level block diagram illustrating a mobile
robot environment, according to one embodiment. The envi-
ronment of FIG. 2 includes one or more robots 100, a central
system 210, various infrastructure systems 220, various
security systems 230, a remote access interface 240, and one
or more security personnel 250, communicatively connected
through the network 200. It should be noted that 1n other
embodiments, the environment of FIG. 2 can include fewer,
additional, or different components than those described
herein. Each of the components of FIG. 2 can include one or
more computer systems, custom hardware or electronic
systems, or any other system configured to enable the
components of FIG. 2 to perform the functions described
herein.

The environment of FIG. 2 can include any number of
robots 100, for instance 1, 2, 10, or more. For example, the
environment of FIG. 2 can include one or more buildings,
and can include one or more robots per building (for
instance, one robot per building floor). One or more security
personnel 250 (for instance, one or more robot operators)
can control or monitor the robots, and can adjust a robot
deployment as needed (for instance, by allocating additional
robots to a building floor on which a security violation 1s
detected). It should be noted that as used herein, “security
personnel” can refer to remote or on-site robot operators,
remote or on-site security system operators (e.g., individuals
monitoring security cameras ), on-site security guards, police
personnel, building managers, or any other suitable 1ndi-
viduals.

The central system 210 can be a central server or other
computing system configured to provide instructions to the
robots, to recerve information from the robots, to access data
corresponding to the robots or the other components of FIG.
2, to display the received information or accessed data (for
instance, to a user of the central system), to perform one or
more other functions as described herein, and to provide a
communicative interface between, via the network 200, the
robots and other components of FIG. 2. The central system
1s described 1n greater detail below.

The infrastructure system 220 (or infrastructure systems)
can include one or more components of a building or
environment in which the robots 100 are located. In some
embodiments, the infrastructure systems are communica-
tively coupled to the network 200 or are otherwise capable
of communication with the robots. Examples of system
infrastructure systems include smart doors and windows,
clevators, routers and other network components, power
systems, smart lights, smart fire alarms and other sensors,
connected furnace or air conditioning systems, “Internet of
things™ or IoT systems, and the like. In some embodiments,
the infrastructure systems aren’t capable of communication
with via the network 200 or otherwise, for instance discon-
nected doors and windows, disconnected elevators, thermal
vents, and the like. The infrastructure systems of FIG. 2 are
described 1n greater detail below.

The security system 230 (or security systems) can also
include one or more security components of a building or
environment 1n which the robots 100 are located. Examples
of security systems can include camera systems, access
gates, door or window locks, audio detectors, motion detec-
tors, security interfaces or displays, and the like. The secu-
rity systems can be configured to communicate with the
network 200 and/or robots, or may be disconnected systems
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4

(alarms that do not communicate and that must be manually
reset). The security systems of FIG. 2 are described in
greater detail below.

The remote access interface 240 1s a computing system,
such as a computer, a server, a phone or other mobile device,
or any other system that enables a user to remotely access
the network 200, and via the network, to interact with one or
more other components of the environment of FIG. 2. For
instance, a user can remotely access information via the
remote access interface provided by the robots 100 to the
central system 210, such as a video feed captured by one or
more robots. Likewise, a user can remotely provide mnstruc-
tions to the infrastructure systems 220, security systems 230,
and/or the robots via the remote access interface, for
instance to investigate an unauthorized access of a portion of
a building, to lock doors within the vicinity of an alarm, or
to scan RFID tags for products within a portion of a store.
The remote access interface can include a display for dis-
playing information related to one or more components of
FIG. 2, an mput mechanism for receiving interactions from
a user of the remote access interface, and a communicate
interface enabling the remote access interface to communi-
cate via the network 200. It should be noted that 1n some
embodiments, the remote access interface can be imple-
mented within hardware located remotely from the central
system, the robots, or the other components of FIG. 2, for
instance within a different building or on a diflerent floor
from the other components of FIG. 2.

The securnity personnel 250 can include guards located at
guard stations, patrolling guards, access gate guards, or
remote security personnel. For instance, the security per-
sonnel can include one or more robot operators configured
to monitor and control the actions or movements of the
robots 100. Robot operators can 1nteract with robots via the
central system 210 or via the remote access interface 240,
and direct other security personnel as needed (for instance,
by 1nstructing security personnel to mvestigation a security
violation detected by the robots).

The network 200 may be the Internet, a local area network
(such as a building-wide or site-wide network), a wireless
network, a mesh network, or any other network or combi-
nation thereof that allows communication between the com-
ponents of FIG. 2. The connecting network 200 may use
standard communications technologies and/or protocols,
such as WiF1, Bluetooth, LTE, cellular networks, and the
like.

FIG. 3 1s a block diagram of the central system of FIG. 2,
according to one embodiment. The central system 210 of
FIG. 2 includes a communication interface 310, a user
interface 312, a robot interface 314, an infrastructure inter-
face 316, a security engine 318, a security policy storage
module 340, a semantic maps storage module 342, and an
inventory storage module 344. In other embodiments, the
central system includes fewer, additional, or different com-
ponents than those described herein.

The communication intertace 310 1s configured to provide
a communicative interface between the components of the
central system 210 and the other components of FIG. 2. For
instance, the communication interface enables the transfer of
data between robots 100 and the central system. The com-
munication interface can provide instructions or data to one
or more infrastructure systems, security systems, or robots,
for mstance in response to a user command or during the
performance ol one or more security operations.

The user interface 312 is configured to enable a user of the
central system 210 (such as a security personnel 250 or a
robot operator) to interact with the central system. For
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instance, the user interface can include a graphical user
interface (or GUI) displayed on hardware corresponding to
the central system. The GUI can include video streams from
one or more security cameras; can include a location of one
or more robots 100 or objects overlaid on a map of a
building, floor, or site; can include data corresponding to one
or more 1nfrastructure systems; and the like. The user
interface can enable a user of the central system to provide
one or more instructions or commands or otherwise interact
with one or more components of the environment of FIG. 2,
to configure or otherwise iteract with one or more compo-
nents of the central system, and to access and view data
associated with one or more components of the environment
of FIG. 2. The user interface, and GUIs associated with the
user interface, are described below in greater detail.

The robot interface 314 1s configured to enable the central
system 210 (or a user of the central system) to interact with
one or more robots 100. For instance, the robot interface can
receive data from the one or more robots 100 via the
communication interface 310 for display on the user inter-
tace 312. The robot interface can also provide data to the one
or more robots via the communication interface, for instance
in response to a command received from a user via the user
interface. The robot interface can format data provided to
and received from the robots mto a format compliant with
the robots and central system, respectively. The data
received from, the instructions provided to, and the func-
tions of the robots are described below 1n greater detail.

The infrastructure intertace 316 1s configured to enable
the central system 210 (or a user of the central system) to
interact with one or more infrastructure systems 220 via the
communication interface 310. For instance, the infrastruc-
ture interface can lock one or more doors within a building,
can cut power to a portion of a floor, and store received
inventory information. Likewise, the security engine 318 i1s
configured to enable the central system or a user of the
central system to 1nteract with one or more security systems
230 wvia the communication interface. For instance, the
security engine can direct video cameras to a location within
a building and receive footage from the cameras, can receive
badge data from badge readers, and direct security personnel
250 to a building portion where motion was detected. The
security engine can also implement one or more security
policies or security operations, etther independently from or
at the direction of a user of the central system. Security
policies and operations are described below 1n greater detail.

The security policy storage module 340 stores one or
more security policies for implementation by the central
system 210. A security policy can i1dentify:

portions of a building or tloor, individuals who are autho-

rized to access those portions, permitted times of
access, and requisite security credentials

times that particular doors, windows, and access gates are

to be locked and unlocked

routes or paths through buildings or floors for one or more

robots 100 to patrol and corresponding times for patrol
times of activation for security cameras, audio detectors,
and motion detectors
violations of security policies and the thresholds and
conditions that trigger a security policy violation

operations to be performed (by robots, security personnel
2350, or infrastructure or security systems) in the event
of a detected violation of a security policy

communications and data from the components of FIG. 2

to be presented to a user of the central system

The semantic maps storage module 342 can store one or
more semantic maps, for istance semantic maps generated
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by robots 100. The user interface 312 can access and display
one or more semantic maps to a user of the central system
210, and one or more components of the central system can
update the displayed semantic map for subsequent storage in
the semantic maps storage module 1n response to receiving
information ifrom one or more robots, security personnel
250, or any other component of FIG. 2. For istance, 11 a
semantic map indicates that a window 1s open, and a robot
patrolling within proximity of the window detects that the
window has subsequently been closed, the semantic map can
be updated (for instance, by the infrastructure iterface 316)
to retlect the closed status of the window and the updated
semantic map can be stored 1n the semantic maps storage

module.

The inventory storage module 344 stores information
associated with objects within a building, within a floor,
within a room or store, and the like. For instance, the
inventory storage module can include a database detailing
types of inventory, stock levels associated with each mven-
tory type, and a location of each inventory object within a
building. The imnventory storage module can be updated, for
instance, i response to recerving mformation from a robot
100 indicating that the location of one or more objects within
a store has changed, that a missing object has been found, or
that objects have been misplaced or lost. It should be noted
that the mnventory module can store locations, numbers, and
types ol objects 1n addition to retail objects or stock, for
instance lab equipment, books or other reference materials,
and the like. The mventory storage module can additionally
store a status for objects (for mstance, “misplaced”, “lost”,
“stolen”, “broken”, “operational”, and the like).

FIG. 4 1s a block diagram of the infrastructure system of
FIG. 2, according to one embodiment. In the embodiment of
FIG. 4, the infrastructure system 220 includes doors 410,
windows 412, elevators 414, lights 416, a network 418,
sensors 420, temperature system 422, power system 424,
and mventory 426. It should be noted that 1n other embodi-
ments, the infrastructure system can include additional,
tewer, or different components than those illustrated here.

The doors 410 and windows 412 of a building can be
standard, disconnected, and/or non-electronic doors and
windows. Alternatively, the doors and windows can be
clectronic and/or connected to other building infrastructure,
for instance via the network 200. In embodiments where the
doors and windows are electronic, a user of the central
system 210, a robot 100, or a security personnel 250 can
close, open, lock, or unlock the doors and windows, for
instance manually (by the security personnel or robot) or
clectronically (by directly interfacing with the electronic
subsystems of the doors and windows, or by providing
instructions to the doors and windows via the network).

The elevators 414 can include one or more elevator within
a building. The elevators can be connected to one or more
components of the environment of FIG. 2, for instance the
central system 210, or can be disconnected from the com-
ponents of the environment. Instructions can be provided to
the elevators, for instance by a user of the central system, a
security personnel 250, or a robot 100 via the network 200
or directly to the elevator via an elevator interface, or
manually, via a physical button press by the security per-
sonnel or the robot. Elevator instructions can include but are
not limited to instructing the elevator to go to a particular
floor (such as the floor a robot 1s on), stopping or disabling
the elevator, opening and closing the elevator doors, con-
trolling one or more elevator components (such as a speaker
or display within the elevator), and the like.
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The lights 416 can include various lighting systems within
a building, for instance lights within particular rooms, on
particular floors, or building-wide. The lights can be con-
nected to other building systems, for imstance via the net-
work 200, and can be remotely activated or deactivated (for
instance by a user of the central system 210 or a robot 100)
or manually activated or deactivated (for instance by secu-
rity personal 250 or a robot toggling a light switch or
interface).

The network 418 can include networking infrastructure
within a building or portion of a building, or across multiple
buildings or locations. The network can include standard
networking systems, such as routers, switches, severs, trans-
cervers, and the like. The network can be connected to the
other components of FIG. 2 via the network 200. A user (via
the central system 210) or robot 100 can activate, de-
activate, reset, or configure portions of the network. For
instance, a robot, 1n response to determining that a portion
of a wireless network within a building 1s currently down,
can re-locate to a location within the bwlding where the
wireless network 1s active, and can instruct the central
system to reset network systems corresponding to the non-
functioning portion of the network.

The sensors 420 can 1include fire alarms, smoke detectors,
carbon monoxide detects, gas or toxin detectors, thermom-
eters, and the like. Information from the sensors can be
provided to the central system 210, for instance directly via
the network 200 or via a robot 100.

The temperature system 422 can include a furnace, air
conditioning unit, fans or other air flow systems, thermal
ductwork and corresponding control mechanisms (such as
valves), and other systems associated with building tem-
perature. Instructions can be provided to the temperature
system, for instance from a user of the central system 210 via
the network 200 or from a robot 100 (either via the network
or by directly connecting to the temperature system).
Example mstructions include but are not limited to lowering
the temperature or raising the temperature for an entire
building or for building portions, increasing air flow, con-
trolling one or more duct valves, and the like. Information
can also be received from the temperature system by the
central system, a robot, or by another component of FIG. 2.
Examples of such information include power usage infor-
mation, thermal information, system activity or capacity,
and the like.

The power system 424 can include power infrastructure
associated with a building. For instance, the power system
can include one or more generators, feeds from an external
power source, solar panels, breakers, power distribution
units, power lines within and external to a building, meter
boxes, robot recharge stations, vehicle recharge stations, and
the like. In some embodiments, the power system 15 com-
municatively coupled to one or more components of FIG. 2,
such as the central system 210, via the network 200. In such
embodiments, a user of the central system, a security per-
sonnel 250, and/or a robot 100 can provide instructions to
the power system via the network, for instance to deactivate
a portion or all of a building’s power inifrastructure, to reset
portions of the power infrastructure, to reset breakers, to turn
generators on or ofl, and the like. The power system can also
provide mformation to components of FIG. 2, for instance
information detailing power usage within a building, within
portions of a building, by components of a building, or
information detailing power production or fuel usage by
solar panels, generators, and the like.

The mventory 426 includes objects within a building,
portion of a building, store, room, or other area. Examples
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ol inventor include store inventory (objects for sale within
the store), building equipment (such as lab equipment,
computer equipment, and the like), sensitive objects (such as
high security objects, expensive objects, and the like),
vehicles, and the like. The inventory of a bwlding can
include tags or other receivers/transmitters (such as RFID
tags) that can identify the object to which the tag 1s athxed
to a system capable of reading the tag. Fach object can
include a unique identifier that i1s transmitted to a reader
system, and, as described below, a robot 100 equipped with
one or more RFID readers can identily and locate inventory
within a building or building portion by navigating within a
proximity to the corresponding object.

FIG. § 1s a block diagram of the security system of FIG.
2, according to one embodiment. In the embodiment of FIG.
5, the secunity system 230 includes cameras 510, access
gates 512, locks 514, audio detectors 516, motion detectors
518, badge readers 520, aerial systems 322, and security
displays 524. In other embodiments, the security system can
include additional, fewer, or diflerent components than
illustrated herein. It should be noted that while many com-
ponents of the security system can be disconnected from the
other components of FIG. 2, the remainder of the description
herein will be limited to embodiments in which the com-
ponents of the security system can communicate via the
network 200 (for mnstance, with the central system 210 or the
robots 100).

The cameras 510 can be located within or external to a
building, for mstance within high-tratlicked passages, high-
security rooms or locations, locations corresponding to
advantageous vantage points, and the like. In some embodi-
ments, the field of view of a camera 1s fixed, while 1n other
embodiments, the cameras can rotate, pan, tilt, or track
objects or individuals, for instance 1n response to an mstruc-
tion from a user of the central system 210 or 1n response to
the detection of a suspicious noise or detected motion. The
cameras can record video for storage and subsequent view-
Ing or processing, or can stream the video to the central
system or a robot 100. In some embodiments, the cameras
can 1dentify objects or individuals within video captured by
the cameras and can provide this information to other
components of FIG. 2, while 1n other embodiments, the
central system i1dentifies objects or individuals within video
provided by the cameras, and provides this mnformation to
other components of the FIG. 2.

The access gates 512 can include physical barriers (such
as barrier arms, walls, doors, and the like) configured to
prevent or inhibit the movement of individuals, vehicles, or
other objects. The access gates can allow individuals or
vehicles to pass through 1n response to verifying that the
individuals or vehicles are authorized to pass, for instance 1n
response to veritying an individual’s or vehicle’s credentials
or access permissions. In some embodiments, a robot 100, a
user of the central system 210, or the central system itself
can activate an access gate to allow or prevent individuals or
vehicles from passing through, for instance i response to an
instruction from the user or robot, or in response to a
detected security violation or suspicious activity elsewhere
within a vicinity of the access gate.

The locks 514 can be located within doors, windows,
cabinets, cupboards, safes, or within any other suitable
building infrastructure or object. The locks can be activated
or deactivated by instructions from a robot 100, a user of the
central system 210, or by the central system itself, for
instance via the network 200. The locks can also be activated
in response to the occurrence of a security violation or
suspicious activity within a proximity of the locks.
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The audio detector 516 1s configured to detect audio
signals, and to provide information describing the detected
audio to one or more components of the environment of FIG.
2. Likewise, the motion detector 518 1s configured to detect
motion within a proximity of the motion detector, and to
provide information describing the detect motion to one or
more components ol the environment of FIG. 2. For
example, the audio detector can provide detected audio
signals to the central system 210 for analysis, and the central
system can determine 1f the detected audio signals are
representative of a security violation. Likewise, the motion
detector can provide detected motion signals to the central
system, which can determine if the detected motion signals
are representative of a security violation.

The badge readers 520 are configured to detect ID badges
ol individuals, to authenticate the identity, access creden-
tials, or permissions of the individuals. The badge readers
can provide imnformation associated with the detected badges

to components of the environment of FIG. 2, for instance via
the network 200. The badge readers can include RFID
readers, badge scanners, or any other suitable hardware. In
some embodiments, badge readers are associated with doors,
access gates, and the like such that an imdividual authent-
cated by the badge reader 1s granted access to the door,
access gate, and the like.

The aenal systems 522 include one or more unmanned
aerial vehicles (UAVs) configured to fly within a space (such
as a building floor, parking lot, and the like). The aerial
systems can receive mstructions from components of FIG. 2,
such as the central system 210 or a robot 100. The aerial
systems can be instructed to patrol a particular area, for
instance 1n response to a detected security violation or
detected suspicious activity. The aerial systems can 1nclude
cameras, RFID readers, or other sensors configured to
capture information detected by the aerial systems and to
provide the captured information to the central system, the
robots, or other components of FIG. 2.

The security displays 524 are configured to display secu-
rity information to individuals, such as a security status of a
building or building portion, indications of security viola-
tions, and access credentials required to be 1n a particular
location. The displayed security information can be received
from the central system 210, from a robot 100, or from any
other component of FIG. 2. The security displays can
include hardware displays, and can be, for instance, tablet
computers or interactive momtors. The security displays can
be mounted within walls or other accessible locations. The
security displays can receive inputs from individuals, for
instance via a touch-screen interface of the security display
or via any other suitable mput mechanism. For instance, an
individual can request access to a building portion, can
request a door be unlocked, can request authentication, and
the like via the security displays. The security displays can
provide information describing the received iputs to the
central security system or to any other component of FIG. 2,
which 1 turn can perform a security action based on the
provided information (for instance, unlocking a door or
authenticating the mdividual).

Mobile Robot Housing

FIG. 6A 1illustrates a view of a mobile robot with a
removed fabric exterior, according to one embodiment. The
robot 100 of FIG. 6 includes a head portion 602, a body
portion 604, and a base portion 606. The robot further
includes a sensor 610 and a sensor array 612. As the fabric
exterior 1s removed from the robot in the embodiment of
FIG. 6A, the interior portion of the robot body 1s exposed.
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The robot also includes coupling means 620A located
around the robot head and coupling means 622A located
around the robot base.

FIG. 6B 1llustrates a view of a removable fabric exterior
for a mobile robot, according to one embodiment. The fabric
panel 600 includes coupling means 6208 and 622B. The
fabric panel also includes a top opening 624, a bottom
opening 626, and a side opening 628. The circumierence of
the opening 624 corresponds to the circumierence of the
robot head, and the circumierence of the opening 626
corresponds to the circumierence of the robot base. Accord-
ingly, the fabric panel 1s a tubular sock that can be stretched
over and secured to the robot 100, thereby covering portions
the interior of the robot. In some embodiments, the fabric
panel 1s partially cone-shaped, with the diameter of the top
opening being smaller than the diameter of the bottom
opening, beneficially aiding in the placement of the fabric
panel over the robot 100.

The fabric panel 600 can be made of any type of fabric
material, for instance cotton, nylon, polyester, vinyl, velvet,
or any other suitable or stretchable fabric material or blend/
combination thereof. By stretching, the fabric panel of FIG.
6B can be placed over the head 602 of robot 100 (and any
protrusions attached to the robot head) and any other com-
ponents protruding from the robot body 604. Further, by
stretching, contact made between the robot and other robots,
individuals, or other objects can prevent damage to the
tabric panel. It should be noted that in other embodiments,
the fabric panel may include a material that does not
significantly stretch.

The fabric panel 600 can include a fabric mesh matenal,
allowing for the flow of air into and out of the robot 100,
beneficially enabling the cooling of components of the robot
interior by allowing for the transier of heat out of the robot
and through the fabric. Further, fabric may be semi-trans-
parent or translucent, allowing for cameras, motion sensors,
laser or LIDAR sensors, or other components within the
robot to at least partially see through the fabric. Finally, the
fabric may allow sound waves to pass through the fabric,
allowing microphones or other audio components to capture
sound waves passing through the fabric, and allowing speak-
ers within the robot to transmit sound through the fabric.

The fabric panel 600 can couple to the robot 100 1n a
number of ways. In the embodiment of FIGS. 6A and 6B,
coupling means 6208 are configured to couple to coupling
means 620A, and coupling means 622B are configured to
couple to coupling means 622A. The coupling means 6208
may be located around an 1nside perimeter of the top of the
tabric panel, and the coupling means 622B may be located
around an inside perimeter of the bottom of the fabric panel.
Likewise, the coupling means 620A may be located around
an outside perimeter of the robot head 602, and the coupling
means 622A may be located around an outside perimeter of
the robot base 606. In other embodiments, the coupling
means of the fabric panel and the robot may be located in
different locations on the fabric panel and the robot.

In some embodiments, the coupling means 620B and
622B include holes within the fabric of the fabric panel 600
and grommets located around the holes. Likewise, 1n some
embodiments, the coupling means 620A and 622A include
pins, latches, or other securing protrusions configured to
reciprocally couple with the holes of the couplings means
6208 and 622B when the holes are placed over the coupling
means 620A and 620B. In other embodiments, the coupling
means 1nclude buttons, zippers, Velcro, levers, buckles, or
any other suitable means enabling the fabric panel to couple
to the robot 100. In some embodiments, when the coupling
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means 6208 are coupled to the coupling means 620A, and
when the coupling means 622B are coupled to the coupling
means when the fabric panel 1s coupled to the robot, the
tabric of the panel 1s stretched and held 1n partial tension
along the axis of the fabric panel from the opening 624 to the
opening 626. The coupling means can be located on an
inside surface of the fabric panel, beneficially enabling the
tabric panel to couple to the robot 100 without the coupling
means being visible (e.g., the coupling means may not
include holes within the fabric panel, allowing for a seam-
less/holeless fabric exterior). In some embodiments, the
coupling means 1nclude elastic bands (for instance, around
an 1nside surface of the fabric panel adjacent to or within a
threshold distance of the openings 624 and 626) that secure
the fabric panel to the robot by tightening around reciprocal
grooves within the head, body, and/or base. Such elastic
bands can beneficially improve the ease of coupling the
tabric panel to the robot, and can enable an installer to
quickly align the fabric panel on the robot during installation
by allowing the installer to move the fabric panel over the
robot until the elastic bands snap 1nto the reciprocal grooves.

While the fabric panel 600 covers certain sensors of the
robot 100 when the fabric panel 1s coupled to the robot, such
as the sensor array 612, the fabric panel can include one or
more openings enabling other components of the robot to be
exposed/not covered by the fabric. For example, the opening
628 corresponds to the sensor 610 such that when the fabric
panel 1s coupled to the robot, the opening 628 i1s secured
around the sensor 610 thereby exposing the sensor. Although
only one openming 1s shown within the side of the fabric panel
in the embodiment of FIG. 6B, in other embodiments, any
number of opemings can be included corresponding to any
number of types of components of the robot. For instance,
the robot body 604 can 1include cameras or other sensors that
can be impaired by fabric, and the fabric panel can include

openings to prevent such components from being covered by

the fabric.

Although the fabric panel 600 of the embodiment of FIG.
6B 1s shown without an underlying structure, in some
embodiments, the fabric panel can include a structure or
skeleton to preserve the form or shape of the fabric panel.
For instance, the fabric panel can include a first ring com-
ponent along an inside perimeter of the opening 624 and a
second ring component along an inside perimeter of the
opening 626. The structure or skeleton of the fabric panel 1n
such embodiments can be rigid or flexible.

In some embodiments, instead of one fabric panel 600 that
secures around an entire exterior of the body 604 of the robot
100, several fabric panels can each be secured to a portion
ol a robot exterior. For 1nstance, a first panel can secure to
a left side exterior of the robot and a second panel can secure
to a right side exterior of the robot. In such embodiments,
cach fabric panel can include an outside ring structure
located around an outside perimeter of the panel.

The fabric panel 600 illustrated 1n FIG. 6B and described
herein can be coupled to the robot 100 and subsequently
removed from the robot. Such embodiments beneficially
allow for the eflicient and low-cost replacement of fabric
panels, for instance 1n the event that the fabric panels get
torn or damaged. Further, implementing removable fabric
panels 1 covering the exterior of the robot allows for the
branding or configuration of the fabric panels 1n a color,
pattern, or including a logo customized by an owner or user
of the robot. However, 1t should be noted that while remov-
able fabric panels are described herein, in some embodi-
ments, the fabric panels are fixedly coupled to the robot in
a more-permanent fashion. It should also be noted that
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although fabric panels are described herein, 1n other embodi-
ments, robots can have solid/rigid outer housings and per-
form the functions described herein.

Mobile Robot Architecture

FIG. 7 illustrates a block diagram of a mobile robot
architecture, according to one embodiment. The robot 100 of
the embodiment of FIG. 7 includes a navigation system 710,
a power system 712, a communication interface 714, various
indicators 716, a user intertace 718, a display 720, one or
more cameras 722, an audio system 724, various scanners
726, a pressure sensor system 728, one or more reader
antennas 730, one or more direction of arrival (or DoA)
antennas 732, a security system 734, a semantic mapping
system 736, an RFID system 738, and one or more arms 740.
It should be noted that 1n other embodiments, a mobile robot
100 can include tewer, additional, or different components
than those illustrated in the embodiment of FIG. 7. For
instance, the robot 100 can include one or more hardware
processors or controllers configured to perform various
functionalities described herein.

The navigation system 710 1s configured to move the
robot 100 around a space, such as a store, a room, a floor, a
building, a parking lot, or any indoor or outdoor space. The
navigation system can include a motor (such as an electric
motor), an engine, or any other systems capable of moving
the robot. The navigation system can also include wheels,
rollers, and the like configured to enable the robot to
smoothly move. The navigation system can move the robot
1n a number of directions, for instance, forwards, backwards,
or sitdeways. In some embodiments, the base of the robot 1s
holonomic, enabling the robot to move 1 any direction. In
some embodiments, the navigation system can rotate the
robot clockwise or counterclockwise, for instance as much
as 360 degrees. In some embodiments, the navigation sys-
tem can turn the robot in place, without requiring a signifi-
cant (1f any) turn radius.

The navigation system 710 can move the robot 100 1n
response to receiving navigation instructions, for instance
from a user of the central system 210, from a security
personnel 250, or from another robot. In some embodiments,
the navigation system moves the robot as part of a patrol,
routine, or security protocol. Navigation instructions can
include an end location and can determine a route from a
current location of the robot to the end location, for instance
by detecting obstacles and/or paths from the current location
to the end location, by selecting a path based on the detected
obstacles and paths, and by moving the robot along the
selected path until the robot arrives at the end location. In
some embodiments, the navigation mstructions can include
a path, an ordered set of locations, an objective (e.g., “patrol
the 4th floor”), or a map, and the navigation system can
move the robot based on the navigation instructions.

The power system 712 can include a power source, such
as a battery, fuel, solar panels, or any other suitable source
of power storage. The power system can provide power to
the other components of the robot 100, such as the naviga-
tion system 710. The power system can also include a
recharging system, for instance a plug/socket or other
recharging interface. In some embodiments, the robot can
navigate to a recharge station and can electrically couple the
recharging system to the recharge station, enabling the
recharge station to refill the power source of the power
system. For example, the recharging system of the robot can
include a socket within the robot protected by a pivoting
door, and the recharge station can include a plug component.
In such embodiments, the robot can navigate to the recharge
station and can align the pivoting door with the plug
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component. The robot can then move towards the plug
component such that the plug component pushes the pivot-
ing door mward into the robot, and such that the plug
component 1s mnserted into the socket. The plug component
can provide power to the power source via the socket. The
power system can further include infrastructure electrically
coupling the power system to the recharging interface and
the other components of the robot.

The communication interface 714 can commumnicatively
couple the robot 100 to other components of the environ-
ment of FIG. 2, such as the central system 210 or other
robots, either directly or via the network 200. For instance,
the communication interface can include receivers, trans-
mitters, wireless controllers, and the like, and can receive
information from and transmit information to and between
components of FIG. 2 and other components of the robot.
Examples of communication protocols implemented by the
communication interface include WikFi, Bluetooth, Zigbee,
3G/4G, LTE, or any other suitable communication protocol.
The communication interface can provide video captured by
the cameras to an external monitor, or can receive 1nstruc-
tions from an operator (for instance, via the central system).

In some embodiments, the robot 100 can choose to
transmit information via the commumication interface 714
based on a communicative status of the robot. For instance,
in embodiments where the robot 1s patrolling a route within
a building, the robot can transmit video and audio data
captured during the patrol when the communication inter-
face 1s coupled to the network 200 via a W1F1 connection. In
some embodiments, 1f the WiF1 connection 1s lost, the robot
can communicatively couple to the network via a secondary
connection, such as an LTE connection. In such embodi-
ments, the robot can modily the data sent via the commu-
nication interface before transmitting, for imstance by trans-
mitting only audio data, by performing lossy compression
on the video before transmitting, by reducing the frame rate
or resolution of the video before transmitting, by transmit-
ting select images instead of video, by transmitting video
data corresponding only to key events (such as video of a
suspected unauthorized individual), by transmitting full-
resolution video based on features within the video (such as
faces) and low-resolution video otherwise, and the like. In
the event of a total disconnection from the network, the
robot can store information for subsequent transmission (for
instance, when the communication interface 1s coupled to
the network via WiF1 or when the robot 1s docked at a charge
station). Likewise, the robot can select data to transmit or
can perform compression operations on the data before
transmission 1f the bandwidth available to the robot falls
betore a threshold required to stream the data 1n real-time or
other threshold. In some embodiments, the robot can store
all detected information and data, for instance at full-
resolution, for a set amount of time, until the robot’s
available storage capacity falls below a threshold, until the
data 1s transmitted, until an operator instructs the robot to
delete the data, or until any other suitable critenia 1s satisfied.

The indicators 716 can include visual indicators (such as
LEDs or other lights), audio indicators, haptic indicators,
vibration components, and the like. The indicators are con-
figured to communicate mnformation or a status associated
with the robot 100 to an entity external to the robot, such as
a user or individual. For instance, the indicators can include
a ring of LEDs around a top surface of the robot that indicate
a direction of movement of the robot. Likewise, LEDs can
function as a turn signal, indicating a future direction change
of the robot. The robot can also display emoj1 or other
indicators of emotion, can display text identifying a status or
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current operation of the robot (e.g., “patrolling”, “security
alert”, “danger alert”, “intruder nearby”, etc.) In some
embodiments, lights or LEDs on the robot can change color
to indicate a status of the robot (for instance, LED indicators
can be green to indicate that the robot 1s available to assist
customers, can be blue to indicate that the robot 1s busy
performing a task, or can be red to indicate that the robot has
detected a violation of a security policy). The robot also
includes a hardware display 720 (such as a monitor or
screen) configured to communicate mnformation associated
with the robot. For instance, the hardware display can
display a map, 1mages, a request (e.g., the text “How can 1
help vou today?”’), or any other suitable information. In
embodiments where the hardware display 1s a touch-screen
display, a user can interact with the displayed information,
for instance to get additional information, to configure the
display of information, to instruct the robot to perform an
operation, and the like.

The robot 100 includes a user interface 718 configured to
display information to an individual or user, for instance 1n
response to a received request. In some embodiments, the
user interface displays a graphic user interface (“GUI”)
including the information, for instance on the hardware
display 720 or via the indicators 716. The GUI can display
information detailing a status of the robot, information
requesting credentials or other information from an indi-
vidual, information providing instructions to a user (e.g.,
“follow me™), information associated with an environment
or building 1n which the robot 1s located (e.g., store or
product information), or any other suitable type of informa-
tion. The user imterface can also include infrastructure to
enable a user or individual to interface with the robot. For
instance, the user interface can include a keyboard or
keyboard, one or more buttons or dials, a mouse, motion/
gesture detection capabilities, and the like. In some embodi-
ments, the user interface includes the hardware display, and
the hardware display is a touch-sensitive display configured
to receive mputs from an individual. Inputs recerved via the
user 1terface can be provided to one or more other com-
ponents of the robot, can configure the robot to perform
various functions or to operate 1in various modes, and the
like. In some embodiments, the user interface further con-
figures a voice recognition engine configured to recognize a
user’s voice, enabling a user to speak to the robot (for
instance, to request iformation, to command the robot to
perform a security operation, or the like).

The cameras 722 can include any number of cameras or
camera arrays. For example, the cameras can include cam-
eras configured to capture 1mages or videos directly or a
distance 1n front of the robot, to the sides of the robot, behind
the robot, or above the robot. In some embodiments, the
cameras can move, pivot, tilt, pan, or rotate, for instance 1n
response to a change in motion by the robot, 1n response to
an 1nstruction recerved by the robot, 1n response to detecting
an object within a proximity of the robot, or in response to
the performance of a security or other function by the robot.

The cameras 722 can capture images and video at any
suitable resolution or frame rate. In some embodiments, an
array of fixed cameras can capture video 360 degree video
around the robot 100, while in other embodiments, one or
more cameras can rotate around a central axis of the robot
to capture 360 degree video. In some embodiments, camera
pairs can capture 3D video, and 1n some embodiments,
images or video captured by multiple cameras can be
stitched together using one or more stitching operations to
produce a stitched 1mage or video. In addition to capturing
images or video 1n the visible light spectrum, the cameras
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can capture images within the IR spectrum or can capture
thermal images. Images and videos captured by the cameras
can be provided to one or more other components of the
environment of FIG. 2, for mstance the central system 210
via the communication interface 714 and the network 200,
beneficially enabling a remote operator of the robot to see
the surroundings of the robot.

The audio system 724 can include components to capture
and emit audio signals. For instance, the audio system can
include one or more microphones configured to capture
audio signals, such as audio signals that pass through the
tabric panel 600 of the robot 100. Likewise, the audio
system can 1nclude speakers configured to playback audio or
sound to individuals within a proximity of the robot. In some
embodiments, audio captured by the audio system can be
provided to a component of FIG. 2, such as the central
system 210 via the network 200 and the communication
interface 714, beneficially enabling a remote operator of the
robot to hear audio occurring within a proximity of the
robot. Likewise, audio can be received by the audio system
from an external entity for playback by the audio system, for
instance voice commands from an operator of the robot to an
individual within a proximity of the robot.

The scanners 726 can detect objects, obstacles, paths, or
individuals within a proximity of the robot 100. Examples of
scanners include laser scanners or rangefinders, radar, sonar,
ultrasonic sensors, motion detectors, 3D depth sensors,
thermal scanners, infrared or ultraviolet scanners, and the
like. One or more scanners can be located near a base of the
robot, for 1nstance to 1dentily objects that might obstruct or
disrupt movement of the robot. One or more scanners can be
located near a top of the robot, for mstance to identily the
immediate surroundings of the robot, beneficially enabling
the robot to “see” over objects that might otherwise obstruct
the viewpoint of scanners located near the base of the robot.
In addition to detecting obstacles, objects, and individuals,
the scanners can track moving objects or individuals, for
instance to follow the movement of suspicious individuals.
In some embodiments, information captured by the scanners
1s used by the navigation system when selecting a path of
motion for the robot. Likewise, information captured by the
scanners can be used by or provided to other components of
the robot or an enfity external to the robot (such as a
component of FIG. 2), for mstance via the communication
interface 714.

The pressure sensor 728 can include a pressurized tube
located around a base of the robot 100, and can detect
objects or other obstructions within an immediate proximity
of the robot 1n response to a determination that the robot has
run 1nto the object or obstruction. For instance, a robot can
move down a hallway, and can imadvertently run into an
individual’s foot. In response to the contact with the user’s
toot, the pressure 1nside the tube increases, and the pressure
sensor can detect the increase 1n pressure and determine that
the robot has made contact with an obstruction.

In response to a detected increase 1n pressure within the
pressurized tube, the pressure sensor 728 can determine that
the robot 100 has come 1into contact with an obstruction, and
can slow or stop the motion of the robot, for instance by
instructing the navigation unit 710. The pressure sensor can
determine the direction of the obstruction based on the
current direction the robot was moving at the time of the
detected pressure increase. In some embodiments, the pres-
sure sensor 1mcludes a protective outer housing that, upon
contact with an obstruction, exerts a reciprocal pressure on
the pressurized tube for detection by the pressure sensor. The
pressure sensor enables the robot to immediately detect
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contact with an obstruction and adjust a trajectory or move-
ment of the robot, beneficially reducing the risk that the
contact can cause damage or harm to the robot, an object, or
an individual.

In some embodiments, the pressure sensor 728 can mea-
sure an amount of pressure exerted upon the pressurized
tube. In such embodiments, the robot 100 can use the
pressure sensor to apply an amount of force upon an object.
For example, the robot may want to gently push open a door,
and can move 1nto the door until the pressure sensor detects
that ten pounds of pressure are being exerted upon the
pressurized tube. By measuring the amount of force applied
by the robot onto an object using the pressure sensor, the
robot can beneficially limit the amount of force applied to
the object 1n order to reduce the risk that the application of
force by the robot damages the object.

The robot 100 can include one or more reader antennas
730 configured to recerve signals from entities external the
robot (such as components of the environment of FIG. 2).
The reader antennas can 1nclude any type of antenna, such
as an RFID reader antenna, WiF1 antennas, radio antennas,
and the like. The robot can also include one or more DoA
antennas 732 configured to determine a direction from
which a signal 1s received. The reader antennas and the Do A
antennas can be part of the communication interface 714,
and information captured by the reader antennas and the
DoA antennas can be provided to one or more components
of the robot, or one or more entities external the robot (such
as the central system 210).

The secunity system 734 configures the robot 100 to
perform one or more security operations. For instance, the
security system can configure the robot to investigation a
suspicious sound, to obstruct the movement of an uniden-
tified individual, or patrol a portion of a building. The
security system can instruct other components of the robot
during the performance of security operations, for instance
by capturing video of an unidentified user using the cameras
722. The security system can receive mstructions to perform
the one or more security operations, and/or can receive
information associated with one or more security protocols
via an external source, such as the central system 210 or the
security system 230. Likewise, the security system can
provide mformation associated with the context, surround-
ings, or activity of the robot, or information associated with
the performance of a security operation to an entity external
to the robot.

The semantic mapping system 736 1s configured to gen-
erate or update a semantic map associated with a location or
setting 1n which the robot 100 1s located. For instance, the
semantic mapping system can generate a map associated
with a patrol route through a building floor as the robot
moves through the space. The location of obstructions, and
paths within the building floor can be detected by the
scanners 726 and recorded onto the semantic map. Likewise,
objects can be detected during the robot’s movement (for
instance, by the cameras 722), and imformation describing
the detected objects and the location of the detected objects
can be included within a semantic map. Semantic maps
generated or updated by the semantic mapping system can
be provided to an entity external to the robot, for instance the
central system 210, for storage and/or subsequent use. The
generation of semantic maps by the semantic mapping
system 1s discussed in greater detail below.

The RFID system 738 can identify RFID tags within a
space and determination the location of the identified RFID
tags. For instance, for store inventory objects, each tagged
with an RFID tag, the RFID system can, during the course
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of movement within a proximity of the objects, detect the
presence and location of the RFID tag (and thus, the object
to which the RFID tag 1s coupled). The detected RFID tags
and corresponding objects can be mapped onto a semantic
map, and/or information associated with the detected RFID
tags and the locations thereof can be provided to an entity
external to the robot 100, such as the central system 210, for
subsequent storage. In some embodiments, the RFID system
can include short-range RFID readers capable of reading LF
RFID or HF RFID tags from within a threshold distance,
while 1 other embodiments, the RFID system can include
long-range RFID readers capable of reading UHF RFID tags
from greater than the threshold distance away but within a
greater, second threshold distance. It should be noted that the
RFID system can also read other types of tags according to
the principles described herein, including NFC tags or
devices, BLE tags or devices, and the like. The RFID system
1s described below in greater detail.

FIG. 8 1llustrates a view of an example mobile robot and
various robot components, according to one embodiment.
The robot of FIG. 8 includes a head 602, a body 604, and a
base 606. In the embodiment of FIG. 8, the head can rotate
relative to the body without otherwise requiring rotation or
movement by the robot via the head rotation engine 820.
Enabling the head to rotate independently of the rest of the
robot can beneficially enable the robot to rotate components
coupled to the head, such as the camera/IR array 720A, the
360 degree camera array 720B, and the touch screen display
802. In other words, by rotating the head, the cameras and
display of the robot of FIG. 8 can face different directions,
allowing the cameras to capture video from a different field
of view and allowing the robot to turn the touch screen
display such that 1t faces an individual within a proximity of
the robot.

In the embodiment of FIG. 8, the body 604 of the robot
100 can similarly rotate relative to the base 608 via the body
rotation engine 822. Enabling the body 604 to rotate inde-
pendently of the base can beneficially enable components
coupled to the body to rotate, such as the close range RFID
antenna array 804, the long range RFID antenna array 806,
and the microphone array 810. In such embodiments, the
antenna and microphone arrays can capture or detect signals
from diflerent directions, beneficially enabling the robot to
optimize the angle of the antenna and microphone arrays
relative to the signals captured or detected.

The base 608 of the robot 100 can similarly rotate, for
instance using the navigation system 710. Rotating the base
beneficially enables the robot to face diflerent directions, to
adjust an angle or trajectory of the robot, and the like.
Likewise, rotating the base also rotates the laser scanners
812, beneficially enabling the laser scanners to scan 1n
different directions. It should be noted that 1n some embodi-
ments, the base can rotate while the body and 604 and head
602 of the robot do not rotate. For instance, the base can
rotate 90 degrees counterclockwise, and the body can syn-
chronously rotate 90 degrees counterclockwise, resulting 1n
a rotation of the base 90 degrees relative to the tloor without
the rotation of the body and head relative to the floor.

The robot 100 can also include additional components not
illustrated 1n the embodiments of FIGS. 7 and 8. For
instance, the robot can include one or more projectors
configured to project an 1image onto a floor or surface within
a proximity of the robot. For example, the projectors can
project a navigation symbol (such as an arrow) onto the floor
to indicate to a user that the user should proceed i a
particular direction indicated by the navigation symbol.
Likewise, the projector can indicate a status or instruction,
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for instance instructing an individual to present a badge,
presenting an indication that the user was authenticated or
that the authentication failed, instructing the individual to
stop moving, asking the individual i1 they need assistance,
highlighting a requested product or object, and the like. The
projectors can lfurther project text, pictures, or 1cons asso-
ciated with the robot or security information. For example,
if a robot 1s guarding a passageway to prevent unauthorized
users from entering the passageway, the robot can project a
stop sign along with text indicating that the passageway 1s
closed. The robot can also include a laser pointer, for
instance to indicate a location of a product within a store.

The robot 100 can include one or more arms 740 for
interacting with objects or individuals within a proximity of
the robot. The arm can be an extendable boom arm, for
instance that folds up against or retracts into the robot body
when not 1n use. The robot arms can be used for instance to
receive an object from or present an object to an individual,
to press an elevator button, to move an object, to open or
close windows or doors, to lock or unlock windows or doors,
and the like. In some embodiments, a robot arm can include
a camera, RFID reader, or other al. In such embodiments, the
robot arm can be positioned or extended in order to provide
a better position or vantage point for the camera, RFID
reader, or other sensor. For example, an extendable robot
arm equipped with a camera can be extended to capture
video on the other side of an obstruction or wall, or to
capture video of an area or crowd from a better vantage
point. In embodiments where a robot arm 1s extended, the
robot may reposition or balance itself to compensate for the
shift 1n the center of gravity of the robot, for instance using
inertial sensors (such as 3-axis gyroscopes, accelerometers,
or magnetometers). The robot arm 1s described below 1n
greater detail.

The robot 100 can also include one or more of: a spotlight
or other lighting system for illuminating a room or area,
strobe lights or other flashing lights to ward ofl intruders or
otherwise deter particular behaviors of individuals, GPS
receivers, sirens or alarms (which may be included within
the audio system 724), beacon components configured to
alert other robots, non-lethal deterrent components (such as
tasers, tranquilizers, nets, tear gas, and the like), force or
torque sensors (to detect the position and strength of contact
between the robot and the environment or individuals within
a proximity ol the robot), civilian or police radios, fire
extinguishers, emergency/assistance buttons or other inter-
faces (that enable users to call for help), emergency stop
buttons or other interfaces (that enable users to immediately
stop the movement of the robot), temperature sensors, light
sensors, chemical/gas sensors, actuators configured to move
any other components of the robot, or any other suitable
components.

It should also be noted that the robot 100 includes
component necessary to communicatively couple and con-
trol the components of the robot, including but not limited
to: on-board computers, controllers, and processors; electric
circuitry (e.g., motor drivers); computer memory; storage
media (e.g., non-transitory computer-readable storage medi-
ums, such as flash memory, hard drives, and the like);
communication buses; cooling or heat dissipation systems;
and the like.

Security Functions

As 1llustrated in the environment of FIG. 2, a set (or fleet)
of robots can be deployed within a particular space, such as
a building, a building tloor, a campus, and the like. The set
of robots 100 can be controlled by one or more robot
operators, for via the central system 210 or the remote access
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interface 240, and can perform various security operations,
for instance to augment existing security systems. For
instance, an operator can directly instruct robots to perform
various security operations via the robot interface 314 of the
central system, or can implement one or more security
protocols that include the performance of security operations
by robots via the security engine 318. Likewise, a robot can
perform one or more security operations, for instance in
response to receiving an instruction from an operator or
from the central system. A robot can receive instructions to
perform security operations from the security system 734,
for instance autonomously (without explicit instructions
from an operator or other external entity) during the normal
course of operations, for instance as part of a patrol routine,
or 1n response to detecting suspicious activity or other
circumstances that trigger one or more criteria for performs-
Ing security operations.

The robot 100 can interact with one or more hardware
systems or other iirastructure of a building, campus, site, or
the like. An example of such hardware systems includes a
camera array. The camera array further includes a wireless
transceiver configured to receive information from the robot
(for instance, mstructions to record video or to change a field
of view of the camera array, or audio to play over the speaker
array) and to transmit information to the robot (for instance,
video captured by the camera array streamed 1n real-time, or
audio captured by the microphone array). The camera array
can be connected to the robot through a building network,
such as the network 200. The camera array can be physically
attached at various locations within a building, for instance
to a ceiling or wall 1n each of a set of rooms of a building,
in areas with strategic vantage points, or near hallways,
doors, or entry points.

The central system 210 can interact with one or more
robots 100 and other infrastructure systems 220 and security
systems 230 to perform one or more security operations. The
central system can receive data from the one or more robots,
infrastructure systems, and security systems; can aggregate,
normalize, or otherwise format the received data; and can
display the formatted data within an interface. Security
interfaces are described below 1n greater detail. The central
system can also request particular data from particular
robots, infrastructure systems, or security systems; can
instruct robots, infrastructure systems, and security systems
to perform one or more security operations, either indepen-
dently or in concert with other robots, inirastructure sys-
tems, or security systems; or can implement one or more
security policies. It should be noted that the functions of the
central system described herein can be performed 1n
response to input from a user or operator of the central
system, or without receiving inputs from a user or operator
(for nstance, autonomously or in response to detected
security criteria that trigger the performance of security
operations).

The central system 210 can aggregate sensor data from
one or more robots 100, infrastructure systems, or security
systems. For instance, the central security system can
receive locations of individuals within a building from
multiple robots and security cameras, and can combine the
location information to determine refined locations of each
individual within the building. Likewise, the central system
can 1nterpolate data received from multiple sources, for
instance by averaging temperatures detected 1n each room 1n
a building to determine an average temperature for each
room. Finally, the central system can receive information
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describing a state of one or more objects 1n a location, for
instance the power levels, capabilities, or locations of each
robot within a building.

The central system 210 can manage multiple maps for a
location, for 1nstance stored building maps and blueprints,
semantic maps describing a building or area, and simulta-
neous location and mapping (or “SLAM” maps) generated
by a robot 100 or other system configured to scan a location
or area. In some embodiments, the central system can
coordinate between multiple maps of the same location, for
instance by updating older maps to include the location of
objects that newer maps indicated have moved, or by
incorporating types of information present in a first map but
not a second map to the second map (for instance, the
location of windows, whether a door 1s locked or unlocked,
or the location of security cameras).

The central system 210 can implement one or more
security policies, such as a building security policy. For
istance, a security policy can specily one or more security
criteria, such as: patrol routes within a building, can specity
a Irequency of patrolling each route, can specily access
credentials required for an individual to be in one or more
portions of the building, can specily acceptable threshold
values or ranges for sensors within the building (such as
minimum or maximum temperatures, sound magnitudes,
characteristics of video data captured by cameras), can
specily acceptable or forbidden actions or activities for
individuals within one or more building portions, can define

geofences describing portions of a building that can be
accessed or that are ofl-limits (for instance, by time, by
access credential), and the like. In some embodiments, the

security criteria are time-dependent, and can vary based on
whether the current time falls within a time range specified
for the security critenia.

In implementing the security policy, the central system
210 can 1nstruct one or more robots 100 to perform a task
(such as patrol a route or intercept an individual that 1sn’t
authorized to be 1n a particular location), can instruct secu-
rity cameras to change viewpoint and/or capture video of a
location associated with a potential violation of a security
policy, can request sensor data detected by one or more
infrastructure systems 220 or security systems 230, and the
like. In some embodiments, security policies can be imple-
mented 1n response to the detection of one or more security
criteria. For 1nstance, if an individual 1s detected 1n an
ofl-limits portion of a building or a suspicious sound 1is
detected, the central system can dispatch one or more robots
or security personnel to mnvestigate.

As noted above, the central system 210 can also instruct
one or more robots 100 and/or one or more infrastructure
systems 220 or security systems 230 to perform a security
operation 1n response to a request from a robot, 1n response
to recerving information from a robot (such as information
indicative of a security violation or threat), or in response to
a request or information from an inifrastructure system or
security system. The central system can prioritize security
operations, and can instruct the one or more robots, inira-
structure systems, and security systems to perform security
operations based on the priority of each security operations.
For instance, if the central system identifies ten security
operations that need to be performed by five robots, the
central system can prioritize the ten security operations, and
can instruct the five robots to perform the five highest
priority operations first, and when those operations are
complete, can 1nstruct the robots to perform the remaining
five security operations. The central system can account for
the capabilities and availability of each robot, infrastructure
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system, and security system before instructing these robots
and systems to perform security operations. For instance, the
central system can determine that of two robots, a first 1s able
to perform a particular operation (such as an IR scan) and a
second 1sn’t, and can nstruct the first robot to perform the
operation (and not the second, even 1 the first robot 1is
currently occupied).

The central system 210 can record and store data recerved
from one or more robots 100, infrastructure systems 220,
and security systems, for instance within log files in memory
accessible to the central system. In addition, the central
system can report or log any suspicious activity, detected
security anomalies, detected threats or alerts, or any poten-
tial or actual violations of security policies, for mstance to
security personnel 250 or to an operator or user of the central
system. The central system can also coordinate communi-
cations between components of the environment of FIG. 2,
for istance by receiving messages from one or more of the
systems and routing the message 1f needed to one or more
other systems. In doing so, the central system can synchro-
nize information, for instance by applying time stamps to the
information, by aggregating the information by time, and by
routing messages 1n chronological order based on the time of
the aggregated information or based on the time each
message was received.

As noted above, an implementation of the central system
210 can present a security interface to an operator. The
operator can review data provided by the robots 100, 1nfra-
structure systems 220, and security systems 230 and pre-
sented within the interface. The information presented by the
security interface can be updated in real-time, for istance
reflecting updated information received from the robots,
infrastructure systems, and security systems. For example,
the security interface can update the location of the robots
within a building 1n real-time. The operator can coordinate
the actions of multiple robots, can assign patrol routes to
robots and can alter patrol routes as the robots are patrolling,
the routes, can dispatch robots to investigate security
anomalies or suspicious activity, and can assign particular
security operations to particular robots.

The central system 210 can notify security personnel 250
or other individuals or groups to inform the security per-
sonnel of security violations, suspicious activities, security
anomalies, and the like. For 1nstance, the central system can
send text or SMS messages, emails, or voice calls to security
personnel, to police, to a company’s employees or manag-
ers, and the like. Likewise, the central system can field
queries from robots 100, infrastructure systems 220, security
systems 230, security personnel 2350, users of a remote
interface 240, and the like, and can provide information
gathered by the central system in response to the queries. For
example, the central system can provide a map of all RFID
readings as detected by a fleet of robots to a requesting
entity. Likewise, the central system can store and provide a
WiF1 heat map, a temperature map, and the like to users of
the central system, and can generate (either periodically,
automatically, or 1n response to user request) reports of
anomalies, security events, patrol coverage, or building
properties for review by users of the central system.

In some embodiments, the robots 100 may not include the
necessary computing power to perform certain functions (or
may include the necessary computing power but may not be
able to perform such functions 1n a time-etlicient manner),
including both security operations (such as facial detection)
and non-security operations (such as national language
processing). In such embodiments, the robots can request
that the central system 210 (which may include greater
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processing capabilities and resources) to instead perform
such functions. For example, a robot can receive a request
from a user asking “How do I get to the conference room?”,
and can send the recorded voice sample to the central
system, which can parse the voice signal and determine the
user’s intent. Continuing with this example, the central
system can 1dentily a set of navigation instructions to the
conference room to the robot, and the robot can provide the
navigation istructions to the user. Likewise, a robot can
request that the centralized server compress data, perform
video processing tasks, to stream video to other robots or
entities, to perform machine learning tasks, or to perform
any other processing- or resource-intensive tasks, and can
provide the data to perform such tasks to the central system.
The central system can also access a building’s or compa-
ny’s databases or processing resources (such as servers or
other computer systems), for instance to identity an indi-
vidual within a bulding or to use the accessed processing
resources to perform a computationally-intensive task.

Although the central system 210 1s described herein as a
single entity, 1t should be noted that in some embodiments,
the central system can include any number of systems
operating in concert. For instance, the central system 210
can be implemented within a data center, by several com-
municatively coupled servers, or the like. Finally, 1t should
be noted that in some embodiments, the tasks performed by
the central system may instead be performed by other
components of the embodiment of FIG. 2, by systems
configured to directly communicatively couple with each
other (for instance, the robot 100 and a security camera
system), or by two or more robots configured to communi-
catively couple with each other.

The robot 100, 1n response to determining that the robot
has lost connectivity with the network 200 during the
patrolling of a route ({for instance, while patrolling 1n a dead

zone or while the robot 1s using an elevator), can return to
an earlier location with the route where the robot was
connected to the network. Likewise, in some embodiments,
the robot can move to a location further along the patrol
route until connectivity 1s restored. While the robot 1s
disconnected from the network, all data connected by the
robot (related to security or otherwise) can be stored until
connectivity 1s restored. When the robot 1s able to reconnect
to the network, the robot can upload the stored data (for
instance, to the central system 210). For example, the robot
may lose connectivity with the network 200 while 1n an
clevator. Details with on actions taken by the robot when
losing connection 1s discussed below with respect to FIGS.
12A-12C.

In some embodiments, the robot 100 can determine its
location without using a map (for instance, in response to a
mapping error). For instance, the robot can ask a nearby
human for help, can use RFID tags found 1n a vicinity of an
area and can identily a historical location of the RFID tags,
can ask nearby robots for location information, can query the
central system 210 for the robot’s location, can use 3D
information or 2D/map layout information to determine the
location of the robot, and the like.

As noted above, the robot 100 can perform operations 1n
addition to security operations. For instance, the robot can
be located within an entrance or doorway and greet people
as they enter or leave an area. The robot can request
janitorial service in response to detect a mess within a
proximity of the robot, and can act 1n self-defense 1n the
event that someone tries to tamper with the robot or with
another security system or infrastructure system.
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In some embodiments, the robot 100 can delivery objects,
packages, paperwork, and the like to an individual, for
instance by querying a map, the central system 210, another
robot, or any other system or entity that tracks the location
of individuals. In response to i1dentifying a location of the
individual, the robot can navigate to the individual, can
verily the individual’s 1dentity (for instance, by scanning an
RFID badge of the individual, by performing facial or voice
recognition on the individual, or by any other suitable
means), and can have the individual sign for the delivery
betore providing the object to the individual. In some
embodiments, the robot can enable guests to check-1n via the
robot’s touchscreen display. In other embodiments, the robot
can enable individuals near the robot to report emergency
situations, for instance a fire nearby, an unauthorized indi-
vidual within the vicinity, a medical emergency, and the like.

It should be noted that 1n the examples of robot function-
ality described above, an exhaustive list of security opera-
tions that a robot can perform 1s not given for each example
for the purposes of simplicity. However, 1t should be noted
that any security operation described herein or otherwise can
be performed by the robot 1n any context described herein,
and that the lack of description of a particular security
operation 1n a particular context does not indicate that the
robot 1s unable to perform the security operation in that
context.

Semantic Mapping,

As noted above, the semantic mapping system 736 of the
robot 100 can generate or update a semantic map associated
with a location or setting 1n which the robot i1s located. As
used herein, a “semantic map” refers to a map that includes
one or more objects, entities, or individuals, and that
includes a meaning, description, identity, or status of the
identified objects, entities, or individuals. Semantic maps
generated by the semantic mapping system can be stored
locally by the robot, or can be uploaded to the central system
210 for storage 1n the semantic maps storage module 342.

In some embodiments, the robot 100 can generate a
semantic map from scratch, while in other embodiments, the
robot can update an existing semantic map or can generate
a semantic map from a non-semantic map, for instance by
adding semantic details (such as information describing the
location, 1dentity, status, or other characteristics of detected
objects) to the non-semantic map. In embodiments, where
the robot generates a semantic map from scratch, the robot
first generates an arca map 1dentiiying obstacles and path-
ways using, for instance, one or more ol the scanners 726
(such as a laser rangefinder or other suitable depth sensor)
and a simultaneous localization and mapping (or “SLAM”)
algorithm. As used herein, such maps are referred to as
“SLAM maps”.

While SLAM or other areas maps (“non-semantic maps”™
hereinafter) can be usetul for the purpose of robot navigation
within an area, the rangefinders or depth sensors used by the
robot 100 to generate the SLAM map do not generate
information about what detected obstacles or objects are, or
how the robot should handle or interact with the detected
obstacles or objects. The robot can detect and classify or
identily objects, and can determine a state or other charac-
teristics of the objects. Information describing the classified/
identified objects and the corresponding detected states or
other characteristics of the objects are stored 1n conjunction
with the non-semantic maps, 1n association with a location
of the objects relative to the non-semantic map. The gen-
eration of a semantic map refers to the inclusion of infor-
mation describing objects represented within the map (and
their corresponding detected states and characteristics).
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In some embodiments, objects can be detected and 1den-
tified by the robot 100 using one or more sensors, for
instance cameras, RFID readers, IR sensors, and the like.
For example, the robot can capture an 1image of an object,
and can apply image detection or classification algorithms to
identify the object type. Likewise, the robot can analyze
images ol the object to determine a state of the object. For
instance, 1f the robot detects a door, the robot can also detect
whether the door 1s open or closed. In some embodiments,
the 1dentification of objects and object states or character-
istics can be manually provided by a system administrator,
a robot operator, an employee or individual associated with
the robot, and the like. In some embodiments, the robot can
access object i1dentification and state information from a
repository of object information, such as a building database
identifving the location and expected state of various objects
within the building. In some embodiments, object informa-
tion can be received from other robots that have scanned
locations and 1dentified objects within the locations. Object
information can also be received from accessing the central
system 210, one or more inirastructure systems 220, or one
or more security systems 230. For instance, for a smart door,
the robot can query the state of the smart door (e.g., locked
or unlocked) via the network 200. Likewise, the robot can
query a building elevator system to determine the current
floor of an elevator.

Examples of detected objects and corresponding object
states and properties (1f applicable) include:

Doors: open/closed, locked/unlocked, required security

credentials to unlock

Windows: open/closed, locked/unlocked, broken

Elevators: number, current floor, button location, the date

of last mspection (determined by scanning text of an

ispection certificate within the elevator)

Stairs: number of tloors

Bathrooms

Lights: on/ofl, location of light switch, 1n need of replac-
ing (burnt out bulbs)

Plumbing/piping locations: water damage/leaks

Trashcans/recycling bins/compost bins: last emptied, 1n
need of emptying

Rooms: room type (such as oflice, kitchen, conference
room, bathroom, common area, game room, storage
closet, guard station, laboratory, computer room, utili-
ties room, and the like), room number, locked/un-
locked, required security credentials to access, normal
temperature range, current occupancy

Access devices: lock types, card readers, RFID readers

Conierence rooms: 1n use/reserved/Iree, Fity, conference
room assets (desk, number of chairs, computer equip-
ment, monitor/display/projector, white board), room
number

Desks: owner, equipment (chair, computer, computer
dock)

Walls: type (glass, plaster, moveable, etc.), location of
doors within walls

Building structural obstacles (such as pillars, columns,
etc)

Thresholds: geofences, boundaries between rooms, access
credentials required to cross

Ramps

Hallways

Kitchens: available equipment (microwaves, relrigera-
tors, sinks, water fountain, ice machine, tables, chairs,
etc.)

Water fountains

Fire extinguishers: the date of last inspection
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Smoke alarms: the date of last inspection

Fire sprinklers or other fire suppression systems: the date

of last mspection

Vents

Power outlets

TVs and monitors

Computers and computer equipment: printers, servers,

keyboards, keypads, tablets

Network equipment: routers, switches, modems, network-

ing cables, servers, network names, local area network
equipment

High-value assets: artwork, safes, secure document

repositories or cabinets, secure computer equipment,
cash registers, ATMs, lab equipment, medical equip-
ment

Security systems: guard stations, security cameras, access

gates, audio detectors, motion detectors, acrial systems,
security displays

Robot systems: robots, charge stations, robot docks, robot

patrol routes

Infrastructure systems: temperature sensors, pOwer sys-

tems, generators

Retail objects: racks, displays, shelves, drawers, inven-

tory object types, kiosks, checkout desks

Decorative objects: paintings, sculptures, plants

First aid kats

Locations of frequent false positives (objects frequently

identified as people, etc.)

In addition, a robot 100 can determine usage patterns of
detected objects (such as any of the detected objects listed
above), and mformation describing such usage patterns can
be included within the semantic map. For instance, a robot
can query a building system to determine the floors 1n a
building most frequently visited by an elevator, can access
a scheduling system of a building to determine historical
usage patterns for conference rooms, or can monitor a
kitchen area to determine the times of a day when the
kitchen 1s the most crowded. Likewise, a robot can deter-
mine behavior or movement patterns of people within an
arca, and information describing such patterns can be
included within the semantic map. For instance, a robot can
query a security system to determine a list of people who
frequently pass through an access gate, or can track indi-
viduals (for instance, by scanning the RFID badges of the
individuals) to determine historical patterns of movement of
the 1individuals.

The robot 100 can use a semantic map to identily inira-
structure systems 220 and security systems 230 closest to a
particular location. For instance, 1f the robot detects a
potential intruder withun a building at a given location, the
robot can query the semantic map to identily security
cameras closest to the given location, and can struct the
security cameras to look for and record video of the potential
intruder. Accordingly, the robot can query a semantic map
with a location to identify infrastructure or security systems
closest to the location, and can perform an action (such as a
security operation) using the identified infrastructure or
security systems.

Robot Privacy

Arobot 100 may be deployed 1n a building such as a hotel,
a retail store, a hospital, a museum, an office, a restaurant, a
warchouse, a factory, a laboratory, and a school. The robot
100 can perform a number of functions and operations in a
variety of categories, including but not limited to security
operations, infrastructure or maintenance operations, 1nspec-
tion or measurement operations, navigation or mapping
operations, inventory management operations, and robot/

10

15

20

25

30

35

40

45

50

55

60

65

26

human interaction operations. The robot 100 may perform
the functions based in part on 1mages and videos captured by
one or more cameras, audio recorded by one or more
microphones, and other information collected using sensors
on the robot 100. As the robot 100 1s performing the
functions, the robot 100 may be exposed to confidential
information such as identity, personally identifiable infor-
mation (PII), intellectual property, patient health informa-
tion (PHI) and personal conversation.

To prevent confidential information from being transmit-
ted by the robot 100, the robot 100 may apply privacy
features to process 1mages and audio and modily the images
and audio to obscure or encrypt confidential information
before transmitting to a server (e.g., central system 210). The
robot 100 may apply the privacy features to visual and audio
information captured for streaming and/or recording. Since
confidential information 1s commonly 1n the form of text, the
robot 100 may 1dentify text in 1images and modify at least a
portion of the images such that the text 1s illegible after
modification. For example, the robot 100 may modify the
images by applying a blurring effect or black out the portion
of the images including the text. After the modification, the
robot 100 may transmit the images to the server. Similarly,
audio can include confidential information such as private
conversations, so the robot 100 may distort the audio to
make human voice unintelligible or may pause collecting
audio when 1t detects human voice. The privacy features
described herein with respect to the robot 100 may be
applied to one or more 1images or audio captured by cameras
and microphones outside of the robot 100 such as those
included 1n the infrastructure system 220 and/or the security
system 230. In some embodiments, the robot 100 may
transmit the 1mages and audios to the server without modi-
fication, and the server may process and modily the images
and audio received from the robot 100 before making the
images and audio available to human operators or before
storing the 1images and audio. In some embodiments, one or
more cameras used to capture images and videos may apply
privacy features to obscure or encrypt confidential informa-
tion before the 1images and videos are transmitted to one or
more hardware processors or controllers of the robot 100.

In some embodiments, the robot 100 detects text 1n an
image using 1mage recognition methods. For example, the
robot 100 may detect regions with high entropy within the
image because high entropy 1s indicative of presence of text.
The robot 100 may detect that there 1s high entropy in a
region based on a number of edges or other image features
included within the region. The robot 100 may determine the
number of edges per a umt of area (e.g., square mch of
image) and compare the number of edges to a predetermined
threshold. If the number of edges exceeds the predetermined
threshold, the robot 100 may determine that there 1s text in
the region. After detecting text, the robot 100 may identify
a bounding box around a perimeter of the region that
includes the text, and modify the region within the bounding
box. After modification such as blurring or blocking the
region, the text 1s illegible. In some embodiments, an 1image
may include text in multiple regions of the image, and the
robot 100 may generate a bounding box around each of the
different regions. The robot 100 may use machine learning
based on a neural network trained to detect text.

In some embodiments, the robot 100 may use image
recognition to i1dentity types of objects in the image and
determine whether to modily regions of the image based on
the types of objects. For example, objects such as computer
monitors, whiteboards, documents, sticky notes, and cell-
phones may include text with private information while
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other objects such as directory signs, bulletin boards, and
posters include text with information that 1s intended to be
shared publicly. To distinguish objects to blur from objects
to leave 1n original form 1n 1mages, each object type may be
associated with a privacy setting. Responsive to 1identifying
an object type, the robot 100 may query a semantic map to
determine a privacy setting associated with the object type
and determine whether to modily the image based on the
privacy setting. In some embodiments, a privacy setting of
an object may be represented by a score, and the robot 100
may compare the score to a threshold value to determine
whether to modity the image. For example, the robot 100
may determine to modify the image when the score exceeds
the threshold and identify a bounding box around the
detected object to blur content within the bounding box. In
addition to text, the robot 100 may detect other types of
sensitive mformation such as images displayed on computer
monitors, diagrams on whiteboards, notes on sticky notes,
prototypes on work benches, artwork in a studio, and the
like.

In some embodiments, the robot 100 may use voice
activity detection (VAD) to determine a presence of human
voice 1n audio. When the robot 100 detects human voice, the
robot may remove a portion of the audio corresponding to a
frequency range within typical human voice such that the
robot 100 may capture audio of environmental noise without
inadvertently transmitting personal conversations. This
allows the robot 100 to capture important audio such as
security alarms or fire alarms without compromising privacy
of people 1n the environment. In other embodiments, the
robot 100 may stop recording audio completely when human
voice 15 detected.

In some embodiments, the robot 100 may detect a person
in an 1mage and protect the person’s identity by moditying
a region of the image including the person such that the
person cannot be recogmzed. Responsive to detecting a
person, the robot 100 may 1dentity a bounding box around
the person’s face or around the entire person. After 1denti-
tying the bounding box, the robot 100 may modify the image
such that the person cannot be recognized from the image.
In some embodiments, the robot 100 may not transmit or
store an 1mage of a person’s face but apply a hash function
on the portion of the image corresponding to the person’s
tace to produce a hash value representative of the person’s
identity for storage. The robot 100 (or an entity reviewing
the modified 1mages) may subsequently identify the person
based on the hash without requiring the actual image of the
person.

Based on the functions that the robot 100 1s performing,
the robot 100 may turn off the privacy feature of modifying,
images and/or audio. The privacy feature for images and the
privacy feature of audio may be independent, and the robot
100 may modily images but not audio, and vice versa. The
privacy feature may automatically be turned on or off based
on the current task being performed by the robot 100. For
example, when the robot 100 1s used for security functions
such as authenticating, the robot 100 may require access to
original 1mages. The robot 100 may turn off the privacy
features for modifying images and audio discussed above
responsive to receiving instructions to perform security
functions. In another example, the robot 100 may be used for
concierge tasks for assisting visitors and may require cap-
turing human speech. The robot 100 may turn on the privacy
teatures for modifying images and audio until 1nstructed to
turn ofl the privacy features. A customer may ask the robot
100 a question, give a voice command to the robot 100,
initiate a call via the robot 100, and the like. To prevent
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violating customer privacy, the robot 100 may request
consent from the customer prior to transmitting or recording
the customer’s voice. The robot 100 may be equipped with
a display screen that allows the person to provide consent by
pressing a button or by providing a signature. While the
robot 100 1s transmitting or recording a person’s voice
without modification, the robot may inform the person that
recording 1s 1n session using an indicator such as a flashing
light or an 1con displayed on the display screen.

In some embodiments, the robot 100 may determine
whether to modily images and/or audio based on a semantic
map of its surrounding environment. FIG. 9 1llustrates an
example semantic map of a building tloor, according to one
embodiment. The semantic map 900 can be stored as a data
construct accessible to and usable by a robot 100, an
operator of the robot 100, the central system 210, security
personnel 250, or any other suitable entity. In some embodi-
ments, the semantic map 1s displayed within an interface,
beneficially enabling a security personnel 250 to view and/or
interact with the semantic map (for istance, by clicking on
or selecting an object 1dentified within the semantic map,
and requesting additional information about the object, such
as a state of the object, 1n response). The security personnel
250 may provide 1nstructions to the robot 100 to perform a
task at a location by clicking on the location within the
semantic map 900 and causing the robot 100 to move to the
location.

The semantic map 900 illustrates a layout of the building
floor and contents of the building tfloor. The building floor
includes diflerent spaces such as an oflice 902, a conference
room 904, a waiting room 906, a kitchen 908, a cubicle array
910, and a bathroom 912. The semantic map 900 may
provide visual representation of the layout as well as infor-
mation associated with the different spaces such as a state or
other characteristics. In some embodiments, the information
may include privacy settings for the diflerent spaces. Parts
of the building tloor are used for different purposes and may
have different privacy settings. For example, the office 902,
the conference room 904, and the cubicle array 910 are more
likely to 1include confidential information compared to com-
munal areas such as the waiting room 906 and the kitchen
908. Based on the privacy setting of a given location, the
robot 100 may determine whether to modily images and
audio captured at the location. The privacy settings may be
included within the semantic map 900 based on a privacy
policy corresponding to the area represented by the semantic
map that dictates security settings for various portions of the
area (for instance, based on the types of each portion of an
area).

In some embodiments, privacy settings for a location may
be low, medium, or high. A low privacy setting represents a
low likelihood that confidential information is present in the
area, and no 1mage or audio modification 1s necessary prior
to transmission. In an example, the waiting room 906 1s
associated with the low privacy settings, and the robot 100
determines not to modily 1mages or audio captured within
the waiting room 906. The robot 100 may detect text or
detect human voice 1n the waiting room 906, but the detected
text and human voice 1s transmitted without modification.

A medium privacy setting represents moderate likelihood
that confidential information 1s present, and 1image or audio
modification may be performed. For example, the oflice 902
and the cubicle array 910 may be associated with medium
privacy settings because the oflice 902 and the cubicle array
910 may include objects such as a desk 916, a document
022, a monitor 914, a whiteboard 924 with confidential
information. While the robot 100 1s 1n the oflice 902 or the
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cubicle array 910, the robot 100 may detect text and deter-
mine to blur text associated with the desk 916, the document
022, the monitor 914, and the whiteboard 924. For audio,
when the robot 100 detects human voice, the robot 100 may
modity audio captured in the oflice 902 or the cubicle array
910 to remove human voice before transmitting. The robot
100 may also detect a face of a person 920 and blur the face
in the 1mages.

A high privacy setting represents high likelihood that
confidential information 1s present, and the robot 100 may
choose to not capture any visual or audio information. For
example, the conference room 904 and the bathroom 912
may be associated with high privacy setting, and the robot
100 may determine to turn off the camera and the micro-
phone completely and not capture any visual or audio
information within the conference room 904. Because the
robot 100 cannot rely on visual or audio information to
perform tasks within an area associated with a high privacy
setting, the robot 100 may rely on known layout of the area
and use information collected by other sensors such as
motion sensors, laser, LIDAR, and the like. When the robot
100 1s within an area associated with a high privacy setting,
the robot 100 may disable functions that require the use of
one or more cameras or microphones such as initiating a
video or an audio call. In some embodiments, the robot 100
may process the visual or audio mformation locally on the
hardware processors or controllers of the robot 100 but not
store or transmit the visual or audio information.

In some embodiments, a privacy setting associated with a
location may change based on a state of the location. For
example, the conference room 904 may be associated with
high privacy settings when there are one or more people
inside the conference room 904 or on weekdays but be
associated with low or medium privacy settings when there
1s no one 1nside the conference room 904 or on weekends or
holidays.

FIG. 10A 1llustrates an example image of a whiteboard,
according to one embodiment. In some embodiments, the
robot 100 may detect text 1n an 1mage, and determine an
object type associated with the object that includes the text.
The robot 100 may use 1image recognition to determine that
the whiteboard 1010 1s associated with an object type of
“collaboration tool” and query the semantic map 900 based
on the object type. In some embodiments, the robot 100 may
determine a location of the whiteboard 1010 and determine
whether to modily the image based on the location. The
robot 100 may query the semantic map 900 to determine a
privacy setting of the whiteboard 1010 and may use the
privacy setting to determine whether to modily the image to
blur the text. In some embodiments, the robot 100 may
detect text on the whiteboard 1010 and may determine
whether to modily the image of the whiteboard 1010 to
make the text 1llegible. In other embodiments, the robot may
modily the image of the whiteboard 1010 responsive to
determining the object type by blurring or blacking out the
whiteboard 1010 from the image regardless of whether text
1s detected on the whiteboard 1010. The robot 100 may
generate a bounding box 1020 around a portion of the
whiteboard 1010 that includes text or may generate a
bounding box 1020 around an entire perimeter of the white-
board 1010.

FIG. 10B illustrates an example image of an elevator
control panel, according to one embodiment. The robot 100
may use an elevator to move from a current floor to a target
floor. To move to the target floor, the robot 100 may capture
an 1mage of the elevator control panel 1030 and press a
button corresponding to the target tloor based on the image.
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The robot 100 may autonomously select and press the button
using 1mage recognition methods such as optical character
recognition (OCR) to analyze the elevator control panel
1030 and select the button to press or transmit an 1mage of
the elevator control panel 1030 to a security personnel 250
and recerve motion 1nstructions from the security personnel
250 to press the button. Because the robot 100 cannot select
a button 11 text written on the elevator control panel 1030 1s
illegible, the elevator control panel 1030 may be associated
with a privacy setting that turns off the privacy feature and
prevents the robot 100 from modifying the image of the
clevator control panel 1030. Likewise, the elevator control
panel 1030 may be located in an area associated with a low
privacy setting, and the robot 100, in response to querying
a semantic map and determining that the elevator control
panel corresponds to the low privacy setting, may opt
against moditying images including control panel text.

FIG. 10C illustrates an example image of a desk, accord-
ing to one embodiment. The desk 1040 includes several
objects such as a document 1050, a personal picture 1060, a
monitor 1070, and a cellphone 1080. The robot 100 may
capture an 1mage of the desk 1040 and objects on the desk
1040 and detect text on the monitor 1070 and the document
1050. Responsive to detecting text, the robot 100 may
determine whether to modily the image to make the text
illegible based on a privacy setting associated with object
types. The robot 100 may generate bounding boxes around
the monitor 1070 and the document 1050 that contains text
and modily the image within the bounding box such that the
text 1s illegible to a human operator. The robot 100 may also
identify other objects on the desk 1040 such as the personal
picture 1060 and the cell phone 1080. The personal picture
1060 and the cellphone 1080 may be under an object type of
“personal belonging™ that i1s associated with a privacy set-
ting that requires 1mage modification. The robot 100 may
generate bounding boxes around the personal picture 1060
and the cellphone 1080 and modity portions of the image
within the bounding boxes to protect privacy of the desk
owner. In some embodiments, the desk 1040 may be asso-
ciated with a high privacy setting and a bounding box 1090
may be generated around the entire desk 1040 and all of the
objects placed on the desk 1040. The entire content of the
bounding box 1090 may be blurred or blacked out.

FIG. 11 1s a flowchart 1llustrating a process of implement-
ing a privacy policy by modilying images captured by a
robot, according to one embodiment. FIG. 11 describes steps
performed by a controller of robot. In some embodiments,
steps 1n the tlowchart 1100 are performed by a server (such
as the central system 210) instead of the controller.

A controller receives 1110 1mages of an environment
surrounding a mobile robot. The images may be captured by
one or more cameras on the mobile robot or may be captured
by one or more cameras within a building that the mobile
robot 1s deployed in. The controller may also receive audio
of the environment.

The controller detects 1120 text in the images. The
controller may perform image recognition method using
edges or other 1mage features to detect the text. The con-
troller may also detect objects and faces 1n the 1images and/or
human voice in the audio of the environment.

Responsive to detecting the text, the controller determines
1130 whether to modily the images, for 1mstance based 1n
part on a semantic map that stores mformation describing,
the environment. The information describing the environ-
ment may 1clude a privacy setting associated with a loca-
tion at which the text 1s detected or an object including the
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text, and the controller may determine whether to modify the
images based on the privacy setting.

Responsive to determining to modily the images, the
controller generates 1140 a bounding box around the text in
the images. Similarly, the controller may generate a bound-
ing box around objects or faces.

The controller modifies 1150 the images within the
bounding box to make the text i1llegible. The controller may
blur or black out content within the bounding box. For audio,
the controller may modify a portion of the audio signal to
distort or remove human voice from the audio signal.

The controller transmits 1160 the modified 1images to a
server. The steps described above may be performed locally
in the controller of the robot or may be performed by the
server after receiving unmodified 1images and audio from the
robot. The server may process and modily the images and
audio prior to transmitting information to a human operator
or storing the 1images and audio. In some embodiments, the
controller may store the modified 1images locally on the
robot instead of or i addition to transmitting to the server.
Summary

It should be noted that 1n various embodiments described
herein, data captured by a robot can be stored and used for
future machine-learning applications, to trained prediction
models, to enable accountability (e.g., providing auditable
logs), and the like. Some or all of this captured data can be
provided to customers to enable customer-initiated analysis
and auditing. This captured data can further be used to
enhance various functions described herein, for instance by
strengthening a semantic map (by including more detail
within the map).

It should also be noted that although much of the func-
tionality described herein is 1n reference to the performance
ol one or more security operations and functions, any type
of operation or function can be performed and enabled, for
instance facility operations, ES&H operations, and the like.

The foregoing description of the embodiments of the
invention has been presented for the purpose of 1llustration;
it 1s not itended to be exhaustive or to limit the mvention
to the precise forms disclosed. Persons skilled 1n the relevant
art can appreciate that many modifications and variations are
possible 1n light of the above disclosure.

Some portions of this description describe the embodi-
ments of the invention in terms of algorithms and symbolic
representations of operations on information. These algo-
rithmic descriptions and representations are commonly used
by those skilled in the data processing arts to convey the
substance of their work eflectively to others skilled 1n the
art. These operations, while described functionally, compu-
tationally, or logically, are understood to be implemented by
computer programs or equivalent electrical circuits, micro-
code, or the like, for instance, within a robot or robot system.
Furthermore, it has also proven convenient at times, to refer
to these arrangements of operations as modules or engines,
without loss of generality. The described operations and
theirr associated modules may be embodied in software,
firmware, hardware, or any combinations thereof.

Any of the steps, operations, or processes described
herein may be performed or implemented with one or more
hardware or software modules, alone or in combination with
other devices. In one embodiment, a software module 1s
implemented with a computer program product comprising
a computer-readable medium containing computer program
code, which can be executed by a computer processor for
performing any or all of the steps, operations, or processes
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described. Further, the functionalities described herein can
be performed by a hardware processor or controller located
within the robot.

Embodiments of the imvention may also relate to an
apparatus for performing the operations herein. This appa-
ratus may be specially constructed for the required purposes,
and/or it may comprise a general-purpose computing device
selectively activated or reconfigured by a computer program
stored 1n the computer. Such a computer program may be
stored 1n a non-transitory, tangible computer readable stor-
age medium, or any type of media suitable for storing
clectronic instructions, which may be coupled to a computer
system bus. Furthermore, any computing systems referred to
in the specification may include a single processor or may be
architectures employing multiple processor designs {for
increased computing capability.

Embodiments of the invention may also relate to a prod-
uct that 1s produced by a computing process described
herein. Such a product may comprise mnformation resulting
from a computing process, where the information 1s stored
on a non-transitory, tangible computer readable storage
medium and may include any embodiment of a computer
program product or other data combination described herein.

Finally, the language used in the specification has been
principally selected for readability and instructional pur-
poses, and 1t may not have been selected to delineate or
circumscribe the inventive subject matter. It 1s therelore
intended that the scope of the invention be limited not by this
detailed description, but rather by any claims that 1ssue on
an application based hereon. Accordingly, the disclosure of
the embodiments of the invention 1s intended to be illustra-
tive, but not limiting, of the scope of the invention, which 1s
set forth in the following claims.

What 1s claimed 1s:

1. A mobile robot comprising:

a motorized base configured to move the mobile robot;

a wireless transceiver configured to communicatively
couple to a server;

a housing body storing a camera configured to capture
images of an environment surrounding the mobile robot
and a microphone configured to capture an audio signal
from the environment; and

a controller configured to:
receive 1mages of the environment from the camera;
detect text 1n the images;
responsive to detecting the text, determine whether to

modily the images based 1n part on a semantic map
that stores information describing the environment;
responsive to determining to modily the images, gen-
erate a bounding box around the text 1n the images;
moditying the images within the bounding box to make
the text illegible; and
transmit the modified images to the server.

2. The mobile robot of claim 1, wherein determining

whether to modily the 1mages comprises:

determining a location of the mobile robot;

querying the semantic map associated with the environ-
ment to determine a privacy setting associated with the
location; and

determining to modily the 1mages based on the privacy
setting associated with the location.

3. The mobile robot of claim 1, wherein determining

whether to modily the 1images comprises:

performing 1image recognition to determine an object type
associated with an object including the text in the
1mages;
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querying the semantic map associated with the environ-
ment to determine a privacy setting associated with the
object type; and
determining to modily a region of the images including
the object based the privacy setting associated with the
object type.
4. The mobile robot of claim 1, wherein detecting text
turther comprises:
for each of a plurality of regions within the image:
identifying a number of edges in the region;
comparing the number of edges to a predetermined
threshold; and
responsive to the number of edges exceeding the pre-
determined threshold, determining that there 1s text
in the region.
5. The mobile robot of claim 1, wherein the controller 1s
turther configured to:
detect a face of a person in the 1mages;
apply a bounding box around the face 1n the images;
modily the images within the bounding box to make the
face unidentifiable from the 1mages; and
transmit the modified images to the server.
6. The mobile robot of claim 1, wherein the controller 1s
turther configured to:
generate a hash value based on the detected face; and
transmit the hash value to the server in association with
the modified images.
7. The mobile robot of claim 1, wherein the controller 1s
turther configured to:
receive the audio signal of the environment from the
microphone;
detect human voice in the audio signal;
responsive to detecting the human voice, modily a portion
of the audio signal within a frequency range of human
voice to be unintelligible; and
transmit the modified audio signal to the server.
8. A method comprising:
capturing, by a mobile robot, 1images of an environment
surrounding the mobile robot;
detecting, by the mobile robot, text in the 1images;
responsive to detecting the text, determining, by the
mobile robot, whether to modily the 1images based 1n
part on a semantic map that stores information describ-
ing the environment;
responsive to determining to modily the images, gener-
ating, by the mobile robot, a bounding box around the
text 1n the 1mages;
modilying, by the mobile robot, the images within the
bounding box to make the text illegible, and
transmitting, by the mobile robot, the modified 1mages to
a Server.
9. The method of claim 8, wherein determining whether
to modily the images comprises:
determining a location of the mobile robot;
querying the semantic map associated with the environ-
ment to determine a privacy setting associated with the
location; and
determining to modily the images based on the privacy
settings associated with the location.
10. The method of claim 8, wherein determining whether
to modily the images comprises:
performing 1mage recognition to determine an object type
associated with an object including the text in the
1mages;
querying the semantic map associated with the environ-
ment to determine a privacy setting associated with the
object type; and
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determiming to modify a region of the images including
the object based the privacy setting associated with the
object type.

11. The method of claim 8, wherein detecting text, further

COmMprises:

for each of a plurality of regions within the 1mage:
identifying a number of edges in the region;
comparing the number of edges to a predetermined

threshold; and

responsive to the number of edges exceeding the pre-
determined threshold, determining that there 1s text
in the region.

12. The method of claim 8, further comprising:

detecting a face of a person 1n the 1mages;

applying a bounding box around the face in the 1mages;

moditying the images within the bounding box to make

the face unidentifiable from the 1images; and
transmitting the modified 1mages to the server.

13. The method of claim 12, further comprising:

generate a hash value based on the detected face; and

transmit the hash value to the server 1in association with
the modified 1mages.

14. The method of claim 8, further comprising;:

recerving an audio signal of the environment surrounding

the mobile robot;

detecting human voice 1n the audio signal;

responsive to detecting the human voice, modifying a

portion of the audio signal within a frequency range of
human voice to be umntelligible; and

transmitting the modified audio signal to the server.

15. A non-transitory computer readable storage medium
storing computer program instructions, the instructions
when executed by a processor causing the processor to:

capture 1mages of an environment surrounding a mobile

robot;

detect text in the 1images;

responsive to detecting the text, determine whether to

modily the images based in part on a semantic map that
stores information describing the environment;
responsive to determining to modily the images, generate
a bounding box around the text in the 1images;
modily the images within the bounding box to make the
text illegible, and

transmit the modified 1images to a server.

16. The non-transitory computer-readable storage
medium of claim 15, wherein determining whether to
modily the images comprises:

determining a location of the mobile robot;

querying the semantic map associated with the environ-

ment to determine a privacy setting associated with the
location; and

determiming to modify the images based on the privacy

settings associated with the location.

17. The non-transitory computer-readable storage
medium of claim 15, wherein determining whether to
modily the 1mages comprises:

performing 1image recognition to determine an object type

associated with an object including the text in the
1mages;

querying the semantic map associated with the environ-

ment to determine a privacy setting associated with the
object type; and

determining to modily a region of the images including

the object based the privacy setting associated with the
object type.
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18. The non-transitory computer-readable storage
medium of claim 15, wherein detecting text, further com-
Prises:

for each of a plurality of regions within the image:

identifying a number of edges in the region;

comparing the number of edges to a predetermined
threshold; and

responsive to the number of edges exceeding the pre-
determined threshold, determining that there 1s text
in the region.

19. The non-transitory computer-readable storage
medium of claim 15, wherein the processors are further
configured to:

detect a face of a person 1n the 1mages;

apply a bounding box around the face in the 1mages;

modily the images within the bounding box to make the

face unidentifiable from the 1mages; and

transmit the modified images to the server.

20. The non-transitory computer-readable storage
medium of claim 16, wherein the processors are further
configured to:

determine an 1dentity of the person;

generate a hash value associated with the identity; and

transmit the hash value to the server in association with

the modified 1mages.
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