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INPUT/OUTPUT (1/0) MEMORY

MANAGEMENT UNIT (JOMMU)

MULIT-CORE INTERFERENCE
MITIGATION

TECHNICAL FIELD

Embodiments of the inventive concepts disclosed herein
are directed generally to safety-critical processing systems
and more particularly to memory management within a
multicore system-on-a-chip (SoC).

BACKGROUND

Multi-core avionics certification allows multiple applica-
tions to be executed on a single processor card, e.g., a
multi-core processing environment (MCPE) encompassing,
several physical or virtual processing cores housed on a
single system-on-a-chip (SoC). Modern SoC devices include
input/output (I/O) memory management units (IOMMU)
capable of mapping or translating virtual addresses (e.g.,
corresponding to I/O devices associated with the executing
applications) to physical addresses (e.g., within main system
memory). This virtual/physical address translation may be
configured according to configuration data stored within
main memory. In some implementations some configuration
data may be cached within the IOMMU.

However, when a device 1n communication with the SoC
needs to access main memory (e.g., reading from or writing,
to) and the configuration data particular to the accessing
device 1s not found within the IOMMU cache, the configu-
ration data must be read from main memory. Reading the
IOMMU configuration data from main memory generates
two general interference channels with respect to other
devices or processing cores within the SoC. First, reading
the configuration data from main memory causes contention
on the memory bus, interfering with other attempts to access
main memory. For the second interference channel, while a
particular [IOMMU operation 1s waiting for the configuration
data to be fetched, other read/write operations by peripherals
through that IOMMU are delayed—a delay which must be
taken into consideration with respect to multi-core certifi-
cation of safety-critical applications (e.g., those applications
which must complete within their allotted time).

SUMMARY

A multicore processing environment (MCPE) 1s dis-
closed. In embodiments, the MCPE 1includes a plurality of
processing cores including system registers and hosting
various user applications configured to run simultaneously
thereon. The processing cores are 1 communication with
shared system resources (SSR), e.g., main memory and
peripheral mput/output (I/O) devices (e.g., direct memory
access (DMA) engines, network devices, PCI devices) 1ni-
tialized by the system registers. The /O devices request
access 1o main memory, €.g., 1n the course of executing the
user applications. Access to main memory may be controlled
by an I/O memory management unit (IOMMU) connected to
the various I/O domains 1n which the I/O devices may be
grouped. Based on the mitialization or configuration by the
system registers, the IOMMU associates unique cache tags
with each requesting peripheral device, such that the con-
figuration data particular to that device are cached according
to the umique cache tag and the IOMMU can access the
configuration files to execute 1/0 requests without eviction
that might otherwise lead to cache misses and increased
interference.
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2

A system-on-chip (S0C) 1s also disclosed. In embodi-
ments, the SoC includes multiple processing cores config-
ured to simultaneously host multiple user applications, the
processing cores further including SoC registers for initial-
ization and configuration of peripheral input/output (I/0)
devices. The processing cores are in communication with
shared system resources (SSR) including main memory
units and I/O domains, each I/O domain mcluding one or
more peripheral I/0 devices mitialized by the SoC registers.
The SoC includes an /O memory management unit
(IOMMU) for controlling access to main memory from the
I/O domains. The IOMMU includes an IOMMU cache,
whereby the IOMMU associates unique cache tags with
cach peripheral I/O device requesting mmbound access to
main memory, based on the SoC mitialization of each
peripheral device. The IOMMU caches configuration data
specific to the requesting device under each unique cache
tag, such that the IOMMU can refer to the correct configu-
ration data when executing I/O requests from a given
peripheral device without evicting other devices or retriev-
ing the configuration data from main memory.

This Summary 1s provided solely as an introduction to
subject matter that 1s fully described in the Detailed Descrip-
tion and Drawings. The Summary should not be considered
to describe essential features nor be used to determine the
scope of the Claims. Moreover, it 1s to be understood that
both the foregoing Summary and the following Detailed
Description are example and explanatory only and are not
necessarily restrictive of the subject matter claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

The detailed description 1s described with reference to the
accompanying figures. The use of the same reference num-
bers 1n different instances 1n the description and the figures
may indicate similar or identical items. Various embodi-
ments or examples (“examples”) of the present disclosure
are disclosed in the following detailed description and the
accompanying drawings. The drawings are not necessarily
to scale. In general, operations of disclosed processes may
be performed 1n an arbitrary order, unless otherwise pro-
vided 1n the claims. In the drawings:

FIG. 1 1s a block diagram illustrating a multi-core pro-
cessing environment (MCPE) 1n accordance with example
embodiments of this disclosure;

FIG. 2A 1s a flow diagram illustrating shared system
resources of the MCPE of FIG. 1 i accordance with
example embodiments of this disclosure;

FIG. 2B 1s a tabular illustration of the mput/output (1/0)
memory management unit (IOMMU) cache of FIG. 2A;

FIG. 3A 1s a flow diagram illustrating shared system
resources of the MCPE of FIG. 1 i accordance with
example embodiments of this disclosure;

and FIG. 3B 1s a tabular illustration of the input/output

(I/0) memory management unit (IOMMU) cache of FIG.
3A.

DETAILED DESCRIPTION

Before explaining one or more embodiments of the dis-
closure 1n detail, it 1s to be understood that the embodiments
are not limited 1n their application to the details of construc-
tion and the arrangement of the components or steps or
methodologies set forth 1n the following description or
illustrated 1n the drawings. In the following detailed descrip-
tion of embodiments, numerous specific details may be set
forth 1 order to provide a more thorough understanding of
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the disclosure. However, 1t will be apparent to one of
ordinary skill in the art having the benefit of the instant
disclosure that the embodiments disclosed herein may be
practiced without some of these specific details. In other
instances, well-known features may not be described in
detail to avoid unnecessarily complicating the nstant dis-
closure.

As used herein a letter following a reference numeral 1s
intended to reference an embodiment of the feature or
clement that may be similar, but not necessarily 1dentical, to
a previously described element or feature bearing the same
reference numeral (e.g., 1, 1a, 15). Such shorthand notations
are used for purposes of convenience only and should not be
construed to limit the disclosure 1n any way unless expressly
stated to the contrary.

Further, unless expressly stated to the contrary, “or” refers
to an inclusive or and not to an exclusive or. For example,
a condition A or B 1s satisfied by any one of the following:
A 1s true (or present) and B 1s false (or not present), A 1s false
(or not present) and B 1s true (or present), and both A and B
are true (or present).

In addition, use of “a” or “an” may be employed to
describe elements and components of embodiments dis-
closed herein. This 1s done merely for convenience and *““a”
and “an” are intended to include “one” or “at least one,” and
the singular also includes the plural unless 1t 1s obvious that
it 1s meant otherwise.

Finally, as used herein any reference to “one embodi-
ment” or “some embodiments” means that a particular
element, feature, structure, or characteristic described 1in
connection with the embodiment 1s included 1n at least one
embodiment disclosed herein. The appearances of the phrase
“in some embodiments” 1n various places in the specifica-
tion are not necessarily all referring to the same embodi-
ment, and embodiments may include one or more of the
teatures expressly described or inherently present herein, or
any combination or sub-combination of two or more such
teatures, along with any other features which may not
necessarily be expressly described or inherently present in
the 1nstant disclosure.

Referring to FIG. 1, a multi-core processing environment
(MCPE) 100 1s disclosed. The MCPE 100 may include
processing cores 102, system registers 104 (e.g., processor
registers, system-on-chip (SoC) registers), and shared sys-
tem resources 106 (SSR) including main memory 108 (e.g.,
double data rate (DDR) random access memory (RAM)),
coherency fabric 110, mput/output (I/O) memory manage-
ment units 112 (IOMMU), and 1I/O domains 114, 114a-b.

In embodiments, the MCPE 100 may be embodied in a
single system-on-a-chip (SoC) installed as a component of a
larger aircraft-based avionics processing system. The pro-
cessing cores 102 of the MCPE 100 (e.g., an MCPE may
incorporate two, four, or any other appropriate whole num-
ber of cores) may incorporate physical processing cores or
virtual processing cores, €.g., one or more physical cores
partitioned 1nto virtual cores. Each processing core 102 may
house multiple user applications 116 configured for simul-
taneous execution. For example, an aircraft-based avionics
MCPE 100 may incorporate a variety ol safety-critical
applications, e.g., applications that must complete within
their allotted timeframe or which are essential to safe tlight,
and mission-critical applications, e.g., applications which
may not be essential to sate thght but which may be allotted
additional time to execute. In some embodiments, one or
more operating systems 118 (OS; e.g., guest operating
systems (GOS)) may be running on a processing core 102,
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or across multiple processing cores of the MCPE 100 (e.g.,
as a partition or virtual core comprising all or part of
multiple processing cores).

In embodiments, the SSR 106 include those resources for
which multiple processing cores 102 (or the user applica-
tions 116 executing thereon) may compete with each other;
e.g., use of a particular resource by a given processing core
may interfere with or degrade the use of that resource by
other cores of the MCPE 100, which in turn may lead to
latency 1ssues for those cores and applications. Each user
application 116 may be associated with one or more periph-
cral devices 120 (e.g., direct memory access (DMA)
engines, peripheral component interconnect (PCI) devices).
For example, each I/O domain 114, 114a-b6 may include
several peripheral devices 120 1n communication with the
[OMMU 112 via an 1/0O bus 122. In the course of execution,
a user application 116 may invoke various peripheral
devices 120 with I/O operations to read from, or write to,
physical addresses within the main memory 108. Each
peripheral device 120 may in turn request access to the main
memory 108 via the IOMMU 112. The IOMMU 112 may
refer to configuration data (e.g., configuration files), or data
structures within the main memory 108 (or within the
IOMMU cache 124) for controlling, e.g., address/window
translation or memory access. Access to the main memory
108 may be provided by the coherency fabric 110 (or, e.g.,
via system buses connecting the IOMMU 112 to the main
memory).

Retferring to FIGS. 2A and 2B, the MCPE 100aq may be
implemented and may function similarly to the MCPE 100
of FIG. 1, except that the system registers 104 may maitigate
or eliminate potential interference at startup, e.g., at mnitial
configuration of the peripheral devices 120a-5.

In embodiments, the system registers 104 may 1nitialize
cach peripheral device 120a-b by assigning to the peripheral
device a umque logical I/O device number 202 (LIODN;
¢.g., logical device 1dentifier), such that no two LIODNs
contlict or collide. Based on each assigned LIODN 202, the
IOMMU 112 may determine a cache tag 204 corresponding
to the peripheral device 120a-b and cache any configuration
data 206 for that peripheral device under the corresponding
cache tag. This approach ensures each peripheral device
120a-5 a unique entry 1n the IOMMU cache 124 and reduces
(or eliminates) the interterence caused by IOMMU cache
reloads from main memory 108. For example, the 1/O
domain 114¢ may include (e.g., connected via PCI slot) a
DMA engine (peripheral device 120a) and a network device
(peripheral device 1200) among other logical I/O devices
connected to the IOMMU 112 via IO bus 122. Within the
IOMMU cache 124, the unique cache tag 204 assigned to the
DMA engine 120a (e.g., assigned LIODN 202 value of
Ox9E) may reference configuration data 206 relevant to
servicing 1/0O requests by the DMA engine. Similarly, the
unmique cache tag 204 assigned to the network device 12056
(e.g., assigned LIODN 202 value of O0x64) may reference
configuration data 206 relevant to servicing I/O requests by
the network device.

In embodiments, the relevant configuration data 206 may
be loaded to the IOMMU cache 124 (and tagged with the
appropriate cache tags 204 based on assigned LIODN 202
values) when the peripheral devices 120a-b6 mnitially request
inbound access to the main memory 108. Once the relevant
configuration data 206 has been loaded to the IOMMU
cache 124, any subsequent I/O requests by the peripheral
devices 120a-b for inbound access to the main memory 108
will not cause cache misses with respect to the IOMMU
cache, eliminating any further interference on the coherency
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tabric 110. In some embodiments, LIODNs 202 may be
assigned by the system registers 104 according to config-
urable settings determined by an OS 118 running on the

processing cores 102,
Referring to FIGS. 3A and 3B, the MCPE 1005, I/O 5

domain 1144, and IOMMU cache 124a may be implemented
and may function similarly to the MCPE 1004, I/O domain
114¢, and IOMMU cache 124 of FIGS. 2A and 2B, except
that the I/O domain 1144 may include a perlpheral device
120c¢ (e g., PCI device) not associated with inbound traflic to 10
the main memory 108.

In embodiments, the IOMMU cache 124a may not have
suilicient space to assign a unique cache tag 204 to every
peripheral device 120a, 120c¢ of every /O domain 114d.
Accordingly, the system registers 104 may assign LIODNs 15
202a-b to the peripheral devices 120a, 120¢ such that the
IOMMU 112 assigns to the two peripheral devices, e.g., the
DMA engine 120a and PCI device 120¢, a common cache
tag 204 based on their assigned LIODNs. For example, the
DMA engine 120a may make regular I/O requests for 20
inbound access to main memory 108, but the PCI device
120¢ has no mbound traffic and thus does not make 1I/O
requests for inbound access. The configuration data 206
associated with the DMA engine 120aq may be loaded by the
IOMMU cache 124a (e.g., upon the mitial request for 25
inbound access by the DMA engine), as only the DMA
engine 120a requests mnbound access to main memory 108.

As the PCI device 120¢ has no inbound tratlic, the PCI
device cannot cause a collision of LIODNs 202a-b 1n the
IOMMU cache 124a. 30

In embodiments, loading the appropriate configuration
data 206 directly to the IOMMU cache 124 may reduce or
climinate RAM contention (e.g., within the coherency fabric
110) caused by retrieving data structures from the main
memory 108 not otherwise found 1n the IOMMU cache, as 35
well as cascading latency 1ssues for other peripheral devices
120a, 120¢ within a given I/O domain 1144.

It 1s to be understood that embodiments of the methods
disclosed herein may include one or more of the steps
described herein. Further, such steps may be carried out 1n 40
any desired order and two or more of the steps may be
carried out sitmultaneously with one another. Two or more of
the steps disclosed herein may be combined 1n a single step,
and 1n some embodiments, one or more of the steps may be
carried out as two or more sub-steps. Further, other steps or 45
sub-steps may be carried 1n addition to, or as substitutes to
one or more of the steps disclosed herein.

Although 1mventive concepts have been described with
reference to the embodiments illustrated 1in the attached
drawing figures, equivalents may be employed and substi- 50
tutions made herein without departing from the scope of the
claims. Components 1illustrated and described herein are
merely examples of a system/device and components that
may be used to implement embodiments of the inventive
concepts and may be replaced with other devices and 55
components without departing from the scope of the claims.
Furthermore, any dimensions, degrees, and/or numerical
ranges provided herein are to be understood as non-limiting
examples unless otherwise specified 1n the claims.

60

We claim:

1. A multicore processing environment (MCPE), compris-

ng:

a plurality of processing cores associated with at least one
user application configured to execute thereon, the 65
plurality of processing cores including one or more
system registers;

6

one or more shared system resources (SSR) communica-

tively coupled to the plurality of processing cores, the

one or more SSR comprising:

at least one main memory unit;

a plurality of peripheral devices configurable via the
one or more system registers, the plurality of periph-
eral devices including at least one requesting periph-
eral device configured for generating at least one 1/O
request associated with the at least one user appli-
cation;

and

at least one I/O memory management unit (IOMMU)
communicatively coupled to the main memory unit
by at least one coherency fabric and to the plurality
of peripheral devices by at least one I/O bus, the
IOMMU including at least one IOMMU cache con-
figured to:

assign a cache tag to each requesting peripheral device;

and

cache configuration data for each requesting peripheral
device under the assigned cache tag;

the IOMMU configured to execute each I/O request
according to the configuration data associated with
the assigned cache tag.

2. The MCPE of claim 1, wherein the IOMMU 1s con-
figured to execute the at least one I/O request by allowing
the requesting peripheral device to access the main memory
unit.

3. The MCPE of claim 1, wherein:

the one or more system registers are configured to ini-

tialize the at least one requesting peripheral device by

assigning a unique logical device i1dentifier thereto;
and

the IOMMU 1s configured to assign the cache tag to each

associated requesting peripheral device based on the

corresponding logical device identifier.

4. The MCPE of claim 3, wherein:

the at least one user application includes at least one

operating system (OS) configured to execute on the

plurality of processing cores;

and

the one or more system registers are configured to 1ni-

tialize the at least one requesting peripheral device

based on at least one setting associated with the OS.

5. The MCPE of claim 1, wherein the IOMMU cache 1s
configured to assign at least one-cache tag to a requesting
peripheral device and a non-requesting peripheral device of
the plurality of pernipheral devices, the non-requesting
peripheral device not associated with inbound access to the
main memory unit.

6. The MCPE of claim 1, wherein the MCPE 1s embodied
in at least one system on a chip (SoC).

7. The MCPE of claim 1, wherein:

the MCPE 1s embodied in an aircraft-based avionics

processing system;

and

the at least one user application includes at least one

safety-critical application.

8. A system on a chip (SoC), comprising:

one or more processing cores associated with at least one

user application configured to execute thereon, the one

or more processing cores including one or more system
registers;

at least one main memory unit;

one or more input/output (I/O) domains operatively

coupled to the one or more processing cores by a

coherency fabric, each I/O domain comprising one or
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more peripheral devices configurable via the one or
more system registers, the one or more peripheral
devices including at least one requesting peripheral
device configured for generating at least one I/O
request associated with the main memory unit;
and
at least one I/O memory management unit (IOMMU)
operatively coupled to the main memory unit and to the
one or more I/O domains, the IOMMU 1ncluding an
IOMMU cache configured to:
assign a cache tag to each requesting peripheral device;
and
cache configuration data for each requesting peripheral
device under the assigned cache tag;
the IOMMU configured to:
receive the at least one I/O request from each request-
ing peripheral device;
and

execute each I/O request according to the configuration
data corresponding to the cache tag assigned to the

requesting peripheral device.
9. The SoC of claim 8, wherein the at least one IOMMU

1s configured to execute the at least one I/O request by
allowing the requesting peripheral device to access the main
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memory unit according to the configuration data correspond-
ing to the assigned cache tag.
10. The SoC of claim 8, wherein:
the one or more system registers are configured to ini-
tialize the at least one requesting peripheral device by
assigning a unique logical device i1dentifier thereto;
and
the IOMMU 1s configured to assign the cache tag to each
requesting peripheral device based on the logical
device identifier assigned to the requesting peripheral
device.

11. The SoC of claim 10, wherein:
the at least one user application includes at least one
operating system (OS) configured to execute on the
plurality of processing cores;
and
the one or more system registers are configured to ini-
tialize the at least one requesting peripheral device
based on at least one setting associated with the OS.
12. The SoC of claim 8, wherein the IOMMU cache 1s
configured to assign at least one cache tag to a requesting
peripheral device and at least one non-requesting peripheral
device, the at least one non-requesting peripheral device not
associated with inbound access to the main memory unit.
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