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COMPUTER SYSTEM HAVING FIRMWARE
VERIFICATION MECHANISM AND
FIRMWARE VERIFICATION METHOD OF
THE SAME

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims prionty to Taiwan Application
Sertal Number 109104410, filed Feb. 12, 2020, which 1s

herein incorporated by reference in its entirety.

BACKGROUND

Technical Field

The present disclosure relates to a firmware verification
technique, and more particularly, to a computer system
having a firmware verification mechanism and a firmware
verification method of the same.

Description of Related Art

Secure boot 1s a boot process that performs verification on
the device firmware that 1s to be executed for prevention of
the computer system executing unauthorized or modified
firmware.

The present secure boot mechanism must generate a
public key by computation with respect to a private key that
1s generated by using a random number, and store the public
key 1n a one-time programmable storage circuit i the
computer system. During the secure boot verification pro-
cess, the public key 1s used for firmware verification of the
firmware encrypted by the private key. However, this
method not only requires a large storage capacity, but also
presents difhicultly in the updating of the public key.
Improvements can be made 1n regards to both the cost due
to storage capacity and data security.

Therelfore, how to design a new computer system having,
a firmware verification mechanism and a firmware verifica-
tion method of the same to solve the alforementioned defi-
ciencies 1s a problem waiting to be solved by those in the
industry.

SUMMARY

The summary of the disclosure aims at providing a
simplified summary of the present disclosure, so that the
reader has a basic understanding of the present disclosure.
This summary of the disclosure 1s not a complete overview
of the disclosure, and it 1s not intended to point out 1impor-
tant/critical elements of embodiments of the present disclo-
sure or define the scope of the present disclosure.

An object of the present disclosure 1s to provide a com-
puter system having a firmware verification mechanism and
a firmware verification method of the same to improve the
problems of the prior art.

In order to achieve the aforementioned object, one aspect
of the present disclosure 1s to provide a computer system
having a firmware verification mechamsm that includes a
plurality of non-transitory storage circuits and a processing,
circuit. Each of the non-transitory storage circuits i1s con-
figured to store at least one of a plurality of strings not
generated by using a random number. The processing circuit
1s configured to perform steps for firmware verification
corresponding to a device firmware. The firmware verifica-
tion includes the following steps. A to-be verified block of
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the device firmware 1s loaded. A plurality of public key
composition strings of the strings are retrieved from the
non-transitory storage circuits for combining the public key
composition strings into a public key. The to-be verified
block 1s compared with the public key to determine whether
the to-be verified block 1s generated based on a private key
which 1s calculated from the public key. When the to-be
verified block 1s determined as being generated by the
private key, it continues to perform a chain of trust verifi-
cation.

Another aspect of the present disclosure 1s to provide a
firmware verfication method applied to a computer system
having a firmware verification mechanism, and firmware
verification method includes the following steps. A to-be
verified block of a device firmware 1s loaded by a processing
circuit. A plurality of public key composition strings of a
plurality of strings are retrieved from a plurality of non-
transitory storage circuits by the processing circuit for
combining the public key composition strings into a public
key, wherein the non-transitory storage circuits are config-
ured to store at least one of the strings not generated by using
a random number. The to-be verified block 1s compared with
the public key by the processing circuit to determine
whether the to-be vernified block 1s generated based on a
private key which 1s calculated from the public key. When
the to-be verified block 1s determined as being generated by
the private key, the processing circuit continues to perform
a chain of trust verification. The computer system having the
firmware verification mechanism of the present disclosure
and the firmware verification method of the same can reduce
the cost for the storage circuit to store the key and increase
the flexibility 1n the key update to improve the security of the
computer system.

BRIEF DESCRIPTION OF THE DRAWINGS

The present disclosure can be more fully understood by
reading the following detailed description of the embodi-
ment, with reference made to the accompanying drawings as
follows:

FIG. 1 1s a block diagram of a computer system having a
firmware verification mechanism according to an embodi-
ment of the present disclosure.

FIG. 2 1s a tlowchart of a firmware verification method
according to an embodiment of the present disclosure.

DETAILED DESCRIPTION

Reference 1s made to FIG. 1. FIG. 1 1s a block diagram of

a computer system 100 having a firmware verification
mechanism according to an embodiment of the present
disclosure. The computer system 100 includes non-transi-
tory storage circuits NVM,-NVM,,, and a processing cir-
cuit 110.

Each of the non-transitory storage circuits NVM, -
NVM,, , 1s a non-transitory storage device. In more detail,
the non-transitory storage circuits NVM,-NVM.,. , are stor-
age devices whose internal storage data does not disappear
when the power supply 1s stopped. For example, the non-
transitory storage circuits NVM ,-NVM..., may be storage
devices including, for example, but not limited to, read-only
memory (ROM), one-time programmable (OTP) storage
devices, flash memory, or a combination thereof.

In an embodiment, the non-transitory storage circuits
NVM,-NVM,,, include at least one one-time program-
mable storage device to prevent the internal storage data
from being modified.
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Each of the non-transitory storage circuits NVM;-
NVM,, , 1s configured to store at least one of a plurality of
strings which are not generated by using a random number.
In FIG. 1, the non-transitory storage circuits NVM, -
NVM,,, are configured to store the strings ST,-ST,,,,
respectively. It should be noted that 1n the present embodi-
ment, each of the non-transitory storage circuits NVM, -
NVM,,, only stores a single string, but 1n other embodi-
ments, each of the non-transitory storage circuits NVM, -
NVM.,,, may store more than one string.

In an embodiment, the strings ST,-ST,,, stored 1n the
non-transitory storage circuits NVM,-NVM,, ; are not gen-
crated by using the random number, and have a specific
meaning. For example, the strings ST,-ST,,, may include
device codes, physical address, email address, website

address, company name, person name, or a combination
thereof.

In an embodiment, the strings ST,-ST,,, stored in the
non-transitory storage circuits NVM,-NVM,. , are stored
under the protection of the stored protection function or the
stored protection code so that their integrities are secured.

The processing circuit 110 1s configured to perform a
firmware verification corresponding to a device firmware
120. In FIG. 1, the device firmware 120 1s shown as a block.
However, in practice, the device firmware 120 1s not a
hardware component, but a firmware corresponding to a
device (not shown) electrically coupled to the computer
system 100.

In an embodiment, the device firmware 120 includes a
string ST,, a to-be verified block 130, to-be verified other
blocks 140, and a firmware content 150.

The string ST ,,, which 1s similar to the strings ST,-ST,_,
stored 1n the non-transitory storage circuits NVM,-NVM,, .,
1s not generated by using the random number and has the
specific meaning. In addition, the string ST,, can also be
stored under the protection of the stored protection function
or the stored protection code such that its integrity 1is
secured.

The to-be-verified block 130 1s generated by a private key
and includes, for example, but not limited to, verification
information 135A and a signature 135B. In an embodiment,
the private key 1s calculated from the public key.

More specifically, in an embodiment, the strings ST, -
ST.., stored 1n the non-transitory storage circuits NVM, -
NVM.,,, and the string ST, in the device firmware 120
include a plurality of public key composition strings, such
as, but not limited to, the strings ST,-ST .., and ST ,. These
public key composition strings can be sorted and combined
into the public key, and then the public key 1s calculated to
generate a private key. Further, the private key 1s used to sign
the content of the to-be verified block 130.

Therefore, when, for example, but not limited to, the
computer system 100 boots up or the device corresponding
to the device firmware 120 1s turned on, the processing
circuit 110 loads the to-be verified block 130 of the device
firmware 120 for performing the verification.

In an embodiment, the processing circuit 110 retrieves the
public key composition strings of the strings ST,-ST,, from
the non-transitory storage circuits NVM,-NVM,, , and the
device firmware 120 to combine the public key composition
strings into the public key.

In an embodiment, the processing circuit 110 retrieves
and executes the read-only memory bootloader from, for
example, but not limited to, the read-only memory in the
computer system 100, to retrieve the public key composition
strings and combine them.

10

15

20

25

30

35

40

45

50

55

60

65

4

Next, the processing circuit 110 compares the to-be veri-
fied block 130 with the public key to determine whether the
to-be verified block 130 1s generated by the private key
which 1s calculated from the public key.

When the to-be verified block 130 1s not generated based
on the private key, 1t represents that the device correspond-
ing to the device firmware 120 may be hacked. The pro-
cessing circuit 110 would determine that the verification 1s
not passed, and not continue to run the device.

When the to-be verified block 130 1s generated by the
private key, the processing circuit 110 determines that the
verification 1s passed, and can continue to verily to-be
verified other blocks 140.

In an embodiment, the verification information of the
to-be verified other blocks 140 are interrelated to each other,
and can be verified through a chain of trust verification
process. When passing all the verifications, the processing
circuit 110 can operate the device according to the firmware
content 1350.

In an embodiment, when the private key 1s stolen or
hacked, or the to-be verified block 130 requires to be
updated, another set of strings, which are not completely the
same as or completely different from the previous public key
composition strings, can be selected from the strings ST -
ST, to be used as new public key composition strings, for
example, but not limited to, the strings ST,-ST,,.; and ST,
to be combined mto a new public key. Since the string ST ,;
1s stored in the device firmware 120, 1t 1s easier to be
modified and the composition of the public key composition
strings can be further changed.

Next, a new private key can be calculated from the new
public key, so as to generate a new to-be verified block 130
in the device firmware 120. When the device corresponding
to the device firmware 120 intends to be verified, the new
public key can be used for the verification.

In the aforementioned manner, the computer system 100
of the present disclosure having the firmware verification
mechanism can generate the public key based on a plurality
of meaningful and identity-based strings to calculate the
private key, so as to sign the to-be verified block 130 of the
device firmware 120. Further, the computer system 100 can
use the public key to verity the to-be verified block 130 of
the device firmware 120.

In this way, not only can the storage cost of each storage
circuit be reduced by decentralized string storage, but also 1t
1s diflicult for a hacker to access the string to obtain the
public key or the private key. Moreover, since the public key
1s composed ol meaningful strings, it 1s easier to identify 1t
as the correct key rather than a tampered key. Furthermore,
the updates of the public key and private key are easier since
the partial strings can be stored in the firmware or a
non-one-time programmable storage circuit, which can
improve the flexibility of security maintenance.

FIG. 2 1s a flowchart of a firmware verification method
200 according to an embodiment of the disclosure.

The firmware verification method 200 can be applied to
the computer system 100 shown in FIG. 1. The firmware
verification method 200 includes the following steps (it
should be understood that the steps mentioned 1n the present
embodiment, except for those whose sequences are specifi-
cally described, can be adjusted according to actual needs,

and can even be executed simultaneously or partially simul-
taneously).
In operation 201, the to-be ventfied block 130 of the
device firmware 120 1s loaded by the processing circuit 110.
In operation 202, a plurality of public key composition
strings of the strings are retrieved by the processing circuit
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110 from a plurality of non-transitory storage circuits to
combine the public key composition strings into a public
key, 1n which the non-transitory storage circuits are config-
ured to store at least one of the strings not generated by a
random number.

In operation 203, the to-be venfied block 130 1s compared
with the public key by the processing circuit 110.

In operation 204, the determination 1s made as to whether
the to-be verified block 130 i1s generated based on the private
key which 1s calculated from the public key.

In operation 2035, when the to-be verified block 130 1s
generated by the private key, the processing circuit 110
determines that the to-be verified block 130 passes the
verification.

In operation 206, when the to-be verified block 130 1s not
generated by the private key, the processing circuit 110
determines that the to-be verified block 130 does not pass the
verification.

In an embodiment, after the to-be verified block 130
passes the verification, the processing circuit 110 may con-
tinue to perform the chain of trust verification on to-be
verified other blocks 1n the device firmware 120.

Although the present disclosure has been described 1n
considerable detail with reference to certain embodiments
thereot, other embodiments are possible. It will be apparent
to those skilled 1in the art that various modifications and
variations can be made to the structure of the present
disclosure without departing from the scope or spirit of the
disclosure. Therefore, the spirit and scope of the appended
claims should not be limited to the description of the
embodiments contained herein.

What 1s claimed 1s:

1. A computer system having a firmware verification

mechanism, comprising;:
a plurality of non-transitory storage circuits, each of the
non-transitory storage circuits being configured to store
at least one of a plurality of strings not generated by
using a random number; and
a processing circuit configured to perform retrieving a
plurality of public key composition strings from the
plurality of strings stored 1n the non-transitory storage
circuits for combining the public key composition
strings to form a public key and to calculate the public
key to form a first private key, wherein the processing
circuit further performs steps for firmware verification
corresponding to a device firmware, the steps compris-
ng:
loading a to-be verified block of the device firmware,
wherein the to-be verified block 1s generated by a
second private key;

determining whether the second private key which
generates the to-be verified block matches the first
private key which is calculated from the public key;
and

determining that the to-be verified block passes the
verification when the second private key which gen-
crates the to-be verified block matches the first
private key.

2. The computer system of claim 1, wherein the non-

transitory storage circuits comprise at least one one-time
programmable storage device.
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3. The computer system of claim 1, wherein the strings are
stored 1n the device firmware and the non-transitory storage
circuits via a protection function or a protection code.
4. The computer system of claim 1, wherein the to-be
verified block comprises a verification imformation and a
signature.
5. The computer system of claim 1, wherein the public
key composition strings are retrieved and combined by a
read-only memory bootloader.
6. The computer system of claim 1, wherein the firmware
verification steps further comprise:
selecting a plurality of new public key composition
strings which are not completely the same as or com-
pletely different from the public key composition
strings {rom the strings, so as to combine the new
public key composition strings into a new public key;

obtaining a new private key calculated from the new
public key; and

updating the to-be verified block of the device firmware

according to the new private key.

7. A firmware verification method applied to a computer
system having a firmware verification mechanism, compris-
ng:

retrieving a plurality of public key composition strings of

a plurality of strings from a plurality of non-transitory
storage circuits by the processing circuit for combining,
the public key composition strings to form a public key
and to calculate the public key to form a {first private
key, wherein the non-transitory storage circuits are
configured to store at least one of the strings not
generated by using a random number;

loading a to-be verified block of the device firmware,

wherein the to-be verified block 1s generated by a
second private key;

determiming whether the second private key which gen-

erates the to-be verified block matches the first private
key which 1s calculated from the public key by the
processing circuit; and

determining that the to-be verified block passes the veri-

fication by the processing circuit when the second
private key which generates the to-be verified block
matches the first private key.

8. The firmware verification method of claim 7, wherein
the device firmware comprises at least one of the strings, and
the firmware verification method further comprises:

retrieving the public key composition strings from the

device firmware and the non-transitory storage circuits,
so as to combine the public key composition strings
into the public key.

9. The firmware verification method of claim 7, wherein
the firmware verification method further comprises:

selecting a plurality of new public key composition

strings which are not completely the same as the public
key composition strings from the strings, so as to
combine the new public key composition strings into a
new public key;

obtaining a new private key calculated from the new

public key; and

updating the to-be verified block of the device firmware

according to the new private key.
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